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Executive Summary

This report discusses the importance of the critical and underexplored topic of artificial
intelligence (Al) safety, as highlighted during the “Strategy Alignment on Al Safety”
workshop convened by Lawrence Livermore National Laboratory (LLNL) and University
of California (UC) at the UC Livermore Collaboration Center (UCLCC) in April 2024.

Through a summary of keynote talks, panel discussions, and breakout sessions, world-
leading Al safety experts from academia, industry, national labs, and government
agencies addressed the importance of large-scale investments for research and
capabilities in Al safety.

With the field innovating at unprecedented rates, there is increasing urgency to develop
novel evaluation methodologies that allow full considerations of risks/threats of Al
technologies in different domains. Quantitative metrics and effective methodologies that
can evaluate and audit the “safeness” of how a given Al technology is trained, deployed,
or regulated are mainly focused on deep domain knowledge of specific applications,

but are nascent for certain scenarios. This maturation gap could inadvertently create
vulnerabilities that could be exploited by groups that pose a threat to national security.

Additionally, the gap between the public’s and research community’s perceptions of
Al risks/rewards is significant. While numerous voices from the Al community have
expressed concern that the risks are very high (the most pessimistic voices being
concerned that future Al systems could inflict extinction-level damage to humanity if
deployed incorrectly), the public largely is aware only of risk in low-impact scenarios.
This discrepancy highlights the crucial need for researchers to articulate what, why, and
when various Al risks matter as part of motivating funding requests. Thus, the call to
action for this community is to pursue Al safety as a “Big Science” project on a scale
comparable to the Manhattan Project. High risks and high payoffs are on the table,
but safe Al is a fast-moving target, and large-scale investments are needed to guide
development of this technology in a responsible way.

The authors highlight the need for a multilayered solution combining the development of
new methods and algorithmic approaches to mitigate threats with an active participation
of the government(s) in setting high industry standards and regulations based on state-
of-the-art technology. The group agreed that, as we look to the future, national labs are
well-positioned to play a role in the development of safeguarded Al technologies.
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Safety in the Al Era

Al is penetrating many facets of modern life, as well as high-consequence
applications. Al capabilities have a proven track record to accelerate scientific
breakthroughs, extract insights from enormous datasets, imitate human language, and
produce imagery and videos largely indistinguishable from authentic ones, supporting
the arguments that we are making meaningful strides toward artificial general
intelligence (AGI) and perhaps even super intelligence.

This technology is transformational, but is it safe? Despite the fast pace of Al
advances and its exponential impact on the economy, scientists have been able to
provide only very limited formalism in understanding and verifying how a trained model
will behave. Evaluation of risks posed by current models is difficult due to the dynamic
nature of the models as well as the complexity of possible threats and challenges
associated with characterizing their potential feasibility and impact. There is growing
concern around the risk that current models pose in many different vectors, such as
accelerating or enabling the proliferation of terrorist attacks and dangerous emergent
behavior not intended by the designer. As an illustrative example, an early version of
Anthropic’s Claude readily provided instructions on ingredients needed to manufacture
bioweapons and how best to target the spread of these weapons for maximum human
impact [1]. This is just one of many cases that illustrate numerous safety concerns
with current (and future) models.

Despite (or because of) the "black box" nature of Al, high-consequence models

are typically tested before deployment by using deep domain knowledge of the
application. However, with key exceptions, this process may be characterized as

more of an art than a science. At the scale of frontier-class models (e.g., 01+), major
innovators from industry and academia argue there are no proven approaches to verify
Al safety, reliability, transparency, and explainability in a robust and repeatable manner,
even with nascent red-teaming approaches.

For this reason, a growing community of experts across industry, academia, and
national laboratories warn that Al, if unchecked, will pose a threat to humanity
analogous to nuclear weapons and climate change. It was agreed by workshop
congregates that the national labs and their partners are poised to take a leading role
in developing the insights, tools, and systems to research Al because of their world-
class computing resources, workforce, culture of innovation, and decades-long history
of managing technologies with extremely high consequence of errors. Given
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the threat posed by Al itself and/or powerful Al controlled by adversaries, a new era
is upon us that requires expanding both the scope of the national labs’ mission space
and the substantial resources necessary to do so.

Al Safety Workshop at LLNL

The “Strategy Alignment on Al Safety” workshop convened on April 19, 2024, in
Livermore, California [2]. The main purposes of the workshop were to discuss (1)
the current state of Al safety research, (2) the community’s assessment of risks of
fast-paced technological advancements, and (3) alignment on the path forward to
prioritizing Al safety throughout the development process.

The workshop drew an international community of 77 researchers from industry,
academia, and the national labs in addition to government/nonprofit representatives—
all of whom are deeply involved with Al safety and ethics. The event’s discussions laid
the foundation for this report and represent a call from the scientific community that
now is the time to recognize the risks Al systems might pose to each nation’s security
and sovereignty alongside the need to quickly act to mitigate those risks.

Al Risk Landscape

The development and deployment of Al technologies present a range of risks that
extend beyond immediate technical concerns. As Al continues to advance rapidly,
these risks become increasingly critical to address. In alignment with broad U.S.
government considerations, it is essential to understand and mitigate the potential
for Al to pose dangers. However, definitions and dimensions of Al risks can be
characterized in various ways.

The U.S. Department of Commerce and its National Institute of Standards and
Technology (NIST) have released an “Artificial Intelligence Risk Management
Framework” to support Al risk management as a key component of responsible
development and use of Al systems. The framework is designed to address new
risks as they emerge and identify stages and actors in the Al development lifecycle.
It distinguishes risks that can cause harm to people, organizations, or ecosystems,
but focuses more on trustworthy Al and is less concerned about existential risk
implications [3].

In the context of national security, the U.S. Department of Homeland Security produced
a “Security Report on Reducing the Risks at the Intersection of Atrtificial Intelligence and
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Chemical, Biological, Radiological, and Nuclear (CBRN) Threats” led by the Countering
Weapons of Mass Destruction Office. It contends that Al's rapid advancements,
particularly in the physical and life sciences, can lower the barriers for malicious actors
to develop or use CBRN threats, potentially leading to catastrophic outcomes.

The democratization of Al tools could potentially increase the risk of these tools being
used for harmful purposes. The report emphasizes the need for robust governance,
international cooperation, and the development of safety protocols to mitigate these
risks, as well as the importance of keeping pace with technological advancements to
prevent unintended consequences. It also underscores the potential dual-use nature
of Al, where beneficial tools could be repurposed for nefarious activities, necessitating
careful oversight and regulation to ensure national and global security [4].

In a recent report on the “Potential Benefits and Risks of Artificial Intelligence for Critical
Energy Infrastructure,” DOE's Office of Cybersecurity, Energy Security, and Emergency
Response describes four risk categories related to Al in energy systems that transcend
the limitations of the infrastructure context [5]. The first category, “Unintentional Failure
Modes of Al”, involves Al systems designed for beneficial purposes but which can

lead to negative outcomes due to biases, misalignment, or unexpected events. The
second category, “Adversarial Attacks Against Al”, focuses on how Al systems can be

Figure 1: The workshop convened in Livermore on April 19, 2024.
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intentionally manipulated by adversaries through methods such as poisoning or evasion
attacks, potentially leading to harmful consequences. The third category, “Hostile
Applications of Al”, highlights the use of Al by adversaries to plan or execute cyber- or
physical attacks, potentially lowering the barrier to entry for less sophisticated attackers
or enabling more complex attacks. The fourth category, “Compromise of the Al Software
Supply Chain”, examines the traditional cybersecurity risks that Al software faces, which
adversaries might exploit as a vector to attack broader systems.

The European Union’s Al Act proposes a regulatory framework that defines four levels of
risk for Al systems: minimal risk, limited risk, high risk, and unacceptable risk [6].

Many current Al systems have minimal risk, such as Al-enabled video games or spam
filters. Limited risk refers to the risks associated with lack of transparency in Al usage,
such as in chatbots. The levels of greater concern are high-risk Al systems that may
negatively impact safety or fundamental rights (e.g., control of critical infrastructure

or support in public services), and unacceptable risk Al systems that are considered a
significant threat to individuals (e.g., social scoring systems and autonomous weapons).
Those systems require intensive assessment and regulation before and during their
deployment or even a ban for unacceptable risk systems.

The inaugural “International Scientific Report on Advanced Al Safety” categorizes
general-purpose Al risks into three main areas: malicious use, malfunctions, and
systemic risks [7]. Malicious use involves Al being exploited for harmful activities such
as scams, disinformation, cyber-attacks, and potential weapon development, though
current evidence for some of these is limited. Malfunctions pose risks even without
malicious intent, arising from issues like user misunderstanding, biased outputs, and
potential loss of control. Systemic risks include potential disruptions to labor markets,
privacy concerns, environmental impacts, and the concentration of Al development
power in a few regions, leading to an “Al divide.” Cross-cutting factors exacerbate these
risks, such as the challenge of ensuring that Al behaves as intended, the rapid pace of
Al development outstripping regulation, and competitive pressures on developers to
prioritize speed over safety.

Figure 2 summarizes how Al-associated risks can be categorized. To a certain extent,
the authors consider the level of the threat according to its potential reach. We believe
that each category of risk should be managed following different strategies, so that risks
are mitigated appropriately without unnecessarily hampering progress.
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RISK LEVEL IMPACT LIKELIHOOD TIMEFRAME

GLOBAL Uncertain
Short- to mid-term
NATIONAL I T
SOCIETAL Present

Figure 2: Al risks according to impact, likelihood, and timeframe.

Global: Once thought to be science fiction, the exponential pace of advances in

Al capabilities prompted several prominent researchers to revise their projections
and consider a plausible rise of AGI in a near future, which would have a non-zero
probability of imposing risks on the human race. Hypothetically, this could be
triggered in two main ways: (1) An Al system with superhuman intelligence designed
with the intent to benefit humanity could become misaligned with the goals set by
humans by coming up with dangerous sub-goals (such as self-preservation), or

due to misspecification of what humans consider harmful; (2) a “doomsday Al cult”
emerges as a player in neo-terrorist activities and deliberately develops an Al with
self-preservation and self-replication capabilities.

National: Al systems are currently employed in all industry sectors and will become
further integrated into industry, government, and critical infrastructure applications.
The growing general-purpose capabilities of these models could enable terrorist
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groups, hostile governments, or even individuals with technical knowledge to
leverage open Al developments in order to specialize models for cyber terrorism,
disruption of service, persuasion, misinformation, or automated intelligence
gathering. Critical infrastructure or government systems that rely on Al can also
become vulnerable to specialized attacks such as data poisoning or prompt
engineering, or to unintentional destabilization due to misspecification or insufficient
validation of those systems.

Societal: For lower impact applications (most of the applications where Al is currently
deployed), misuse of Al technology can still impose risks to a high number of citizens
or even our democratic processes. On an individual level, current widely available
technology can be used to produce deep fakes and nonconsensual intimate imagery
and can cause privacy issues by revealing private information. On an institutional level,
Al systems used for recruitment screening, credit worthiness estimation, or automated
surveillance might inadvertently reinforce biases against certain groups.

One of the most pressing concerns is the unintentional failure of Al systems, which
could lead to catastrophic outcomes on a global scale, depending on which systems
the Al is connected to. Bias in Al, where systematic deviations in decision making arise,
might not only skew outcomes in critical sectors but also amplify societal divisions
and reinforce dangerous inequalities. This, in turn, could destabilize social structures
and erode trust in institutions, creating conditions for widespread unrest and conflict.
Similarly, when Al models are exposed to scenarios beyond those available during
training—known as out-of-distribution data—their behavior can become unpredictable,
leading to failures. Misalignment between Al behavior and human goals is another
significant risk. As Al systems grow more autonomous and capable, even slight
misalignments in objectives could lead to outcomes that are very different from human
expectations. The substantial energy consumption required to train and operate these
large Al models further compounds the risk by straining global energy resources, which
could lead to geopolitical tensions and conflict over scarce resources.

Adversarial attacks against Al systems also represent a critical threat. These attacks
exploit vulnerabilities in Al, potentially turning systems designed for beneficial purposes
into tools of destruction. Poisoning attacks, in which training data is manipulated to
induce harmful behaviors in deployed Al models, could be used to compromise critical
infrastructure, leading to cascading failures in energy, transportation, or communication
networks. Evasion attacks, in which adversarial inputs are used to cause Al systems
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to produce incorrect or harmful outputs, could undermine critical systems if safety
mechanisms are not deployed correctly.

The hostile application of Al technologies presents another profound risk. Al-driven
cyber-attacks could escalate beyond the control of human operators, leading to
widespread disruption. Autonomous physical attacks, such as those carried out by
unmanned drones equipped with Al, could be used to target critical infrastructure

or even key population centers. The development of Al-driven malware, capable of
adapting and evolving to evade detection, could create self-replicating threats that
spread uncontrollably, causing damage that is impossible to contain. The potential

for Al to be weaponized by state or non-state actors could lead to an arms race of
autonomous systems, escalating global tensions and increasing the risk of large-scale
conflicts that could threaten human survival.

Compounding these risks is the potential compromise of the Al software supply
chain. As Al becomes more integrated into critical infrastructure and global systems,
the security of the software that underpins these technologies becomes paramount.
A compromised Al software supply chain could be used as a vector for large-scale
attacks on infrastructure, leading to disruptions that could incapacitate entire nations
and disrupt the global order. This risk is particularly acute as Al tools increasingly rely
on common software components, which, if compromised, could have far-reaching
and devastating effects.

Organizational and governance failures further exacerbate the existential risks

posed by Al. The diffusion of responsibility in Al deployment, where no single entity

is accountable for the outcomes of Al systems, can lead to unmanaged risks that
escalate beyond control. Governance failures, including insufficient oversight and
regulation, increase the likelihood that Al will be developed and deployed in ways that
are misaligned with human safety and ethical considerations. The lack of a robust
safety culture within organizations developing Al could result in catastrophic accidents
or breaches, particularly as these systems become more powerful and autonomous.

The societal impacts of Al, particularly the erosion of human agency, present another
existential risk. As Al-driven automation becomes more prevalent, the potential for
widespread displacement of workers and the loss of economic stability could lead to
severe social and political unrest. The erosion of civil rights due to biased Al systems
and privacy violations could undermine democratic institutions and the rule of law,
leading to authoritarian regimes that use Al to oppress populations. The increasing
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reliance on Al for decision making could result in a loss of human control over critical
societal functions, leading to a scenario where Al systems make decisions that are not
in humanity’s best interest, potentially with irreversible consequences.

Finally, the global implications of Al development, particularly the risks associated
with an international Al arms race, must be urgently addressed. As nations and
corporations compete to develop and deploy Al technologies, the potential for unsafe
practices increases, raising the risk of accidental or intentional misuse of Al. This
competition could lead to the rapid escalation of conflicts, particularly if autonomous
systems are deployed without adequate human oversight, increasing the likelihood

of unintended consequences that could spiral out of control. The challenges of
establishing and enforcing international norms and regulations for Al exacerbate these
risks, as the lack of coordinated global efforts leaves the world vulnerable to rogue
states or actors who might deploy Al in ways that threaten humanity’s survival.

The risks associated with Al are profound and multifaceted, touching upon every
aspect of human society and the global order. The potential for Al to be misaligned
with human values, weaponized by malicious actors, or deployed in ways that erode
the foundations of civilization necessitates a comprehensive and coordinated
approach to risk management.

Al Arms Race

As Al begins to touch all sectors of the economy, understanding and mitigating risks
from this technology are increasingly pressing [8]. Widely available Al systems such

as ChatGPT and self-driving cars have inspired public consciousness on the risks and
benefits that lie ahead. However, future Al development is expected to spur the next
industrial revolution and is likely to penetrate many aspects of government systems and
critical infrastructure in the coming years [9].

Examples of how Al impacts all sectors are below:

Primary sector (raw materials)

 Agriculture: Al and generative Al can help optimize the use of inputs and manage
labor efficiently [10]

* Mining and quarrying: Al allows for more efficient exploration, taking automation
to new levels; generating greater yields; dramatically improving safety; and
maximizing extraction, maintenance, and operational performance [11]

9
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* Forestry: Al can pinpoint areas of deforestation, track the expansion of
agricultural lands into forested territories, and detect signs of illegal logging
activities [12]

* Oil and gas industry: Al can facilitate operational predictability and help meet
carbon emissions targets [13]

Secondary sector (manufacturing)

+ Aerospace manufacturing: digital twins Al technology enables companies to monitor
and analyze real-time data from aircraft engines, predict component degradation,
plan maintenance proactively, and avoid unexpected disruptions [14]

+ Automobile production: Al-enhanced quality control systems are transforming
inspection methodologies [15]

* Textile production: Al-powered machines can perform tasks such as cutting, sewing,
and dyeing with remarkable precision and speed, reducing error and waste [16]

« Shipbuilding: Al and machine learning (ML) can help optimize hull designs
to improve hydrodynamic properties and performance while meeting design
constraints [17]

* Chemical and engineering industries: Al can continuously analyze data from
sensors throughout a refinery or chemical plant, providing recommendations and
allowing for real-time optimization [18]

Tertiary sector (services)
* Retail sales: Al can deliver personalized e-commerce experiences [19]

 Transportation: Al offers the possibility for increased efficiency, enhanced safety,
and a more sustainable future [20]

* Insurance companies: generative Al adoption can lead to valuable data insights for
better decision making in risk assessment and underwriting [21]

 Restaurants: Al can quickly analyze vast amounts of customer data, helping
restaurants make purchasing and advertising decisions [22]

* Tourism: Al is used to analyze historical booking patterns, market demand, and
external factors (e.g., weather and events) to optimize pricing in real time [23]

10
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* Entertainment: generative Al can lead to dramatic changes in production and
postproduction, distribution, and intellectual property ownership [24]

* Legal services: Al-powered software is being used to inform bail and sentencing
decisions as well as predict the risk of a defendant committing another crime [25]

+ Health care: Al applications in diagnosis and treatment recommendations, patient
engagement and adherence, and administration will transform healthcare [26]

* Financial services: banks are using Al to optimize current service offerings, take new
offerings to market, and provide a more personalized experience for customers [27]

Quaternary sector (knowledge)

« Education: Al can offer much-needed constructive feedback to both instructors and
learners [28]

* Government decision making: Al and data analytics can make sense of
demographic, consumption, behavioral, and other trends in nearly all government
sectors, helping policymakers identify emerging issues and intervene with smarter
policies and a more accurate understanding of their impact and costs [29]

» Research and development (R&D): Al's prowess in pattern recognition, predictive
analytics, and data processing allows for the rapid identification and resolution of
complex problems, thereby increasing the speed of innovation and reducing time
to market [30]

Al has the dual potential to unlock great wealth, improving societal welfare if designed
and deployed correctly, while also possibly harming millions or billions of people if
misused or misaligned with society.

This duality echoes the development of nuclear technology. However, there are key
differences: First, the development and use of nuclear technology required enormous
investments in personnel, hardware, and natural resources. Therefore, only a few
governments could participate in the nuclear race, and each maintained tight control
of their technology. Second, the primary motivations in the nuclear scenario were
governments’ maintaining their sovereignty and exerting global influence on behalf of
their citizens.

In contrast, enormous resources are needed to develop and train frontier-class Al models,
but once released on the internet, any layperson can deploy the technology. Furthermore, a

1
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determined individual would be able to refine those models to perform (possibly nefarious)
tasks using only relatively affordable hardware. This level of democratization of very
capable but potentially harmful technology warrants significant attention. Additionally, the
export and deployment control of this technology is especially challenging in the current
landscape where Al leaders are in the industry sector, which primarily optimizes for profit.

Technology Landscape

At the frontier of Al advancements are advanced models capable of performing a
wide variety of tasks. These systems are often general purpose and are designed to
significantly impact the economy and society through widespread application and
rapid development. Despite the current limitations in factuality and reliability, these
models demonstrate impressive capabilities.

Most public debates about the future of Al are anchored in current technologies, such
as chatbots leveraging large language models (LLMs), but demonstrate a lack of clear
understanding of emerging tools or capabilities. For decades, Al systems were designed
for single, narrowly defined tasks such as playing chess, recognizing images, or ranking
web content. The emergence of more general-purpose models has further complicated
the debate. The swift pace of development since (arguably) around 2012—driven by
algorithmic innovations in the area of deep learning, accessible high-performance
computing (HPC), and sustained Al research investment from the private sector—shows
no signs of slowing down. While narrow Al systems will remain common, general-
purpose Al is reaching widespread use, requiring adaptations in Al policy to address the
new challenges posed by these powerful models.

The LLMs dominating the news and gaining widespread use over the past few
years have existed since 2017. LLMs perform a wide range of tasks, including text
translation, prose writing and editing, mathematical calculations, and programming.
The most capable general-purpose Al systems now available to the public are typically
accessible as text-in, text-out chatbots like OpenAl’s ChatGPT, Google’s Bard, and
Anthropic’s Claude. Developers are augmenting these systems in several ways
including processing different types of data inputs, tool use, deeper reasoning and
planning, larger and more capable memory, and increased interaction between Al
systems. The rapid evolution of Al capabilities complicates policymakers’ work as
policies must be designed that address risks and harms from existing Al systems
while anticipating future developments.

12
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Figure 3: Al safety measures that address national security concerns must consider overlapping, and
at times conflicting, priorities.

As a starting point for addressing critical issues relating to Al safety, diverse
organizations expressed concerns regarding the imminent need for “dangerous
capability” evaluations of frontier Al models, with the intent of identifying whether
such models are capable of displaying dangerous behavior. Policy initiatives such

as the European Union’s Al Act and the Biden—Harris Administration’s Executive
Order (EO) mandate safety tests and risk management for Al models, addressing
systemic risks and enforcing transparency and accountability in Al development [31].
Despite significant progress in aligning Al with human values, ongoing research and
collaboration are essential to address complex challenges and prevent the harmful
exploitation of advanced Al technologies.
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Research and Development

Several organizations and companies are at the forefront of Al development. Tech giants
like OpenAl, Meta, Google, Microsoft, and Anthropic, who have developed advanced

LLMs, are leaders in the Al R&D space. These companies typically work with academic
collaborators to develop novel Al and ML algorithms for commercial systems. These
mutually beneficial partnerships combine academia’s theoretical and exploratory
strengths with industry’s practical, application-oriented focus. This synergy accelerates the
development and deployment of cutting-edge Al technologies. However, since profits drive
industry innovation, these sectors are at risk of paying too little regard to developing safety
mechanisms and/or evaluating risks. While a few companies such as Anthropic explicitly
focus on the development of safe Al, OpenAl had a similar mission at inception, yet
recently shifted towards a more for- profit approach, underscoring the notion that players in
the private sector cannot be expected to avoid a for-profit modus operandi indefinitely [59].

Academia has been conducting Al research, but resources are limited to current/open
funding calls, severely restricting both the human and hardware resources dedicated
to this purpose. Additionally, DOE national labs have been conducting research and
establishing capabilities in this critical area in a number of ways, highlighted in the
following paragraphs.

LLNL is adopting a holistic approach to safety and security by addressing the entire

Al lifecycle—from data preparation (acquisition, curation, processing) to model
development (design, training, validation) and deployment (integration, monitoring,
maintenance). This comprehensive strategy ensures that safety and security are
integral at every stage, mitigating potential risks and building trust throughout the Al
lifecycle. To support this, LLNL is investing in key R&D areas thaT enhance safety (bias
mitigation, anomaly detection [32]), security and privacy (red teaming [33], blue teaming
[34]), and trust (explainable Al [35], formal verification [36]). These techniques apply

to both traditional models (e.g., supervised learning, reinforcement learning, Gaussian
process) and cutting-edge models (e.g., LLMs, vision language models) used by various
programs at LLNL. Close collaboration with subject matter experts across different
application domains (e.g., CBRN) helps define and assess what constitutes risk and
how to evaluate it. This domain-informed risk assessment complements traditional R&D
efforts, addressing the unique challenges posed by various applications. Additionally,
support for Al R&D comes from LLNL organizations that nurture external partnerships
(Al Innovation Incubator), the workforce pipeline (Data Science Institute), and staff
contributions (Al Community of Practice).

14
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Lawrence Berkeley National Laboratory (LBNL) is actively involved in Al safety research,
ensuring that Al systems used in scientific discovery are robust, secure, and reliable.

This work includes efforts in uncertainty quantification (UQ) to assess the reliability of
Al-driven models, as well as projects that address the ethical, security, and governance
challenges of deploying Al in high-stakes environments. LBNLs expertise in managing the
entire data lifecycle—ensuring data integrity, provenance, and compliance—contributes
significantly to the development of Al systems that are both scientifically sound and safe
for widespread use.

Additionally, Trusted ClI, as the National Science Foundation’s Cybersecurity Center of
Excellence, complements LBNLs Al safety efforts by offering valuable frameworks and
tools to enhance the security and integrity of cyberinfrastructure (Cl). Resources like the
Software Assurance Framework and Trusted Cl’s focus on regulated research contribute
to LBNLs work in protecting Al systems from security vulnerabilities and ensuring

data integrity. Additionally, Trusted Cl’'s workforce development initiatives, including

its Fellows and Students programs, help build cybersecurity expertise that aligns with
LBNLs commitment to developing safe, transparent, and compliant Al systems. This
collaborative approach supports LBNLs broader mission of advancing Al research
securely and responsibly.

Los Alamos National Laboratory (LANL) is dedicated to accelerating and applying
advances in frontier-level Al to address critical national security challenges. In science,
LANL uses Al to drive discovery across a wide range of fields.This includes developing
ML models for the optimization of critical infrastructure; using Al for earthquake
prediction; advancing quantum Al algorithms for complex problem-solving; and
innovating in climate science through Al-driven methane detection and environmental
monitoring. Efforts focus on physics-informed ML, verification, validation, and UQ,
ensuring Al models are not only powerful but also reliable and trustworthy. LANL
scientists also are developing methods to improve Al explainability and robustness,
drawing inspiration from neuroscience. The “Al for Mission” initiative amplifies these
efforts, promoting Al integration across LANLs scientific work. At the same time, LANLs
national security efforts, supported by the newly formed Al Risk Technical Assessment
Group, aim to identify, assess, forecast, and mitigate the national security risks posed
by Al advancements. This work includes developing risk assessment methodologies;
evaluating Al safeguards; conducting CBRN risk assessments; creating cutting-edge
tools for media authentication; and implementing rigorous testing, verification, and
explainability measures for Al systems.
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At Pacific Northwest National Laboratory (PNNL), R&D centers on assuring Al-enabled
high-consequence systems and developing the fundamental scientific knowledge

and operationalized technology for science, national security, and energy missions.
PNNLs Al assurance R&D portfolio is supported by internal investments, strategic
institutional partnerships, and government stakeholders and delivers capabilities around
security (i.e., vulnerability assessment [37]); safety (e.g., model explainability [38] and
robustness [39]); and verification, test, and evaluation (e.g., novel performance metrics
[40], anticipating frontier Al risks [41]) along with supporting ethical Al development
and understanding legal and policy implications. PNNLs Al assurance portfolio
operates across traditional (e.g., text, electrooptical) and complex (e.g., hyperspectral,
radiofrequency, acoustics) modalities and small to frontier-level Al. PNNL also works
towards Al assurance by design through leveraging deep mathematical expertise to
develop Al models and deploy operational Al systems tailored to each mission’s safety
and security needs [42].

Sandia National Laboratories (SNL) views Al safety and security through the lens of
national security applications emphasizing development of a certification process for
Al models and applications. The approach considers the application requirements,
risks, and mitigations for each step of application development, from the earliest
assessments of available data through model development to the interface of
predictions and supporting information (e.g., uncertainty analysis) with human
decision making. The intent is to provide insight to both the application developer

and the customer that the application meets requirements, the underlying model has
been rigorously developed, and the risks associated with the deployment environment
have been assessed and addressed. Topics such as feature space analysis [43],
development of principled methods for handling limited datasets [44] (e.g., probabilistic
transfer [45]), and evaluation of predictive uncertainty estimates [46] all contribute to
establishing the rigor of developed models. SNL was also an early contributor to Al
security research [47, 48] and continues to integrate lessons with sponsors across the
government in both open and internal research. Finally, the Al human interface is an
often overlooked yet critical aspect of the application development process, and SNL
is actively developing methods for rigorous mathematical decision making [49] and
presentation of information to the user [50].

At Argonne National Laboratory (ANL), the AuroraGPT project and the Trillion Parameter
Consortium are using and developing methods and techniques to evaluate and mitigate
safety and security issues with foundation models and LLMs. An important approach
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for LLMs safety and security is red teaming, where experts in Al, social sciences, and
security probe for specific types of harm in multiple rounds of testing [51]. Multiple
safety aspects are evaluated through benchmarking, pushing the models to their limits,
and assessing their response under stress. AuroraGPT relies on benchmarks such as
DecodingTrust to test Al models’ toxicity, stereotype bias, adversarial robustness, out-
of-distribution robustness, robustness on adversarial demonstrations, privacy, machine
ethics, and fairness. Other benchmarks, such as Weapons of Mass Destruction Proxy,
assess Al models’ hazardous knowledge in biology, chemistry, and cybersecurity. LLM
security goals are to identify and mitigate data and model vulnerabilities. Vulnerabilities
can lead to manipulated responses, denial of service (e.g., drastically reducing or
inference speed and scalability), and privacy breaches, raising significant risks to
individuals and organizations. Training data poisoning, prompt injections, and excessive
agency (that persuades the model to use application programming interfaces [APIs]
unsafely) are specific attacks on LLMs. ANL teams are applying best practices to
mitigate LLM models’ vulnerability through data curation and protection, adversarial
training to help models detect manipulation attempts, and output scrutiny.

Challenges and Limitations

Workshop participants agreed on the need for more research to understand highly
capable Al systems and the ensuing safety implications in utilizing these technologies.
We summarize some key takeaways from panel discussions:

1. Al safety presents significant technical challenges and limitations. Static
benchmarks, such as the observed accuracy on benchmark datasets, are
inadequate for evaluating how Al systems will behave out-of-distribution and in
the field, particularly in critical domains like biology and medicine. Additionally,
Al safety requires clear definitions and theoretical frameworks. The community
emphasized more dynamic and comprehensive evaluation methods while
highlighting the lack of resources for thorough evaluations. However, any
formal regulation in this space would need to consider its impacts on the
pace of innovation. Some panelists expressed skepticism about the feasibility
of slowing down Al development to allow more time for safety research and
policy development, which could lead to coordination challenges among global
stakeholders and competitors. There is a need to simultaneously handle the risks
at home with U.S. companies along with the risks arising in other countries.
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2. Computational availability and resource allocation are limiting factors.
Evaluating Al models at scale can be computationally intractable due to the
rapid pace of model development and the need to share currently available
compute resources with other research endeavors. Panelists proposed
allocation of national resources to provide the necessary computational power
for these evaluations. However, empirical demonstrations are typically needed
to convince stakeholders of Al risks, and such demonstrations are difficult to
conduct. While some organizations currently perform evaluations, the scale and
scope are insufficient to cover all new models. Utilizing automated red teaming
and adaptive benchmarks could improve evaluation processes.

3. Interpretability cannot be understated. Challenges abound in validating
interpretability methods to ensure they accurately reflect a model’s decision-
making process. Even with state-of-the-art interpretability tools, panelists
voiced concern for the potential for adversarial exploitation of those tools.
Establishing a rigorous approach to interpretability—specifically, a rigorous
approach to the validation of interpretability methods—is necessary for
verifying a model’s safety properties.

4. ML could be used to validate Al behavior. Specifying formal requirements for
Al behavior is difficult because language is often insufficient to capture the
desired complexity (e.g., of what is “harm”). While exact specifications may be
impossible to document, it may be feasible to develop models that can implicitly
understand and adhere to desired behaviors. The potential of using ML to search
for and validate these behaviors should be explored.

5. Current safety evaluation methods are limited. While Al safety evaluations
are necessary, currently they are insufficient without more robust and adaptive
methods. One potential avenue is to combine technical evaluations with socio-
technical approaches to better address the challenges of Al safety.

Policy Landscape

Mitigating Al risks is both a technical and political problem. The lack of Al expertise

or literacy among legislators in the face of quickly evolving technology development

is compounded by the lengthy process to introduce new laws and legislation, even
when key players in the field have stated they would welcome legislation [52]. Practical
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solutions could include initiatives to improve dialogue between legislators and Al experts
on Al risks and implications, as well as mechanisms for scientists and practitioners to
provide feedback on the effectiveness of current safeguards.

White House Executive Order

The EO on the “Safe, Secure, and Trustworthy Development and Use of Artificial
Intelligence” issued in October 2023 prompted extensive action across federal agencies
[53]. These efforts focus on managing Al's safety and security risks, protecting privacy,
advancing civil rights and equity, and promoting innovation and competition. Within

180 days, various government agencies completed all scheduled actions including
establishing frameworks for screening dangerous biological materials, releasing
guidelines for Al in critical infrastructure, and piloting Al tools to enhance cybersecurity.
Additionally, NIST will provide guidance that builds on its Al Risk Management
Framework to manage Al risks. Progress has also been made in recruiting Al talent

to strengthen federal capabilities in Al development and governance. This EO clearly
expects the U.S. government to lead the way in pioneering Al systems and safeguards,
as well as in attracting and retaining top talent. DOE national labs can play an important
role in these goals as government-owned, privately operated institutions.

While the EO recognizes many short-term risks imposed by Al systems, it neither
proposes nor points to clear guidelines on how to validate Al systems. Similarly, the
EO is (adequately) concerned about models and weights being open sourced, but
stops short of defining when models are dangerous and should be withheld from wide
availability. These ambiguities do not represent omission from the administration, but
are rather a consequence of insufficient understanding of how to provide verification
and auditing of highly capable Al models among the state-of-the-art of the scientific
community. One main discussion point during the workshop was the challenge for
regulators to stipulate safeguards because not even the scientific community can
suggest a comprehensive, effective, and sufficient set of Al safety requirements.

Accountability and Enforcement

Most workshop participants agreed that an important step in fully understanding the
current Al landscape, and therefore where to focus attention, is enforcing a mandatory
registration of Al systems, which would capture information about the system'’s
purpose, capabilities, number of parameters, and computational power used for
training and inference.
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Different risks have different reach and impact, so legislation must be designed
according to the correct jurisdiction and enforceability for that particular risk. While
state and local legislation can go a long way in protecting users’ well-being against
low-level threats associated with Al systems, federal legislation alone is not enough
for the highest threat levels; coordination with peer nations is essential.

Workshop participants also suggested that the Al industry’s very high risk tolerance
may be due to the lack of liability placed on companies. An efficient, enforceable
liability system is crucial to ensure that companies are held accountable for any
damage caused by their systems. However, although this safeguard would stimulate
companies to invest in validation and safety measures, it is not a panacea. For the
highest impact risks, such as to critical infrastructure or even existential threats,
possible damages could be much higher than a company’s value. In such a case,
companies could decide to maintain their risk tolerance because they would not be
able to cover the damages anyway.

One possible mechanism discussed during the workshop was the design of “red lines,’
or certain capabilities no Al system should be allowed to contain or perform. The
burden of the proof would lie with a company to provide evidence that their systems
have a minimal probability of crossing a red line—a concept similar to the certification
processes and safety protocols implemented in critical infrastructure, healthcare, or
aviation. A red line most experts agreed on was that no Al system should be allowed
to self-replicate in any way. Another meaningful red line could be forbidding the open
sourcing of models with military capabilities.

Figure 4: During the workshop’s

panel on Al policy and regulation,
Assemblymember Rebecca Bauer-
Kahan (CA-16) highlighted the
importance of building capacity for
government agencies to understand
Al's impacts, and of proposed
legislation aimed at defining Al and
addressing biases, adding her concern
for protecting the state’s workforce
and "building up an ecosystem of
augmentation rather than replacement.”
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Safeguarding Everyone

Another prominent issue explored at the workshop was the concept of “safety for
everyone.” Even as Al unlocks the promise of fast economic growth, legislation must
consider the probability of vulnerable demographics being negatively affected by

this technology, such as through work replacement or Al model biases. As part of

the solution to this problem, the government must promote an environment where
diversity of perspective is encouraged as well as advocate that Al developments follow
a path of augmentation as opposed to replacement.

Most low-threat risks are drastically amplified with the democratization of Al tools.
Much of the population does not possess the technical knowledge to refine and/or
programmatically use open-source models, which means they will mainly be using
those systems through API calls built and provided by companies. Regulations can be
created to enforce the logging and reporting of potentially harmful prompts, such as
attempts to generate pornographic or defamatory material.

Al Safety and DOE National Labs

The DOE national labs were created in the context of understanding and stewarding the
U.S. nuclear stockpile as well as mitigating its risks. As a result, the entire national lab
culture evolved around managing technology of high consequence. Not only does this
technology present significant technical challenges, but it also requires coordination
with regulators and peers from foreign countries. Al safety shares several characteristics
with nuclear devices, and the national lab infrastructure constructed as a response to the
latter’'s challenges would be an asset in tackling the former's risks.

Unlike in the nuclear arms race, breakthrough Al developments have so far been
achieved by industry, which is primarily motivated by profit and unlikely to decelerate
technological progress even with only limited understanding of Al’s risks of unintended
collateral damages. On the other hand, national labs do not compete with industry

and are not motivated by profit, while at the same time being more agile than regular
government agencies due to private management.

National labs also have a history of success in large-scale multidisciplinary projects
such as the National Ignition Facility—which was built at LLNL at initial cost of $3.5
billion [54], has an annual operating budget of $380 million, and successfully achieved
fusion ignition in a laboratory setting—and the Exascale Computing Project—which
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leveraged $1.8 billion and 2,800 collaborators [55] to develop a production-ready
exascale computing ecosystem. Mitigating Al risks was widely considered to be a
so-called “Big Science” task among workshop participants, and the labs’ experience in
managing such large multidisciplinary projects will be of utmost importance to success.

Powerful, secure computational infrastructure is instrumental to most of the labs’ key
successes as well as a core component of top Al research. The three most powerful
HPC systems in the world operate at DOE national labs, with LLNLs exascale El
Capitan supercomputer announced as the fastest system in late 2024 [56]. Apart
from the necessary computational power to train and experiment with highly capable
Al systems, DOE national labs have unparalleled experience in building a secure
computational infrastructure organized around different levels of clearance according
to project needs. This experience and the availability of a secure computational
infrastructure will be vital when carrying out projects to assess and mitigate the
highest impact Al risks.

For these reasons, the DOE national labs are especially well positioned to play an
important role in the mitigation of Al safety challenges discussed in this whitepaper.

Developing a Nation-Scale Initiative

Nation-scale initiatives which involve and take advantage of the unique strengths

and capabilities of the national labs are critical for national defense and securing our
country’s interests. Plans for an Al nation-scale initiative were announced by DOE in
the summer of 2024 as Frontiers in Artificial Intelligence for Science, Security and
Technology (FASST), a bold initiative aimed at establishing the U.S. as a global leader
in Al research, development, and deployment [57]. While the work is still in motion, the
final shape and name of this nation-scale effort are still evolving.

Developing the greatest solutions to tackle the nation’s greatest problems will take
significant investment, one that will leverage DOE’s advanced computing resources,
including exascale and other HPC systems as well as its integrated data and
research infrastructure.

A successful nation-scale program would address the four key pillars:

(1) The first pillar focused on data would aim to transform the vast collections of
DOE data into comprehensive datasets for training Al models in science, energy, and
national security. (2) The second pillar of computing would involve building large-
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scale, energy-efficient hardware systems to support Al training and serve frontier
models. (3) The third pillar of models would aim to develop novel Al workflows

and architectures, building specialized Al foundation models for energy innovation,
security, and science missions. (4) The fourth pillar of applications would focus on
building and deploying mission-critical Al applications that utilize the foundation
models and require fine-tuning, adaptation, and integration with scientific simulations
and databases. These four pillars, along with partnerships and a strong workforce,
can form the foundation of a nation-scale program that advances Al technologies
and maintains U.S. leadership in science, energy, and security. It would aim to
accelerate scientific research and technology development by establishing a network
of Al research hubs that operate as public—private partnerships, bringing together
the expertise and leadership of national labs, academia, and industry. A successful
nation-scale program will emphasize pioneering advanced Al techniques for science
and engineering tasks, developing responsible and trustworthy Al, and collaborating
with partners to address risks and establish international norms in Al. Such a program
can enable cross-sector collaborations to address the critical aspects of Al safety for
science and national security at large. The workshop’s recommendations described
below anticipate and describe the vision for such a robust nation-scale program.

Recommendations

The following sections describe the authors’ interpretation of how and where
investments can be better placed for optimizing outcomes.

Leverage and Augment National Lab Expertise in Secure HPC

The state-of-the-art in Al validation and development focuses on testing model
behavior and, in the best of cases, the data and algorithms used, yet the security of
the computing platform used to train the model is often overlooked. DOE national labs
have a long tradition of building and maintaining powerful, secure HPC architectures.
Secure infrastructure has historically been used to keep potential adversaries out of
our systems, and it can be used to protect model weights and algorithmic advances

of critical importance. However, for Al safety, an additional goal is to understand the
mechanisms an Al system could exploit in order to self-replicate, self-edit, or otherwise
act outside of expected design parameters. Safeguarding the computing system from
this scenario would help ensure its security for Al experimentation.
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Explicitly Include Risk Level Mitigation in Calls for Funding

Diverse funding agencies use some notion of the Technology Readiness Levels in calls
for funding to guide applicants on the types of technology the call is intended for, as
well as to allow the agency to manage budget allocations on projects ranging from
basic science to readily deployable technology.

Similarly, the authors recommend that an official Al risk taxonomy be adopted,
indicating the reach and likelihood of Al threats to be mitigated in projects. Ensuring
funds are allocated for all types of risk levels is important, although certain prioritized
levels might receive higher funding. An official risk taxonomy helps to assign and keep
track of funding for and the current state of each threat level.

Prioritize Investments Over Enforced Cessation or Industry
Self-Regulation

The Future of Life Institute’s open letter calling for a halt on the training of highly capable Al
systems was famously signed by many prominent Al researchers, some of whom attended
the “Strategy Alignment on Al Safety” workshop [58]. While the intense media coverage
following the release of the letter went a long way toward promoting awareness of Al risks,
it had virtually no effect on the signatories’ desired goal. The authors believe that halting

Al progress is unlikely to succeed given the profit-maximizing motivations behind much of
the technology development. Moreover, although the U.S. government could impose bans
or work stoppages of such development, doing so would only prompt companies to take
their operations overseas—removing our government'’s ability to participate in mitigation
strategies. Expecting industry to self-regulate is an approach with historically negative
outcomes. For example, the lack of effective regulation on social media has exposed
people (particularly youth) to numerous harms ranging from increased mental health
issues to large-scale spread of misinformation [60]. Similar inaction cannot be tolerated
for a technology associated with much greater risks. The authors recommend that safe Al
be considered as an “arms race”—a huge project demanding ample resource investments
and crucial to preserving the nation’s prosperity and sovereignty.

Invest in Capability Assessment and Verification

Most state-of-the-art validation techniques consist of empirically testing Al systems and
observing if they behave in a safe way. While this approach is a necessary verification
step, it is fatally flawed if used alone. Generative Al models are probabilistic, so verifying
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all possible inputs is impossible through empirical testing. Even with a highly competent
assurance team, deployment of the Al system will inevitably enter unvalidated and
unexplored spaces at some point. The authors recommend investment in advancing

the techniques that provide formal verification of Al systems as well as novel testing
frameworks to methodologically identify possible vulnerabilities.

Explore Hardware-Based Approaches

While controlling how Al systems will be used once open sourced is very difficult,

the main bottleneck in training state-of-the-art systems is the expensive, specialized
hardware, which is developed and provided by very few companies (notably NVIDIA
and Advanced Micro Devices, Inc.). Al chips should be considered a critical commodity
for national security, and the low number of domestic companies currently able to
develop this technology is resulting in export control regulations and joint development
of safe technology.

Potential approaches discussed during the workshop include native hardware-based
geo-blocking or licensing technology. Rendering Al chips useless if used outside

of a specified condition or geographical location would help enforce export laws,

as smugglers would not be able to easily use the hardware. Another approach is
embedding detection technology in the hardware to notify authorities of prohibited or
suspicious uses of Al.

Explore Techniques to Lock Models

The major risk to proliferation and misuse of Al models is the fact that using models for
inference (or even refining models to new uses) requires significantly fewer resources
than training a model from scratch. This scenario poses a risk that any publicly available
trained model could be misused. Historically, the scientific community has strived to
develop general-purpose models that could be easily retrained to achieve new goals,
which lends these retrained models to easy exploitation. When highly capable models
are made publicly available, obfuscation techniques could be explored. An ideal
obfuscation technique would modify a public model such that it cannot be used for
further refining, retraining, or weights inspection. If achieved, certain models could be
made publicly available and usable, while simultaneously increasing the effort required
by a malicious actor to misuse the technology.
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Call to Action

As our country enters a new era defined by Al, the imperative for robust Al safety
measures has never been clearer. The insights from the “Strategy Alignment on Al
Safety” workshop highlight a collective understanding: the U.S. must treat Al safety as a
monumental scientific endeavor akin to the Manhattan Project. By leveraging the unique
capabilities of DOE national labs, the U.S. can harness their expertise in secure HPC to
safeguard our technological future while fostering innovation. Our government must
prioritize investments in Al safety over calls for cessation or self-regulation, recognizing
that halting progress is neither feasible nor desirable. Instead, the U.S. should view this
challenge as an “arms race” that demands our country’s full commitment, wisdom, and
resources. By establishing a comprehensive risk taxonomy and investing in advanced
verification techniques, our country can ensure that Al technologies are developed
responsibly, protecting our national security and societal values. The U.S. has the
opportunity to lead the world in safe and ethical Al development. By uniting academia,
industry, and government, the U.S. can create a future where Al not only drives
innovation but also enhances the well-being of all. The time to act is now; let us embrace
this challenge with determination and vision, ensuring that the benefits of Al are realized
safely and equitably for generations to come
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