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Abstract

Exponentially expanding domain name system (DNS) over HTTPS (DoH) has significantly increased privacy

but has also quietly masked malicious activities, rendering traditional threat detection systems meaningless. Existing
deep learning-powered systems are unable to detect fleeting micro-temporal abnormalities in encrypted streams,
are too costly for real-time operation, and are still vulnerable to adversarial attacks. To overcome these complex
issues, this work proposes a new architecture—Neuromorphic Quantum Adversarial Learning (NQAL)—a bio-
inspired, zero-knowledge-supported detection mechanism combining spiking neural networks (SNNs), quantum
noise injection (QNI), and federated swarm intelligence to immunize, rather than detect, DoH-based attacks. The
method relies on a neuromorphic model employing Dynamic Spiking Graph Attention (DSGAT) and Spike-Timing-
Dependent Plasticity (STDP) to encode encrypted traffic as dynamic spike trains to enable ultra-fast, energy-efficient
inference on processors such as Intel Loihi and BrainChip Akida. Quantum adversarial noise, emulated through sto-
chastic perturbations created from quantum random walks, is injected during training to build gradient-obfuscating
robustness. A threat immunization engine powered by adversarial GANs and quantum perturbations to simulate
zero-day anomalies for preconditioning the model. Zero-knowledge verification is guaranteed through zk-SNARKs
for privacy-preserving confirmation of anomalies without decrypting packets. Empirical studies confirm that NQAL
achieves 99.18% accuracy, < Tms latency, and 10x less energy consumption than GPU-based models, while also being
robust to both classical and quantum adversarial attacks. Feasibility, novelty, and decentralization of the system
amount to a paradigm shift from existing architectures—hence, making NQAL a resilient frontier in encrypted traffic
immunization.

Keywords Network security, NOAL in network security, Network protocols, Enhancing network security, Enhancing
DoH protocol security, Threats detection in encrypted network, Cyber attacks detections

1 Introduction

The Domain Name System (DNS) constitutes a founda-
tional pillar of the internet’s architecture, serving as the
indispensable mechanism that translates human-readable
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domain names into machine-interpretable IP addresses.
This resolution process underlies virtually every inter-
net transaction—from loading webpages and sending
emails to accessing cloud-based services—by directing
queries to the appropriate network endpoints. As the
internet’s de facto directory service, DNS enables easy
inter-connectibility between distributed systems, han-
dling dynamic resource mapping and enabling scalable,
fault-tolerant communication on a global scale. Its ubiq-
uitousness and system embedding make it a keystone to
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the proper functioning of contemporary digital infra-
structure [1].

But despite all its significance, the traditional DNS pro-
tocols were never designed with privacy in mind. DNS
queries are typically submitted in plaintext, exposing
users’ web traffic to all sorts of intermediaries, includ-
ing network administrators, ISPs, and malicious actors.
This unencrypted communication unwittingly discloses
sensitive metadata such as domain preferences, browsing
patterns, and geolocation—rich pickings for censorship,
surveillance, and targeted advertising. In an era where
the online world is increasingly dominated by concerns
about digital rights and abuse of personal information,
the openness of conventional DNS communication has
emerged as one of the most glaring vulnerabilities, one
that needs a rethink of how name resolution processes
are protected. In response to this, encrypted DNS tech-
nologies have been created, with DNS over TLS (DoT)
being an early and significant attempt at stopping data
leakage through transport-level encryption. By encap-
sulating the DNS queries in a TLS tunnel, DoT effec-
tively shields them from on-path attackers, such that
only authorized servers may process the content of the
request. DoT’s model of operation, based on dedicated
port assignments and infrastructural compatibility, intro-
duces deployment friction. It also lacks native server
authentication capabilities outside the TLS handshake,
with some trust assumptions still open [2].

Reinforcing these limits, DNS over HT'TPS (DoH) has
gained broad popularity as an umbrella, more secure
alternative. DoH transmits DNS queries within HTTPS
traffic—a already well entrenched, end-to-end encrypted
protocol most trusted by modern browsers and plat-
forms. By doing so, a method not only borrows HTTPS’s
strict authentication procedures but also buries DNS
queries within normal web traffic, adding still more pri-
vacy and security. Its seamless adoption into existing
HTTP/2 and HTTP/3 deployments, as well as its native
implementation on major operating systems and appli-
cations, points to DoH’s increasing status as the de facto
standard for secure DNS resolution. Its deployment has
become increasingly important with increasing threats
of man-in-the-middle attacks, pervasive eavesdropping,
and sophisticated traffic analysis [3].

However, despite being a revolutionary leap towards
DNS privacy, its adoption brings its own set of chal-
lenges. The encryption of DNS queries—though benefi-
cial for privacy—is a hindrance to traditional inspection
and detection mechanisms, de facto offering blind spots
open to cybercrime exploitation. The encrypted cover
facilitates stealthy channels for malware C2, DNS tun-
neling, and data exfiltration, functionally turning a pri-
vacy-protecting protocol into an imperceptible intrusion
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vector contender. Traditional detection patterns also
have a tendency to collapse under the computational load
of real-time inference or succumb to adversarial manipu-
lation, further exacerbating security concerns. Therefore,
the fundamental problem with which this research strug-
gles is that of developing a solution maintaining DoH’s
privacy guarantee but yet encouraging transparency,
robustness, and efficacy of threat detection.

In solving these deeply compounded issues, this paper
presents an essentially innovated paradigm in detection
transcending traditional approaches. Our answer is based
on biology, quantum computing, and cryptographic prin-
ciples, taking a multi-disciplinary approach based on low-
power computing, time-domain accuracy, and adversarial
resilience. Although methods are discussed in subsequent
sections, our overall approach is defined by its embrace-
ment of novel learning structures, privacy-preserving
verification processes, and peer-to-peer learning models—
each selected to disrupt the deeply entrenched constraints
of current DN security offerings [4].

In summary, this research provides an insightful
answer to the unbound weaknesses in encrypted DNS
detection frameworks. We construct core research ques-
tions about how temporal anomalies should be suitably
logged in encrypted traffic, how adversarial perturbations
can be made robust in models, and how privacy can be
facilitated while verifying anomalies. Our contributions
encompass the development of a bio-inspired spiking
neural network, quantum noise integration as a defensive
approach, and deployment of a federated, privacy-con-
scious learning environment. With these technologies,
systematically deployed and thoroughly evaluated, we
demonstrate a paradigm shift in secure DNS over HTTPS
traffic analysis that is compatible with the evolving pri-
vacy, performance, and resilience needs of the modern
internet ecosystem.

2 Related work

The development of encrypted DNS protocols, and in
particular, DNS over HTTPS (DoH), is a sea change for
the realm of internet privacy and network security. The
shift of paradigm has received broad scholarly attention,
initiating a wave of exploratory work in understanding,
examining, and safeguarding the new landscape created
by encrypted DNS traffic. However, the very opacity that
encryption introduces to provide privacy also introduces
major obstacles to traditional security controls—much of
the usual detection is either thwarted or invalidated. In
this space, there has been some effort from the research
community to develop new strategies for traffic classifica-
tion, anomaly detection, and malware behavior detection
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within DoH traffic, looking for a Holy Grail balance of
privacy vs. visibility.

Amidst this nascent discipline, several approaches
have been tried, ranging from statistical fingerprinting to
machine learning-based inference. Yet, a closer examina-
tion of these endeavors attests to ongoing inadequacies—
both in their theoretical underpinnings and real-world
feasibility. While some research has succeeded in render-
ing baseline characterizations of DoH traffic, few have
adequately addressed the growing sophistication of mod-
ern threat landscapes. Moreover, most of these solutions
are seen to be brittle when confronted with adversarial
evasion techniques, encrypted traffic obfuscation, or
real-time computational limitations. Thus, the need for a
holistic, robust, and privacy-preserving solution remains
significantly unmet, pointing to the need to innovate
beyond the frontier of traditional paradigms.

One of the notable studies conducted by Houser et al.
[5] employed flow-level feature extraction in combina-
tion with decision-tree-based classification algorithms
to separate DoH traffic from normal HTTPS. Although
this work established an early baseline for encrypted
traffic analysis, it was not scalable due to its dependence
on pre-defined thresholding and hand-crafted features.
In addition, the model’s performance was significantly
compromised when confronted with new traffic flows or
adaptive attackers. The solution being static closed the
door on dynamic generalization, rendering it sub-optimal
in managing improving DoH implementations.

Similarly, Bottger et al’s [6] research suggested a finger-
printing method for identifying DoH usage from packet
size, inter-arrival time, and protocol-specific features.
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Despite that only partially worked towards identifying
DoH sessions, the approach was reliant on observable
traits that can easily be disguised via packet padding or
timing evasion attacks. More so, this work had modest
visibility into post-detection processing and therefore,
limited applicability for real-world threat mitigation [7].

Another attempt by Lin et al. [8] explored deep learn-
ing architectures—specifically convolutional neural net-
works (CNNs)—for the classification of encrypted DNS
traffic. It was a step towards data-driven approaches,
with improved detection accuracy in controlled environ-
ments. However, the lack of explainability and robust-
ness was questioned by the black-box property of their
models, especially for environments where attackers can
craft input features to mislead the classifier.Moreover, the
computational expense of real-time CNN inference ren-
dered the approach infeasible for light or distributed net-
work deployments (Table 1).

Lee et al’s [9] effort focused on the detection of DNS
tunneling within DoH by examining anomalous entropy
patterns and traffic surges. While their method cap-
tured some malicious behavior extremely well, it failed
to generalize to legitimate use cases that shared similar
traffic patterns. This overlap led to a high rate of false
positives, decreasing the operational validity of the
model in real networks. Also, their reliance on central-
ized data collection interfered with privacy norms, and
exposed a trade-off between detection effectiveness and
anonymity of users.

Last but not least, Wang et al’s effort attempted to map
DoH traffic to browsing activity using sequence modeling
techniques. Though innovative in its sensitivity to time,

Table 1 Comparative analysis of existing studies vs. our proposed approach on DNS over HTTPS (DoH)

Study/work Methodology used

Key contributions

Identified limitations

Houser et al.  Decision trees on flow-level features

traffic

Bottger et al. Packet size and timing fingerprinting

Lin et al. CNN-based encrypted traffic classification
DNS queries
Pearce etal. Entropy-based detection of DNS tunneling
ior within DoH traffic
Wangetal.  Temporal correlation with browsing activity
behavior
Our Work Hybrid model using spiking neural net-

works, federated learning, and quantum

entropy filters framework

Early classification model to detect DoH

Behavioral recognition of DoH sessions
in controlled environments

Deep learning applied to infer encrypted

Targeted identification of malicious behav-

Sequence modeling of encrypted user

First modular, privacy-preserving, scal-
able, and intelligent DoH threat analysis

Limited adaptability to emerging pat-
terns; static feature set; ineffective
against encrypted evasion techniques

Susceptible to traffic padding and timing
obfuscation; lacks post-detection behavioral
insights

Low interpretability; black-box nature; high
computational cost in real-time scenarios

Elevated false positives due to benign traffic
similarity; centralized and potentially privacy-
invasive

Privacy concerns; reliant on labeled data;
poor scalability in heterogeneous environ-
ments

N/A - Systematically addresses the limita-
tions overlooked in prior works

Note: This research uniquely integrates bio-inspired neural computation, quantum entropy modulation, and federated learning, achieving 99.18% accuracy while

ensuring scalability, transparency, and privacy—a first in DoH security modeling
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the study risked high privacy exposure in potentially re-
identifying user activity from encrypted traffic flows.
Further, its use of labeled datasets paid a high price in
scalability and flexibility costs, especially when applied to
real-world environments characterized by heterogeneity
and encryption-based uncertainty [10].

Collectively, these efforts have certainly advanced the
state of knowledge regarding DoH traffic analysis, yet
they fall short of addressing the root dilemma: strong,
privacy-friendly threat detection without weakening the
very encryption that is securing DNS queries. Existing
approaches either ignore user privacy, impose unreal-
istic resource constraints, or lack resistance to evasion
attempts. Moreover, none of the mentioned techniques
fully embrace modern paradigms such as bio-inspired
computing, quantum entropy modulation, or federated
learning—domains that hold the key to revolutionize
encrypted traffic analysis.

It is in this critical void that our research places itself,
not as an incremental step from prior research, but as a
conclusive leap toward a radically new solution. By lev-
eraging unparalleled synergies of spiking neural architec-
tures, quantum-noise-based defenses, and decentralized
collaborative learning models, we introduce a novel
benchmark for DoH traffic analysis—one that tran-
scends the limitations of visibility, privacy, and com-
putational tractability. Our framework does not simply
improve upon previous work but redefines the problem
space itself, focusing on resilience, stealth-awareness, and
interpretability in adversarial real-time situations.

In contrast to the narrow focus of work thus far, our
solution is an inspirational and cohesive blend of new
technological paradigms and real-world cyber security
requirements. It is, to our knowledge, the initial effort
at integrating biologically-inspired temporal learning
and quantum uncertainty modulation for DNS protec-
tion. Furthermore, by harnessing federated intelligence,
we maintain compliance with evolving privacy mandates
while ensuring analytical efficacy across diverse deploy-
ment scenarios.

In brief, while previous research has set a useful
groundwork, it remains constrained by inherent limi-
tations and open problems. Our work offers a break-
through improvement—addressing these weaknesses
with a rigorously crafted, modern solution that honors
both the sanctity of user privacy and the imperative of
forward-looking threat detection in the era of encrypted
internet.

3 Our proposed methodology

This research introduces a novel framework for DNS over
HTTPS (DoH) security, called Neuromorphic Quan-
tum Adversarial Learning (NQAL), which is designed to
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address the most critical challenges of DoH traffic detec-
tion in privacy, security, and performance. Our method
involves several intertwined phases, each of which is
carefully designed in order to make the proposed system
meet requirements of high accuracy, real-time process-
ing, energy efficiency, and adversarial robustness.

Our methodology starts with the development of a
Neuromorphic Spiking Neural Network (SNN) coupled
with Dynamic Spiking Graph Attention (DSGAT). The
principle is to represent DoH traffic as time-varying spike
trains by utilizing leaky integrate-and-fire (LIF) neurons.
It is driven by the time dynamics of biological neural net-
works that are capable of learning and processing tem-
poral patterns efficiently. The SNNs are learning through
Spike-Timing-Dependent Plasticity (STDP) and Hebbian
learning rules, enabling the system to learn dynamically
from the temporal dependencies and irregularities in
DoH traffic [11].

3.1 Neuromorphic encoding of DoH traffic (spike train
representation)

N

S(t) =Y w8t — t;) © Mrys (1)
i=1

where Mrzs € {0,1}% is a TLS metadata mask and © is
Hadamard product.

3.2 Dynamic spiking graph attention

Fsie)TOLoxF(s;
aij(t):softmax( (5i(£))” OOk (S;(t))>

A

with F(s) = LIF (fg e_(t_f)/fms(r)dr) being a leaky-
integrate-fire transform.

DSGAT enhances the model by incorporating spik-
ing graph attention, which allows the SNN to selectively
focus on the most salient features of the input dynami-
cally, just like biological brains, which selectively focus
on salient stimuli. The new approach enables the SNN
to process encrypted DNS traffic efficiently unlike tra-
ditional deep learning models, which are unable to deal
with temporal and spatial dependencies. Figure 1 Dem-
onstrate the entire logical flow and Architecture of our
research objectives.

3.3 Quantum noise injection (QNI) for adversarial
robustness

The second essential component of our approach is

Quantum Noise Injection (QNI). Classical deep learn-

ing models are worst-case susceptible to attacks such
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Fig. 1 Logical flow and architecture of the proposed model

as FGSM (Fast Gradient Sign Method) and PGD (Pro-
jected Gradient Descent). In order to counter this vul-
nerability, we inject quantum noise during training
so that the model becomes immune to such attacks.
This perturbation is based on quantum random walks
(QRWs), which are found to be stochastic in nature and
highly resistant to adversarial perturbations. By incor-
porating QRWs into learning, our model is rendered
robust to gradient-based attacks as well as other adver-
sarial methods.

3.3.1 Quantum adversarial learning (Quantum random walk
noise)

QRW(t) — e—th Woeth
(3)

where H is a Hamiltonian modeling qubit interactions.

W' =W +n-QRW(?),

3.3.2 Adversarial loss

Lour = Euyp | Lcx(f @) +7 max KLE@IfG+a)|  (4)
QNI integration is a pioneering aspect of our work
that differentiates our approach from adversarial
defense method-based approaches alone. In addition
to improving the system’s adversarial robustness, the
quantum noise also improves overall learning dynamics
by introducing controlled randomness into the model,
enabling improved generalization and anti-overfitting.



Ali and Chen EURASIP Journal on Information Security ~ (2025) 2025:35

3.4 Zero-knowledge proof learning (ZKP-learn)

In the next phase, we present Zero-Knowledge Proof
Learning (ZKP-Learn), a critical innovation for pri-
vacy-preserving verification of DoH traffic anoma-
lies. With ZKP-Learn, the model can verify whether
an anomaly in the traffic is true without leaking any
packet contents, thus making user privacy possible. We
employ cryptographic primitives such as zk-SNARKs or
zk-STARKSs that enable the model to verify anomalies
without decrypting the traffic.

3.4.1 Zero-knowledge validation (zk-SNARK circuit)

_ it s >
Clow) = { 0 otherwise ®)
with Groth16 proof m = (74, wp, 7c) satisfying:
e(na,np) = e(nc, g) - ea, B) (6)

This is required to cater to the increasing demand
for privacy-preserving Al systems that make user
confidentiality possible without sacrificing detection
performance.

ZKP-Learn ensures that our system can be used in
settings where high privacy guarantees are needed, e.g.,
where there are strict data protection regulations, with-
out degrading the performance of the system in detect-
ing malicious behavior.

3.5 Swarm-based federated learning

To further enhance our system’s privacy and efficiency
for detection, we employ Swarm-Based Federated
Learning. This decentralized learning-based learning
approach has been inspired by bio-inspired intelligence,
i.e., bee-colony and ant-colony decision-making pro-
cesses where there are numerous nodes collaborating
for global model training without revealing sensitive
data. Instead of raw gradients, nodes exchange high-
level model suggestions, thus making the system even
more private with reduced communication overhead.

3.6 Swarm federated learning (Bio-inspired update rule)

AW = ¢ Sjen W) - singig)
! 2ieN, sin(gi &)

> + B - QNI(AWK) (7)

where ¢ is a pheromone-inspired nonlinearity.

Federated learning addresses some of the major chal-
lenges such as risks of data centralization and network
latency, which are typical in traditional cloud-based
approaches. Federated learning also supports the
scalability of our model since it can be deployed on
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distributed devices without compromising the integrity
or performance of the detection system.

3.7 Threat immunization engine

Lastly, the Threat Immunization Engine is introduced in an
attempt to enhance the system’s effectiveness against zero-
day attacks and new threats. In this step, adversarial Gener-
ative Networks (GANs) are employed to generate fake DoH
traffic samples mimicking potential evil patterns. Such arti-
ficially generated samples are used to pre-inoculate the sys-
tem to make it detect and render new threats useless before
their execution in actual environments.

3.8 Threat immunization (Adversarial GAN objective)

min max Ex~pyy, 108 D®) ] + Ez~p, [log(1 — D(G ()] + v IJf (G ¢

(8)

Using GANSs is not just beneficial for hardening the

model to withstand previously unseen attacks, but also

makes the model able to continuously learn and remain

useful as the threat environment evolves. Using this pro-

future vision to threat detection and mitigation ensures

our model stays adaptable and future-resistant, equipped

with defending against newer and evolving DoH attack
channels.

3.9 Neuromorphic deployment (Energy efficiency metric)

L
Einf = E ni 'Espike+ I Wllo
i=1
= Sparsity penalty
SNN cost

3.9.1 Theoretical guarantees (Theorem 1 (QNI robustness
bound))

For Lipschitz constant Ly and quantum noise variance o
L2072

B(If G+ ) — (@)l = 8) < Lo (10)
3.9.2 Theorem 2 (STDP convergence)
The weight update rule:

o= _ltpre_tpost‘/t
Awj =1 Z e (11)
tprevtpost

converges to optimal detection threshold 7 almost surely.

3.9.3 Evaluation metrics (Composite score)
In summary, the strategy employed in this research is
founded on a multi-level framework that incorporates
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state-of-the-art neuromorphic computing, quantum-
enabled defense mechanisms, federated learning,
and privacy-preserving techniques. Each stage of the
strategy is rigorously designed to address the main
challenges in DoH security—efficiency, privacy, adver-
sarial robustness, and scalability. The integration of
SNNs, QNI, ZKP-Learn, and Federated Learning deliv-
ers a solution that is not only extremely accurate but
also practical for real-world deployment, ultimately
advancing the state-of-the-art in encrypted DNS traffic
security.

. A +4q)
+ mingeo )

S = Accuracy — FPR +
F

(12)

1
1+ log(Einf)
A —_—

Efficiency Robustness

4 Experimental setup

In this section we elaborated the overall experimental
setup used to demonstrate the efficacy of our proposed
Neuromorphic Quantum Adversarial Learning (NQAL)
method for DNS over HTTPS (DoH) threat detection.
The goals of these experiments were to systematically
test the ability of our model to address the serious
problems of privacy, security, and performance in DoH
traffic detection. By utilizing cutting-edge tools, novel
techniques, and emerging paradigms, we aimed to
demonstrate how our solution outperforms the state of
the art in practical, adversarial, and privacy-sensitive
applications [12].

4.1 Experimental setup configuration

Experimental research began with the goal of having a
realistic and stable testbed that would allow us to con-
duct rigorous testing of our model’s performance in
various attack scenarios and network settings. Toward
this end, we employed a multi-phase experimental pro-
cess, which had the following stages: dataset develop-
ment, model training and testing, system configuration,
and performance analysis.

Dataset Generation: Synthetic DoH traffic was uti-
lized to simulate a broad variety of actual attack sce-
narios in order to test the DoH anomaly detection
system. These included DNS tunneling, C2 beacon-
ing, DGA, burst exfiltration, and adversarial evasion
attacks. The uplink and downlink synthetic traffic data-
set was constructed in such a manner that both benign
and malicious traffic were present, allowing the model
to appropriately classify between benign and adver-
sarial requests. This information further introduced
quantum-type noise and adversarial perturbations to
test how resilient the model is against gradient-based
and quantum adversarial attacks [13]. Hardware Plat-
form: Experiments were carried out on neuromorphic
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hardware platforms such as Intel Loihi 2 and BrainChip
Akida that provide sub-millisecond latency with low-
power event-driven processing characteristics. The
neuromorphic chips are optimally suited for DoH traf-
fic analysis in real time, given the ability of such chips to
compute SNN processes efficiently. Hardware was con-
figured to simulate real-networking scenarios such as
high-speed traffic, packet loss, and network congestion.

4.1.1 Software and frameworks

TensorFlow was the primary software tool to utilize for
model construction and experimentation for the train-
ing of the SNN models and the integration of Dynamic
Spiking Graph Attention (DSGAT) and Quantum Noise
Injection (QNI).

4.1.2 Implementation of zero-knowledge proof learning
(ZKP-Learn) was facilitated by integrating cryptographic
libraries that supported verification of anomalies without
exposure of the traffic content. Further, Swarm-Based
Federated Learning was carried out via the implementa-
tion of custom scripts for offering decentralized model
training on multiple nodes, mimicking a distributed net-
work environment.

4.2 Experiment execution and testing methodology

The experimental workflow was segmented into a
sequence of well-ordered steps, in which testing of the
system response to different types of attacks was per-
formed along with verification of its adversarial resil-
ience, privacy guarding, and real-time operation. The
sequence of the testing phases was as given below:

4.2.1 Testing adversarial robustness

The first sequence of experiments was aimed at testing
the adversarial robustness of the proposed NQAL model.
Various attack cases like FGSM, PGD, and Quantum
Noise Injection (QNI) were experimented with to check
the robustness of the model in terms of how well it can
resist adversarial perturbations. The system’s perfor-
mance was checked through the inspection of detection
accuracy and false positive rates under these attacks.

4.2.2 ZKP-learn-based privacy preservation analysis

In stage two, we evaluated the privacy-preserving efficacy
of Zero-Knowledge Proof Learning (ZKP-Learn). The
system was experimented on whether it would effectively
confirm anomalies in DoH traffic without revealing the
contents of the packets, using cryptographic techniques
such as zk-SNARKs or zk-STARKs. The focus here was
on the performance-privacy trade-off in achieving near-
zero false positives.
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4.2.3 Real-time performance benchmarking

In the third phase of testing, the system’s real-time per-
formance was targeted, monitoring detection latency,
throughput, and energy efficiency. The DoH traffic was
processed at scale by the neuromorphic hardware, and
the capability of the system to process sub-millisecond
latency was rigorously tested under varying network sce-
narios, including high-traffic-volume scenarios.

4.2.4 Federated learning efficiency

The last phase tested the performance of the decen-
tralized federated learning mechanism. We simulated
a distributed swarm of nodes functioning together to
strengthen the global model without sacrificing raw data.
There was a focus on communication improvement and
model convergence in passing top-level cues in compari-
son to raw gradients. The testbed was used to assert the
quality of decision-making swarming and the influence it
put on the precision of the detection features of the sys-
tem [14].

Findings achieved in Table 2 serve as an encompass-
ing narrative regarding the major successes achieved
through the use of the Neuromorphic Quantum Adver-
sarial Learning (NQAL) technique toward averting DNS
over HTTPS (DoH) security attacks. In all situations,
conventional mechanisms for detection proved to exhibit
essential breakdowns, primarily involving identification
of micro-temporal abnormalities of DNS requests as
well as encryption of complicated ciphertext payloads,
to render them susceptible to several different kinds of
attacks. For instance, DNS tunneling that leaks informa-
tion through subtle temporal fluctuation in DNS que-
ries was extremely difficult for traditional systems that
did not observe these temporal fluctuations [15]. This
was, however, efficiently observed by the Dynamic Spik-
ing Graph Attention (DSGAT) employed in NQAL and
identified spike train anomalies with high accuracy,
achieving a 98.7% detection rate effectively observing the
AS/At > Ouyy patterns.

Similarly, the C2 Beaconing attack, characterized by
constant malware callbacks, was a significant challenge

Table 2 DoH attack taxonomy and NQAL mitigation
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to conventional detection systems that were struggling
with encrypted payloads. The Quantum-entangled tim-
ing analysis employed by NQAL not only addressed
this challenge but also had an accuracy rate of 99.2%,
thanks to its ability to examine timing anomalies
such as H_beacon < 0.3. This capability significantly
enhanced the adversarial behavior detection, clearly
illustrating the true value of using graph attention
mechanisms and quantum noise injection in combina-
tion with the model [16].

Further in-depth scrutiny of results illustrates the way
deliberate application of advanced tools such as Quan-
tum Noise Injection (QNI) and Zero-Knowledge Proofs
(zk-STARKSs) in the NQAL system radically reimagines
the landscape of DoH security. The Adversarial DoH
attack, enabled by FGSM and PGD perturbations, would
be able to evade traditional detection with an 85% suc-
cess rate. Nevertheless, with the use of employment of
QNI-hardened weights (¢ < 0.05), NQALS resilience sig-
nificantly increased, reducing adversarial success rates
and defending systems to a 94% resistance. In addition,
the DoH over DGA attack, facilitated by algorithmi-
cally-generated domains, imposed constraints on tradi-
tional models, especially in identifying unusual patterns.
NQALs spike-based features-inspired neuromorphic
DGA fingerprinting methodology was 97.5% accurate in
identifying deviations from the standard patterns on the
basis of || fspikell2 > Tdga- Finally, the greatest achievement
was blocking QNI exploits—a newly emerged threat that
employs quantum-style perturbations—by existing sys-
tems, which could not accomplish this. The zk-STARK
verified spike thresholds in NQAL achieved a revolu-
tionary 100% prevention rate, which was a colossal leap
towards securing DoH traffic from quantum-driven
attacks. The results not only demonstrate the efficacy of
our approach to overcome the current lacunas in DNS
security but also ponder the effectiveness of integrating
bio-inspired computing, quantum noise processes, and
privacy-protection technologies to achieve a strong, scal-
able, and future-proof solution [17].

Attack type Description

Classical detection failures

NQAL countermeasure Security gain

DNSTunneling  Exfiltrates data via DNS queries

C2 Beaconing  Periodic malware callbacks

Adversarial DoH
DGA over DoH

FGSM/PGD-perturbed queries
Algorithmically-generated domains

85% success rate

QNI Exploits Quantum-style perturbations

Misses micro-temporal patterns

Fails on encrypted payloads

Limited to known patterns

No existing defenses

DSGAT detects spike train anomalies 98.7% detection
(AS/At > O
Quantum-entangled timing analysis
(Hpeacon < 0.3)

QNI-hardened weights (¢ < 0.05)
Neuromorphic DGA fingerprinting
(H‘/’sp\ke 2 > rdga)

zk-STARK validated spike thresholds

99.2% accuracy

94% robustness
97.5% precision

100% prevention
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The findings in Table 3 greatly indicate the innovative
capability of Neuromorphic Quantum Adversarial Learn-
ing (NQAL) in comparison to traditional AI models,
particularly in the context of DNS over HTTPS (DoH)
security. The first striking difference lies in temporal pro-
cessing: traditional AI models employ fixed window anal-
ysis, which inherently limits them from detecting subtle
temporal patterns, a significant shortcoming in detecting
anomalies in encrypted traffic. Conversely, NQAL uses
dynamic spiking with precise temporal encoding, repre-
sented by S(¢) = > w;8(t — &), achieving a 5.3x better
temporal resolution. This increased temporal resolution
achieves micro-temporal anomaly detection and hence
enhanced detection ability of faint DoH-based attacks
such as Tunneling and command-and-control activity.
Furthermore, NQAL is more energy efficient than tra-
ditional models with event-driven spikes that must only
fire when necessary, and use 10x less energy than the
constant computational overhead of traditional models.
Not only is this more scalable, but also more practical for
real-time use, an absolute requirement for security-criti-
cal applications [18].

In the context of adversarial defense, current mod-
els are highly susceptible to gradient-based attacks such
as FGSM and PGD and are thus open to manipulation.
NQAL, on the other hand, includes quantum noise
injection (W' = W + - QRW(¢)), a step which injects
random perturbations during training, enhancing its
resilience by 8.7x and rendering it secure against both
classical and quantum adversarial attacks. Second, NQAL
also includes explainability in the model through the
application of spike-timing-dependent plasticity (STDP),
such that the learning rules e.g,Aw;; =7 S e AT are
such that they provide an intelligible, regulatory-com-
pliant decision-making model in contrast to dark-box
nature of traditional AI designs. Such milestones not
only afford assurance of NQALs new-generation equip-
ment, e.g., quantum noise mechanics and neuromorphic
computing, but also promise staggering enhancements in
performance, accuracy, and safeguarding. By overcom-
ing the loopholes of existing solutions, NQAL emerges
as a landmark development in ensuring both privacy and
security for DoH traffic, making it a new and improved
solution over others [19].
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The diagram below presents the Neuromorphic Quan-
tum Adversarial Learning (NQAL) model in a concise
manner, introduced to enhance the security of DNS over
HTTPS (DoH) in aspects regarding adversarial attack
detection and immunization against anomaly. The dia-
gram provides a streamlined process from Input Layer to
the Spike Encoder to the Dynamic Spiking Graph Atten-
tion (DSGAT) Layer and ultimately the Decision Layer.
This design utilizes a series of cutting-edge methods,
each implemented with deliberate purpose to address
unique DoH traffic security challenges. Spike Encoder
uses Temporal Encoding and Population Coding that is
vital to encode DNS traffic into spiking neural spikes,
thus enabling NQAL to pick up on hidden temporal
patterns—a methodology which is the complete oppo-
site of conventional methodologies which do not detect
such micro-temporal abnormalities. Further, Temporal
Attention in the DSGAT Layer offers a method to focus
attention on the most important spiking patterns, which
enhances the detection accuracy. Malicious Classification
node then labels the DNS query as benign or malicious,
utilizing the robustness brought by the Quantum Noise
Injection (QNI) module, rendering the model stronger
against adversarial attacks [20].

Zero-Knowledge Proof Learning (ZKP) implementa-
tion is also a plus for the ability of the system to verify
the sensed anomalies without compromising privacy—
thus verification may be secured while not spilling sensi-
tive details. All the said technologies with backing from
STDP and Hebbian Plasticity ensure NQAL is, in addi-
tion to being strong and precise, adaptable to realistic
cases of adversaries (Fig. 2).

From first application to final outcomes, the approach
reflects that every aspect—ranging from the ground-
breaking quantum noise injection to the federated
learning model used for distributed training—severely
enhances the performance of DoH security. The results
verify the efficacy of NQAL as an improved means of
detection that surpasses legacy detection methods, and
one capable of addressing the most urgent security gaps
in DoH, particularly in energy efficiency, real-time pro-
cessing, and adversarial resistance. This development
paves the way for a yet more secure, efficient, and scal-
able means of securing encrypted DNS traffic from

Table 3 Comparison of traditional Al vs. NQAL neuromorphic architectures

Feature Traditional Al

NQAL neuromorphic

Advantage

Temporal Processing Fixed window analysis

Energy Efficiency Always-on computation
Adversarial Defense Gradient-based attacks effective

Explainability Black-box decisions

Dynamic spiking (S(t) = Y- wid(t — t))
Event-driven spikes (E o< ||S(t) o)

Quantum noise injection (W = W + n - QRW(t))
STDP-learned rules (Awj; = n 3 e=41/7)

5.3x finer temporal resolution
10x lower power
8.7x more robust

Regulatory compliant
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NQAL: Neuromorphic Quantum Adversarial Learning for DoH Threat Immunization

Input Layer Spike Encoder

= 1. Query Spike Encoding =

Synthetic Spike Attack

[ Input Layer
[ spike Encoder
[ DSGAT + Plasticity

[ Decision Layer Benign
@® Input Feature
® Malicious

2. Temporal Attention

Adversarial Inmunization

= Attack Detection Path
GAN Immunization Path

|STDP + Hebbian Plasticity |

DSGAT Layer Decision Layer

ZKP
Proof

3. Malicious Classification

QNI Module

Fig. 2 Neuromorphic quantum adversarial learning for DNS over HTTPS threat immunization

increasingly sophisticated attacks in modern network
environments.

The findings from Table 4: Threat Immunization Effec-
tiveness confirm the unmatched efficacy of the NQAL
model in addressing extreme DoH security challenges,
primarily adversarial resilience and detection accuracy.
From the analysis of the trend between pre-immunization
and post-GAN immunization and QNI reinforcement, a
notable and clear enhancement can be observed for all
attack modes, affirming the robust synergy of advanced
tools employed throughout the study. Firstly, the Zero-
day DNS Tunneling attack was detected at a mere 23%
efficiency before immunization but, with the addition of
Generative Adversarial Networks (GANSs), detection rate
increased to 89%. After additional use of Quantum Noise
Injection (QNI) reinforcement, the detection rate further
increased exponentially to 97%, affirming the success of
the immunization process in adapting to survive against
new and sophisticated attack vectors. At the same time,
the Adaptive PGD Attacks, which originally were blocked
12% of the time, also demonstrated colossal amounts

Table 4 Threat immunization effectiveness

of resistance—68% after immunization by GAN and a
very strong 94% after QNI reinforcement. The Quantum
Noise Exploits setting where resistance did not originally
exist demonstrated to be the most astounding setting, the
system demonstrating up to 55% resistance after GAN
immunization and a stunning 99% after the imposition
of QNI. These results not only validate the effectiveness
of the NQAL framework in adaptively enhancing DoH
security but also point to the impact of the systematic
approach used in addressing next-generation threats in
a systematic manner. The use of GANs for adversarial
immunization with QNI reinforcement is an innovative
leap ahead in quantum-proof threat detection and rep-
resents an exponential advancement over conventional
procedures. This multi-layered approach has been dem-
onstrated to be significantly improved in performance
as well as security, as can be observed from the dramatic
gains in every test case, thereby proving that our new
approach offers unmatched resilience in securing DoH
traffic against sophisticated attack vectors [21].

Attack scenario Before immunization

After GAN immunization QNI reinforcement

23% detection
12% blocked
0% resistance

Zero-day DNS Tunneling
Adaptive PGD Attacks
Quantum Noise Exploits

89% detection
68% blocked
55% resistance

97% detection
94% blocked
99% resistance
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Outcome of Table 5: Hardware Installation Metrics
presents the excellent performance of our neuromor-
phic hardware solutions towards accomplishing peak
performance for DoH security systems. When com-
paring Loihi 2 and Akaida to GPU platforms and TPU
platforms depicts easily how changing towards neuro-
morphic chips invokes important boosts in terms of both
accuracy and efficiency. Both the GPU (NVIDIA V100)
and TPUv4 initiated with low performance at 89.2% and
91.5% accuracy, respectively, but when executed on Loihi
2, accuracy jumped dramatically to 98.7%, and a further
improved 99.1% on Akida. This increase in accuracy is
accompanied by a drastic reduction in latency, from 3.1
ms for GPU to 0.7 ms for Akida, illustrating the real-
time processing capability of the neuromorphic hard-
ware. Besides this, the power usage of the Loihi 2 and
Akida platforms—4 W and 3 W respectively—is a bril-
liant power efficiency against traditional GPU-based sys-
tems consuming 45 W. Throughput is also dramatically

Table 5 Hardware deployment metrics

Platform Accuracy Latency Power  Throughput
GPU (NVIDIAV100) 89.2% 3.1ms 45W 1,200 QPS
TPUvV4 91.5% 28 ms 32W 1,500 QPS
Loihi 2 98.7% 09ms 4W 9,800 QPS
Akida 99.1% 0.7 ms 3W 12,400 QPS
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increased, with Akida being able to support 12,400 QPS,
in strong contrast to the GPU’s 1,200 QPS. Such results
justify the single value of neuromorphic hardware as an
approach for energy-efficient high-performance DoH
anomaly detection and prove how our new approach
beats current systems and becomes the future standard
for real-time system encrypted traffic protection [22].

The results of the heatmap in the figure indicate the
remarkable superiority of our NQAL approach to with-
standing a range of different types of adversarial attacks
within the DoH security framework. As can be observed,
the NQAL model typically outperforms conventional
deep learning-based detection models such as CNN,
ResNet50, and Quantum HNN with much lower attack
success rates in a range of different types of attacks. This
performance is most evident in comparison with previ-
ous models, where the NQAL shows a significant reduc-
tion in success against adversarial attacks, recording up
to 23% compared to rates of up to higher levels in mod-
els like Quantum HNN (55%—60%) and Neuro-SVM
(26%—32%) under similar conditions (Fig. 3).

The combination of neuromorphic computing, quan-
tum noise injection, and zero-knowledge proof learning
within NQAL provides robust immunity against tradi-
tional gradient-based attacks like FGSM and PGD and
more advanced, less typical attacks like Bit Flip and Noise
Injection. The combination of Dynamic Spiking Graph
Attention (DSGAT) and adversarial immunization is

Adversarial Attack Success Rates Across Threat Detection Models

NN

ResNet50

Transformer

b

BILSTM

N
3

CapsNet

GRU

Quantum HNN

Detection Model

Hypergraph SNN

Neuro-SVM

Federated GNN

Zero-Knowledge Detector

NQAL (Ours)

2

Attack Success Rate (%)

nﬂﬂ!ﬂﬂ“nn 20
36 22 26 35 33 25 1

Attack Type

Fig. 3 Adversarial attacks success rate on threat detection in different models
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anticipated to continue enhancing the model’s ability to
detect and immunize novel attacks in real time, demon-
strating the effectiveness and flexibility of the approach.
These findings affirm the research objectives by demon-
strating how NQAL offers tremendous security advan-
tages with low energy consumption and low latency, with
the Akida hardware platform facilitating the real-time
processing ability of the system. In so doing, the work
addresses significant DoH security issues, proving the
advantage of neuromorphic quantum adversarial learn-
ing over traditional methods. NQAL performance, as
evident through its ability to deflect even post-quantum
attacks, has far-reaching implications, giving an innova-
tive, scalable approach to secure encrypted DNS traffic
within future network designs [23].

The result was the best ever recorded performance
across all the metrics, with most of it being detection
accuracy and robustness against adversaries. The NQAL
model had an outstanding 99.32% accuracy rate, well
above even present-day models such as CNN, Trans-
former, and Quantum HNN. Even more impressively,
system robustness under FGSM and PGD attacks was
superb and the NQAL system indicated a steep reduc-
tion in success rates as evidence against adversarial per-
turbations. It utilized 12 times less energy compared to
traditional GPU-based models and is an ideal candidate
for energy-efficient real-time DoH traffic detection. By
utilizing new neuromorphic hardware and integrating
quantum adversarial defenses, our contribution pre-
sents a novel and revolutionary approach for DNS traffic
encryption (Table 6).

Swarm-Based Federated Learning system allowed
cooperative model training by distributed nodes fur-
ther increasing model scalability and fault tolerance.
The results derived from the experiments verified that
our approach not only resolves the critical loopholes
in DoH security but also sets the bar higher in the field
by combining neuromorphic computing with quantum
adversarial defenses, privacy-preserving techniques,
and decentralized learning. All these contributions as a
whole enhance the real-world deployment of DoH traffic

Table 6 Attack resilience across detection architectures

Attacktype CNN Transformer  Quantum  NQAL rate
detection rate HNN rate
rate
FGSM 85% 72% 45% 12%
PGD 90% 85% 52% 15%
QNI 65% 58% 30% 8%
Black-box 45% 38% 25% 5%
Zero-day 78% 65% 40% 10%
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security solutions with impressive accuracy, efficiency,
and robustness enhancement.

Lastly, the experimental setup provided an overall
evaluation of our proposed NQAL framework, with veri-
fication of its effectiveness and predominance over past
techniques. Results identify the creativity and profession-
alism behind our work by exhibiting applicability in real
contexts and significant advancements in encrypted DNS
protocols (Fig. 4).

NQAL stands at the core of detecting and eliminating
advanced DoH attack patterns since it can find micro-
temporal irregularities that standard detection tools
cannot identify. The model implements spiking neural
networks and dynamic spiking graph attention to identify
three major threats of DoH including DNS Tunneling C2
Beaconing and DGA anomalies. Traffic volume anoma-
lies evident in the DNS Tunneling and C2 Beaconing
attacks are clear indications that NQAL’s quantum noise
injection (QNI) is enhancing its resilience against adver-
sarial manipulations. In addition, the graph shows that
burst exfiltration and random subdomain generation are
being detected with increased precision, we get the best
results that facility provided by adversarial immunization
embedded in our model. Not only was detection preci-
sion improved through this methodology, but the sys-
tem’s immunity to sophisticated, real-time attacks, such
as those using adversarial noise and quantum perturba-
tions, was also ensured. The QNI reinforcement process
achieved near-total immunity to quantum-like attacks,
with a 10x improvement in attack tolerance over base-
line gradient-based models. Also, the live traffic gradi-
ent analysis, as indicated by the figure, demonstrates
the efficacy of the model in solving traffic dynamics by
both quantum-boosted adversarial training and neuro-
inspired learning rules [24].

The broader implications of the research identify
how NQAL can revolutionize DNS over HTTPS (DoH)
security with a highly flexible, energy-efficient solution
far more immune to future attacks than conventional
machine learning models. The study opens the door to
decentralized, scale-out security solutions, reaffirming
the NQALS’ applicability in real-world environments for
robust, future-proofed DoH security in today’s network
environments (Table 7).

The insights generated from the table heavily stress the
cost savings and enhanced security it provides to DoH
threat detection over legacy. From analyzing false posi-
tive rates, we could witness a 23.3x improvement, which
is a testimonial to better nonsensical alarm reduction
by NQAL without any diminishment of a high level of
accuracy. This was facilitated through the assistance of
dynamic spiking graph attention (DSGAT) and quan-
tum noise injection (QNI) that improved the model’s
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Advanced DoH Attack Patterns with Micro-Temporal Anomalies
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Micro-temporal adversarial patterns in DoH traffic for advanced threat detection under encrypted conditions.
Fig. 4 Advanced DNS over HTTPS attack pattern with micro temporal anomalies
Table 7 Cost-benefit analysis of NQAL deployment vs. legacy systems
Metric Legacy systems NQAL deployment Improvement
False Positives/Day 420 18 23.3x reduction
Energy Cost/Month $2,800 $240 11.7% savings
Attack Surface 8.7 exploitable vectors 0.2 vectors 43.5x more secure
Compliance Coverage 62% 98% 36% increase

robust classification accuracy. Moreover, the energy sav-
ing of NQAL deployment—a 11.7x reduction of monthly
energy cost—demonstrates its effectiveness compared
to traditional methods that are GPU/TPU-based archi-
tectures’ heavy rely. NQAL obtained a 43.5 times higher
system security through its quantum-based defensive
mechanisms that reduced exploitable attack vectors from
8.7 down to 0.2. The NQAL compliance coverage reached
36% higher than the legacy systems as it demonstrated
its ability to fulfill stringent privacy legislation with zero-
knowledge proof learning (ZKP-Learn). Our research
implementation of high-performance infrastructure
demonstrates vital need because NQAL achieves both
unmatched security characteristics and operational
enhancement compared to standard methods in real
DoH deployments. New research confirms that NQAL
delivers its promised value in functional operations

which positions it to transform new encrypted traffic
security practices [25].

5 Performance and evaluation

The performance and assessment of our research were
conducted via a strict assessment process to improve the
security of DNS over HTTPS (DoH). A full evaluation
framework was established to assess the performance
of our Neuromorphic Quantum Adversarial Learning
(NQAL) system in solving the complex security issues
involved in encrypted traffic analysis. By harnessing the
latest technology such as spiking neural networks (SNNs)
with dynamic spiking graph attention (DSGAT) and
quantum noise injection (QNI), we were able to construct
a solid, scalable solution that was not only stealthy attack
detection-capable but also energy-efficient. These tech-
niques allowed us to significantly improve the accuracy of
threat detection on DoH traffic, particularly prevention
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of adversarial attacks and micro-temporal anomalies that
previous models were unable to manage.

Results from our experiments confirmed the physi-
cal enhancements of the proposed method compared to
traditional detection systems. By executing our model on
neuromorphic hardware, we not only attained optimized
detection accuracy but also low-latency, real-time behav-
ior, a crucial factor for deployment in real-world appli-
cations. Model energy efficiency was greatly enhanced,
making it suitable for large-scale, ongoing monitoring
in operational environments. Pilot performance metrics
such as detection rate and false positive confirmed the
usability of the innovative tools employed to the extent of
demonstrating that NQAL outranks conventional mech-
anisms in security robustness and compute power. This
outcome verifies that our approach presents a future-
secure solution for DoH security with considerable gain
in performance when compared to current models, pri-
marily in adversarial robustness alongside its capacity
against quantum-type attack [26].

The Fig. 5 that illustrates the detection latency of our
NQAL (Neuromorphic Quantum Adversarial Learning)
approach under various traffic patterns reveals stun-
ning enhancements in DoH security. Our results indi-
cate that NQAL surpasses traditional models, such as
Traditional DNN, Quantum HNN, and Standard SNN,
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in detection latency across all various Zipf Alpha traffic
patterns. Notably, as Zipf Alpha increases, which indi-
cates more complex traffic distributions, our method
demonstrates a dramatic latency reduction, with detec-
tion times from 2.5 to 3.5 times lower than the second
best-performing model. This improvement is attributed
significantly to the addition of neuromorphic efficiency,
as can be seen through the leaky integrate-and-fire neu-
rons and the dynamic spiking graph attention (DSGAT)
model, enhancing the temporal resolution of DoH traf-
fic processing. The quantum noise injection (QNI) effect
also validates the model’s performance, making it more
robust against adversarial attacks, thereby warranting the
security enhancements outlined in the research objec-
tives (Fig. 6).

The testing provides strong evidence that our NQAL
approach not only offers enhanced speed and energy
efficiency compared to GPU and TPU-based models,
but also enhanced security against DoH-based attacks
through the utilization of next-generation neuromor-
phic hardware. These findings immediately validate the
study’s principal aims—enhanced energy-efficient real-
time DoH detection and quantum-resistance. NQAL
implements real-time adaptive network traffic manage-
ment that increases its scalability as well as its real-world
usability by introducing an innovative method beyond

Detection Latency Across Traffic Patterns: NQAL vs. Baselines
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NQAL Threat Detection Performance Across Attack Vectors and Memory Layers
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traditional resource-limited models. The results validate
that NQAL achieves remarkable progress by combining
neuromorphic computing with quantum adversarial pro-
tection as a significant advancement for the future DoH
security environment [27].

The Performance and accuracy of the proposed NQAL
model, as discussed in the figures and the results of the
experiment, reflects staggering improvements in terms of
DNS over HTTPS (DoH) security. The process of evalu-
ation was designed with meticulous care to subject the
model’s ability to detect and block an extensive range
of DoH threats while attaining the best performance in
real-life scenarios. Our methodology engaged cutting-
edge technologies and methods such as neuromorphic
computing, adversarial quantum noise injection, and
zero-knowledge anomaly validation that together made
the broad advances achieved in terms of detection accu-
racy, latency reductions, and adversarial resistance. These
technologies made NQAL superior to incumbent models
with extra scalability, performance, and resilience, par-
ticularly in countering complex attacks such as DNS tun-
neling, C2 beaconing, and adversarial DoH queries. The

Callsite Tampering

DLL
Function
Basic Block

API Hooking

Fig. 6 NQAL threat detection performance by attack vector and memory position of different models

performance metrics derived from experiments validate
the efficacy of our approach, as evidenced by significant
latency improvements in detection (e.g, NQAL was
always quicker than other models) and fewer false posi-
tives, which also directly translate to improved real-time
threat identification and prevention [28].

In addition, NQALs immunity to adversarial attacks
such as FGSM and PGD perturbations was validated
through stringent testing, which further establishes the
model’s ability to provide quantum-resilient solutions.
The results highlight the synergy between the novel neu-
romorphic architecture and the quantum-augmented
defense mechanisms, establishing NQAL as a superior
choice over traditional models, especially in energy effi-
ciency, scalability, and real-world applicability. These
findings are not theoretical but represent concrete
advancement in the area, paving the way for the next
generation of encrypted traffic analysis. The methodolog-
ical rigor involved was critical in bridging the gaps left by
conventional approaches, stressing NQAL as a solution
unparallelled for DoH security in the more complex and
adversarial digital landscape.
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The findings in the Table 8 illustrate the substantial
improvements achieved with our NQAL Swarm Learning
solution compared to traditional centralized AI models
in addressing some of the notable security issues in DoH
network. The NQAL Swarm Learning Solution greatly
handled crippling vulnerabilities such as data privacy
risks, where traditional models expose raw data, through
the use of zero-knowledge proofs to validate anomalies
without exposing sensitive data. This enhanced privacy
assurance was provided by the bio-inspired consen-
sus protocol, which effectively reduced the success rate
of model poisoning attacks from 72% to near zero, a
monumental advancement in adversarial robustness.
Furthermore, NQAL’s decentralized framework, cryp-
tographically secured by SNARK-based verification,
eliminated the centralized single point of failure, sig-
nificantly bolstering system resilience. Update overhead

Table 8 Federated learning security analysis
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was also drastically reduced, with NQAL requiring only
28 KB for spike pattern cues, while 1.2 MB was needed
for conventional model updates. These findings validate
the effectiveness of NQALs swarm learning paradigm
and quantum-enhanced approach in delivering a more
secure, efficient, and scalable solution for DoH security.
Through systematically filling the gaps left by previous
methods, NQAL stands out as a better option, ready for
deployment in the field to protect encrypted traffic from
contemporary threats [29].

Figure 7 shows how our NQAL framework is effec-
tive in enhancing DoH security through hierarchical
threat tracking over time. Our NQAL approach effec-
tively integrates neuromorphic SNN detection, quan-
tum noise immunity, zero-knowledge verification, and
threat immunization, all of which contribute to reducing
the threat severity index. The drastic reduction in threat
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severity, as evidenced via the history of DNS tunneling
discovery, C2 beaconing hindrance, and other attacks
from aggressors such as FGSM and PGD, attests to the
increased real-time detection backed by NQAL. The
NQAL solution, through application of bio-inspired neu-
ral network topologies and quantum-fortified defense,
displays increased detection latency and reduced false
positives compared to conventional methods.

Moreover, the systematic deployment of zero-knowl-
edge proofs contributes an additional security level to
ensure privacy-preserving verification is ensured with-
out compromising detection accuracy. The incremen-
tal removal of attack vectors following this multi-layer
protection strategy validates the research objectives,
setting NQAL'’s adaptive learning process as a resolu-
tion to advanced DoH security challenges. These results
are certainly an advancement compared to traditional
approaches, which are not usually scalable and efficient
in dealing with advanced threats. This research highlights
the potential of NQAL for real applications, especially in
encryption-based traffic security scenarios, demonstrat-
ing the innovative and pragmatic aspects of the proposed
methodologies [30].

The outcome from the Table 9 shows the superior per-
formance of our NQAL framework in achieving DoH
through achieving core performance measures. The accu-
racy of anomaly detection achieved—is at 99.32%, above
99.18%, the intended measure—reflects the effectiveness
of the model in the detection of anomalies in encrypted
traffic. This enhanced accuracy is a result of the suc-
cess of the neuromorphic SNN detection approach and
the quantum noise robustness added to the system. The
0.3% false positive rate, which is much lower than the

Table 9 Performance metrics of the proposed NQAL framework

Metric Target value Achieved value
Detection Accuracy 99.18% 99.32%

False Positive Rate <0.5% 0.3%

Latency <1 ms/query 0.89 ms/query
Energy Consumption 10x lower than GPU 12x lower
Adversarial Robustness FGSM, PGD, QNI Resilient

Table 10 Performance comparison of detection techniques
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set target of 0.5%, is also evidence of the accuracy of the
model in not misclassifying benign traffic into malicious.
0.89 ms/query latency, less than the desired 1 ms/query,
also shows the real-time detection capability of NQAL,
made possible by its successful implementation on neu-
romorphic hardware. Energy consumption, achieved at a
12x above CPU-based models, also showcases the energy
efficiency of the event-based framework, which avoids
computational overhead by remaining active only when
required. Finally, the adversarial robustness for FGSM,
PGD, and QNI attacks confirms the resistance of the
NQAL model to the most common adversarial attacks,
which attests to the strength of the quantum noise injec-
tion and dynamic attention mechanisms. Together, these
findings confirm the excellence of our NQAL approach
as a state-of-the-art remedy to the evolving DoH security
threats and excels in conventional solutions on a number
of crucial fronts, from precision through effectiveness
and robustness of security [31].

The results in the Table 10 demonstrate the star perfor-
mance of our NQAL (Ours) model, particularly in com-
parison to the classical and quantum-enhanced models.
The performance is indicated by how accurate the models
are, and NQAL outshines the classical models with a star
99.18% accuracy compared to 92.5% and 94.1% obtained
by Transformers and Quantum HNN, respectively. This
significant improvement in accuracy proves the effec-
tiveness of the hybrid architecture in NQAL, which pairs
neuromorphic computing with quantum noise tolerance,
to generate even more accurate DoH anomaly detection.
Furthermore, NQAL outperforms all the compared mod-
els with an FPR as low as 0.4% compared to 2.1% in the
case of CNN, 1.8% in that of Transformers, and 1.2% in
that of Quantum HNN. This reduction in FPR is crucial
in improving the security reliability of DoH, with mini-
mal misclassifications of benign traffic as malicious [32].

In the latency dimension, NQAL is 0.8 ms/query, far
less than 3.2 ms of Classical CNN and 5.7 ms of Trans-
formers, and even far more efficient than 2.8 ms of the
Quantum HNN. This ultra-low latency confirms the
ability of NQAL in real-time applications with high effi-
ciency. In energy consumption, NQAL also leads, con-
suming only 1.4 m] per query—10x lower than Quantum
HNN'’s 8 mJ and 15 mJ for Classical CNN. This kind of

Model type Accuracy FPR Latency Energy/query Adversarial robustness
Classical CNN 89.2% 2.1% 32ms 15m)J Vulnerable

Transformer 92.5% 1.8% 57 ms 28 mJ Vulnerable

Quantum HNN 94.1% 1.2% 28 ms 8mJ Resists ONI

NQAL (Ours) 99.18% 0.4% 0.8 ms 14 m) Resists FGSM/PGD/QNI
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energy efficiency is important in deploying DoH anomaly
detection systems in real, resource-constrained environ-
ments. Finally, the strength of NQAL against adversarial
attacks, such as its tolerance against FGSM, PGD, and
QNI attacks, positions it several notches higher than con-
ventional models. These findings are in accord with the
success of the cutting-edge tools implemented, citing bet-
ter performance, precision, and added security enhance-
ment reached by NQAL compared to conventional deep
learning and quantum-inspired techniques. Performance
is not merely comparable to but is also far superior to
what currently exists in solutions, solidifying NQAL as
an innovation towards securing DNS over HTTPS [33].

6 Conclusion and future work

In this paper, we addressed a fundamental problem for
DNS over HTTPS (DoH) security vital to ensuring the
privacy of users and integrity of encrypted traffic across
the network. The problem was due to vulnerabilities in
the common detection methods that struggled to dif-
ferentiate between advanced and time-based anomalies
in DoH traffic. Traditional models suffered from com-
putational inefficiency, adversarial vulnerability, and
their incapacity to capture the micro-temporal dynam-
ics characteristic of encrypted DNS patterns. We coun-
tered these challenges with Neuromorphic Quantum
Adversarial Learning (NQAL), a new, hybrid model that
brings together neuromorphic computing, quantum
noise injection, and zero-knowledge proofing to improve
DoH anomaly detection with unparalled accuracy and
robustness. With the addition of spiking neural networks
(SNNs) and quantum-assisted defenses, our system not
only achieved top-ranked performance over state-of-
the-art deep learning methods but also experienced tre-
mendous improvements in energy efficiency, real-time
feasibility, and adversarial robustness, appropriate for
deployment to real-world, resource-constrained envi-
ronments. Experimental outcomes showed NQAL to
yield better detection accuracy of 99.18% and false posi-
tive of 0.4% and at least 0.8 ms/query latency, far supe-
rior compared to existing solutions. In addition, NQAL
showed unprecedented robustness to black-box attacks
like FGSM, PGD, and QNI, confirming the method’s
resistance to classical-type and quantum-type attacks.
These findings establish the efficacy of our approach and
highlight the revolution that can be brought about with
the union of neuromorphic computing and quantum
adversarial techniques in offering solutions to the cur-
rent DoH security challenges. By integrating privacy-
protecting mechanisms and decentralized immunization
against attacks, our work contributes to the advancement
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of secure DNS protocols, offering an energy-efficient
and scalable solution to neutralize future network secu-
rity attacks. Avenues for future work are numerous and
include several promising directions. A natural direction
is to generalize our study to the discovery of new threats
in protocols such as QUIC, HTTP/3, and Encrypted SNIL
Another direction is incorporating explainable artifi-
cial intelligence (XAI) techniques into the SNN-based
model to further advance compliance with regulation
and decision transparency. With network topologies
continuing to evolve and quantum computing becom-
ing more pervasive, more investigation into quantum-
resistant models will be required to help counter future
adversarial attacks. In addition, federated learning can be
used to facilitate collaborative threat intelligence among
decentralized systems so that our approach is still valid
and responsive to emerging security threats. Ultimately,
this work opens the door to more secure, efficient, and
responsive systems for encrypted traffic analysis, laying
the groundwork for a new generation of network security.
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