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Abstract—Out-of-distribution (OOD) detection ensures safe
and reliable model deployment. Contemporary OOD algorithms
using geometry projection can detect OOD or adversarial samples
from clean in-distribution (ID) samples. However, this setting
regards adversarial ID samples as OOD, leading to incorrect
OOD predictions. Existing efforts on OOD detection with ID
and OOD data under attacks are minimal. In this paper, we
develop a robust OOD detection method that distinguishes
adversarial ID samples from OOD ones. The sharp loss landscape
created by adversarial training hinders model convergence,
impacting the latent embedding quality for OOD score calculation.
Therefore, we introduce a Sharpness-aware Geometric Defense
(SaGD) framework to smooth out the rugged adversarial loss
landscape in the projected latent geometry. Enhanced geometric
embedding convergence enables accurate ID data characterization,
benefiting OOD detection against adversarial attacks. We use
Jitter-based perturbation in adversarial training to extend the
defense ability against unseen attacks. Our SaGD framework
significantly improves FPR and AUC over the state-of-the-art
defense approaches in differentiating CIFAR-100 from six other
OOD datasets under various attacks. We further examine the
effects of perturbations at various adversarial training levels,
revealing the relationship between the sharp loss landscape and
adversarial OOD detection.

Index Terms—out-of-distribution detection, adversarial training,
sharpness-aware minimization, model robustness

I. INTRODUCTION

In multimedia, out-of-distribution (OOD) detection [1], [2]
is crucial for ensuring AI models can differentiate between
familiar and unfamiliar content, enhancing reliability in real-
world applications. Multimedia Al systems define their in-
distribution (ID) space yet these models encounter unseen
content such as an image classifier trained on urban scenes
but tested on underwater footage. Effective OOD detection
enables models to recognize when a sample deviates from the
training distribution, prompting actions like rejecting uncertain
inputs, requesting human verification, or adapting to new data.
Despite their importance, the robustness of these OOD systems
remains insufficiently explored. They are particularly vulnerable
to adversarial attacks [3] and frequently struggle to detect
irregular or unanticipated classes when confronted with real-
world adversaries.

The OOD research field primarily focuses on detecting
unseen classes but often mishandles the risks posed by frequent
real-world adversaries. Past OOD detection studies predict
adversarial samples as OOD samples [4], unnecessarily leading

JL. Li and WC. Chen are with Inventec Corporation.

MC. Chang is with the University at Albany — State University of New
York.

Manuscript received February 26, 2025.

Typical OOD Detection Ours (Defense)

1
I
ID Data Attacks Overwhelmed Alarms | Robust Detection
@ o | o9
-gog-» ooD |8 ©
SaS o X I S vV
A A I
AAA
an o AA e
(LA o O 1 @
‘D@G - o O o =) OOD | © ooD
Qe o x X okl X

Fig. 1: Adversarial attacks lead to the failure of OOD detection,
leading to unsafe model deployment.

to substantial alarms for adversarial ID cases shown in Figure 1.
As a result, OOD systems require further enhancement by
incorporating insights from adversarial attack research. These
systems can be fortified by leveraging defense methods to
remain robust against subtle yet damaging manipulations that
disrupt OOD predictions. A handful of adversarial defense
studies are proposed to secure the model classification against
the attacks [5], [6], [7]. Notably, adversarial training and
hyperspherical geometry learning effectively alleviate adver-
sarial situations in the image classification tasks. Inspired
by these adversarial defense studies, we aim to ensure the
OQOD detection system resiliently operates in both clean and
adversarial conditions.

The task of differentiating OOD itself is hard due to the
widespread new data pattern to the model [8], and suffering
from adversarial attacks increases the complexity of OOD
detection. ATOM is a pioneering framework for dealing with
attacks on open-set samples [O]. Recently, Azizmalayeri et
al. [10] found that adversarial attacks on both ID and OOD
data significantly degrade detection accuracy. They introduced
an Adversarial Training Discriminator (ATD) with an outlier
exposure strategy that simulates both adversarial ID and OOD
samples. The outlier exposure method highly depends on the
auxiliary OOD datasets which are expected to be excessively
large. This requirement leads to inefficient and impracticality
in real-world applications. We target the defense against
challenging white-box attacks on both ID and OOD data
and seek effective perturbation strategies without relying on
additional large outlier datasets.

In this work, we aim to tackle this robust OOD detection
issue by combining two perspectives, including geometry opti-
mization and loss landscape smoothing. First, the hypersphere
and hyperbolic geometries can learn compact representations
for OOD detection [11], but we still empirically observe a high
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false positive rate. Therefore, we further examine the ability of
the multiple-geometric learning method [12] in accommodating
ID data variability under adversarial attacks. Second, sharp
loss has been observed in prior research [13], [14] which is
caused by adversarial samples. These samples increase the
gradient norm and the subsequent local minimum, sharp loss,
and challenges in convergence. The GAN-like structure in ATD
is also known for its loss convergence issues.

Therefore, we introduce a sharpness-aware adversarial train-
ing framework that effectively alleviates the sharp loss land-
scape, achieving robust latent geometry learning. Our backbone
network learns a Multi-Geometry Projection (MGP) [12] by
incorporating two Riemannian (hypersphere and hyperbolic)
geometries with distinct curvatures to fully characterize the
complex ID data. In the adversarial training procedure, we pro-
pose to utilize the Riemannian Sharpness-aware Minimization
(RSAM) [15], [16], which improves the multiple Riemannian
geometry convergence by flattening the adversarial loss land-
scape. We empirically find that performing adversarial training
based on the Jitter attacks [17] demonstrates generalizability
in defending against other attacks.

Our experiments comprehensively investigate mainstream
OOD detection approaches with and without adversarial
training. We use CIFAR-10 and CIFAR-100 as ID datasets
and perform OOD evaluation using six other datasets. We
compare the proposed SaGD against ATD [10], the state-of-the-
art (SoTA) defense approach for OOD detection, and show our
improvements. Additionally, we examine the effects of different
adversarial training approaches to reveal the generalization
ability of SaGD in defending other types of attacks. In contrast
to other OOD studies [10], [9], [18], which only present
one type of Projected Gradient Descent (PGD) attack, our
results are comprehensively from the average of six conditions,
including the case without attack and five other cases under
different attacks. We report the area under the ROC curve
(AUC) along with the false positive rate at 95% true positive
rate (abbreviated as FPRg5) as evaluation metrics. The FPRg is
a common metric for OOD detection; however, it is not reported
in [10]. In the adversarial OOD detection experiments using
the CIFAR-10 ID dataset, our SaGD robustly reduces 14.91%
FPRy5 and enhances 7.47% AUC over the SoTA approach. We
also achieved a 17.71% average FPRgs reduction and 10.18%
AUC improvement using CIFAR-100 as the ID dataset.

Our contribution is summarized as follows:

« We introduce a novel sharpness-aware method for improving
OOD detection in adversarial training. Our method inves-
tigates the combination of Riemannian geometries under
adversarial conditions. This expansion of geometry space
sharpens our defense against adversarial attacks and avoids
reliance on large OOD datasets for auxiliary training.

o We examine different perturbation techniques (not limited to
PGD) for adversarial training to identify their effectiveness
for robust OOD detection.

« We investigate various adversarial attacks on different OOD
detection approaches and report results on FPRg5 and AUC.
Our SaGD sets a new SoTA for OOD detection, excelling
in FPRg5 and AUC metrics, both with or without attacks.

o We analyze the relations between the minimization of a

sharp loss landscape and OOD detection performance under
various adversarial conditions.

II. RELATED WORK
A. OOD Detection

Post-processing OOD detection. Model-agnostic OOD de-
tection methods [1], [2] formulate scoring functions based
on prediction probability and energy score. Determining
prediction confidence can take various forms, such as utilizing
softmax outputs [19], energy-based scores [20], or entropy
functions [21]. To avoid re-training or excessive tuning of
the given model, recent advancements focus on introducing
perturbation [22], conducting pruning [23], and generating an
unknown novel class [24] to enhance the distinction between
OOD and in-distribution (ID) samples.

Model training OOD detection. Other OOD studies have
sought to enhance fixed-model post-processing by incorporating
network constraints during training to improve OOD detection.
Sophisticated designs are devised for network space projection
and embedding distance measurement to effectively train
models for OOD detection. Noteworthy examples include
SSD [25] and KNN+[26], employing contrastive loss for latent
embedding learning and calculating Mahalanobis[4] and non-
parametric KNN distances, respectively. A recent addition
to this line of work is the CIDER framework [11], which
has demonstrated improved OOD detection performance by
imposing constraints on samples using a hypersphere-based
loss function. The hyperbolic embedding also demonstrates the
enhanced ability for OOD detection [27]. Despite the impressive
results achieved by these OOD detection approaches, their
performance is not robust when facing adversarial samples in
practice.

B. Adversarial Defenses

Adversarial training [28] stands out as a key defense against
adversarial attacks. This method involves integrating adversarial
samples into model training to bolster the network’s resilience
against perturbations. The goal is to approximate potential
perturbations in adversarial samples, using them to enhance
model accuracy. However, the incorporation of adversarial
samples unavoidably leads to a degradation in prediction
accuracy due to the introduction of various noises. To this
end, Helper-based Adversarial Training (HAT) seeks balance
and reduces harm from adversarial samples by tailoring network
architecture and loss designs [5]. Notably, works such as [29],
[30] train dual-attentive denoising layers, leading to clean
reconstructed samples from adversarial ones. Originally devised
for addressing the open-set detection problem, these techniques
find application in OOD detection scenarios under adversarial
attacks [10].

Outlier exposure [31], [32] emerges as a strategy in OOD
detection, broadening its capabilities by incorporating outliers
during training. Although these techniques can also foster a
robust learning space for adversarial outliers [ | 8], their practical
utility is constrained by the uncertainty surrounding the optimal
inclusion of outliers and the types of adversarial that should
be artificially introduced.
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Fig. 2: Overview of the proposed Sharpness-aware Geometry Defense (SaGD) framework for robust OOD detection. The
Multi-Geometry Projection (MGP) network is trained using Jitter-based adversarial samples and optimized via sharpness-aware
loss minimization using RSAM. In testing, sample embedding is computed for scoring to discern OOD from ID cases.

C. Regularization and Adversarial Robustness

Regularizing neural networks proves effective against adver-
sarial attacks by preventing the adoption of overly complex pa-
rameters, and avoiding suboptimal convergence at saddle points.
When attacked samples have distributions vastly different from
the training space, it significantly biases the network parameters.
Implementing regularization based on various network designs,
such as angular and margin regularization on hypersphere
geometry, enhances adversarial robustness [0], [7]. Prioritizing
more regularization for vulnerable samples minimizes the ro-
bustness risk and improves generalizability [33]. The underlying
reason is that adversarial training can generate rugged sample
space and thus hinder model convergence. Such a sharp loss
landscape hinders the training process with scattered gradients
and increased curvatures [34].

Sharpness-Aware Minimization (SAM) [35] is a well-known
technique for its regularization ability to mitigate training
overfitting on a sharp loss landscape. A recent study [36] delves
into SAM’s potential for adversarial robustness and empirically
establishes a lightweight alternative to PGD adversarial training
without significant sacrifices in clean sample accuracy. However,
the integration of SAM-based regularization with adversarial
training, especially in OOD detection, remains limited. The
exploration of geometric projection associations, such as RSAM
operating on the Riemannian manifold [15], [16], is largely
uncharted. This paper advances current research by combining
RSAM with multi-geometry learning techniques for OOD
detection and exploring the adversarial conditions.

III. SHARPNESS-AWARE GEOMETRY DEFENSE (SAGD)

Figure 2 overviews our proposed SaGD framework, where
the training phase consists of adversarial training using Jitter-

based adversarial samples (§I1I-A), multi-geometry projection
(§III-B), and sharpness-aware optimization (§I1I-C). The multi-
geometry backbone combines the hypersphere and hyperbolic
branches in a multi-task joint loss optimization scheme.
We first introduce the architecture along with the scoring
function for OOD score calculation. We then show how the
Riemannian Sharpness-aware Minimization (RSAM) optimizes
the framework with adversarial training.

Problem setup. Given labeled data (x,y) from a distribution
D, we consider a model fy with parameters 6. The training
and testing data are denoted as D, and Dy, respectively, where
D, contains both in-distribution (D;,4) and out-of-distribution
(Dyoq) test data. We assume D,y is drawn from the same
distribution as D, while D,,q is from a different distribution
that needs to be distinguished. The standard procedure for
OOD detection is as follows: (1) Train a model fy with D,. (2)
Fix model parameter 6 during test time. For each test sample
x, derive embedding z using fy. (3) Calculate OOD score s(x)
and differentiate OOD samples with a threshold A. To protect
the model against adversarial attacks, we focus on the first
step to strengthen the model’s robustness.

A. Adversarial Training

We generate adversarial samples by utilizing the Jitter
adversarial attack [17]. Each input sample z is perturbed by
Jitter attack to simulate the inference-time attacks. Denote the
perturbed samples as x., = x + v, where ||v||, < € with an
l,-norm bound and we select p to be the infinite norm.

The Jitter attack rescales the softmax function as h =
softmax |« - m . This is based on a finding that a small
value range of output logits h can reduce the attack success rate.
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By default, « is chosen to be 10. Then, our optimization goal
for the attacking model in adversarial training is to maximize
the Euclidean distance between the rescaled softmax output h
and the one-hot encoded ground truth vector y: Ly = ||h—y]|».
We further perturb the target loss by adding a Gaussian noise
N(0,0) with magnitude o. Such perturbed attack loss is then:
Ly = [h+ N (0,0) — ]l

An adaptive searching rule is designed to downscale the
perturbation by a factor 8 once the attack succeeds which
avoids over-optimized adversarial samples biased far from
ID characteristics. Therefore, the attack can maintain a fixed
success rate with a minimized perturbation norm. The Jitter
loss is then:

[[h+N(0,0)—y||2
LJitter = ~ B
b +N(0,0) —yll2

]f f9 (‘/I‘"Y) =Y,
otherwise.

ey

B. Multi-Geometry Projection (MGP)

Our backbone network fy incorporates a dual-stream ge-
ometry projection to capture diverse latent structures in ID
data. Each geometry stream is defined by its specific loss
function for joint optimization. In this context, we introduce
hypersphere and hyperbolic geometries which are Riemannian
manifolds with positive and negative curvature. The curvature
serves as an indicator of deviation from the Euclidean space.
Hyperspherical geometry has shown its effectiveness in OOD
detection [11]. The hyperbolic space has been used in open-
set recognition [37] that can model the hierarchical structures
found in real-world vision data [38], as evident in datasets like
Imagenet.

We assume parameter 6 resides on a Riemannian manifold
M with the Riemannian metric tensor g™. The tensor g™
ToM x ToM consists of inner products in its tangent space
ToM. A retraction map Ry provides transformations from M
to the tangent space 79 M. The tangent space can be regarded
as a measure of small deviation v near parameter 6, and the
metric g smoothly varies across # € M, resulting in the
geodesic distance. The deviation v on 7y M is considered as the
perturbation generated for adversarial training (as discussed
in §III-A), which will be utilized in Riemannian manifold
optimization (§II1-C).

We incorporate the following geometries, each with its own
loss metric designs.

Hypersphere geometry: Learning hypersphere geometry in-
volves compactness and disparity loss functions to group
data samples onto a hypersphere. These functions ensure that
samples from different classes are kept at sufficient distances
from each other. The hypersphere projection approach initially
introduced as CIDER [11], is based on the von Mises-Fisher
(vMF) distribution assumption. It is calculated using a unit
vector zs € RY in class k and the class prototype p;, as:
pa(zs; 1) = T exp(p,zs/7), where T is a temperature
parameter. The probability of the embedding zs assigned

_ oxp(pyzs/7)
to class k is: P (y = klzs; {py,, 7}) = S (/)

derive the compactness loss by taking negative log-likelihood,

which compels the projected samples to stay near the class
prototypes.

L exp(uym))
—1lo T .
N Zj:l eXp(NjZS/T)

The disparity loss penalizes the class prototypes that are too
close to each other:

Zlog K

['com = - @)

Ldis =

Z Ljiexp (pip/7),  (3)

1 if j#14,
0 otherwise.
hypersphere loss function is Lspp, = Leom + Lais, Which
imposes constraints on ID intra-class compactness and inter-
class disparity on the hypersphere. Meanwhile, OOD data are
more likely to be separated farther from ID prototypes.

where 1;; is indication function, 1;; = The

Hyperbolic geometry: A hyperbolic space H? consists of
d-dimensional Riemannian manifolds with constant negative
curvature [39]. An isomorphic hyperbolic transformation,
Poincaré Ball (D?, ¢P), defines a manifold D¢ = {u €
RY : c|lu]| < 1} equipped with the Riemannian metric
9P () = (\)?9" = (1—frap)’L where A = o is a
conformal factor with curvature ¢, and g™ = I is an Euclidean
metric tensor. The manifold operates on Mobius gyrovector
space with Mobius addition @, and scalar multiplication ®,
(referring to appendix A.1).

The pairwise geodesic distance is in the following

form for two points u and v: D(u,v) =
%arctanh (V|| —u®. v|[). Utilizing the operations

of the hyperbolic space, we project the latent embedding
with a hyperbolic head to derive the embedding u on the
Poincaré ball. Considering an augmented set A from X to
form a full set Z = AU X, the supervised contrastive loss is
calculated on the positive sample p(i) of the i € Z in contrast
to other augmented samples a € .A. The supervised hyperbolic
contrastive loss can thus be formulated as Ljyp, =

eXp( D(zl,zhp)/r)
Z | Z Y

acA eXp( (thzha)/T)'
The final loss is the combination of the hypersphere and hyper-
bolic losses, along with a cross-entropy loss L.. to optimize
for ID classification accuracy: £ = Lgpn + Lnyps + Lee-

C. Riemannian Sharpness-aware Minimization

Theoretical statement: The practice of adversarial training
serves as a countermeasure to defense against adversarial
attacks. However, previous studies have uncovered challenges
related to model convergence, attributed to the intricate loss
landscape shaped by adversarial samples during training
steps [40], [41]. Next, we delve into the theoretical under-
pinnings of this phenomenon.

The weight of a j-th layer in a neural network fy can
be expressed as: wT = WJ-TEj_l . WQTEQWlTEl, which
generetes gradient gy = %L(x, y; fo). Introducing adversar-
ial samples x* = x + ~, the corresponding gradient becomes
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gy = DWL(.%‘ + 7,y; fo). Considering Agw = gy, — gw
as the additional gradient values resulting from adversarial
training, the full expression for gradient Agy, is as follows:

“)

Agw = Lz +7,y; fo),

= WL(fan;fe) 9w
where ~y can be regularized by a [ or [, norm. This adversarial
perturbation v is generated by m steps of attacks with each
step size a, where m should be large and « is small.

we analyze the case of binary classification, where the multi-
class classification tasks can be simplified by focusing on the
difference between the prediction for the targeted class 2z}
and the second highest probable class zj. Misclassification
occurs when the probability of the second class surpasses
that of the targeted class, and this difference is denoted as
z = 2} — 2z}, € R. The effect of introducing adversarial samples
brings in a change of the gradient g, = agg)' The additional
gradient for updating the model with a learning rate 7 in
adversarial training is expressed as Ag, = —nAgw gn. Here,
an = 8’2(;) indicates the gradient of the network output z(z)
concerning the latent layer h.

Based on a lamma described in [41], we know that the
following relations hold with A = maH.,||g.||* € R:

- - 1
H,Agw = (e —1)H,zgl — ZAIAE (e** — eMH,g.9F.
i Q)
The Hessian matrix is H), = %L(I +,y; fo) which can

be rewritten as Hy, = H.gg;, and H, = Hzga,gf

Therefore, we can assess the significance of this change
Ag, along the direction of g,:

9z NG = —n3g Agw n ©6)
2015 (12
— (eA _ 1)§§A§2 _ nngth (€2A _ e.A)7 (7)
H,
where AgY = —ngw Jn. Meanwhile, the significance measur-

ing for the adversarial training along the direction of g, is as
follows:

9 Az =~z Agivgn ®)
§€2A —_eA _
= AGIAG) - | ©)

This design of adversarial training expects the gradient g, with
gL Ag, < 0. However, this assumption might not be held as the
second term of equation (7) and equation (9) can be negative
owing to H, > 0. A few unconfident samples generate large
values for H, and large gradient values ||g.||. The phenomenon
leads to difficulties in model convergence during adversarial
training.

Riemannian optimization strategy: Learning complex latent
geometries may magnify undesirable peaks in the loss mini-
mization process. Inspired by SAM [35] which was originally
crafted for model generalization, we employ an improved
approach for Riemannian manifolds [15], [16] tailored to
our multi-geometry network. The consideration of multiple
geometries in the network represents various manifolds that
might not consistently converge in the same gradient direction.
The recent work [11] only accounts for a single hypersphere

geometry, which limits the ability to represent the OOD space.
In our scenario, we aim to utilize the Riemannian manifold
optimization strategy to strengthen multiple geometries.
Given a loss function £(6) with model parameter § € M
and retraction map Ry, the manifold sharpness is defined

as Lg = IIHII\aX L (Rg(6)) — L(8), where § is a projected
perturbation in the tangent space 7y M of the manifold M.

The minimization of gni/\r/llﬁs reduces loss sharpness.
€
We simplify the first term in L£g using Taylor expansion
to approximate perturbed loss in the maximization process:
L(Rp(9)) = L(0) + (VoL(0),06)p, where Vg denotes the
Riemannian gradient. A closed-form solution for Lg is picking

0 equal to the Riemannian gradient within the upper bound
p. The optimal perturbation is then §* = pHV@(fég))\)\e We

project 6* onto the tangent space via Ry and derive the
optimal parameter 6 = Ry (6*). The network parameter in
the next training iteration 6’ can be updated using Riemannian
gradient descent as: §' = Ry (—n - Vo(L(0*))), where 7 is
the learning rate. During the adversarial training described
in §III-A, the sharpness Lg on the loss landscape would
unexpectedly increase. Our solution is introducing RSAM,
which can regularize the network to increase convergence
quality.

D. OOD Scoring Function

With a trained network f in the MGP framework, we extract
the penultimate layer output as an L2 normalized embedding
z of the sample x to compute its OOD score. To distinguish
OOD from ID samples, we calculate the embedding distance
between each input sample and the training ID samples and
specify the k" nearest neighbor as a reference embedding zy.
The OOD score is based on the L2 distance, S(z) = ||z —zg]|2
that determines the detection of an OOD sample via a cutoff
threshold .

IV. EXPERIMENTS

Dataset: Our OOD detection experiments are categorized
into results for approaches with and without defense. For
OOD detection without adversarial defense, we use CIFAR-
10 and CIFAR-100 [42] as the ID dataset, and evaluate the
performance on six other datasets that are treated as OOD: Tiny-
ImageNet [43], Place365 [44], LSUN [45], LSUN-Resize [45],
iSUN [46], and Textures [47]. For the compared OOD detection
with adversarial defense, ATOM [9] and ATD [10] requires
Food-101 [48] dataset for additional outlier data training and
SVHN [49] dataset for validation.

Evaluation metric: (1) FPRy5: False positive rate at true
positive rate 95% in the Receiver Operating Characteristic
(ROC) analysis. (2) AUC: Area under the ROC curve.
Attack setup: We investigate a set of attacks including
PGD [28], FGSM [3], FAB [50], Jitter [17], and Carlini and
Wagner Attack (CW) [51], which are implemented using the
TorchAttacks toolbox [52]. The attacks are constrained with
perturbation bound ¢ = 5 and step size 52z for 10-step
iterations.

Model Configurations: Our CIFAR-10 evaluation uses a
ResNet-18 backbone network and CIFAR-100 uses ResNet-34.
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TABLE I: Evaluation of OOD detection methods without adversarial training and with adversarial training using CIFAR-10
as the ID dataset. We report the average FPRg5; and AUC scores across the six OOD datasets. Apart from the “Clean” setting,
“Adversarial” conditions denote the further average results over five attacks (PGD, Jitter, FAB, FGSM, and CW). The complete

results of each OOD dataset are presented in the appendix.

Without Adversarial Training

Condition \ Clean PGD Jitter FAB FGSM Cw Average

Metric ‘ FPR95J, AUC ‘ FPR95¢ AUC ‘ FPR95$ AUC ‘ FPR95\L AUC ‘ FPR95J, AUC ‘ FPR95$ AUC ‘ FPR95\L AUC
Entropy 32.18 91.59 95.14  48.00 90.46 59.14 95.14  48.00 93.75 52.83 96.00  47.16 82.11 57.79
ViM 29.17 92.98 91.65 60.59 81.68 71.03 91.65 60.59 87.61 65.78 92.20 60.14 78.99 68.52
Mahalanobis 17.46 96.84 75.03 73.58 70.96 74.83 75.04  73.57 74.59 73.55 76.23 72.53 64.89 77.48
ODIN 42.51 91.12 92.93 55.22 89.71 63.30 92.93 55.22 91.38 61.47 94.68 53.98 84.02 63.39
GODIN 18.72 96.10 70.87 83.81 60.59 84.76 71.08 83.75 70.33 83.23 70.68 83.95 60.38 85.93
ASH 27.53 94.08 71.31 78.45 68.54 79.58 81.79 71.12 87.07 67.86 81.66 70.90 69.65 77.00
KNN+ 18.06  96.59 77.52 78.5 77.41 78.83 7632  75.14 77.26 78.81 76.26 79.65 67.14 81.25
SSD 33.08 94.87 79.72 65.01 78.28 68.3 80.03 65.13 64.13 78.88 79.39 65.08 69.11 72.88
CIDER-KNN 52.20 88.41 66.73 76.92 66.48 78.73 66.35 76.95 72.86 72.50 66.45 76.83 65.18 78.39
CIDER-Maha 51.19 88.91 58.95 83.47 54.29 87.43 59.32 83.49 49.96 88.42 59.41 83.51 55.52 85.87
MGP-KNN 21.60 96.11 82.49 72.02 70.64 81.71 78.27 77.95 78.27 77.95 83.22 712 69.08 79.49
MGP-Maha 29.98 95.36 55.39 87.81 50.43 90.52 5549  87.93 38.91 91.82 54.28 87.92 47.41 90.23

With Adversarial Training

Condition ‘ Clean PGD Jitter FAB FGSM Cw Average

Metric ‘ FPRgs| AUC ‘ FPRg5] AUC ‘ FPRg5] AUC ‘ FPRgs| AUC ‘ FPRg5] AUC ‘ FPRg5] AUC ‘ FPRgs| AUC
ATOM 23.57 88.22 66.14  72.56 55.60 79.17 63.20  79.93 55.08 80.36 73.19 74.24 56.13 79.08
ATD 27.46 94.15 57.04  79.63 43.61 87.60 33.09 92.38 37.56 90.70 56.78 79.69 42.59 87.36
SaGD 2246  95.77 28.69 94.70 26.43 95.05 28.99  94.68 3719 9299 22.32 95.80 27.68  94.83

The base optimizer is stochastic gradient descent (SGD) with
momentum 0.9, weight decay 10~%, and an initial learning rate
of 0.5. This optimizer is regularized by RSAM in §III-C. The
model undergoes training for 500 epochs with a batch size of
512. We specify the intermediate layer with 128 dimensions.
The curvature ¢ of hyperbolic geometry is set to be 0.01.

For the stability of learning, we adopt the feature clipping
technique that is empirically found useful for better conver-
gence [53] and to avoid the gradient vanishing of complex
manifold learning. An Euclidean space sample point x is
truncated as the clipped feature x’ = min{1, HTTH} -x with the
effective radius r of the Poincaré ball. This process regularizes
the points sitting overly close to the ball boundary.

A. Evaluation of out-of-distribution accuracy

We report the averaged OOD detection results over the six
OOD datasets. The full results for each dataset under different
attacks are reported in the appendix.

Without Defense: The upper part of Table I and Table II
showcase popular OOD detection methods under adversarial
attacks using CIFAR-10 and CIFAR-100 as the ID dataset,
respectively. We report post-processing-based OOD detection
baselines including Entropy [2 1], Mahalanobis [4], MaxSoft-
max [19], Energy [20], MaxLogits [54], KLMatching [54],
ODIN [22], VIM [24], GODIN [55], and ASH [23]. We
compare with embedding-based methods without adversarial
training including SSD [25], KNN+ [26], and CIDER [I1],
and MGP approach (§I1I-B). We consider both KNN [26] and
Mahalanobis [4] as scoring functions for CIDER and MGP,
which are denoted in the form of ‘detector-function’ in Table I
and Table II. These OOD approaches are not designed to

defend against malicious attacks. Thus, the experiment can
reflect performance degradation under attacks.

In differentiating the CIFAR-10 dataset from the other OOD
dataset shown in Table I, KNN+ attains notable FPRg5 and
AUC in clean conditions while suffering significant degradation
in different adversarial conditions. The resulting 67.14% FPRg5
and 81.25 AUC is far from satisfactory. In contrast, MGP-Maha
outperforms other methods with 47.47% averaged FPRg5 and
90.23% averaged AUC over six OOD datasets, suggesting the
robustness of multi-geometry embedding learning relative to the
hypersphere geometry shown as CIDER-Maha. Post-training
processing approaches such as Entropy, ODIN, and ASH are
sensitive to adversarial attacks and thus lead to high FPRy;
results. In general, Mahalanobis scores (Maha) [4] stands out
as a remarkable scoring function for lower FPRg5 while the
KNN scoring function is still comparable.

In differentiating the CIFAR-100 dataset from the other
OOD dataset shown in Table II, the difference between CIDER
and MGP is relatively minor. CIDER-Maha reaches 68.40%
averaged FPRgs; and CIDER-KNN attains 82.01% averaged
AUC over six OOD datasets. The averaged FPRg5; and AUC
are 73.02% and 77.52% for MGP-KNN showing a gap in
comparing the clean condition with 57.89% FPRg5 and 85.26%
AUC. These OOD detection algorithms face non-ignorable
risks in adversarial situations.

With Defense: In Table I and Table II, we compare our pro-
posed SaGD approach to the SToA adversarial defense methods,
ATOM [9] and ATD [10] using the CIFAR-10 and CIFAR-100
ID datasets. SaGD achieves notable performance with average
FPRg5 of 27.68% and AUC of 94.83% using CIFAR-10 as ID
data. For CIFAR-100 as the ID data, SaGD attains an average
FPRyg5 of 50.03% and an AUC of 87.53%, outperforming ATD
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TABLE II: Evaluation of OOD detection methods without adversarial training and with adversarial training using C/FAR-100

as the ID dataset.

Without Adversarial Training

Condition ‘ Clean PGD Jitter FAB FGSM CwW Average

Metric | FPRgs AUC | FPRgs] AUC | FPRgs| AUC | FPRgs] AUC | FPRgs| AUC | FPRgs{ AUC | FPRgs/ AUC
Entropy 88.62  60.42 9236  53.65 87.96  61.67 7930  62.14 93.03  49.89 | 92.11 53.88 88.90  56.94
ViM 7594 7334 83.55  63.17 80.16 6552 | 74.00  69.21 84.34 5872 80.10  68.91 79.68  66.48
Mahalanobis 72.21 74.22 81.38  63.00 81.53  63.07 7723  66.09 82.79  59.45 7542 69.63 78.43 6591
ODIN 81.57  68.05 89.86  58.54 84.56 6394 | 7688  62.07 91.18  54.42 89.96 5833 85.67  60.89
GODIN 74.58  80.88 90.19  67.37 90.45  73.03 94.66  66.41 9533  64.85 9039  67.39 89.27  69.99
ASH 59.04  84.44 7374 6256 | 7037 7793 78.18  70.14 85.89  65.01 7524 7572 | 73.69  72.63
KNN+ 65.47  85.07 9559  51.07 9539  51.38 9544  51.61 95.55 5053 9538  51.58 90.47  56.87
SSD 7098  84.94 95.16  46.80 | 94.51 49.60 | 9528  46.75 92.31 5254 | 95.10  46.60 | 90.56  54.53
CIDER-KNN 6599  83.44 7569 8295 | 66.59  82.07 74.70  83.08 7824 7743 76.10  83.06 | 72.88  82.01
CIDER-Maha | 67.28 8436 | 7547 7585 63.36 8394 | 7483 7576 | 53.26 8438 | 76.17 7591 68.40  80.03
MGP-KNN 57.89  85.26 80.23  76.17 81.41 74.63 79.80  76.28 7874 6999 | 60.05 8279 | 73.02 77.52
MGP-Maha 6647  83.19 79.33  65.81 74.12  74.96 8132  62.72 6499 7598 76.60  73.09 73.80  72.62

With Adversarial Training

Condition \ Clean PGD Jitter FAB FGSM Ccw Average

Metric | FPRos/ AUC | FPRgs| AUC | FPRgs/ AUC | FPRgs! AUC | FPRgs] AUC | FPRgs/ AUC | FPRg5| AUC
ATOM 72.81 79.31 7935 7848 76.87 80.53 7498 8271 79.25 81.01 85.66  78.68 76.82  80.12
ATD 63.04 8290 | 73.79  66.18 6490  80.07 63.04 8290 | 7038  76.37 70.30  76.06 | 67.58 7741
SaGD 50.89 87.26 | 4831  88.13 | 47.63  88.15 49.08 87.88 | 5251 86.78 | 50.81  87.32 | 49.87 87.59

significantly. The confidence-based algorithms such as CCU
and ACET are not resilient to adversarial conditions, with
average FPRg5 values over 60% and 80% for the CIFAR-10
and CIFAR-100 datasets. Although ATOM obtains a 23.57%
average FPRgs in clean OOD detection using the CIFAR-10
ID data, the adversarial results are still inferior to SaGD and
ATD. SaGD demonstrates substantial superiority over ATD
by at least 17% on the CIFAR-100 ID dataset. For the clean
set without attacks, ATD achieves a relatively close AUC
to SaGD on the CIFAR-10 dataset but falls short by 4.64%.
Notably, the difference in FPRg5 is substantial, with SaGD
achieving 5.00% and 12.15% lower FPRg5 than ATD on CIFAR-
10 and CIFAR-100 datasets, respectively. The more difficult
OOD detection conditions of CIFAR-100 reveal even more
pronounced advantages of using SaGD.

Another advantage of our SaGD is its ability to circumvent
the need for additional outlier datasets, a requirement in ATD
and ATOM for performing outlier exposure.

B. Ablation Study

We conduct an ablation study for related techniques using the
CIFAR-10 ID dataset, to elucidate the effects of each module
in our SaGD framework. The results are presented in Table III.
Ablation study of geometry space, adversarial training,
and RSAM: The removal of the RSAM optimization module
from our proposed SAGD adversely impacts both FPR95
and AUC. Specifically, MGP-Jitter experiences a decline in
average FPRg5 to 32.35%, reflecting a 4.67% reduced margin
compared to SaGD. Meanwhile, SaGD maintains a high average
AUC of 94.48%, showing no significant decrease. Looking
from another perspective, MGP-RSAM, discarding the Jitter
adversarial training step from SaGD results in a significant
increase of 45.67% in FPRg5 and a decrease of 14.46% in
AUC. We also simplify the MGP structure as CIDER in SaGD

which results in its combination with Jitter and RSAM. Jointly
using Jitter and RSAM with CIDER obtains 47.89% FPRgs
which shows 22.58% and 9.65% improvements over CIDER-
RSAM and CIDER-Jitter, respectively. Overall, the Jitter
adversarial training benefits both CIDER and MGP frameworks.
These results emphasize the significance of conducting Jitter
adversarial training, and the RSAM approach can further
facilitate the optimization steps.

Evaluation on different adversarial training methods: Based
on the idea of generating adversarial examples for robust model
training, we investigate additional adversarial attack approaches
for adversarial training. Apart from Jitter, we incorporate PGD,
FAB, FGSM, and CW to assess the OOD detection results under
these different attacks. The lower part of Table III shows the
average FPRgs and AUC over six OOD testing datasets. Most
adversarial attacks lead to substantial performance degradation.
For example, PGD and FGSM share similar attack properties,
resulting in average FPRgys; exceeding 80% for the model
subjected to any attacks except FGSM. An intriguing result is
observed with PGD, achieving 20.25% FPRgs5 and a 95.19%
AUC. This suggests that this type of perturbation can generate
a notably robust model against the specific type of attack but
may not generalize well to others.

C. Testing with Different Adversarial Paramters

Perturbation intensity: We investigate the influence of
varying perturbation intensities (¢) in the PGD adversarial
attack on the SaGD method using the CIFAR-10 dataset.
Figure 3 shows that FPRgs is more susceptible to changes,
while AUC maintains a consistently high standard as e increases.
Notably, an intense attack with ¢ = 16 causes FPRgs5 to
double, whereas AUC experiences a 6.72% decline. These
results suggest considering FPRgs5 in the evaluation, an aspect
that has been previously overlooked in the literature [10].



JOURNAL OF IKTEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015

TABLE III: Ablation study results on CIFAR-10. The upper part presents the ablation of modules in SaGD including MGP/CIDER
network, Jitter adversarial training, and RSAM optimization. Our proposed SaGD is located in the last row of the upper table
(MGP+RSAM-+litter). The lower part is about replacing Jitter with other perturbations for adversarial training.

CIDER Clean PGD Jitter FAB FGSM CwW Average
RSAM \ AT \ FPRgs; AUC \ FPRgs; AUC \ FPRgs AUC \ FPRgs; AUC \ FPRgs; AUC \ FPRgs AUC \ FPRgs AUC
X X 5220 88.41 66.73 7692 | 6648 7873 | 6635 7695 | 72.86 72,50 | 6645 76.83 | 65.18 78.39
v X 62.48 86.76 | 7743 71.65 | 73.33 7697 | 69.62 75.60 | 75.62 7748 | 64.01 8571 | 7041  79.03
X Jitter 3523 94.12 | 59.18 86.67 | 60.57 86.5 59.68 86.52 | 70.55 81.59 | 60.03 86.6 57.54  87.00
v Jitter 44,66 9220 | 47.58 91.06 | 4729 9152 | 5589 89.44 | 46.52 92.00 | 4539 92.14 | 4789 91.39
MGP FPRgs; AUC \ FPRgs; AUC \ FPRgs AUC \ FPRgs; AUC \ FPRgs; AUC \ FPRgs; AUC \ FPRgs AUC
X X 21.60 96.11 | 8249 7202 | 70.64 81.71 | 7827 7795 | 7827 7795 | 83.22 71.2 69.08 79.49
v X 22.84  96.01 73.22  78.65 | 7322 78.65 | 72.89 7889 | 7555 71.07 | 71.89 78.94 | 73.35 80.37
X Jitter 3032 94.88 | 30.87 9470 | 31.97 94.67 | 3149 9466 | 38.08 9327 | 31.39 94.68 | 32.35 94.48
v Jitter 2246 9577 | 28.69 9470 | 2643 95.05 | 2899 94.68 | 37.19 9299 | 2232 9580 | 27.68 94.83

SaGD Clean PGD Jitter FAB FGSM CwW Average
RSAM \ AT \ FPRg5 AUC \ FPRg5 AUC \ FPRg5s AUC \ FPRgs AUC \ FPRg5 AUC \ FPRg5 AUC \ FPRg5s AUC
v PGD 86.64  60.31 95.62 7542 | 9454 60.95 | 88.25 77.74 | 20.25 95.19 | 86.60 60.36 | 78.65 71.66
v FAB 87.00 61.31 | 4272  91.13 | 9423 51.71 | 4292 91.15 | 9946 6123 | 43.79 90.96 | 68.35 74.58
v FGSM | 92.67 5223 | 80.51 8546 | 95.07 5034 | 9846 51.10 | 5920 91.20 | 92.71 52.24 | 86.44  63.76
v CwW 4544  91.67 | 7024 83.88 | 53.60 8842 | 69.69 83.77 | 66.71 8535 | 4877 90.83 | 59.08 87.32

TABLE IV: Additional metrics (inlier and outlier AUC) and adaptive attacks on the CIFAR-10 dataset.

| Average Adversarial | APGD-100 | APGD-1000 | Autoattack
| FPRgs AUC | AUCy, AUCou: | FPRgs AUC | FPRgs AUC | FPRgs AUC
ATD 4259 8736 | 88.69 89.03 43.89 88.41 | 4425 8536 | 4795 83.86
SaGD | 27.68 94.83 | 95.71 95.86 28.67 94.18 | 29.13 94.50 | 32.18 93.01
. o8 AUC D. OOD Score Visualization
50 96
20 9
30 ‘ | Z(z) | | ‘ Figure 4 presents the OOD score histogram distribution
20 I I . between the CIFAR-10 ID testing data and TinyImageNet
10 26 OOD testing data under clean and adversarial conditions. We
0 84 demonstrate FGSM and FAB adversarial conditions. Other
2 4 12 16(e o 1 2 4 12 16(e) adversarial results with six OOD datasets are shown in the

Fig. 3: CIFAR-10 OOD detection results under different PGD
attack perturbation intensities (¢).

Iterative Attacks: We include adaptive PGD (APGD) and
autoattack [56] in Table IV. The adaptive PGD is investigated
with 100 and 1000 steps and the autoattack is a parameter-free
ensemble of multiple attacks. Increasing steps for APGD does
not significantly affect the performance of ATD and SaGD
compared to other types of attacks. The Autoattack obtains
similar results with APGD in 1000 steps. SaGD can robustly
defend for these different adversarial scenarios.

Inlier AUC and Outlier AUC: We analyze adversarial AUC
metrics applying to inliers and outliers (AU CY,, and AUCpyt)
which are also reported in [10]. Our targeted setting performing
attacks on ID and OOD data results in lower AUC values than
in AUCY,, and AUCpy4. SaGD can robustly achieve over 94%
AUC and outperform ATD in the different metrics.

supplementary file. The ID data are colored in blue and the
OOD data are in green. We consider models from the ablation
study to further shed light on our proposed technical modules.
Specifically, MGP, CIDER-RSAM-Jitter, and SaGD correspond
to rows 5, 4, 9, and 8 in Table III, respectively.

In clean conditions, MGP and SaGD distributions look
alike, while CIDER-RSAM-Jitter shows a sharper OOD pattern.
SaGD-PGD exhibits overlapping distributions between ID and
OOD samples, albeit in a narrow area. Under the FGSM
attack, MGP and CIDER-RSAM-Jitter distributions collapse
significantly, blurring the line between ID and OOD samples. In
contrast, SaGD maintains a consistent distribution, preserving a
strong discriminative ability even under adversarial conditions.
SaGD-PGD produces distinct peaks between ID and OOD
distributions against PGD attacks. Investigating further, under
FAB attacks, SaGD-PGD generates multiple peaks in the OOD
distribution, confusing it with the long-tailed ID distribution.
This highlights the overfitting challenges of adversarial training.
These visualizations illustrate model properties regarding ID
and OOD distributions, suggesting the potential of regularizing
adversarial optimization across geometry spaces.
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MGP/Clean |CIDER-RSAM-Ji /Séa[GD—F’GD SaGD/Clean
/Clean ean

MGP/FGSM CIDER-RSAM-Jitter SaGD-PGD SaGD/FGSM
/FGSM /FGSM

MGP/FAB CIDER-RSAM-Jitter SaGD-PGD SaGD/FAB
/FAB /FAB

Fig. 4: ID (blue) and OOD (green) score distribution in the
clean condition, FGSM, and FAB adversarial conditions. We
denote “detector/condition” where the detector can be MGP,
CIDER-RSAM-litter, SaGD-PGD, or SaGD.

V. CONCLUSION

In this paper, we address the robustness issue for out-of-

distribution (OOD) detection by investigating various types of
adversarial attacks. We propose a novel SaGD framework that
leverages the Jitter attack for adversarial training and optimizes
the multi-geometry network using RSAM to enhance model
convergence. The sharpness minimization strategy mitigates
the rugged loss landscape induced by adversarial examples,
resulting in improved OOD detection performance under
attacks. Our OOD detection experiments encompass two in-
distribution (ID) datasets and six OOD datasets tested against
five types of attacks. SaGD achieves significantly low FPRg5
and high AUC on average. Our ablation study shows the
critical role of Jitter-based adversarial training, highlighting the
potential risk of employing popular perturbation approaches
like PGD and FGSM. Our analysis shows the importance
of using FPRys for evaluation as it tends to be impacted by
increased attacks.
Future work includes the exploration of loss convergence
conditions during adversarial geometry learning and improving
the generalization of OOD detection capability under various
adversarial conditions. We anticipate this work can initiate a
novel direction to investigate an in-depth understanding of the
relation between geometric loss optimization and robust OOD
detection.
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