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Clinical insights from real-world data often require aggregating information from institutions to ensure
sufficient sample sizes andgeneralizability. However, patient privacy concerns only limit the sharing of
patient-level data, and traditional federated learning algorithms, relying on extensive back-and-forth
communications, can be inefficient to implement. We introduce the Collaborative One-shot Lossless
Algorithm for Generalized Linear Models (COLA-GLM), a novel federated learning algorithm that
supports diverse outcome types via generalized linear models and achieves results identical to a
pooled patient-level data analysis (lossless) with only a single round of aggregated data exchange
(one-shot). To further protect aggregated institutional data, we developed a secure extension, secure-
COLA-GLM, utilizing homomorphic encryption. We demonstrated the effectiveness and lossless
property of COLA-GLM through applications to an international influenza cohort and a decentralized
U.S. COVID-19mortality study. COLA-GLMand secure-COLA-GLMoffer a scalable, efficient solution
for decentralized collaborative learning involving multiple data partners and diverse security
requirements.

The integration of real-world data (RWD), such as electronic health records
(EHRs), has significantly influenced healthcare research, as well as clinical
and regulatory decisionmaking. This transformation is primarily attributed
to thewidespread adoption of EHR systems across healthcare organizations
worldwide1. To further promote the reuse of this data, distributed research
networks, such as the Observational Health Data Sciences and Informatics
(OHDSI)2 and the Patient-Centered Clinical Research Network
(PCORnet)3, have established standardized data integration frameworks
that enable multi-institutional studies, thus improving the generalizability
and applicability of research findings. More recently, in response to the
dynamic nature of the COVID-19 pandemic and the need to inform public
health policies, collaborative networks and research initiatives such as
Researching COVID to Enhance Recovery (RECOVER)4, the National
COVID Cohort Collaborative (N3C)5, and the Consortium for Clinical
Characterization of COVID-19 by EHR (4CE)6 were established as critical

infrastructure for clinical evidence generation. In addition, the U.S. Food
and Drug Administration’s (FDA’s) Sentinel Initiative and the Biologics
Effectiveness and Safety (BEST) Initiative have collaborated with multiple
data partners to conduct public health surveillance using common data
models7,8. These, and related, initiatives facilitate collaboration among
diverse organizations and stakeholders, fostering collective learning by
leveraging insights from EHRs across multiple, disparate health systems to
inform regulatory decision making.

The sharing of patient-level data across institutions andother entities is
often limitedby the need to protect patient privacy, even though such data is
required for regulatory submissions9 and can offer substantial benefits in
multi-institutional studies10,11. For example, PCORnets including STAR,
REACHnet, PATH network, ADVANCE collaborative, GPC3, and 4CE6,
are decentralized data models where data partners store their data at their
institutions. To address the concerns in sharing patient-level data, federated
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learning algorithms, which partition statistical model estimation into dis-
crete, local computations at each institution before aggregating them at a
coordinating center, have been developed and implemented12. In federated
learning systems, a coordinating center oversees the aggregation and
communication of model updates while ensuring privacy and regulatory
compliance across institutions.

Existing federated learning algorithms fall into two main types based
on the infrastructure needed for communicating aggregated data. The first
reflects algorithms that require iterative updates of aggregated data (e.g.,
updated estimates of model parameters at each iteration) from all data
partners. Examples include theGridBinaryLOgisticREgression (GLORE)13

andWebDISCO14: aweb service for distributedCoxmodel learningwithout
patient-level data sharing, bothofwhichwere implemented inpSCANNER12

network, which connects data from over 20 million patients in California.
These iterative algorithms can achieve lossless results, producing identical
effect size estimates and standard errors compared to analyses based on the
pooled patient-level data13,14. However, their implementation typically
requires extensive infrastructure to facilitate frequent communication of
aggregated data and requires specific institutional agreements among data
partners, as in pSCANNER12.

The second type consists of “few-shot” algorithms, which require no
more than a few rounds of communications among data partners. With
minimal communication needed, these algorithms largely enhance the
efficiency of multi-site studies and, at the same time, reduce the need to
establish substantial infrastructure to automate the sharing of aggregated
data, making them capable to support large-scale collaborations. Notably,
the seminal work on surrogate likelihood15,16 for communication-efficient
distributed inference has motivated a sequence of few-shot federated
learning algorithms for integrating RWD with various types of outcomes,
including binary17,18, count19, zero-inflated counts20, and time-to-event
outcomes21,22. These algorithms have demonstrated consistent superiority
overmeta-analysis, particularly in cases when the outcome is relatively rare,
or exposure is unbalanced. It makes these algorithms particularly well-
suited for pharmacoepidemiologic and pharmacovigilance studies as well as
public health surveillance, where rare adverse events are of primary interest.
In addition, the robust performance of these algorithms in these challenging
scenarios supports the evaluation of heterogeneity across underrepresented
subpopulations—an essential goal in precision medicine research23.

Still, each type of federated learning algorithms has its limitations.
While iterative algorithms are capable of achieving lossless results, their
implementation relies on (1) established multi-institutional data use
agreements allowing automated sharing of aggregated data and (2) the pre-
established secure computing infrastructure for data exchange across all
participating partners. Both conditions create burdens for scaling these
networks. In contrast, few-shot algorithms are easy to implement and scale,
but their results are generally not lossless and can be sensitive to the initi-
alization process, potentially yielding different findings if different initial
values are chosen21. More importantly, both few-shot algorithms with two
or more iterations and iterative algorithms can encounter synchronization
issues, as updates to model parameters must wait until all data partners
submit their results from the previous rounds24. A delayed update from one
site holds up the entire process. These synchronization issues induce sig-
nificant challenges to the scalability of the multi-shot frameworks (i.e.,
methods requiring multiple rounds of communications) when applied to a
large number of data partners.

Ideally, federated algorithms should be devised to be lossless, one-shot,
andnot dependent on initializations, ensuring all these features aremet. Yet,
to date, only a select few federated learning algorithms achieve both lossless
and one-shot properties, save for those focused on linear regression25 and
linear mixed models26. The main challenge in designing algorithms that
realize both properties lies in solving the non-linear estimating functions of
regression models, which typically require multiple iterations.

To fill this gap, in this paper, we introduce a novel class of federated
learning algorithms for fitting generalized linear models (GLMs) using
multi-site data, named Collaborative One-shot Lossless Algorithms

(COLA-GLM). These algorithms are provably lossless, one-shot, anddonot
require initializations. They eliminate the need for infrastructure to achieve
automated updates of estimates and are scalable to a large number of data
partners. COLA-GLM enables collaborative modeling of a broad range of
clinical outcomes in the exponential family, including binary, categorical,
and count outcomes. To further minimize the exposure of aggregated data
from individual sites,we adopt fully homomorphic encryption toprotect the
aggregated data from participating sites, and developed the secure-COLA-
GLM algorithm. Homomorphic encryption is a cryptographic technique
that allows computations to be performed directly on encrypted data,
producing results that, when decrypted, are identical to those obtained from
operations on the original data. While encryption-based federated learning
algorithms have been extensively studied in the broader literature, our work
presents a novel contribution by focusing on its practical application in
healthcare and integrating it within the COLA-GLM framework. We
employ fully homomorphic encryption to protect aggregated data, offering
greater computational and communication efficiency than methods that
encrypt individual-level data. This design is particularly well-suited for real-
worldhealthcare settings,where datasets have large sample sizes and low-to-
moderate covariate dimensionality.

We empirically validate the properties of COLA-GLMby revisiting an
international study launched by the OHDSI research network27, covering
more than 3 million patients across six databases, which focused on colla-
boratively developing COVID-19 prediction models using influenza data
during the early pandemic. Since patient-level data from all six databases
were accessible for this evaluation, we could thoroughly evaluate the algo-
rithm’s performance. Additionally, we demonstrate the practical applic-
ability of COLA-GLM using four decentralized databases of clinical
information in the U.S. to identify risk factors of COVID-19 mortality
among hospitalized patients.

Results
The COLA-GLM and secure-COLA-GLM
Figure 1 illustrates the workflows of the proposed COLA-GLM and secure-
COLA-GLM. COLA-GLM enables collaborative modeling using general-
ized linear models (GLMs), requiring only aggregated data from each site,
not individual patient-level data. It operates with a single round of com-
munication of aggregated data, one-shot property, from the participating
sites to the coordinating center, a third party operating the Privacy-
PreservingDistributedAlgorithms (PDA) framework28, referred to as PDA.
Meanwhile, COLA-GLMachieves results identical to pooled analysis where
patient-level data can be shared across sites, referred to as lossless property.
Figure 2 highlights the aggregated data required for COLA-GLM and
demonstrates the lossless property.

To further minimize the exposure of aggregated data from partici-
pating sites, secure-COLA-GLM employs fully homomorphic encryption,
ensuring only encrypted aggregated data are shared with the coordinating
center. Figure 1b outlines the four key steps in secure-COLA-GLM: (1) key
generation and distribution, (2) encryption and communication of aggre-
gated data, (3) homomorphic operations by the coordinating center, and (4)
decryption and consistency checks.

A detailed explanation of the techniques embedded in both COLA-
GLM and secure-COLA-GLM is provided in the Methods section.

Empirical Validation ofCOLA-GLMUsing an InternationalCohort
of Influenza
We demonstrate the utility and empirically validate properties of COLA-
GLMusing an international network ofmultiple databases on patients with
influenza. During the COVID-19 pandemic, understanding the risk factors
for severe COVID-19 is crucial for clinicians to identify high-risk patients
who require prioritized treatment. At the onset of the pandemic, the
COVID-19 data were limited, making historical data from similar respira-
tory diseases, such as influenza, a valuable proxy for early investigations27.
Even today, influenza remains a significant global health burden, providing
important insights that can inform future pandemic responses.
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In this analysis, we focused on identifying risk factors for developing
severe infections using historical data from patients with influenza. EHR
and medical claims data were collected from six data sources (both within
and outside of the United States, including IBM MarketScan Commercial
Database (CCAE), IBM MarketScan® Medicare Supplemental Database
(MDCR), IBM MarketScan® Multi‐State Medicaid Database (MDCD),
Japan Medical Data Center (JMDC), Optum® de-identified Electronic
Health Record Dataset (Optum® EHR), and Optum’s de-identified Clin-
formatics® Data Mart Database (Clinformatics®). All collected data were
standardized to the Observational Medical Outcomes Partnership Com-
mon Data Model (OMOP-CDM)29. A detailed summary of these data
sources is provided in Table 1 and we refer to the original paper27 for details
of variable prevalence. Since patient-level data from all six databases were
accessible,we conducted apooled analysis,maximizing the global likelihood
function across the six databases, as a gold standard baseline to evaluate the
properties of COLA-GLM.

The study cohort consisted of patients aged 18 or older who presented
with influenza or flu-like symptoms during a healthcare-provider interac-
tion before early 2020, including fever, cough, shortness of breath, myalgia,
malaise, and fatigue. Patients with fewer than 365 days of prior observation
time and no symptoms in the preceding 60 days were excluded. The study
cohort included 3,534,245 patients from all six international databases,
including 1,000,000 from CCAE, 92,184 from MDCR, 378,900 MDCD,
311,870 from JMDC, 751,291 from Optum® EHR, and 1,000,000 from
Clinformatics®. The index date was defined as the date of the initial
healthcare provider interaction. The outcomes of interest are three binary
variables of severe infections, including: (1) Death within 30 days after the
index date; (2) Hospitalization with pneumonia within 30 days after the
index date; (3) Hospitalization with pneumonia requiring critical care ser-
vices (i.e., ICU) or death following hospitalization with pneumonia within
30 days after the index date. To analyze the risk of developing severe

infections,we dichotomized age as less than 60 and 60 or older, and adjusted
for sex and seven clinical factors: (1) history of cancer, (2) history of chronic
obstructive pulmonary disease (COPD), (3) history of diabetes, (4) history
of heart disease, (5) history of hypertension, (6) history of hyperlipidemia,
and (7) history of kidney disease27.

Figure 3 presents the results of the pooled analysis and COLA-GLM in
quantifying patients’ risk for severe infection outcomes using logistic
regressionmodels. Specifically, the estimated effect sizes (i.e., log odds ratio)
and their standard errors align closely between the pooled analysis (x-axis)
and COLA-GLM (y-axis) for all three outcomes and all covariates. For
instance, among all the effect sizes and standard errors compared in Fig. 3,
the largest difference between the pooled analysis and the COLA-GLM is
0.00013 for the history of COPD. The mean and median of the differences
for all predictors are -3.09 × 10�6 and 1.20× 10�6. The small discrepancies
in the results are an artifact of the limit of the machine’s precision in
computing.

We investigate the sensitivity of COLA-GLM to threshold values
recommended byOHDSI (a threshold of 5) and by Centers forMedicare &
Medicaid Services (CMS) and PEDSnet (a value of 11)30,31. Cells with fewer
than 5 or 11 observations were imputedwith values of 3 or 6, respectively. A
cell value of zero was reported as zero, as it does not violate these policies.

Figure 4 displays the results for COLA-GLMwith aminimum cell size
of 5 (Panel a) and 11 (Panel b) compared to the pooled analysis. The results
fromCOLA-GLMalign reasonably closely with the pooled analysis in these
scenarios, with differences increasing slightly when a larger minimum cell
size is used (e.g., 11). When using a minimum cell size of 5, the largest
difference between the pooled analysis and COLA-GLM regarding the
estimation of effect sizes is 0.011 for the intercept, with amean difference of
5.21 × 10�5 and median difference of 0.0007 across all covariates. When
using a minimum cell size of 11, the largest difference between the pooled
analysis and COLA-GLM regarding the effect size estimates is 0.031 for the

Fig. 1 | General workflows of COLA-GLM and secure-COLA-GLM with homo-
morphic encryption. a The general workflow of the COLA-GLM, where each site
generates raw aggregated data and shares it with the coordinating center, a third
party running Privacy-Preserving Distributed Algorithms framework28, hereafter
referred to as PDA. b Outlines the workflow of the secure-COLA-GLM, which
involves four key steps: (1) a trusted third party or one of the participating sites

generates a private key for each site and a public key; (2) each site computes their
aggregated data, encrypts it using public key, and shares the encrypted aggregated
data with PDA; (3) PDA reconstructs the multi-site data likelihood using the
encrypted aggregated data, obtains the results, and broadcasts them to participating
sites; and (4) each site decrypts the results using its private keys and sends the
decrypted results back to PDA to consistency check.
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intercept, with a mean difference of 0.0005 and a median difference
of 0.0009.

Implementation of COLA-GLM on U.S. COVID-19 Mortality data
We further demonstrate the applicability of COLA-GLM in a truly decen-
tralized network, where the patient-level data cannot be shared across sites,
to identify the risk factors of COVID-19 mortality among hospitalized
patients. Since the data are decentralized, a pooled analysis is not feasible in
this study. Data partners for this study contributed EHR data from four
databases within the OHDSI network: Optum® de-identified Electronic
Health Record Dataset (Optum® EHR), IQVIA Hospital CDM Electronic
Medical Record Database (IQVIA Hospital CDM), University of Florida
Health Electronic Health Record Database (UF Health), and Columbia
University IrvingMedicalCenter (CUIMC)EHRDatabase, all standardized
to the OMOP CDM. A detailed summary of these databases is provided in
Table 2.

Our study focused on the period when the Omicron variant was pre-
dominant, from November 2021 to February 2022. The study cohort

included patients aged 18 or older who had an inpatient visit with a diag-
nosis of COVID-19 or a positive COVID-19 test within 21 days prior to the
visit. Patients with fewer than 365 days of prior observation were excluded.
The study cohort consisted of 45,524 patients from all four databases. The
outcome of interest was a binary mortality status, indicating whether the
patient died during the inpatient visit or within 7 days afterward. The
covariates included three age categories ( <65, 65-80, and≥80), gender (male
or female), and four clinical characteristics: (1) history of COPD, (2) history
of diabetes, (3) historyof hypertension, (4) historyof kidneydisease.Wealso
included the Charlson Comorbidity Index (CCI) score as a measure of the
patient’s overall health state, with higher scores indicating worse health
conditions. Detailed characteristics of the study cohort are provided in the
Supplementary Table 8.

We fit a logistic regression model using COLA-GLM. Following the
policy of OHDSI, all cells with values smaller than 5 were reported as 3.
Figure 5 displays the forest plot of the odds ratios (OR) estimated from
COLA-GLM. The findings identify covariates significantly associated with
higher risks of mortality, including age between 65 to 80with anOR of 2.40

Fig. 2 | Illustration of the Proposed COLA-GLM and Pooled analysis. a The
workflow of the proposed COLA-GLMand the aggregated data (AD) that need to be
shared in an illustrative example involving three hospitals. In this workflow, each
hospital shares its aggregated data (Sj;Uj) with the coordinating center (e.g.,

28PDA).
The coordinating center then reconstructs the multi-site data likelihood function

using these aggregated data based on Eq. (2) and obtains estimates of coefficients by
optimizing the reconstructed multi-site data likelihood function. b The workflow of
the pooled analysis using the same example, where patient-level data from all three
hospitals are directly shared. Notably, COLA-GLM yields identical estimations of
coefficients by only sharing summary-level information (i.e., aggregated data).
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(95% CI 2.06-2.31), age above 80 with an OR of 2.72 (95% CI 2.46-2.88),
beingmale with anORof 1.33 (95%CI 1.24-1.42), a history of diabetes with
anORof 1.47 (95%CI 1.36-1.60), and a history of hypertensionwith anOR
of 1.15 (95% CI 1.06-1.24). These findings are consistent with the existing
literature, where age32, gender33, diabetes34 and hypertension35 were shown
to be statistically significantly associated with mortality in COVID-19
patients. These insights enhance our understanding of the factors that ele-
vate the severity of COVID-19 outcomes which helps inform clinical
decision-making, guide public health policies, and improve targeted inter-
ventions to better manage and protect high-risk populations.

Discussion
This paper introduced and empirically evaluated COLA-GLM, a
novel privacy-preserving distributed learning algorithm for analyz-
ing diverse outcome types by fitting GLMs. COLA-GLM contributes
to a communication-efficient, privacy-preserving framework for

fitting GLMs using only a single round of communication of aggre-
gated data, which achieves identical results to those from pooled data
analysis. To address the potential risk of re-identification from
sharing empirical distribution of categorical covariates, COLA-GLM
incorporates a cell size suppression policy recommended by various
US states and federal agencies. Specifically, any count below a pre-
determined threshold is substituted with a standardized value. The
empirical evaluation of COLA-GLM in an international cohort of
influenza data, where pooled data are accessible, demonstrated this
lossless property. The computational and communication efficiency
of COLA-GLM makes it highly scalable for distributed learning,
especially with a large number of data contributors. The calculation of
aggregated data at each individual site is implemented in the R
package “pda”. We also developed an “over-the-air” online portal
called PDA-OTA (http://pda-ota.pdamethods.org/) to facilitate
secure and convenient collaboration on the basis of the “pda”

Table 1 | Summary of the six collaborative data sources for quantifying patients’ risk in severe infections of influenza, including
IBM MarketScan Commercial Database (CCAE), IBM MarketScan® Medicare Supplemental Database (MDCR), IBM
MarketScan®Multi‐State Medicaid Database (MDCD), Japan Medical Data Center (JMDC), Optum® de-identified Electronic
Health Record Dataset (Optum® EHR), and Optum’s de-identified Clinformatics® Data Mart Database (Clinformatics®)

Database Description Country Data type Sample size Time period

CCAE IBM MarketScan Commercial Database United States Medical claims 1 million (a random sample selected 1,462,897
patients)

2000-2018

MDCR IBM MarketScan®Medicare Supplemental
Database

United States Medical claims 92,184 2000-2018

MDCD IBM MarketScan®Multi‐State Medicaid Database United States Medical claims 378,900 2006-2017

JMDC Japan Medical Data Center Japan Medical claims 311,870 2005-2018

Optum® EHR Optum© de‐identified Electronic Health Record
Dataset

United States EHR 751,291 2006-2018

Clinformatics® Optum’s de-identified Clinformatics® Data Mart
Database

United States Medical claims 1 million (a random sample selected from
1,320,636)

2000-2018

Medical claims data and electronic health records (EHR) were standardized to the Observational Medical Outcomes Partnership CommonDataModel (OMOP‐CDM). The total sample is 3,534,245 across
databases, including 1,000,000 from CCAE, 92,184 from MDCR, 378,900 from MDCD, 311,870 from JMDC, 751,291 from Optum® EHR, and 1,000,000 from Clinformatics®.

Fig. 3 | Effect sizes and standard errors estimated from COLA-GLM versus
pooled analysis from the international study quantifying patients’ risk of severe
infections using influenza data from six data sources. The x-axis shows the results

from the pooled analysis (combining patient-level data from six data sources) and
the y-axis shows the results for COLA-GLM. Each dot represents the estimated effect
size or standard error for a specific covariate.
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Fig. 4 | Effect sizes and standard errors estimated fromCOLA-GLM compared to
the pooled analysis from the international study quantifying patients’ risk of
severe infections using influenza data from six data sources. a Results using a

minimum cell size of 5 (reported as 3). bResults using aminimum reporting cell size
to of 11 (reported as 6).

Table 2 | Summaryof the four collaborativedata sources for identifying risk factors ofmortalityamonghospitalizedpatientswith
COVID-19, including Optum® de-identified Electronic HealthRecord Dataset (Optum® EHR), IQVIA Hospital CDM Electronic
Medical Record Database(IQVIA Hospital CDM), University of Florida Health Electronic Health Record Database (UFHealth),
and Columbia University Irving Medical Center (CUIMC) EHR Database

Database Description Country Data type Sample size

CUIMC ColumbiaUniversity IrvingMedical Center (CUIMC) EHRDatabase United States EHR 2164

IQVIA Hospital CDM IQVIA Hospital CDM Electronic Medical Record Database United States EHR 31,891

Optum® EHR Optum® de-identified Electronic Health Record Dataset United States EHR 10,512

UF Health University of Florida Health Electronic Health Record Database United States EHR 957

EHRdatawere standardized to theOMOP‐CDM.The total sample is 45,524 across four databases, including 2,164 fromCUIMC, 31,891 from IQVIAHospital CDM, 10,512 fromOptum®EHR, and 957 from
UF Health.
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package. Detailed instructions for using the PDA-OTA are provided
in the Supplementary Materials.

COLA-GLM is proposed as a general federated learning framework
capable of fitting GLMs with both canonical and non-canonical link func-
tions, accommodating a wide range of outcome types. We consider our
COLA-GLM algorithm privacy-preserving, as it requires only one-shot
communication of aggregated data from participating sites, and these
aggregates are shared exclusively among collaborators involved in the study.
However, we acknowledge that our current data releasemechanism has not
been formally analyzed under rigorous privacy frameworks such as differ-
ential privacy36. Quantifying the potential risk of information leakage, such
as establishing differential privacy guarantees, remains an important
direction for future work.

COLA-GLM works with categorical covariates, which are commonly
used in clinical research due to its practical advantages, such as alignment
with administrative coding standards (e.g., ICD codes), ease of interpreta-
tion for clinical stakeholders, and privacy considerations (such as
k-anonymity or minimum cell count suppression). Our empirical evalua-
tionusing influenzadata indicates that imposing aminimumgroup size of 5
or 11 has a negligible impact on the algorithm’s performance when nine
covariates are included in the model. Additional evaluations of accuracy
across varying sample sizes and covariate dimensions are provided in
Supplementary Results 3. In practice, categorizing continuous variables
presents a trade-off between granularity, interpretability, and privacy pro-
tection. The number and boundaries of categories should be determined by
balancing clinical interpretation, statistical power, and privacy constraints.
As a general guideline, we recommend starting with quantile-based binning
(such as tertiles or quartiles) or adopting clinically meaningful thresholds,
with subsequent refinement based on empirical distributions and applicable
data suppression thresholds.

In practice, we could encounter a semi-trusted environment where
data contributors may have concerns about fully trusting the coordinating
center. To address these concerns, we developed secure-COLA-GLMbased
on homomorphic encryption to minimize the exposure risk, where com-
putations at the coordinating center are performed directly on encrypted
data. Secure-COLA-GLMrequires one additional round of communication
compared to COLA-GLM, as well as extra computational time for data
encryption and decryption. The implementation details of secure-COLA-
GLMon the U.S. COVID-19mortality data, along with the evaluation of its
computational and communication overhead, are summarized in Supple-
mentaryResults 1. For amodelwith eight binary variables, encryption of the
aggregated data takes only a few seconds on a system equipped with an
AMD Ryzen 9 7900X (4.70 GHz, 12-core processor) and 64 GB of RAM.
Despite these additional steps, secure-COLA-GLM ensures that sensitive
information remains secure throughout the data-sharing and processing

phases. Furthermore, it eliminates the need for minimum cell size policies
for data sharing and allows for analyses with more variables and finer
categorical distinctions. This capability is particularly important in phar-
macoepidemiologic and pharmacovigilance studies of rare diseases, as well
as in precision medicine research aimed at evaluating heterogeneity across
subpopulations. Although model parameters estimated by secure-COLA-
GLM show minor deviations from those produced by COLA-GLM in this
real-data application, implementing homomorphic encryption in the
COLA-GLM framework significantly enhances data privacy, allowing the
utility of COLA-GLM in a wider range of scenarios that demand stronger
privacy guarantees.

COLA-GLM is distinct from existing federated learning approa-
ches for fitting GLMs. For instance, the GLORE framework by Wu
et al.13, its online iteration WebGLORE by Jiang et al.37, and the tech-
niques by Shu et al.38 necessitate iterative communication of aggregated
information from participating sites. Additionally, the few-shot algo-
rithms by Duan et al.18 and Edmondson et al.19 demand access to
individual patient-level data at a central site. In contrast, COLA-GLM
requires only aggregated data from all participating sites. It recon-
structs a multi-site data likelihood that is identical to the pooled data
analysis and naturally accommodates covariate distribution hetero-
geneity across sites. For addressing between-site heterogeneity in effect
sizes, a generalized linear mixed model (GLMM) approach can be
employed. Research on lossless, one-shot federated algorithms for
GLMM estimation is ongoing and will be reported in the future.

This novel privacy-preserving algorithm COLA-GLM has the poten-
tial to make regulatory impact. The US FDA’s Sentinel initiative and BEST
initiative both involve multiple data partners, and meta-analyses were
typically used to draw a single conclusion to answer an important regulatory
question. The algorithm COLA-GLM would allow the FDA and other
agencies to analyze the aggregated data from data partners and obtain the
same results as if analyzing pooled patient-level data from all data partners.
In addition, access issue of patient-level data has been a concern in real-
world evidence (RWE) regulatory submissions, especially when certain
RWD are owned and controlled by entities other than the sponsors. This
novel privacy-preserving algorithmCOLA-GLMhas the potential to enable
the FDA and other regulatory agencies to perform independent review of
the RWE generated from RWD with aggregated data.

In summary, COLA-GLM is lossless, requires only one round of
communication of aggregated data for analyzing diverse outcome types
using GLMs. It is highly suitable for collaborative analyses with a large
number of data partners. It also addresses the patient-level data access issue
for regulatory submissions and has the potential tomake regulatory impact.
The secure-COLA-GLM with homomorphic encryption provides addi-
tional privacy protection, extending the utility of COLA-GLM to a wider

Fig. 5 | Odds ratios estimated fromCOLA-GLM for identifying risk factors for COVID-19mortality among hospitalized patients using four decentralized databases.
All cells with values smaller than 5 were imputed as 3 when sharing aggregated data from participating databases to PDA.
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range of decentralized collaborative learning scenarios with varying
security needs.

Methods
The proposed COLA-GLM
Generalized linear models (GLMs) refer to a broad class of models39 that
have become a standard methodological approach in numerous statistical
applications.GLMs extend the classic linearmodel by accommodating non-
normal responses and allowing for a non-linear relationship between the
response and covariates. For example, logistic regression models are fre-
quentlyused inbiomedical science tomodel binaryoutcomes,while Poisson
regression models are commonly employed to analyze count data.

We consider a scenario to estimate a GLM using data from multiple
sites. Assume there are J sites, with nj observations available at the j-th site,

anda total sample sizeofN ¼PJ
j¼1 nj. For the i-th subject at the j-th site, let

yij denote the response and xij 2 Rd be a vector of covariates. In GLMs, the

response yij, conditional on covariates xij, is assumed to follow an expo-

nential family distribution independently. Specifically, a link function g �ð Þ is
pre-selected to describe the relationship between the conditional mean of
response μij¼E½yijjxij� and the linear predictor ηij ¼ xTij β, such that

gðμijÞ ¼ xTijβ. The canonical link function is the most commonly used in

GLMs. It directly relates the linear predictor to the canonical parameter of
the exponential family distribution, which simplifies the likelihood equa-
tions and estimation procedures. The canonical link function covers a wide
range of statistical models with examples, as outlined in Supplementary
Table 1.

With the canonical link function, the multi-site data log-likelihood of
GLM can be expressed as

‘ β
� � ¼

XJ

j¼1

Xnj

i¼1

yij xTijβ
� �

� b xTij β
� �

( )

ð1Þ

where b �ð Þ is the cumulant function depending on the exponential family
distribution we specified. Standard estimation of parameters in GLMs can
be based onmaximizing the log-likelihood.However, unlike in the ordinary
linear model25,26, the estimation of GLMs in a distributed setting is non-
trivial due to the fact that the computation cannot be distributed to each site
in a lossless fashion.

However, by rewriting the multi-site data likelihood as shown in Eq.
(2), we observe that, in the scenario of categorical covariates, the multi-site
data likelihood of a GLMcan be exactly reconstructed by requiring each site
to contribute some aggregated data only once.

‘ β
� � ¼

XJ

j¼1

Xnj

i¼1

yijx
T
ij

 !

β�
Xnj

i¼1

b xTijβ
� �

( )

ð2Þ

In the first term of the multi-site data likelihood in Eq. (2), the data
fxij; yijg are inherently separated from the model parameters β. Therefore,

reconstructing the first term of the multi-site data likelihood only requires

each site to share the aggregated data
Pnj

i¼1 yijxij. The second term inEq. (2)

contains xTij β inside the cumulant function b �ð Þ, whose formdepends on the

exponential family specified inGLMs. This term generally does not allow us
to separate the data fxijg from model parameters β. However, when cov-
ariates are categorical, we can reconstruct this term by sharing the joint
empirical distributionofx at each site. The joint empirical distributionofx is
defined by counting occurrences of all possible covariate values (x) at the

j-th site. Note that communicating sufficient statistics
Pnj

i¼1 yijxij alone is

not enough to reconstruct the data likelihood, which corresponds to

information of model parameters under the scenario that the covariates are
given. Thus, in practice, since covariates for each site are unknown to the
coordinating center, communicating their empirical distribution is neces-
sary to reconstruct the multi-site data likelihood.

This interesting observation motivated our development of the Col-
laborative One-shot Lossless Algorithm for GLMs (COLA-GLM). The
COLA-GLM requires only a single round of communication of aggregated
data from each site to recover the multi-site data likelihood, producing
identical results to a pooled analysis that would require individual patient-
level data from all sites. Figure 1a illustrates the general workflow of COLA-
GLM.Figure 2aprovides an exampleofhowaggregateddata is sharedacross
sites. Figure 2b presents the workflow of pooled analysis using the same
example, further demonstrating the lossless property of COLA-GLM. Let
x1; . . . ; xm denote all possible values of the covariate vector. To reconstruct
the multi-site data likelihood, COLA-GLM requires each site j
(j ¼ 1; . . . ; J) to contribute the following aggregated data:
• a d-dimensional vector Sj ¼ XT

j yj
• and an m× ðd þ 1Þ matrix U j counting the number of each possible

value of the vector covariate Xj:

U j ¼
x1 uj x

1
� �

..

. ..
.

xm uj x
mð Þ

2

6
6
4

3

7
7
5 ð3Þ

where ujðxlÞ is the number of patients associatedwith covariate pattern xl at
site j.

The j-th site shares the summary-level data (Sj;Uj). The coordinating
center, a third party operating the Privacy-Preserving Distributed Algo-
rithms (PDA) framework28, referred to as PDA hereafter, reconstructs the
multi-site data likelihood ‘ β

� �
using these summary-level data from par-

ticipating sites. COLA-GLM then obtains the parameter estimate β̂ by
maximizing the reconstructed log-likelihood.

Improving modeling flexibility by using non-canonical links. While
the canonical link function is often the natural choice due to its mathe-
matical properties, non-canonical link functions could be useful to offer
more interpretable relationships between predictors and the response,
and provide a better fit to the data, particularly in cases of non-normal
response distributions, restricted ranges, or address issues such as over-
dispersion. Examples include Probit regression model40 for binary data
and quasi-Poisson regression41 modeling count outcome with over-
dispersion. When using non-canonical link functions, the proposed
COLA-GLM requires each site j (j ¼ 1; . . . ; J) to communicate the fol-
lowing aggregated data:
• anm× ðd þ 1Þmatrix U j counting the number of each possible value

of the vector covariate Xj:

U j ¼
x1 uj x

1
� �

..

. ..
.

xm uj x
mð Þ

2

6
6
4

3

7
7
5 ð4Þ

where ujðxlÞ is the number of patients associated with covariate
pattern xl in site j,

• and an m× ðd þ 1Þ matrix W j counting the occurrence of outcomes
for each possible value of the vector covariate Xj:

W j ¼
x1 wj x

1
� �

..

. ..
.

xm wj x
mð Þ

2

6
6
4

3

7
7
5 ð6Þ
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wherewjðxlÞ is the number of outcomes associated with covariate pattern xl

at site j.

Maintaining cell suppression policy. COLA-GLM collects the aggre-
gated data from each local site once, including counts of each possible
value of the covariate vector, which may be subject to a risk of patient re-
identification when the cell counts are small42. To mitigate this risk, cell
suppression policies are recommended by various US states and federal
agencies30,31,43,44 when sharing data. These policies require that cells
containing non-zero counts below a certain threshold be suppressed. For
example30, a cell size suppression policy with a threshold 11 specifies that
any cell with a count between 1 and 10 cannot be reported directly.
Specifically, OHDSI recommends a minimum reporting cell size of 5,
while the Centers forMedicare &Medicaid Services (CMS) and PEDSnet
require that no cell containing values fewer than 11 be reported30,31. The
proposed COLA-GLM comply with such cell suppression policy by
replacing counts below the threshold with a standard value. The sensi-
tivity of COLA-GLM in terms of threshold values are evaluated in the
Results section.

Secure-COLA-GLMwith homomorphic encryption
COLA-GLM operates in an environment where the coordinating center
(e.g., a third party running PDA) being responsible for implementing
COLA-GLM, is entrustedwith collecting aggregated data from local sites, as
illustrated in Fig. 1a. Such an assumption is reasonable because, in practice,
the activities of all participating parties would typically be governed by
contractual agreements, such as data use agreements, that forbid unau-
thorized data sharing and tampering. Established collaborative networks
like OHDSI2, PCORnet3, and Sentinel42 already adhere to similar frame-
works, demonstrating the viability of such a cooperative environment.

However, in practice, the data contributors may not fully trust the
coordinating center, creating what is referred to as a semi-trusted envir-
onment. While all parties are expected to adhere to the protocol and avoid
malicious actions, contributors may remain concerned that others may try
to infer information from data they observe passively45–47. In COLA-GLM,
for example, thepatient-level covariate information at site j couldpotentially
be inferred from the shared empirical distribution of covariates, represented
by the matrix U j. To ensure that the coordinating center cannot infer
patient-level information in a semi-trusted environment, we employ a fully
homomorphic encryption scheme and propose a secure extension of
COLA-GLM, named secure-COLA-GLM. Fully homomorphic encryption
has been extensively adopted in privacy-preserving federated learning due
to its ability to perform computations directly on encrypted data46,48–52. For
the development of secure-COLA-GLM, we specifically utilize the CKKS53

which is well-suited for approximate arithmetic operations in encrypted
domains. In this algorithm, only encrypted aggregated data are commu-
nicated to the coordinating center, PDA, to achieve identical results without
accessing the raw aggregated data from local sites. The workflow of secure-
COLA-GLMis illustrated inFig. 1b.Werefer toSupplementaryTable 2 for a
detailed walkthrough of CKKS.

Secure-COLA-GLM requires a trusted third party to generate
encryption key pairs. This third party must operate independently of the
coordinating center and could potentially be a selected leader among the
participating data partners or an authenticated organization. For example,
one of the participating hospitals can be selected to serve as the trusted third
party to generate anddistribute keypairs to the other participatinghospitals.
During this process, the trusted third party will generate a public key, which
will be distributed to by all participating sites and the PDA, and a private key
for each site, which is accessible only by the respective site and the trusted
third party. The primary steps of secure-COLA-GLM are as follows:
• Step1 (Keygenerationanddistribution):The trusted thirdparty, e.g.,

one of the participating sites, generates a private key for each site and a
public key and distributes them to all participating sites via a secure
information channel. The public key is also shared with the coordi-
nating center PDA.

• Step 2 (Encryption and communication of aggregated data): After
receiving the key pairs, each participating site generates the raw
aggregated data using local patient-level data, encrypts the aggregated
data using the public key, and communicates the encrypted aggregated
data to the coordinating center, PDA.

• Step 3 (Homomorphic operations by PDA): PDA, who also has
access to the public key, employs homomorphic operations on the
encrypted aggregated data to reconstruct the multi-site data
likelihood and produce encrypted model estimations. By using a
common public key across the participating sites and the PDA, the
homomorphic properties of the encryption function ensure that
the operations performed on the encrypted aggregated data yield
identical results to those on the original aggregated data once
decrypted.

• Step 4 (Decryption and consistency check): The encrypted estimation
results fromPDAare sharedwith participating sites. Each site decrypts
the results using its private key to obtain the original, unencrypted
results. These decrypted results, which should be consistent across all
sites, are then sent back to the coordinating center for a final
consistency check.

The design of independence between the trusted third party and the
coordinating center, PDA, in secure-COLA-GLM ensures robust privacy
protection. While the PDA has access to the public key for performing
homomorphic operations, it does not have any access to any private keys for
decryptions. With this infrastructure, the secure-COLA-GLM requires two
rounds of communication. One round of communication is defined as one
instance of transferring information to PDA. Specifically, in a semi-trusted
environment, the PDA is involved twice: (1) receiving encrypted aggregated
data and producing encrypted results, and (2) receiving decrypted results
fromparticipating sites and checking their consistency. By contrast, COLA-
GLMinvolves thePDAonly once, for collecting the rawaggregateddata and
producing the final results.

Though secure-COLA-GLM requires one additional round of com-
munication compared to COLA-GLM, the single additional round of
communication may be seen as burdensome if it can eliminate concerns
about the trustworthiness of the coordinating center. Additionally, because
of the one-shot design of COLA-GLM, the additional communication
overhead for the secure version is minimal, making the algorithm highly
scalable to a large number of data partners.Moreover, the consistency check
in Step 4 is essential to verify that the decryption process, performed
independently at each site, was carried out correctly and without error. It
also serves to detect any discrepancies that may arise from implementation
issues or misalignment in key management, thereby ensuring the correct-
ness of the overall process.

Data availability
The data are not publicly available due to privacy concerns. The individual
de-identified participant data will not be shared. The data that support the
findings of this studymay be available through request andDUAprocess to
the corresponding authors.

Code availability
The code used to implement the methods in this study is publicly available
on GitHub at https://github.com/Penncil/pda.
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