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Abstract

This work proposes a comprehensive research agenda to empirically evaluate the real-world impacts of the European Union’s
Digital Services Act (DSA) on combating online disinformation. It provides background on the DSA’s context, mechanisms,
timeline, and expected effects on platforms to situate the need for rigorous impact assessment. A detailed legal, technical,
psychological, behavioral and ethical critique reveals meaningful gaps in the DSA requiring ongoing regulatory refinement
and oversight. Most critically, the paper puts forth an encompassing framework spanning computational analytics, interviews,
ethnography, surveys, discourse analysis and mixed methods to rigorously assess the DSA’s multi-dimensional effects on
complex factors enabling disinformation proliferation. Priorities include evaluating notice-and-takedown efficacy, advertising
transparency improvements, risk assessment outcomes, oversight integration, and procedural shifts in platform governance.
Coordinated efforts between researchers, regulators and platforms are needed to address methodological challenges around
isolating DSA impacts amidst an evolving EU regulatory landscape, constrained data access from platforms, and difficulties

generalizing findings across the sociotechnical diversity of platforms and national contexts in EU Member States.
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1 Introduction

With the European Union’s Digital Services Act (referred to
as the ‘DSA’) [57] entering into force in late 2022 and fully
applicable from February 2024, a timely and urgent oppor-
tunity emerges to empirically evaluate if its mechanisms can
meaningfully constrain opaque algorithms, advertisers and
platforms implicated in online harms.
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In particular, the rise of highly capable and scarcely
regulated Artificial Intelligence (AI) applications on online
platform raise urgent questions around how algorithmic
governance must adapt to grapple with emerging societal
risks [26, 81, 126, 127, 129, 150, 164, 179]. Particularly,
recent advances in generative Al, driven by massive internet-
trained language models, enable automated generation of
text, images and other content that appears authentic [7, 16,
20, 32, 39, 73, 113, 132, 146, 171, 177, 188]. Neverthe-
less, these opaque systems also have the potential to gener-
ate manipulative content, disseminate harmful disinforma-
tion, and perpetuate systematic biases on a massive scale
without meaningful human oversight or transparency [1, 13,
25, 40, 72, 80, 84, 95, 103, 117, 128, 131, 133, 151, 155,
156]. Precisely with this purpose of tackling issues such as
disinformation and preventing harmful activities online, the
DSA aims to ensure transparency across platforms, establish
accountability mechanisms, and create specific provisions
addressing emerging social risks posed by opaque algorith-
mic systems. For instance, it aims to address disinformation
spread via algorithmic recommender systems, behavioral
advertising, and electoral integrity.
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However, comprehensive empirical assessments of the
DSA’s effectiveness in mitigating emerging social harms
from AI and other widely deployed opaque algorithmic
applications, remain lacking to date. Academic discourse
has thus far only provided piecemeal or theoretical perspec-
tives on the DSA’s potential [61, 78, 82, 104, 108, 109,
169], rather than rigorously quantifying its multidimen-
sional effects on complex factors enabling the phenomenon
of disinformation. Potentially, this could be because it was
premature to position the DSA’s direct contribution to curb-
ing online mis/disinformation.’

However, without comprehensive, empirical evaluation,
the DSA’s suitability for effective Al governance remains
speculative. This is why the present research argues for the
necessity of gathering robust evidence on the efficacy of
DSA mechanisms through a range of quantitative and quali-
tative methods. This translates to the overarching research
question: How can comprehensive, empirical research effec-
tively quantify and evaluate the real-world impacts of the
DSA’s mechanisms on combating online disinformation?

Bridging this gap requires a three-pronged approach.
First, providing extensive definitions of the DSA’s key pro-
visions, obligations, and timelines to situate these mecha-
nisms. Second, articulating known critiques around the effi-
cacy of the DSA’s approach to curbing disinformation and
broader policy aims. Third and centrally, proposing research
approaches to shed lights over the DSA’s impacts.

The methods proposed for evaluating DSA impact on
online disinformation can be directly extended to examine its
role in shaping policy responses to emerging Al challenges.
For instance, the DSA’s provisions around algorithmic trans-
parency and behavioral targeting disclosure address emerg-
ing social risks from AI “black box” systems. Similarly, its
risk assessment and risk mitigation requirements for “very

! The present paper defines disinformation according to the European
Democracy Action Plan’s definition (EDAP) as “false or misleading
content that is spread with an intention to deceive or secure economic
or political gain and which may cause public harm.” [48]. While dis-
information is often used interchangeably with misinformation in the
literature, the latter presents a slightly different nuance. According
to the EDAP, “misinformation is false or misleading content shared
without harmful intent though the effects can be still harmful, e.g.
when people share false information with friends and family in good
faith”. The nuance between the two terms lies in the intention for dis-
semination, which may be challenging to determine a priori. Estab-
lishing a legal definition of disinformation also posed a challenge in
the context of the Digital Services Act (DSA), as policymakers aimed
to ensure the term was comprehensive enough to distinguish it with-
out over-regulating the information ecosystem [168]. Therefore, we
acknowledge some of the challenges in strictly defining disinforma-
tion, as reflected in its different definitions in the EU regulatory land-
scape. However, for the purposes of this paper, we highlight that the
various definitions of disinformation allow it to be characterized as an
umbrella term. The interested reader can find a complete overview of
the debate in Appendix 1.
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large online platforms” (VLOPs) could mitigate potential
harms from highly scalable applications of generative Al if
extended beyond social media.

Far from thus providing definitive solutions, the intended
contribution of this work stands in outlining a critical
research agenda to inform incremental optimizations of the
DSA based on empirically quantified, multidimensional
insights into its provisions’ efficacy.

The rest of the paper is structured as follows. In Sect. 2,
we provide an Overview of the Digital Services Act and
its categorization of online entities. Within, Sect. 2.2 eluci-
dates the provisions on Al accountability. Critiques of the
DSA’s approach towards disinformation are articulated in
Sect. 3, encompassing an analysis of the DSA’s regulatory
antecedents Sect. 3.1 and leading to a review of the DSA’s
persistent gaps in Sect. 3.2. The latter section encompasses
legal, technical, psychological, behavioral, and ethical cri-
tiques. Section 4 outlines the Research Approaches to Evalu-
ate DSA Impact on Disinformation, which further bifurcates
into quantitative research directions in Sect. 4.1.1, qualita-
tive research approaches in Sect. 4.1.2, and mixed methods
research alongside methodological challenges in Sect. 4.1.3;
research limitations are discussed in Sect. 4.2 before the
Conclusion in Sect. 5.

2 The EU Digital Services Act framework
and aims

The European Parliament passed the DSA in 2022 as a com-
prehensive legal framework to regulate digital platforms and
services. This section provides first an overview of the key
mechanisms (Sect. 2.1), then situating them with Al govern-
ance concerns within disinformation across online platforms
(Sect. 2.2).

2.1 Overview of key mechanisms

Before analyzing intersections with Al governance and
disinformation, it is useful to overview the DSA’s key pro-
visions and mechanisms instituting heightened account-
ability for online platforms. The interested reader will find
a detailed analysis including its context and mechanisms
within Appendix 2.

At its core, the DSA establishes transparency duties, risk
analysis requirements and independent auditing processes
for Very Large Online Platforms (VLOPs) and search
engines reaching over 10% of the EU population—around
45 million monthly active users (see Recital 76). VLOPs
like Google, Meta, X, and TikTok must implement strict
transparency rules around ad targeting, content modera-
tion, and data sharing with vetted researchers. They face
recurring systemic risk assessments evaluating dangers to
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Table 1 Mechanism codes for key Digital Services Act provisions

Code Mechanism Description Articles

NTD Notice-and-Takedown Procedures for content removal requests, statement of reason and illegal content Art. 14-15
takedowns

AT  Advertising Transparency Requirements for transparency about targeted online ads and the designation of Art. 24, 30, 39

independent Digital Services Coordinators

RA  Risk Assessments

Designation of VLOPs/VLOSEs and subsequent obligations for systemic risk

Art. 26-27, 33, 34-35

assessments about content and algorithms

DD  Due Diligence
AD  Auditing

Graduated due diligence duties for online intermediaries and relevant provisions

Independent recurring audits evaluating compliance

Art. 10-15, 35-37, 44-48
Art. 28, 33,37

electoral integrity, public discourse, user rights and equal-
ity emerging from their platforms’ designs, business models
and algorithms. Preventative and proportional risk mitiga-
tion duties follow uncovered threats. The DSA also compels
VLOPs to undergo annual independent audits by accredited
entities assessing procedural compliance in areas like con-
tent policies, advertising, algorithms and risk management.
Audit summaries with key findings must become publicly
accessible. Additionally, heightened due diligence obliga-
tions require VLOPs to bolster identity verification, exter-
nal vetting of policies, and coordinated oversight across
EU member states through a European Board for Digital
Services [52]. Graduated responsibilities extend to smaller
platforms as well, including accessible reporting procedures
for illegal content.

To enable explicit mapping between key DSA mecha-
nisms and subsequent critiques and research directions, core
provisions are coded by unique abbreviations as summa-
rized in Table 1. These mechanism codes will be referenced
throughout the text where relevant.

2.2 DSA interventions for Al governance

While not positioning itself as an “Al regulator” outright—
as expected by the EU’s Al Act [37]—specific DSA trans-
parency provisions granting external data access, requiring
recurring independent audits evaluating algorithmic sys-
tems, mandating systemic risk assessments, and restricting
manipulative “dark patterns” (Art.25) align closely with
emerging policy needs around accountable and ethical Al

Rather than examining individual AI applications in iso-
lation, it is more constructive to review promising pathways
the DSA establishes to institute sustained external oversight
and accountability over influential algorithmic systems
across sectors. Four key mechanisms warrant consideration
beyond current online platforms:

Qualified Data Access Article 31 of the DSA mandates
VLOPs to grant access to datasets and platform data to vetted
researchers investigating manifest or foreseeable systemic
risks from their services, subject to confidentiality safe-
guards, as it recognizes that “access to data is needed to fully

understand the systemic risks posed by online platforms”
(Recital 58). This enables independent analysis in the public
interest examining processes and patterns underlying con-
cerns like optimizing algorithms disproportionately amplify-
ing inflammatory content (Code: AD). A similar transpar-
ency approach proactively requiring developers of influential
Al systems including generative models to provide external
researchers carefully controlled and purpose-limited data
access would be invaluable. As Recital 61 states, “access to
data is needed for researching, understanding and address-
ing societal issues like algorithmic amplification” hence
provisions enabling examining aspects like biases encoded
within foundation datasets scraped non-consensually from
the web are important. For instance, researchers could probe
issues like demographic representativeness and known soci-
etal biases using testing datasets (Article 31).

Such qualified external data access provisions signifi-
cantly enhance accountability over Al risks that remain
inscrutable within opaque systems (Recital 57), ensuring
independent research in the public interest is not obstructed
by default. As Recital 58 states, it balances openness to
scrutiny with reasonable confidentiality safeguards, facili-
tating identification of model deficiencies before broad pro-
liferation. Furthermore, as Recital 70d of the EU AI Act
states [37], provisions enabling scrutiny of opaque Al sys-
tems align with DSA risks assessments detecting manipu-
lated content—hence qualified access for examining issues
like generative models encoding biases facilitates policy
coherence

Algorithmic Audits The annual independent DSA audits
analyzing VLOPs’ algorithmic systems including content
curation, recommender processes and advertising auctions
(Art.37) offer valuable templates for instituting sustained
external oversight assessing influential Al across sectors.
Tailored auditing protocols and benchmarks evaluating
aspects like model robustness, representational bias, clas-
sification skew, data security, safeguards against misuse, and
model limitations mandated through governance measures
would be transformative (Code: AD). The Al Act (Recital
60v) [37] particularly underscores DSA’s transparency
duties on platforms to mitigate risks from disseminating
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synthetically generated content—thereby sustained external
audits provide oversight regarding risks like generative mod-
els propagating information disorders if deployed at-scale.

For instance, the exponential rise of services employing
Generative Al e.g. OpenAl’s ChatGPT,? potentially exacer-
bating threats around disinformation and confidential data
exposure [62] underscores the urgency of instituting recur-
ring external oversight before unforeseen harms emerge at
population scale.

Risk Assessments The required recurring DSA risk assess-
ments analyzing threats to electoral processes and vulner-
able groups enabled by VLOP systems including proprietary
algorithms (Art. 34, 35) highlight the necessity of mandat-
ing that Al developers comprehensively document potential
dangers from creating addictive, biased or manipulative sys-
tems. As generative models like text and media synthesiz-
ers scale exponentially in sophistication, developers should
increasingly bear the onus of demonstrating diligent inquir-
ies evaluating capacities for harm. Indeed, relying purely
on voluntary self-assessment of risks, in the context of the
unprecedented acceleration in generative Al capabilities
presaging looming threats from fake accounts, spam, phish-
ing campaigns, disinformation floods, would prove inad-
equate. In this vein, the AI Act (especially Recitals 60v,
70d) [37] complements the DSA’s transparency obligations
on Platforms to mitigate risks from disseminating syntheti-
cally generated content, as both texts call out the specific
need to adequately audit algorithms. Moreover, the Al Act’s
recitals and DSA provisions would seem to highlight how
sustained external audits provide oversight regarding risks
like generative models propagating information disorders if
deployed at-scale. Therefore, reporting mechanism for users
could be imposed for detecting harmful, biased or abusive
outputs from Al systems like generative models deployed on
platforms (Code: NTD). Systematizing evaluation of abuse
potentials through mandatory issue scoping anchored to
sectoral impact assessments tailored for Al systems would
constitute measurable progress. Thereby the DSA’s general
approach requiring recurrent evaluations of risk trajectories
(Code: RA) provides a broadly extensible template for Al
governance.

2 The popularity of ChatGPT represents a prime case revealing
policy gaps regarding influential Al systems [158, 159, 166]. Harm
considerations include exposure of personal information through con-
versations; reinforcement of biases from web-scraped training data;
overstated confidence in responses leading to public disinformation;
potential to automate phishing, spam, misinformation campaigns;
exacerbating cheating in academia and assessments; facilitating crea-
tion of malware/ransomware; legal risks regarding IP, defamation and
more [78, 95, 133, 142, 156, 165, 179, 186]. However, ChatGPT cur-
rently operate outside regulatory purview of measures like the DSA
tailored to dominant platforms, as observed by [78].

@ Springer

Data Sharing Duties Article 31 introduces duties around
information sharing and coordinated incident responses,
mandating VLOPs to notify authorities regarding mani-
fest illegal content risks, to provide additional data about
ad sponsors, and to report security compromises enabling
systemic harms (Code: DD, AT). In the context of harm-
ful AI applications, establishing clear obligations around
risk communication and coordinating disclosures following
harm incidents would aid a collective response. For instance,
requirements around expeditiously notifying relevant author-
ities if deployed generative chatbots demonstrably enable
confidential data leaks (Recital 58) can enable interventions
limiting damage, while avoiding knee-jerk reactions. As
Recital 61 states, pragmatic coordination mechanisms recog-
nizing anticipating challenges from technologies operating at
immense scale would underscore shared responsibilities in
averting crises, with the relevant notices being submitted by
trusted flaggers. Following the DSA’s approach of instituting
oversight and communication channels by design (Article
31) (Code: DD) extends naturally to population-scale Al
systems.

3 Critiques of the DSA’s approach
to disinformation

While the Digital Services Act establishes more extensive
obligations on platforms compared to prior self-regulatory
efforts, open questions remain regarding its efficacy and lim-
itations. Having outlined the DSA’s core provisions as well
as touchpoints to Al governance, this section analyzes weak-
nesses in previous self-governance efforts. Based on these
prior gaps, the section then provides an in-depth critique of
the DSA across interrelated dimensions—Ilegal, psychologi-
cal, and ethical—to reveal inconsistencies and unexamined
assumptions that warrant ongoing empirical assessment and
regulatory refinement.

Specifically, the trajectory leading up to the DSA repre-
sents a gradual acknowledgment of self-governance limita-
tions around complex threats like disinformation, giving way
to formal multi-stakeholder cooperation and binding regu-
lations. However, tensions persist around reconciling such
binding rules with evidentiary burdens, accuracy, oversight,
and proportionality amidst pressing societal calls for action.

3.1 Regulatory antecedents

To contextualize the DSA’s approach, we trace the regula-
tory evolution governing online platforms and some of the
struggles in addressing complex, international disinforma-
tion campaigns. The EU, in fact, had an initial reliance on
self-regulation, which exhibited flaws potentially enabling
threats to proliferate. Over time, binding rules with oversight
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mechanisms emerged, although balancing such a complex
topic as disinformation against issues of virality, speech and
evidentiary burdens remained challenging.

The E-Commerce Directive (ECD) promulgated in 2000
formed the EU’s inaugural horizontal framework embrac-
ing the Web 2.0 promise, by limiting platforms’ liability
for third-party illegal content under notice-and-action pro-
cedures [56]. Jurisdictional arbitrage was permitted under
the country-of-origin principle allowing platforms to forum
shop across Member States for lightest oversight by solely
adhering to headquarters’ laws [109]. The ECD’s broad safe
harbor exemptions also granted platforms expansive discre-
tion in setting inconsistent, opaque content rules interpreted
as permitting removal of legal speech despite due process
gaps [102]. And self-regulatory reliance critically meant
limited transparency, evidentiary burdens or accountability
around algorithmic amplification of illegal and emotionally
charged polarizing content [170]. Thereby the ECD arguably
established conditions allowing contemporary disinforma-
tion ecosystems exploiting psychological biases to emerge
through selective virality-maximizing curation without
recourse.

The 2018 EU Code of Practice on Disinformation (CPD)
represented a first acknowledgment of previous regulatory
failures, attempting to secure voluntary commitments from
prominent platforms including Facebook, X (Twitter), and
Google to limit coordinated influence operations through
fact-checking partnerships, content demotion and demon-
etization [46]. Introduced as a bid to combat fake news
amidst the upcoming 2019 European Parliament elections,
the Code was an important first step in aligning different
stakeholders to set standards on fighting disinformation.
Yet, its non-binding nature and processes beholden to com-
mercial viability attracted extensive critiques [30, 34, 48].
Following an internal Assessment of the Code, the Commis-
sion itself issued a Guidance in May 2021 underlining how
it should be improved in areas such as definitions, clearer
procedures, imprecision around prohibited behaviours and
lack of monitoring mechanisms [47, 48]. Self-assessment
constrained transparency among data sharing restrictions to
protect trade secrets and privacy [29]. Moreover, oversight
depended on irregular corporate disclosures lacking stand-
ardization. Thereby while acknowledging scale of threats, its
remedies centered platforms rather than the impacted public.

In response to some of the criticism faced, the Commis-
sion therefore introduced a strengthened and updated Code
in 2022, expanding on previous partnerships by requiring
signatories document procedures, data access protocols and
effectiveness indicators [49]. Stricter identity verification
aims reducing influence operations and synthetic media
usage, while efforts are underway to balance counter-
speech quality with the plurality of views (as reflected in
the DSA through DD and NTD). However, with expanded

data gathering duties arising alongside privacy sensitivi-
ties after General Data Protection Regulation (GDPR) [45]
adoption, persistent transparency—accountability tradeoffs
remain negotiated through non-binding codes subordinate
to commercial constraints [2].

So in effect, the EU trajectory that informed the DSA
represents gradual acknowledgment of self-governance limi-
tations, giving way to formal cooperation against complex
threats spanning borders. However, the challenge lies in
reconciling binding regulations with the evidence required
for accuracy, oversight, and proportionality, amidst pressing
calls for action. The binding nature of the DSA significantly
broadens obligations, aiming to strike a balance in address-
ing these challenges.

3.2 Limitations and persistent gaps in the DSA

The DSA adopted in 2022 represents a significant evolu-
tion from the self-regulatory Code to a comprehensive legal
framework for regulating platforms’ content moderation
practices, with a comparison summarized below in Table 2.

While the Digital Services Act represents progress
beyond the self-regulatory efforts previously seen, scholars
warned about some of its persistent gaps, inconsistencies
and unexamined assumptions [78, 82, 104, 109, 169]. We
now present an in-depth legal and technical critique of the
DSA along with psychological, behavioral and ethical per-
spectives to enable a holistic, evidence-based assessment.”*

3.2.1 Legal and technical critique

As the analysis of the ECD and 2018’s CPD revealed, per-
sistent gaps remain regarding inconsistent definitional preci-
sion, uneven transparency and accountability mechanisms,
constrained oversight across platforms, and limited harmoni-
zation in responsibilities and redress options [102, 170]. The
subsequent legal and technical critique examines precisely
how such issues manifest as lingering ambiguities, discre-
tionary authority and procedural weaknesses within the DSA
framework itself.

3 The table compares the E-Commerce Directive, EU Code of Prac-
tice on Disinformation, and Digital Services Act across: legal basis,
disinformation definitions, accountability, psychological factors,
algorithm transparency, freedom of expression safeguards, redress
options, oversight scope, and ethical considerations. It highlights the
evolution of EU regulations addressing online disinformation, prepar-
ing for an in-depth analysis of the DSA.

* Hereby, the categorization and analysis of critiques was developed
through a comprehensive qualitative coding methodology based on
grounded theory principles [97]. Our Appendix 3.2 provides further
details on the coding methodology and development process for the
taxonomy structure categorized into legal, technical, psychological,
behavioral and ethical critiques.

@ Springer
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Table 2 Comparative analysis of regulatory frameworks for disinformation

Criteria E-Commerce Directive EU Code of Practice EU Strength. Code of Prac. Digital Services Act (2022)
(2000) (2018) (2022)
Legal Basis Directive under EU Law Voluntary Agreement Voluntary Agreement Regulation under EU Law

Definitional Precision

Accountability Mecha-
nisms

Algorithmic Transparency

Freedom of Expression
Safeguards

Redress Mechanisms

Scope of Oversight

Psychological Factors

Ethical Considerations

Lacks precise definitions
on disinformation

Self-Regulatory, Limited
Oversight

Not Addressed

Not Explicit

Not Explicit

Limited to EU member

state of origin
Not Addressed

Not Addressed

Circular, expansive defini-
tions

Self-Assessment, Non-
Standardized Reporting

Opaque Policies

Lacks Precision

Inadequate

Broad but non-binding

Not Addressed

Not Addressed

Expanded provisions on
prohibited tactics, tech-
niques and procedures

Service-level indicators
introduced

Commitments to limit
manipulative Al systems

Acknowledges the right of
freedom of expression

Appeal process introduced
Broad but non-binding

Encourage media literacy,
recommender system
transparency

Not Addressed

Attempts precision but
retains ambiguities

Mandated Audits, Reporting
Obligations

Some Oversight but Limited

Attempts Safeguards but
Incomplete

Introduces Complaint
Processes

EU-wide Harmonization

Partially Addressed; Lacks
depth on cognitive biases

Ethical Risk Assessments

Encouraged

Definitional Ambiguities Open questions around what
constitutes a “systemic risk” under the DSA (Code: RA)
stand [169]. Views diverge on “whether a systemic risk
is one that has an impact on a system and, if so, which
system(s), or if it is a risk that is caused or exacerbated by
a system” [82]. This ambiguity around the core notion of
systemic risk creates implementation challenges for plat-
forms undertaking assessments, especially given the avail-
ability of public DSA readiness checklists [173]. Alongside
that, the definition of “harmful” content tackled through
notice-and-takedown procedures (Code: NTD) in Articles
14-15 lacks binding legal force and grants excessive discre-
tion to platforms over concepts like intent, truth and harm
without adequate precision (Article 26) [109]. Building on
those definitional ambiguities, provisions emphasize meta-
phorical definition of “virality” instead of granular technical
factors like source credibility, frequency, recency, and mes-
sage exposure that psychologically enable belief formation
(Articles 26, 27) [78].

Uneven Obligations Differentiated responsibilities
across online intermediaries covered under due diligence
provisions (Code: DD) in Articles 10-15, 35-37 do not
sufficiently account for varying capacities and risks of
enabling harms, disregarding potential anti-competitive
impacts that contradict intended proportionality. As
denounced by [107], VLOPs might be able to ‘capture’ and
influence their mandatory auditors. As remarked, VLOPs
must undergo yearly independent audits (Code: AD), yet
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because there are limited platforms that meet the VLOP
threshold, these platforms might dominate the demand for
audits. Auditors may then feel pressure to avoid overly
scrutinizing VLOPs in order to retain their business, cre-
ating a ‘go-to’ choices of auditors for big platforms. The
ratio of increasing platform user threshold and heightened
obligations might overlook risks from smaller platforms
[107]. Even if they have fewer users, smaller platforms can
still propagate disinformation or enabling discrimination
[153]. So the VLOP categorization seems limited from a
risk perspective, and may allow harmful practices to go
undetected on smaller platforms or other private channels.

Redress Limitations Absence of minimum harmonized
standards for notice-and-action procedures (Code: NTD)
in managing content removal disputes risks inconsist-
ent, arbitrary handling of misinformation reports across
Member States (Article 14) [169]. Redress mechanisms
introduce complaint processes but lack impartial review
prior to speech restrictions, disregarding horizontal effect
principles (Articles 17, 18) [107]. As noted by [78], con-
tent moderation rules of the DSA—notice and takedown,
trusted flaggers, dispute resolution, risk management sys-
tems—should be selectively expanded to apply directly
to Generative Al developers and deployers. This might
contribute in having problematic content to be flagged and
blocked at the source, before proliferation.
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Monitoring Barriers No transparency requirements or
oversight mechanisms exist for demotion of legal con-
tent, granting unchecked power to dominant platforms
over online discourse flows (Article 27 & Recital 56).
Expanded reporting and auditing enhance accountability
but standardization gaps and data access limits may con-
strain holistic monitoring by authorities and researchers
(Articles 13, 28, 35) [107, 183]. In particular for audit-
ing, audit findings may inform future regulatory interven-
tions or enforcement actions if systemic non-compliance
is uncovered (Code: AD). Nevertheless, audits are limited
to assessing procedural compliance rather than evaluat-
ing substantive fairness, proportionality or effectiveness
(Recital 92), also in regards to Al systems deployed [28].
As remarked before, the level of genuine independence
between powerful platforms and auditors remains unclear
(Article 37).

Shadow Banning Connected to transparency regulation
in content moderation, the DSA is the first to address the
issue of shadow banning directly. By defining it in Recital
55 and outlining specific provisions in Articles 14 and 17,
a foundation for identifying and addressing this controver-
sial practice is provided. The regulation aims to hold plat-
forms accountable for their content moderation actions and
enhance transparency by providing users with information
about why certain content is affected [157]. Yet the DSA
adopts a particular definition of shadow banning referring
to accounts being secretely suspended, rather than the more
modern interpretation of secret visibility reductions, such as
lower social media posts viewing [108]. This lack of adop-
tion of a more up-to-date interpretation of shadow-banning
ought to be kept in mind, from a legal standpoint, while dif-
ferentiating different types of visibility reductions. Moreo-
ver, the complexities surrounding the detection and proof
of shadow banning practices may make it more challenging
to enforce than other forms of content moderation, such as
tackling false information.

3.2.2 Psychological and behavioral critique

The traversal of preceding EU efforts exposed minimal
incorporation of insights from psychology and behavioral
science into countering mechanisms enabling real-world
disinformation proliferation. The non-binding CPD lacked
obligations around transparent algorithmic systems that

5 As a clarification, recitals shall serve to elaborate Article objectives
without constituting obligations. Thereby their role is unambiguously
scoped for reader understanding. Within this perspective, Recital 56
reproves particulary useful while discussing monitoring barriers on
platform that could “set the rules of the game, without effectively
identifying and mitigating the risks and the societal and economic
harm they can cause”.

exploit engagement and vulnerabilities, while the ECD ena-
bled opaque amplification of emotionally charged content to
continue unchecked [170]. This risks perpetuating blinds-
pots around the outsized influence of partisan biases, opaque
algorithmic harms from engagement-maximizing systems,
and emotional appeals enabling the spread of disinforma-
tion [41, 78].

Bias and Identity Its reliance on post-hoc content cor-
rections and debunking through notice-and-takedown pro-
cedures (Code: NTD) underestimates robust behavioral
evidence revealing the outsized influence of preemptive
friction nudges counteracting confirmation tendencies [94,
147], motivated reasoning [137], or identity-protective cog-
nition [18] through induced self-reflection rather than exter-
nal dispute (Article 27). Provisions emphasize metaphorical
notions of “virality” instead of granular technical factors
like source credibility and message exposure frequencies
psychologically enabling belief formation (Articles 26-27,
Codes: NTD, RA) [63, 64, 78].

Credibility and Engagement Additionally, oversight limi-
tations enable engagement-maximizing ranking systems to
exploit cognitive capacity gaps constraining users’ system-
atic evaluation of information credibility when exposed to
disproportionate volumes of borderline unreliable content
[24] (Article 29, Code: RA). This propensity risks enabling
various contextual and demographic inclusion/exclusion
harms [61] from opacity. Reliance on platform counter-
speech risks backfire effects when ideologically kindred
content is tagged as misinformation, entrenching beliefs [67]
(Article 27). This effect might scale if not recognizing long-
standing scholarship on selective exposure and homophily,
thereby limiting breeding epistemic distrust of institutional
fact checkers in polarization contexts [6, 144].

Psychological Depth and Targeting More broadly, insuf-
ficient attention to established emotional, moral intuition
and identity-adjacent appeals giving disinformation intrin-
sic force overlooks extensive models clarifying the depth
of human vulnerability beyond narrow information deficits
or viral harm frames [41] (Article 26, Code: RA). In terms
of targeting risks, the lack of credible, scalable technical
and procedural safeguards against behavioral microtargeting
risks enabling manipulative disinformation campaigns (Arti-
cles 24, 29-30, Codes: DD, AT, RA). Since the DSA doesn’t
outright ban certain ad targeting or recommender practices,
determining violations will require case-by-case analysis
[78, 107]. Lastly, still related to design choices maximizing
engagement, addictive design features have raised alarm also
for Members of the EU Parliament (MEPs) who voiced their
concerns and called for a ban on addictive techniques of rec-
ommender systems [55]. The DSA should clarify and rein-
force risk assessment and mitigation requirements imposed
on VLOPs concerning these aspects, as outlined in Articles
34 and 35.
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3.2.3 Ethical and philosophical critique

As highlighted during the analysis of regulatory antecedents,
prior self-governance centered authority within commercial
entities rather than democratically accountable institutions
and citizens, raising legitimacy concerns [109]. For instance,
the ECD’s intermediary liability approach granted platforms
control over speech removal while limiting avenues for pub-
lic participation in content governance. The ethical critique
explores more abstract yet fundamental tensions between
privatized speech regulation and participatory self-determi-
nation perpetuated under the DSA, alongside duties around
truth and transparency.

Private Governance and Participation Delegating speech
regulation to private platforms (Code: NTD) conflicts with
commitments to participatory self-governance, instead
expanding corporate control over discourse aligned with
private interests rather than civic oversight [8, 17, 29, 135].
This questions the legitimacy of privatized judgments over
truth and risks disregarding expressive diversity. Absence
of checks on algorithmic demotion (Code: RA) elevates pri-
vate economic calculations over considerations of expressive
diversity and exposure plurality. This prioritizes efficiency
over ethics. Oversight and due process are needed for any
restrictions on legal speech [96, 161].

Truth Judgments and Shared Liability Compelled coun-
terspeech and warnings on otherwise legal content creates
tensions with liberties of conscience and freedom of unco-
erced thought. Safeguards should be strengthened for only
employing this extra speech as a last resort based on judicial
review [31, 181]. Similarly, restrictions based on opaque
judgements of truthfulness and potential virality, rather
than direct incitement standards, contradict assumptions
behind epistemic rights and the “marketplace of ideas.” In
this sense, generative Al solutions—such as OpenAI’s Chat-
GPT [158, 159, 166]—yet would not fit into the “hosting
service providers” since they generate content themselves
rather than just storing and disseminating user-generate
content. Therefore, loopholes in protections persist regard-
ing risks from harmful Al-generated content posted pub-
licly that cannot be fully removed once spread (Code: NTD)
[78]. Also, provisions take an individualized view of viral
harms rather than shared duties of good-faith public dis-
course. The DSA rules only apply (Code: DD) to “online
platforms” that disseminate information to the general pub-
lic. Private messaging services like WhatsApp or Telegram
groups are excluded. But harmful content generated at scale,
or by polarized groups, could easily spread in these private
channels outside the DSA’s scope [78]. Thus, a solely lia-
bility-driven approach might underestimate collective social
responsibilities around ethical speech cultivation.

Allocating Moderation Resources Under a geopolitical
lens, a possible unintended impact for moderation activities
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is the “Brussels effect” whereby resources are disproportion-
ately allocated to mitigating EU-specific risks—likely iden-
tified in assessments (Code: RA) or gauged by EU public
opinion—negatively affecting content moderation practices
elsewhere globally. This underscores needs for research into
differential impacts of the DSA’s provisions across regions
[78, 169].

Lack of Direct Journalist Protections The DSA intro-
duces key provisions aimed at improving online safety
also for the Media and Journalism sector. These provisions
(Code: NTD, DD) empower trusted flaggers to identify and
address illegal content (Article 22), allow national authori-
ties to issue orders for the removal of harmful content (Arti-
cle 9), and establish effective mechanisms for content notifi-
cation and action (Article 16). The risk governance system
as laid down in Articles 34, 35 and 37 could play a part in
the protection of journalistic and news media content. While
the DSA provides tools for setting the ground for protecting
freedom of expression and pluralism of media by mandating
that VLOPs identify systemic risks, it does not specifically
target the protection of journalists and media professionals
[22, 54, 136], despite acknowledging the importance media
freedom as reported in Recital 47 and 81.

4 Research approaches to evaluate DSA
impact on disinformation

Having analyzed multi-dimensional critiques revealing
meaningful gaps in the DSA’s approach, undertaking com-
prehensive empirical research should assess its real-world
efficacy across involved stakeholders. Specifically, the legal
analysis flagged ambiguities in key definitions and inconsist-
encies in obligations across platforms. The technical review
highlighted monitoring barriers, while the psychological cri-
tique called out assumptions on how false content spreads.
The ethical lens questioned privatized speech regulation. To
assess such efficacy, research should trace impacts back to
the DSA’s core mechanisms. For example, will notice-and-
takedown processes consistently and accurately curb illegal
content? How will restrictions on targeting ads affect disin-
formation campaigns? Do risk assessments lead to meaning-
ful change?

This section gives an overview of quantitative and quali-
tative methods to start answering such questions. Strategi-
cally combining methods will allow assessing if the DSA
achieves its aims around transparency, accountability and
empowering users.

4.1 Overview of research needs and objectives

The current goal is to produce detailed evidence on the
DSA'’s performance and areas for improvement, enabling



Al and Ethics (2025) 5:1241-1269

1249

systematic enhancements to better achieve its aims of pro-
tecting the public. To do so, it’s vital to ensure assessment
methods directly related to DSA’s operational mechanisms,
aiding in strategic updates that are informed by solid, action-
able insights throughout its deployment.

We define three main types of methods. Quantitative
techniques facilitate assessing phase-in outcomes related to
advertising transparency, policy impacts on moderation con-
sistency, and tracing notice-and-takedown efficacy (Code:
AT, NTD, DD). Qualitative analyses provide equally vital
contextualization regarding governance adaptations during
high-risk events and platform discourses on evolving respon-
sibilities (Code: AD, RA). Multi-disciplinary methods span-
ning computational analytics, focused audits, ethnographic
observations and surveys can construct nuanced evaluations
across involved stakeholders.

4.1.1 Quantitative research

Content Analysis Studies Longitudinal content analysis ena-
bles evaluating utilization and efficacy of notice-and-take-
down procedures (Code: NTD) under Article 14 by track-
ing volumes and categories of disinformation removed over
time. Segmenting takedowns by dimensions like platform,
content type, source, and response rates provides granular
impact metrics aligned with transparency objectives around
illegal content reporting workflows [130]. Advanced text
classification techniques can categorize removed content
by type, topic, sentiment to provide granular volumetric
impact metrics [44]. To audit improvements in advertising
transparency under Articles 24 and 30 (Code: AT), content
analytics can categorize disclosed ads in mandated reposi-
tories by targets, sponsors, geographic origin, topics, and
media types. Related studies have analyzed voluntary ad
archives to uncover transparency gaps [33, 140]. While to
examine platform policy evolutions after Article 27 (Code:
RA), text analysis can track changes in community standards
and terms of service on mis/disinformation before vs after
DSA implementation. Semantic modeling can detect subtle
policy shifts across platforms over time, as witnessed by
similar work analyzing platforms’ policy dynamics around
emerging speech issues [118, 143].

Independent Audit Studies Audit studies® enable causal
assessment of DSA impacts by directly testing platform
responses through carefully controlled researcher-instigated
interventions [87, 172]. Computational tools allow efficient
large-scale auditing of critical areas like ad transparency,
fake accounts and disinformation detection [88].

% NB. Hereby, research audir studies as used here refer to independ-
ent experiments by researchers, distinct from mandated DSA compli-
ance audits in Article 37 and the Delegated Act [50].

To assess impacts of diligence obligations (Code: DD),
researcher-instigated audit studies can systematically post
synthetic disinformation from control vs treatment groups,
and compare detection and removal rates based on platform
size and due diligence status. Factorial experimental designs
can isolate impacts of specific obligations. Similar audits
have assessed content moderation consistency across plat-
forms [148]. In a similar vein, to measure AT improvements
under Articles 24 and 30, audits can evaluate completeness,
formats, and accuracy of political ad disclosures before vs
after DSA roll-out [163].

Computational Analysis Advanced computational tech-
niques like machine learning and network analysis allow
scalable unstructured data investigations to evaluate impacts
of critical DSA provisions. For instance, natural language
classifiers enabled by neural models can audit samples of
platform content containing warning flags or misinforma-
tion markings before and after implementation to quantify
accuracy, truthfulness and contextual alignment[106]. This
tackles identified criticisms around transparency and propor-
tionality of counter-measures under Article 27 [38, 43, 68,
180]. Separately, temporal analyses tracking toxicity trends
or categorizing discourse by topics using sentiment mod-
eling and dynamic topic classifiers provide vital indicators
of ecosystem impacts resulting from risk mitigation efforts
under Article 26 [119, 145]. This helps examine efficacy in
limiting systemic threats from viral disinformation based
on content flows at population scale [79, 89, 174]. Lastly,
network analysis enables mapping increased connections
and centralization patterns around public-private collabora-
tions tackling disinformation issues following DSA adop-
tion, revealing integration of oversight duties under Article
31[76, 98, 134].

Statistical Modeling Statistical techniques like regres-
sions, interrupted time series analysis and multidimensional
panel data modeling allow robust quantitative examination
of DSA’s impacts on complex phenomena including misin-
formation diffusion dynamics and fact-checking effective-
ness across diverse platforms, issues and time periods [187].
These approaches enable detecting signals within large-scale
observational datasets that complement field experiments.

For example, segmented regression combined with quasi-
experimental difference-in-differences analysis facilitates
comparing misinformation spread trends before and after
DSA adoption between control and treatment groups of
platforms based on characteristics like resource levels and
growth stages. This reveals policy efficiency by associating
implementation timelines with campaign diffusion shifts
under Article 26 (Code: RA). Applying machine learning
classifiers on content provides prediction improvements
[93, 99, 115]. Separately, interrupted time series tracking
engagement metrics with fact-checks/verified data spanning
DSA roll-out can associate significant changes in dimensions
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like exposure and recall with efforts promoting authoritative
information under Article 27 (Code: NTD). Vector autore-
gression strengthens attribution by accounting for metric
interdependencies. Panel structures with platform, issue and
event segmentation enable generalization checks. Backdrop
causal inference algorithms further bound claims for obser-
vational studies [15, 91, 101, 114, 176].

4.1.2 Qualitative research

Interviews and Focus Groups Interviews and focus groups
generate vital subjective insights into on-the-ground realities
shaped by formal DSA mechanisms and lived implemen-
tation experiences [100], as well as assessing governance
reliance on internal or public readiness checklists [173] and
evaluate perceived comprehension of obligations. Semi-
structured interviews with internal governance teams could
reveal challenges in operationalizing systemic risk assess-
ments (Code: RA) across different services [169], allowing
evaluation of provisions like standardized reporting flows
(Code: DD) in Article 31 and participation in risk analy-
sis (Code: RA) under Article 26. Focus groups surveying
external citizen attitudes pre/post adoption facilitate gauging
perceived impacts on information quality and algorithmic
transparency (Code: AT) tied to Articles 24 and 29-30. This
provides multi-stakeholder contextualization of shifts attrib-
utable to key provisions. Specific questions could also be
directed towards trusted flaggers under Article 15, examin-
ing experiences submitting notices (Code: NTD) and inter-
acting with evolving notice-and-takedown platforms. Polling
similarly enables quantifying user perceptions on experi-
ences with online accountability measures [69].

Ethnographic Observation Interviews and embedded
analysis within digital oversight bodies and technology
firms aids directly examining operational adaptations aris-
ing from DSA due diligence obligations (Codes: NTD, DD,
RA). When well-resourced, these initiatives provide vital
empirical findings revealing frontline policy implementa-
tion obstacles, while also supporting data assessments and
enforcement actions under Article 40 [90, 111].

Equally important, sustained participant observation
across product operations teams facilitates identifying cru-
cial changes in governance processes made towards rea-
ligning company norms on transparency (Code: AT), risk
analysis rigor and accountability towards regulatory aims
amidst uncertainty. For instance, directly observing high-
risk policy units over time would uncover ground realities,
best practices and persistent friction points that shape how
formal rules translate into practice (Code: NTD, RA), com-
plementing external computational impact evaluations [125].

Closely involved research gives essential methods for
studying technology platforms [3, 124].
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Discourse and Narrative Analysis Discourse analysis
enables tracing subtle shifts in public narratives revealing
underlying logics guiding platforms’ cultural positions on
emerging responsibilities, by combining computational
techniques with critical reading (Code: AT) [71, 83]. For
instance, analysis over time could determine evolving rheto-
ric usage in community standards (Code: NTD) and risk
governance priorities (Code: RA) before/after DSA mecha-
nisms enter force under transparency articles (Code: AT) and
recurring assessments (Code: RA). For example, semantic
analysis [71, 83] and opinion detection [4] of community
standards along with transparency reports [175] can sur-
face evolving constructions of concepts like misinformation,
platform responsibilities, and approaches to risk mitigation.
Comparative approaches across firms also elucidate differ-
ences in translating common pressures, be that from broader
public discourse expectations or specific regulatory provi-
sions [3].

Comparative Case Studies In-depth case examinations
enable contrasting context-specific translations of formal
DSA duties (Codes: NTD, AT, DD) into ground-level con-
tent moderation and risk governance practices by platforms
across elections, health issues and geopolitical events (Code:
RA) before/after adoption [5, 44, 149]. For instance, com-
parative analysis of policy adjustments (Code: NTD), col-
laborations with authorities (Code: DD), communications
norms (Code: AT) and computational detection systems
(Code: RA) around events can surface crucial commonali-
ties and differences attributable to phase-in impacts [86, 92].
Detailed analyses of content moderation approaches [93],
misinformation detection [184], collaborations with authori-
ties [86], and communications around individual events [70]
can reveal commonalities and differences shaped by regula-
tory pressures. This way, case studies can typologize and
categorize interventions across events to identify process
changes attributable to DSA mechanisms like notice-and-
takedown procedures (Article 14), advertising transparency
provisions (Article 24), or coordinated oversight under the
European Board for Digital Services (Article 47), as per-
formed by similar comparative case studies [86, 152].

4.1.3 Mixed methods research

Strategically combining quantitative and qualitative methods
through careful integration and triangulation allows devel-
oping robust, multi-faceted understandings of the DSA’s
complex impacts. As [112] articulate, mixed methods pro-
vide strengths including corroborating findings across dif-
ferent data types, capturing nuances, and integrating broad
trends from computational analytics with contextual quali-
tative insights. A preliminary overview of methodological
approaches and sources is offered in Table 3.
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Table 3 Methodological matrix for investigating DSA’s impact on platform governance

Dimension of analysis

Quantitative approaches

Qualitative approaches

Potential data sources

Perception and Experience
Publicly Stated Policies

Organizational Processes and
Norms

Platform Interventions in High-
Risk Events

Compliance and Accountability
Mechanisms

Perception of Systemic Risks

Multi-Stakeholder Collaboration

Public Perception of Information
Quality

Internal Decision-Making

Day-to-Day Operational Changes

Surveys

Content Analysis of Official
Documents

Descriptive Statistics, Structural
Equation Modeling

Event Study, Logistic Regression

Compliance Audits, Descriptive
Statistics

Factor Analysis, Multivariate
Regression

Network Analysis, Social Net-
work Metrics

Sentiment Analysis, Time-Series
Analysis

Decision Tree Analysis, Random
Forest

Change-Point Analysis

Semi-struct. Interviews, Focus
Groups

Discourse and Narrative Analysis
Ethnographic Observation
Comparative Case Studies

Expert Reviews, Stakeholder
Interviews

Semi-Structured Interviews with
Internal Stakeholders

Stakeholder Interviews, Focus
Groups

Focus Groups with Citizens

Ethnographic Observations within
Organizations

Longitudinal Ethnographic

Policy makers, Governance Teams,
Public

Transparency Reports, Community
Guidelines

Internal Reports, Direct Observa-
tions

Platform Logs, Press Releases

Compliance Reports, Legal Inter-
views

Risk Assessment Reports, Internal
Interviews

Collaboration Agreements, Meeting
Minutes
User Reviews, Public Surveys

Decision Logs, Direct Observations

Change Logs, Direct Observations

Observation

As already acknowledged, surveys distributed to platform
governance teams, civil society groups, journalists and citi-
zens can gauge expert and public perceptions of online infor-
mation quality changes (e.g. due to transparency improve-
ments under Article 13 and 24). Combining the survey
results with field and lab experiments that directly manipu-
late exposure to misinformation before vs. after DSA roll-out
can help quantify impacts on recipients while also capturing
subjective attitudes and experiences [139, 185]. Surveying
the European Board for Digital Services per Recital 134
could provide additional insights. For instance, experiments
exposing groups to misinformation across platforms before
and after DSA adoption, coupled with surveyed perceptions
of its prevalence, would enable richer assessment.

Computational analyses like dynamic computational
models quantifying the diffusion patterns of known disin-
formation narratives across platforms and time periods can
be enriched through multi-faceted qualitative data [122,
138]. Specifically, discourse analysis of shifting platform
policies and narratives around misinformation can surface
logics shaping content interventions [110]. Ethnographic
observations within platform governance teams examin-
ing changes in day-to-day content moderation practices and
norms explicate on-the-ground contexts underlying compu-
tational trends [105].

Triangulating large-scale quantitative indicators tracking
activities like volumes of content removed via notice-and-
takedown procedures with qualitative interviews tracing
platforms’ procedural shifts and implementation challenges
might allows cross-validating findings across methods [74].

Similarly, in-depth comparative case study analyses of plat-
form responses across risky societal events before vs. after
DSA adoption can be reinforced by interrupted time series
statistical models estimating misinformation diffusion trends
[19].

Careful coordination in framing inquiries, timing data
collection, and integrating computational and qualitative
approaches enables producing robust, multidimensional
insights. As reported by [178], following established guide-
lines for mixed methods research design is key to effectively
triangulate findings across approaches when evaluating com-
plex policy interventions like the DSA.

To summarize the current section, Fig. 1 maps between
research approaches, goals, and stakeholders for a compre-
hensive understanding of the research landscape in DSA
studies. The figure was obtained through a methodological
framework exposed in Appendix 3.1.

4.2 Methodological challenges and limitations

The proposed research agenda aims to enable multifac-
eted assessment of the DSA’s impacts across stakehold-
ers. Yet realizing this potential depends on overcoming
methodological challenges that shall be acknowledge.
Specifically, the extensive legal, technical, psychological
and ethical critiques surface open questions regarding the
DSA’s real-world effects that the outlined quantitative and
qualitative methods intend to address. To achieve that, we
first need to recognize possible difficulties isolating the
DSA’s influence amidst adjacent regulations, constrained
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Mapping Research Techniques to Research Goals in DSA Studies

[lnvolved Stakeholders
Researchers

Platforms

Authorities

NGOs

Public J

Identify process changes over time

Categorize interventions around eventsr

>éome

Track rhetorical framing changesf

Infer logics behind policy shifts|
Identify emerging best practices|
Uncover implementation challengesf
Capture user attitudes on transparencyf
Gauge stakeholder experiences|

Relate platform resources to removalsr
Track reach of fact-checksf

Model misinformation diffusionf

Map collaboration networksf

Research Goals/Questions

Analyze online discourse shiftsf

Audit warning labels and flagsf

@

Test provisions around fake accountsf

L

Measure obligations effectiveness|
Assess policy/standards changes
Evaluate advertising transparencyf

Quantify notice-and-takedown efficacyr

43

Research Techniques

Fig.1 Mapping of Research Approaches to Research Goals and Stakeholders in DSA Studies. The graph is color-coded to indicate involved
stakeholders, and points are offset for readability when multiple stakeholders are involved for a single goal

cross-context generalization, and dependence on voluntary
platform data sharing.

Touch-points and Conflicts in the EU Legislative Eco-
system In Sect. 2.2 we briefly touched upon the AI Act’s
provisions explicitly referring to the DSA (i.e., recital 60u,
60aa, 60v, 70d). Nevertheless, to keep the current research
scope self-contained we had to exclude from the current
analysis secondary EU regulations pertaining to digital
data and services. Yet, it should be acknowledged that the
interplay between the DSA and other concurrent or forth-
coming EU regulations directed at digital platforms pre-
sents challenges in isolating the specific effects attribut-
able to the DSA’s provisions. For instance, the Al Act [37]
impose obligations around algorithmic transparency and
provisions (especially Articles 13 and 14) against manipu-
lative Al systems that intersect with the DSA’s focus on
mitigating algorithmically amplified disinformation [62,
78]. To delineate these relations, we report here the main
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regulations likely to impact the DSA in terms of platforms
and data governance.

e The General Data Protection Regulation (GDPR) [45],
in force since 2018, establishes horizontal rules govern-
ing the processing and free movement of personal data
in the EU. Its key principles include lawfulness, fairness
and transparency; purpose limitation; data minimiza-
tion; accuracy; storage limitation; and accountability.
The regulation applies broadly to organizations process-
ing EU residents’ personal data. In terms of connections,
the GDPR and DSA potentially align on transparency
duties around data processing activities. Expanded plat-
form content moderation duties under the DSA Article 14
may conflict with GDPR data minimization requirements
(Article 5), if applied excessively. There is also a risk of
tension regarding compliance burdens, as meeting DSA’s
additional transparency and reporting obligations could
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create challenges for simultaneously meeting GDPR’s
data protection impact assessment and breach notification
requirements. Ongoing coordination between national
DPAs and the European Board for Digital Services (DSA
Article 47) will help reconcile such potential tensions,
ensuring cohesive interpretation and mutually reinforcing
accountability aims while safeguarding innovation.

e The Digital Markets Act (DMA) [59] entered into force in
2022 alongside the DSA. It aims to ensure fair competi-
tion and contestability for core platform services such
as search engines, social networks, and marketplaces.
Specifically, the DMA targets large gatekeeper platforms
with entrenched market power, imposing rules against
self-preferencing, leveraging data advantages, and limit-
ing interoperability and multi-homing.” Potential clashes
could arise regarding consistency in gatekeeper designa-
tions if thresholds or criteria diverge over time. Simi-
larly, varying transparency duties and restrictions around
data usage and self-preferencing might create conflict-
ing platform obligations under each regulation. However,
the regulations also align on numerous dimensions, for
instance reinforcing interoperability duties and limiting
behaviors constraining user choice.

e The Data Governance Act (DGA) [60] passed in 2022
and applicable in September 2023, aims to facilitate data
sharing in the EU by enabling data intermediaries and
data altruism frameworks. It creates a notification system
for data intermediation service providers and allows enti-
ties that collect data for general interest purposes to reg-
ister as “data altruism organizations.” In terms of scope,
the DGA focuses on enabling voluntary data flows. With
the DSA, potential alignments include facilitating exter-
nal researcher access to platform data: indeed, DSA Arti-
cle 31 mandates data access for studying risks, while
DGA Chapter 2 governs data sharing and re-use from
public sector bodies. However, tensions could emerge
around intermediary liability if DGA data sharing provi-
sions expand platforms’ accountability for user-generated
content. And DGA recognition of data cooperatives and
altruism efforts could create unclear overlaps with DSA
compliance.

e The Data Act [58], proposed in 2022 and entered into
force on 11 January 2023, establishes harmonized rules
on data access and use (1.) between businesses; (2.)
between businesses and consumers; (3.) and between

7 While the DSA and DMA share complementary aims around
ensuring online platform accountability, their scopes differ. The
DSA establishes horizontal rules governing illegal content, platform
responsibilities, and algorithmic transparency. In contrast, the DMA
intervenes in platform competition dynamics and economic fairness
issues through a set of do’s and don’ts that only apply to designated
gatekeeper entities meeting specific thresholds.

businesses and the public sector. The new measures com-
plement the DGA, yet the former regulates processes and
structures that facilitate voluntary data sharing, while the
Data Act clarifies rights and usage conditions regard-
ing data, sustaining incentives for data holders to con-
tinue investing in high-quality data generation. In terms
of touchpoints with the DSA, the Data Act’s Chapter II
on business-to-consumer and business-to-business data
sharing complements the DSA’s focus on transparency
and access for researchers. Yet tensions could emerge
around expanded data access if the Data Act’s provisions
extend platforms’ content moderation duties or notice-
and-takedown responsibilities under the DSA Article 14.

Consistency among Member States Despite the theoretical
discussion upheld throughout this text, we yet shall be cog-
nizant that difficulties might arise in generalizing research
findings across the sociotechnical diversity of platforms and
national contexts within the EU’s Member States. Individual
platforms have distinct technical affordances, algorithmic
architectures, business models and user demographics that
shape how disinformation manifests and spreads [6, 36, 77].
Additionally, the establishment of national Digital Service
Coordinators (DSCs) under Article 38 of the DSA, tasked
with national-level supervision and enforcement, may lead
to divergences in oversight approaches based on resources,
priorities, and local legal contexts across Member States.
For instance, DSCs in Western Europe may devote more
resources towards mitigating foreign disinformation around
elections, while DSCs in Eastern Europe might prioritize
e.g., monitoring domestic disinformation around social
issues [65, 66, 85]. Analyzing interactions between national
DSCs and VLOPs can also surface crucial nuances in over-
sight approaches across Member States’ sociopolitical con-
texts. This specificity necessitates caution in making broad
generalizations; yet, analyses can inform coordinated efforts
towards harmonization of responsibilities under the DSA
across diverse environments through:

e Systematized sharing of oversight techniques and cam-
paign responses between national Digital Service Coor-
dinators to highlight best practices through the European
Board for Digital Services.

e Paired auditing and interview studies simultaneously
assessing platform and DSC adaptation across Member
States to highlight inconsistencies.

Instead, comparative research highlighting differential mani-
festations and impacts of disinformation, as well as varia-
tions in platforms’ responses, will be essential to account
for key distinctions across services and countries [141, 162].

Obtaining Research Data Obtaining adequate access to
platform data represents a major constraint, as transparency
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provisions in the DSA grant only limited data sharing with
researchers (Articles 31 and 40). Researchers may need
approval through vetting procedures per Recital 97, further
constraining access. This risks selection biases if computa-
tional methods rely solely on voluntary self-disclosure of
cherry-picked data by platforms. Over time, major platforms
have increasingly restricted third-party researcher access to
data through API limitations like Facebook’s Ad Library and
CrowdTangle analytics tools in 2018, exerting control over
data access, limiting transparency, and hampering independ-
ent research in the public interest [21, 120].

The DSA introduces welcome but restrained provisions
allowing vetted researchers to access data from VLOPs
to analyze systemic risks under Article 40. However, the
exact data types, quantities and protocols remain vague
and incomplete. There are concerns that excessive corpo-
ratized control over data access could constrain the effi-
cacy of independent DSA impact analyses [82, 109, 169].
Therefore, policy evolutions may enable appropriate access
to sufficiently detailed, representative data based on the
public interest merits of independent research. Data access
frameworks with democratic oversight and mandatory shar-
ing for qualifying purposes could be impactful, but little
has been achieved through the updated Code of Practice on
Disinformation [2, 49]. Technical solutions granting access
could involve requiring availability through open APIs of
privacy-preserving synthetic platform datasets, development
of trusted intermediary data institutions to broker access,
and heightening researcher intimacy levels to unlock vol-
untary sharing.

5 Conclusion

This paper aimed to catalyze scholarly discourse on empiri-
cally evaluating the DSA’s efficacy in achieving its central
goal of combating online harms. It provided necessary con-
text on the DSA’s mechanisms and expected effects to situate
the analysis. An extensive multi-disciplinary critique then
surfaced meaningful gaps requiring ongoing regulatory and
evidentiary oversight. Most critically, it proposed an encom-
passing quantitative, qualitative and mixed methods research
agenda tailored to assessing the DSA’s influence on complex
factors enabling disinformation. Such analysis encompassed
assessing advertising transparency, content moderation con-
sistency, risk assessment outcomes and procedural shifts in
platform governance.

In scoping this agenda, the analysis transparently grap-
pled with methodological difficulties around isolating the
DSA’s impacts amidst adjacent regulations, ensuring cross-
context generalization and obtaining adequate data access.
While not definitive, the paper sought to galvanize par-
ticipatory scholarship assessing and optimizing the DSA’s
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provisions towards effectively combating online threats.
Beyond conceptual directions, pragmatic insights can inform
incremental evidence-based improvements through iterative,
inclusive review. Independent research quantifying impacts
remains essential as oversight shifts from self-regulation to
binding accountability. This proposal offered necessary scaf-
folds for coordinated inquiry substantiating the DSA’s role
in this transition while shaping future adaptations.

Appendix 1: Defining disinformation
in the DSA

As defined in our footnote at page 2 in Sect. 1, throughout
this research paper we referred to disinformation according
to the European Democracy Action Plan’s definition (EDAP)
i.e., “false or misleading content that is spread with an inten-
tion to deceive or secure economic or political gain and
which may cause public harm.” [48]. While disinforma-
tion is often used interchangeably with misinformation in
the literature, the latter presents a slightly different nuance.
According to the EDAP, “misinformation is false or mislead-
ing content shared without harmful intent, though the effects
can still be harmful, e.g., when people share false infor-
mation with friends and family in good faith.” The nuance
between the two terms lies in the intention for dissemination,
which may be challenging to determine a priori. Establish-
ing a legal definition of disinformation also posed a chal-
lenge in the context of the Digital Services Act (DSA), as
policymakers aimed to ensure the term was comprehensive
enough to distinguish it without over-regulating the informa-
tion ecosystem [168].

Examining prominent attempts to define “disinforma-
tion” in the European regulatory framework reveals a shift
away from the criterion of intention to cause harm over time,
which can be associated to the difficulty in proving intent
to cause harm, as emphasized by a report of the Council of
Europe [10]. We report here a Table 4 summarizing the dif-
ferent definitions of disinformation.

The DSA itself acknowledges the complexity surround-
ing defining “harmful” content and avoids providing an offi-
cial definition of disinformation. However, even though the
regulation does not define the term “disinformation” and
neither does it explicitly mention “misinformation” in the
text, it identifies combatting the spread of disinformation
as one of its core objectives, as we see in Recitals 9, 84, 88,
95, 104 [57].

As also previously noted in the first footnote in Sect. 1,
we highlight that the most important aspect of the vari-
ous definitions of disinformation is its characterization as
an umbrella term. It encompasses a variety of expressions
fueled by different motivations, spread through different
means, and with varying levels of impact. While the term
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Table 4 Definitions of disinformation in EU reports

Year Source

Definition

2017 Information Disorder Report [182]

Information that is false and deliberately created to harm a person, social group,

organization or country

2018 High-Level Expert Group (HLEG) final report [35]

All forms of false, inaccurate, or misleading information designed, presented, and

promoted to intentionally cause public harm or for profit

2018 Code of Practice on Disinformation, Action Plan
against Disinformation [48]

Verifiably false or misleading information that is created, presented, and dissemi-
nated for economic gain or to intentionally deceive the public, and may cause

public harm

2020 European Democracy Action Plan [53]

Disinformation is false or misleading content that is spread with an intention to

deceive or secure economic or political gain and which may cause public harm

2021 Guidance on Strengthening the Code of Practice [47]

The different phenomena to be addressed, while clearly acknowledging the

important differences between them. Disinformation in this sense includes
disinformation in the narrow sense, misinformation, as well as information
influence operations and foreign interference in the information space, includ-
ing from foreign actors, where information manipulation is used with the effect
of causing significant public harm

2022 Strengthened Code of Practice on Disinformation [49] Adopts the definition of the European Democracy Action Plan

“disinformation” is predominantly used throughout the
paper, we do not exclude the use of other terms such as “mis-
information,” as seen in the literature and the DSA text itself.
For instance, in Recital 84the DSA mandates that VLOPs
pay “particular attention to how their services are utilized
to disseminate or amplify misleading or deceptive content,
including disinformation”. This broader classification of
harmful content extends beyond disinformation to a more
general category of misleading or deceptive content, which
could therefore be seen to also include misinformation.

Appendix 2: The EU Digital Services Act
framework and aims

This section provides an overview of the DSA, including its
context, mechanisms, and expected impacts, to situate the
need for rigorous research evaluating its efficacy.

Overview of Digital Services Act

The DSA establishes an extensive set of obligations and
accountability mechanisms for online intermediaries aimed
at addressing illegal and harmful content at scale. It repre-
sents a major evolution in the EU’s platform governance
approach beyond previous self-regulatory initiatives like the
2018 Code of Practice on Disinformation [46].

We can see how the EU Commission’s 2020 Assessment
of the Code of Practice [49] reveals some of its shortcom-
ings, such as inconsistent application of the Code across
platforms and Member States, together with limitations
due to the self-regulatory nature of the Code and its lack of
extensive coverage. Amongst these identified gaps, the DSA
emerged from increasing concerns around disinformation,

illegal hate speech, terrorist material, and other forms of
legal but harmful content proliferating online.

Structurally, the DSA seeks to harmonize the digital sin-
gle market® by standardizing intermediary services’ respon-
sibilities and liabilities across the EU. It provides gradu-
ated obligations proportionate to entities’ size, risk-posing
capacities, and role in dissemination based on categorizing
intermediaries into several classes with distinct duties. The
graduated obligations follow a risk-based approach, with
more stringent duties on very large platforms demonstrat-
ing high risks. Through transparency, accountability and due
diligence obligations, the DSA aims to ensure online plat-
forms mitigate systemic risks emerging from their activities,
design and business models.

Categorization of online entities

A core feature of the DSA is the asymmetrical obligations
imposed, differentiated according to the categories of online
intermediaries. We can find said intermediary services
grouped into the following categories:

e Mere conduit intermediaries: These entities merely
provide transmission of information over the internet,
such as broadband providers, web hosting services, and
WiFi hotspot operators. They are exempted from broad

8 We define as Digital Single Market the European Union’s strat-
egy to ensure the free movement of persons, services and capital in
the EU’s single market in the digital age. It aims to open up digital
opportunities and provide fair conditions for digital services to flour-
ish in the EU common market, while protecting consumer and per-
sonal rights. The key piece of legislation upholding this strategy is
indeed the DSA paired to other legislative documents e.g., [58—60].
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Table 5 Categories of online

. o Mere conduit Caching Hosting Online platforms
intermediaries under the DSA .
A - services
and their obligations
Notice-and-takedown X X X
General transparency reporting Minimal X X
Ad transparency reporting X
Internal complaint/redress mechanisms X
External auditing X (VLOPs/SEs)
Risk assessments X (VLOPs/SEs)
Data access provisions X
Consultation with civil society X (VLOPs/SEs)

liability under Article 3 and have minimal transpar-
ency duties under Article 13. This reflects their tech-
nical role in simply transporting data packets across
networks without knowledge of content.

e Caching intermediaries: Entities that provide tran-
sient storage and transmission of information for the
sole purpose of enhancing efficiency in onward trans-
mission. Common examples are content delivery net-
works (CDNs) that cache content to reduce latency.
Caching intermediaries benefit from liability exemp-
tions under Article 4 but must expeditiously remove or
disable access to cached illegal content upon obtaining
knowledge of its illegal nature based on Articles 5 and
14.

¢ Hosting services: A broad category encompassing online
repositories that store and disseminate various types of
third-party provided information at the request of users.
Examples range from cloud infrastructure services, web
hosting providers, app stores, online marketplaces, col-
laborative economy platforms, and social media net-
works. Hosting services are exempted from liability for
user-generated illegal content if they have no knowledge
of its illegal nature and act expeditiously to remove it
once made aware. They are subject to DSA transparency
requirements, notice-and-takedown obligations under
Articles 14 and 15, and duties to provide information to
authorities under Article 31.

¢ Online platforms: A subset of hosting services that
actively disseminate third-party information to the pub-
lic. Examples include major social media networks,
video/image sharing platforms, collaborative economy
platforms with public-facing profiles, app stores with
browseable interfaces, and online marketplaces. In addi-
tion to hosting service obligations, online platforms
must put in place complaint and redress mechanisms
under Articles 17 and 18 as well as publish transparency
reports under Article 13. Certain online platforms may
also undergo risk assessments under Article 26 and have
additional opt-in transparency duties regarding recom-
mender systems under Article 29.
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e Very large online platforms or search engines (VLOPs
or VLOSES): Online platforms or search engines reach-
ing an EU-wide threshold of over 10% of the EU popu-
lation - set at around 45 million active monthly users.
VLOPs such as Meta, YouTube, X, and TikTok qualify
under Article 25 [51, 52]. They are subject to the most
extensive DSA obligations, including external risk audit-
ing under Article 28, data access provisions under Arti-
cle 31, heightened due diligence duties under Article 27,
additional transparency requirements under Article 24,
and potential blacklisting under Article 27 in case of sys-
tematic non-compliance.

This graduated approach reflects the consensus that regula-
tory burdens should be calibrated to intermediaries’ capac-
ity and risk-influencing role, following the principle of
proportionality. Indeed, one of the DSA’s core objectives
is to balance the power structures in the digital economy,
limiting the democracy-threatening power of private com-
panies (while not entering the realm of competition law). It
aims to strike a balance between imposing adequate respon-
sibilities on influential entities while not stifling innovation
through excessive burdens on small players. To address these
inherent tensions, the regulation adopts an asymmetrical
approach, which has previously been adopted in EU leg-
islation, such as in the General Data Protection Regulation
(GDPR) [45]. To effectively enforce these asymmetrical
obligations, it is crucial to categorize intermediaries within
the DSA framework. Table 5 summarizes the key obligations
for each category of intermediary service under the DSA’s
graduated regulatory approach.

Key mechanisms and provisions

The DSA establishes several mechanisms and provisions
constituting core pillars of its regulatory approach.

As Table 6 summarizes, the core mechanisms instituted
under the DSA tie to specific articles and recitals which
elaborate their objectives and requirements. For instance,
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Table 6 Mapping of key DSA mechanisms to related articles and recitals

Mechanism

Articles

Recitals

Notice-and-Takedown Procedures

Adbvertising Transparency Requirements

Risk Assessment Obligations

Due Diligence Obligations

* Article 14 (terms need to explain content
moderation)

* Article 16 (notice and action mechanisms)

* Article 17 (statement of reasons for takedowns
required)

* Article 24 (ad transparency in platform report-
ing)

* Article 26 (ad transparency and disclosure to
users)

* Article 39 (ad repositories for very large
platforms)

* Article 26 (rules on illegal/harmful ads as a
risk)

* Article 34 (systemic risk assessments)

* Article 35 (risk mitigation by very large plat-
forms)

* Article 14 (terms transparency)

* Article 16 (notice systems)

* Article 20 (complaint systems)

* Recital 50 (hosting providers need notice sys-
tems)

 Recital 51 (notices should enable informed take-
down decisions)

* Recital 52 (framework for notice processing)

* Recital 54 (statement of reasons requirements)

* Recital 68 (notes platforms’ role in online ads)
* Recital 69 (restricts certain targeted/exploitative
ads)

* Recital 79 (very large platforms can strongly
influence risks)

* Recital 80 (types of risks to assess) * Recital 81
(consider illegal and harmful but legal content)

* Recital 40 (rationale for tailored diligence obliga-
tions)
* Recital 41 (determining applicable obligations)

* Articles 24-27 (reporting, dark patterns ban,

etc.)

* Recital 47 (terms changes need to respect rights)

* Articles 34-35 (risk assessments and mitiga-

tion)

Independent Auditing Mechanisms
audit)

* Article 37 (very large platforms to do annual

* Recital 92 (audits can ensure accountability)
* Recital 93 (details to be provided by Commission
through delegated acts)

Article 14 and Recital 52 underpin notice-and-takedown
procedures for removing illegal content, while Articles 24,
26, 30 and 39 alongside Recitals 68 and 69 impose transpar-
ency duties around online advertising.

Notice-and-takedown procedures (Art. 14,16,17) The
DSA provides a harmonized notice-and-action framework
for reporting and removing illegal online content across the
EU. All hosting services must establish user-friendly and
accessible mechanisms to allow any individual or entity to
submit a notice identifying and explaining the illegality of
content (Recital 52). Notices can also be sent by certified
“trusted flaggers” with expertise in identifying illegal mate-
rial (Article 15, Recital 61, 62), EU member state authori-
ties, and European Commission bodies. Hosting services are
also required to inform law enforcement authorities when
they become aware of suspected serious criminal offenses
(Article 18).

Upon receiving a notice, hosting services must expedi-
tiously assess content’s legality, remove or disable access
to verified illegal material, and inform the notifier. Exact
timeframes are specified based on notice source. For notices
by individuals, hosting services must provide feedback about
action taken without undue delay, and normally within 7
days. Removal orders from authorities must be complied
with immediately, subject to judicial redress possibilities.

Hosting services must also share information with national
authorities regarding actions taken against illegal content
(Article 31).

Additional safeguards are mandated against the submis-
sion of incorrect or unsubstantiated notices, to avoid the
removal of legal content (Recital 49). Penalties for misuse
can include court injunctions and financial compensation
for reputational damage. Hosting services must also facili-
tate counter-notices by affected users disputing removal
decisions, to enable users to dispute wrongful takedowns
(Recital 50), and reinstate content where counter-notices are
valid. Extensive transparency reporting requirements cover
notice volumes, action taken, counter-notice amounts, and
restored content percentages.

Advertising transparency requirements (Articles 24, 26,
39) To enable meaningful public insight into the opaque
processes around targeted online advertising, Articles 24 and
30 of the DSA impose detailed transparency duties on online
platforms regarding ads shown to users, specifically those
related to political messaging or important public debates.

Article 30 mandates collection of trader identity and
location data by platforms facilitating consumer-to-business
transactions, improving traceability and accountability. In
addition, Article 26 requires clear markings identifying
paid ads directly in ad interfaces, as well as disclosures on

@ Springer



1258

Al and Ethics (2025) 5:1241-1269

targeting parameters, enabling users to understand why they
see specific ads (Recital 69). For qualifying ads, Articles 24
and 39 impose transparency duties on platforms and very
large search engines to maintain publicly accessible reposi-
tories disclosing detailed information on advertisers, pay-
ments, targeting, reach, etc. in a standardized format. This
aims to enable meaningful public and regulatory oversight
and research into emerging systemic risks, given online plat-
forms’ and search engines’ unprecedented scale and societal
influence (Recitals 68, 69). Recital 68 explains the transpar-
ency rules intend to address potential harms from behav-
ioral microtargeting like discrimination, manipulation, and
disinformation amplification. Recital 26 notes requirements
should not conflict with data protection laws; the focus is
transparency to users, not collecting or processing more
personal data.

VLOPs face additional duties like collecting and publish-
ing advertiser identity and verification information. Restric-
tions are mandated on targeting minors or using sensitive
data for targeting without explicit consent. Independent
audits must confirm platforms’ ad repositories cover quali-
fying ads comprehensively and accurately.

Risk assessment obligations (Articles 26, 34, 35) VLOPs
are subjected to extensive risk assessment requirements to
identify and mitigate societal dangers emerging from the
misuse or shortcomings of their content moderation sys-
tems, algorithmic processes, business models and behav-
ioral designs.

Articles 26, 27, 34 and related recitals impose extensive
systemic risk assessment and mitigation requirements on
VLOPs to address societal dangers emerging from their
services. VLOPs must conduct annual risk assessments
evaluating how their content moderation systems, algo-
rithmic processes, business models, and interface designs
negatively impact: (i) User security and fundamental rights
like non-discrimination, freedom of expression, media
freedom (Article 26; Recital 82); (i1) Democratic discourse,
electoral processes, public security (Article 26; Recital 82);
(iii) Equality issues like gender-based violence or threats
to minors (Article 26; Recital 83). Risks must be assessed
from illegal content distribution, inauthentic platform use,
and lawful but harmful content. Risks from data practices,
biased algorithms, and exploitative interface designs should
also be evaluated (Articles 27, 34; Recital 84).

Once risks are identified, VLOPs must implement rea-
sonable, targeted and proportionate measures to mitigate
them within mandated timeframes (Article 35). Suggested
measures include improving content moderation, algorith-
mic accountability, advertisement and recommender sys-
tems, internal processes, third-party auditing, etc. (Article
35). VLOPs must also submit to independent risk assess-
ment audits, share additional data and algorithms for closer
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regulatory scrutiny upon request, and maintain audit docu-
mentation (Articles 26, 37, 40).

Those failing to conduct assessments or mitigate uncov-
ered risks face substantial fines, blacklisting and potential
service bans (Articles 73, 74).

Due diligence obligations (Articles 14, 16, 20, 24-27,
34-35) The DSA establishes a graduated set of responsibili-
ties and due diligence duties for online intermediaries based
on their role and capacity to cause or mitigate societal risks.

Mere conduit intermediaries have minimal obligations
beyond transparency (Article 4). Hosting services must
comply with notice-and-action procedures for illegal content
(Article 16), inform authorities about detected illegal activi-
ties (Article 18), and provide annual transparency reports on
content moderation activities (Article 15). Online platforms
additionally need to implement complaint and redress mech-
anisms for content moderation disputes (Articles 20-21).
Large online platforms serving significant user bases must
also conduct risk assessments and external audits (Arti-
cles 26-27). VLOPs shoulder more extensive due diligence
requirements, including granting vetted researchers access
to platform data to monitor risks (Article 40). Their compli-
ance systems and risk mitigation measures must undergo
mandatory independent auditing (Articles 35-37).

VLOP policies should be vetted by external experts to
identify inconsistencies with DSA obligations (Recital 105).
However, critics argue these duties may still be excessive for
smaller platforms. Overall, intermediaries must implement
reasonable duties of care, proportional to their resources and
risks posed to society based on factors like user base size,
reach, impact and capabilities (Recital 40).

Independent auditing mechanisms (Articles 37) To facili-
tate enhanced accountability of very large intermediaries,
the DSA contains extensive provisions concerning independ-
ent external audits of platform activities with potential soci-
etal impacts. To this purpose intermediaries must implement
reasonable duties of care, proportional to their resources and
risks posed to society, including a duty to cooperate with
audits (Recital 40).

VLOPs must commission annual audits by accredited
entities to assess compliance with obligations related to
risk management systems (Article 26), content moderation
processes (Article 15), algorithmic systems (Article 29), and
advertising transparency (Articles 24, 30) (Article 28). Audit
summaries containing key methodologies, findings and rec-
ommendations must be published, while preserving trade
secrets (Article 37). The European Commission and national
Digital Service Coordinators can request additional ad-hoc
external audits on issues of concern (Article 33).

Targeted internal audits are also imposed focusing specif-
ically on ad transparency (Article 24) and risk assessments
(Article 35). Audit findings may inform future regulatory
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interventions or enforcement actions if systemic non-com-
pliance is uncovered (Article 35).

However, audits are limited to assessing procedural com-
pliance rather than evaluating substantive fairness, propor-
tionality or effectiveness (Recital 92). The level of genuine
independence between powerful platforms and auditors also
remains unclear (Article 37).

Delegated act on auditing procedures and methodologies

On October 20, 2023, the European Commission published
a delegated act to provide a framework guiding VLOPs and
very large online search engines (VLOSESs) in performing
audits mandated under Article 37 of the DSA [50]. The act
specifies several procedural rules and audit templates:

e Requires using a “reasonable assurance” audit stand-
ard entailing high confidence in assessing compliance
(Annex I).

e Mandates reporting audit risk analysis before conducting
procedures (Article 9).

e Requires outlining planned procedures, evidence sources,
and sampling methods (Article 10).

e Stipulates providing compliance conclusions for each
audited DSA obligation as positive, positive with com-
ments, or negative (Article 8).

e Offers guidance on assessing novel DSA provisions
around risk assessments (Article 13), risk mitigation
(Article 14), crisis response (Article 15), and auditing
itself (Article 16).

e Provides templates for detailed audit reports (Annex I)
and audit implementation reports (Annex II).

This aims to ensure rigor, transparency and comparability in
inaugural DSA audits. The act delineates cooperation duties
between platforms and auditors, and stipulates methodolo-
gies for assessing compliance with core DSA provisions.

Quantifying active users for platforms

To be mentioned as a preliminary mechanism to enact the
one aforementioned, the DSA requires online platforms and
search engines to count average monthly active EU users
based on engagement, not just registered users or transac-
tions. Users are considered active if exposed to content on
platforms or submitting queries to search engines.

The EU guidance clarifies providers should count all
recipients interacting with services, including non-registered
users. Mere incidental use should be excluded. Inauthentic
users like bots can be discounted, but profiling solely for
counting purposes is not permitted. Providers should avoid
double counting users across interfaces.

For platforms, recipients on all sides engaging via expo-
sure to or uploading content qualify, including consumers,
traders, and advertisers. For search engines, only users sub-
mitting queries and seeing results are counted. The pub-
lished numbers, reflecting methodology and average over 6
months, provide the basis for designating VLOPs and search
engines.

While publication is sufficient, providers are encouraged
to also notify the numbers and methodology to the Com-
mission and national coordinators to aid oversight. Other
data sources may also be used for designations, subject to a
right to be heard. This methodology will significantly impact
major platforms like Google, Facebook and X which previ-
ously only reported registered or active purchasing users.
Complying will require recalibrating tracking and counting
systems. Ongoing evaluation will help ensure proportional-
ity across diverse entities during DSA phase-in.

Expected platform impacts

These interlocking mechanisms aim to ensure online
intermediaries take proactive, risk-based and accountable
approaches to mitigate societal harms emerging from their
services and design choices.

Overall, the DSA signifies a paradigm shift for online
intermediaries, moving away from self-regulation towards
comprehensive accountability and public oversight mecha-
nisms. It aims to compel platforms to take a more proactive,
transparent and responsible approach to emerging online
threats. However, its requirements have sparked concerns
about anti-competitive effects and loss of European tech
innovators.

The obligations and mechanisms instituted under the
DSA are expected to substantially impact major online plat-
forms, which have signed up to previous self-regulatory EU
initiatives like the Code of Practice on Disinformation [46]
exposed below, but will now face binding statutory duties.

Smaller platforms

Smaller platforms are defined in the DSA as those not reach-
ing the threshold of having an active EU user base compris-
ing over 10% of the EU population.

These smaller intermediaries will need to implement
notice-and-takedown procedures for illegal content in line
with Article 14, including accessible reporting channels and
timely response mechanisms. Under Article 15, they must
also inform authorities about detected illegal activities on
their services. And all hosting services including smaller
platforms are subject to transparency reporting duties on
content moderation activities as per Article 13. For qualify-
ing online platforms, additional obligations apply around
implementing internal complaint and redress systems for
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content moderation disputes under Articles 17 and 18. Those
serving significant user bases may also have to conduct risk
assessments under Article 26 and can voluntarily opt into
transparency around recommender systems as per Article
29.

Critics argue that these compliance burdens may be dis-
proportionate for smaller entities with limited resources
[109]. Creating accessible reporting systems, content review
teams, and internal redress mechanisms requires significant
staffing and investment. Conducting recurring risk assess-
ments also necessitates sizable internal capacity.

There are concerns these obligations may disproportion-
ately impact startups and new innovators aiming to compete
with tech incumbents, thereby contributing to anti-compet-
itive effects that favor established giants with sizable com-
pliance budgets. Loss of smaller European platforms is also
feared given difficulties in competing with major US players.
As such, specific impacts on smaller intermediaries need
careful evaluation during initial DSA roll-out. Evidence
gathering could help recalibrate obligations to avoid exces-
sive burdens stifling market dynamism and growth. Targeted
financial support for compliance may also be warranted.

VLOPs

The most substantial impacts of the DSA will be felt by
major online platforms qualifying as VLOPs and VLOSEs.
These are intermediaries reaching the threshold of having
an active EU user base equivalent to over 10% of the EU’s
population, set at around 45 million monthly active users.

VLOPs like Google, Facebook, Instagram, X, TikTok
and YouTube will have to comply with extensive transpar-
ency requirements, risk assessment obligations, independent
auditing duties, and enhanced due diligence expectations
under the DSA [51].

For transparency, VLOPs will need to provide researchers
access to platform data to enable continuous monitoring of
risks and research in the public interest. Their annual trans-
parency reports must contain extensive details on content
moderation activities, algorithmic systems, and ad targeting.

VLOPs will also have to conduct and publish annual
risk assessments evaluating potential harms to electoral
processes, public security, civic discourse, user rights, and
equality emerging from their services’ design, algorithms
and policies. Identified risks necessitate implementation of
reasonable and proportionate mitigation measures.

These risk assessments and mitigations will be subject to
annual independent audits by accredited bodies assessing
procedural compliance. Audit summaries containing key
findings and recommendations must be publicly released.
VLOPs may face significant fines for systematic failures in
risk management amounting to up to 6% of global turnover.
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Other enhanced due diligence duties for VLOPs include
additional obligations related to identity verification
for advertisers, as well as vetting of platform policies by
external experts to identify inconsistencies with the DSA’s
requirements.

Overall, major platforms will need large investments in
product redesign, content review, risk analysis, transpar-
ency systems and oversight mechanisms to meet the DSA’s
extensive accountability expectations applicable to very
large entities. The costs for smaller competitors will be much
lower.

Policy context and timeline

The DSA emerged from rising concerns about online harms
enabled through the design and use of digital platforms, and
the limits of previous self-regulatory initiatives like the Code
of Practice on Disinformation. Its obligations aim to compel
platforms to take a more responsible approach to content
moderation and transparency.

The DSA was proposed by the European Commission
in December 2020 alongside the Digital Markets Act [59],
as part of a comprehensive approach to regulating digital
services and promoting online safety. Following political
agreement between EU co-legislators, it entered into force
on 16 November 2022.

The DSA introduced a phased rollout of obligations to
provide platforms time to adapt. By 17 February 2023,
online intermediaries had to report active EU user numbers
to determine qualification as VLOPs or VLOSEs.

On 25 April 2023, the Commission formally designated
17 VLOPs and 2 VLOSEs reaching over 45 million monthly
EU users [51]. These entities had 4 months to fully comply
with extensive DSA obligations around risk assessments,
independent auditing, transparency reporting, content mod-
eration, advertising rules, and due diligence.

By 17 February 2024, EU member states had to establish
their national Digital Services Coordinators responsible for
DSA supervision and enforcement [52]. This was also the
deadline for all other online platforms to comply with base-
line DSA rules on issues like notice-and-takedown proce-
dures and internal complaint systems. The phased introduc-
tion aims to focus initial oversight on very large entities with
the most influence, before expanding coverage. However,
smaller platforms have warned of significant compliance
burdens, and in February 2024 Coordinators figures were
yet not fully operational [121, 123].

As a final note, continued assessment during roll-out
was a strategic preparation to ensure proportionality across
diverse intermediaries. Indeed, even before the DSA’s for-
mal roll-out deadlines platforms and private consultancy
firms begun internal implementation efforts as revealed by
published readiness checklists outlining provisions [173],
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alongside the institution of distinct reporting flows for
locally illegal content under Article 14’s notice-and-action
provisions. For instance, YouTube and Pinterest provided
feature customized complaint forms and handling by legal
teams [116] before phase-in dates.

Appendix 3: Methodological appraisal
Coding DSA critiques categorization in Sect. 3

The categorization and analysis of critiques in Sect. 3 was
developed through a comprehensive qualitative coding meth-
odology based on grounded theory principles [97]. The DSA
adopted legal text, academic literature containing conceptual
analyses and EU policy papers examining provisions were
consulted as data sources.

An initial open coding pass was conducted by segmenting
texts into coherent parts and inductively assigning descrip-
tive codes to salient critique phrases across sources [154].
Axial coding related these open codes into coherent group-
ings centered on legal, technical, psychological, behavioral,
and ethical dimensions, consulting similar with established
framework for examining technology regulation (e.g. mul-
tiple streams framework, work domain analysis and others
[9, 14,27, 75, 167]. Finally, focused coding synthesized the
evidence into a taxonomic critique structure reflecting the
refined categories [154]. Audit trails documented the itera-
tive analysis process.

Initial Data Gathering Three types of texts were com-
piled as data sources for the initial open coding phase:

e The foundational legal text of the DSA [57] was exten-
sively analyzed to surface limitations and critiques
expressed in academic literature regarding specific pro-
visions. All articles and recitals were examined to extract
salient concerns.

e Relevant academic papers or grounded blog articles con-
taining conceptual analyses of the DSA were reviewed,
including [23, 78, 82, 104, 107, 109, 160, 169, 183]. Cri-
tique passages were identified through close reading.

e Policy analyses published by digital rights organizations
examining DSA provisions were consulted, e.g. reports
and articles from [42] and Epicenter Network [11, 12].
These provided additional critical perspectives from
impacted stakeholders.

This combination of primary legal text, secondary scholarly
analyses, and stakeholder policy papers enabled gathering
critiques from diverse expert sources grounded in specific
DSA provisions.

Open Coding The compiled source texts were segmented
into coherent argument components focused on a specific

theme or provision. For example, a passage discussing limi-
tations of the notice-and-action approach was one segment.
Each segment was read closely, and salient critique phrases
were highlighted and assigned a descriptive code summariz-
ing the critique. For instance, the phrase “excessive platform
discretion over definitions of illegal content” was coded as
“definitional ambiguity”. The goal was inductive extraction
of key DSA critiques through line-by-line open coding of
multiple sources.

Axial Coding The open critique codes were analyzed for
connections based on the dimension or theme of the critique.
Related codes were grouped into coherent conceptual cat-
egories aligned with established frameworks for examining
technology regulation as aforementioned. This structured
the critiques along five major categories: legal, technical,
psychological, behavioral and ethical limitations. For exam-
ple, the code definitional “ambiguity” was grouped under
legal critiques while “oversight gap” was categorized as a
technical critique.

Focused Coding Finally, focused coding integrated evi-
dence from the open codes into structured critiques synthe-
sized within each taxonomic category. For example, multiple
open codes related to definitional issues were compiled into
a coherent legal critique. Audit trails using code memos
documented the iterative analysis process. The resulting
taxonomy reflects a comprehensive landscape of multidis-
ciplinary critiques compiled through systematic coding of
multiple data sources.

The iteration, coded in Python, is as follows. We began
by extracting textual information from each .pdf document
using the PyPDF2 package. To perform topic modeling
on our documents of interest, we employed BERTopic, a
highly customizable technique. Notably, BERTopic utilizes
transformers based on real text, which means that preproc-
essing tasks such as stopword removal, lemmatization, and
tokenization were handled internally. To ensure comprehen-
sive results, we conducted both multi-document and single-
document topic extraction. The latter approach allowed us
to preserve the source of each document. Finally, we gener-
ated a Similarity Matrix of clustered topics to evaluate the
consistency of documents, identify outliers, and establish
a baseline for manual category composition. This method
was adopted to derive categories for our taxonomies, and we
provide the code used for these experiments.

Methodology for coding research goals, research
methods, and stakeholders in Sect. 4

The initial methodology involved a general qualitative inter-
pretative process. The overview text was read carefully to
extract research goals, approaches, and stakeholders. These
were compiled into a table to visualize connections, which
were then verified against the original text. Interpretative
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rationales for each connection were developed based on the
textual context. The revised methodology employed a sys-
tematic qualitative coding process to add rigor and specific-
ity. The text was divided into coherent segments by research
approach, and two iterative coding passes were performed.

The first was an open-ended, inductive coding to surface
salient concepts, followed by a targeted pass to extract spe-
cific goals, stakeholders, and connections. An audit trail was
maintained to document the coding process and mapping
revisions. The mapping of research approaches to goals and
involved stakeholders was conducted through a comprehen-
sive interpretative process, as follows:

1. The overview text was carefully read to identify all
stated research goals, approaches, and stakeholders rel-
evant to investigating the DSA’s impacts.

2. For each research approach, the explicit goals linked to
that technique in the text were extracted and recorded.
For example, the overview states computational analysis
can be used to “audit warning labels for misinforma-
tion”—this was documented as a goal.

3. Stakeholders described in connection to each approach
were also extracted. For instance, the text discusses net-
work analysis to “map collaboration networks” involv-
ing platforms and authorities. So these were recorded as
stakeholders for computational analysis.

4. Synonymous goals were consolidated where redundancy
was detected. For example, “assessing policy/standards
changes” and ‘““analyzing online discourse shifts” were
merged under discourse analysis.

5. The final synthesized goals and stakeholders for each
approach were compiled in a table to visualize the map-
ping. Connections were verified against the original text.

6. An interpretative rationale was developed for each con-
nection based on the contextual links described in the
overview text. For example, comparative case studies
were tied to platforms and researchers as stakeholders
because the text states researchers can use case studies
to “compare platform responses across events.”

7. The interpretative rationales were further strengthened
through iterative rounds of qualitative coding to surface
latent meanings in the description text. This validated
the contextual fidelity of the mapping.

8. The finalized mapping illustrates the synthesized con-
nections between techniques, goals, and stakeholders
in a clear, rigorous and reproducible way grounded in
the source text. The in-depth methodology upholds aca-
demic standards of integrity.
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