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Abstract

Foundation models are now a major focus
of leading technology organizations due to
their ability to generalize across diverse tasks.
Existing approaches for adapting foundation
models to new applications often rely on Fed-
erated Learning (FL) and disclose the foun-
dation model weights to clients when us-
ing it to initialize the global model. While
these methods ensure client data privacy,
they compromise model and information se-
curity. In this paper, we introduce Feder-
ated Learning Aggregation Biased by a Foun-
dation Model (FedBaF), a novel method for
dynamically integrating pre-trained founda-
tion model weights during the FL aggregation
phase. Unlike conventional methods, Fed-
BaF preserves the confidentiality of the foun-
dation model while still leveraging its power
to train more accurate models, especially in
non-IID and adversarial scenarios. Our com-
prehensive experiments use Pre-ResNet and
foundation models like Vision Transformer to
demonstrate that FedBaF not only matches,
but often surpasses the test accuracy of tra-
ditional weight initialization methods by up
to 11.4% in IID and up to 15.8% in non-
IID settings. Additionally, FedBaF applied
to a Transformer-based language model sig-
nificantly reduced perplexity by up to 39.2%.

1 INTRODUCTION

Developing foundation models (Zhuang et all 2023)
has become a major focus for leading technology com-
panies like OpenAl, Microsoft, and Amazon AWS.

Proceedings of the 28" International Conference on Artifi-
cial Intelligence and Statistics (AISTATS) 2025, Mai Khao,
Thailand. PMLR: Volume 258. Copyright 2025 by the au-
thor(s).

These deep learning models are often trained with vast
amounts of high-quality data (Bommasani et al., 2021))
and their ability to generalize across different tasks
and domains has made them essential assets for indus-
try, government, and academia. Foundation models
have been applied to natural language processing (e.g.,
text generation, translation, summarization), image
generation and recognition, healthcare diagnostics, fi-
nance predictive analytics, and customer service and
virtual assistant tasks (Chen et al., |2023; Han et al.|
2021; |Duan et al.l [2021} |[Joshi et al., |2022; [Yosinski
et al., 2014]). When a foundation model’s training data
distribution overlaps with a new application, it pro-
vides a robust starting point for fine-tuning and cus-
tomization. Instead of training a model from scratch,
with limited data and computes, we can leverage pre-
trained foundation models to enable faster training.

For many applications, data that could be used to
customize or fine-tune foundation models is often dis-
tributed across multiple clients, such as a network of
clinics or small companies spread across different juris-
dictions. For example, fine-tuning a recommendation
model to fit a small company’s product offering may
require data from clients in various regions; and adapt-
ing a healthcare model for a network of clinics would
involve confidential, distributed data sources. There-
fore, effective generalization requires access to diverse
data from multiple clients (Pranav and Mouraj, 2024)).

Federated Learning (FL) is a promising solution for
fine-tuning these models without sharing client data:
FL clients train models on diverse local data, and a
central FL server aggregates the client updates to build
and refine a global model (Li et all [2021; [McMahan
et al.l 2017} |Singh et al.||2019;|Lyu et al.,[2020; Nguyen
et all [2021; [Wang et al.| [2020; [Lee et al.| 2023} [Siew!
et al. |2024)). Using a foundation model to initialize
the global FL model leads to effective customization
that leverages diverse, distributed data without di-
rectly accessing the client data (Nguyen et al.| [2022;
Chen et al., [2023). However, there are significant risks
associated with sending a foundation model to clients,
as required in traditional FL fine-tuning methods.
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First, disclosing a foundation model’s weights to FL
clients poses a significant security risk. For example,
malicious actors could carry out membership inference
attacks, identifying whether specific data was part of
the foundation model’s training dataset. Then, an at-
tacker could disrupt the global model’s training by in-
troducing updates that degrade performance on identi-
fied data through backdoor attacks, deliberately lead-
ing to targeted misclassification (Dayal et al., 2023;
Hu et al., [2022; Wang et al. 2023b)). Similarly, for
model inversion attacks, attackers use known model
weights to reverse-engineer sensitive training data (see
Figure [1)) (Fredrikson et al., 2015; |Li et al.| |2022a;
Zhang et al., 2020)). Protecting foundation models, of-
ten trained on sensitive, proprietary data, is critical for
safeguarding the training data and maintaining model
integrity (Bagdasaryan et al., 2020; Kim et al., [2023).

Second, in competitive business contexts, disclos-
ing foundation model weights to clients risks leaking
strategic insights and proprietary information to ad-
versaries (Han et al., 2021; [Yu et all 2023). This un-
dermines a company’s competitive advantage and sub-
stantial investments in data collection and training.

To address these challenges, we present Federated
Learning Aggregation Biased by a Foundation Model
(FedBaF'). Rather than using a foundation model to
initialize the global model, FedBaF is a novel method
for server-side foundation model integration during the
task-specific global model aggregation phase of each
FL round (see Figure . Since the server uses the
foundation model in the aggregation phase, FedBaF
ensures that the foundation model is not disclosed to
clients. FedBaF also gradually reduces the foundation
model’s influence as training progresses, thereby im-
proving personalization for the client pool’s data and
matching or outperforming existing methods.
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Figure 1: A visualization of a Model Inversion Attack.
Since FedBaF does not initialize the global model with
a pre-trained foundation model, it becomes difficult for
malicious clients to reconstruct the pre-training data
from the distributed global model.
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Figure 2: Visualization of FedBakF: in each FL round’s
aggregation phase (after client updates), the server in-
tegrates a foundation model into the global model.

FedBaF is particularly beneficial for a FL operator
who owns the foundation model and needs to main-
tain security and integrity while fine-tuning it with a
new set of clients. For instance, large technology com-
panies such as Microsoft and Amazon, develop their
own foundation models and often act as FL operators
for domain-specific tasks across various industries.

When client data distributions are biased or non-1ID,
e.g., different ratios or a lack of certain labels, clients
optimize correspondingly diverse local objective func-
tions (Pranav and Moural [2023) and may send con-
flicting updates to the server that skew the global
model (Zhao et all 2018)). In FedBaF, the founda-
tion model continuously serves as a form of regulariza-
tion and stabilizes the global model by reducing the
influence of these conflicting updates during the ag-
gregation phase (Chen et al.l 2023} [Li et al.| [2022b;
Tan et al., |2022; |Yosinski et al.| 2014]).

Furthermore, FedBaF uses a fixed foundation model as
an anchor and continuously incorporates it through-
out the FL training process. This adds a layer of
protection from adversarial attacks beyond those in-
troduced by disclosing foundation model weights —
such as misclassification attacks or backdoor attacks,
where compromised clients feed malicious updates to
the server (Lyu et al [2020; Bagdasaryan et al.| 2020).

Our contributions:

1) To the best of our knowledge, we are the first to
propose an algorithm that integrates foundation
models into FL without distributing the foun-
dation model to clients.

2) We provide theoretical analysis of FedBaF’s
effectiveness that reveals how foundation models can
promote convergence in non-IID (not independent and
identically distributed) and non-convex settings.

3) We conduct extensive empirical evaluation and
show that FedBaF matches or exceeds the train-
ing performance of traditional weight initial-
ization methods — with better test performance in
10 out of 14 cases. Our experiments use Pre-ResNet
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and more complex architectures like Vision Trans-
former and Transformer-based language models fre-
quently used as foundation models (Xu et al.l 2023;
Kenneweg et al.l 2024). Compared to standard Fe-
dAvg (McMahan et al.| [2017) and FedProx (Li et al.|
2020) with foundation models used for weight initial-
ization, FedBaF achieves accuracy improvements of up
to 10.8% in IID and up to 37.5% globally and 5.9%
locally in non-IID settings. Simultaneously, FedBaF
safeguards the foundation model. Similarly, applying
FedBaF to a Transformer-based language model sig-
nificantly reduced perplexity by up to 76.0%.

Under adversarial misclassification attacks, FedBaF
demonstrates increased robustness by improving Fe-
dAvg and FedProx test performance by up to 19.4%
in IID environments, up to 64.7% globally, and 7.2%
locally in non-IID environments. Additionally, in 8 out
of 12 cases, FedBaF was more robust than traditional
weight initialization methods.

We outline related works in Sec.2l We then detail our
approach, FedBaF, in Sec. In Sec. @ we present
theoretical analysis and, in Sec. |5} we provide exten-
sive experimental evaluation. Finally, we conclude our
research findings and discussion in Sec. [6}

2 RELATED WORK

Traditionally, pre-trained models are used in FL to ini-
tialize the weights of the global FL model. The server
distributes this model to local clients, and the clients
update it by using their local data. We refer to this
approach as “weight initialization” throughout this pa-
per. Such fine-tuning of a pre-trained model can signif-
icantly improve performance of the learned FL global
model by integrating data from new clients (Nguyen
et al., 2022)). Several recent studies devised methods
that leverage weight initialization to further improve
performance: Federated Nearest Class Means (Fed-
NCM) (Legate et al) 2023) for last-layer guidance,
Federated Recursive Ridge Regression (Fed3R) (Fani
et al) [2024), Fractal Pair Similarity (FPS) (Chen
et al, 2023), and FedPCL (Tan et al.| [2022).

Several works also explore the use of foundation mod-
els in FL. These include cases where a subset of the
weights of a large foundation model are chosen to
initialize and fine-tune a smaller model (Xu et al.|
2024)) and when clients have diverse model archi-
tectures (Wang et al., |2023a; |[Park and Joe-Wong]
2024). Particularly in scenarios with limited pre-
training data (Chen et all 2023)), approaches often
rely on synthetic data (Nikolenko) 2021} |Chen et al.|
2023)) for pre-training. Federated Prototype-wise Con-
trastive Learning (FedPCL) is a significant develop-
ment that improves communication efficiency in FL

by using class prototypes (Tan et al., [2022) and en-
hances personalized learning by having clients share
class-specific information more effectively.

The related works discussed in this section so far
achieve good performance, but they do not consider
the significant security vulnerabilities that result
from sharing a foundation model with local clients,
which compromise data privacy and the integrity of the
global model. Malicious clients with access to founda-
tion models can exploit them through: Model Inver-
sion Attacks, recovering original training data or sen-
sitive attributes from the model’s outputs (Fredrikson
et al} [2015; |Zhang et al. [2020; [Li et al., |2022al); Mem-
bership Inference Attacks, analyzing model predictions
to determine whether specific data records were used
in training (Hu et alJ, [2022; [Dayal et al., |2023; Wang
et al., [2023b). These attacks compromise the security
of the FL system, necessitating the development of
more secure methods for leveraging pre-trained foun-
dation models in FL settings.

FedBaF addresses these security challenges by not
sharing the foundation model with clients during the
weight initialization stage. Instead, it dynamically in-
tegrates the foundation model’s pre-trained weights
during the aggregation phase of each training round.
We show that FedBaF improves privacy while match-
ing or exceeding the performance achieved by weight
initialization.

3 METHODOLOGY

In this section, we introduce FedBaF, whose approach
is illustrated in Figure 2] FedBaF involves the server
repeatedly leveraging pre-trained foundation model
weights throughout the aggregation phases of the
FL training process. For example, the pre-trained
weights corresponding to feature extraction layers pro-
vide valuable representation mappings that guide the
new model’s feature extractor during training.

To mimic the performance gains of weight initializa-
tion, the server uses the foundation model as a strong
anchor in the earlier FL rounds. To enable the FL
global model to evolve and fit the clients’ data as FL
training continues, the server assigns rapidly decay-
ing importance to the foundation model that is on
the order of 1/y/t and proportional to the change in
model parameters caused by client updates. To further
maintain foundation model confidentiality, the server
randomly samples the aggregation weights (or impor-
tance) of the foundation model from a uniform distri-
bution in each round. These aspects of FedBaF main-
tain foundation model privacy while enabling further
application-specific tuning to achieve performance on
par or exceeding that of weight initialization methods.
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Algorithm 1 Federated Learning Aggregation Biased
by a Foundation Model (FedBaF).

1: Initialize global model weights wy

2: for each round t =0,1,2,...,7 do

3: m<+ max(C - K,1)
S¢ < (random set of m clients)
for each client k € S; in parallel do

wy, + ClientUpdate(wy, Dy)

end for

Wil < Qges, ﬁktnkwfﬂ
e

w1 Twell

9: Tt $— T

10: ap + £U(1,2)

11: Wil < H%m(wg“‘l + oy (Wpre \ Wt))

12: end for

13: ClientUpdate(w, D)

14:  Initialize local model weights with w

15:  Update local model weights using local data D

16: return updated model weights

Algorithm [I] describes how FedBaF fits into the tra-
ditional FL framework by incorporating foundation
model weights during aggregation, as illustrated in
Lines 9-11 (McMahan et al.| [2017). FedBaF is versa-
tile and can be embedded into many existing FL algo-
rithms, e.g., SCAFFOLD (Karimireddy et al.| 2020),
FedProx (Li et al. [2020), FedAdam (Reddi et al.|
2021)), or other FL strategies, by modifying their aggre-
gation methods (Lines 8-11) and using their existing
ClientUpdate(w, D) logic for clients’ local training
in Line 15.

Modifying FL aggregation. FedBaF’s aggregation
process in each training round begins with the aggre-
gation step of an existing FL algorithm, which, as men-
tioned above, includes FedAvg, SCAFFOLD, FedProx,
and FedAdam. To illustrate an example with FedAvg,
Line 8 of Alg. [1] uses FedAvg’s aggregation step and
computes a weighted sum of the updated model pa-
rameters from each client. After this aggregation, Line
11 incorporates the pre-trained model weights (W)
into the global FL. model, controlled by the factor 7;
defined in Line 9.

Here, (Wpre \ W) refers to the subset of layers from
the foundation model (W) that have the same ar-
chitecture as the corresponding layers in the global FL
model (wy), ensuring that only compatible layers are
used during aggregation. When the foundation and
FL models have the same architecture except that the
input and output layers (i.e., first and last layers) dif-
fer due to variations in input features or the number of
classes, FedBaF excludes these input and output lay-
ers from the aggregation and integrates only the shared

intermediate (hidden) layers. The differing layers are
randomly initialized and then trained using data from
the client pool, as in standard FL.

Foundation and Global Model Architecture
Mismatch. In practice, the foundation model and
the global model architectures may differ beyond the
input and output layers. These differences can arise in
terms of the number of layers or the number of param-
eters per layer. Since foundation models are typically
larger than global FL models — consistent with their
role as highly expressive networks pre-trained on ex-
tensive data (Meng et al.l |2023; |Awais et al., [2025) —
we consider the following two cases:

e Foundation model with more layers: When
the foundation model is deeper than the global FL
model, only a subset of its layers is used during
aggregation. We take advantage of the fact that most
large models have layers grouped into sections. Here,
a section is a contiguous subset of layers within a
model that shares similar structural properties, such
as the number of parameters, functional roles, or
connectivity patterns. FedBaF selects and matches
sections between the foundation and global models,
prioritizing feature extraction sections near the input
layer. Within each matched section, only layers
that align with the global model’s architecture are
integrated into FL training. Methods for selecting
compatible layers during aggregation are explored
in [Park and Joe-Wong (2024); Xu et al.| (2024)).

¢ Foundation model with more parameters per
layer: If the foundation model has layers with more
parameters than the global model, only a subset of
parameters within each section and layer is selected
to match the global FL model. Since different sec-
tions may have varying parameter distributions, the
aggregation is performed iteratively per section and
per layer. To consider these mismatches, Line 11 of
Alg. [1]is expanded:

1: for each section s in shared sections between wy,;..

and w’; do

2:  for each layer [ in section s do

for each parameter subset p in layer [ up to

@

PV parameters do

(s:1,p) 1 1(s,L,p) (s.1,p)
Witl T Tragn \(Wiv1r T aTiWpre

4

5 end for
6: end for
7: end for

Here, Pt(s’l) denotes the number of parameters selected
per layer [ within section s. Only the first Pt(s’l) pa-

rameters in each layer are incorporated into the global
model.
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FedBaF can be analogously modified to handle the
case where the foundation model is smaller than the
global FL. model. By applying these modifications,
FedBaF can seamlessly adapt to different network ar-
chitectures, ensuring that foundation model knowledge
is effectively transferred while maintaining structural
compatibility with the FL model.

Designing 7;. Our careful design of 74 uses the L2
norm of the difference between consecutive normal-
ized weights of w’y11 and wy, divided by v/t + 1. This
change in the model’s weights between rounds reflects
how much the global model adapts to new client up-
dates. The normalization prevents 7, from becoming
too large. The factor v/t 4+ 1 ensures that, as training
progresses, the influence of wy,;.. gradually diminishes,
but not too quickly, and wy; approaches the improv-
ing averaged weights w’; 1. This strategy is critical
to keeping the global model flexible and effective, es-
pecially when client data differs from the data used to
train the foundation model (Karimireddy et al.l 2020)).

Depending on the network architectures (e.g., the
number of weights or scale of the initialized weights),
the scale of 73 can vary. In non-IID situations and
during adversarial attacks, the factor 7, becomes sig-
nificant. In particular, a large 7 can indicate the pres-
ence of non-IID data or an attack, as such scenarios
often result in large differences in consecutive weight
updates. To keep 74 within a suitable range, we intro-
duce the parameter «; in Line 10, which depends on 7y
and the hyper-parameter . We empirically find that
setting «a; such that a;7p is less than 2 in the initial
round (¢ = 0) prevents excessively large values that
could overly bias the global model towards the foun-
dation model. A lower bound of 1 for a;7y also ensures
that the minimum impact of the foundation model is
significant for small t. We thus ensure the influence
of the foundation model in the critical initial training
stages, while still allowing the global model to adapt
as training progresses.

Designing «;. Sampling a; from the uniform distri-
bution %U(l, 2) for every round makes it difficult for
clients to reverse-engineer the foundation model, thus
meeting FedBaF’s model security guarantees. To see
this, Line 11 can be rearranged for wp,. as

!
(14 aym)Wip1 — Wi
QT '

Wpre =

In the worst-case scenario, where all local clients are
malicious and collaborating to extract the foundation
model’s weights, they can access 7, Wii1, and Wy 1.
However, because a; is randomly chosen in each round
t and known only to the server, the foundation model’s
weights cannot be extracted. If a were static, even if
the server did not disclose it, malicious clients could

determine this constant value by solving the residual
equations from two successive rounds,

/ /
I+arm)wir —Wiepr (T4 amp1)Wipo — Wigo
T aTiy1 ’

This would eventually reveal the foundation model’s
weights. More details, along with empirical analysis on
the role of ay and the security advantages of FedBaF
are provided in Appendiz |G

We formally examine this idea in the next section.

4 THEORETICAL ANALYSIS

In this section, we focus on deriving performance guar-
antees for FedBaF, focusing on its convergence prop-
erties. Sec. examines the general convergence be-
havior of FedBaF, while Sec. [£.2] shows specifically on
how FedBaF manages convergence in the presence of
diverse, non-IID local client data distributions.

The following notation, problem setup, and assump-
tions are used throughout our analysis. Given m
clients, let the kth device’s training data be drawn
from Dj. The FL problem can be formulated as the
following global objective,

min =zm—— Zk - anfm (1)

where w are model (usually, deep neural network)
weights and the fp, are L-smooth local objective func-
tions. The convergence analysis presented in this sec-
tion also makes the following standard assumptions
made by (Karimireddy et al., [2020) and detailed in
Appendix [E] Each client locally optimizes w using
stochastic gradient descent, where the stochastic gra-
dients are (i) unbiased and (ii) have bounded variance.
We also assume (iii) bounded gradient dissimilarity:
the norm of the difference between the gradient of the
global objective and the gradients computed using dif-
ferent local objective functions is bounded. Lastly, we
assume that (iv) the foundation model has the same
architecture as the global model, ensuring compatibil-
ity during aggregation. See Appendix for math-
ematical details regarding the assumptions.

4.1 General Convergence Analysis

Proposition 1. Let w* be a (bounded) local minimum
of the global objective function in , Consider an FL
algorithm that converges to w* and let w} be its global
model in each training round t. Suppose we run the
same algorithm but using FedBaF' for the aggregation,
and let wy be the FedBaF global model at round t. Let
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oy satisfy

2 Wl —w* 2
. iy~ w]

(2)

(IwWpre = w*|[2 = [[wiyy — w*[*)m

for all t where |w},; — w*||? < ||Wpre — W*|>. Then
Vit [[wi —wr| < [lwi —wr.

This means that, at any given round t, FedBaF’s model
weights are closer to w*.

Using the same restrictions on local and global learn-
ing rates placed by the FedAvg convergence analy-
sis in (Karimireddy et al.l |2020), the aforementioned
bounded gradient variance, bounded gradient dissimi-
larity, and L-smoothness assumptions ensure that our
method converges to w* faster than FedAvg. Similar
convergence rate arguments for other FL methods with
appropriately modified aggregation can be shown, as
discussed in Sec. [Bl

4.2 Effectiveness of FedBaF with Diverse
Client Data

This section shows the impact of integrating a founda-
tion model close to the optimal weights on the learning
process and convergence behavior in non-IID settings.

In round ¢, client k uses multiple SGD steps to up-
date the global model w; and obtains the local model
wF. Letting S; represent the randomly selected set of
active clients at time ¢, we define J; as the maximum
deviation of the client models from w*:

k
0r 1= max [[w; — w7

Aggregating the updated models from clients accord-
ing to Alg. (1| Lines 8-10 forms the global model wj.
By the triangle inequality, we get

[wi —w™|| < 6.

Assumption: Foundation Model Proximity.
The foundation model’s pre-trained weights, Wy, are
close to the optimal weights w*, i.e., ||Wpe — W*|| <
for a small v > 0. Furthermore, we assume that v < §;
for earlier rounds (small ¢ which makes 7 > 0), i.e.,
the foundation model is closer to the optimal model
than clients’ local weights.

These are reasonable assumptions in practice since se-
lecting a foundation model with a large « would cor-
respond to selecting an unsuitable foundation model
that hampers the training process.

Proposition 2. Let w* be a (bounded) local mini-
mum of the global objective function in . Consider
an FL algorithm that converges to w* and let wj be its

global model. Consider FedBaF based on the same FL
algorithm (with appropriately modified client updates
and Lines 8-10 in Alg. and let w; be the FedBaF
global model. FedBaF’s global model error has an up-
per bound of ||w, — w*| < &EUTY 5,

T+t

Similar to in Sec. we bounded the distance
between the FedBaF global model w; and w* in terms
of §;. Prop. [2| shows that the integration of the foun-
dation model not only helps in stabilizing the learning
process but also accelerates the convergence rate. The
foundation model acts as a stabilizing factor and re-
duces the impact of this variance on the global model’s
convergence. This is particularly significant in the
early stages of learning with non-IID data, when lo-
cal models’ weights are more prone to diverge from
each other.

5 EXPERIMENTAL EVALUATIONS

In this section, we conduct a detailed evaluation of
FedBaF’s performance on both local and global test
datasets, comparing its performance to the no foun-
dation model and weight initialization baseline
algorithms for training FL models.

e No foundation model: The global FL model is
trained from scratch without weight initialization or
FedBaF (i.e., no use of foundation models).

e Weight initialization: The global model’s ini-
tial weights are set to equal the foundation model’s
weights, and the FL training then proceeds as usual.

We aim to 1) illustrate that FedBaF offers security
advantages over weight initialization while attaining
equivalent performance. Furthermore, by verifying
how 7 in line 9 of Algorithm [I] converges to 0, we
also 2) establish FedBaF’s ability to effectively adapt
the influence of the foundation model.

More detailed testing results are provided in Ap-
pendix [C] including the 1) computational efficiency
of FedBaF and 2) additional evaluations using foun-
dation models of varying quality trained on differ-
ent amounts of data and real-world foundation model
weights that are publicly available online.

5.1 Experimental Setup

Our experiments with popular image classification
tasks encompass experiments using the CIFAR-10
and Rome Weather Image (Vazl [2021) datasets. We
use Pre-ResNet and Vision Transformer (Dosovitskiy,
et al., 2021) architectures as Vision Transformers are
popular foundation model architectures known for
achieving remarkable performance (Zhou et al., 2024)
for ImageNet challenges (Dosovitskiy et al., [2021). We
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Figure 3: FedBaF maintains higher test accuracy when used with Fed Avg with different proportions of malicious
clients, ¢ (0%, 10%, 20%, 50%), and attack intensity, A (1, 5), executing misclassification attacks, under IID and
non-IID settings. Three different foundation models, trained with different datasets, are used for three tasks.
Red, blue, and gray bars respectively represent FedBaF, weight initialization, and no foundation model cases.

train the foundation models on the Tiny ImageNet-200
and Weather Image datasets. Our eval-
uations consider both IID and non-IID settings (see
Appendix. To demonstrate FedBaF’s generalizabil-
ity to other tasks, we also evaluate it on a next-word
prediction task using a Transformer language model
pre-trained on the WikiText-2 dataset and tested on
the Penn Treebank dataset.

Attack setup. To assess security robustness of Fed-
BaF, we randomly shuffle local data labels for a subset
of clients, treating them as backdoor attackers aiming
to induce misclassification. We also increase the attack
intensity by varying the number of local epochs for
malicious clients. For image classification tasks (Pre-
ResNet and Vision Transformer), we increase the local
epochs by a factor A > 1, which introduces more bias
from the initial global model and strengthens the at-
tack’s impact. For the language task (Transformer),
we decrease the local epochs by a factor 1/A < 1 to
prevent convergence to a small loss, ensuring the cal-
culated perplexity remains high regardless of misclas-
sification, thereby intensifying the attack. We vary the
proportion of attacking clients, ¢, and evaluate algo-
rithm resiliency when 0%, 10%, 20%, and 50% of the
client base are attackers.

Evaluation metrics. To evaluate testing perfor-
mance, we calculate the global testing accuracy using

a global test dataset after the aggregation phase of
an FL round. In non-IID settings, we also use local
test datasets that are extracted from the global test
dataset and reflect the class distribution of the local
clients. After local training and prior to aggregation,
we test the local models to determine an average lo-
cal testing accuracy. For the Transformer model, we
use global perplezity to assess the performance of the
global language model. Perplexity is inversely related
to how well a probability model predicts a sample.

Details of other deep neural network architectures
employed in our experiments and additional training
specifics are provided in Tables[I]and [2]in Appendix[A]

5.2 Experimental Results

Figures [3] [ and [ display the extensive test accu-
racy /perplexity evaluation results for FedBaF and our
two baselines (no foundation model and weight initial-
ization). We evaluate the three methods using both
FedAvg and FedProx as the base FL
training algorithms. We incorporate FedBaF into Fed-
Prox by modifying Line 8 and the ClientUpdate rou-
tine in Algorithm [1} including both IID and non-I1ID
settings, with one non-adversarial scenario and four
adversarial scenarios. We use FedProx’s aggregation
step: Wiy < D opes, #ﬁtnkwfﬂ — p(WEp — We).
Here, p represents the regularization term that con-
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Figure 4: FedBaF maintains higher test accuracy than both baselines when used with FedProx with different

proportions of malicious clients, attack intensity, and IID as well as non-IID settings.

identical to those in Figure

trols the trade-off between the local and global objec-
tives. FedBaF then incorporates the foundation model
weights as in Lines 9-11 of Algorithm [f}

5.2.1 Testing FedBaF Performance

In non-adversarial scenarios, FedBaF showcased su-
perior testing performance compared to the no foun-
dation model and weight initialization methods across
both IID and non-IID configurations.

Figures [3] and [ respectively show test accuracies of
all three methods using FedAvg and FedProx for both
Pre-ResNet and the Vision Transformer. In compari-
son to Pre-ResNet trained with no foundation model,
FedBaF improved global model accuracy by 1.3% for
FedAvg and 1.6% for FedProx in IID scenarios, and by
21.8% for FedAvg and 22.6% for FedProx in non-ITD
scenarios. For the Vision Transformer, FedBaF im-
proved global performance relative to no foundation
model by 10.8% for FedAvg and 0.0% for FedProx in
IID settings and by 37.5% for FedAvg and 15.8% for
FedProx in non-1ID settings. We observe that both
FedAvg and FedProx benefit from FedBaF’s in-
clusion of the foundation model, with particular
benefits in more challenging scenarios with non-IID
client data. Incorporating the foundation model miti-
gates slower FL convergence caused by non-IID data.

The weight initialization method, which also incorpo-

All other settings are

rates a foundation model but does not keep it private,
exhibits similar performance gains as FedBaF com-
pared to training without a foundation model. For
example, on Pre-ResNet weight initialization exhib-
ited global performance gains of 19.7% for FedAvg and
20.4% for FedProx in non-IID scenarios, while on Vi-
sion Transformers it achieves gains of 18.8% for both
FedAvg and FedProx in non-IID scenarios.

In the next-word prediction task using a Transformer,
FedBaF significantly outperformed training with no
foundation model, reducing perplexity by 76.0% with
FedAvg, whereas weight initialization yielded a 67.8%
decrease relative to training without a foundation
model with FedAvg.

Collectively, these findings indicate negligible differ-
ences between the test accuracies attained by
FedBaF and those achieved with weight initial-
ization. Simultaneously, FedBaF achieves privacy
advantages as, unlike weight initialization, it does
not reveal the foundation model weights to FL clients.
Moreover, FedBaF showed better testing performance
than the weight initialization or no foundation model
methods in 10 out of the 14 experiment settings.

In Appendix we provide additional exam-
ples of FedBaF achieving privacy and test perfor-
mance improvements. They include comparisons with
FedAdam (Reddi et all [2021)), a state-of-the-art FL
method leveraging pre-trained models.
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when used with FedAvg and FedProx with different
proportions of malicious clients and attack intensities.
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5.2.2 FedBaF’s Robustness to Attacks

FedBaF remains effective in maintaining robustness
when faced with misclassification attacks and shows a
more modest performance degradation in comparison
to both baseline methods.

We evaluate the robustness of FedBaF and our two
baselines in the presence of adversarial clients. As
the proportion of attacking clients (¢ in Figures
and increases, test accuracy declines in all cases.
This matches our intuition since neither FedBaF nor
the two baselines are designed to perfectly defend
against these attacks, which become more effective as
more clients act as attackers.

The test accuracy for the no foundation model base-
line method drops significantly when 50% of the clients
are attackers and the attack intensity A = 5. For Pre-
ResNet under such attacks, the global performance
drop, when compared to the case with no attackers, is
11.8% for FedAvg and 11.2% for FedProx in IID sce-
narios and 38.2% for FedAvg and 37.4% for FedProx in
non-IID scenarios. With the Vision Transformer, these
accuracy drops are 32.4% for FedAvg and 34.2% for
FedProx in IID and 21.9% for FedAvg and 25.0% for
FedProx in non-IID scenarios. Thus, training with
no foundation model results in vulnerability to
attacks in both IID and non-IID settings. This
matches our expectations since it has no built-in de-
fenses.

In contrast, FedBaF experiences a much more
modest performance decline under attack,
demonstrating its robustness. For Pre-ResNet, Fed-
BaF’s global performance decreases by 6.0% for Fe-
dAvg and 6.4% for FedProx in IID settings and by
16.5% for FedAvg and 16.3% for FedProx in non-IID
settings, where the decrease is again measured for the
most intense attack (¢ = 50%, A = 5) relative to no
attack. These accuracy drops are less than half of
those experienced by the no foundation model method.
With the Vision Transformer, FedBaF’s global perfor-
mance decreases by only 4.9% for FedAvg and FedProx
in TID settings and by 25% for both FedAvg and Fed-
Prox in non-IID settings.

Finally, we comment that the results also show that
the weight initialization method, which naively incor-
porates the foundation model and reveals the foun-
dation model weights to clients, does confer some ro-
bustness to attacks. Weight initialization shows a per-
formance decrease of 6.4% for FedAvg and 6.9% for
FedProx in IID settings and 17.5% for FedAvg and
17.2% for FedProx in non-IID settings globally for Pre-
ResNet. With the Vision Transformer, the decreases
are 14.6% for both Fed Avg and FedProx in IID settings
and 18.4% for both FedAvg and FedProx in non-I1ID
settings globally.

These findings demonstrate that, similar to weight ini-
tialization, FedBaF offers considerable attack ro-
bustness compared to training with no foundation
model. In 8 out of 12 cases, FedBaF suffers the mini-
mal loss in performance when compared with the other
two baselines, indicating its superior effectiveness in
maintaining robustness under adversarial conditions.

6 CONCLUSION

This paper introduced Federated Learning Aggrega-
tion Biased by a Foundation Model (FedBaF). Fed-
BaF enhances adaptability and security in dynamic
FL scenarios without sharing the foundation model
with clients. This is crucial in environments with ever-
changing data and non-IID scenarios, where founda-
tion models are used across several domains as seed
models. Our findings show that FedBaF increases re-
silience against adversarial attacks while matching or
outperforming traditional weight initialization perfor-
mance in both IID and non-IID settings.
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(a) The code, data, and instructions needed to
reproduce the main experimental results (ei-
ther in the supplemental material or as a
URL). [Yes, this will be included in the sup-
plementary.]

(b) All the training details (e.g., data splits, hy-
perparameters, how they were chosen). [Yes,
this will be included in the supplementary.]

(¢) A clear definition of the specific measure or
statistics and error bars (e.g., with respect to
the random seed after running experiments
multiple times). [Yes]

(d) A description of the computing infrastructure
used. (e.g., type of GPUs, internal cluster, or
cloud provider). [Yes, this will be included in
the supplementary.]

4. If you are using existing assets (e.g., code, data,
models) or curating/releasing new assets, check if
you include:

(a) Citations of the creator If your work uses ex-
isting assets. [Yes]

(b) The license information of the assets, if ap-
plicable. [Not Applicable]

(¢) New assets either in the supplemental mate-
rial or as a URL, if applicable. [Yes]

(d) Information about consent from data
providers/curators. [Not Applicable]
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Appendix Overview

This appendix provides additional details and results to complement the main text, offering further insight into
the experimental setup, theoretical analysis, and security considerations for FedBaF. The appendix is organized
as follows:

Experimental Setup in Section [A]

This section details the experimental configurations, including data distributions, network architectures for vision
and language tasks, and hyper-parameters under IID and non-IID settings.

Formulas for Evaluating Computational Complexity in Section

We present the mathematical formulas used to compute the computational complexity of the FedBaF algorithm,
specifically focusing on multiply-accumulate (MAC) operations across clients and training rounds.

Additional Experimental Evaluations in Section [C|

This section includes supplementary experimental results, analyzing the effect of varying foundation model quality
on FedBaF’s performance and comparisons using the official pre-trained foundation model. Computational
complexity is also compared to scenarios without foundation models and weight initialization. Additionally, we
include further experiments employing FedAdam (Reddi et al., [2021)).

Training Curves in Section

We provide training curves that display the progression of model accuracy over training epochs for the Pre-
ResNet and Vision Transformer models, illustrating comparisons between FedBaF, weight initialization, and
without foundation model cases under IID and non-IID conditions.

Convergence Analysis in Section

This section provides a theoretical analysis of FedBaF’s convergence properties, detailing how the algorithm per-
forms under different client data distributions and demonstrating the theoretical guarantees for its performance.

Proofs of Propositions in Section [F]

In this section, we include the formal proofs of Propositions [I| and [2] outlined in the theoretical analysis in
Section [@ which support the claims made regarding FedBaF’s performance and convergence behavior.

Security Analysis in the Presence of Adversarial Attacks in Section [G]

This section provides an in-depth security analysis of FedBaF, focusing on its robustness against adversarial
attacks such as misclassification and backdoor attacks. We compare FedBakF’s resilience to malicious clients with
traditional methods, showing how FedBaF mitigates the negative impact of attacks and preserves global model
integrity.
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A Experimental Setup

Table 1: The specific conditions under which our experiments were conducted, including data distribution and
model training settings.

Performance Comparison
. . . From Tiny From From From ImageNet
Evaluation Pretrained Model Training ImageNet-200 Weather Image | WikiText-2 (PyTorch)
11D [Non-1ID| 11D [Non-1ID - 11D [Non-11D
Number of clients 1 100 10 100 100
Fraction of active clients C 1 0.1
Number of classes 100 11 - 10 2 5 2 - 10 2
for each client
Number of samples 50,000 2,500 640,000 _ _ N N
for each client ~ 100,000 ~ 5,000 ~ 1,280,000 125~2%0 10~20 7,680 ~ 8960 125 ~250
Tiny i Rome Penn
Data ImageNet-200 Weather Image| WikiText-2 CIFAR-10 Weather Image Treebank CIFAR-10
Model Pre-ResNet Vision Transformer Pre-ResNet Vision Transformer Vision
Transformer Transformer Transformer
Local epochs E 300 300 300 5
Local mini-batch size B 128 50 50 128 125
Communication rounds 1 200 | 250 200 [ 250 200 200 [ 250
Optimizer SGD
Momentum 0.9
Weight decay le-4
Learning rate 0.1 0.01 I 0.01 I 0.1 I 0.01
Learning rate 0.1x . .
decay schedule [150, 225] [150, 225] Not applied Not applied
Batch normalization layer Non-static
p for proximal term . .
in FedProx Not applied 0.01 Not applied 0.01

In this section, we provide details about our experimental setup and network architectures. For vision tasks
using Pre-ResNets and Vision Transformers, we conduct evaluations in both IID and non-IID environments. In
ITID settings, each client’s data distribution is uniform across all classes, with an equal number of samples from
each class. In non-ITD settings, clients receive samples from only 20% of the dataset’s classes for CIFAR-10
and 50% of the dataset’s classes for Rome Weather Image, but maintain an equal number of samples for each
class they have. During local training in these settings, clients zero out logits for classes not present in their data.
For language tasks using Transformers, each client has specific numbers of tokenized words grouped sequentially.
Details of the experimental settings can be found in Table [T}

For the network architecture configuration, details for Pre-ResNets and Transformers can be found in Table
For Vision Transformer, we used the standard ViT_B_16 model with no modifications except changing the last
output layers according to the new data. This model was obtained from the PyTorch library. Additionally, we
also tested FedBaF with official pre-trained foundation model weights that are available online (not developed
by us). We specifically used the ImageNet pre-trained weights for a standard Vision Transformer from PyTorch’s
official model repository: (ViT_B_16_Weights. IMAGENET1K SWAG_E2E_V1).

Table 2: This table presents the detailed structures of the neural networks (Pre-ResNet and Transformer) utilized
in our Federated Learning experiments and making foundation models.

Model Section 1 Section 2 Section 3 Section 4 Section 5 Section 6 Section 7 Section 8
3
% [3 % 3,64] [3 x 3,128] [3 x 3,256] [3x3,512]|
8 2 5
b [3%3,64] x1 [[3><3,64] x2 [3x3128]| %2 [3x3 zse] [3x3 512) Netasses-d fc
o
Model Encoder Decoder Classifier
Attention FeedForward Attention FeedForward Attention FeedForward Attention FeedForward
g
S 192-d fc [3 x 3,64] 192-d fc [3 x 3,64] 192-d fc [3 x 3,64] 192-d fc [3 % 3,64]
2 | sadfc Bx364)| X% | eadfc [3x364]| %2 | NeokendTC | Neoken-dfe | "y g Bx3e4 |1 | eadfc [3x 364]| X 1 Neoken-d fC
o
=
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B Formulas for Evaluating Computational Complexity

In this section, we provide metrics for evaluating the computational complexity, as discussed in Section [C.4]

To evaluate computational complezity, we track the number of multiply-accumulate (MAC) operations, denoted
as MACS. MACS represents the number of MAC operations required to process all the local data samples held
by client k. The average MAC per client, denoted as MACS, is calculated by averaging the MACS values for all
clients participating in a single round of FL:

VIACS = — > MACS;
m k=1

Here, m is the number of participating clients in the given round. For each local training epoch, the computational
complexity, referred to as MACE (Multiply-Accumulate Complexity per Epoch), is calculated as:

MACE = m x i x MACS.

Here, 7 is the median number of data samples per client. This metric reflects the computational load incurred
by m clients during local training in each epoch.

To compute the total computational load for the entire FL system, denoted as TMAC (Total Multiply-Accumulate
Complexity), we multiply the number of local epochs F, the number of aggregation rounds 7', and the previously
calculated MACE:

TMAC =T x E x MACE.

This provides the total number of MAC operations required for the entire training process across all clients and
rounds, accounting for both the number of local epochs and the aggregation rounds in the FL system.
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C Additional Experimental Evaluations

In this section, we present additional experimental results that provide further insight into the performance
of FedBaF across various tasks and scenarios. These evaluations focus on the impact of different qualities of
foundation models, the application of the real pre-trained foundation model, and computational complexities.
We compare the use of foundation models in both IID and non-IID settings with weight initialization and cases
where no foundation model is used.
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C.1 Differentiating the Quality of Pre-Trained Foundation Models

We conducted experiments to evaluate the generalized performance of FedBaF by varying the quality of foun-
dation models. Tables[3] [ and [5] present the results for image classification tasks using Pre-ResNet and Vision
Transformer models, as well as a next-word prediction task using a Transformer model.

Table 3: Image classification test accuracy results for Pre-ResNet using the no foundation, weight initialization,
and FedBaF methods (best of 3 trials).

FedAvg

. - . 11D - Global Testing Accuracy Non-11D - Local Testing Accuracy Non-11D — Global Testing Accuracy
Pre-trained Clients (©) No Weight FedBar No Weight FedBar No Weight FedBar

Samples Attack Intensity () Foundation | Initialization edba Foundation | Initialization edbal Foundation | Initialization edba

=0%, 2=1 82.9 84.1 84.0 95.6 98.0 98.2 57.3 68.6 69.8

=10%, A=1 81.7 824 82.8 95.1 97.5 98.1 49.0 62.1 63.8

50,000 =20%, A=1 80.1 81.0 82.0 94.0 97.3 97.6 43.6 57.3 58.2

=50%, A=1 73.0 78.2 78.6 85.9 90.3 91.3 394 56.6 57.7

(=50%, A=5 73.1 78.7 79.0 87.7 934 94.0 354 56.6 58.3

=0%, }=1 82.9 85.9 85.9 95.6 98.4 98.6 57.3 719 734

=10%, A=1 81.7 84.3 84.8 95.1 98.0 98.3 49.0 64.2 67.0

100,000 =20%, A=1 80.1 83.5 83.7 94.0 97.5 97.9 43.6 59.8 61.9

=50%, A=1 73.0 80.6 80.8 85.9 91.1 92.0 39.4 60.1 60.8

(=50%, A=5 73.1 80.6 80.8 87.7 94.0 94.8 35.4 56.4 61.0

FedProx

. I . 11D - Global Testing Accuracy Non-11D - Local Testing Accuracy Non-11D — Global Testing Accuracy
Pre-trallned Clients (§) No Weight FedBaF No Weight FedBaF No Weight FedBaF

Samples Attack Intensity () Foundation | Initialization eaba Foundation | Initialization edba Foundation | Initialization eaba

=0%, 2=1 82.8 84.2 84.1 95.4 98.0 98.2 57.0 68.6 69.9

=10%, A=1 815 82.4 82.9 95.4 97.5 98.2 49.8 62.1 63.7

50,000 =20%, A=1 80.1 81.1 82.0 94.0 97.4 97.6 45.0 57.3 58.1

=50%, A=1 735 78.0 78.7 87.6 90.3 91.5 40.8 56.7 57.7

=50%, A=5 735 784 78.7 88.0 93.2 94.0 35.7 56.8 58.5

=0%, 2=1 82.8 85.9 85.8 95.4 984 98.6 57.0 719 734

=10%, A=1 815 84.4 84.8 95.4 98.0 98.3 49.8 64.4 67.3

100,000 =20%, A=1 80.1 83.8 84.0 94.0 97.6 97.9 45.0 59.8 61.9

=50%, A=1 735 80.5 80.6 87.6 90.9 92.3 40.8 59.9 60.7

=50%, A=5 735 80.5 80.9 88.0 94.6 94.8 35.7 55.1 60.5

Table 4: Image classification test accuracy results for Vision Transformer using no foundation, weight initializa-

tion, and FedBaF methods (best of 3 trials).

FedAvg
Pre-trained | Malicious Clients (0) 11D - Global Te_sting Accuracy Non-IID - Local _Testing Accuracy Non-11D — GIobaI_Testing Accuracy
Samples | Attack Intensity (1) No Weight FedBaF No Weight FedBaF No Weight FedBaF
Foundation | Initialization Foundation | Initialization Foundation | Initialization

=0%, 2=1 74.0 82.0 82.0 93.4 99.1 98.9 64.0 76.0 88.0

=10%, A=1 72.0 78.0 80.0 94.9 96.7 96.8 62.0 72.0 82.0

2,500 =20%, A=1 72.0 74.0 78.0 914 96.7 94.0 58.0 74.0 74.0
=50%, A=1 72.0 70.0 74.0 90.3 914 92.0 60.0 64.0 66.0

=50%, A=5 50.0 70.0 78.0 914 91.3 89.7 50.0 62.0 66.0

=0%, 2=1 74.0 72.0 72.0 934 98.0 98.0 64.0 78.0 76.0

=10%, A=1 72.0 72.0 74.0 94.9 94.3 93.9 62.0 74.0 76.0

5,000 =20%, A=1 72.0 78.0 72.0 914 90.6 92.0 58.0 72.0 68.0
=50%, A=1 72.0 68.0 68.0 90.3 92.3 90.0 60.0 64.0 68.0

=50%, A=5 50.0 72.0 70.0 914 92.3 90.5 50.0 66.0 66.0

FedProx
Pre-trained | Malicious Clients (0) 11D - Global Tgsting Accuracy Non-11D - Local Testing Accuracy Non-I1D - GIobaI'Testing Accuracy
samples | Attack Intensity (1) No Weight FedBaF No Weight FedBaF No Weight FedBaF
Foundation | Initialization Foundation | Initialization Foundation | Initialization

=0%, 2=1 76.0 82.0 82.0 935 99.1 98.9 64.0 76.0 88.0

=10%, A=1 76.0 78.0 80.0 95.0 96.7 96.8 64.0 72.0 82.0

2,500 =20%, A=1 74.0 74.0 78.0 91.3 96.7 94.0 58.0 74.0 74.0
=50%, A=1 62.0 70.0 74.0 89.2 91.4 92.0 56.0 64.0 66.0

=50%, A=5 50.0 70.0 78.0 90.3 91.3 89.7 48.0 62.0 66.0

=0%, 2=1 76.0 72.0 72.0 935 98.0 98.0 64.0 78.0 76.0

=10%, A=1 76.0 72.0 74.0 95.0 94.3 93.9 64.0 74.0 76.0

5,000 =20%, A=1 74.0 78.0 72.0 91.3 90.6 92.0 58.0 72.0 68.0
=50%, A=1 62.0 68.0 68.0 89.2 92.3 90.0 56.0 64.0 68.0

=50%, A=5 50.0 72.0 70.0 90.3 92.3 90.5 48.0 66.0 66.0

To assess the impact of foundation model quality, we varied the number of pre-trained samples used for each
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model and assessed each method’s performance under a varying number of malicious clients and attack intensity.
Interestingly, larger sample sizes do not always lead to better results, as seen in Table [3] where excessive pre-
training can negatively impact performance. This trend is further evidenced in Tables [4] [5} The reason behind
this is likely due to overfitting or reduced adaptability to new tasks. Despite these variations, FedBaF consistently
outperforms models without foundation models and delivers similar testing performance to weight initialization.

Training curves for selected cases can be found in Section

Table 5: Next-word prediction perplexity results for Transformer models using no foundation, weight initializa-
tion, and FedBaF methods (best of 3 trials). Lower perplexity is better.

FedAvg
Pre-trained | Malicious Clients (§) No GIOb?:vl—f;:tnlgni?;ﬁlexny

Samples | Attack Intensity (1) Foundation Zation FedBaF
=0%, A=1 536.5 172.8 128.6
=10%, A=1 549.4 191.8 137.8

640,000 =20%, A=1 531.3 213.7 159.4
=50%, A=1 501.6 330.6 298.4
(=50%, A=5 680.4 311.7 275.1
=0%, A=1 536.5 202.6 183.3
=10%, A=1 549.4 227.3 201.4

1,280,000 =20%, =1 5313 258.3 2242
=50%, A=1 501.6 3719 3373
=50%, A=5 680.4 343.9 322.8
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C.2 Using the Official Pre-Trained Foundation Model

Table 6: Image classification test accuracy results for Vision Transformer using official pre-trained foundation
model weights from PyTorch. Comparisons are made between no foundation model, weight initialization, and
FedBaF methods (best of 3 trials).

FedAvg
. NMalin: . 11D - Global Testing Accuracy Non-I1D - Local Testing Accuracy Non-11D — Global Testing Accuracy
Pge_trallnw Attacl Tntensity () No Weight FedBaF No Weight FedBaF No Weight FedBaF
amples ack Intensity () Foundation | Initialization Foundation | Initialization Foundation | Initialization
=0%, A=1 47.9 81.5 81.3 84.2 96.9 96.0 413 70.8 71.5
=10%, A=1 47.6 81.2 80.5 85.5 96.3 96.6 38.6 67.0 68.7
1,281,167 =20%, A=1 45.6 80.3 80.1 85.0 94.9 94.1 36.3 63.7 654
=50%, A=1 423 77.2 76.4 73.7 83.3 80.4 33.7 49.8 514
=50%, A=5 37.8 74.3 72.7 74.7 85.6 82.4 28.7 40.4 50.4
FedProx
. - . 11D - Global Testing Accurac Non-I1D - Local Testing Accurac! Non-11D — Global Testing Accurac
Pre-trained | Malicious Clients ({) No Weightg Y No Weight 9 Y No Weight 9 Y
Samples Attack Intensity () Foundation | Initialization FedBaF Foundation | Initialization FedBaF Foundation | Initialization FedBaF
=0%, A=1 47.4 80.9 80.5 78.3 89.0 87.3 41.2 68.7 71.2
=10%, A=1 46.7 80.4 80.3 75.9 85.5 83.1 377 61.0 62.2
1,281,167 =20%, =1 45.1 79.4 79.7 73.1 81.1 79.2 354 59.0 59.7
=50%, =1 41.7 76.7 75.9 62.5 64.9 64.9 32.8 48.8 49.2
(=50%, A=5 36.8 73.5 69.8 63.9 66.6 67.4 28.5 37.3 46.5

We also evaluated the performance of FedBaF using the official pre-trained foundation model that was not de-
veloped by us. Specifically, we used ImageNet pre-trained weights for the Vision Transformer model, obtained
from PyTorch’s official model repository. As shown in Table [} FedBaF outperforms scenarios without founda-
tion models and delivers similar performance to weight initialization using pre-trained weights. These results
demonstrate that FedBaF can effectively integrate widely adopted pre-trained models.
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C.3 Generalized Applicability of FedBaF with FedAdam

To further assess the generalized applicability of FedBaF, we conducted additional experiments using the
FedAdam Reddi et al| (2021) algorithm. Specifically, we evaluated its performance on image classification
tasks with CIFAR-~10 and Rome Weather Image datasets using Pre-ResNet and Vision Transformer, as well as
on a language modeling task with a Transformer model pre-trained on the WikiText-2 dataset. We followed the
same experimental setup, attack scenarios, and hyperparameters described in Section [5] and Appendix [A]

For FedAdam, we set the global aggregation update learning rate to 0.01 for CIFAR-10 and Rome Weather
Image datasets and 0.1 for the WikiText-2 dataset. Additionally, we configured the momentum parameters as
51 = 0.9 and B> = 0.99 for all experiments.

Table 7: Image classification test accuracy results for Pre-ResNet using the no foundation, weight initialization,
and FedBaF methods employing FedAdam (best of 3 trials).

FedAdam

Pre-trained | Malicious Clients (C) 11D - Global Tgsting Accuracy Non-11D - Local Testing Accuracy Non-11D — GIobaI_Testing Accuracy

Samples Attack Intensity ()) No Weight FedBaF No Weight FedBaF No Weight FedBaF
Foundation | Initialization Foundation | Initialization Foundation | Initialization

=0%, }=1 78.7 84.6 83.2 95.9 98.1 98.3 575 69.1 69.8

=10%, A=1 79.7 83.3 83.2 95.1 97.9 98.1 47.7 63.8 66.4

50,000 =20%, A=1 78.5 82.6 82.6 94.3 97.3 98.1 425 60.0 62.2

=50%, A=1 70.6 80.0 79.8 83.7 90.4 935 345 52.6 54.2

=50%, A=5 67.3 78.6 79.4 86.7 94.4 91.9 273 50.5 53.9

=0%, A=1 78.7 86.0 85.0 95.9 98.4 98.6 575 70.0 714

=10%, A=1 79.7 85.1 84.7 95.1 98.2 98.2 477 65.9 70.5

100,000 =20%, A=1 78.5 83.9 84.2 94.3 98.0 97.9 425 63.7 65.7

=50%, A=1 70.6 82.0 81.9 83.7 89.7 92.2 345 56.7 57.7

(=50%, A=5 67.3 80.8 81.6 86.7 94.1 93.8 27.3 54.3 57.4

Table 8: Image classification test accuracy results for Vision Transformer using no foundation, weight initializa-
tion, and FedBaF methods employing FedAdam (best of 3 trials).

FedAdam
Pre-trained | Malicious Clients () 11D - Global Te_sting Accuracy Non-11D - Local Testing Accuracy Non-11D — GIobaI_Testing Accuracy
samples | Attack Intensity (1) No Weight FedBaF No Weight FedBaF No Weight FedBaF
Foundation | Initialization Foundation | Initialization Foundation | Initialization

=0%, =1 58.0 64.0 62.0 92.2 93.6 96.9 52.0 62.0 62.0

=10%, A=1 58.0 66.0 66.0 90.2 93.3 93.1 54.0 62.0 60.0

2,500 =20%, A=1 56.0 64.0 66.0 87.3 93.3 92.3 48.0 56.0 56.0
=50%, A=1 56.0 64.0 58.0 84.7 85.9 86.9 54.0 56.0 60.0

=50%, A=5 48.0 58.0 64.0 86.7 85.5 84.4 44.0 48.0 56.0

=0%, =1 58.0 68.0 70.0 92.2 95.0 95.0 52.0 64.0 62.0

=10%, A=1 58.0 66.0 62.0 90.2 92.2 95.7 54.0 60.0 60.0

5,000 =20%, A=1 56.0 64.0 64.0 87.3 90.5 90.6 48.0 56.0 58.0
=50%, A=1 56.0 60.0 56.0 84.7 90.2 85.9 54.0 52.0 58.0

=50%, A=5 48.0 64.0 54.0 86.7 86.5 88.5 44.0 52.0 50.0

Table 9: Next-word prediction perplexity results for Transformer models using no foundation, weight initializa-
tion, and FedBaF methods employing Fed Adam (best of 3 trials). Lower perplexity is better.

FedAdam
Pre-trained | Malicious Clients (§) Global T_estlng l_’e_rp_lexlty
Samples Attack Intensity () No . Welght_lnmall FedBaF
Foundation zation

=0%, =1 157.9 45.9 43.4

=10%, A=1 167.8 45.6 45.7

640,000 =20%, =1 199.0 50.9 48.7

=50%, A=1 218.9 91.2 85.4

=50%, A=5 262.7 94.7 91.0

=0%, =1 157.9 38.4 34.0

=10%, A=1 167.8 38.4 37.3

1,280,000 =20%, A=1 199.0 44.8 42.8

=50%, A=1 218.9 93.0 95.8

=50%, A=5 262.7 82.0 83.3
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Tables [7] [§ and [0] present the experimental results obtained using FedAdam across different datasets, model ar-
chitectures, and attack scenarios. The results demonstrate that FedBaF remains effective across various federated
optimization frameworks, reinforcing its adaptability in federated learning.

Among the 70 tested cases, FedBaF achieved similar or superior performance in 68 cases when compared to weight
initialization approaches, outperforming cases without foundation models. This trend aligns with the findings
in Section |5, further highlighting FedBaF’s robustness across different optimization strategies and experimental
settings.

These findings confirm the reliability of FedBaF in federated learning, ensuring its applicability to both vision
and language tasks under diverse conditions.
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C.4 Computational Complexity

Table 10: Pre-ResNet and Vision Transformer computational complexities using no foundation model, weight

initialization, and FedBaF methods. Note: T represents trillion.
a) Pre-ResNet

Pre-trained np Non-11D
No Weight No Weight
Samples Foundation Initialization FedBaF Foundation Initialization FedBaF
FedAvg 50,000 151T 020T 0.18T 263T 0.26 T 027T
100,000 151T 011 T 0.13T 263T 021 T 020T
FedProx 50,000 152T 021T 0.18T 264T 0.26 T 027T
100,000 152T 011T 0.13T 2.64T 021T 0.20T
b) Vision Tranformer
. 11D Non-11D
Pre-trained - -
No Weight No Weight
Samples Foundation Initialization FedBaF Foundation Initialization FedBaF
FedAv 2,500 734T 020T 023T 8.08T 020 T 0.49T
9 5,000 734T 026 T 020T 8.08T 0.14T 026 T
FedProx 2,500 6.66 T 020T 023T 891T 020T 049T
5,000 6.66 T 026 T 020T 891T 0.14T 026 T

FedBaF demonstrates remarkable efficiency in terms of computational complexity, requiring significantly fewer
computations than scenarios without foundation models and performing similarly to weight initialization methods.

To demonstrate that FedBaF’s computational demands are minimal, even when integrating the foundation model
in every training round, we assess its computational complexity. Table [I0] presents the computational complexi-
ties, measured in TMAC (Total Multiply-Accumulate Operations) from Section for six non-adversarial scenar-
ios in both IID and non-IID settings. To calculate these complexities, we consider the number of training rounds
required to achieve specific global testing accuracies: 75% for IID and 50% for non-IID scenarios in Pre-ResNet
cases. For Vision Transformer cases, we set the thresholds to 60% IID accuracy and 60% non-IID accuracy.

Compared to the no foundation model cases, FedBaF requires significantly fewer computations across
both IID and non-IID scenarios. Specifically, for Pre-ResNet IID and non-IID cases, computations are reduced by
88.1-91.4% and 89.7-92.4% for FedAvg, and by 88.2-91.4% and 89.8-92.4% for FedProx, respectively. Similarly,
for Vision Transformer, IID and non-IID scenarios see a reduction of 96.9-97.3% and 93.9-96.8% for FedAvg,
and 96.5-97.0% and 94.5-97.1% for FedProx in computations. Therefore, these findings indicate that FedBaF’s
computational demands are relatively minimal despite the foundation model being integrated into every training
round.

These findings clearly indicate that FedBaF’s computational demands are minimal, even when integrating
the foundation model into every training round, making it a highly efficient solution in both IID and non-IID
environments.
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D Training curves

In this section, we present the evolution of model accuracy over epochs for the experiments described in Section [C]
as shown in Figure [f] The experiments involve both Pre-ResNet and Vision Transformer models, focusing on
two setups: 1) Pre-ResNet, with foundation models pre-trained using TinyImageNet-200 (50,000 pre-trained
samples), and 2) Vision Transformer, with foundation models pre-trained using the Weather Image dataset
(2,500 pre-trained samples). We present results for both IID and non-IID settings, using FedAvg and FedProx
as the aggregation methods.

These training curves illustrate the progression of model accuracy throughout the training process, comparing
the behaviors of models using weight initialization and FedBaF. The curves demonstrate that FedBaF performs
similarly to traditional weight initialization methods and achieves higher accuracies than when no foundation
model is used.

a) Pre-ResNet (From TinylmageNet-200; 50,000 pre-trained samples)
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Figure 6: This figure shows the evolution of model accuracy over training epochs for Pre-ResNets and Vision
Transformers under IID and Non-IID scenarios. It compares the performance using no foundation model, weight
initialization, and FedBaF with FedAvg and FedProx.
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E Convergence Analysis

This section provides a convergence analysis for the FedBaF' algorithm under non-convex settings using Stochastic
Gradient Descent (SGD). The study demonstrates how integrating a foundation model during aggregation can
improve convergence rates, even in non-IID scenarios.

E.1 Problem Setup

Consider the global objective function in federated learning, which is defined as:

F(w) =

Zk o Z e fp, (W (3)

where m is the number of clients, fp, (w) represents the local objective function on client k, ny is the number
of data samples at client k, w € R? are the model weights, F(w) is the global objective function. To simplify
our analysis, we assume all clients participate in every global round.

We define w](:’e) as the model weights of client k at global round ¢ and local update step ¢. Therefore, before
the first local update step in each global round, each client’s model weights w} are equal to the global model
weights w; and

wi = wh = w,. (4)

E.1.1 Assumptions

We make the following standard assumptions to facilitate the convergence analysis:
L-Smoothness: Each local objective function fp, (w) is L-smooth with respect to w, meaning:
T L 2 d
I (v) < fp (W) + Vp,(w) (v —w)+ S ]lv—w[" Vw,veR" (5)

and
IV fp,(v) = Vip, (w)| < L|v—wl|, Vw,veR" (6)

Unbiased Mini-Batch Gradients: The stochastic gradients computed over mini-batches during local updates
are unbiased estimates of the true gradients.

E [gp, (W;b)] = Vfp,(w) VYweR% (7)

Bounded Gradient Norm: The gradients of the local objective functions are bounded by a constant (.
Specifically,

IVfp, (w)| <8 VweR (8)
Bounded Gradient Noise:
Ellgp, (Wi bue) 2] < G2 + B[V F(w))? (9)

where G? and B? are constants that bound the dissimilarity, by ¢ denotes the j-th mini-batch on client k, and ¢
indexes the local update steps during global round ¢.

Foundation Model Alignment: The foundation model shares the same architecture as the global model,
guaranteeing seamless integration during aggregation.
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E.2 FedBaF Aggregation Step with Multiple Local Updates

The FedBaF algorithm operates in global rounds, where each global round ¢ includes multiple local iterations
denoted by ¢. Each client performs multiple local updates in each global round.

The global model is updated at round ¢ using the rule:
1

m (Wi + Ty Wpre) (10)

Wiyl =

where wj is the aggregated model from the client updates, Wy, is the foundation model’s weights, o is a scaling
factor, and 7, represents the correction factor based on the foundation model.

Each client k& performs multiple local SGD updates over local iterations £ = 0,1,..., A — 1, where A is the
number of local updates for each client k. For each local update, the local model is updated as:
wi Y = wi —ngp, (Wi bre), (11)

where gp, (w,(f’é); bi.¢) is the stochastic gradient computed on the mini-batch by, ¢, at local iteration £.

At the end of the local updates, each client sends the model W](:Ak)

computed as the weighted average of the client updates:

to the server, where the global model w} is

m Akl

=w, =1 Dk Z 90, (Wi bre), (12)
k=1

where pi, = % is the weight of client k.

Substituting this into the FedBaF update rule:

1 m Ap—1 .0
Wil = Ta— (Wt + QT Wpre — n;pk g 9D, (W5 bk p) (13)

For small values of ay7; < 1, we use the fact that:

o0
g OétTt
1 + QT

=1—aym + Z(—aﬂt)i (14)
i=2
~1—qm
which simplifies the update rule to:
m Ap—1
Wil R WL =1 Y Dk Z 9D, (W5 by )
k=1 (15)

m Akfl
— T ([Wt Iy Z gp, (W by e)] -(1- atTt)Wpre> :
k=1

The update rule can now be interpreted as multiple local gradient descent steps combined with a bias correction.
Here, we define the correction term y; as follows:

Ak 1
Xt = QT (le nzpk Z ng B0, 3 by e)] - (1 - atTt) Wpre) . (16)
k=1

X¢ acts as a correction that adjusts the dlrectlon of the gradient descent to leverage the foundation model’s
knowledge. The update rule becomes:

m Akl

Wil AW =Y Pk Z g0, (W b)) = xe (17)
k=1
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E.3 Decrease in Objective Function

Using the smoothness property of F(w):

L
F(wit1) < F(wy) + VF(wy) (Wi — we) + §||Wt+1 —wi? (18)

We substitute the update rule:

m Ak 1
Wil — —nzpk Z I, (W 0 sbke) — Xt (19)
k=1
Thus:
m Ak 1
F(wii1) SF(wi) =nVEw) "> pr Z 90, (W bie) — VE(we) xe
k=1
t,0
*Ianpk Z 90, (W5 b)) — el
k=1
Given the update rule, the change in the objective function can be bounded using the triangle inequality:
m Ak 1
F(wiy1) — F(wy) S —nVF(wy) Zpk Z gp, (W ’6); bre) — VF(we)  xe
k=1
+ LD pw Z 9 (W50 0|12+ Ll x|
k=1

E.3.1 Taking Expectations

We now take expectations of both sides of , based on the unbiasedness of mini-batch gradients and the
assumptions about bounded gradient norms and smoothness.

We now compute the expectation of the change in the objective function:

m Ap—1
OO COSS SPAEER)
k=1

= VEF(w,)" (—n@pmkw(w» + (Y pAVE(w) =0 Y ok Y E |gp, (w;i”);bk,e)]) (22)
k=1 k=1 k=1 £=0
m Ak 1
ZpkAk IVE(w)||? + VF(w;) ( ZpkAk Zkaka (wt) Zpk Z Vi, (w (M) )
k=1 k=1

Next, we simplify the remaining term:

m Ap—1 m
D he1 PrAR Y
3 A 9o u2+n;pk > )" (ELA 0, () — o, ()

(23)

m — m_ A
PRIV + gz [w(wt)|2+||Z'€Alf”vm<wt>—vm<w§:’”>ﬂ.
k=1 k=1 =0
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Finally, using the fact that the gradient is bounded, we get:

Ag

sz
1 =

—1
£=0

3

|| ZZ":1 pkAk
Ay

r—1
Z {Ilwvmwt)n% IV £, (wi )2 (24)

(E’“—}\p’“A’“) +Ak>.

k

(RS

Pk“) IVE(w)|* + Vo (we) = Vfp, (w2

MSTT

o3

[N\
|
7~
N3
1z 11z

IN
\

pkAk> |V (wo)|? + g

ES
Il
-

IN

|
/N N
N3

]z

pkAk> [V F(wy)]|? +775

HM

~
Il
-

This provides a bound on the expected decrease in the global objective function.

Similarly,

m Ak 1
E | LY p Z 9, (W “;bk,wn?]
k=1
Ak 1
< LmUQZlE 728 Z gD, (W Z)§bk,€)||2]
- (25)
< Lo Yot 3 E [lon, w50
k=1 =0
<L 2y 2A2(G? + B?|VF 2
< Lmn* Y piAi(G? + B?|VF(wy) %)
k=1
Plugging these bounds into gives
m Ar—1
E[F(wei1) = F(wi)] S —nVE(w) "> py Z 90 (W5 b e) = VF(we) TE [xi]
k=1
m Ak 1
+ LY pr Z a0 (Wb ) 1 + LE [[[xe %]
k=1
m ’m_ A 2
<- (Zzpmk> IVEmI + 78 i (@“A]Z’“ S 4 A) - VP B ]
k=1 k=1 (26)
m
+ Lmn® > piAR(G® + B?|[VF(wy)|*) + LE [[|Ix:]|]
k=1
< (—Z S prdi + BsznQZpiAi> IVE(w)[? + 082> p <W +Ak>
k=1 k=1 k=1

— VF(wy) "E[xe] + Lmn® > piAZG? + LE [|x:*]
k=1
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E.4 Summing Over Iterations

To establish a convergence result, we sum this inequality over T iterations:

T T m n )
n 2 2 242 2
3 Fiwen) €3 o+ (43 8L St ) 3 o)
t=1 t=1 k=1 h=1 =t
T A 2 T
+7752szk <W +Ak) —ZVF(Wt)T]E [Xt] (27)
k=1 A t=1
m T
+ Lmn*T ZpiAiGQ + LZ E [HXtHQ}
k=1 t=1
2 e PrAk

Aslong as n < 77 the term 2 )0 prAy — B2Lmn > ;" | piA? is positive. Therefore, rearranging

2B2Lm Y " | v}
and dividing by T gives:

T
F(wi) — F(wry1)
T z:: (% Zkzl P\ — B2Lmn Zk:1 pi/\i)
7762 Z?:lpk ((22;1 priAg)? n Ak) + Lan Z;nfl piA%GQ
+ (28)

2 Ek 1 Py — B2Lmn ZZL 1pk

LZtT=1 [Ixell?] — thl VF(w,)TE [y
T(% ZZL:1 peAr — B2Lmn ZZL:1 piA%)

If the sign of
LE[||x:|*] = VE(w¢) "E[xi]

is negative, we obtain a tighter bound, which implies that the correction terms positively influence convergence.

‘We know that:

m Ak 1
Xt = 04Ty ([Wt Uzpk Z ng B0, 3 by e)] - (1 - OltTt) wprc) .
k=1

This means: )

E [|x:|*] =

m Ak 1
[wt SO LT %] (- e v
k=1

Given that a;7; is small enough at a sufficiently large global round ¢, the higher-order terms with a?7? become
negligible. Therefore, for large ¢, [||x¢/|?] &~ 0. Next, the direction of the correction x; and the dlrectlon of the
gradient of the global objective VF(w;) agreeing implies that the inner product VF(w;) "E [x;] is positive.

We conclude that:
E [IIx:l*] < VF(we) "E[x.].

This shows that the variance of the correction term x; is significantly smaller than its impact on the inner
product, leading to a tighter convergence bound, especially when a;7; is small but positive.

E.5 Influence of the Correction Term

The correction term y, derived from the foundation model, plays a significant role in the convergence behavior.
The influence of x; ensures that the gradient descent step is adjusted based on the foundation model’s knowledge.
By controlling the size of a;7;, the foundation model can guide the global model towards better solutions,
especially in non-IID scenarios. The correction term provides additional stability and enhances convergence,
particularly when the local models exhibit significant heterogeneity.
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F Proofs of Propositions

F.1 Proof of Proposition

Proposition 1. Let w* be a (bounded) local minimum of the global objective function in . Consider an FL
algorithm that converges to w* and let w} be its global model in each training round t. Suppose we run the same
algorithm but using FedBaF for the aggregation, and let w,; be the FedBaF global model at round t. Let oy satisfy

2wy, —w?

o < (2)

(Iwpre = w2 = Wiy —w*[?)7

for all t where ||wi,; — W*||* < [[Wpre — W*||2. Then Vt [|w, — w*|| < ||w, — w*|.

This means that, at any given round t, FedBaF’s model weights are closer to w*.

Proof. We present a convergence analysis of our FL framework that incorporates foundation models in the
aggregation phase according to Alg. [I] Lines 8-10. By comparing the square distance between w4, and w* to
the square distance between w;,; and w*, we derive conditions under which our method converges to w* faster
than FedAvg. Noting that Vt oy, v > 0,

Wi —w[* = || (Wit + QuTiWpre) — w2

14+ Q4 Tt
1 * *
= m”(wiﬂ = W) + T (Wpre — W) ||?
Ity = w2 + afr e w1 )
- 1+ 2047 + o277
For notational convenience, we define f; := [[wi,; — w*|| and 7 := |[[wpe — W*||. FedBaF is better than FedAvg

when the right side is less than 52. So, we upper bound the right side by 32 and find values of «; that satisfy
the bound.
B +airin? o
1 + QOétTt + OZ%’TE ¢
B2 + airiy? < B+ 20yTiBE + QTP BE
a;ri (V2 = B7) = 204} <0

Note that oy is sampled from the uniform distribution T%U(l, 2). For the above inequality to be satisfied for a
given t, there are three cases:

1. B¢ > ~: This case occurs when ¢ is small and w* is closer to Wy than w* is to the FedBaF global model.
In this case, we require

2
(’YQ - /BtQ)Tt

ay always satisfies this inequality since the RHS is negative and «; > 0 by definition.

oy >

2. B¢y = ~y: This means that we require c; > 0, which is always true by definition.

3. B¢ < ~y: This case may occur when ¢ is large and w* is closer to the FedBaF global model than w* is to
Wopre. In this case, we get a meaningful bound for oy:

237

o < ———5—
! (72—/3?)7}

When Vt oy satisfies the above conditions, the proposition holds. O
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F.2 Proof of Proposition [2]

Proposition 2. Let w* be a (bounded) local minimum of the global objective function in . Consider an FL
algorithm that converges to w* and let w} be its global model. Consider FedBaF based on the same FL algorithm
(with appropriately modified client updates and Lines 8-10 in Alg. and let w; be the FedBaF global model.
FedBaF’s global model error has an upper bound of ||w; — w*|| < % < 0.

Proof.

*

e — w] = H (W + Ty Wine) — W

1"‘06,57}
_ lItwi = w™) + i (Wpre — W]
1 +OZtTt
[wi = W*|| + aume[|[Wpre — W]

IN

1+atTt
_ ||Zk€St %(Wf B W*)H + O‘157—t||vvpre - W*H
1 + oy

< ZkGSt %wa - W*” + atTtHWpre - W*”

1 + Ty
< O + auTiy
- 1—|—o¢t7't

where we set v = ||Wpre — W*||. Since non-IID data can cause significant variance in local updates, we compare
the derived bound to FedAvg, where the bound on the distance between w; and w* is §;. By assumption, v < d;

for earlier rounds (small t). We get ‘s'ii(j‘ftm < d¢, which is equivalent to
tTt

(;t + QT S 5t + at'rt5t = (;t(l + O[tTt)
Therefore,

O + o1y

*
— <
Iwe —w| < o0

Since ‘S’l‘rf# < ¢, FedBaF has a tighter upper bound on ||w; — w*|| than FedAvg. This demonstrates the
advantage of using a foundation model in non-IID settings.

O
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G Security Analysis in the Presence of Adversarial Attacks

In this section, we discuss the potential for extracting a foundation model in FedBaF and demonstrate FedBaF’s
robustness against backdoor attacks. These attacks pose unique security challenges to FL systems, involving
malicious alterations within model updates to degrade system performance or embed hidden vulnerabilities. We
will analyze how FedBaF mitigates these threats and ensures integrity and security.

G.1 Possibility of Extracting a Foundation Model

As discussed in Section [3] using a randomized a; prevents the extraction of the foundation model’s weights.
However, the aggregated global models might still exhibit components of the foundation model by following
a similar weight distribution. To investigate this, we analyze the distance between the global model and the
foundation model over the first 200 aggregation rounds.

Let w41 and wy,.. represent the weights of the global model and the foundation model, respectively. For each
weight tensor w;_; and w),.. with matching shapes, we calculate the normalized distance for each element and
then average these distances. For each element j in the weight tensor wi,; and w},:

e

i ot
dist’: _ |wt+1,j wpre,j|
J

|w§+1,j

where w! +1,; is the j-th element of the i-th weight tensor of the global model; w;,reyj is the j-th element of the

i-th weight tensor of the foundation model; and dist;- is the normalized distance for the j-th element of the i-th
weight tensor.

We concatenate all element-wise distances dist;- across all weight tensors and then compute the mean of these
distances:

Dist = % DO dist!

param 77 575

where Npqrqm is the total number of elements across all matching weight tensors and Dist is the overall average
normalized distance.

In Figure[7] the curves show the distances, Dist, for each aggregation round. The minimum Dist across all cases
was 1.27, indicating that the distance has a 127% scale of the magnitude of the weights of the aggregated global
model. This means the foundation model’s weights differ in scale from the aggregated weights. To analyze the
effect of distance intensity, we added Gaussian random noise based on the magnitude of each foundation model’s
weights to the foundation model’s weights.

Figure [§] shows the testing accuracy as a function of the added noise. The x-axis represents the error rate,
calculated by dividing the magnitude of the added Gaussian noise by the magnitude of the foundation model’s
weights. We used the best-performing foundation models from those with varying pre-trained sample sizes, as
described in Section When a 127% error rate is applied, the Pre-ResNet model shows almost 0% testing
accuracy, the Vision Transformer shows 30% testing accuracy, and the Transformer model exhibits excessively
high testing perplexity. This empirical evidence indicates that extracting the foundation model’s knowledge
is impossible after training begins from the global model. The diverse updates during training in FedBaF
significantly disrupt the alignment between the foundation model’s weights and the global model, preventing any
meaningful extraction of the foundation model’s information.

To this end, we examine the proximity of the global model, w;, to the foundation model and to the averaged
local models, wj, throughout the training process. We first determine the distances between w; and w; and
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Figure 7: Distances (Dist) between the global model and the foundation model across aggregation rounds. The
minimum Dist observed was 1.27, indicating significant differences in scale between the foundation model’s

weights and the aggregated global model’s weights.
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Figure 8: Testing accuracy according to the added noise. The x-axis error rate is calculated by the magnitude
of the added Gaussian noise divided by the magnitude of the foundation model’s weights.

between w; and wp,q:

[wi — wi|| = Tom(w'g + AT Wpre) — Wy
ATy /
= mﬂwt — Wprell
1
||Wt - Wp'r‘e” = mwg + ATtWpre — Wpre
t
1 /
= Ton_t”wt = Wprell

At the onset of training, both distances are equivalent since we make a strategic choice for the weight a;7y to be
approximately 2. This simplifies the initial update rule for the global model such that the initial global model
weights, wy, are an unweighted average of the client’s updated model weights w{, and the foundation model
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weights w,.. As the training progresses, ar; typically decays to less than 1. We deduce for ¢ > 0:

Ty < 1
1+ an 14+ ar

= [[we = Wil < [we = Wpre||

As t — oo, wy will drift away from w,,.. and towards wj. Due to the intricate dissemination of learned insights
across all model weights, and the complexities of high-dimensional weight spaces, it is difficult to reverse-engineer
Wyre from wy. Even a subset of weights does not provide enough information to predict the rest deterministically.
The inherent complexity of the model weight (parameter) space is a natural defense mechanism in FedBaF.

G.2 Mitigating Backdoor Attacks

Backdoor attacks in FL involve embedding a dormant malicious function in a local model. Integrating foun-
dation models mitigates such attacks by diluting the impact of individual client updates. Specifically, we have
the updates

Aw'y. . = ClientUpdate(w;)
1

Wil = 77—
+ 1+at7—t

(AWgjiene + T Wpre)

Here, Aw’,.. . is the update from client ¢ at iteration ¢, and wpye is the foundation model weight. The factor 7;
controls the influence of the foundation model. This mathematical formulation showcases the security benefits
of our method. By incorporating the foundation model, the aggregation counterbalances the (malicious) client
update Aw, . This approach thus enhances the system’s resilience to adversarial attacks by maintaining a
consistent learning direction and reducing the impact of compromised updates.

G.3 Experiments on Variations of 7
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Figure 9: Variations of ”% HX—EHH (= 7/t + 1) across training rounds.

el

Figure [0 illustrates the non-adversarial IID and non-IID scenarios from Tables 3] [4} and 5] We observed that the
numerator of 7; (as referenced in Alg.[1| Line 9) consistently decreases towards 0, independent of the denominator
(vt + 1), after several rounds. This indicates that FedBaF benefits from the foundation model’s guidance but
retains the ability to effectively and quickly adapt to new data.
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