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the major challenges in steganalysis—class imbalance—while reducing the reliance

on extensive hyperparameter tuning, thereby improving model performance when
imbalance exists. Theoretically, the approach retains the key advantages of PSVMs,
including fast incremental updates, making it well-suited for scenarios requiring
rapid and adaptive adjustments. In parallel, an alternative version of the Differential
Evolution (DE) scheme is introduced, featuring a novel mutation scheme based on
k-means clustering to ensure effective hyperparameter optimization. This mechanism
provides resilience and adaptability across diverse conditions. Empirical evaluation on
standard databases—BossBase 1.01 and BOWS-2—reveals substantial improvements,
achieving F-measure scores of 89.86% and 91.55%, respectively, surpassing

existing steganalysis methods. Overall, the proposed approach marks a significant
advancement in addressing class imbalance and optimizing detection efficiency,
establishing a strong benchmark for future research in image steganalysis.
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Introduction

The World Wide Web contains images that represent an electronic daybook of personal
experience and convey feelings and fulfill various interests. Regrettably, image steganog-
raphy technologies have given criminals a powerful tool for embedding sensitive mes-
sages into these harmless pictures. They are crafted to look like accidental noise from
camera sensors and electronics, and are impossible to spot with the naked eye [1]. This
significantly hampers public safety. Researchers are creating high-tech image steganaly-
sis tactics to determine and disable these concealed communications and, thus, mini-
mize the threats these pose to civilization [2].
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Image steganography hides information inside an image, thus performing an impor-
tant role in safe communication [3]. It uses an embedding technique employing an
advanced algorithm for the insertion of secret messages into visual content with mini-
mal degradation or visual artifacts. It assured the privacy of the concerned data. Hidden
data gets secretly embedded with images, assuring the normal look for an image. Such a
facility needs to be provided for safe data transmission and digital watermarking, where
the confidentiality of sensitive data is paramount, signifying its importance in today’s
information security framework [4].

Steganalysis tactics are specifically crafted to identify, alter, or erase concealed data
within a stego object. These tactics are broadly classified into two groups [5]: One targets
recognition of the presence or absence of concealed data within digital media, and sec-
ond, decoding the actual content of this concealed data. Functionally, there are four cat-
egories of steganalysis tactics: statistical analysis [6, 7], transform domain examination
[8, 9], blind/universal steganalysis [10, 11], and spread-spectrum steganalysis [12, 13].
Statistical analysis seeks to identify the statistical attributes of an image, including pixel
dispersion and pixel-to-pixel correlation, to detect anomalies typically found in stegan-
ography. Transform domain investigation searches for variations in image domains, that
are altered through the Fourier or Discrete Cosine Transforms [14] to identify image
coefficient shifts due to steganographic processes. Blind/universal steganalysis utilizes
machine learning (ML) and statistical tactics for detecting steganographic content based
on coverage without prior knowledge of embedding procedures, providing a universal
solution to identify a wide variety of steganographic modifications. Ultimately, spread-
spectrum steganalysis scrutinizes images where data gets spread over a large bandwidth
of frequencies. It identifies minute alterations to spectral characteristics, an undertaking
hindered by low signal-to-noise ratios (LSNR). They all possess different means to reveal
concealed data within digital pictures, thus enhancing digital communication security
measures [15].

Image steganalysis employs different tactics, including sophisticated tactics through
DL and reinforcement learning [2, 16]. A major problem facing this area is data imbal-
ance, where image databases lack equivalent numbers of steganalytic and non-stegana-
lytic images. Imbalance results in biased outcomes and compromises the effectiveness
of steganalytic detection. To obtain a balance, random resampling and SMOTE [17] are
deployed. They, at times, have to be cautious with critical information and make the
scheme fit the training data. While SMOTE is well-liked, its performance at boosting
accuracy and, significantly, kernel-based schemes is inconsistent. Another option, cost-
sensitive learning, differentiates between the weights of different classes based on mis-
classification error severity. However, creating an efficient cost-sensitive framework is
not simple because of the complexity of cost definitions. More sophisticated measures,
including AUC, perform well with imbalances than accuracy measures. Recent research
focuses on creating classifiers optimized to AUC, effectively solving imbalances, and
minimally requiring extensive parameter adjustment of cost-sensitive approaches. These
sophisticated tactics are vital in steganalysis detection, where model performance must
be strong and consistent.

PSVM distinguishes itself with its capacity for quick and sustained updating, an essen-
tial capability that enables it to adjust to changing patterns and data shifts. Such adapt-
ability is necessary within environments where adaptability to changing data in real-time



LI Journal of Engineering and Applied Science (2025) 72:206 Page 3 of 27

is needed, as well as for managing large databases with changing values. The design
of PSVM allows for rapid changes and incremental updates devoid of full retraining
with each new batch of data, which sits well with dynamic situations. Its robustness to
handle perturbations and adjust for non-linear patterns only adds to its adaptability in
diverse adaptive learning situations. The quick processability and versatile functionality
of PSVM are especially beneficial for tasks requiring quick and precise classifications.
Besides, its compatibility with other optimization tactics only advances its versatility and
effectiveness for various purposes [18].

Finding optimal hyperparameters for image steganalysis detection schemes is an
essential problem [19]. Various ways, including grid search and GAs, are employed to
find these important settings [20]. While grid search is suitable for small hyperparame-
ters, it needs help with complex machine-learning procedures. Conversely, GAs perform
well for traversing extensive and elaborate hyperparameter spaces, but generally demand
the transformation of hyperparameters into discrete representations for efficient optimi-
zation [21]. Hyperparameter optimization is a key strategy for reducing learning errors,
with metaheuristics—especially the DE scheme—being crucial. DE performs an intelli-
gent search across large, complex spaces, evolving solutions over generations by exploit-
ing differences between randomly selected individuals. This allows it to reach global
optima without discretizing hyperparameters. Such capabilities enhance image stega-
nalysis methods, making them more robust and accurate through efficient exploration
and exploitation [22].

DE functions through three main steps: mutation, crossover, and selection. In muta-
tion, new solutions are generated by modifying and scaling differences between existing
solutions. During crossover, these mutated vectors combine with candidate solutions,
introducing new genetic diversity. Finally, selection evaluates the performance of the
new solutions against existing ones, retaining the most efficient candidates. Mutation
is pivotal because it introduces new variations, which refresh the pool of solutions and
avoid the static behavior of the optimization process. It is important to maintain the
adaptability and capability of navigating the complex solution spaces of the algorithm
[23].

A new image steganalysis technique, INnAUC-PSVM, improves upon the classical
PSVM by favoring the maximum AUC to account for problems in class imbalance dur-
ing classification. The approach uses a variable PSVM, aiding in better regulation of
parameters in different applications, including fraud detection. The setting of hyperpa-
rameters is carried out based on DE, and then optimized based on k-means clustering
to select its best candidate solutions, thus improving upon the effectiveness of tuning its
hyperparameters. The main contributions of this technique are detailed below:

+ ImAUC-PSVM for Imbalance Classification: The InAUC-PSVM enhances detection
in imbalanced databases by optimizing AUC, improving accuracy in distinguishing
steganographic content amidst uneven class dispersions common in steganalysis.

+ Using DE for Hyperparameter Optimization: DE is crucial in refining the scheme
by accurately tuning hyperparameters, thereby boosting overall effectiveness and
ensuring optimal classification accuracy.

+ Improved DE with HMS Integration: Enhanced DE integrates Human Mental Search
tactics to optimize hyperparameter tuning efficiently, accelerating optimal solution
convergence and reducing computational load.



LI Journal of Engineering and Applied Science (2025) 72:206 Page 4 of 27

Research gaps and novelties

A main challenge in picture steganalysis is the issue of class imbalance inherent in popu-
lar databases, causing overcounts of non-steganographic images relative to a compara-
tive undercount of steganographic ones. Class imbalance causes models to perform
unevenly, as traditional detection methods are biased toward majority classes and often
fail to identify minority classes, especially steganographic ones. Modern approaches,
such as resampling and cost-sensitive learning, often deliver inconsistent results and
require high computational effort. They also demand extensive manual hyperparameter
tuning, making them unsuitable for real-time or dynamic environments where stegan-
ographic methods evolve rapidly. Effectively handling imbalanced databases remains a
major challenge in robust image steganalysis.

This exploration proposes INAUC-PSVM, which maximizes AUC during training to
improve performance on imbalanced databases while reducing reliance on heavy hyper-
parameter tuning. PSVM is enhanced with an advanced DE optimization method fea-
turing a novel k-means-based mutation strategy. It tackles both class imbalance and
hyperparameter optimization, boosting accuracy without the computational burden of
traditional techniques. Overall, InAUC-PSVM significantly enhances detection accu-
racy and computational efficiency in image steganalysis.

Paper organization

The structure of this article is: Segment 2 offers an in-depth review of existing literature
on the subject. Segment 3 describes our recommended methodology and the core tac-
tics utilized, while Segment 4 discusses the outcomes of our empirical experiments and
their analyses. Segment 5 provides a recapitulation of our findings and offers guidance
for future exploration.

Related works
This part is partitioned into two key parts: the first concentrates on the study of stegan-
ography, and the second reviews advancements in steganalysis.

Steganography

Image steganography practices embed covert communications into visuals, maintaining
a normal appearance. Even when modifications are slightly noticeable, the underlying
concealed content remains undetected, preserving the ordinary photo illusion. Pres-
ently, image steganography encompasses three main types: basic steganography [24,
25], which utilizes straightforward embedding tactics; adaptive steganography [26, 27],
adjusting the embedding tactics according to the visual characteristics, and Al-enhanced
steganography [28, 29], applying sophisticated Al tactics to refine the embedding proce-
dures and better mask the information.

Basic steganography approaches, while straightforward and engaging on digital media,
can cause discernible image alterations. Essa et al. [30] introduced an advanced variant
of classic steganography known as Multibit Least Significant Bit Matching (MLSBM)
Steganography. This strategy enhances the LSBM technique by inserting multiple data
bits into each pixel of every channel. MLSBM Steganography retains the construc-
tion of the initial image, thus lowering the discernibility of the data versus other tactics
that insert a comparable volume of data. This improvement tackles the typical balance
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between data capacity and the risk of detection in image steganography. Nashat et al.
[31] recommended an enhanced image steganography algorithm containing additional
data and enhancing the stego image’s quality. Combining an LSB adjustment with the
Hough Transform improves data concealment effectiveness. A sophisticated edge-
detection filter first identifies regions around image borders and applies LSB reversal to
preserve image integrity, then modifies LSBs in smooth areas to boost data embedding
stealth and capacity. This approach aims to maximize payload while minimizing visual
distortion.

Adaptive steganography, valued for its superior masking, embeds secret messages
in complex image regions using advanced methods, including Syndrome Trellis Codes
(STCs) to mix data seamlessly with visual content. Pramanik et al. [32] suggested an
improved steganographic process that mixes spatial flexible and wavelet-oriented tac-
tics for embedding data into digital media. It employs an edge intensity criterion and
high-frequency sub-bands of wavelet transforms, which are boosted with a genetic algo-
rithm (GA), to identify ideal embedding coefficients. It boosts the peak signal-to-noise
ratio (PSNR) of the stego image to make it resistant to different types of steganalysis
attacks. Xie et al. [33] suggested an unparalleled post-processing technique for flexible
image steganography known as post-cost-enhancement, which adjusts embedding cost
without training for generative adversarial networks (GANs). It employs a pre-trained
CNN to produce a gradient map for a cover image, which is subsequently smoothed and
employed to refine the steganography cost map, optimally creating stego images. Zhang
et al. [34] developed an innovative technique called the Joint Adaptive Robust Steganog-
raphy Network (JARS-Net). This network uses a hierarchical attentive invertible (HAI)
mechanism for flexible attribute tuning across multiple depths and scales, combined
with adaptive key learning (AKL) to produce responsive keys that enhance secret recov-
ery even under distortions. This method improves the secret image retrieval from stego
images, enhancing both concealment and resilience of the communication.

DL in steganography is divided into four distinct areas: (1) synthesis-driven tactics [35,
36], (2) creation of probability maps [37, 38], (3) evasion of CNN-oriented steganalysis
[39], and (4) tripartite game strategies [40]. Li et al. [35]crafted an innovative technique
in coverless image steganography that implants a color secret into another color stego
of identical size without utilizing covering layers. This tactic is powered by two sub-net-
works: SynthesisNet, which translates between images, and RevealNet, which recovers
the hidden image. SynthesisNet bridges cross-domain gaps between source and target
images, tailoring stego imagery to specific semantics and styles, thus boosting its gen-
uineness and lowering detection probabilities. Huang et al. [36]recommended a novel
synthesis-mapping architecture named Steganography Without Embedding (SWE),
which addresses prevalent challenges. It integrates a disentanglement auto-encoder for
generating images with a mapping module that leverages block statistics hash match-
ing to conceal compression flaws, decreasing reliance on multiple carrier images, and
enhancing the precision of hidden message retrieval. This tactic melds synthesis and
mapping tactics, honing payload capacity and stealth. Huo et al. [37]revealed the Cha-
otic Mapping-Enhanced Image Steganography Network (CHASE), a pioneering method
for embedding several color images into a single grayscale image. Utilizing chaotic map-
ping and image permutation, this strategy reduces perceptual variances between con-
tainer and cover images, thus fortifying steganographic protection. CHASE integrates
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GANSs to keep high image integrity, balance security with image quality, and exhibit
robust defense against steganalysis. Rubaie et al. [38]introduced dual steganography
tactics—lossless and lossy—by merging cryptographic practices with steganography,
employing three unique chaotic maps to boost data protection. In the cryptographic
stage, data is encrypted using two chaotic maps, and during the steganographic phase,
another map facilitates embedding this encrypted data into the trailing bits of a double-
precision image’s pixels. This tactic deploys the large bit redundancy in 64-bit per pixel
grayscale images to ensure secure, high-capacity data hiding. Amit et al. [39]developed
Adversarial Embedding (ADV-EMB) to advance image steganography against ML-based
steganalysis. This tactic delicately alters image pixels through gradients back-propagated
from a CNN steganalyzer, designed to confound it while preserving data integrity. ADV-
EMB modulates pixel changes utilizing the probability of reversing gradient directions,
producing steganographic images that skillfully avoid detection by sophisticated CNN-
oriented steganalysis, boosting the security of the data against refined analytical assaults.
Kumar and Soundrapandiyan et al. [40]Jrecommended improving video steganography
through a cooperative game theory model. This approach divides cover videos, prepro-
cesses secret images, and integrates these images into Regions of Interest (ROI) pin-
pointed by motion vectors. A cooperative three-player game theory model, deploying
the Iterative Elimination of Strictly Dominant Strategies (IESDS) technique, is used to
balance the trade-offs among invisibility, payload capacity, and robustness, substantially
elevating the video steganography system’s quality and security.

Steganalysis

Recent innovations in DL and NNs have transformed the field of image steganalysis,
enhancing the ability to detect hidden messages. Unlike conventional tactics that rely
on manually chosen attributes, CNN-oriented tactics schemes include backpropaga-
tion to automatically extract attributes. Bravo-Ortiz et al. [41] created a convolutional
vision transformer specifically for spatial domain image steganalysis. This advanced
scheme mixes convolutional layers with attention mechanisms to effectively identify
localized and widespread steganographic anomalies. The process includes three key
steps: preprocessing, which employs trainable and constant filters to emphasize steg-
anographic irregularities; noise analysis, boosted with Squeeze-and-Excitation blocks
to increase sensitivity; and a categorization step that deploys both convolutional and
transformer structures to meticulously assess steganographic patterns. Zhou et al. [42]
designed a specialized NN for medical image steganalysis, which is especially vulner-
able during transfer between Picture Archiving and Communication Systems (PACS) or
telemedicine sessions. It starts with extracting image region-dependent specific global
texture attributes, followed by multi-head self-attention and deep convolutional blocks
to uncover hidden steganographic content, hence achieving enhanced convergence and
improved accuracy, even at low embedding rates. Jeyaprakash et al. [43] suggested a
three-phase steganalysis algorithm to identify stego images and cover images with visual
appearance not compromised. The approach begins with a preprocessing step to boost
image clarity, then dimensionality reduction via attribute derivation with the Mustard
Honey Bee enhancement scheme, and finishes with an HSVGG-based CNN for classi-
fication. The technique harnesses state-of-the-art DL technologies to address steganog-
raphy’s persistent challenges and those faced by steganalysis. Ntivuguruzwa et al. [44]
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presented an innovative CNN design to boost the hidden data recognition in digital
media and to undertake regular training for various image types. The algorithm is split
into three steps: preprocessing, which employs spatial rich scheme filters to boost noise
signals of concealed data; attribute derivation, which employs 2D depthwise separable
convolutions to increase SNR, and traditional convolutions to capture attributes locally;
and categorization, which employs multi-scale average pooling to efficiently pool attri-
butes, trailing three fully linked layers to map these attribute maps into class likelihood
via softmax function. The organized technique significantly improves detection accuracy
and reduces training time. Vijjapu et al. [45] an in-depth steganalysis method to counter
advanced steganography deployed in illegal activities, such as terrorism. Their approach
effectively extracts and analyzes hidden data within digital images, identifying concealed
content irrespective of the steganography technique. It was rigorously tested against
tools like Xiao and OpenPuff, showing strong performance for both grayscale and color
images. Liu et al. [46] introduced an advanced image steganalysis method combin-
ing attention mechanisms and transfer learning to boost attribute retrieval and recog-
nition, especially for images with low embedding densities. The tactic uses CNN with
transposed convolution, regular convolution, fully connected, and preprocessing layers.
An efficient channel attention module follows the regular convolution layer to concen-
trate on steganographic regions and adaptively modify weights for fine-tuning features.
Transfer learning is utilized to transfer attributes with high embedding densities to low
embedding densities with an optimization of steganalysis. Butora et al. [1] reviewed
extensions to a DL detector for image steganography identification with emphasis on
how the structures of an image are impacted by JPEG compression. From their research,
it was observed that, under controlled conditions, the logits of a classifier follow a Gauss-
ian dispersion with a linear dependence upon image size. With the removal of padding
inside the convolutional NN, it was possible to stabilize the mean of the dispersion of
logs for different image sizes. The development sets a theoretically stable false positive
threshold for image dimensions and significantly improves the detector’s performance
for non-adaptive as well as content-adaptive steganographic tactics.

Several explorations have identified the potential of Deep Reinforcement Learning
(DRL) for steganalysis [3]. Sun et al. [47]recommended an advanced image steganalysis
scheme incorporating dilated convolution tactics with a Mutual Learning-based Artifi-
cial Bee Colony (ML-ABC) framework and reinforcement learning. The scheme employs
convolutional NNs for attribute derivation and applies reinforcement learning to correct
databases’ imbalances. The ML-ABC technique is employed to optimize initial weights’
training, thereby increasing potential solution quality. Al-Obaidi et al. [48]introduced a
sophisticated image steganalysis method incorporating enhanced reinforcement learn-
ing strategies and real-time data augmentation. Their scheme attributes triple parallel
dilated convolutions that improve and integrate feature vectors for categorization. The
refined reinforcement learning framework adeptly manages database imbalances by
viewing data samples as states in decision-making sequences, with the network operat-
ing as the decision agent. Moreover, through GAN-generated images and a regulatory
mechanism, data augmentation helps overcome challenges associated with Generative
Adversarial Networks (GANs), thereby enhancing the classification process. Wang et
al. [9] created an RL technique specifically for linguistic steganalysis that was meant to
tackle execution degradation resulting from dispersion shifts. It positions an agent (step
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analyzer) in a GloVe observation space and utilizes Actor and Critic modules. The initial
training step improves these modules with the primary database, while the subsequent
refining step applies reinforcement training on modified data to improve the attribute
derivation capabilities and provide an autonomous training framework.

Despite advances in image steganalysis, issues like data imbalance and sensitivity to
hyperparameter settings remain prevalent. An innovative solution is proposed that capi-
talizes on both the strength of the PSVM and the adaptability of the DE scheme. The
approach is specifically designed for accurate hyperparameter adjustment to make exist-
ing schemes more effective and to provide a sophisticated solution for various real-world

problems.

The recommended scheme

In this exploration, an advanced image steganalysis technique based on AUC maximiza-
tion learning is recommended that can efficiently handle class imbalances and incorpo-
rates an enhanced DE scheme for accurate hyperparameter optimization.

For several convincing reasons, the PSVM classifier was selected for the AUC maxi-
mization learning approach. In contrast to traditional SVMs, which have to solve a
computationally expensive quadratic programming (QP) problem, the PSVM solves a
simpler and more stable convex optimization problem. This simplification lends itself to
an easier analytical solution, with low computational overhead and without compromise
in predictive accuracy. Previous research [49, 50] has also noted PSVM’s capability to
enable incremental learning with streaming data, a precious attribute for learning under
evolving environments. This advantage stems from PSVM not requiring frequent, heavy
matrix inversions, enabling efficient and dynamic learning. Its architecture complements
the AUC measure, with a surrogate loss function that closely estimates AUC, allowing
effective AUC-maximizing training.

Using DE for hyperparameter optimization is justified by its strengths. DE efficiently
navigates smooth parameter spaces, crucial for fine-tuning complex hyperparameters.
Its ability to explore wide, challenging regions is key in image steganalysis, where hyper-
parameter choices strongly affect performance. DE also avoids common pitfalls, includ-
ing getting stuck in local optima, and adapts during evolution, making it an excellent tool
to boost the effectiveness and resilience of the detection scheme in real-world scenarios.

IMAUC-PSVM

AUC is identified as a more consistent measure than accuracy for measuring perfor-
mance in imbalanced class dispersion databases. AUC is not heavily impacted by the
skewness of class proportions, giving a more consistent measure of model performance.
Statistically, AUC is the probability that a haphazardly chosen positive instance (z™) of
the majority group will be ranked higher than a negative instance (™) of the minority
group. It is a good measure of how well the classifier can discriminate between classes,
and thus its importance is regarded in situations where clear class discrimination is of
utmost importance. The formula for AUC computation is:

AUC (s) = Eg+p+ Ep—p-1(s (a?+) > s(z7)) (1)

Here, D™ is used to refer to the dispersion of the majority class and D~ for minor-
ity class dispersion. The scoring function employed by the classifier, s (z), is generally
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expressed as s (z) = (¢ gx)) w/, with ¢ (x) converting input attributes and w’ being the

classifier’s weight vector. The term E stands for mathematical expectation, and 1(-) is
the indicator function, which returns one if a specified condition is met and 0 otherwise.
Due to the discontinuous nature of the indicator function, it is replaced with an ongoing

2
+ —
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This substitution facilitates the creation of an empirical version, termed R R4y ¢ (s) for
AUC (s), based on the selected scoring function.
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NT and N~ indicate the overall count of samples in the majority and minority
groups, accordingly. ¢ and ¢~ represent the expected values of the feature mappings
for samples from the minority and majority groups, accordingly. Utilizing the previously
described surrogate loss function, the goal of maximizing AUC (s) is transformed into
a task of minimizing Rapc (s) [51]. Similarly, AUC(s) is a primary focus, Rapyc (s) is
integrated into our precision-driven formula, leading to the following equation [52]:

R
min §wTw + 7 Rave (s) (6)

In this formulation, y displays the chosen balancing hyperparameter. By integrating
Eq. 2 into Eq. 6, the enhancement issue for the categorizer is established below:

(e (N6
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I denotes the identity matrix, and 7T signifies the transpose operation. Using the follow-
ing formulas:
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Where Z and A can be precomputed. If ¢ (z;) is not directly known, the ker-
nel matrix K is produced using the training database. By decomposing K,

1 T 1
ie, K =(A2p) (AZp),solutions for ¢ (z;), (i = 1, ..., N) are identified, and then

determine ¢/ (x;), Z and A For any test sample x, its decision function is defined below:
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Each ¢ (z)"¢ (x;)(i = 1, ..., N)is gauged using Eq. 16, mixing the kernel function.
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In the recommended scheme, the variable x displays an image that serves as the input to
the PSVM classifier. The output from the PSVM classifier, which assigns a class label to
the input image, is defined by Eq. 15.

¢ ()76 (x;)

Hyperparameter optimization

Optimizing hyperparameters is crucial for ML schemes because it significantly affects
their performance and efficiency. Hyperparameters are the configurable settings or
parameters not learned directly from the training data. Instead, they are established
before training starts and can significantly influence the behavior and success of learning
algorithms. Proper hyperparameter tuning is essential for achieving the balance between
under- and overfitting. Underfitting occurs when a model is too simplistic, marked by
insufficient parameters, leading to poor performance on training and test data. Over-
fitting, in contrast, arises when a scheme is overly complex, capturing noise instead of
helpful information from the training data, degrading its performance on new, unseen
data. Furthermore, hyperparameter optimization impacts the speed at which a scheme
learns and reaches a solution. Variables, including batch size and the number of training
epochs determine the training speed and efficiency. Inappropriately selected hyperpa-
rameters can result in prolonged training times or hasten convergence to a suboptimal
solution. Proper tuning of these parameters is key to enhancing model training and
ensuring optimal performance [53].

Random key (RK)

This article utilizes RK [54] for hyperparameter enhancement for ImAUC-PSVM,
which is selected specifically because it easily handles both categorical and continu-
ous hyperparameters. It simplifies how different types of parameters are incorporated
into one optimization process, thus enabling more consistent and efficient tunability. It
also allows for an equitable treatment approach to optimize searching through different
dimensions of the parameter space, and therefore, for intricate schemes where there is a
lot of parameter interaction.

Random Key employs an encoding scheme with T numeric vectors, D dimensions,
P1, P2, --., pr. These vectors represent a population with each member being a poten-
tial solution with an association with scheme hyperparameters via a mapping function
referred to as the random key. For C hyperparameters to be optimized (as displayed in
Table 1), each hyperparameter ¢ =1, ..., C is represented by D, positions in the vector.
When a hyperparameter is continuous, D, is set to 1, leading to a total dimensionality D
expressed as D = Y ¢, D.. Each vector p; is split into C segments, each entailing D.,.
positions corresponding to a hyperparameter’s potential values. For categorical hyperpa-
rameters, the Random Key method applies a mapping from the numeric segment D. of
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Table 1 Outline of the hyperparameters adjusted during the investigation, with a range of values
based on precedents from existing image steganalysis research

Hyperparameter Range Best
Iteration 3210 1056 255
Batch size 8to 512 35
Kernel Polynomial, Linear, Sigmoid, RBF RBF
Feature scaling None, Standard, Min-Max, Robust Standard
\ 001to1 0.25

Numerical vector

Rank:
L 2nd 1st 3rd | 5th 4th

Map
Selected Le\‘el—bc

Levels of the
hyperparameter

Fig. 1 Example of the random key method with D, = 5

vector p; to a corresponding categorical vector M AP,, which enumerates the options
available for the ¢! hyperparameter. This mapping is achieved by sorting the elements
within the D. segment and deploying the position of the highest-ranking element as
an index into the M AP,. vector to choose the proper categorical value. This guaran-
tees that the outcomes of evolutionary operations like mutation, crossover, and selec-
tion, when deployed to the numeric vectors p;, are consistently translatable back into
configurations supporting categorical and uninterrupted hyperparameter values. An
example of this is demonstrated in Fig. 1, where D, = 5. Ultimately, RK is a vector of
real numeric values that, upon ranking, plays a crucial role in aligning with a predefined
array of options. This arrangement allows more significant attributes to rise to higher
values within the key, while less significant attributes fall to lower ranks. Systematically
laid out key structures and attributes according to priority, yielding a clear and compel-
ling landscape for optimization.

Differential evolution

The DE scheme is leveraged to boost the effectiveness of the Random Key approach with
its tested capability for global optimization. DE performs particularly well with complex,
high-dimensional search spaces, a domain that fits well with our model’s rich and com-
plex hyperparameter configurations. Its capability to avert local optima and converge
quickly to global optima makes DE ideal for fine-tuning our model and achieving opti-

mal results across diverse test cases.
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DE operates in three key phases: mutation, crossover, and selection. The first and
most crucial phase, mutation, introduces new genetic diversity into the solution set. It
modifies existing solutions using components from other population members through
arithmetic and geometric operations—typically transforming a base solution by add-
ing a weighted difference between two others to create a new variant. These mutations
maintain diversity, uncover promising solutions, and prevent convergence to suboptimal
points. The efficacy of DE largely relies on the mutation’s capability to produce a diverse,
high-quality collection of resolutions to guide the algorithm toward the optimum.

In the DE framework, the mutation process generates a new vector as follows [23]:

72\9 = 7m,r/ +F (?rz,g - ?Tsyg) (17)

Here, @, 4 @,4,and T, are three haphazardly chosen different solutions out
of the existing group, with F being a scaling factor that regulates how the difference
between two of them affects the third one. Subsequent to mutation, there follows a
crossover stage, which unites aspects from this newly mutated vector and those of the
existing target vector. It is usually done through a Binomial crossover technique:

vijgifrand(0, 1) < CRoOrj = jran
u:{ g if rand (0, 1) j = drana 18

Tij.g otherwise

CR displays the crossover rate, and jrqnd is an integer haphazardly chosen from the
range {1, 2, ..., D}, with D being the dimensionality of the solution. Then, selection
occurs, where the original target vector and the newly formed trial vector from the
crossover are evaluated against each other. The algorithm then selects the better-per-
forming solution to advance in the evolutionary process. This phase is crucial as it pro-
motes the continuous enhancement of solutions within the population, ensuring only
the most effective solutions are retained.

The enhanced DE variant introduces a new mutation mechanism that draws on recent
advancements in the field, as detailed in the literature [55]. Initially, k-means cluster-
ing is applied to the current population to determine distinct groups within the search
domain. This tactic segments the group into several clusters, with the number of clus-
ters, k, being haphazardly determined to fall between [2, v/N]. Focus is then directed
towards the cluster that displays the smallest average objective function value, marking
it as the target for deeper analysis. Figure 2 illustrates this approach, depicting 18 poten-
tial solutions divided into three clusters.

A novel mutation operator influenced by clustering is introduced, described by the fol-
lowing equation:

“a —

v = wing + F (77"1,9 - 77"2-,9) (19
In this formula, 7, ;,and @, , are two haphazardly selected candidate solutions from
the group, and win, displays the ideal resolution within a particularly promising cluster.
It is important to note that mg may not necessarily be the desired resolution across
the entire group. This clustering-oriented mutation mechanism is implemented repeat-
edly for M iterations. Subsequently, the population is processed through several stages
as outlined by the Generic Population-Based Algorithm (GPBA) [56]:
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Fitness

?

Best area

» Space

Fig. 2 lllustration of the enhanced DE variant with k-means clustering applied to the population, dividing 18
potential solutions into three clusters
« Selection: k candidate solutions are haphazardly chosen to serve as the initial
centroids for the k-means clustering.
+ Generation: M new candidate resolutions are produced through mutation, forming
the group v*.
+ Replacement: M candidates are haphazardly selected from the existing group to
create a set BBB.
+ Update: The top M performing candidates from the combination of v** and B
are selected to form the new set B/ . The updated group is then formed by mixing
(P-B)U B'.

Empirical evaluation

Data

The recommended scheme employs two prominent databases: BOSSbase 1.01 [57] and
BOWS-2 [58]. Each database entails 10,000 8-bit grayscale images, all standardized at a
resolution of 512 x 512 pixels. The images from each database were partitioned into two
groups to streamline the training and testing processes. For Class 1, 60% of the images,
totaling 6,000, are allotted for training, while the remaining 40%, which equates to 4,000
images, are sllotted for testing. Class 2 follows a slightly different dispersion, with 70% of
the images, or 7,000, dedicated to training and the remaining 30%, 3,000, earmarked for
testing. These databases are vital for evaluating the performance of steganalysis tactics,
as they offer diverse hurdles about image content and complexity that mirror real-world
conditions. The BOSSbase database, specifically developed for steganalysis research,
contains different natural images generally employed to compare the strength of steg-
anographic tactics against detection, while the BOWS-2 database, designed for water-
marking competitions, contains images generally employed to investigate watermarks’
resistance to different digital manipulations and attacks. All algorithmic validations,
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both model training and testing, were performed under MATLAB 2018a, selected for its
rich collection of included functions and tools well-suited for image manipulation and
ML processes, hence ensuring efficient application of recommended tactics.

Metrics

Various performance evaluation measures, including accuracy, F-measure, G-means,
and AUC, were applied to assess models’ performances. These measures give a detailed
description of classification effectiveness, which is necessary when trying to strike a
trade-oftf between sensitivity and specificity in difficult cases, including steganalysis.
Although accuracy gives a broad description of performance, it is not effective in cases
of class imbalancing; as such, it is supported by the F-measure, which includes accu-
racy together with recall. The F-measure is of relevance in applications, including stega-
nalysis, where false negatives are of higher consequence than false positives. G-means,
as a geometric mean of sensitivity as well as specificity, ensures a model’s effectiveness
in both classes, in particular where a minority class is of greater importance. The AUC
looks at a scheme’s capability to discern between classes at diverging thresholds, where
higher values of the AUC are better performance, in particular in imbalanced collection
cases.

The mathematical descriptions for the Accuracy, F-Measure, and G-means metrics are

as follows:
Accuracy — True Positives (T P) + Tru(? Negatives (TN) (20)
Total observations
Precision X Recall
F—M F158 =2
easure ( core) x Precision + Recall 1)
With
Precisi TP
recision =
TP + False Positives (FP) (22)
And
TP
Recall =
cea TP + False Negatives (FN) (23)
G — means = \/Sensitivity x Speci ficity (24)
Outcomes

A 5-fold stratified cross-validation technique was used to evaluate methodologies’ accu-
racy and robustness. The cross-validation is stratified such that there is a minimum of
an equivalent sample allocation from every class for every fold, offsetting bias in imbal-
anced data. The approach provides fair estimates by providing appropriate class pres-
ence in tests and training. The optimization in 5-fold is also maximized in computational
efficiency by optimizing data use, reducing variance, and optimizing a model’s general-
ization. The approach is well-suited in situations where there is limited data, optimizing
its use without overfitting, and is directly applicable in fields, including radiology imag-
ing and steganalysis.
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In the evaluative step, the recommended scheme was subjected to a stringent compar-
ison against eight separate DL schemes: CVTStego-Net [41], GTSCT-Net [42], HSVGG
[43], MSP-CNN [44], Yedroudj [45], LEA [46], MLR [47], and RL-GAN [48]. Addi-
tionally, the scheme was compared to two variants: one substituting SVM and another
substituting PSVM for ImnAUC-PSVM, termed Recommended with SVM and Recom-
mended with PSVM, respectively, and a third variant excluding hyperparameter opti-
mization, referred to as Recommended w/o HO. The outcomes of these experiments for
BossBase 1.01 and BOWS-2 databases are displayed in Fig. 3.

For the BossBase 1.01 database, performance reveals a definite edge of the recom-
mended scheme over conventional schemes, including CVTStego-Net and GTSCT-Net,
which are differentially designed for steganography and lack robustness for challeng-
ing image analysis tasks. The recommended scheme performs better than these by an
estimated 15% in F-Measure and around 10% for AUC, reflecting a superior manage-
ment of the challenges of the database. Schemes, including HSVGG and MSP-CNN,
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Fig. 3 Comparative performance of the recommended scheme with existing schemes on (a) BossBase 1.01 and
(b) BOWS-2 databases a) b)



LI Journal of Engineering and Applied Science (2025) 72:206 Page 17 of 27

which are optimized for high-dimensional data, perform well but lack the recommended
scheme’s capability to generalize well under various conditions, exhibiting a circa 5-8%
performance degradation at critical measures, including G-means. Comparing the rec-
ommended scheme to its variants on this database, the baseline version (without modi-
fications) retains a strong edge, especially over the Recommended w/o HO, which incurs
a reduction of around 5% under accuracy and similar reductions under other measures,
reflecting how much optimized hyperparameters contribute to upper-performing
performance.

For purposes of the BOWS-2 database, the scheme proves to be robust and flexible,
performing well above baseline schemes like LEA and MLR, which are lagging by a mar-
gin of 20% AUC and 10-15% F-Measure. This indicates a strong ability of the recom-
mended scheme to deal with diverse and possibly more complex imaging conditions
present in the BOWS-2 database. The variants of the recommended scheme, specifically
those incorporating SVM and PSVM, show minimal deviation in performance, suggest-
ing that while the core architecture is solid, the choice of classifier only partially influ-
ences the overall effectiveness. This is contrasted by the Recommended w/o HO variant,
which exhibits a notable decrease in performance metrics by about 10%, emphasizing
again the critical role that finely tuned hyperparameters play in maintaining the scheme’s
efficacy across different databases.

Statistical analysis applied to the BossBase 1.01 database proves that our recom-
mended framework outperforms current methods. The use of paired t-tests applied to
accuracy, F-measure, G-means, and AUC results in p-values smaller than 0.05 in every
case, thus validating its significant improvement over a variety of performance mea-
sures. Smaller intervals of confidence reflect a robustness increase as well as an accu-
racy increase. The BOWS-2 database shows a similar behavior, where our recommended
framework outperforms competing models as well, in a case where p-values are again
smaller than 0.05, thus verifying its statistical relevance. These experiments highlight
the robustness, relevance, and applicability of our recommended scheme in dealing with
complex and heterogeneous databases.

Figure 4 shows a comparative evaluation of the computational efficiency of different
steganalysis methods, as assessed by runtime as well as GPU utilization, based specifi-
cally upon BossBase 1.01 as well as BOWS-2 image databases. For BossBase 1.01, meth-
ods like MSP-CNN and Yedroudj showed prolonged runtimes; however, RL-GAN, as
well as our recommended approach, showed boosted computational efficiency. Impor-
tantly, GPU utilization as a function of time was not linear, as LEA used maximum GPU
levels despite a normal time runtime. For BOWS-2, RL-GAN as well as our approach,
showed decreased runtimes; however, a rise in GPU levels was observed, indicating that
the level of intricacy in data requires greater processing power. The approach suggested
herein, in fact, balances effectively between time efficiency as well as GPU levels, such
that it is adoptable in resource-poor environments.

Figure 5 indicates loss curves for validation and training for 250 iterations over Boss-
Base 1.01 and BOWS-2 databases. For BossBase 1.01, validation and training loss reduce;
however, larger validation loss variability indicates overfitting and an inability to general-
ize to new data. For BOWS-2, initial losses reduce a lot; however, larger validation loss

variability is an indication of sensitivity to data complexity alongside possible overfitting.
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Fig. 4 Comparative runtime and GPU usage analysis of different steganalysis schemes for the (a) BossBase 1.01
and (b) BOWS-2 databases a) b)

These are indicators of a need to optimize hyperparameters well in an attempt to boost
generalization.

Figure 6 shows the variation in decision times for the recommended approach over the
BossBase 1.01 and BOWS-2 databases. The BossBase 1.01 histogram illustrates a tighter
distribution in which the response time is between 100 and 140 milliseconds, which
indicates higher processing efficiency based on relative ease in describing data. The
BOWS-2 histogram, however, illustrates a larger range where durations are between 140
and 220 milliseconds, indicating reduced speed in decision-making due to higher data
complexity. This result points out how efficient the approach is when handling fewer
complex sets of data, yet concurrently indicates a point of improvement when handling
larger complex sets of data, including BOWS-2, particularly in time-critical situations.

It is shown in Fig. 7 that, for BossBase 1.01 and BOWS-2 databases, the performance
of INAUC-PSVM is better than Standard PSVM after 250 epochs. For BossBase 1.01,
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Fig. 6 Decision-making time dispersion of the recommended scheme for the BossBase 1.01 and BOWS-2
databases

ImAUC-PSVM shows a faster and steadier loss reduction, achieving a faster lower loss
plateau compared to Standard PSVM, such that its adaptability and generalization are
enhanced. For BOWS-2, InAUC-PSVM is superior to Standard PSVM with a faster
loss reduction, such that its ability in dealing with noisy and complex data is shown. The
comparative performance gap proves InAUC-PSVM’s remarkable capabilities for rapid
adaptability and fast decision-making in complex steganalysis problems.

Analysis of the recommended DE

Figure 8 presents an overall performance comparison of the new recommended DE
scheme versus several well-established metaheuristic optimization tactics based on
the BossBase 1.01 and BOWS-2 databases. The tactics being used for comparison
include Human mental search (HMS) [59], Salp swarm algorithm (SSA) [60], cuckoo
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Fig. 8 Comparison of the performance of the recommended DE scheme with others for (a) BossBase 1.01 and (b)
BOWS-2 databases a) b)

optimization algorithm (COA) [61], Firefly algorithm (FA) [62], Bat algorithm (BA) [63],
ABC [64], and original DE. On both databases, the recommended DE scheme outper-
forms others, especially for Accuracy, F-Measure, G-means, and AUC measures, being
pivotal for practical hyperparameter tuning of complex optimization problem domains,
including image steganalysis.

The recommended DE outperforms other methods on both the BossBase 1.01 and
BOWS-2 databases, showing significant improvements across all metrics. Its advanced
mutation strategies and effective selection enable precise hyperparameter optimization,
handling complex data structures efficiently. The performance gap, particularly versus
conventional DE, highlights the effectiveness of this version, supporting its use for opti-
mization in machine learning and data science.

Figure 9 shows the loss minimization trajectories over 300 rounds of DE optimiza-
tion on the BossBase 1.01 and BOWS-2 databases. For BossBase 1.01, the loss drops

sharply at first, reflecting rapid parameter optimization, then stabilizes as the algorithm
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Fig. 9 Loss minimization paths of the DE optimization process for the BossBase 1.01 and BOWS-2 databases
through 300 iterations

converges. In BOWS-2, the loss decreases gradually and steadily, suggesting a smoother
optimization landscape or better initial settings. This comparison highlights DE’s ability
to refine parameters and achieve fast convergence, even with complex databases.

Figures 5 and 7, and 9 do not originate from the point (0,0) according to the charac-
teristics of the data represented. These numbers specifically denote loss values and deci-
sion times during training and validation, wherein the model’s beginning circumstances
may not precisely correspond to zero. The plots commence at an elevated value due to
the model initiating its learning from a non-zero initial state, indicative of performance
throughout the initial training phases. The data points depicted in the pictures corre-
spond to specific time intervals or epochs, with the starting point indicating the model’s
progress rather than the initial conditions. This is a prevalent method in performance
assessment, particularly when addressing iterative learning models. The lack of origin in
these graphs does not signify any problems with the model or data; instead, it is a conse-

quence of the training and evaluation framework.

Discussion

This paper presents InAUC-PSVM, an innovative image steganalysis model that opti-
mizes detection for imbalanced databases. The scheme, for the first time, embodies
AUC maximization into its operating system to promote effectiveness and adaptabil-
ity. Incorporating ImMAUC-PSVM into image steganalysis achieves dramatic improve-
ments for dealing with imbalanced data dispersions, a prevalent problem for digital
security domains. Comparing the recommended scheme’s performance to several well-
established algorithms indicates its superior performance, particularly at the BossBase
1.01 and BOWS-2 databases, and thus its promising potential for revolutionizing ste-
ganalysis significantly. This study provides strong evidence for the benefit of embed-
ding AUC maximization into the SVM framework, addressing a key gap in steganalysis
research affected by class imbalance. Incorporating DE for hyperparameter optimiza-

tion enhances efficiency, yielding a system with fine control that achieves high accuracy
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Table 2 F-measure comparison of the recommended scheme and State-of-the-Art methods on
various databases

Method F-measure (Boss- F-measure F-measure F-measure
Base 1.01) (BOWS-2) (ICDAR2013) (ICDAR2015)
Recommended Scheme 92.1% 91.5% 92.1% 91.5%
CVTStego-Net 87.2% 85.5% 87.2% 84.1%
GTSCT-Net 86.5% 83.4% 86.5% 82.0%
HSVGG 89.5% 87.1% 89.5% 85.8%
MSP-CNN 88.2% 86.4% 88.2% 84.7%
Yedroud; 86.9% 84.9% 86.9% 83.6%
LEA 79.8% 78.2% 79.8% 75.6%
MLR 81.3% 79.6% 81.3% 77.4%
RL-GAN 90.5% 88.9% 90.5% 87.0%

under various conditions. As Fig. 3 shows, the recommended method outperforms oth-
ers in Accuracy, F-measure, G-means, and AUC, aligning with literature emphasizing
the need for consistent, adaptive frameworks in security-sensitive applications. These
results validate the method’s effectiveness and establish a benchmark for future auto-
mated steganalysis research.

Comparing F-measure values with innovative approaches further demonstrates its
superiority. On the ICDAR2013 database, the recommended scheme achieved 92.1%
F-measure versus 87.2% for SPCNET. On ICDAR2015, it also outperformed SPCNET,
which scored 74.1%. These findings confirm the model’s enhanced detection accuracy
compared to existing baselines.

Table 2 juxtaposes the F-measure values of the recommended strategy against vari-
ous cutting-edge methods throughout the BossBase 1.01, BOWS-2, ICDAR2013, and
ICDAR2015 databases. The results unequivocally demonstrate that the recommended
strategy continuously surpasses all alternative methods, attaining the maximum F-mea-
sure across all databases. It significantly outperforms techniques, including SPCNET
and GTSCT-Net, achieving an F-measure of 92.1% on the ICDAR2013 database. The
higher performance is due to the integration of AUC maximization and DE optimiza-
tion, which markedly augment the model’s capacity to manage imbalanced data, result-
ing in improved accuracy in identifying steganographic images.

ImAUC-PSVM tackles the issue of unbalanced databases in image steganalysis, char-
acterized by a predominance of non-steganographic images. Classical classifiers exhibit
majority class bias, leading to inadequate detection of the minority class. InAUC-PSVM
enhances classification performance by integrating area under the curve maximization
into its objective function, hence improving detection for both classes. This method
mitigates sensitivity to class imbalance, providing a more reliable performance metric
and enhancing the efficacy of the support vector machine in identifying concealed data
inside images.

DE enhances the InAUC-PSVM model by optimizing hyperparameters, including the
penalty factor and support vector machine kernel parameters. This improves classifica-
tion efficacy and guarantees the model generalizes effectively to novel data. An improved
variant of DE utilizing k-means clustering for mutation has been introduced to boost
performance. This enables DE to concentrate on promising areas of the search domain,
circumventing local optima and accelerating convergence. The improved DE method
offers an adaptive strategy for hyperparameter optimization, essential for dynamic ste-

ganalysis fields.
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ImAUC-PSVM is relevant in domains, including fraud detection, medical diagnosis,
and network security, where unbalanced data poses difficulties. Enhancing the identi-
fication of infrequent occurrences, including fraud and abnormalities, facilitates more
effective preventive strategies. The use of DE guarantees the model’s optimization as
data progresses, rendering it resilient for practical applications.

The constraints of the recommended scheme are as follows:

+ The ImMAUC-PSVM and enhanced DE methodologies entail elevated computational
expenses, particularly in extensive applications, owing to the ongoing assessment and
modification of parameters, potentially constraining their applicability in resource-
limited settings.

+ Data sensitivity: InAUC-PSVM exhibits significant sensitivity to data quality; the
presence of noise or substandard data might impair performance, necessitating
comprehensive pre-processing and meticulous attribute selection.

+ The risk of overfitting arises from the simultaneous maximization of the area under
the curve and hyperparameter optimization, especially in imbalanced databases,
where the model may excessively adapt to the minority class and exhibit subpar
performance on novel data.

+ Adaptability to developing tactics: As steganography techniques progress, the system
may necessitate regular retraining and recalibration to sustain efficacy, presenting
issues in contexts with constant changes.

Conclusions

This study offers a substantial advancement in picture steganalysis by introducing an
enhanced support vector machine model that optimizes the area under the curve, along
with hyperparameter optimization using DE. The integration of area under the curve
maximization within the support vector machine architecture improves model efficacy,
especially for unbalanced databases, which are a prevalent issue in practical applications.
The revised framework decreases computational complexity while maintaining the ben-
efits of the traditional support vector machine, yielding an efficient and adaptable model
for contemporary steganalysis. The advanced DE framework, incorporating a novel
mutation process, facilitates dynamic and precise hyperparameter optimization, hence
enhancing model efficacy. Experimental findings on the BossBase 1.01 and BOWS-2
databases validate the model’s exceptional efficacy, especially in differentiating between
unaltered and steganographic photos, as demonstrated by elevated F-measure scores.
The findings highlight the capability of the enhanced support vector machine model
to boost digital security by offering a reliable instrument for identifying hidden data in
images.

Future endeavors may enhance the refined support vector machine model by inte-
grating real-time adaptive learning to more effectively address the progression of steg-
anographic methodologies. Furthermore, extending the model’s application to other
digital media, like video and audio files, could expand its use, improving security sys-
tems’ capacity to identify concealed material across various communication platforms.

Abbreviations

AUC Area Under the Curve
RR_AUC(s) Regularized Risk AUC (scoring function)
s(x) Scoring Function

@) Feature Mapping Function
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\4 Transformed Label Vector
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PSVM Projected Support Vector Machine
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