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Abstract

Memory safety bugs, such as buffer overflows and use-after-
frees, are the leading causes of software safety issues in pro-
duction. Software-based approaches, e.g., Address Sanitizer
(ASAN), can detect such bugs with high precision, but with
prohibitively high overhead. ARM’s Memory Tagging Ex-
tension (MTE) offers a promising alternative to detect these
bugs in hardware with a much lower overhead. However, in
this paper, we perform a thorough investigation of Google
Pixel 8, the first production implementation of ARM MTE,
and show that MTE can only achieve coarse precision in bug
detection compared with software-based approaches such
as ASAN, mainly due to its 16-byte tag granularity.

To address this issue, we present NANOTAG, a system to
detect memory safety bugs in unmodified binaries at byte
granularity with ARM MTE. NaNoTAG detects intra-granule
buffer overflows by setting up a tripwire for tag granules that
may require intra-granule overflow detection. The memory
access to the tripwire causes additional overflow detection in
the software while using MTE’s hardware to detect bugs for
the rest of the accesses. We implement NaANOTAG based on
the Scudo Hardened Allocator, the default memory allocator
on Android since Android 11. Our evaluation results across
popular benchmarks and real-world case studies show that
NANOTAG detects nearly as many memory safety bugs as
ASAN while incurring similar run-time overhead to Scudo
Hardened Allocator in MTE SYNC mode.

1 Introduction

Memory safety bugs, like buffer overflows and use-after-
frees, are the root causes of a vast majority of software vulner-
abilities, e.g., 70% of Microsoft [75] and 51% of Android [27]
vulnerabilities. Consequently, researchers have proposed
a wide range of static and dynamic techniques over the
years [15, 22, 51, 58, 69, 73, 77, 83, 90, 93-96]. Among these
techniques, memory safety sanitizers [22, 58, 73, 77, 83, 93,
95, 96] have been proven especially useful in detecting such
memory safety bugs as they observe the executions of ap-
plications directly without any false positives. However, the
high overhead of these sanitizers limits their adoption in in-
production deployment or fuzzing. For example, Google re-
ports that both Address Sanitizer (ASAN) [83] and Hardware-
assisted Address Sanitizer (HWASAN) [22] have a similar
CPU overhead of 2x [4, 22]. This issue is even worse for
closed-source binaries, where static [56] or dynamic [61, 79]
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binary instrumentation tools incur prohibitively high over-
head, ~3X, 17X, and 35X for ASAN-Retrowrite [56], Val-
grind [79], and QASAN [61], respectively [52, 56].

This critical need has motivated hardware vendors to de-
ploy hardware-based techniques such as ARM’s Memory
Tagging Extension (MTE). Instead of heavily instrumenting
the program either statically or dynamically, ARM MTE de-
tects memory safety bugs in load and store instructions by
comparing the tag of the pointer to the tag of the memory be-
ing accessed in the hardware. ARM reports that the estimated
performance overhead of MTE is merely 1-2% [13] for the
fastest MTE ASYNC mode!. Google Pixel 8 became the first
production implementation of ARM MTE in late 2023. Google
adds MTE support in Scudo [42], Android’s default memory
allocator, to detect memory safety bugs in production, while
also reporting no noticeable performance slowdown [35].
MTE helped detect a real-world Bluetooth memory corrup-
tion bug on Android, Google CVE-2024-23694 [26].

In this paper, we conduct a thorough investigation of
Google Pixel 8 to show that MTE’s low performance over-
head comes with a trade-off in its bug detection capabilities.
Our experimental results show that Scudo with ARM MTE
fails to detect 24.32% of all the heap-based buffer overflow
bugs in the Juliet Test Suite [23], while ASAN can detect
almost all (98.66%) of them. As we analyze the bugs ARM
MTE fails to detect, we observe that ARM MTE can only
detect memory safety bugs at a coarse granularity due to
hardware constraints. In particular, ARM MTE sets a 4-bit
tag for each 16 bytes of memory, called the tag granule, in the
physical memory. The tag granule serves as the minimal unit
of MTE’s memory safety bug detection and MTE ignores any
buffer overflow occurring within a tag granule. We refer to
such bugs as intra-granule buffer overflows, accessing useful
or padding bytes based on memory allocators [1, 42].

As we analyze the implications of such intra-granule buffer
overflows, we observe that 86.57% of all memory allocations
in SPEC CPU 2017 benchmarks [45] expose potential surface
of bypassing MTE checks. Furthermore, such intra-granule
buffer overflows lead to real-world vulnerabilities such as
CVE-2024-12084 [32], a critical issue Google reports [11, 38].

Byte-granular overflow detection faces two key challenges:
high run-time and memory overhead. First, byte-granular
overflow detection on MTE would require additional soft-
ware checks similar to prior work [22, 56, 61, 79, 83], incur-
ring at least 2X run-time overhead [4]. These software checks

IMTE has three modes: SYNC, ASYNC, and ASYMM. See §2.1.1 for details.
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would also require redzones [65, 79, 81] or shadow mem-
ory [79], incurring at least 10-35% memory overhead [22].
Detecting intra-granule buffer overflows in hardware would
require changing MTE’s tag granularity from 16 bytes to 1
byte. Storing 4-bit tag metadata for every 8-bit data would
carve out one-third of the physical memory. Overall, detect-
ing intra-granule buffer overflows in hardware or software
would incur high run-time and memory overhead.

In this paper, we present NANOTAG, a system to detect
memory safety bugs in unmodified binaries at byte granu-
larity with ARM MTE, addressing intra-granule buffer over-
flows in real hardware for the first time. During memory
allocation, NANOTAG first identifies tag granules potentially
leading to intra-granule buffer overflows, which we call short
granules. For such short granules, NANOTAG probabilisti-
cally enables byte-granular overflow detection in software,
while always detecting buffer overflows and use-after-frees
at coarse granularity in hardware using ARM MTE. Conse-
quently, NANOTAG adds minimal run-time overhead on top
of the Scudo Hardened Allocator in MTE SYNC mode.

NANOTAG avoids high run-time overhead by performing
most of the checks in hardware with ARM MTE. NanoTaG
triggers additional software checks only for short granules by
setting up a tripwire, a tag granule with a special tag different
from the corresponding pointer’s tag. For a short granule,
NAaNOTAG sets up the tripwire probabilistically via sampling.
Once NANOTAG sets up the tripwire, a memory access to the
corresponding short granule triggers a tag mismatch fault in
hardware, initiating NANOTAG’s additional software checks.
After checking for buffer overflow and use-after-free, for
benign accesses, NANOTAG resumes the program’s normal
execution. However, if NANOTAG detects a memory safety
bug, it produces useful reports including the values of tags
and registers, helping developers to debug and fix the issue.

NaNoOTAG incurs zero memory overhead to store the meta-
data for performing additional software checks. Instead, NAN-
0TAG leverages the unused padding bytes within the short
granule and the MTE SYNC mode to gather all the informa-
tion. In particular, the MTE SYNC mode provides the precise
location of the instruction causing the tag mismatch fault,
exception instruction, and the fault address, which NanoTacG
uses to infer the byte offsets the program accesses within the
short granule. NANOTAG utilizes the unused padding bytes
within the short granule to encode the tag needed to access
the memory allocation, real tag, and the number of short
granule’s addressable bytes. Once a tag mismatch fault occurs
in hardware, NANOTAG extracts these information, checks
whether the pointer’s tag matches with the short granule’s
real tag, and the instruction accesses only the addressable
bytes of the short granule.

Once NANOTAG ensures that a memory access does not
involve buffer overflows after a tag mismatch fault, Nano-
Tag first removes the corresponding tripwire by updating
the short granule’s tag to be the same as the pointer’s tag.

Before resuming the program’s execution, NANOTAG also
sets up a trap (e.g., hardware or software breakpoint [33]) to
the instruction immediately after the exception instruction.

The program then executes the exception instruction with-

out triggering the tag mismatch fault again. As the program

executes the next instruction with the trap, NAN0TAG inter-
cepts the exception to restore the tripwire. NANOTAG also
records the frequency of accessing the tripwire inside the
short granule. Once a tripwire’s frequency reaches a certain
threshold, NANOTAG removes the tripwire altogether, avoid-
ing the potential overhead of accessing the same tripwire.
We implement a prototype of NANOTAG based on the

Scudo Hardened Allocator and systematically evaluate it on

Google Pixel 8. Our evaluation results show that NanoTaG

can effectively detect memory safety bugs at byte granularity,

while incurring similar run-time overhead to Scudo in MTE

SYNC mode. Our results show that NanoTaG detects almost

the same amount (97.57%) of heap-based buffer overflow

bugs in Juliet Test Suite as ASAN (98.66%), which signifi-
cantly outperforms both MTE SYNC (75.68%) and ASYNC

(75.60%) modes. On SPEC CPU 2017 benchmarks, NANOTAG

incurs a geomean run-time overhead of 12.50% in SPECrate

Integer benchmarks, which is similar to the run-time over-

head of Scudo in MTE SYNC mode (11.98%). We also evaluate

NaNoTaG using two real-world case studies. On the popular

Geekbench 6 [17] benchmark, NANOTAG incurs a run-time

overhead of 4.99%. Across three targets from the Magma

fuzzing benchmark, NANOTAG slows down fuzzing through-

put by only 15.86%, % of ASAN’s slowdown (111.20%).

Contributions. This paper contributes

o A thorough study of ARM MTE’s hardware and software
stack on Google Pixel 8 to quantitatively show that intra-
granule buffer overflows expose a large surface of bypass-
ing MTE checks (86.57%) in SPEC CPU 2017 benchmarks.

e NANOTAG, a system to efficiently detect memory safety
bugs in unmodified binaries at byte granularity with ARM
MTE, addressing intra-granule buffer overflows in real
hardware for the first time.

e An evaluation of NANOTAG’s prototype on Juliet Test Suite
and SPEC CPU 2017 benchmarks, to show that NanoTac
achieves similar bug detection capability (97.57%) as ASAN
(98.66%) and incurs a run-time overhead of 12.50%, which
is 7x lower than the 95.11% overhead of ASAN and com-
parable to the 11.98% overhead of the MTE SYNC mode.

2 Characterizing ARM’s Memory Tagging
Extension on Google Pixel 8
2.1 Background

We first describe ARM MTE’s hardware and then provide a
brief summary of the relevant software on Google Pixel 8.

2.1.1 Hardware. In anutshell, MTE detects memory safety
bugs using a lock-and-key approach [7], as we show in Fig. 1.
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Figure 1. An overview of ARM MTE. Locks and keys represent
memory and address tags, respectively. Addressable bytes are shad-
owed. The middle tag granule is a short granule. MTE detects both
underflow (1) and overflow (3) across the tag granule boundary.
However, it ignores the intra-granule buffer overflow (2).

While accessing memory bytes with a pointer, the pointer
carries a key associated with a lock that protects the memory
bytes. MTE permits the memory access only if the pointer’s
key matches the memory bytes’ lock. Otherwise, MTE gen-
erates an exception to report a memory safety bug.

MTE Tag Management. ARM MTE implements these locks
and keys with tags. A tag is a 4-bit token stored either inline
at the pointer or at a carved-out tag storage in the mem-
ory [80]. The tag that is inline at the pointer is called the
address tag (the key), storing at the leftmost byte of the
pointer. MTE does not treat it as part of the virtual address
with the Top Byte Ignore (TBI) feature [47]. The tag that is
at the carved-out tag storage is called the memory tag (the
lock). MTE divides the physical address space into 16-byte
chunks called tag granule, associating a memory tag in the
tag storage with it. There is also a dedicated tag cache for
memory tags [50]. While bringing memory bytes to a pro-
cessor’s cache, ARM MTE also prefetches the corresponding
memory tag from tag storage to tag cache [50].

MTE Tag Check. For each memory access, MTE compares
the memory tag in the tag storage (the lock) with the address
tag of the pointer (the key). MTE permits the memory access
only if address tag and all memory tags involved in the mem-
ory access are the same. Otherwise, the processor raises a
tag mismatch fault either synchronously or asynchronously.
MTE Modes. MTE modes determine when MTE reports
the tag mismatch fault. MTE currently supports 3 different
modes [31]: (1) SYNC, (2) ASYNC, and (3) ASYMM. In MTE
SYNC mode, the tag mismatch causes a synchronous excep-
tion immediately, while also recording the precise location
of the exception instruction and the fault address. In MTE
ASYNC mode, the tag mismatch fault causes an exception
at the nearest kernel entry, e.g., a system call or a timer
interrupt. The processor continues execution after a tag mis-
match fault until the nearest kernel entry, recording only
an imprecise location near the exception instruction. ARM
also introduces MTE ASYMM mode to handle read and write

Table 1. Heap-based memory safety bugs in Juliet Test Suite. Scudo
only detects 75% of buffer overflow bugs in MTE SYNC and ASYNC
modes, while ASAN detects almost all (98.66%) of them.

Scudo Scudo

CWE ID Total | ASAN
ota (ASYNC) | (SYNC)
CWE122 75.60% 75.68%

4 .66%
(heap-based buffer overflow) 3438 | 98.66% +0.13% +0.10%
CWE415 318 100% 98.43% 98.45%
(double free) ° +0.14% +0.19%
CWE416 96.54 96.94%

393 100%

(use after free) +0.60% +0.58%

memory accesses in SYNC and ASYNC modes, respectively.
However, Android does not allow users to manually enable
MTE ASYMM mode. Instead, MTE ASYNC mode is redefined
as MTE ASYMM mode in compatible devices [31].

2.1.2 Software. Google Pixel 8 has end-to-end support for
MTE in software, including Instruction Set Architecture, op-
erating system, and Scudo Hardened Allocator, which we de-
scribe in detail in §A. Briefly, MTE adds several instructions
to manage both address tags and memory tags as we show
in Table 6 [7]. The boot loader carves out around 3% of the
physical memory for tag storage at the system start up [30].
The Android operating system supports configuring MTE
via system calls [28] and Android Debugging Bridge [35].
Android’s default memory allocator, Scudo [42], uses MTE
to detect memory safety bugs for memory allocations by its
primary allocator [80], which we also describe in §A.

2.2 How does MTE compare against purely
software-based techniques?

In this section, we characterize ARM MTE’s bug detection
capability on Google Pixel 8 using NIST Juliet Test Suite
(v1.3) [23], similar to prior work [52, 63, 70, 73, 96]. Among
different Common Weakness Enumerations (CWEs) of Juliet
Test Suite, out-of-bound write, out-of-bound read, and use
after free are ranked 2nd, 6th, and 8th of the top 25 most dan-
gerous software weaknesses in 2024 [12]. We select the cor-
responding heap-related CWEs: CWE122 (heap-based buffer
overflow), CWE415 (double free), and CWE416 (use after free).
Each CWEs include both benign and buggy test cases. As
benign test cases do not include any memory safety bug, a
sound bug detector should not report false positives. The
buggy test cases include one or more memory safety bugs.
Similar to prior work [73], we exclude some CWE122 test cases
to avoid infinite waiting and nondeterministic results: (1)
CWE129_listen_socket and CWE129_connect_socket requiring
external inputs; (2) CWE129_rand triggering bugs randomly.
Due to MTE’s probabilistic nature, we run each CWE with
Scudo multiple times to report the average number. For com-
parison, we run Juliet Test Suite with both ASAN and Scudo
in MTE SYNC and ASYNC modes. For ASAN, we disable
Leak Sanitizer [24] to ensure that ASAN only detects buffer
overflows and use-after-frees.
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#if defined SHA512_DIGEST_LENGTH

#define MAX_DIGEST_LEN SHA512_DIGEST_LENGTH
#elif defined SHA256_DIGEST_LENGTH

#define MAX_DIGEST_LEN SHA256_DIGEST_LENGTH
#elif defined SHA_DIGEST_LENGTH

#define MAX_DIGEST_LEN SHA_DIGEST_LENGTH
#else

#define MAX_DIGEST LEN MD5_DIGEST_LEN
#endif

md-defines.h, adapted from [39]

struct sum_buf ({
OFF_T offset;
int32 len;
uint32 suml;

/*xoffset in file of this chunkx/
/#length of chunk of filex/
/#simple checksumx/

int32 chain; /*next hash-table collisionx/
short flags; /+flag bits*/

char sum2 [SUM_LENGTH]; /*checksumx/

rsync.h, adapted from [40]

struct sum_struct xs = new(struct sum_struct);
/e .
s—->sums = new_array (struct sum_buf, s->count);
for (i = 0; i < s->count; i++) {
s=>sums [1] .suml = read_int (f);
read_buf (f, s->sums[i].sum2, s->s2length);

/S

sender. c, adapted from [41]
Figure 2. CVE-2024-12084 [32], an intra-granule heap-based buffer
overflow bug in rsync that becomes a silent data corruption in MTE,
while both ASAN and NANOTAG detect it.

Results. In our experiment, both ASAN and Scudo do not re-
port any of the benign test cases as bugs. Therefore, we only
show the results of buggy test cases in Table 1. Table 1 shows
the percentages of memory safety bugs ASAN and Scudo de-
tect. For Scudo, it has almost the same results in MTE SYNC
and ASYNC modes. We show that, although Scudo with MTE
support detects most of the temporal memory safety bugs,
i.e., CNE415 (double free) and CWE416 (use after free), it detects
significantly fewer spatial memory safety issues, i.e., CWE122
(heap-based buffer overflow), than ASAN.

For buffer overflows (CWE122), Scudo detects only 75.68%
and 75.60% of heap-based buffer overflow bugs in MTE SYNC
and ASYNC modes, while ASAN detects almost all (98.66%)
of them. By analyzing the bugs Scudo fails to detect, we
find that Scudo is less precise than ASAN, mainly due to
its 16-byte tag granularity. The missed bugs in CWE122 are
mostly intra-granule buffer overflows, i.e., a buffer overflow
that occurs within the 16-byte tag granule. Fig. 1 shows an
example of such an intra-granule buffer overflow. For access
2 in Fig. 1, it accesses the 12th byte in the tag granule, while
only the first 8 bytes are addressable. Therefore, access 2
results in an intra-granule buffer overflow. However, due to
MTE’s coarse tag granularity, MTE fails to detect such an
intra-granule buffer overflow, as MTE permits accesses to
the full tag granule even though only part of it is addressable.

Observation: MTE detects only up to 75.68% heap-
based buffer overflow bugs on Juliet Test Suite, while
ASAN detects almost all (98.66%) of them.

Insight: MTE ignores intra-granule buffer overflows
due to 16-byte tag granularity.

2.3 How frequently do programs allocate short
granules?

To understand the surface of bypassing MTE checks due
to missed intra-granule buffer overflows, we analyze the
memory allocations in SPEC CPU 2017 benchmarks. Our
experiment setup of SPEC CPU 2017 benchmarks is consis-
tent with our evaluation, which is described in §5.1 and §5.3.
A memory allocation is a vulnerable memory allocation if
it contains a short granule. We calculate the percentage of
vulnerable memory allocations as the number of memory al-
locations, whose size is not a multiple of 16 bytes, divided by
the total number of memory allocations in the benchmark.

Results. As shown in Fig. 3, 86.57% of all memory allocations
in SPEC CPU 2017 benchmarks include short granules, lead-
ing to potential intra-granule buffer overflows. Specifically,
70% and 50% of benchmarks have more than 40% and 60% vul-
nerable memory allocations, respectively. We also observe
that there are three benchmarks (520.omnetpp_r, 525.x264_r,
and 548.exchange2_r) with more than 99% vulnerable mem-
ory allocations. This illustrates the ubiquitousness of vulnera-
ble memory allocations in various applications. One potential
approach to reduce the ubiquity of these vulnerable memory
allocations would be to use a smaller tag granularity than 16
bytes. Unfortunately, such an approach would increase the
size of the tag storage, carving out more physical memory, %
of it in the extreme case (1-byte tag granularity). For example,
while studying the impact of different tag granularities, prior
work [85] argued that the size of an optimal tag granularity
is 16 bytes as a larger tag granularity significantly increases
the memory overhead due to alignment.

Observation: 86.57% of all memory allocations in SPEC
CPU 2017 benchmarks include short granules.
Insight: Short granules, leading to intra-granule buffer
overflows MTE ignores, are ubiquitous in allocations.

2.4 How do intra-granule buffer overflows lead to
undetected real-world vulnerabilities?

In Fig. 2, we show the code snippets of a real-world vulner-
ability, CVE-2024-12084 [32]. This vulnerability is due to
a heap-based buffer overflow bug in rsync [37]. In particu-
lar, the buffer overflow occurs at line 6 of sender.c, while
filling up s->sums[i].sum2 with client-provided s->s2length
bytes [38]. As shown in rsync.h, sum2 is an array of SUM_LENGTH
bytes, which is a field of a 40-byte structure, sum_buf. The
attacker exploits this vulnerability by controlling the value
of s->s2length, whose maximum value MAX_DIGEST_LEN is
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Figure 3. Percentage of vulnerable memory allocations in SPEC
CPU 2017 benchmarks. 86.57% of all allocations in SPEC CPU
2017 benchmarks include short granules, leading to potential intra-
granule buffer overflows. The only outlier is 505.mcf_r (0.05%).

typically larger than SUM_LENGTH, as defined in md-defined.h.
As the size of sum_buf (40 bytes) is not a multiple of 16 bytes,
the last tag granule in the memory allocation has 8 non-
addressable bytes. Therefore, MTE ignores any overflow into
these 8 non-addressable bytes in the last tag granule.

We implement a simple Proof-of-Concept (PoC) of CVE-
2024-12084 by setting s->s2length to 24, initiating an intra-
granule buffer overflow in the last tag granule of sum_buf. As
we evaluate this PoC with MTE-enabled Scudo, we observe
that MTE fails to detect the overflow in both SYNC and
ASYNC modes due to its 16-byte tag granularity. On the
other hand, both ASAN and NANOTAG prevent this PoC by
detecting intra-granule buffer overflows.

Observation: Ignoring intra-granule buffer overflows,
MTE fails to detect a PoC of CVE-2024-12084.
Insight: Detecting intra-granule buffer overflows helps
uncover real-world vulnerabilities.

3 Design

In Fig. 4, we show NaN0TAG’s workflow to detect memory
safety bugs in unmodified binaries at byte granularity with
MTE. NANOTAG aims to achieve the following goals:
(D1): Detect memory safety bugs at byte granularity.
(D2): Avoid instrumenting the source code or the binary.
(D3): Incur run-time overheads like MTE-enabled Scudo.

3.1 Sampling-Based Tripwire Allocation

NaNOTAG avoids instrumenting the source code or the binary
(D2) by setting up tripwires that invoke additional software
checks. NANOTAG sets up these tripwires via sampling, amor-
tizing the overhead of additional software checks (D3).

Tripwire. As we show in Fig. 1, a short granule is a tag gran-
ule where only part of its 16 bytes is addressable. To detect
intra-granule buffer overflows in the short granule, NAN-
0TAG needs to differentiate memory accesses to the short
granule from other granules. Therefore, NANOTAG proba-
bilistically sets up a tripwire for such short granules, i.e.,
NanoTag allocates the short granule a special tripwire tag,

Software

MTE Tag Management

> ‘ MTE Tag m Sampling-Based

. Tripwire
Allocation Allocation (§3.1)
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Tag Mismatch Handling

Tag Mismatch By(t)e‘;:‘yrgi:vlilar ‘
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Checking Tag Mlsmatch}

Hardware

Figure 4. NanoTag’s workflow. Blue blocks specify additional
components in NANOTAG, while white blocks denote unmodified
components in MTE’s hardware and software.
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Figure 5. NANOTAG’s sampling-based tripwire allocation.

which is different from other tags in the same memory allo-
cation. Similar to HWASAN [22], NANOTAG sets the tripwire
tag as the number of addressable bytes in the short granule,
which is 0x8 for the short granule in Fig. 1. Consequently,
when a pointer accesses the tripwire, it always causes a tag
mismatch fault, either from a true memory safety bug or only
from a safe program access to the short granule’s address-
able bytes, which NanoTAag intercepts in its tag mismatch
handler (§3.2). To identify the root cause of the tag mismatch
fault, NANOTAG stores the legit address tag of the memory
allocation in the last 4 bits of the short granule since the last
byte of the short granule is always unused. While resizing
and freeing the allocation, NANOTAG needs to propagate and
clear out the last 4 bits of the short granule.

Sampling. Similar to MTE’s probabilistic detection of mem-
ory safety bugs, NANOTAG also detects intra-granule buffer
overflows probabilistically via sampling, amortizing the over-
head of additional software checks. As we show in Fig. 5,
while setting up tripwires, NANOTAG employs sampling in
two phases: slow start and sampling phase. In the slow start
phase, NANOTAG sets a tripwire for every new short gran-
ule allocation, while also incrementing the AllocCount. As
AllocCount reaches above a threshold (AllocThreshold), NAN-
oTAG transitions from the slow start phase to the sampling
phase. In the sampling phase, NANOTAG sets the tripwire



Algorithm 1 NanoTAG’s byte-granular overflow detection.

Input: fault address (f), starting address (start) and size (size)
of the memory access, address tag (addrtag), memory tag
(memtag), and the last 4 bits (metadata) of the short granule.

Output: true if the memory access is benign, false if it is a mem-
ory safety bug.

1: if memtag = 0 or addrtag = 0 then
2 return false

3: if addrtag # metadata then

4:  return false

5: else

6 shortgranule « f & —(16 — 1) > starting address of the

short granule

7: permitted « shortgranule + memtag > end address of

addressable bytes in the short granule

8: attempted « start + size > end address of the memory

access
9: if attempted < permitted then
10: return true

11: else

12: return false

only for the sampled ones. NANOTAG uses a similar sampling
algorithm to GWP-ASan [84]. NANOTAG generates a random
number (rand) from [1, 2 * SamplingRate], and allocates a
tripwire after every rand short granule allocations. After set-
ting up a tripwire, NANOTAG generates the random number
rand again for the subsequent tripwire. By default, NANoTAG
sets both SamplingRate and AllocThreshold to 1000, which
we empirically find to yield high bug detection capability
(97.57%, §5.5). Both of these parameters are configurable.

3.2 Byte-Granular Overflow Detection

NAaNOTAG implements a byte-granular overflow detection
algorithm (Algorithm 1) in the tag mismatch handler.

Information Extraction. In MTE SYNC mode, NANOTAG
gets necessary information (i.e., exception information) from
the tag mismatch fault including: the exception instruction’s
precise location (i.e., program counter, pc), fault address of
the memory, values of general-purpose registers (x0 ~ x30)
and the stack pointer register (sp). NANOTAG uses this ex-
ception information to infer all inputs in Algorithm 1. For
fault address (f), NANOTAG directly obtains it from the ex-
ception information. For the starting address (start) and
size (size) of the memory access, NANOTAG first reads the
memory bytes corresponding to pc and then decodes them
to get the exception instruction. Combining this decoded
instruction with values of registers (x@ ~ x30, sp), NanoTaG
obtains start and size. In ARM MTE, only memory access
instructions, i.e., ARM load and store instructions [6], can
cause an MTE tag mismatch fault. Based on the ISA specifi-
cation of these instructions [6], NANOTAG extracts the size
of the memory access (size) from the opcode, and decodes
memory-access-related fields, e.g., the base register index

and the memory access offset, from the instruction encoding.
NANOTAG calculates the starting address of the memory ac-
cess (start) with values of registers based on the addressing
mode and memory-access-related fields of the instruction.
NANOTAG infers memory tag (memtag) and the last 4 bits
(metadata) of the short granule from the fault address (f).
Assuming the fault address is inside the short granule, NaAN-
0TAG uses the normal load instruction (LDRB) to obtain the
last 4 bits of the short granule (metadata), and uses MTE tag
load instruction (LDG) to obtain the memory tag of the short
granule (memtag). NANOTAG infers the address tag (addrtag)
with both the exception instruction and values of registers.
Similar to start and size, NANOTAG decodes the exception
instruction to get the base register index and the offset. The
offset can be either an immediate value in the instruction
or a value in a register. If the offset is an immediate value,
NANOTAG takes the topmost byte of the base register as the
address tag (addrtag). Otherwise, NANOTAG calculates the
address tag (addrtag) with both the topmost byte of the base
register and the topmost byte of the offset register.
Overflow Detection. NANOTAG determines whether a mem-
ory access is benign or a memory safety bug based on a set
of addressability properties. In NANOTAG, a byte’s address-
ability on the heap follows the following properties:

(P1): The byte is non-addressable if its memory tag is 0.

(P2): The byte is non-addressable for a pointer with ad-
dress tag 0.

(P3): The byte is addressable when its memory tag matches
the address tag of the pointer.

(P4): The byte is addressable when it is the addressable
part of a short granule, and the last 4 bits of the short granule
match the address tag of the pointer.

As we show in Algorithm 1, NANOTAG rejects a memory
access if its address tag or memory tag is zero based on P1
and P2 (lines 1~2). As ARM MTE protects memory regions by
tagging them with a randomly selected memory tag which
is always not zero [80], a tag granule with memory tag being
zero means that it is either not allocated or not protected
by MTE. Therefore, P1 and P2 prevent buffer overflows that
are across heap, stack, or code segments. A tag mismatch
fault occurs when P3 is violated. NaAN0TAG implements Algo-
rithm 1 in the tag mismatch handler to analyze whether the
memory access that causes the tag mismatch fault is benign
or a memory safety bug based on P4. It rejects the memory
access if the last 4 bits of the tag granule is not the same as
the address tag of the pointer (line 3~4), which indicates that
the tag mismatch fault is not caused by a tripwire.

As we show in Fig. 6, ARM load and store instructions
can be unaligned, accessing multiple tag granules. For ex-
ample, a store instruction (access 2) can write two 16-byte
values from two registers into two tag granules in the mem-
ory. Similarly, a load instruction (access 3) can read memory
starting from any address, which may cross the tag gran-
ule’s boundary. Therefore, NANOTAG determines whether
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Figure 6. Examples of memory access patterns of ARM load and
store instructions. The red block represents the tripwire. The mem-
ory access can be unaligned, e.g., access 3, and may access multiple
tag granules, e.g., access 2 and 3.

the instruction accesses short granule’s addressable bytes
by calculating both the end address of addressable bytes in
the short granule (permitted, line 6~7) and the end address
of the bytes the instruction accesses (attempted, line 8). As
we show in Algorithm 1, NANOTAG only permits memory
accesses if the attempted last byte of the memory access is
not larger than the permitted last byte of the short granule
(line 9~12). As long as the instruction is accessing at least one
of the non-addressable bytes in the short granule, the end
address of the memory access (attempted) is always going
to be bigger than the end address of addressable bytes in the
short granule (permitted). Consequently, NanoTac will flag
such an access as a memory safety bug.

3.3 Tag Mismatch Recovery

In the tag mismatch handler, NANOTAG resumes the program
execution if the memory access is benign. However, resum-
ing the program execution after a tag mismatch fault is not
trivial. If NANOTAG resumes the program without removing
the tripwire, the program will access the tripwire, causing a
tag mismatch fault again. On the other hand, removing the
tripwire before resuming the program avoids the tag mis-
match fault but disables the byte-granular overflow detection
in the tag granule ever after. NANOTAG addresses this issue
by presenting a delegation-escalation-revocation approach.
Overall, NANOTAG achieves the following goals:

(G1). The processor executes all instructions in the program
order, no matter whether a tag mismatch fault occurs or not.
(G2). NANOTAG revokes the permission as soon as possible.
(G3). After NANOTAG revokes the permission, accessing the
tripwire will trigger a tag mismatch fault.

Delegation. NANOTAG resolves the tag mismatch fault by
manipulating the tags involved in the memory access. In
particular, as we show in Fig. 7(A), NANOTAG removes the
tripwire by setting the tripwire tag to be the same as the
address tag of the pointer. As NANOTAG needs to reset the
tripwire tag during revocation, NANOTAG swaps the memory
tag and the last 4 bits of the corresponding short granule.
The program behavior stays the same as if the tag mismatch
fault had not occurred, since the program executes the same
instruction (G1). NANOTAG does not modify the address tag
of the pointer, since a single instruction can access multiple
tag granules that do not share the same memory tag, as we
show for accesses 2 and 3 in Fig. 6. Modifying the address tag
of the pointer to match one of the memory tags may cause
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Figure 7. Delegation-escalation-revocation in NANOTAG. A red
block denotes the program instruction processor currently executes,
blue blocks represent NANOTAG’s byte-granular overflow detection
and tag mismatch recovery, and lightning symbols denote tag mis-
match fault and trap.

a tag mismatch fault in another tag granule. NANOTAG also
avoids emulating the exception instruction as, in software,
it is challenging to precisely emulate instructions that re-
quire atomicity (e.g., RCWCAS) or exclusive access (e.g., STTXR),
causing the program to have a different behavior.
Escalation. After delegation, the program can use the pointer
to access every byte in the delegated short granule. If NAN-
0TAG does not revoke the permission promptly, the pro-
gram will run in an escalated state for a long time, violating
(G2). Therefore, NANOTAG sets a trap right after the excep-
tion instruction to revoke the permission, as we show in
Fig. 7(B1). A trap is an instruction that causes an exception
during execution, such as instructions ARM hardware break-
points [3, 33] observe, software breakpoint instructions (e.g.,
BRK), or illegal instructions. After setting the trap, NanoTag
resumes the program execution from the exception instruc-
tion. NANOTAG’s escalation has limitations (e.g., exception
instruction at the end of a function) that we describe in §6.
Revocation. Once the program’s execution resumes, the
exception instruction accesses the memory without causing
a tag mismatch fault. The program then executes the next
instruction that contains a trap. This trap causes an excep-
tion, which NANOTAG intercepts to revoke the permission
for the delegated short granule. In particular, NANOTAG sets
the memory tag of the short granule back to the original
tripwire tag, by swapping the memory tag and the last 4
bits of the corresponding short granule again, as we show
in Fig. 7(C). After revocation, accessing the short granule
will again trigger a tag mismatch fault (G3). NaANOTAG also
removes the trap during revocation, resuming the program
from the current instruction.

Tripwire Access Control. As NANOTAG recovers after a
tag mismatch fault, accessing the same tripwire repeatedly
may introduce significant performance slowdown. NaANoTAaG



avoids the potential overhead by adopting an access control
mechanism as we show in Fig. 7. In particular, NANoTaG
maintains a counter, AccessCount, in the padded bytes of
the short granule, varying from 1 to 15 bytes. In case of a
single-byte padding, NANOTAG leverages the most significant
4 bits of the padding for AccessCount, as the padding’s least
significant 4 bits already contain the valid address tag. In
case of a multi-byte padding, NANOTAG could utilize at least
12 bits for AccessCount. In both cases, NANOTAG increments
a short granule’s AccessCount every time the corresponding
tripwire causes a tag mismatch fault. When a short granule’s
AccessCount reaches the largest number the counter could
hold (e.g., 15 for a 4-bit counter), NANOTAG removes the short
granule’s tripwire. NANOTAG supports configuring another
parameter, AccessThreshold. As a short granule’s AccessCount
reaches AccessThreshold, NANOTAG also removes the trip-
wire, as we show in Fig. 7(B2). By default, NANOTAG sets
AccessThreshold to 64, which we empirically find to provide
high bug detection capability (97.57%, §5.5).

3.4 NaNoTAG Bug Report

Once NANOTAG detects a memory safety bug, it provides a
detailed report to help developers pinpoint the bug’s root
cause. NANOTAG reports program’s pc, fault address, values
of registers, address tag, and memory tag. If the memory
safety bug is an intra-granule buffer overflow, NanoTaG
also reports the number of addressable bytes in the short
granule, while also listing the number of bytes the exception
instruction accesses in the short granule to cause the bug.

4 Implementation

We implement a prototype of NANOTAG using a standalone
user-mode signal handler [44] and Scudo Hardened Alloca-
tor [42]. In particular, NANOTAG’s signal handler consists of
893 lines of code. We implement NANOTAG’s configurable
parameters using environment variables [14].
Sampling-Based Tripwire Allocation. We implement NAN-
oTac’s sampling-based tripwire allocation by modifying 227
lines of code in Scudo. We implement NANOTAG’s sampling-
based tripwire allocation by modifying Scudo’s primary al-
locator (§A.3). We compile both Scudo and NanoTag with
the 02 optimization level.

Overflow Detection. MTE raises a tag mismatch fault as
a segmentation fault, i.e, a SIGSEGV signal with codes 8 and
9 for MTE ASYNC and SYNC mode, respectively. Conse-
quently, we implement NANOTAG’s tag mismatch handler as
a user-space signal handler using sigaction with SA_SIGINFO
and SA_RESTART flags. Our prototype supports a variety of
load and store instructions, including regular, atomic, and
SIMD instructions. We find that some functions in glibc [21]
introduce out-of-bound read accesses in their assembly im-
plementations. For example, the strcpy’s ARM assembly

implementation [20] uses SIMD load instructions to itera-
tively read from the source string and then checks if it has
reached the null terminator. While there exist prior ARM
efforts [2] to make strcpy compatible with MTE, it will still
require additional engineering efforts to make glibc compat-
ible with byte-granular overflow detection. Consequently,
to avoid rewriting glibc, NANOTAG’s tag mismatch handler
skips the tag mismatch faults these instructions cause.

Tag Mismatch Recovery. We implement NANOTAG’s tag
mismatch recovery mechanism by setting up ARM BRK in-
structions, as we could not set hardware breakpoints on
Google Pixel 8. When the processor executes this BRK in-
struction, it generates a SIGTRAP signal, which NanoTacg
catches with another signal handler. To differentiate from
other SIGTRAP signals, NANOTAG uses a special immediate
value while setting the BRK instruction.

Bug Report. NANOTAG’s signal handler parses the ucontext
argument [46], extracting information, e.g., pc, fault address,
and values of registers, to generate the bug report, similar to
what we describe in §3.2.

5 Evaluation

In this section, we experimentally evaluate NANOTAG to
answer the following research questions:

RQ1. How effectively does NaNOTAG detect memory safety
bugs at byte granularity?

RQ2. How efficiently does NANOTAG detect memory safety
bugs at byte granularity in terms of run-time overhead?
RQ3. How does NANOTAG generalize to real-world applica-
tions in terms of run-time efficiency and fuzzing throughput?
RQ4. How do NaNOTAG’s parameters affect its bug detection
capability and run-time overhead?

5.1 Experimental Methodology

Similar to prior work [63, 76], we perform all experiments
on a rooted Google Pixel 8 Pro with Termux [48]. We first de-
scribe our hardware and software setup. Then, we provide a
brief overview of our benchmarks and performance metrics.
Hardware. The Google Pixel 8 Pro is one of the first handsets
with MTE support [35]. This device has four “big” Cortex-
A715 cores, four “little” Cortex-A510 cores, and one “prime”
Cortex-X3 processor core, with a frequency range of 402-
2367 MHz, 324-1704 MHz, and 500-2914 MHz, respectively.
The device has 12 GB LPDDR5 RAM.

Software. The Google Pixel 8 Pro uses the Android 15. On
this system, we first install Termux [48], an Android terminal
emulator that provides a Linux development environment
on Android OS. As Termux launches programs directly by
calling the execve() system call, it incurs minimal overhead
compared to a virtualized environment [19]. We also leverage
chroot [9], a Linux command, to change the system’s root
directory to a specific path, the Ubuntu 22.04 root file system
(rootfs), to emulate a Linux development environment. In



Table 2. Memory safety bugs detected in Juliet Test Suite. NaNO-
TAG detects a similar number (97.57%) of heap-based buffer overflow
bugs as ASAN (98.66%).

Scudo Scudo
CWE ID Total | ASAN | (ciniey | syncy | NAwoTac
CWET22 75.60% 75.68% 97.57%
(heap-based 3438 | 98.66% o oo o
buffer overflow) +0.13% +0.10% +0.15%
CWE415 98.43% 98.45% 98.37%
(double free) | B8 | 1% | w014 | r019% | +o012%
CWE416 96.54 96.94% 96.69%
9 100%
(use after free) 393 00 +0.60% +0.58% +0.44%

particular, we use the Linux kernel version of 5.15.148. As
compiler, we use LLVM’s front-end compiler clang 14 [10].

Benchmarks. We evaluate NANOTAG’s bug detection capa-
bility (§5.2) and performance efficiency (§5.3) using Juliet
Test Suite [23] and SPEC CPU 2017 benchmarks [45], re-
spectively. We also leverage Geekbench 6 [17] and Magma
fuzzing benchmark [66] to evaluate NANOTAG’s generality
to real-world applications. (§5.4).

Metrics. For performance efficiency, we report overhead
numbers as the percentage increase in benchmark execution
time with a sanitized configuration (e.g., ASAN, NANOTAG,
etc.) in comparison to the baseline configuration (i.e., MTE-
disabled Scudo). We run each benchmark multiple times to
report both arithmetic and geometric means.

5.2 Bug Detection Capability

We study NANOTAG’s memory safety bug detection capability
using Juliet Test Suite [23], comparing the results with both
Scudo in MTE SYNC and ASYNC modes and ASAN.
Settings. While using Juliet Test Suite to evaluate NANOTAG,
we use the same experimental setting as our analysis (§2).
Results. As we discussed in §2.2, ASAN and Scudo do not
label any of the benign test cases in the Juliet Test Suite as
memory safety bugs. Similarly, NANoTag flags none of the
benign test cases as a memory safety bug in any iteration of
the experiment. Therefore, we only show the results for the
buggy test cases of Juliet Test Suite in Table 2. In particular,
Table 2 shows the percentage of bugs ASAN, Scudo, and NAN-
0Tag detect for different CWEs in Juliet Test Suite. As we also
show in §2.2, ASAN detects 22.98% of more heap-based buffer
overflow bugs (CWE122) than Scudo in MTE SYNC or ASYNC
mode, primarily due to intra-granule buffer overflows. In
contrast, NANOTAG identifies these intra-granule buffer over-
flows successfully, detecting 97.57% of all heap-based buffer
overflow bugs, similar to 98.66% of bugs ASAN detects. The
1.09% gap between NANOTAG and ASAN in CWE122 is primar-
ily due to MTE’s probabilistic nature. As we mention in §1
and §2, MTE uses only 4-bit tags due to constraints on tag
storage and TBI. Consequently, two random tags may collide
with each other with a probability of 6.25% % as 2* = 16).
Prior work [88] aims to avoid such tag collisions by utilizing
a multi-granular memory tagging in hardware. For double
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Figure 8. The run-time overhead of MTE-enabled Scudo, NAN-
0TAG, and ASAN for SPEC CPU 2017 benchmarks compared to a
Scudo baseline with MTE disabled. In terms of geometric mean,
NANOTAG incurs an overhead of 12.50% similar to Scudo’s 11.98%
overhead in MTE SYNC mode.

free (CWE415) and use-after-free (CWE416), NANOTAG performs
similarly to Scudo, detecting 98.37% and 96.69% double free
and use-after-free bugs, respectively. Similar to heap-based
buffer overflow bugs, MTE'’s probabilistic nature prevents
NANOTAG from detecting the rest of the temporal bugs.

Takeaway: Detecting intra-granule buffer overflows,
NaNoTAG performs similar to ASAN in Juliet Test Suite.

5.3 Run-Time Overhead

We study NANOTAG’s run-time overhead using SPEC CPU
2017 benchmarks [45]. Specifically, we use SPECrate Integer
benchmarks to measure the performance overhead Nano-
TaG, MTE-enabled Scudo, and ASAN incur over a Scudo
baseline with MTE disabled. We show the results in Fig. 8.
Reusing padding bytes to store metadata, NANOTAG avoids
incurring any memory overhead.

Settings. Using SPEC CPU 2017 benchmarks version (1.1.9),
we evaluate NANOTAG for all 10 SPECrate Integer bench-
marks, including the ones written in Fortran. We only use
SPECrate Integer benchmarks similar to prior work [63] as
Google Pixel 8’s 12 GB physical memory is not sufficient to
run SPECspeed Integer benchmarks that require 16 GB of
physical memory. We cross-compile all benchmarks on an
ARM server with Cavium ThunderX2 CPUs [49] provided
by Chameleon Cloud [98], and run them on Google Pixel 8
using chroot Ubuntu 22.04. While compiling all benchmarks
with clang, we use the 03 optimization level. We use this
same set of binaries to evaluate Scudo and NANOTAG via
LD_PRELOAD, following the SPEC tutorial [8]. As ASAN re-
quires additional compilation flags, we evaluate ASAN using
a separate set of binaries compiled with the required flags
(-fsanitize=address -fsanitize-recover=address).
Results. Fig. 8 shows the run-time overhead of Scudo, Nano-
Tag, and ASAN for SPEC CPU 2017 benchmarks. In terms of
geometric mean, NANOTAG incurs a performance overhead
of 12.50%, significantly outperforming ASAN (95.11%). Even
in the worst case, NANOTAG slows down 500.perlbench_r



Table 3. Run-time overhead of Scudo with MTE ASYNC and SYNC
modes, NANOTAG, and Valgrind [79] on Geekbench 6 [17] compared
to the Scudo baseline with MTE disabled. On the closed-source
Geekbench 6 benchmarks, NANOTAG adds only 1.23% overhead
over the MTE SYNC mode.

Scudo Scudo NANOTAG Valgrind
(ASYNC) | (SYNC) Memcheck
Geekbench 6 1.96% 3.76% 4.99% 1348.60%

by 47.60%, which is only around % of ASAN’s 182.59% over-
head. Compared to the 11.98% overhead of Scudo in MTE
SYNC mode, NANOTAG incurs only an additional 0.52% over-
head. Its largest gap to Scudo in MTE SYNC mode occurs in
520.omnetpp_r, which is 6.13%. For Scudo, we also observe a
noticeable gap between MTE SYNC and ASYNC modes. In
terms of geometric mean, Scudo only incurs a run-time over-
head of 4.00% in MTE ASYNC mode, which is 7.98% lower
than the overhead of Scudo in MTE SYNC mode. The largest
gap between MTE SYNC and ASYNC modes also occurs
for 500.perlbench_r, which is 39.49%. Reducing MTE SYNC
mode’s overhead will also make NANOTAG more efficient,
which we plan as future work.

Takeaway: In terms of geometric mean, NanoTAaG
incurs a run-time overhead of 12.50% for SPEC CPU
2017 benchmarks.

5.4 Real-World Case Studies

5.4.1 Closed-Source Application. We study NANOTAG’s
run-time overhead on real-world closed-source applications
using Geekbench 6 [17], one of the most popular benchmark-
ing apps with 1 million downloads on Google Play Store.
Settings. We use the Geekbench 6 Linux/AArch64 Preview
version [34], which runs the same set of benchmarks as the
Android or i0S version of Geekbench 6 [16, 18]. The closed-
source binary consists of 16 benchmarks that always run
sequentially, one benchmark after another. As the binary
does not provide an option to run a single benchmark sepa-
rately, while evaluating NaANoTaG, we set AllocThreshold to
100,000, much higher than its default value (1000), so that we
can measure NANOTAG’s overhead for all benchmarks. Simi-
lar to SPEC CPU 2017 benchmarks, we run Geekbench 6 on
chroot Ubuntu 22.04 with a single core and measure the abso-
lute run time. For baseline, we use Scudo with MTE disabled
and compare its performance against NANOTAG and Scudo
with MTE ASYNC and SYNC modes. ASAN-Retrowrite [56],
the state-of-the-art static binary instrumentation tool to san-
itize closed-source binaries, does not support the C++ ex-
ception handling mechanism Geekbench 6 requires. Conse-
quently, for Geekbench 6, we compare NANOTAG’s perfor-
mance against Valgrind [79]’s Memcheck tool [86].
Results. As we show in Table 3, NANOTAG incurs a run-
time overhead of only 4.99% on Geekbench 6, which is close
to the overheads Scudo ASYNC (1.96%) and SYNC (3.76%)
modes incur, and much lower than the overhead of Valgrind
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Table 4. Fuzzing throughput slowdown for NaNOTAG and ASAN
on Magma benchmarks compared to the Scudo baseline. NanoTaG
slows down fuzzing throughput by 15.86%, 2 of ASAN’s slowdown.

Target .text Size | Baseline | NanoTac ASAN
(Baseline) | (exec/s) | Slowdown | Slowdown

libpng 277.3 KB 28516.9 17.83% 35.70%

libxml2 1.1 MB 9243.23 7.26% 113.49%

poppler 4.4 MB 356.57 30.85% 339.32%

GeoMean 15.86% 111.20%

(1348.60%). For all configurations, Table 3 shows the over-
heads of the first 14 out of 16 benchmarks of Geekbench 6.
While running the 15th benchmark (ray-tracer) with NAN-
oTag, we observe an unexpected segmentation fault. The
root cause of the segmentation fault is a software breakpoint
(BRK instruction) NANOTAG sets up during escalation to re-
store a tripwire. For some specific instruction addresses of
ray-tracer, software breakpoints cause a segmentation fault
instead of causing an exception. While testing the benchmark
with GDB manually, we also could not set up breakpoints for
those addresses. In the future, we will explore setting up
ARM hardware breakpoints [3, 33], currently not supported
on Google Pixel 8, to solve this problem.

5.4.2 Fuzzing Throughput. We evaluate NANOTAG’s gen-
erality on fuzzing using the Magma fuzzing benchmark [66].
Settings. Using the Magma version 1.2.1 [36], we fuzz the
libpng, libxml2, and poppler targets with AFL++ [62] in
the persistent mode [25] on Google Pixel 8, in the absence
of accessible MTE-enabled servers [5]. Following the prior
work [92], we run fuzzers for 5 minutes to report the average
throughput of 5 fuzzing campaigns. We measure slowdowns
NanoTaG and ASAN incur over the Scudo baseline.

Results. Table 4 shows the fuzzing throughput slowdowns of
NanoTaG and ASAN. libpng, libxml2, and poppler represent
diverse fuzzing targets, from small to larger sizes, as we show
the .text section size and baseline fuzzing throughput in
Table 4. In terms of geometric mean, NANOTAG slows down
the fuzzing throughput by only 15.86%, which is around # of
ASAN’s slowdown (111.20%). NANOTAG’s highest slowdown
(30.85%) occurs in poppler, which is 1—10 of ASAN’s slowdown.

Takeaway: NANOTAG incurs a negligible run-time
overhead of only 4.99% on Geekbench 6, a real-world
closed-source application, and slows down fuzzing
throughput by only 15.86% on Magma.

5.5 Sensitivity Study

As we describe in §3, NanoTag includes three configurable
parameters: AccessThreshold, AllocThreshold, and Samplin-
gRate. We now study how these parameters affect Nano-
TaG’s performance overhead and bug detection capabilities.
As we vary the values of these parameters, we investigate
NanoTAG’s performance overhead using the 500. perlbench_r
benchmark, which suffers the highest run-time overhead
(47.6%) among SPEC CPU 2017 benchmarks, while studying



Table 5. Bug detection capability (%) and run-time overhead (%) for NANOTAG’s different configurations.

(a) AccessThreshold ‘ (b) AllocThreshold ‘ (c) SamplingRate

Value Bug Detection Run-Time Value Bug Detection Run-Time Value Bug Detection Run-Time
u u u
Capability (%) Overhead (%) Capability (%) Overhead (%) Capability (%) Overhead (%)
32 97.38 47.08 100 97.49 47.36 10 97.52 100.95
64 97.49 47.60 1000 97.41 47.60 100 97.20 61.23
128 97.50 59.00 10000 97.45 58.02 1000 97.44 47.60
256 97.32 59.32

NaNOTAG’s bug detection capabilities using CWE122 (heap-
based buffer overflow) in Juliet Test Suite.
Settings. The default values of AccessThreshold, AllocThresh-
old, and SamplingRate are 64, 1000, and 1000, respectively.
While studying the sensitivity of one parameter, we use the
default values for the remaining parameters.
Results. We show the results in Tab. 5. In Tab. 5 (a), as we in-
crease AccessThreshold from 32 to 256, NANOTAG’s run-time
overhead increases from 47% to 59%, without affecting its bug
detection capability that remains around 97%. Similarly, as
we increase AllocThreshold from 100 to 10,000 in Tab. 5 (b),
and decrease SamplingRate from 1000 to 10 in Tab. 5 (c),
NANOTAG’s run-time overhead increases from 47% to 58%,
and from 47% to 100%, respectively, while its bug detection
is unaffected. When we increase AccessThreshold beyond
256, increase AllocThreshold beyond 10,000 (e.g., 100,000),
or decrease the SamplingRate below 10 (e.g., 1), NaANOTAG
behaves similarly to a scenario without any tripwire access
control or sampling, which we discuss in §6. NANOTAG’s bug
detection capability drops only when AccessThreshold is less
than 32 (e.g., 93% for an AccessThreshold of 4). As we discuss
Juliet Test Suite’s limitations in §6, NANOTAG’s bug detection
capability remains ~97% even with a larger SamplingRate.
In general, while a lower SamplingRate has a significant
impact on NANOTAG’s run-time overhead, its performance
is stable, i.e., between 40% and 60% as we vary the values of
AccessThreshold, AllocThreshold, and SamplingRate.

Takeaway: NANOTAG achieves high bug detection ca-
pability with low run-time overhead by using reason-
able values for its parameters (e.g., SamplingRate >100,
AccessThreshold <256).

6 Limitations

Tripwire Access Control and Sampling. As we describe
in §3, NANOTAG relies on tripwire access control and sam-
pling to amortize the overhead of additional software checks.
Without tripwire access control and sampling, some applica-
tions would suffer from significant run-time overhead, e.g.,
up to 5x and 15X on perlbench_r, respectively.

False Negatives. NANOTAG may suffer from false negatives
due to the end of a function and tag collisions. In case of a
tag mismatch fault at the end of a function, i.e., the exception
instruction is followed by a RET instruction, NANOTAG could
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not set the trap to the RET instruction. Consequently, as NAN-
oTaG does not set the tripwire back to the short granule, it
may lead to some potential false negatives. Also, NanoTaG
may increase the possibility of MTE’s tag collision. For ex-
ample, if a pointer’s address tag matches with the last 4 bits
of a tag granule, NANOTAG still permits the memory access
even if the access was a true memory safety bug. Treating
such tag granule as a short granule, NANOTAG still limits the
number of addressable bytes to this tag granule.

Juliet Test Suite. Most of the benchmarks in the Juliet Test
Suite are micro-benchmarks with only one or two memory
allocations. Due to such a few memory allocations, NANOTAG
does not use sampling from the start of the program. For
example, if NANOTAG enables sampling from the beginning,
omitting tripwires for one out of two short granules, Nano-
TAG may miss the short granule causing the memory safety
bug. Consequently, while sampling from the beginning, NAN-
0TAag fails to detect 10% of heap-based buffer overflow bugs
in Juliet Test Suite that allocate only a few short granules.
Updating Juliet Test Suite to represent realistic memory allo-
cations [80, 97] would be a valuable future work.

7 Related Work

Memory Safety Sanitizers. Widely-adopted to detect mem-
ory safety bugs offline, memory safety sanitizers could be
location-based [22, 56, 61, 73, 79, 83, 89, 95, 96] or pointer-
based [55, 57, 59, 60, 70, 77, 78, 91, 93]. ASAN [83], one of the
most popular location-based sanitizers, uses redzones and a
quarantine list to detect buffer overflows and use-after-frees,
respectively. As ASAN incurs 2X run-time and memory over-
head [4], prior work [7, 22, 73, 84, 89, 95, 96] aims to reduce
them by sampling [84, 89], avoiding redundant queries [95,
96], segment folding [73], or hardware-assisted tagging [7,
22]. Quantifying the limitation of hardware-assisted tagging
as intra-granule buffer overflows expose a large surface of
bypassing MTE checks, we propose NANOTAG to avoid this
limitation with low run-time and zero memory overhead.
MTE-Related Work. As Google Pixel 8 implements MTE on
real hardware, recent works leverage MTE for isolation [67,
72,74, 76, 82], sanitization [29, 52, 53, 63, 64, 71], and specu-
lative execution attacks [63, 68], while also proposing hard-
ware changes [80, 87, 88] for future MTE optimizations. In
contrast, NANOTAG addresses intra-granule buffer overflows
MTE ignores, for the first time in real hardware.
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Conclusion

Memory safety bugs remain one of the leading causes of
software vulnerabilities. With hardware support, MTE accel-
erates detecting such bugs, but fails to detect intra-granule
buffer overflows due to its 16-byte tag granularity. We pro-
pose NANOTAG to detect memory safety bugs in unmodi-
fied binaries at byte granularity with MTE, addressing intra-
granule buffer overflows in real hardware for the first time.
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A Software on Google Pixel 8
A.1 Instruction Set Architecture

Once both address tags and memory tags are properly set
up, ARM MTE detects memory safety bugs for every load
and store instruction [6] by comparing the tags in the hard-
ware [7]. To manage tags, MTE adds several instructions
that we list in Table 6. In particular, MTE provides IRG and
GMI instructions to generate a random tag with a certain
mask. While generating random tags, MTE excludes values
in the mask. To set up the address tag, MTE provides pointer
arithmetic instructions, e.g., ADDG and SUBG. An instruction
tags an untagged pointer either directly from a generated
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random tag or based on an existing tagged pointer. To set
up the memory tag, MTE provides tag load and store in-
structions, e.g., LDG and STG, to access the tag storage with
the virtual address of the tag granule. When storing to the
tag storage, instructions can choose to zero (e.g., STZG) or
initialize (e.g., STGP) the corresponding tag granule. A sin-
gle user-space instruction could set up the memory tag for
at most 2 tag granules [7]. Setting up the memory tag for
multiple tag granules (maximum 16) requires instructions
that the processor can execute only in the privileged mode
(Exception Level (EL) > 1). Along with these MTE instruc-
tions that prior works have studied [7, 52, 63, 80], we find
that ARM also introduces data cache operations that allow
setting up the memory tag for multiple tag granules in the
user space. For example, Google uses the DC GZVA instruction
in the Scudo Hardened Allocator to set up the memory tags
of the whole cache line and zero its content [54].

A.2 Operating System

On Android, the boot loader carves out the physical memory
for the tag storage at system start up [30]. As each 16-byte
tag granule has a 4-bit memory tag, the tag storage uses
around 3% (%) of the physical memory. To enable MTE on
Android, the user needs to enable the Memory Tagging Exten-
sion option in the Developer Options. By doing so, Android au-
tomatically sets PR_SET_TAGGED_ADDR_CTRL in prctl and adds
the PROT_MTE flag in mmap [28]. The user selects MTE modes
by setting system properties using the Android Debugging
Bridge [35]. This allows Android to choose the correct flag
used in prctl. For example, for MTE SYNC mode, prctl adds
the PR_MTE_TCF_SYNC flag [28].

A.3 Scudo Hardened Allocator

The Scudo Hardened Allocator is the default memory alloca-
tor on Android since Android 11 [42]. When MTE is enabled,
Scudo uses MTE instructions to set up address tags and mem-
ory tags for memory allocations, so that MTE checks can
detect heap-based memory safety bugs at run time.

Primary and Secondary Allocator. Scudo handles mem-
ory allocation requests with two allocators: primary allocator
and secondary allocator [43]. The primary allocator is a size-
class-based allocator for handling small memory allocation

Table 6. Instructions in ARM MTE.
Instructions

IRG, GMI

ADDG, SUBG, SUBP

LDG, STG, STZG, ST2G, STZ2G,
STGP

LDGM, STGM, STZGM

Usage

Random tag generation
Pointer arithmetic

Tag load and store

Tag load and store (priv-
ileged)
Data cache operations

DC GVA, DC GZVA, DC IGDSW, DC
IGDVAC, DC IGSW, DC IGVAC
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requests, while the secondary allocator handles large mem-
ory allocation requests that are typically several pages. Scudo
only tags memory allocations in the primary allocator to de-
tect memory safety bug [80]. For memory allocations in the
secondary allocator, Scudo only tags the memory between
the start of the allocation and the start of the corresponding
page, due to the high overhead of tagging a large allocation.
Bug Detection. Scudo detects both buffer overflows and
use-after-frees. For each memory allocation request, Scudo
returns a tagged pointer, i.e., a pointer whose address tag is
the same as the memory tags of the corresponding memory
allocation. When this tagged pointer accesses any other mem-
ory allocation, an buffer overflow happens. To detect buffer
overflows, Scudo generates a random tag for each memory
allocation request. When an buffer overflow happens, a tag
mismatch fault will occur with 93.75 % (%) probability. Scudo
also uses odd-even tagging to deterministically detects buffer
overflows to adjacent memory allocations [80]. In odd-even
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tagging, Scudo generates an even (odd) tag for the request if
the adjacent memory allocation has an odd (even) tag. This
guarantees that the generated random tag is different from
the memory tags of adjacent memory allocations. Use-after-
free occurs when using a tagged pointer to access a memory
allocation after it has been freed by the allocator. To detect
use-after-frees, Scudo retags the memory allocation with a
different random tag than the current one. Therefore, Scudo
guarantees that the memory tag of the freed allocation is
different from the address tag of the previous tagged pointer.
Reuse Tags Assigned at Free. To reduce the run-time over-
head, Scudo reuses tags assigned at free when serving new
memory allocation requests [80]. As Scudo retags the mem-
ory allocation with a randomly generated memory tag at free,
it directly reclaims the freed memory allocation to serve new
memory allocation requests without retagging the memory
allocation with another memory tag again.
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