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Abstract. The Swiss Post voting system is one of the most advanced
cryptographic voting protocols deployed for political elections, offering
end-to-end verifiability and vote privacy. It provides significant docu-
mentation and independent scrutiny reports. Still, we argue that two
significant pillars of trust need to be further developed. One is formal ver-
ification accompanied by machine-checked proofs. The second is security
in presence of a corrupt setup component. In this work, we propose for-
mal specifications of a simplified version of the Swiss Post voting protocol
and initial verification results with the Tamarin prover. We also propose
a revised protocol design that mitigates risks from a corrupt setup, and
a prototype implementation of necessary zero-knowledge proofs.

1 Introduction

The SwissPost voting system implements a cryptographic protocol aiming for
strong security properties, including end-to-end verifiability and vote privacy. It
is one of the most advanced voting systems aimed for national elections, featur-
ing extensive documentation [1], continuous deployment and improvement |31],
and security reports from independent researchers |22}[23]/25//27,/28]. There have
also been papers pointing out security weaknesses in various instantiations of the
system, contributing to an overall strengthening of its security [15])24126]. From a
protocol perspective, the two main security properties that the SwissPost system
aims to achieve are vote privacy, i.e. voter choices are private, and end-to-end
verifiability, i.e. voters and auditors can obtain guarantees on the correct count-
ing of voting choices. Furthermore, vote privacy should hold even if the network,
voting servers and the bulletin board are corrupt. The guarantees expected for
verifiability are even stronger: it should also hold even if, in addition to parties
mentioned above, the voting platform of voters is corrupt.

The need for stronger security. SwissPost achieves these security prop-
erties through several interacting components: the setup component (SC); the
return codes and control components (CCRy,CCRy,CCR3,CCRy); and the woting
server (VS). The trust assumptions in this setting are that the setup component
is honest, and that at least one out of the four control components is honest.
The voting server mainly plays a forwarding and storage role, and can be cor-
rupt. The setup component is therefore a single point of failure: simple attacks
against privacy and verifiability properties are possible if the setup is corrupt.



This goes against the long sought goal of distributing trust in election systems,
both for vote privacy [12,30] and for election verifiability [9,]29]. For SwissPost,
this is a special concern since it is already used or to be used in political elections
in Switzerland [3|. The overall specification of the system, in particular that of
the setup component, is quite complex and not formally verified. Furthermore,
it is difficult to find the alignment between the specification and its software
implementation, as discussed e.g. in one of the independent reports [25]. This
leaves scope for attacks stemming in the specification, the implementation or
the misalignment between the two. The setup component is a prime target in
the overall architecture, and strengthening it is one of the main future goals
mentioned in [1] (section Computational Proof).

The need for formal specifications and machine-checked proofs.
The computational proof of security provided at |1] spans over four documents
totalling over 400 pages, gathering specifications, security definitions and proofs
(sections Computational proof, System Specification, Cryptographic Primitives and
Verifier Specification from [1]). It is the best effort so far to fully specify and prove
the security of an election system deployed for local or national elections. How-
ever, manual security proofs spanning over such length are error-prone and hard
to verify independently. Furthermore, while the security definitions considered
in [1] (section Computational Proof) are based on the standard approach of cryp-
tographic games, it is hard to assess how they relate to state-of-the art definitions
of e-voting security that have been developed for machine-checked cryptographic
proofs [16,21] or formal symbolic proofs [5}/6}/13,/20]. We need more abstract
specifications that initially sacrifice some detail in order to make progress to-
wards machine-checked or fully automated security proofs. Symbolic proofs for
SwissPost in ProVerif are also provided at [1] (section Symbolic Models). They
have some limitations that we aim to address with our Tamarin models. A general
limitation of ProVerif is the lack of associative-commutative symbols and of a
natural model of the Diffie-Hellman theory. Both play a crucial role in SwissPost.
Furthermore, the verifiability proof at [1] is missing the “recorded-as-intended”
property, called result integrity in our paper. This is an essential block in order
to obtain a symbolic model of end-to-end verifiability that is sound with respect
to more expressive mathematical models, as shown in [5,/17]. More generally, we
aim towards an alignment of symbolic and cryptographic specifications.

Our contributions. We propose simplified specifications, a revised protocol
design to achieve corrupt setup security, a prototype implementation of required
zero-knowledge proofs for our revised design, and initial results on automated
verification for two versions of the SwissPost protocol.

Specifications. We propose two protocol specifications - one symbolic and one
cryptographic - for a simplified version of the SwissPost protocol. Our simplifi-
cations consist in, e.g., reducing the number of control components from four to
two, removing unnecessary encryption layers, and focusing on at most two voting
choices. We also remove the authentication process that allows voters to obtain
their corresponding cryptographic voting keys from a start voting key, that is
shorter and is included in the voting card: we hardcode the cryptographic key



directly in the voting card, thereby assuming that the voter authentication and
the subsequent key download on the voting platform is secure. In the symbolic
model, we need to make some further simplifications in order to perform auto-
mated analysis with Tamarin [8]. For example, we cannot perform multiplication
of group elements. In some scenarios, e.g. when a return code is computed by
combining several group elements, we can model the corresponding operation re-
lying on the simpler theory of Diffie-Hellman exponentiation. In other cases this
does not work, e.g. we don’t yet capture ballots with multiple votes, since these
are encoded as multiplied group elements. In Section [ we discuss the potential
impact of these simplifications.

Protocols. Based on our simplified description of SwissPost, we present our
proposed protocol improvement, whose aim is to achieve privacy and verifia-
bility when the setup component is corrupt. As also mentioned in [1] (section
Computational Proof), it is not straightforward to cryptographically distribute
the computations performed by the setup component, since they rely on block
cipher-based primitives like hash functions and symmetric encryption. Even if
distribution would be possible, the inherent design of the system, where the
return code is reconstructed on a potentially corrupt server, allows its leakage
and a subsequent privacy breach by combining it with data from a corrupt setup
component. We therefore review the design of the protocol, and in particular the
way of computing the return codes, while aiming to keep exactly the same voter
experience and performance, not to hinder usability. The main idea is that the
code can be recomputed directly on the voting platform, relying on a random
mask to hide the final code from the server. The voting platform can reveal the
correct return code by removing the mask from the term received in response
from the voting server. When the voting platform is corrupt, it can compute a
correct return code only if it encoded the correct vote in the ballot. When the
setup component is corrupt and the voting platform is honest, a correct code can
be computed only if the ballot constructed on the voting platform is correctly
processed and recorded by election authorities. The cryptographic specifications
for both protocols are discussed and presented in MSC diagrams in Section [2}

ZK proofs implementation. In the original SwissPost system, the setup com-
ponent creates a list that contains hashes of return (pre-)codes in random order.
This list is used at the time of voting to filter out, in a privacy-preserving way,
any codes that do not respect the required format, i.e. corresponding to mal-
formed votes. As shown in [24], it is essential to handle this check correctly in
order to avoid attacks on verifiability, because otherwise e.g. multiple votes could
be cast for targeted voters. If we assume that the setup component is corrupt,
we cannot rely on this list anymore, since a correct lookup in the list would
reveal the vote of the voter to the setup component (in collaboration with a
corrupt server), which would compromise privacy. Instead, we have to directly
prove the correctness of the vote encoded in the ballot. Specifically, we need to
prove that one or more terms in the ballot are of the form x*, for some (known
and secret) random scalar r and x € {py,...,pa} - a set of group elements rep-
resenting eligible candidates. This can be done directly by combining a proof



of exponentiation and proof of inclusion in a set [11]. The challenge is to show
that, for our case study, this implementation is practical and does not introduce
significant overhead. We discuss our prototype implementation and results from
experiments in Section

Verification. We use Tamarin to automatically verify security for our sym-
bolic specification, obtaining the expected results for verifiability, summarised
in Table [2] confirming that our proposal can improve security when the setup is
corrupt. We have also attempted to prove privacy, but we obtain attacks that
cannot be confirmed, sometimes called false attacks in the Tamarin/ProVerif
communities. We discuss formal verification results and challenges in Section [4

2 Protocol specification and improvement

In Table [1| we present notation used in the paper. SwissPost relies on short
human readable codes that we assume drawn from {0, 1}*. In symbolic or infor-
mal descriptions, we will use the symbol H to represent hash functions, some-
times implicitly assuming that the output of H is within the space of short
codes. SwissPost relies on the following algebraic properties to combine terms
contributed by various parties: g* ® g¥ = g*¥ exp(Enc(x,k),y) = Enc(x¥, k) and
Enc(x, k) o Enc(y, k) = Enc(x e y, k). Homomorphic encryption, modelled by the
last two equations, is used only in the setup phase for an additional layer of
security, but is not strictly necessary. We present this additional layer only in
the cryptographic specification in supplementary material.

Table 1. Notation for cryptographic functions and domains.

Group of order q (candidates are encoded as elements of this group): G

Space for short codes: {0,1}*
Hash functions:  H;: {0,1}* — {0,1}*, Hy: {0,1}* — G, Hz: {0,1}* — {0,1}*
Generic hash function used in symbolic models: H

Public key encryption (ElGamal): (Enc, Dec)
Symmetric key encryption: (SEnc, SDec)
Product of group elements: xey
Exponentiation of group element x to scalar y: x¥

Product of ElGamal ciphertexts: cio0cCy
Exponentiation of ciphertext c to scalar y: exp(c,y)

Protocol parties and trust assumptions. The SwissPost protocol is ex-
ecuted by the following parties:

— the voting client VC is used by voters to authenticate to the voting server,
to create and cast ballots, and to verify return codes for ensuring their vote
is correctly counted.

— the setup component SC is responsible for generating key material and voting
cards that allow voters to authenticate, cast and verify votes.



— the voting server VS stores encrypted information obtained from the setup
component that is downloaded and decrypted on the voting client after au-
thentication; this allows the voter to cast and verify ballots, which are stored
on the voting server for tallying if ballot verification is successful.

— the return codes control components CCRy, CCRy participate in computing the
return codes that are sent to the voter; they verify the ballot and ensure the
computed return code corresponds to the encrypted vote.

For analysing security, we consider several scenarios under which a subset
of these parties is assumed honest, and the other parties are assumed to be
corrupt. In Table [2| we outline the main scenarios and whether we expect the
corresponding properties of privacy and verifiability to hold. We use subscripts
to make a distinction between SwissPost, which is the full SwissPost protocol as
described in specifications online [1]|, and the two protocols that we consider in
this paper: SwissPostg - simplified version of SwissPost used for specifications;
and SwissPost; - our proposal for the case of a corrupt setup. In this paper
we only make formal security claims about SwissPostg and SwissPosty, but we
expect that the same results apply to the full SwissPost protocol. The main trust
assumption for SwissPostg is that the setup component and one of the control
components is honest. In addition, for privacy to hold, the voting client should
also be honest.

Table 2. Protocol parties and trust assumptions for SwissPost.

VC | SC |CCRy|CCR2| VS |ID.||SwissPostg||SwissPosty
Ai: H|H | H c|cCc|C|V/ v v v
A: C|H | H cl|c|Cl||lv X v X
As: H| C | H c|Cc|C| X X v v/

corruption scenariof’ ver | priv || ver| priv

VC = Voting Client, SC = Setup Component, VS = Voting Server

CCRy, CCRo' = Return Codes Control Components, ID. = subset of eligible voters
1 : in SwissPost there are additional control components CCR3 and CCR4.

11 : Verifiability results are obtained with Tamarin; Privacy results are conjectured.

The voting card. Before voting begins, the voter obtains a voting card that
follows the structure described at the top of Figure [I} For simplicity, we focus
our description on two candidates. Furthermore, we use the same names, A and
B, to represent these candidates as well as the corresponding group elements in
the protocol implementation. The voting card contains:

— vc: the id that helps protocol parties retrieve associated data for the card.

— k: a secret key known only by the setup component and obtained by the
VC from the voter; this is a simplification, since in reality k is too big to be
written on the card: in SwissPost the vcard contains a so-called start voting
key (svk) that is short and allows the VC to obtain the encrypted k from the
server and decrypt it.



— ccy, ccp: return codes that correspond to A and B, respectively.

— bck: ballot confirmation key used by the voter to confirm that they received
the expected return code, e.g. they received cc, if they wanted to vote A.

— vce: vote confirmation code, confirming the ballot is included in the tally.

Fig. 1. Illustration of the SwissPost protocol flow for two candidates A and B.

Voter(id) Setup Component SC Voting Server VS

Controller CCR; for j € {1, 2}]

obtains vcard: Setup phase:
Vote and verify 1) Parties SC, VS, CCRy, CCR, jointly generate a voting veard for each voter, as shown left;
Ve A ‘ B (ve, k) is to initiate voting; bek is for ballot confirmation; ccy, ccp, vee are verification codes.
X cch ‘ ccs 2) Specific verification material is stored on VS, CCRy, CCRy to be used in the voting phase;
Confirm ballot we call sto, sty, sty the corresponding stores for these parties.
bek ‘ vee 3) The election public key pkg is published.

Voting and ballot confirmation phases: parties generate codes for ballot verification and confirmation.

Voter(id, vcard) Voting Client VC Voting Server VS(sto) Controller CCR;(st;) for j € {1, 2}]

"vote for X", (ve,k) from vcard

authentication as:

ates id to vc

b + Ballot(X,k,pkg)

ve, b (forward)

if —Verify(vc,b, st;) then fail

code; = ExtractCCRCode(vc, b, st;)

if all verifications and code extractions succeeded

if vec = vec! then Verified(id, X) ‘ then Tally(b) : store ballot b for tally.

Protocol ceremony and generic description. In Figure [I] we present
the generic structure of both SwissPostg and SwissPost; protocols. In the setup
phase the parties generate key material and the voting cards sent to voters. In
the voting phase, the voter enters the (vc,k) from the vcard and the desired
vote on the voting client VC. The VC creates a corresponding ballot and posts it
to the voting server. The CCR components verify the ballot and jointly provide
information that allows the return code corresponding to the vote from the ballot
to be reconstructed on the voting server. This return code is forwarded to the
voting client and displayed to the voter, who should verify whether it matches
the one displayed on the vcard. If it does, the voter enters bck, which allows
parties to confirm that the voter agrees their vote is correctly encoded in the



ballot. Another code is extracted and forwarded to the voter. If this code matches
vee from the voting card, this confirms to the voter that their vote is included
in the final tally.

SwissPostq specification. In Figurewe present how this general scheme is
instantiated in SwissPostg. The main idea is that the return codes cc, and resp.
ccp are stored encrypted under keys skccy, and resp. skccy that are derived by
combining:

— information about the voting choice (A or B) to which that code corresponds;
these are the terms H(A¥) and H(B¥) generated by the setup component.

— information about the id of the corresponding voting card; this is the vc
term used as argument to the hash function.

— information contributed by the control components; these are the keys ky, ko
that are used as exponents.

All the keys k, ky, and k, are distinct for each voter and there is a one-to-one
correspondence between the set of voting cards and the set of eligible voters.
The encrypted return codes are stored in a table denoted by CMT. During the
voting stage, if the voter voted for X € {A,B}, the parties will jointly be able
to recompute skccy, locate and decrypt the corresponding ciphertext from the
table. In addition to the CMT table, the setup component also constructs a list
containing hashes of pre-codes, denoted by Lycc. The codes included in this list,
of the form H(H(X¥),vc) for X € {A,B}, allow the control components to verify
that the vote included in the ballot is valid, as shown in the diagram for the
voting phase. In addition to X¥, the ballot also contains an encryption of X along
with a zero-knowledge proof that this is a correct encryption of X, i.e. that the
plaintext inside the ciphertext equals the base of the exponentiation term. The
zero-knowledge proof of ballot correctness is more complex in SwissPost than
in SwissPostg because a ballot in SwissPost can contain (a product of) multiple
votes. Finally, a similar process is used for generating confirmation codes at
setup and for decrypting them when the voter performs ballot confirmation.
Problems when the setup is corrupt. Note that the return codes ccy,
and their associated votes, are known in advance by the setup component SC.
The SC is not active during voting. The control components CCR collaborate to
extract the corresponding decryption key from the ballot and decrypt ccx. The
crucial part is that the code is reconstructed in the clear on the voting server,
which is important for verifiability, since parties need to agree the correct key is
used for decryption. If the setup component is corrupt, this immediately breaks
privacy: since the voting server is also assumed corrupt, the attacker can simply
check which code is decrypted, the one for A or the one for B. Verifiability also
easily breaks down, since the corrupt parties VS and SC can simply collude to
send any code to the voter, without the need to involve the control components.
SwissPost; specification. The main idea to counter these problems in
SwissPost; is to recompute the return code directly on the voting client, instead
of the voting server. We also need to prevent the corrupt parties VS and SC
to learn any information about the return code from the information revealed
through voting and code extraction. For this, we change the structure of the



return code and the way in which data is aggregated. We also use a random
exponent r instead of k in the ballot in order to hide the resulting code. Our
proposal is described in Figure [B] The main differences are summarised in the
table below:

SwissPostq SwissPosty
Code generation ccx <5 {0, 1} ccy + H(H(X* o X¥2)k yc)
Key generation |skccy < H(H(X¥)* e H(X¥)*2, vc) 1 (not needed)
Ballot structure (e, X% Iy) (e, X*, 1)
Code extraction decrypted on VS computed on VC
Vote validity hash list Lpcc zk proof

While in SwissPostg the return code is generated randomly and encrypted
under a computed key, in SwissPost; the code itself is computed. In practice, the
top layer hash function application would have to produce a human-readable
code ccy to be written on vcard. Note also that the order between the key k
and the keys ki, ky is switched in the computation of ccy in SwissPost;. This is
to allow the VC to apply k only after the pre-code information is returned and
the masking randomness r is removed. When VC is honest, this design should
prevent the corrupt parties from supplying a return code for any choice Y other
than X, the voter’s desired vote. For this, they would have to compute Y* from X*,
which we expect to be impossible under the Subgroup Generated by Small Primes
cryptographic assumption considered in [1] (section Computational Proof). When
VC is corrupt, if it cheats and encodes Y instead of X in the ballot, it would not
be able to obtain the correct code ccx from the information it gets in return.
Lastly, we need to ensure that the vote encoded in the ballot lies within a valid
set. The way we do it in SwissPost; is significantly different from SwissPost and
SwissPostq. Since we want to obtain privacy even when the setup component SC
is corrupt, we cannot rely on the hash list Lyec, since SC knows the one-to-one
correspondence between the elements of this list and the corresponding votes.
Instead, we augment the zero-knowledge proof of ballot validity with a proof
that the encoded vote lies within a valid set. In the next section, we present our
construction and discuss its prototype implementation.

Assumptions and limitations. To obtain verifiability when SC is corrupt,
we need to assume one of the two things: (1) the voting cards are correctly gener-
ated, or else (2) the return code components provide verifiable information that
the exponentiation operations with ky,k, are correctly performed with the key
corresponding to each voter. These assumptions can be ensured with a combina-
tion of audits, zero-knowledge proofs or signatures - that we plan to explore in
future work. Another limitation is that the randomness r is needed for recom-
puting the code for verification. This means that, for voters to verify their vote
on a different machine than the one where they voted, we need an usable and
secure way to transfer the randomness from one machine to another. Finally, if
SC is corrupt, we cannot fully prevent ballot stuffing, since it knows all codes and
can impersonate any voter. Formally, in this case, using the terminology from
Section [ we can obtain result integrity (ballots cannot be stuffed for honest
voters that verified their votes), but not strong result integrity.



Fig. 2. Illustration of SwissPostg for two candidates represented by group elements A
and B. For each voter id, the id of the voting card vc and generated keys are distinct.

Voter(id)

Setup Component SC Voting Server VS Controller CCR; for j € {1.2}]

Setup phase: generate voting vcard for each voter and store verification material on VS, CCRy, CCRy.

[

ve, bek < {0, 1}, k 5 Zg
store H(H(A¥),vc) and H(H(B*), vc) in a list Lycc
store H(H(H(bck)¥), vc) in a list Ly

vc, H(A¥), H(B¥), H(H(bck)¥) (forward)
————————————————————— B e e |
ky <8 Zq //verif.
kcj < Zq //conf.
(forward) H(A¥)®, H(B*)®, H(H(bck)*)*

for all X € {A,B}:

//generate verification code ccy and
//store it encrypted under the derived key skccy
cex 8 {0, 1}, skcey + H(H(XS)*™ o H(X¥)*2, vc)
CMT|[H(skccy) ] < SEnc(ccy, skcey)
//similarly for confirmation code vcc
vee + {0, 1}, skvee + H(H(H(bck)¥)**: o H(H(bck)*)*2, ve), [. .. |

CMT, Lpce; Lavee Lpce, Livee

veard = (ve, k; ccy, CCEA'ECEL,VEC,) store CMT store Lyce, Livee, X;, KC;

Voting and ballot confirmation phases

ter(id, vcard)

"vote for X", (vc,k) from vcard

Voting Client VC Voting Server VS lCuntroller CCR; for j € {1.2}]

authentication associates id to vc

e < Enc(X, pkg), I ¢ proofo(]...]) ‘

has voting vcard:
Vote and verify
ve A ‘ B
k ccy ‘ ccp
Confirm ballot
bck ‘ vce

if veec = vec’ then Verified(id, X)

ve,b = (e, X5, 1) (forward)

if =Verify(I) V H(H(X*), vc) ¢ Lyce
then fail

skcc + H(H(X¥)* o H(X¥)¥2, vc)
if H(skcc) ¢ CMT then fail
cc < SDec(CMT[H(skec)], skcc)

H(bck)* (forward)

if H(H(H(bck)¥), vc) ¢ Liyec then fail

H(H(bck)¥)kes

skvece + H(H(H(bck)¥)t o H(H(bck)¥)k2, vc)
if H(skvcc) ¢ CMT then fail
vec ¢ SDec(CMT[H(skvec) ], skvee)

if all verifications and code extractions succeeded
then Tally(b) : store ballot b for tally.




Fig. 3. Illustration of SwissPost; for two candidates represented by group elements A
and B. For each voter id, the id of the voting card vc and generated keys are distinct.

Voter(id)

Setup Component SC

Voting Server VS

lControllcr CCR; for j € {1.2}]

Setup phase: generate voting vcard for each voter and store verification material on VS, CCRy, CCRs.

[

ve, bek 5 {0, 1}

store H(H(H(bck)¥), vc) in a list Liyec

Jk 87y

ve, H(H(bck)¥)

(forward)

A%, BY | H(H(bck)¥)ke

for all X € {A,B}:
//generate verification codes
coy + H(H(X* o X*2)¥ vc)
//generate confirmation code
vee + H(H(H(bck)*)*: o H(H(bck)*)*2, vc)
(3) no need to store codes encrypted

kj,kcj 8 Zq

Some distinctions from SwissPostg:

(1) The use of (ki,k») before k for computing CCy.
This is for computing ccyx on VC without leaking X*

~~ used for vote privacy when SC is corrupt.

(2) Codes are computed rather generated randomly.
‘We assume a human-readable random H mapping.

(4) The use of fresh r as exponent and not k.

>

if —~Verify(Il) then fail

Livee Livee
Voting and ballot confirmation phases
vcard) Voting Client VC Voting Server VS Controller CCR; for j € {1,2}]
"vote for X", (ve,k) from vecard
authentication associates id to vc
e ¢ Enc(X,pkg), T ¢ Zq, II - proof([...]) ‘
(forward)

if vcc = vec’ then Verified(id, X)

) ¢ Liyec then fail

if all verifications and co

then Tally(b) : store ballot b for tally.

de extractions succeeded

has voting vcard: This is to protect privacy when SC is corrupt.
Vote and verify
ve A ‘ B (forward) (X
€= mmm e e e e m oo I e R |
k ccy ‘ ccp
Confirm ballot = (5) Cod - od on VO I —
r (5) Code cc is recomputed on oy stripping .
bck vee kg r\ky
‘ pe ((X ) ;(X ) ) This contributes to verifiability and privacy
cc « H(H(pc)*, ve) when SC is corrupt and VC is honest.
cc
|
if ccy # cc then fail
bek H(bck)* (forward)
——————————————————— B R e S S e TR
if H(H(H(bck)¥), ve
(forward) H(H(bck)¥)*<s
€ mmm e e e e |




3 Zero-knowledge proofs

Fig. 4. Ballot construction for two votes Vs, V5 € G in the original protocol and in ours.

Procedure VC.Ballot(V;, Vj,k, pks) /| SwissPostg

e EnC(Vi ° Vj,pkE), pCy V}i(, pCa V;-{, // Mexp, loq are proofs that plaintext in e
(ex, Hexp) + exp(e, k), Meq < NEQ(ex, pC1 @ pCa), /| is equal to the product of votes, i.e. the
= (ex,l'[exp,l'[eq), b = (e,pC1,pCs, M), return (b, L) / exponentiation bases in pCi, pCs

Procedure VC.Ballot(V;, Vj, k, pks) /| SwissPosty, for allowed set of votes {Vi,...,V,}

e < Enc(V; @ Vj,pke), T <5 Zq, rCy < Vi, rCs <~ Vj, / use fresh r instead of k
(ex,Mexp) — exp(e, k), Heq < NMEQ(ex,rC; ¢ rCs), / same proofs as above for SwissPosto
Iset < ISET(r,g", (rCi,rC2), {Vi,...,Va}))), / Oset is the new proof that bases of rC;,rC,
I = (ex, Mexp, Meq, &', Iset), b = (e,rCy,rCs, M), return (b,r) / are in the allowed set

For simplicity, in Section[2] we only presented the ballot structure for one voter
choice. Our Tamarin models also only consider one choice. In reality, elections
with SwissPost may allow multiple choice ballots, with multiple choices encoded
as a product of corresponding group elements. In Figure[d] we show the difference
between the ballot in the original protocol, and our modified version, for the case
when two voter choices are allowed. As explained in Section 2] in addition to zk
proofs used by SwissPostg, in SwissPost; we need to provide a zero-knowledge
proof to show that the votes encoded in the ballot lie within a valid set S. In
particular, for each vote represented by a term rCj, the voting client must prove
that rC; = VI for some private values r and V; € {Vy,...,V,;} = S. This last step
is essential, otherwise a corrupt voting client could exploit algebraic properties
within the underlying group to cast more votes than allowed, as described in one
of the attacks from [24]. To align with standard notation for sigma protocols [11],
from here on we denote V; by s;, r by z, rC; by w; (= s7) and ¢g* by v.

‘We propose a construction that uses a combination of standard zero-knowledge
protocols for exponentiation and for inclusion in a set. To define the problem
more precisely, let G be a group of prime order ¢, z € Z, and v, w1,...,w, € G
and S C G with n < |8|. We denote by Heyp, = ISET(z, v, (w1, ..., wy),S) a non-
interactive zero-knowledge proof whose verification algorithm ensures the follow-
ing relation:

— Public statement: v, w1, ..., wy,,S
— Secret witness: © € Zg,{s1,...,8,} C 8
— Relation: v=g" ANwy =s7] A... N\wy, = 55,

The verifier can check that for some s1,..., s, € S the relation is true, but it
doesn’t know which elements of S they are. A particular case is when |S| = 1,



Fig. 5. Non-interactive zero-knowledge proof protocol.

Commits(z, si, v, w) GenPrfs(z, s;, v, w,z’,w’,z,¢,C)  VrfyPrfg(v,w,v’,w’, z,¢,C)
assert v = g° Aw = s7; ¢+ C for all j € {1,...,m}:
for all j€{1,...,m}: w;<—sf/‘ ifgzj#v;,vcj\/sjj¢w;,wcj:
/
¢j «s8Cixj 82y for all j e {1,...,m}\ {i}: return false
U; — QI; Ci < Ci D¢y endif
zj + (¢ +x-c¢;)mod ¢  endfor endfor
wh 53w 2 + () +x - ¢;) mod ¢ it e £C:
endfor return (z,c) =

, return false

wh <+ s}
i i endif

return (v' w2 c)
IR R return true

HSET(xv (Siv Sj)a v, (wiv wj)v S) VerifySET(v, (W17 W2)7 (V/lvw/lv 21, Ci)a (V/2a le, 22, CQ)v S)
(vz{vw’/h ‘rfh Ziy C'L) <~ Commits(xv Siy U, wZ) C <+ H('U, ('LU17’LU2), (viv w’1)7 (véa w,Q))
(v;,w;,x;-,zj,cj) <« Commitgs(z, sj,v,w;) rl < VrfyPrfs(v,wl,vll,wll,zl,cl,C)

C + H(v, (wi, wj), (1}2, wg), (v}, w;)) 72 < VifyPrfg (v, wa, vy, wh, 22, c2, C)

(2i,¢i) < GenPrfs(z, i, v, wi, x5, w), zi, ¢;, C) return r1 A r2

’ ’
(Z]',C]') <~ GenPrfS(:r75ivv7w]'7Ijij7zj7cj7c)

return ((Ug,wé,zi,c,-), (U;,w;,zj,cj))

which gives the usual proof-of-exponentiation relation (s7, g, s1) where only the
value of x is secret. Let S = (s1, S2, . - ., $m ), and H be a random oracle with range
C (this set must be closed under the xor operation, and of superpolynomial size
on the security parameter). For the case n = 2 the non-interactive proof system
&g = (NISET, VerifySET) for the relation

{(z, (si,8),0,w) € Zg x G X G X G:v=g" ANw = (s,s]) As; €8} is as follows:

— on input (z, (s;, s;),v,w,S), ISET computes ((vg,wg, 2y Ci)s (v;,w;-, zj,cj)) €
(G™ x G™ x Z x CW)Q.

— oninput (v, w, (v], w], 21, ¢1), (Vh, wh, 25, ¢2), 8), VerifySET validates the proof.

The definition of the Non-interactive Zero-Knowledge protocol is in Figure [5]
Our construction is based on standard OR and exponentiation proofs from [11].
For the full specification and proofs see the appendix.

Performance considerations. The zero-knowledge protocol above requires
certainly more computation than the original protocol. That might imply that
the protocol becomes impractical in the context of voting protocols. To test this



Table 3. Performance results of the zero-knowledge protocol. The global parameters
for the tests were a random Sophie-Germain prime of 3072 bits for the group G and
100 candidates.

‘Clock speed‘Vote generation‘ Time to verify votes ‘
Personal PC| 3.6 GHz 2s per vote 3s for 5 votes with 8 cores
HPC 2.6 GHz 2s per vote |67s for 5000 votes with 128 cores

claim, we developed a proof-of-concept implementation of the non-interactive
version of the protocol in Python, using gmpyﬂ to accelerate computation.
Out proof of concept implementation code is in supplementary materials [2].
The results of the experiments are shown in Table [3| The voting process from
the voter point of view should take less than a minute, while the response time
from the server should take not more than a few seconds. Taking into account
that our implementation is just a proof of concept, we believe the proposed
zero-knowledge protocol performance does not affect the usability of the system.

4 Towards formal verification

In supplementary material 2|, we present formal specifications for the protocols
SwissPostg and SwissPost; from Section [2| Namely, we present

— formal cryptographic specifications, with complete specifications of algo-
rithms for the setup, voting and verification phases.
— formal symbolic specifications in the form of Tamarin code.

Both the cryptographic and the symbolic specifications are aimed as first steps
towards computer-aided fully verified proofs. In the cryptographic setting, they
can be plugged into definitional frameworks developed for proofs with EasyCrypt
[16/21]. As assumed by these frameworks, we aimed for a clear separation of
algorithms for voting, ballot casting, verification, etc. In the symbolic setting,
we had to make some simplifications because automated verification tools like
Tamarin or ProVerif currently cannot handle the group multiplication operation,
namely the equation g* @ g¥ = g*¥. To handle this, we have taken advantage of
the fact that, in our case study, x and y represent key parts that are contributed
by the setup control components. Since one of these components is honest, we
can have the corresponding key part, say x, in the clear in our specification, and
we can approximate the above equation with the equation (g*)¥ = g®v. Proving
the soundness of this abstraction, and more generally handling group operations
in tools like Tamarin, remains as future work. Another limitation of Tamarin
is that it currently does not allow mixing built-in theories, like Diffie-Hellman
exponentiation, with user defined theories. As a consequence, we have not been
able to naturally model the zero-knowledge proof verification with equations,
and had to use pattern-matching instead. Finally, we have not yet modelled the

! https://github.com/aleaxit/gmpy
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vote confirmation phase, which ensures that a ballot can be counted only for
voters that have sucesfully verified and confirmed their votes.

Formal verification also requires specifications of security properties. We aim
for verifiability and privacy for the corruption scenarios specified in Table
For verifiability, we rely on the definition from [5]. This definition results in a
conjunction of four lemmas in our Tamarin files:

— Individual verifiability: correct vote is counted for voters verifying their votes;

Eligibility: both verified and tallied votes correspond to registered voters;

Result integrity (RI): the attacker can only cast votes for corrupt voters, or
for voters that haven’t verified their vote;

One ballot per voter: at most one vote is tallied for each voter.

All these lemmas are verified in Tamarin according to results from Table 2] It
is worth noting that RI also admits a stronger version, in which the attacker
is not allowed to cast a ballot for honest voters even if they haven’t voted or
haven’t verified their vote. In SwissPost, ballot confirmation requires voters to
verify their vote, so we expect the gap between weak and strong RI to disappear
for participating voters, or when the setup is honest, once we model the vote
confirmation phase. However, when the setup is corrupt and voters choose not
to complete the voting procedure, we cannot prevent ballot stuffing, since the
adversary may execute the procedure in their place. We plan to analyse the
relation among these notions and prove stronger versions of RI in future work.

For privacy, our Tamarin files currently rely on the classic definition from [19],
that prescribes the indistinguishability of two experiments where two honest vot-
ers swap their votes. Unfortunately, even for the scenario A; where most parties
are honest, we find false attacks for SwissPostg and SwissPost;: by inspecting
the trace returned by Tamarin, we can confirm these are not real attacks on the
protocols. One reason for the false attacks is the strong notion of equivalence
considered by Tamarin, called dependency graph equivalence in |7]. The ProVerif
tool also considers a strong notion of equivalence, called diff-equivalence [10], and
techniques have been explored in order to bypass its limitations when handling
privacy, in particular for e-voting [1}/41/6l/14117,/20]. We plan to explore these tech-
niques in future work. Another challenge in formally proving privacy is that we
need a new definition to handle the case of a corrupted setup. Indeed, in that case
malicious parties could arbitrarily control the bulletin board. As shown in [18] in
the setting of computational models, defining privacy in that case is challenging,
and dedicated modelling techniques are needed to capture the influence and the
observational power of the attacker. A recent work proposes such a technique in
the symbolic model [6]. However, their approach still requires a certain integrity
property to be proved for the bulletin board, which does not hold for SwissPost
when the setup component is corrupt, since it could cast arbitrary ballots in the
name of honest voters. Symbolic definitions of privacy need to be further refined
for that case.



5 Conclusion and future work

We have presented a simplified version of the SwissPost voting protocol to fa-
cilitate research towards its machine-assisted verification and we proposed an
alternative protocol design to improve security when the setup component is
corrupt. In future work, we aim to address the limitations of our current formal
verification results, as sketched in Section [d] The feasibility and usability of the
alternative protocol design also needs to be further explored. We need to see
what zk proof verification delays are acceptable in practice and if our numbers
can’t be improved. Also, care must be taken with respect to denial of service
attacks, since we have dropped one of the (implicit) authentication factors in
SwissPost, i.e. the ability of the server and election monitors to verify that the
pre-codes in the ballot belong to an allowed list linked to eligible voters (there
is an explicit authentication phase before being able to submit any ballot). In
our updated version, the implicit eligibility check on the ballot can happen only
in the confirmation phase. Perhaps a similar check could be added to the ballot
casting phase, based on the start voting key that is already used in SwissPost
for explicit voter authentication.
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A More detailed specifications

See Figure [] and Figure [7] below for more detailed cryptographic specifications
of the two systems (SwissPostg and SwissPost;) we consider. In these specifica-
tions, we specify the SwissPost voting protocol through three main procedures,
representing the actions of the setup component SC, the voter and their voting
client VC, and the voting server VS. Each main procedure contains subprocedures,
which are briefly explained in the following diagram.

Proc. VS.Vote: receives

a ballot, if verified, returns
a code; if confirmation is
received, returns the final
confirmation code.

Proc. Voter.Vote: casts a vote,

if matches the return code with
the one on the voting card,
confirms vote and verifies it

by matching the confirmation Proc. VS.Cast: retrieves
code. pre-code from the ballot,
sends it to CCR; and

Proc. SC.Setup: generates
the setup data and
voting cards.

Proc. SC.PreCode: computes

pre-codes before sending
them to CCR;.

Proc. CCR;.Code: computes
code shares using the pre-
codes and sends them to SC.

Proc. VC.Cast: extracts voter
key after the authentication,

uses it to construct a ballot,

casts the ballot and receives

a code, which is used

to obtain return code.

Proc. SC.Combine: combines
code shares received from
CCR;, which will be used for

return codes in the next step.

Proc. SC.CMT: generates
return codes, encrypts and
stores them in CMT using the
combined code shares in
SwissPostg; computes return

Proc. VC.Ballot: constructs
a ballot.

gets the code share;
computes the return code
in SwissPostg.

Proc. CCR;.ExpCode:
exponentiates the pre-
code to the voter key.

Proc. VS.Confirm: retrieves

Proc. VC.Code: computes
the return code using the
received code.

Proc. VC.Confirm: sends
the confirmation and receives
a code.

pre-code from the
confirmation, sends it to
CCR; and gets the code
share; computes the conf.
code in SwissPostq.

Proc. CCR;.ExpVCode:

exponentiates the pre-
code to the voter key.

codes using the combined
code shares in SwissPost; .

Proc. VC.VCode: computes
the confirmation code
using the one received.

Proc. DecCMT: decrypts
the entry if it was
stored in CMT.

Compared to Figures [I] to 3] the voting cards contain svk, which allows the
VC to obtain the voting card identifier vc and the voting card key store vcgs
once the voter is authenticated by the VS. The authentication is abstracted by
the function: (vc,vegs, pke) < Auth(svk, ea), where ea is the extended authen-
tication factor, a piece of secret auxiliary data, known only to the voter and
SC. After successful authentication, the key store vcgg is retrieved from VS and
decrypted to extract the voter key k.

The data table X represents a tuple of entries (xy,...,%y), where y denotes
either the number of eligible voters ng or the number of candidates nc¢.

In the SwissPostg algorithms, the encryption keys for the freshly generated
return codes cc and the vote confirmation code vcc are derived during the
setup phase, using a two-layer process. In the first layer, the setup component



SC computes the pre-codes: pCC = p* and CK = Hy(bck)¥, and encrypts them to
obtain cyec and cek. In the second layer, each CCR; (for j € {1,2}) exponenti-
ates the encrypted pre-codes using voter-specific keys k; and kc;, yielding en-
crypted code shares cypec,; and cyek,j. These encrypted shares are returned to SC,
which decrypts them to recover the code shares, then combines them by multi-
plication to obtain: pc = Hy(pCC)** @ Hy(pCC)*2 and 1vcc = Hy(CK)*t @ Hy(CK)*2.
These intermediate values are then used to derive the final encryption keys:
skcc = Hy(pc, ve) and skvee = Hy(1vee, ve). These keys are used to encrypt the
return codes cc and vecce, which are stored in the Codes Mapping Table CMT.

In the voting phase, the pre-code pCC corresponding to the voter’s choice is
extracted from the ballot and exponentiated to the voter key k; by each CCR;,
leading to code share lccy = Hy(pCC)®. The code shares are then combined by
the voting server VS to obtain pc, which enables to derive the encryption key
skcc and decrypt the return code cc from the CMT. The vote confirmation code
vcc is extracted from the CMT in the same manner, after the confirmation message
CK is received from the voter’s VC.

In addition to the table CMT, the SC constructs two lists Lpcc and Liyec that
allow protocol parties to check the validity of the vote and the confirmation
message during the voting phase. The validity of the votes are checked through
the pre-codes pCC since it is a part of the ballot. Therefore, the list Lpcc contains
hashes of pre-codes, i.e. Hy(Hy(pCC),vc). The validity of the confirmation mes-
sage, on the other hand, are checked through the intermediate value 1vcc. Thus,
the list Liyec contains hashes of the partial intermediate values in the form of
Hy (Hy (Ho(CK)¥Ct, ve), Hy (Ha (CK)¥e2 ve), ve).

In contrast, the SwissPost; setup algorithm computes the return codes them-
selves, not their encryption keys, through a two-layer process. In the first layer,
each CCR; (for j € {1,2}) exponentiates the voting choices p and Hy(Hy(bck)¥)
using the voter-specific keys k; and kcj, respectively. In the second layer, SC
combines the code shares p* and Hy(Hy(bck)¥)k% to obtain pc = p* e p*2 and
lvcc = Hy(Ho(bck)®)kCt o Hy(Hy(bck)¥)*°2, and computes the return codes using
the voter key k as follows: cc = Hz(Ha(pc)¥, ve) and vec = Hz(lvee, ve). In the
voting phase, the voting client VC masks the voting choice with a randomness r.
Therefore, the term p* will be extracted from the ballot and exponentiated by
each CCRy. The voting client will store the randomness r for the computation of
the return code as follows: cc = Hz(Ha(pc)¥, ve).



Fig. 6. Data structures and setup algorithms for the SwissPost voting protocol

Data tables

ID : eligible voters {1, ...
extended authentication factors {eas,...,ean}
K : public part of voter keys generated by SC

CMT : codes mapping table for return codes Lpce, Livee

Setup algorithms

,ng} with corresponding Cand : eligible candidates {1, ...
with corresponding primes {ps, ...

7110}
7pDC}

Kj,Kc; : public part of voter keys generated by CCR;

: return codes allow lists

(CMT, Lpce, Livee are initially empty; Cand and corresponding primes are public.)

Procedure SC.Setup(ID)

for all id € ID:
ve, svk, bek < 0,1}k < Zg, K + g
veks < SEnc(k, Hi (svk, vc))

// generate voting vcard

// store encrypted voter key
// compute pre-codes (encrypted in SwissPostg)

(cex, Tpee; Lpee) «— SC.PreCode(ve, k, bek)

for all j € {1,2}:

(Kj s KCJ' » CxpCC,j» CxCK,jy Hexpj) < CCRJ‘ .Code(cc;(, Cpcc)

// receive voter keys and code shares

// combine code shares received from CCR;

(p€, 1vee, Livee) «— SC.Combine(Ve, Trpec,1, Cxpcc,2, CxCK, 1y CxCK,2)
// compute return codes (encrypted & stored in CMT in SwissPostg)
(ce, vee, CMT) <+ SC.CMT(vc, k, pe, Lvcc)

vcard < (svk, (ccy, ..., ccn), beck, vee)

// setup_data contains data tables for voting phase

setup data < (pke, K, K1, Ko, Kc1, Kca, CMT, Lyce, Livee)

return setup data

// SC, CCR; internal procedures in SwissPosty
Procedure SC.PreCode(vc, k, bck)

CK < Hy(bck)®, return (Ha(CK), L, 1)
Procedure CCR;.Code(cck, L)

// generate voter keys and compute code shares
kj,kcj <5 Zq,Kj + g9, Ky < g

for all i € Cand : cypec,j,i pli(j

Cxcr,j — cax™, store (kj, kc;j)

return (K;,Kcj, Cxpec, 3, Cxck,j, Mexp )

Procedure SC.Combine(vc, Crpoc, 1, Cxpec,2, CxCK, 15 CxCK,2)

for alli € Cand : pci < Cxpcc,1,i ® Cxpec,2,i
for all j € {1,2} : 1vcey < cxex,
Livee ¢ Livee U {H1 (Hl (1VCC1, VC)7 Hi (:LVCCQ7 VC), VC)}

return (pc, (lvcey @ 1veces), Livee)

Procedure SC.CMT(vc, k, pc, Lvcc)

for all i € Cand: cci H3(H2(pci)k7 ve)

vce + Hz(lvee,ve), return (cc,vee, L)

// SC, CCR; internal procedures in SwissPostg
Procedure SC.PreCode(vc, k, bck)

CK + Hy(bek)®, cex + Enc(Hy(CK), pksc)
for alli € Cand: |/ compute encrypted pre-codes
PCCi ¢ P}, Cpeci < Enc(Ha(pCC:), pksc)

Lpce < Lpce U {Hi (H2(pCCy), ve)}

return (ccx, Spec, Lpcc)

Procedure CCR;.Code(cek, Cpec)

// generate voter keys and compute code shares
kj,kcj <8 Zq, Ky < g9, Kcj « g

for all i € Cand : cypec,j,i < exp(Cpec,is Kj)
CxCK,j < exp(ccx, ij )7 store (kj R ij)

return (Kj,Kcj, Cepec,js Cxck, js Hexpj)

Procedure SC.Combine(vc, Txpoc,1, Cxpcc,2; CxCK, 1> CxcK,2)

for alli € Cand: // decrypt and combine code shares
pci < Dec(cxpee,1,1, Sksc) © Dec(cxpec,2,1, SKsc)

for all j € {1,2} : 1vcey  Dec(cxex,j, sksc)

Livee < Livec U {Hi(Hi(1veey, ve), Hy(1vees, ve), ve)}

return (pc, (lvcc; @ 1vees), Livec)

Procedure SC.CMT(vc,k, pc, Lvcc)

for all i € Cand : cc; «=s {0,1}"
skcc; « Hi(pei, ve)
CMT[H; (skcc;)] < SEnc(ccy, skecy)
vee + {0,1}", skvce + H;(1lvee, ve)
CMT[H: (skvcc)] + SEnc(vec, skvec)

return (cc,vcc,CMT)




Fig. 7. Voting algorithms for the SwissPost voting protocol

Procedure Voter.Vote(id, ea, vcard)

Procedure VS.Vote(setup data)

// vcard = (svk, (ccy, .. ., CCy ), bek, vee) received from SC
cc < VC.Cast(svk,ea,v) / cast vote and receive return code
if ccy # cc then fail

vee VC.Confirm(bck) // confirm ballot and receive final code

// if the code matches then

if vec = vec’ then Verified(id,v) // successfully verified vote

Procedure VC.Cast(svk, ea, v)

(ve, veks, pke) <— Auth(svk,ea) // authentication

k < SDec(vcks, Hi(svk,vc)) // extract voter key

(b,r) < VC.Ballot(v,k,pke) / construct ballot for v
Out(vc,b); In(code); // cast ballot and receive code
cc < VC.Code(vc,v,k,r,code) / compute return code

store (k,r), return cc

Procedure VC.Confirm(bck)

/| setup_data = (pke, K, Ky, Kz, Kcy, Kea, CMT, Lyce, Livec)
In(vc,b); if Verify(b) then
code < VS.Cast(vec,b) )/ process ballot and compute code
Out(code); In(vc, (CK, rCK));
vcode < VS.Confirm(vc, (CK,rCK)) // process confirmation

// receive ballot and verify
// send return code

Out(vcode); Tally(b) / send final code and tally ballot

Procedure VS.Cast(vc, (e, xCC,II))

(1CC1, Hexpl) — CCRl.EXpCOde(XCC) // code share from CCR4
(].CCQ7 Hexp2) — CCRQ.EXPCOde(XCC) // code share from CCRy
if 1ccy = 1 V1lccy = 1 then return L

‘ return (lccy, lcco, Hep,, Hexp,) // in SwissPosty

CK < Ha(bck)®, rCK < Hy(bck)” / rCk « L in SwissPosto
Out(vc, (CK,rCK)); In(vcode); // send confirmation, receive code
vce + VC.VCode(ve,k, T, rCK, vcode) |/ compute final code

!
return vcc

Procedure VC.Ballot(v,k, pkg) /| SwissPosto

e < Enc(pv, pke), pCC Py, (ex,Mexp) — exp(e, k)
Meq < MEQ(ex, pCC), Il = (ex, Mlexp,Meq), b = (e, pCC, )
return (b, 1)

Procedure VC.Code(vc,v,k, L, cc) : return cc

Procedure VC.VCode(vc,k, 1, 1, vec’) : return vec’

pc + lcci @ lcco, skce « Hi(pc, ve)

cc  DecCMT(skcc), return cc  // in SwissPosto

Procedure VC.Ballot(v, k, pkg) /| SwissPosty

e < Enc(pv,pke), T +$ Zq, rCC < py, (ex,Mexp) < exp(e, 1)
q = NEQ(ex, rCC), ngp <+ MEXP(xCC, g, (P1,- - -, Pnc))
Il = (ex,llexp, leq, &7, Lyp), b = (e,rCC, M), return (b, r)

Procedure VC.Code(ve, v, k, r, (Lccy, Leca, Mexp, , Hexp, )

if Vj € {1,2}. Verify(llexp, , pv, Kj, 1cc;) then
pc < (lccy e lccQ)r_l, cc + Ha(Hy(pc)¥, ve), return cc

Procedure VC.VCode(vc, k, r, rCK, (rlvces, rlvees, Moy, ; Mo, )

expy

if Vj € {1,2}. Verify(I,, , 7CK, Kc;, T1VVC;) then

vee' + Ha(Ha((rlveey o rlvc:cg)ril)k7 vc), return vec'

Procedure CCR;.ExpCode(xCC) // k; stored at setup

if H(Ha(xCC),vc) € Lyce then lccj < Ha(xCC)™
else lccj, Mexp, < L, return (lccy, Mexp, )
Procedure VS.Confirm(vc, (CK, 1))

(Lveey, Heyp, ) <— CCRy.ExpVCode(CK) // share from CCRy
(Lvees, Mexp,) < CCR2.ExpVCode(CK) // share from CCR,
if Hy(Hi(1veey, ve),Hi(1veey, ve), ve) € Livee then
skvce < Hy(lvccy @ lveey,ve) /) derive key
vee’ ¢+ DecCMT(skvcc), return vec' else return L

Procedure CCRj.EXpVCOde(CK) // kc; stored at setup

lvcej < Ha(CK)*)| return (Lveey, Mexp,)
Procedure DecCMT (k)

if Hi(k) € CMT then return SDec(CMT[H; (k)], k)

Procedure CCR;.ExpCode(xCC) // k; stored at setup

lccj + xCCY, return (Lecy, Mexp,)
Procedure VS.Confirm(vc, (CK, rCK))

(lveey, rlvees, Hexp, s Hzxpi) + CCR:.ExpVCode(CK, rCK)
(lvees, rlvees, Hexp,, H;sz) + CCR,.ExpVCode(CK, rCK)
if Hy(H;(1vecey,ve),Hi(1vees, ve), ve) € Livec then

return (rlvces, rlvecy, I, , Iy, ) €lse return L
Procedure CCR;.ExpVCode(CK,rCK) // ke; stored

1vcey < Ha(CK)*, rlVCC  rCK

return (1vcey, r1VCC;, Mexp;, Mexp, )




B Zero-knowledge proof

All references below refer to [11]. For simplicity our proof assumes that the
voter votes for a single candidate. Using the standard result for combining zero-
knowledge proofs with the AND-proof construction (Theorem 19.18 page 787),
we deduce that the protocol is secure with respect to several votes as well. Next
we show the proof steps necessary for proving the zero-knowledge protocol and
its non-interactive version in Figure 8| secure:

— Combine the Chaum-Pedersen zero-knowledge protocol (Section 19.5.2 page
777) and the OR-proof construction (Section 19.7.2 page 788) to define a
Sigma protocol.

— Prove that it provides completeness, special soundness (Definition 19.4 page
773), unpredictable commitments (Definition 19.7 page 785) and is Special
HVZK (Definition 19.5 page 774).

Completeness: an interaction between an honest verifier and an honest
prover is always successful.

Special Soundness: Given the statement (v, w) and two accepting tran-
scripts with distinct challenges ((v/, w'), C", (#/,¢)) and ((v/,w"),C", (2", "))
the witness = can be computed as follows. Let j such that ¢} # ¢}, which
clearly exists as C' # C”. Then ¢, — ¢] is not zero modulo ¢ and:

Z/- / c/. Z/-/ / cl./
J = P J J = L. J
g v -V Ng v; v

’

7 ’
s gzj_zj :’ch

"
j

B I

= = (z; — zé’) . (c; — cQ-')f1

/ 1"

2" ’ z " .
From s, = w; -w% and s; = w; -w% we obtain:

—1
(=)= _
J J

w=s
as was needed.
Comment: From this proof we can deduce that generating two accepting
transcripts with the same commitment in which the vectors ¢’ and ¢ differ
in more than one element should be a hard problem.
Unpredictable commitments/: commitments are unpredictable because
they contain the values 11;- = ¢% which are unpredictable given that x; is
selected at random modulo q.
Special Honest Verifier Zero Knowledge: Given a challenge C' and a
statement (v, w), an accepting transcript can be generated without knowl-
edge of z as follows:
m
e Generate ¢; at random such that ®¢; = C
i=1
o Generate z; at random from Z,

Zq —_—C
e Compute wj = 87w



e Compute v = g% - v=%
Notice this is a valid transcript as all equations checked in VrfyPrf are
valid by construction, and is indistinguishable from an honestly generated
transcript.

— Apply Theorem 20.1 page 824 to obtain soundness, then Theorem 20.2 page
834 to obtain non-interactive soundness and finally Theorem 20.3 page 836

to prove security of the non-interactive version.



Fig. 8. Zero-knowledge proof protocol, interactive and non-interactive versions.

|P($, (Sivsj)vvv(wleQ))| V('Uv(wlan))

|(v’17w’1,x’1,zl) — Commitg(x7si,v7w1)|
I
|(v’2,w§,x’2,22) — Commits(x,sj,v,w2)|

(vi, wy), (vy, wh)

o Oe@l

|(Zlycl) — GenPrfS(xaSiavawlvxll7w/172170)|
I
|(22,02) — GenPrfs(x,sj,v,wg,x’g,wé,2270)|

(21701)7 (22762)

|VTffofs(U» w1, vy, WY, 21, C1, C)|
I
|VrfyPrfS(v7 w2, Ué? wl27 22, C2, C)|

Commits(x, s;,v,w) GenPrfs(z, si, v, w,x’,w', z,¢,C)  VrfyPrfg(v,w,v’,w’, z,¢,C)
assert v =g° Aw = s ; ¢« C for all j e {1,...,m}:
for all j € {l,...,m}: w:<_5:§ if g% #U;"UCJVsi'j#w;'iji
. /
c; «8Cimj <82y for all j € {1,...,m}\ {i}: return false
vy < g% Ci i@ endif
zj < (2 +2-¢;) mod ¢ endfor endfor
w;<—s;"~w’cj 2i < (z; + = - ¢;) mod q if %q#C:
endfor return (z,c) =

, return false

! +— T .
Wi = $; endif

! ! !
return (v',w', 2,2, c) return true

ISET(z, (si, 8), v, (wi, w;), S) VerifySET(v, (w1, w2), (vi,w}, 21, c1), (v, Ws, 22, Ca), S)
(U;aw;7mfi7zi7ci) — Commits(m,si,v,wi) C + H('U7 (w17w2)> (v17w,1)7 (Ué7w,2))
(U;,w;,ﬂf;,Zj7Cj) < Commits(z, sj, v, w;) rl « VrfyPrfS(uwl,v'l,w'l,z17cl7C)

C + H(v, (wi, w;), (vi, w;), (v;, w;)) 72 < VifyPrfg (v, w2, vy, wh, 22, c2, C)

(2i,¢i) <+ GenPrfs(z, i, v, wi, x5, w), zi, ¢;, C) return r1 A r2

! !
(2j,¢5) < GenPrfs(x, s, v, wj, x5, wj, 2, ¢j, C)

return ((vg,wg,zi,ci), (U;,w;,Zj,Cj))



