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Abstract—Machine Unlearning (MU) aims to update Machine
Learning (ML) models following requests to remove training
samples and their influences on a trained model efficiently without
retraining the original ML model from scratch. While MU itself
has been employed to provide privacy protection and regulatory
compliance, it can also increase the attack surface of the model.
Existing privacy inference attacks towards MU that aim to infer
properties of the unlearned set rely on the weaker threat model
that assumes the attacker has access to both the unlearned model
and the original model, limiting their feasibility toward real-life
scenarios. We propose a novel privacy attack, A Posteriori Label-
Only Membership Inference Attack towards MU, Apollo, that
infers whether a data sample has been unlearned, following a
strict threat model where an adversary has access to the label-
output of the unlearned model only. We demonstrate that our
proposed attack, while requiring less access to the target model
compared to previous attacks, can achieve relatively high precision
on the membership status of the unlearned samples. Our code
implementation is available here.

I. INTRODUCTION

Machine Unlearning (MU) [1], [2] has been widely studied
as an approach to remove data in response to users’ requests
from trained Machine Learning (ML) models efficiently with-
out retraining the model from scratch. Various data privacy
regulations, e.g., the GDPR [3] and CCPA [4], include privacy
principles such as the right to be forgotten, that allow data
subjects to request the removal of their privacy-sensitive or
copyrighted data involved in the training of ML models.
However, existing literature has also demonstrated that, while
MU itself is intended as a method to mitigate privacy (and
security) risks in ML models, the Machine Unlearning process
itself introduces potential privacy and security risks [5], [6].
The knowledge of an unlearning request, for instance, allows
an adversary to observe the discrepancy in the model’s behavior
before and after the request is executed. The adversary can
therefore perform various privacy inference attacks, most
notably, Membership Inference Attacks (MIAs) toward MU to
infer whether a data sample has been unlearned [7], [8], [9],
[10], [11].

As discussed in Tang and Joshi [6], prior works on MIAs
towards MU largely rely on the change in behavior between the
original model and the unlearned model, and therefore adopt
the critical assumption that the adversary has access to both the
original as well as the unlearned model. However, we argue that
this assumption is not always feasible, especially in a Machine
Learning as a Service (MLaaS) setting where the client has

no access to the original model [12]. Further, most existing
research assumes access to the model posteriors (prediction
probabilities) to measure the confidence of the model(s), or
focuses on using perturbations to measure the model robustness
on a sample [9]. Therefore, existing MIAs towards MU are
not generalizable to more real-life scenarios.

In this paper, we propose a novel A Posteriori Label-Only
Membership Inference Attack towards MU, Apol1lo, that only
requires access to the prediction labels of the unlearned model.
We show that even with such limited access, an adversary can
determine the membership status of the unlearned samples. Our
attack exploits the inherent discrepancy between an unlearned
model and a retrained model, where approximate unlearning
induces two types of artifacts in the decision space of the model,
namely UNDER-UNLEARNING and OVER-UNLEARNING. By
observing model behavior on adversarially-constructed inputs
for target samples, Apollo identifies the membership status
of the target sample by the discrepancy between remaining
influence of the data sample in the unlearned model compared
to retrained models. Our key contributions are as follows:

« We propose a novel A Posteriori Label-Only Membership
Inference Attack towards Machine Unlearning (Apollo)
that considers a strict threat model that assumes only
black-box, label-only access to the model after unlearning
has been performed.

o We identify and formalize two types of discrepancies in
approximate unlearning, namely UNDER-UNLEARNING
and OVER-UNLEARNING, which we utilize to identify
unlearning of data samples. We formally establish the
existence and boundaries for UNDER-UNLEARNING and
OVER-UNLEARNING.

« We run extensive experiments on different unlearning
algorithms/approaches and datasets to show that even with
a strict threat model, it is possible to extract membership
information of the unlearned samples from an unlearned
model alone with high precision. This is a significant
threat towards MU that shows direct contradiction with
the privacy claims of existing works on unlearning, and
emphasizes the need for more careful privacy-preserving
unlearning approaches.


https://github.com/LiouTang/Unlearn-Apollo-Attack
https://arxiv.org/abs/2506.09923v2

II. LITERATURE REVIEW AND PRELIMINARIES

A. Machine Unlearning

Machine Unlearning (MU) was first introduced by Cao et
al. [1], and has evolved into a broad area of study. Loosely
defined, MU aims to remove the influence of data samples to-
be-removed efficiently from a trained model while preserving
model performance [1], [2]. MU methods target different tiers
of model update, including the removal of data influence on
(a) model output / behavior, especially on the output in LLMs
[13], [14], (b) concepts and knowledge representations [15],
[16], and (c) model parameters [17], [18], [19]. MU algorithms
can be categorized as (a) exact unlearning, where the model
is (partially) retrained without the samples to be unlearned
[2], [20] and (b) approximate unlearning, where the model is
updated to minimize the influence (or behavioral impact) of
the unlearned set [17], [21], [19]. We discuss both categories
respectively.

Exact Unlearning. A naive MU algorithm is retaining the
model from scratch, ensuring the removal of sample influence in
the training process. However, this approach is time consuming
and cannot scale. Bourtoule et al. [2] proposed the first exact
unlearning algorithm in which the training set is partitioned
into disjoint subgroups, each used to train a sub-model, which
are then ensembled. The model owner would therefore only
need to retrain sub-models whose training sets contain samples
to be unlearned. Yan et al. [20] proposed a class-wise partition
of the training set to avoid performance loss.

Approximate Unlearning. Exact unlearning provides strong
guarantees of data removal, however, they face high compu-
tational costs incurred by retraining, making exact unlearning
infeasible for large models or datasets, as well as limitations
in model architecture [11]. Therefore, the research commu-
nity has overwhelmingly adopted approximate unlearning, as
recent surveys suggest [22], [23]. In our paper, we focus on
approximate unlearning as the targeted unlearning algorithm.
We provide a brief discussion of baseline and state-of-the-art
approximate unlearning algorithms we perform the attacks on
in Sec. IV-A.

For approximate unlearning, a strict definition of MU based
on aligning the unlearned model with a retrained model, i.e., the
“golden standard” of unlearning [17], [19]. Following Chourasia
and Shah [24], Triantafillou et al. [25] and Tang and Joshi [6],
we provide a brief definition of the Machine (Un-)Learning
problem as follows:

Definition 1 (Machine Learning [24], [6]). Let Z = X x Y
be the data population. A learning algorithm A is defined as
a mapping:

A:Z" = 0, (1)
which takes a dataset D € Z™ with n samples as the input
and produces a model 6 = A(D) € ©, which is a mapping:

0: X —= ). ()

Definition 2 (Machine Unlearning [24], [6]). Given a model
0 = A(D) (Def. 1), let D,, C D be the unlearned set with n,,
samples and D, = D\ D, be the retained set.! An unlearning
algorithm A is defined as a mapping:

A:Z"x 2™ x O — O, 3)
such that: s
AD, Dy, A(D)] % A(D,). )

where the unlearned model 0., is (e, §)-indistinguishable [26]
from a model trained on the retained set.

B. Membership Inference Attack

Membership Inference Attacks (MIAs) against ML aim to
infer whether a data sample is involved in the training of a
model [27], [28], [29], [30]. MIAs have been widely adopted
as an auditing tool for privacy leakage in ML models [31], and
in MU scenarios, whether a data sample has been successfully
unlearned / removed [6].

Naive MIAs. In the first proposed MIA against ML proposed by
Shokri et al. [27], the authors assumed the adversary has access
to the training algorithm A and the underlying data distribution
Z, with which the adversary trains several surrogate (shadow)
models to observe the difference in the models’ behavior on a
sample when it’s how samples trained or not trained on the
sample. Yeom et al. [28] further formalizes this attack, which
identifies the membership advantage of the model on training
set samples, where the model has greater confidence than non-
traning set members as a result of (inevitable) overfitting on
the training data. The adversary trains a binary classifier to
distinguish members and non-members.

Likelihood-based MIAs. Instead of training population-level
attack models, the adversary can construct an instance-level
MIA in which they conduct hypothesis tests for individual data
samples [29], [30]. In Carlini et al. [29], the adversary trains
several shadow models over Z, the shadow models’ output
probabilities on the target sample (x,y) ~ Z at label y are
then separated into two worlds / hypothesis, where (z,y) is /
is not a member of the shadow model training set. The target
model’s output on x is compared to the worlds, in order to
determine the likelihood of it being trained on the target sample.
Ye et al. [30] follows a similar intuition, but uses the model
confidence on (x,y).

Label-Only MIAs. Previous discussions of MIAs largely rely
on observing disparities in the model outputs / posteriors
between members and non-members, and can be easily de-
fended by publishing less information on the data sample.
Therefore, another line of attack follows a stricter threat
model, where the adversary only observes the prediction label
fo(z) = argmax, fo(x),. Choquette-Chou et al. [32] first
proposed this attack, in which the adversary gradually applies

'Note that the assumption of D,, C D is not always present, as discussed
by Tang and Joshi [6], we include this requirement such that D,, N Dy = @,
where Dy is the test set disjoint from the training set drawn from the same
population.



TABLE I: Threat Models of Existing and Proposed MIAs
toward MU

Adversary Access

Attack Methods

D 0 2 fg(ac)y
Chen et al. [7] X v v v
Gao et al. [8] X v v v
Lu et al. [9] X v v X
Naive U-MIAs [35], [10] v X v v
U-LiRA [11] X X v v
Apollo (Ours) X X v X

adversarial noise on a data sample to observe the least amount
of perturbation needed to change the predicted label on the
target data sample, this noise level is used as a surrogate to
the model confidence on the sample, where a larger confidence
indicates membership status. More recent attacks by Peng et
al. [33] and Wu et al. [34] improves upon this line of attack
by reducing the needed number of queries to the target model,
we discuss the two proposed attacks in detail in Sec. III-B.

C. Membership Inference Attacks Toward Machine Unlearning

Building on Sec. II-B, a similar definition for MIAs can be
extended to Machine Unlearning, in which an adversary aims
to infer whether a data sample has been unlearned [7]. We
provide a formal definition of Membership Inference Attacks
against MU as a security game following Carlini et al. [29]
and Hayes et al. [11]:

Definition 3 (Membership Inference Game on Machine Un-
learning [29], [11]). The game proceeds between the challenger
(model owner) Chal and the adversary Adv:

1) The challenger Chal trains a model 8 = A(D) under
Def. 1 and subsequently unlearns D,, C D and produces
0., = A[D, D,,, A(D)] under Def. 2.

2) Chal flips a fair coin for a bit b € {0,1}. If b =0, the
challenger samples ziqrger ¢ D from the data domain Z;
If b =1, the challenger samples ziqrget € Doy

3) The adversary Adv is given query access to 0, and
any additional knowledge K. For a black-box access
attack, K = {Z™}; for a white-box access attack,
K={2m0,,0,A A D,}?

4) Adv creates a decision rule h : Z x K — {0,1} and
outputs a bit b« hiou (Zrarget; ).

5) The adversary wins if b = b.

Naive MIAs towards MU (namely U-MIAs) would therefore
adopt the same setting as MIAs toward ML, in which the
adversary trains a binary classifier with the posteriors of a
subset of D,, and a subset of D, [35], [10]. Stronger attacks
that adopt the likelihood attack paradigms, e.g., the U-LiRA
attack proposed by Hayes et al. [11] computes the likelihood
ratio of a sample in the unlearned set. Other, more sophisticated

2We follow the general assumption that the adversary can sample surrogate
dataset(s) from the same distribution as the target model [27], [29], [11].

attacks, as discussed in Sec. I, demonstrate that the change
in the models’ confidence level on a sample between the
original model and the unlearned model is a strong indicator
of unlearning [7], [8]. Further, Lu et al. [9] propose to use
the difference of the original and unlearned models’ resilience
to adversarial perturbation in a label-only access scenario [9].
In our paper, we focus on an a posteriori, label-only access
scenario, a more realistic and stronger threat model (see Sec.
III-A). We include an overview of the threat model settings of
existing (and our proposed) MIAs toward MU in Table .

III. ATTACKING MACHINE UNLEARNING A Posteriori
A. Threat Model

Adversary’s Ability. For a MU setting as discussed in Def. 2,
given the unlearned model 6, = A[D, D,,, A(D)], we assume
that the adversary has only black-box and label-only access
to the unlearned model #,,. This means that given an input
Vz = (z,y), the adversary can only know the prediction label
output § = arg max fp, (), without the posterior probabilities.
Further, the adversary has no knowledge of A, A or D. We make
the explicit assumption that A is an approximate unlearning
algorithm. This is the strictest (and more challenging) possible
threat model for an attack against MU. We follow previous
works on MIAs against ML and MU (e.g., [27], [33], [34], [7],
[11]) in assuming that the adversary has access to a surrogate
dataset D’ sampled from Z same as D for the purpose of
training shadow models.

Adversary’s Goal. The adversary’s goal is to infer whether
a data sample x is a member of the unlearned set D,, i.e.,
the characteristic function 1p,(x). We aim to demonstrate
that, even with minimal access to the target model [7] and
more limited knowledge/resources [11], it is possible to extract
privacy-sensitive information from MU. This is a direct rebuttal
to the claims of MU as a sound method for data removal.

Intuition. We design Apollo under the simple intuition that
even state-of-the-art Machine Unlearning algorithms produce
models that may not align with retrained models, leading to
UNDER-UNLEARNING and OVER-UNLEARNING observed in
the model decision space. We discuss this observation further in
Sec. III-B, provide a formal proof for the lower/upper bounds
for them in Sec. III-C and demonstrate it through a case study in
Sec. III-E and extensive experiments in Sec. IV. This intuition is
markedly different from prior MIAs against MU which leverage
discrepancy between the original model and unlearned model
([71, 8], [9]). We show an overview of our attack in Fig. 1,
which we discuss in detail in Sec. III-D.

B. Modifying Label-Only Membership Inference Attacks for
Machine Unlearning

We begin by revisiting current state-of-the-art MIAs against
ML. We can see that both the OSLO attack proposed by Peng
et al. [33] and the YOQO attack proposed by Wu et al. [34]
are based on the same assumption: learning leads to OVER-
LEARNING; that is, for any x learned, there exists ' € X’ that
is classified differently as a result [36]. While neither Peng
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Fig. 1: An overview of our proposed Apollo attack. For the target sample whose membership statuses we are interested in,
we generate an adversarial input «’ under conjectures of UNDER-UNLEARNING and OVER-UNLEARNING; the target model’s
prediction label on the adversarial input is used to infer whether the target sample x is unlearned.
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Fig. 2: We show the dynamics of MU on the decision boundary:
(a) Before unlearning (the original model 6), (b) UNDER-
UNLEARNING (Conj. 1) and (¢) OVER-UNLEARNING (Conj.
2). In each scenario, the solid and dotted line represent the
decision boundary of the (approximately) unlearned model 6,,
and a retrained model 6,., respectively.

et al. [33] nor Wu et al. [34] have provided a proof for this
intuition, it is evidenced by the fact that ML models are able
to generalize on unseen data. > We formalize this assumption
as follows:

Assumption 1 (Over-Learning [33], [34]). Let 6 = A(D).
Given (z,y) € Z, there exists x' =~ x, such that:

fo(z") =y,
fo(z") # v,

In which learning of x leads to the learning of ', indicated
by the change in its prediction label.

reD,

zé D. ©)

We follow a similar yet different intuition in designing
Apollo. As shown in Fig. 2, we present two conjectures:
(a) UNDER-UNLEARNING, where unlearning retains some

3A similar notion can be extended to posterior-based MIAs, where x’
maximizes the divergence between the model outputs on &’ when z € D and
x ¢ D, see Wen et al. [36].

information for the unlearned sample due to insufficient removal
of influence on the decision landscape of the model and (b)
OVER-UNLEARNING, where unlearning imposes performance
loss on the retained set due to overzealous change to the
decision space. For both conjectures, there exists an indicator
z' € X such that the behavior/prediction labels of the unlearned
model and an (exactly) retrained model differ, which we
formalize as follows:

Conjecture 1 (Under-Unlearning). Following Def. 2, let 6 =
A(D), 6, = A[D, D, A(D)], and 0, = A(D \ D,), where
D, C D. Given an unlearned data sample (x,y) € D,,, there
exists an ' ~ x, such that:

fo(z") =y (Learned)
fo () #y

fo,(x') =1y (Under-Unlearned in approximate unlearning)
(6)
in which approximate unlearning of r does not change the
prediction label of ' compared to the original model, while it
does compared to the exact unlearning / retraining.

(Not retained in exact unlearning)

Conjecture 2 (Over-Unlearning). Same as Conj. 1, let 0, 0.,
and 0, be the original model, (approximately) unlearned model
and retrained model. Given an unlearned data sample (x,y) €
D, there exists an x' ~ x, such that:

fo(z") =y (Learned)
fo.(x') =y (Retained in exact unlearning)

fo, (") #y (Over-Unlearned in approximate unlearning)

@)

in which approximate unlearning of x changes the prediction

label of x' compared to the original model, while it does not
compared to the exact unlearning / retraining.

For Conj. 1, 2’ is depicted in the red region (i.e., area of
UNDER-UNLEARNING) in Fig. 2b; for Conj. 2, 2’ is depicted
in the green region (i.e., area of OVER-UNLEARNING) in Fig.



2c. Note that Conj. 1 and Conj. 2 are not mutually exclusive,
and each speaks to a different aspect of the (inherent) weakness
in the unlearning algorithm.

C. Bounding UNDER- and OVER-UNLEARNING

We further ask the following key question about these two

conjectures:
Is it possible to derive an lower/upper bound for
UNDER-UNLEARNING and/or OVER-UNLEARNING
for a given unlearning process?

We formalize this question as follows:
Given the original model § = A(D) (Def. 1),
unlearned model 6, = A[D, D,, A(D)] (Def. 2.),
and a retrained model 6, = A(D \ D,)*, can we
calculate: (a) ||0,,—6..||, a bound for the change in the
model parameter space, and (b) ||x — 2’|, a bound
for the change in the model decision space?

Parameter Space Bound. As discussed in existing works [37],
[21], [38], it is possible to construct a scenario where models
trained with the same learning algorithm A on neighboring
datasets D and D’ that differ in only one element can have
the exact same parameters. Golatkar et al. in[39] propose an
approximation of the parameters of 6, through first-order-
Taylor-series-based decomposition; however, the results rely
on the strong assumption that a large-scale underlying dataset
is not unlearned; Kurmanji et al. in [10] proposed that a shared
information-based definition of MU (a looser definition than
the (e, §)-indistinguishability-based definition of MU in Def. 2)
has no upper bound for parameter change. These works on two
directions present a possible bound for UNDER-UNLEARNING
and OVER-UNLEARNING in the model parameter space © to
be [|§ — 0. € [0, +00).

Decision Space Bound. While we have demonstrated that we
cannot reliably provide a parameter space bound for UNDER-
UNLEARNING and OVER-UNLEARNING, we can still derive
an upper bound for both conjectures in the decision space. We
present a short proof as follows.

Let gy j(x;0) := fo(x)y — fo(x);, further, define the margin
of a sample (x,y) to the decision boundary on 6 as my(x) :=
fo(z)y — m;zx fo(z);. We make the following assumptions of
standard LJipgchitz condition where:

o Foreach y,j € Y, j # vy, gy;(;0) is Lg.y’])-Lipschitz

in x; '

e Foreach y,j € Y, j # v, gy,j(x;0) is Lf/y’])—Lipschitz

in 6.
Importantly, this condition may not universally hold for the
decision space of ML models [40], [41], though we can assume
standard Lipschitz condition locally near the data samples and
decision boundaries for the model posterior [42], [43].
Denote L, := maXLfﬁy’J), Lo = maXLfgy’J). Let A, =
y iy

J#Y J
16, = 0]|, Ay :=||6 — 0| be the changes in model parameters
4Note that 6, is not accessible to both the model owner and the adversary.

We approximate the behavior of 6, with surrogate (shadow) models, see Sec.
1I-D.

in the approximate / exact unlearning process, we can derive
the following lemmas:

Lemma ITI.1 (Lipschitzness of the Margin). Let mgy(x) be
L,-Lipschitz in x and Lgy-Lipschitz in 0; then, for any z,x’
and 0.9, we have:

Imo(x) —me ()] < Lelle — 2’| + Lol|6 — '] (®)

Proof. Based on the definitions, we have myg(z) =
r_r;éingyyj (z;0). With the Lipschitz conditions, for each j # y,
iy

we have:

me(x) —me(2")] < lgy,;(2:0) = gy.,; (2" 0)] < Lallz — 2/,
©))
and,
Ime(x) — me: (2)] < |gy.5(2:0) — gy, (2:6)] < Lol|6 — 0']].
(10)
Based on triangle inequality, we have:
Imo(x) — me: (2')] < [mo(x) —me(2')| + [mo(x) — me: ()]
< Lullw — /|| + Lol — ¢/
(1D

Therefore, mg(x) satisfies Lipschitz condition in z and . O

And, from Lemma III.1, we can further derive:

Lemma IIL.2 (Certified Label-Invariance Radius). If mg(x) >

0, r satisfies:

meg(x) — Lg||0 — 0'|
L, '

Then for all &’ with ||z —2'|| <, me/(2') >0, i.e, fo(2') =

Y.

r < Riny(0 — 0, 2) = (12)

Building on Lemma III.1 and II1.2, we propose and prove
the following theorems to formally characterize the bounds
of UNDER- and OVER-UNLEARNING, respectively. Here, the
bounds are certificates for when (a) the radius below which a
change of label is impossible, and (b) the radius above which
a change of label is not precluded by smoothness of the model
posterior. For UNDER-UNLEARNING (Conj. 1):

Theorem IIL.3 (Bounds for UNDER-UNLEARNING). For a

given x, with models 0, 6,,, 0,., let r := ||x —a'||; if « satisfies
UNDER-UNLEARNING (Conj. 1), we have:
- L Au
< —mg((E) o =: Uyn
L,
(13)
m — Ly,
> ( 0( )L ¢ )+ = LUn

The bracelet is non-empty when (mg(x) — Lo, )+ < mg(z)—
LoA,,.

Proof. If r < Uyn, Lemma IIL.2 certifies that my, (z') > 0,
guaranteeing fy, (') = y. Conversely, if » < Lyn, Lemma
I11.2 certifies that myg,_(2’) > 0, where 6,. outputs label y at 2/,
contradicting the definition for UNDER-UNLEARNING given



in Conj. 1. Therefore, » > Ly, is necessary for UNDER-
UNLEARNING to occur. O]

Similarly, for OVER-UNLEARNING (Conj. 2), we have:

Theorem II1.4 (Bounds for OVER-UNLEARNING). For a given
x, with models 0, 0., 0,,
UNLEARNING (Conj. 2), we have:

mg(ac) — Lg)A,. .
L;;; —- UOv

—_—————
—L All
T > (mg(x)L o ) +=: Lov

The bracelet is non-empty when (mg(x)—LgA,)+ < mg(x)—
LoA,.

(14)

Proof. The proof is same as the proof for Theorem II1.3. [

Theorem II1.3 and II1.4 provide theoretical boundaries for
UNDER- and OVER-UNLEARNING, we develop our Apollo
attack based on these conjectures in Sec. III-D.

D. Designing Apollo

Online Attack. Based on Conj. 1 and 2 and the respective
proofs (Theorem II1.3 and II1.4), we design Apollo to
optimize for x’ given the target input (z,y). Denote a family
of surrogate (shadow) models ©° = {67 | 07 = A?(Dg)}, for
each 0¢, we unlearn D;* = {z}, and get the corresponding
unlearned surrogate (shadow) model ¢;*. Further, similar to
OSLO [33] and YOQO [34], we include the condition that
both UNDER-UNLEARNING and OVER-UNLEARNING happens
locally.

In the case of UNDER-UNLEARNING (Conj. 1), the adversar-
ial sample 2’ for the target sample (z, y) satisfies the conditions
of:

(a) Sensitivity: z’ is classified as class y when it
was learned and subsequently unlearned, i.e.,
= argmin erDf 0(x';67*), in practice, we
use Cross Entropy for /;

(b) Specificity: 2’ is classified not as class y when
it was not in the model training set, i.e.,
! = argmmzwm (q: 0%), in practice, we use
i =—¢;

(c) Locality: ||z — 2’| < Uypn (Theorem II1.3 and I11.4);
Therefore, we design the loss function for UNDER-
UNLEARNING (Conj. 1) as:

0)=a Z o

zeD;

105 +8 Y A3 65).

x¢D?

(15)

lun(z's2,y,

(a) (b)
Here, the locality condition (c) is not directly regulated through
the loss function (as we demonstrate in Algorithm 1). Similarly,
for OVER-UNLEARNING (Conj. 2):

—az ((a 07 +BZ (a5 607)

zeD;? x¢D?

EOv(m/;x7y7 (16)

() (b)

Offline Attack. We can further amend our design of Apollo
as follows. Note that in Eq. 15 and 16 we need to adjust
the unlearned models 6;* based on every target sample (z,y).
This incurs a high computational cost that is infeasible in real-
life scenarios. We also design an offline version of Apollo,
where the adversary can only sample surrogate datasets that are
disjoint from the target model’s training set, i.e., Vi, D; N D =
. In the offline attack scenario, we can still optimize for
the specificity condition (b); and we substitute the sensitivity
condition (a) with the observation that the adversarial samples
will achieve better attack accuracy when they are near the
decision boundary (denoted DB). The loss functions for the
offline Apol1lo attack(s) would be:

R (2 x,y,0 —odea: DB) —|—ﬂz Z'509). (17)
@ ®)
And:
2 (22,9, 0 —@de DB +ﬂz (2';07). (18)

(a) (b)

Adversarial Sample Generation. We optimize for =’ with
Stochastic Gradient Descent (SGD), as shown in Algorithm 1.
Here, By.c(x) \ Bi—1).c(x) = {2’ | (t = 1)e < d(z,2") < te}
is the space between two balls around x with radius (t — 1) - €
and t-c. We project adversarial samples outside the ball at each
step t to limit the magnitude of each update for the locality
condition; the maximum perturbation would be 7' - ¢. This
methodology allows us to adjust the attack precision and recall
by selecting different values of T, ¢, and 7, when lowering 7
and increasing T - € allow a high precision.

Algorithm 1: Adversarial Input Generation in Apollo

Input: Target model 6,,, target sample (x,y) € X X ),
m shadow models ©°, m unlearned shadow models
©°, search step size

Output: Adversarial input =’ € X

x — x;
fort < 1,---,7T do
fori<1,--- ,mdo

gt,i < Vg l(x';2,9,0) > Substitute for fun, Lov,

off o
Uns O £Ov
end

z' « SGD(2', Ym Y 1" gei)s

if 2’ ¢ Bi.c(z) \ B—1).c(z) then

x’ < Proj(z’, Bie(z)) > Limit each update step for
locality condition (c)

end

if 1/m 370, fos(2'), < T then
| return x’

end

> Early stopping

end
return z’;

E. A Two Dimensional Example

Inspired by Haim et al. [44], we illustrate our conjectures on
a simple example of (z,y) € R? x {0,1,2,3}. We randomly



(a) UNDER-UNLEARNING and
OVER-UNLEARNING on R?

(b) A local region of
OVER-UNLEARNING on R?

(c) Adversarial Input for an
unlearned sample under fun

Fig. 3: We test Conj. 1 and 2 on a (z,y) € R? x {0,1,2,3}
example. In Fig. 3a, the four classes and the unlearned set are
identified in the legend. Regions of UNDER-UNLEARNING and

OVER-UNLEARNING are colored red and green, respectively.

In Fig. 3c, the trajectory indicates the adversarial input z’ at
each iteration.

generate N = 500 samples within the range of (—1,—1) and
(1,1), each class of samples are assigned to a quadrant. We
train a target model of 12 layers on 200 samples and m = 16
shadow models with| Df| = 200, the architecture of which we
show in Table VI (Appendix A). We randomly unlearn 10%
of the training set with Gradient Ascent (GA) [45], the results
are shown in Fig. 3.

As shown in Fig. 3a and 3b, MU inevitably leads to both
UNDER-UNLEARNING (Conj. 1) and OVER-UNLEARNING
(Conj. 2), indicated by the difference in the prediction labels
between the unlearned model and a retrained model.

We further demonstrate in this example the effectiveness of
our adversarial input generation with Algorithm 1. We adopt
lyn as the loss function, the search process for x’ is shown in
Fig. 3c. We demonstrate that Algorithm 1 is able to generate
2’ that satisfies conditions (a) through (c).

IV. EVALUATION

A. Experimental Setup

Hardware. We train, unlearn, and subsequently perform the
attack on all models on a NVIDIA A100 GPU with 40GB
memory. The training process require approximately 20 minutes
each for the target and shadow models. The time for unlearning
process differ with different unlearning algorithms.

Datasets. Beyond the example on R? discussed in Sec. III-E,
we evaluate our attack on commonly employed datasets
including CIFAR-10, CIFAR-100 and ImageNet [46], [47].
We train (and subsequently unlearn) the model on a training
set of 20,000 images for both CIFAR-10 and CIFAR-100;
we train the model on 512,466 images. We do not perform
data augmentations on the images to ensure that the unlearned
sample is identical to the trained sample [11]. Both CIFAR-10
and CIFAR-100 are integrated with the PyTorch library [48].

Models. We use ResNetl8 [49], VGG-16 [50] and Swin
Transformer [51], for the target and shadow models. For the
target model and shadow models, we train them to have an
accuracy no lower than 75% on the test set D,. The target
model is trained for 100 epochs with a learning rate of 1x10~*
with AdamW optimization algorithm [52] and a batch size
of 64 on CIFAR-10. The shadow models are trained for 50
epochs for ResNet-18 [49] and VGG-16 [50] from scratch,
and 10 epochs for pre-trained Swin Transformer [51]. We test
our attack on different combinations of the target / surrogate
models to determine the generalizability of our attack, which
we discuss in Sec. IV-C

Unlearning. We adopt a setting similar to that in Huang et
al. [53], and test our attack on 6 MU algorithms: Gradient
Ascent (GA) [45], Fine-Tuning (FT) [18], Bad Teacher (BT)
[54], SCRUB [10], SalUn [55], and SFR-on [53]. We also
include Retraining-from-Scratch (RT) as a benchmark: by
definition, neither Conj. 1 or 2 should be effective against
RT. We randomly unlearn 10% of the training set.

The targeted MU algorithms are selected for their represen-
tativeness: two baseline unlearning algorithms, GA and FT
concerns with only the unlearned set D,, or the retained set
D, = D\ D, respectively; BT uses knowledge distillation for
unlearning; SCRUB unlearns through maximizing posterior
divergence between the original model and the unlearned model;
SalUn and SFR-on are state-of-the-art unlearning algorithms
which share similar intuitions in accounting for the importance
(saliency) of different model parameters.

For a more detailed account of the MU algorithms, we refer
the readers to their respective papers ([45], [18], [54], [10],
[55], [53]), as well as the code implementations by Huang et
al. [53].

Metrics. We simplify the three-way hypothesis test present
in MU of z € D, z € D, and = € D, into two categories
by sampling 200 samples each from (a) the unlearned set D,,
and (b) the test set D;. We aim to show that our Apollo
attack can reliably distinguish between unlearned samples and
samples not involved in training. The main metric we report
is the True Positive Rates (TPRs) at low False Positive Rates
(FPRs) suggested by Carlini et al. in [29], as a high precision
is more valuable to privacy attacks like MIAs. We also report
metrics including precision and recall in our experiments.

Attacks. We compare our proposed Apollo attack against two
previous Membership Inference Attacks toward MU: A naive
U-MIA employed by Kurmanji et al. [10] and the U-LiRA
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Fig. 4: Attack ROCs against various unlearning algorithms.

attack proposed by Hayes et al. [11]. We do not include
other attacks listed in Table I (namely [7], [8], [9]), as their
assumption of adversarial access to the original model 6 does
not align with our threat model.

For Apollo, we adopt a step size ¢ = 1.0 for T' = 50
rounds of adversarial search for z’, in which we utilize m = 32
shadow models. The loss function (Eq. 15 through 18) are set
to a =1 and 8 = 4. To unlearn each shadow model for the
online attack, we unlearn D N Dyqyge+ for each 6, in which
Diarget is the 400 samples whose membership status are to
be determined.

For U-LiRA [11], we train and unlearn m shadow models
same as Apollo. The U-LiRA attack tests for:

Pr (fo,(@), | N(ps,s02)

Pr (Fu. @)y | M)

(19)

(z,y) € D, <~

In which fog (z), ~ N(sts,0%) and fyeu (2), ~ N (s, 02, )
are two Gaussian distributions fitted over the prediction
probabilities of x on class y with the shadow models ©° and
unlearned shadow models ©®+. 7 adjusts the precision/recall
of the attack. In practice, we use logit-transformed prediction
probabilities for fg(x)y [29], [11].

For the Naive U-MIA described by Kurmanji et al. in
[10], we adopt a Support Vector Machine (SVM) as the
binary classifier, which has a regularization parameter of 3
and with radial basis function (RBF) kernel, following the
implementation of Fan et al. in [55].
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Fig. 5: Attack TPRs with UNDER-UNLEARNING (Conj. 1) and
OVER-UNLEARNING (Conj. 2) at different step sizes against
various unlearning algorithms.

B. Attack Results

Attack Efficacy. We show our attack efficacy against different
unlearning algorithms compared to previous attacks. We do
not adopt the metric of TPRs at a fixed FPR across different
unlearning algorithms as our search for z’ is confined within
the ball Br..(z); therefore, we report TPRs at lowest possible
FPRs achieved by Apollo and Apollo (offline) for each
MU algorithm on CIFAR-10, CIFAR-100 [46] and ImageNet
[47], shown in Table II, III and IV, respectively.

The results demonstrate that our proposed Apollo attack is
able to achieve a high TPR at low FPRs, while its performance
is limited by the strict threat model, it is nevertheless able
to achieve a performance comparable to those of U-MIA and
U-LiRA, even superior than the latter toward FT [18] and
SFR-on [53]. We also note that Apollo is able to achieve
stronger performance at lower FPRs on CIFAR-100 (Table III)
and ImageNet (Table IV) compared to CIFAR-10 (Table II),
as each class consists of fewer samples, and a model trained
on these datasets is therefore more susceptible to changes in
the decision space.

Beyond the attack TPRs at lowest possible FPRs, we also
show the ROC curves of different attacks toward different MU
algorithms, as shown in Fig. 4. Our proposed Apollo attack
is able to achieve an overall comparable performance compared
to U-LiRA and U-MIA for GA, FT, SCRUB and SFR-on;
and in cases able to successfully infer membership status of



TABLE II: TPRs (%) at lowest possible FPRs (%), tested on ResNet-18 with CIFAR-10.

Attack Method GA@6.0% FT@95% BT@2.5% SCRUB@4.0% SalUn@4.5% SFR-on@2.5% RT@4.5%
U-MIA [10] 16.5 11.5 95.0 9.0 15.5 3.0 55
U-LiRA [11] 68.5 6.5 28.0 6.0 20.0 2.5 4.0
Apollo 18.0 6.5 4.0 21.5 4.5 10.0 5.0
Apollo (Offline) 16.0 6.5 3.0 15.0 75 5.0 7.0

TABLE III: TPRs (%) at lowest possible FPRs (%), tested on ResNet-18 with CIFAR-100.

Attack Method GA@05% FT@1.0% BT@13.5%SCRUB@5.0% SalUn@1.5% SFR-on@1.5% RT@1.0%
U-MIA [10] 75 0.5 485 17.0 8.5 2.0 1.0
U-LiRA [11] 14.5 1.0 25.0 12,5 17.0 2.0 15
Apollo 15.5 2.0 50.0 415 5.0 0.5 15
Apollo (Offline) 13.0 2.0 415 39.0 4.5 1.0 0.5

TABLE IV: TPRs (%) at lowest possible FPRs (%), tested on ResNet-18 with ImageNet.

Attack Method GA@1.0% FT@l.0% BT@8.5% SCRUB@4.5% SalUn@1.0% SFR-on@1.5% RT@1.5%
U-MIA [10] 8.0 0.5 32.0 9.5 6.0 1.0 1.5
U-LiRA [11] 12.5 0.5 24.5 8.5 8.5 2.5 2.5
Apollo 17.5 1.0 12.5 14.0 6.5 2.5 2.0
Apollo (Offline) 135 0.5 8.0 14.5 2.0 2.0 1.0

z € D, toward SFR-on, where a likelihood-based U-LiRA
attack failed (Fig. 4f).

Dynamics between UNDER-UNLEARNING and OVER-
UNLEARNING. We next show how UNDER-UNLEARNING
and OVER-UNLEARNING interacts in different MU algorithms,
as well as how the bounds we derived in Theorem III.3 and
II1.4 perform. We plot the TPRs of Apollo under different
search space Br..(x) for Conj. 1 and 2. In our experiments,
we fix € = 1.0 and test for steps ¢t < 50. The sub-figures along
the X- and Y-axis represent the TPRs for either conjecture
at each step, while the heatmap represents the TPRs where a
sample is deemed positive if and only if one conjecture holds.
The results are shown in Fig. 5.

Recall our results on TPRs at low FPRs from Table II, here;
when our proposed Apol1lo attack is successful, a clear pattern
emerges from the True Positive distributions. For successful
attacks like GA (Fig. 5a) and SFR-on (Fig. 5f), UNDER-
UNLEARNING and OVER-UNLEARNING are bounded in local
regions of ||z —x'||, as evidenced by the low-TPR regions close
to the axes, confirming the results in Theorem I11.3 and II1.4.
For the unsuccessful attack against BT (Fig. 5c¢) and SalUn
(Fig. 5¢), OVER-UNLEARNING is near uniformly distributed,
while UNDER-UNLEARNING is scarce, we postulate that the
regulations of the unlearning algorithms violates the assumption
of local Lipschitz condition (Lemma III.1). This indicates that
different MU algorithms have distinctively different effects
on the decision space of the model, which can be utilized as
defense against Apollo.

C. Ablation Studies

Hyperparameters. As shown in Sec. III-D, the loss functions
we used for generating the adversarial input 2’ (Eq. 15 through

o
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(b) Different size of |©°| =m

Fig. 6: Precision-Recall trade-off against GA on CIFAR-10,
under different hyperparameters used in Apollo.

18) follows the general form of ¢ = alensitivity + Bspecificity -
We show the attack precision-recall curves with different ratios
of A/a in Fig. 6a. We demonstrate that a higher 5/a ratio,
which emphasizes the specificity condition, yields a better
precision-recall tradeoff.

Number of Shadow Models. We study the effectiveness of
the number of shadow models, i.e., |©°| = m on Apollo’s



TABLE V: Apollo performance with different target/shadow
model architectures.

TPRs (%) at lowest

Shadow Models possible FPRs (%)

Target Model

ResNet-18 18.0@6.0%

ResNet-18 VGG-16 12.0@6.0%
Swin-T 13.5@6.0%

ResNet-18 5.0@2.5%

VGG-16 VGG-16 5.5@2.5%
Swin-T 6.5@2.5%

ResNet-18 8.5@4.5%

Swin-T VGG-16 8.0@4.5%
Swin-T 11.5@4.5%

performance, as shown in Fig. 6b. We observe that while
increasing the number of shadow models used can yield a
better precision-recall trade-off when m is low (m < 16),
increasing m further results in performance degradation under
m = 32. This is consistent with the observation in Wen et
al. [36] that using too many shadow models will result in
2’ overfitting to specific shadow models and thus weakening
attack utility.

Architecture of Shadow Models. Another key issue is the
training process of the shadow models 67 = A$(D5), where
we assume that the adversary is able to train shadow models
with the same hyperparameters as those of the target model, i.e.,
A = A®. We consider scenarios where the surrogate and target
models are trained under different architectures, i.e., A # A°,
as shown in Table V. While employing shadow models with
different architectures negatively affects the attack performance,
it is still able to preserve a high precision.

V. CONCLUSION

Contributions. In this paper, we propose A Posteriori Label
Only Membership Inference Attack towards Machine Unlearn-
ing, Apollo, that aims to infer the membership status of
unlearned data samples from the unlearned model only. We
demonstrate empirically that it is possible to extract member-
ship information from a strict threat model against MU, posing
a significant privacy threat to existing unlearning methods. The
evaluations show that Apollo achieves inference accuracy
comparable to those of the state-of-the-art attacks that require
more adversarial access than Apollo. MU as a privacy-
preserving technique, is still in its infancy; and future research is
required to improve both the attacks and defenses for Machine
Unlearning techniques.

Limitations. A limitation of our proposed Apollo attack is
that the ability to adjust to different false positive rates is limited
by the selection of hyperparameters (7', €, and 7), which is
easy for likelihood-based attacks [10], [11]. This limitation is
inherent in the design of our attack and is the result of adopting
a strict threat model. Another limitation of our methodology is
the computational cost incurred by training of shadow models,
which we address in part in Sec. IV-C. Future research is
needed for developing more efficient label-only attacks to MU.
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APPENDIX A
ADDITIONAL IMPLEMENTATION DETAILS

Datasets. We sample our training and surrogate datasets as follows: for CIFAR-10 and CIFAR-100 [46], we split the training
batch of 50,000 samples into 3 slices, each consisting of (a) 20,000, (b) 20,000 and (c) 10,000 samples, the training set D and
test set D; is then sampled from (a) and (c) respectively. For shadow sets D, in the online version of Apollo and U-LiRA
[11], the shadow sets are sampled from slice (a) and (b); in the offline version of Apollo, the shadow sets are sampled from
slice (b) only. For ImageNet [47], slice (a), (b) and (c) consists of 512,466, 512,466 and 256,235 samples.

Models. We show the architecture of the small NN used in Section III-E as follows:
TABLE VI: Architecture of the small NN used in Section III-E.

Layer Input Channels Output Channels Design

1 2 256 Linear
Linear + ReLU +

2-11 256 256 Batch Norm

12 256 4 Linear

Unlearning. We list the hyperparameters employed in the targeted unlearning algorithms in Sec. IV-A:

TABLE VII: Hyperparameters of the unlearning algorithms employed.

Method Epochs Learning Rate Other Hyperparameters

constant scheduler,

RT >0 1x107* AdamW optimizer

GA 10 2x 1074 cosine scheduler

FT 10 1x 102 cosine scheduler

BT 10 3x 1073 temperature scalar = 1.0

constant scheduler,
SCRUB 10 3x 1074 temperature scalar = 4.0,
a=1x10"3
constant scheduler,

—4
SalUn 10 3x10 threshold = top-20%
cosine scheduler,
SFR-on \ \ Tout = 1500, a = 1.0,

Tin =5, Bf =0.25, B = 0.01,
A=05~v=1
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