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Abstract

Due to the scarcity of anomalies, deep anomaly detection models are typically trained in an
unsupervised or semi-supervised manner, depending on the availability of a small number
of labeled samples. Currently, most unsupervised approaches detect anomalies by identify-
ing the deviant patterns from normal samples, and some semi-supervised studies also use
labeled anomalies to improve performance. However, few studies have focused on how to
take advantage of potential anomalies in an easily obtained and large-scale unlabeled dataset.
Meanwhile, in a semi-supervised setting, although we assume there will be a small number
of labeled anomalies, the task of anomaly classification is under-exploited, which is impor-
tant for domain experts. In this work, we focus on the problem of anomaly detection and
classification with limited labeled samples and a large number of unlabeled samples. To this
end, we develop a few-shot anomaly detection and classification model based on reinforced
data selection with a combinatorial reward, called FADScr. FADScr iteratively improves per-
formance by exploring the unlabeled dataset and selects informative samples to augment the
training set to enhance both anomaly detection and classification. Experimental results show
that our proposed framework is able to improve the performance of anomaly detection and
classification with only a few labeled samples initially.
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1 Introduction

Anomaly detection indicates the detection of data samples that significantly deviate from the
majority of data [7, 41]. Because of the extensive demand in a wide spectrum of applica-
tions, such as external and internal threats in cyberspace, anomaly detection has become an
increasingly important research task.

1.1 Motivation and challenges

Due to the small number of anomalies, classical supervised learning algorithms cannot be
employed. Currently, the majority of approaches are trained in an unsupervised or semi-
supervised learning manner [6-8, 41, 63]. However, one limitation of existing anomaly
detection approaches is that existing approaches cannot further classify anomalies into spe-
cific anomaly categories. In many real-world scenarios, understanding the types of anomalies
is critical. For example, for the malicious insider threat detection task, the malicious insider
conducts a variety of malicious activities, such as using a thumb drive to steal data before
leaving the company, logging into another user’s machine and searching for interesting files,
or uploading documents to Dropbox for personal gain. Anomaly detection aims to label all
malicious activities as anomalies, which is good. Meanwhile, anomaly classification fur-
ther predicts the malicious activities into corresponding categories, which can provide more
insight to the domain experts so that defense strategies can be designed precisely.

However, due to the scarcity of anomalies, the number of anomalies in each class is even
smaller. Hence, it is extremely hard to train a multiclass classifier in a traditional supervised
manner. Recently, to learn from a limited number of labeled samples, few-shot learning as
a special type of machine learning has become an emerging research topic, which aims to
learn classifiers given only a few labeled samples of each class [58]. One common strategy
of few-shot learning is to project limited samples into a smaller embedding space so that
similar samples are grouped together while dissimilar samples are separated [3, 54, 57, 58].
However, in the anomaly detection scenario, such cluster assumption only holds for normal
samples since normal data are similar. For anomalies, by only having a few samples, it is hard
to build a cluster to represent a class of anomalies, especially considering that anomalies are
much more diverse. As a result, current few-shot anomaly detection approaches only work on
distinguishing anomalies from normal samples and cannot further divide the anomalies into
fine-grained classes [11, 37, 42, 62]. Hence, how to leverage the powerful few-shot learning
models for anomaly detection and classification is still under-exploited.

1.2 Proposed approach: FADScr

In this work, by following real-world scenarios, we assume that we have plenty of labeled
normal samples and limited abnormal samples in each anomaly class, as well as large-scale
unlabeled samples. To achieve fine-grained anomaly detection based on few-shot learning, we
propose a framework, called the few-shot anomaly detection and classification model through
reinforced data selection with a combinatorial reward (FADScr), to leverage the large-scale
unlabeled dataset to progressively improve the few-shot learner for anomaly detection and
classification.

We assume that the unlabeled dataset follows the data distribution in the real world and
consists of a large number of normal samples and a few anomalies. Initially, we train a few-
shot learning model on a few labeled anomalies. Then, we iteratively update the few-shot
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Fig. 1 FADScr iteratively improving the performance of anomaly detection and classification

model by selecting potential anomalies from unlabeled samples to augment the labeled train-
ing set. Each iteration consists of two steps: data selection and model retraining. In the first
step, we apply the current few-shot model to predict anomalies on the unlabeled dataset. The
prediction outcomes can be considered as weakly labeled samples, as their predicted labels
can be either accurate or inaccurate. We then apply our proposed reinforcement learning-
based data selection to identify the weakly labeled samples with high quality. The chosen
samples have a high chance of being correctly labeled and, hence, are used to compose an
augmentation set. After that, we build a new augmented training dataset by combining the
existing labeled dataset with the newly generated augmentation set. In the second step, we
retrain the few-shot learning model on the augmented training dataset to improve its perfor-
mance. We expect the performance of FADScr to keep improving as the training procedure
moves forward. Figure 1 shows the pipeline of FADScr.

The key step of FADScr is to select weakly labeled samples to augment the training
set. If the misclassified samples are selected for the training set, the anomaly detection
model can even be damaged. Hence, we develop a novel reinforcement learning approach
to select high-quality samples. Specifically, we consider the high-quality samples from two
perspectives. First, we expect the high-quality, weakly labeled samples to be able to improve
the performance of anomaly detection. Second, the selected samples can further reduce
the uncertainties of predicted output, meaning that the model should be confident in the
predictions (high predicted probabilities). To this end, we design the reward function based on
the performance improvement of the anomaly detection model and the uncertainty reduction
on predicted samples.

1.3 Contributions

The contributions of this work can be summarized as follows. First, we propose a novel
framework to progressively improve the few-shot model for anomaly detection and classi-
fication through reinforced data selection from an unlabeled dataset. The few-shot model
can achieve fine-grained prediction given a small number of labeled anomalies in each class.
Second, we propose a reinforcement learning-based data selection strategy that can select
correctly labeled samples from a weakly labeled set to augment the training set and further
improve the performance of the few-shot model. Third, experimental results show that FAD-
Scr can achieve state-of-the-art performance in anomaly detection and few-shot anomaly
classification.

The work is significantly extended from our previous work [21]. The novel contribution
with respect to our previous work is that we integrate an active learning-inspired strategy
into few-shot anomaly detection by selecting high-uncertainty samples for augmentation.
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Unlike previous work that may prioritize easy samples, this approach explicitly quantifies
uncertainty using predicted class probabilities and prioritizes hard samples (i.e., those with
low predicted probabilities for their true class). To ensure these hard samples contribute
meaningfully to model improvement, a novel reward function is introduced, which evaluates
probability changes on hard samples after training on the augmented set. The selection of
challenging examples significantly updates class prototypes in prototypical networks, ulti-
mately enhancing model robustness and performance in few-shot settings. The comparison of
our previous approach and FADScr in anomaly detection and classification, shown in Table
4, demonstrates the advantage of FADScr.

1.4 Organization of the paper

The remainder of this paper is structured as follows. Section 2 reviews related work on
anomaly detection. Section 3 presents our proposed approach, FADScr, for improving
anomaly detection and classification through a reinforced data selection mechanism. Sec-
tion 4 describes the experimental results of our approach and baselines on three datasets.
Section 5 concludes the paper and outlines future research directions.

2 Related work

The tasks of anomaly detection have been studied for decades. In recent years, various
learning-based anomaly detection approaches have been proposed [7, 8, 41]. As anomalies
are scarce, unsupervised and semi-supervised approaches are widely used to detect anomalies
because manually labeling a large number of abnormal samples is time-consuming and labor-
intensive [5, 14, 23, 38, 40, 47, 65].
Unsupervised anomaly detection. The unsupervised anomaly detection approaches usually
assume the availability of normal samples. The basic idea is to capture the normal patterns,
and the anomalies can then be detected with highly deviant patterns. The reconstruction-based
idea is the most commonly used idea for anomaly detection. The key idea is that after training
to reconstruct normal samples, anomalies can be highlighted with high reconstruction errors.
Traditionally, vanilla auto-encoder-based structures are widely adopted for reconstructing
the input [2, 67]. Besides reconstruction, generative models, such as Generative Adversarial
Networks (GAN) [18] or Variational Autoencoder (VAE) [29], are also adopted for anomaly
detection. Similar to the reconstruction-based idea, generative models learn to generate nor-
mal samples while anomalies are then detected with a significant difference in the learned
representations. For example, AnoGAN [49] and its variances, such as f-AnoGAN [50],
leverage both reconstruction error from the generator and discriminator loss as the anomaly
scores for anomaly detection. Recently, some advanced generative models, such as diffusion
models [61], have also been adopted for anomaly detection, especially in the image anomaly
detection domain [22, 59].

However, recent studies also demonstrate that only observing the normal samples for
training could lead to a high false-positive rate due to a lack of prior knowledge of true
anomalies [43, 64].

Few-shot anomaly detection. Few-shot learning models, which usually learn classifiers given
only a few labeled samples of each class, have demonstrated great performance in computer
vision and natural language processing [58]. Few-shot learning is able to learn models for rare
cases and can reduce data-collecting efforts. Hence, applying the few-shot learning techniques
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for anomaly detection is a natural fit. Recently, several few-shot learning approaches for
anomaly detection have been proposed [11, 30, 33, 37, 68].

In many real-world scenarios, a small number of labeled abnormal samples, e.g., from
domain experts, are available. Hence, semi-supervised anomaly detection approaches, which
assume the availability of labeled samples as well as large-scale unlabeled samples, are
commonly used to boost the performance of anomaly detection by leveraging the limited
anomalies [1, 20, 23, 47, 56]. Therefore, one of the few-shot anomaly detection settings
assumes a few anomalies available for detection. DeepSAD is a classical work that leverages
labeled normal and abnormal samples for improving the anomaly detection performance [47].
Recent studies [11, 12, 44] further focus on leveraging a few labeled anomalies to identify
similar abnormal samples.

Another few-shot anomaly detection setting assumes only a limited number of normal
samples are available and aims to identify the corresponding anomalies [4, 20, 24, 26, 27,
45, 53]. Traditionally, these models adopt one model to identify anomalies in one class of
images, and various data augmentation techniques are commonly adopted for improving the
performance [24, 45, 53]. Recently, some approaches can identify anomalies from multiple
categories via domain knowledge or teacher models [20, 34].

The existing studies can only detect anomalies but cannot achieve fine-grained classi-
fication. In this work, we aim to improve the few-shot learner for anomaly detection and
classification progressively.

Reinforcement learning for anomaly detection. In literature, a few studies also leverage the
reinforcement learning technique for anomaly detection [15, 25, 32, 40, 43, 64, 66]. [64]
consider anomaly detection in a data stream setting as a sequential decision process. The
agent aims to select true anomalies from data streams for human judgment within a budget
limit. [40] propose an inverse reinforcement learning model for sequential anomaly detection
in an unsupervised setting by learning an implicit reward function to guide the agent. [43]
propose a reinforcement learning framework to identify unknown anomalies by training an
anomaly detection agent based on a few classes of known anomalies.

In this work, we propose a reinforcement learning framework to augment the training
dataset by exploring large-scale, unlabeled samples. The agent in our approach is trained
to select anomalies that can improve the performance of the few-shot learning model for
anomaly detection and classification.

3 Proposed approach
3.1 Problem definition

Let £ = {(x;, yi)}lN:L1 be a labeled dataset, where x; indicates the i-th sample, while y; €
{0, 1, ..., K} indicates the corresponding label. Particularly, y; = O indicates a normal sample
while y; € {1, ..., K} denotes a class of anomalies. Considering that it is usually feasible to
have a large number of normal samples in the anomaly detection scenario, the labeled dataset
can be decomposed as £ = Ly | J L4 with |[Ly| > |L£4|, where Ly only consists of normal
samples and L4 includes few samples in each anomaly class.

With such a small number of abnormal samples, it is hard to train an accurate anomaly
detection and classification model. To tackle this challenge, in this work, besides a labeled
dataset £, we further leverage an unlabeled dataset ¢/ = {x; 7;’1 The goal is to learn a
few-shot anomaly detection and classification model that can leverage the knowledge of
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Fig.2 Training framework of FADScr

the unlabeled dataset U/, especially the potential anomalies in ¢/, to maximally improve the
performance of the model on anomaly detection and classification.

3.2 Framework overview

In this work, we propose a few-shot anomaly detection and classification model through
reinforced data selection with a combinatorial reward (FADScr), which is able to gradually
enhance the performance of the few-shot learning model by exploiting the unlabeled dataset
u.

In particular, FADScr first trains a few-shot learning model on an initial training dataset
with only labeled samples D = L. Then, FADScr iteratively improves the model by select-
ing samples from the unlabeled dataset I/ to augment the training dataset. We employ the
reinforcement learning technique for data selection. In each training iteration, we first use
the current few-shot model to predict the label y; for each sample x; in U/, thus producing a

weakly labeled dataset W = {(x;, § ,-)}?’gl. Then, we train a reinforcement learning agent to
select the weakly labeled samples that have high chances to be accurate into an augmentation
set A = {(xj,y))la; = l}j-v;’l, where a; € {0, 1} indicates whether the sample (x;, y;)
is selected by the agent or not. We combine the augmentation dataset .A with the existing
training dataset to compose the new training dataset, i.e., D = D U A, and then retrain the
few-shot model on the new training dataset. We expect that the performance of the few-shot
model will be improved with those augmented samples. Therefore, as the training iteration
moves forward, the few-shot anomaly detection model can be improved progressively. The

overview of FADScr is shown in Fig. 2.
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3.3 Prototypical network

In this work, we adopt the prototypical network [54] as our base few-shot learning model.
Following the typical process for training the few-shot learning model, we first randomly
select Ng and No samples from the training dataset D to compose the support set S and
query set Q, respectively.

The prototypical network learns an embedding function g(-) to map each sample x; to an
embedding space, denoted as X; = g(x;). Based on the support set, the prototype represen-
tation for each class can be derived by a mean operation:

1
€= 5o D e, ey
! iese
where Sy indicates the subset of samples in the support set S with the class k. Then, given
a distance function d(-), the prototypical network predicts the distribution of classes for a
query point x € Q based on a softmax over distances to the prototypes:

exp(—d(g(x), ¢))
Y exp(—d(g(x), ¢x))’

The objective function of the prototypical network is the negative log-probability L =
—log p(y = k|x) of the true class k. The training objective is to make the samples from
the same class have small distances to the class prototype cx. A test sample can be labeled
based on the label of its nearest prototype in the embedding space.

p(y =klx) = ()

3.4 Reinforced data selection

As the labeled dataset £ only has a very small number of anomalies, the performance of
the initial prototypical network trained on £ still has room for improvement if more training
samples can be incorporated. To this end, we propose to exploit the unlabeled dataset /.
We first use the current prototypical network to predict the labels of samples in ¢/ and get a
weakly labeled dataset VW, which consists of both correctly and incorrectly labeled samples.
If we simply adopt W to augment the training set, due to the noisy supervised signals, the
performance of the prototypical network could be worse. Hence, we propose a reinforcement
learning-based data selection method to select samples from }V based on their reliability
to compose an augmentation set .A. Once the reinforced data selection agent is capable of
selecting the correctly labeled samples to augment the training set, the performance of the
few-shot learner can be improved. Therefore, the reward to the data selection agent is designed
based on the performance of the few-shot learner on an unobserved validation set. The key
components of the reinforcement learning framework are described below.

State. For each state s; with weakly labeled sample (x;, J;) € W, its state representation s
is defined as the concatenation of the embedding vector X; = g(x;) and the distance value
d; to the closest prototype, i.e., s; = [x;, d;].

Action. The data selection agent then needs to take an action whether to select this sample
(x;, ;) into the augmentation set .A based on the state representation s ;. Specifically,a; = 0
means the sample (x;, §;) will be rejected, while a; = 1 indicates the sample will be selected
and added to the augmentation set .A.

Policy network. The data selection agent makes decisions about whether to select a weakly
labeled sample based on a policy network g (-). We adopt a neural network to parameterize
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the policy network that takes the state representation as input and outputs the probability of
the action, p(aj|s;) = me(s;). The action a; is then sampled based on p(a;|s;).

Rewards. The policy network is trained with guidance from the reward function. We define the
reward based on the performance of the few-shot learning model on an unseen validation set.
In our task, we aim to detect anomalies as well as classify abnormal samples into different
classes. Therefore, we design the reward function based on the performance of anomaly
detection and classification, i.e., an anomaly detection reward r? and a classification reward
r¢. Specifically, we adopt the F1 score as the metric to evaluate the performance of anomaly
detection and the macro-F1 score over all classes to evaluate the performance of classification.
In our scenario, if wrongly labeled samples are selected to compose the training dataset, we
can expect that the performance of the few-shot learning model will be damaged. On the
other hand, if the samples with the correct labels are selected, the performance of the model
can be improved. Hence, the reward is designed based on the performance change after the
model is trained on an augmentation set.

Moreover, inspired by active learning with the strategy of labeling uncertain samples, we
expect the agent to select the samples with high uncertainties to the augmentation set so
that the performance of the few-shot learning model for anomaly detection and classification
can be further improved. Here, the uncertainty of a sample is quantified by its predicted
probabilities p(y = k|x). When the predicted probability of a sample is less than a threshold,
i.e., p(y = k|x) < 7, we consider the sample as a hard sample. Otherwise, the samples are
easy samples. In experiments, we set T = 0.5, less than this threshold indicating that the model
is uncertain about the sample. If the agent only selects easy samples into the augmentation
set, for prototypical networks, the center ¢, of the class (defined in Eq. 1) cannot be updated
significantly, meaning that the hard samples still have low predicted probabilities. Therefore,
we also design a reward r? based on probability changes on hard samples after the model is
trained on an augmentation set.

Specifically, in each episode, we first calculate the F1, macro-F1 scores, and predicted
probabilities p(y = k|x) on validation samples by the current prototypical network. We
denote the prototypical network at the beginning of each episode as go(-) and the corre-
sponding F1, macro-F1 scores achieved by go(-) as Flg and MarcoF 1p. Meanwhile, to
evaluate whether the prototypical network can reduce the prediction uncertainties, we also
select hard samples, i.e., p(y = k|x) < t, from the validation set and use the mean proba-
bilities as the uncertainty score, denoted as Pry.

Then, we work on improving go(-) by composing an augmentation set. To this end, first,
we randomly sample a set of batches 5 = {Bl}ILZ] from W, where each batch B; consists
of a number of samples. Given a batch By, for each sample in B;, we sample an action a;
(select to the augmentation set or not) based on the policy p(als;) = ms(s;). Then, we can
compose the augmentation set .4; from the batch B;. After combining .4; with D, we update
the prototypical network, denoted as g;(-), and further evaluate g;(-) on a validation set to
derive F1, macro-F1 scores, and probabilities, denoted as F1;, MacroF1;, Pr.

Finally, the reward for the agent in a batch can be calculated as the differences of F1 scores
and probabilities, r,d = F1; — Fly, rf = MacroF1; — MacroF 1y, and rlp = Pr; — Pry.
The overall reward function in a batch is formulated as:

r1=rld+a~rf+/3-rlp, 3)

where o and B are hyperparameters to balance anomaly detection, classification tasks, and
the reward for reducing uncertain samples.
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Optimization. The data selection agent is trained based on the actor-critic algorithm [31].
The output of the actor is the probability of two actions (select or not), while the output of
the critic is the predicted reward value based on the current state. Both actor and critic are
parameterized by feedforward neural networks. The goal of the agent is to maximize the
rewards, which is defined as:

T (O) = Egylr1]. “
The parameter 6 in policy network 7y is trained based on policy gradient [55]:
0 < 0+nveJ O, ®)

where 7 indicates the learning rate. The gradient for a batch of weakly labeled samples can
be approximated by [31]

|Bi|

1
WJ@=ﬁaZvMMMMm4MwL ©!
j=1

where | B;| indicates the number of samples in a batch B;; Vi, (s;) is the expected reward from
a critic network V,,(-) parameterized by ¢. The structure of the critic network is similar to
the policy network with the last layer as a regression function. The critic network is designed
to estimate the expected reward and hence updated according to the cumulative difference
between the real reward r; and the predicted value Vi, (s;),

|Bi

1
PR ACH] @)
j=1

L = —
(9) B

The parameters ¢ in V,,(s;) can be optimized by:

=9 —1n Ve L), ®)

where 7" indicates the learning rate for updating the critic network.

3.5 Training details

General training process. Algorithm 1 shows the pseudo-code of the training process. Given
a small labeled dataset £ and an unlabeled dataset ¢/, we first initialize an augmentation
dataset .4 as an empty set (Line 1) and a training dataset D as the small labeled dataset £
(Line 2). In each episode, we split D into two parts, D' as the real training set and D' as
the unobserved validation set (Line 4), combine D" with A as the new training set (Line 5),
and use it to train the prototypical network g(-) (Line 6). We deploy the prototypical network
to predict labels of samples in ¢/ and get a weakly labeled data set W (Line 7). We then apply
a reinforced data selection algorithm to generate a batch of samples as the augmentation set
Aep from W (Line 8). After obtaining A, we remove A, from the unlabeled dataset ¢/ (Line
9) and add A, to A to form a new augmentation set for the next iteration (Line 10).

With the increase in training episodes, the size of the augmentation dataset A keeps
increasing, and the performance of the prototypical network becomes better. After finishing
all the training iterations, we further combine labeled dataset D with the augmentation dataset
A, retrain the prototypical network from scratch based on the combined dataset (Line 11),
and deploy it for anomaly detection and classification.

Reinforced data selection. The key step for improving the performance of the prototypical
network is the reinforced data selection algorithm (Lines 13-29), which is to select the
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Algorithm 1 The training process of FADScr
Input : Labeled set £, unlabeled set I/
Output: Prototypical network g(-)
Initialize an augmentation set A <« ¢
Initialize a training dataset D < L
fort =0to 7T do
Split D to D' and DV
Dlr «— Dlr U] A
Train prototypical network g(-) on D"
Predict labels on ¢/ and get V based on g(-)
Aep < Data_Selection (g(-), W, D", D)
Remove selected samples U < U/ Aep
Increase the augmentation dataset A < AU Ap
Train prototypical network g(-) on D U A
return prototypical network g(-)

Function Data_Selection (go(-),W, D!, Dl

Apply go(-) on DV to derive (F1g, MacroF 1y, Pro)

Generate subsets B = {Bl}IL:1 from W

R=0,Acp =0

foreach B; € B do

Agent selects samples from By to generate A;

D;r ~ DU A

Train prototypical network g;(-) on ’D; r

Apply g;(-) on DY to derive (F1;, MacroF1;, Pry)

Compute the reward r; based on Eq. (3)

R =RU{r}

Update the policy network y based on Eq. (5)

Update the critic network V,, based on Eq. (8)

[ < argmax R

if F1; > Flg, MacroF1; > MacroF 1y, and Pr; > Prqy then
| Aep < A

return A

reliable weakly labeled samples from W to augment the training set. We first apply the
current prototypical network go(-) on the validation set D' to get F1, macro-F1 scores, and
sample prediction probabilities (F 1o, MacroF 1y, Prp) as the baseline performance (Line
14). We then derive a set of sample batches B = {Bl}ZL=1 from W.

Then, for each batch B;, we select samples based on the prediction of the policy network
plajlsj) = mg(s;) and generate A; with selected samples. After getting the augmented
training set Dfr by combining D' with A; (Line 19), we train the prototypical network g;(-)
on D;’ again (Line 20) and apply g;(-) on D*¥ to derive F1, macro-F1 scores, and sample
prediction probabilities (F1;, MacroF1;, Pry), (Line 21). The reward is then calculated
based on the difference between (F1;, MacroF1;, Pr;) and (F1g, MacroF 1y, Prg). We
further update the policy network 7y and the critic network V,, (Lines 24 — 25).

After going through all batches, we get a set of rewards R = {r;}lL:O. We only select
A; leading to the maximum reward r; in R (Line 26) and also ensure that the prototypical
network g; (-) trained on D,’ " can get better performance in terms of F1, macro-F1 scores, and
sample prediction probabilities compared with the original one go(-) (Lines 27-28). Then,
we consider 4; as the augmentation set A, at the current episode (Line 29).

Based on Algorithm 1, the algorithm runs 7 iterations, and in each iteration, the data
selection process goes through L subsets and trains the prototypical network g; (). Therefore,
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the time complexity of the algorithm O (T - L - g), where g indicates the time complexity for
training the prototypical network.

Warm-up phase. In the early stage of training, the data selection agent takes actions based on
randomly initialized parameters. The selected samples could include misclassified instances
due to the uncertainty of the policy network. Then, D' could contain mislabeled samples,
which could damage the performance of FADScr in the long run. Hence, we set up a warm-up
phase for the training. After the warm-up phase, all the samples selected during the warm-up
phase will be removed from D and added back to /. The agent will select samples from
scratch again. We expect the performance of the data selection agent will become stable
with the convergence of parameters during the warm-up phase and can select reliable weakly
labeled samples after that. In our experiments, the warm-up phase is 10 episodes.

4 Experiments
4.1 Experimental setup

Datasets. We apply FADScr to detect and classify anomalies on the following three datasets.

e UNSW-NBI5 [39]. The UNSW-NB15 dataset was generated by the IXIA Perfect-
Storm tool in the Cyber Range Lab of UNSW Canberra. It consists of normal and
five synthetic attacks, including suspension caused by feeding random data (Fuzzers),
denial-of-services by overloading the server or network (DoS), attacks with known secu-
rity problems (Exploits), attack block-ciphers without information about the structure
(Generic), and attacks for collecting information (Reconnaissance).

e IDS2018 [52]. IDS2018 contains detailed network traffic and log files of five victim
organizations with 420 PCs and 30 servers. It consists of normal network traffic and
three different types of attacking traffic, including automatically synthesized requests of
upload, download, screenshots, and keylogging (Bot), denial-of-service by overloading
the server or network (DoS), and password crack by brute-force (Bruteforce).

e CERT [17]. CERT is an insider threat dataset that contains a collection of synthetic
normal and malicious user activities. We use CERT V5.2, which consists of four types of
insider threats, including unauthorized uploading data (DataUploading), using a thumb
drive to steal data (DataStealing), sending out mass emails causing panic (MassEmail),
and unauthorized logging into other computers (UnauthdLogin). Due to the extremely
small number of insiders, the number of samples for each anomaly class is small.

Data preprocessing. Both UNSW-NB15 and IDS2018 are multidimensional datasets, where
each instance consists of multiple features to describe the basic information. After typical
preprocessing steps, each sample in UNSW-NB 15 consists of 293 features, while each sample
in IDS2018 consists of 77 features. We randomly select 100 normal samples as £y and 10
samples from each anomaly class as £4. To construct an unlabeled dataset ¢/, we randomly
select 30,000 normal samples and 3,000 abnormal samples from each anomaly class. The
testing dataset contains 20,000 normal samples and 2,000 abnormal samples from each
anomaly class.

CERT is a sequential dataset, where each entry indicates one user activity. For CERT V5.2,
there are 23 different types of activities, such as logon, logoff, web visiting, and file editing.
We group user activities into sessions as data samples, and each session consists of all user
activities between logon and logoff operations on a computer. Similarly, we randomly select
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Table 1 Statistics of datasets in experiments

Dataset Class Training Testing
L u

UNSW-NBI15 (293 features) Normal 100 30,000 20,000
Fuzzers 10 3000 2000
DoS 10 3000 2000
Exploits 10 3000 2000
Generic 10 3000 2000
Reconnaissance 10 3000 2000

IDS2018 (77 features) Normal 100 30,000 20,000
Bot 10 3000 2000
DoS 10 3000 2000
Bruteforce 10 3000 2000

CERT (various length) Normal 100 2000 2000
DataUploading 10 27 28
DataStealing 10 201 201
MassEmail 10 10 10
UnauthdLogin 10 21 21

100 normal samples as £y and 10 samples from each anomaly class as £4. The unlabeled
dataset U is composed of randomly selected 2,000 normal sessions and half of the remaining
abnormal sessions (excluding the 10 sessions used in £4) from each anomaly class. The
testing dataset consists of 2,000 normal sessions and the remaining half of the data in each
anomalous class. Table 1 summarizes the statistics of datasets used in our experiments.

Baselines. We use two sets of baselines to evaluate the performance of FADScr for anomaly
detection and classification, respectively.

Baselines for anomaly detection. We adopt the following six baselines to evaluate the per-
formance of anomaly detection.

o One-Class SVM (OCSVM) [51] is a one-class classification model that can detect outliers
based on normal samples.

e Isolation Forest (iForest) [36] is a widely used tree-based anomaly detection model.

e Label Random PU Learning (LRPU) [16] is a classical positive-unlabeled learning
approach. It trains a PU learner to predict probabilities that differ by only a constant
factor from the true conditional probabilities of being positive.

e PUlearning with a Selection Bias (PUSB) [28] is an advanced positive-unlabeled learning
approach. It tackles the challenge when positive samples include noise.

e Deep Support Vector Data Description (DeepSVDD) [46] is a deep learning-based one-
class anomaly detection method. The method deploys a neural network to map normal
data into a hypersphere with minimum volume. Samples that fall outside of the hyper-
sphere are labeled as anomalies.

e Deep Semi-Supervised Anomaly Detection (DeepSAD) [47] is a semi-supervised anomaly
detection model. DeepSAD utilizes a small number of labeled normal and anomalous
samples as well as an unlabeled dataset to define a hypersphere that can efficiently cover
most of the normal samples and further identify the anomalies outside the hypersphere.
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e Deep Isolation Forest for Anomaly Detection (DIF) [60] is an anomaly detection method
that extends Isolation Forest by leveraging deep representations to enhance the separation
of normal and anomalous instances.

e Empirical Cumulative distribution-based Outlier Detection (ECOD) [35] is a nonpara-
metric anomaly detection method that identifies outliers by analyzing deviations in
empirical cumulative distribution functions across multiple dimensions.

e Learnable Unified Neighborhood-based Anomaly Ranking (LUNAR) [19] is a graph-
based anomaly detection framework that integrates multiple local outlier detection
methods using graph neural networks (GNNs) to enhance anomaly detection perfor-
mance.

OCSVM, iForest, DeepSVDD, DIF, ECOD, and LUNAR as one-class models are trained
on the normal set £y. LRPU and PUSB as positive-unlabeled models are trained on the
anomalous set £ 4 and unlabeled set /. Deep SAD as a semi-supervised model is trained
on the labeled set £ and unlabeled set 4.

Baselines for anomaly classification. We adopt the following two baselines to evaluate
the performance of anomaly classification.

e Support Vector Machine (SVM) [13] is a classification method. We adopt the one-vs-rest
strategy for multiclass anomaly detection.

e Multilayer Perceptron (MLP) [48] is a classical neural network for multiclass classifica-
tion.

We train both baselines on the labeled set £ and also adopt the synthetic minority oversam-
pling technique (SMOTE) [9] for oversampling the data in anomaly classes.

Evaluation metrics. For anomaly detection, we consider all anomaly classes as one anomaly
class and adopt the Area Under Precision—Recall Curve (AUC-PR), the Area Under Receiver
Operating Characteristic Curve (AUC-ROC), and False Positive Rate (FPR) at 95% True
Positive Rate (TPR) to measure the performance of FADScr. Especially, FPR at 95% TPR
can be considered as the probability that an anomaly is misclassified as normal when the
true positive rate is 95%. For anomaly classification, precision, recall, and F1 scores are used
to evaluate the performance of FADScr on each abnormal class. We also derive the macro-
F1 score to evaluate the performance over all classes. In our experiments, we report results
averaged over 20 runs. In the tables of the experimental results section, boldface indicates
the models that achieve the best performance. To assess statistical significance, we apply a
paired t-test comparing FADScr against the strongest baseline.

4.2 Implementation details

For UNSW-NB15 and IDS2018 datasets, because the input samples are multidimensional
data, we adopt a feedforward neural network with three fully connected layers as the imple-
mentation of prototypical network g(-), where the dimension of output embedding is 128.
For the CERT dataset, because the input samples are sequential data about user activities in
a session, we adopt a Gated Recurrent Unit (GRU) neural network [10] to map sequences
into an embedding space with a dimension of 64. For all three datasets, as we only have 10
labeled samples in each anomaly class in the initial training set £4, we initially assign six
samples to D' to train the prototypical network with 3 samples as the support set S and 3
samples as the query set Q and the remaining four samples to D' for evaluation. In the
experiments, we set @ and 8 in Equation 3 as« = 1 and 8 = 0.01.

In the implementation of actor-critic reinforcement learning, both actor and critic are
three-layer feedforward neural networks. In the training stage, we set the number of training
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episodes T = 30, while in each episode, we generate a set of sample batches { B; }le .Foreach
batch B, we select samples from each predicted class in W based on their closeness to the
prototype representations. Especially, for UNSW-NB 15 and IDS2018 datasets, in each batch,
we select the top 10 samples that are close to the corresponding prototype representation from
each class as well as 50 samples that are not close to any prototype representations as hard
samples, leading to the sizes of a batch are |B;| = 110 for UNSW-NB15 and |B;| = 90 for
IDS2018, respectively. For the CERT dataset, we select the closest sample from each class
and five hard samples, leading to the batch size | B;| = 10. The code and datasets used in
the experiments are available online.'

4.3 Experimental results

Anomaly detection. First, we evaluate the performance of FADScr in anomaly detection.
In particular, after the prototypical network predicts each anomaly into a specific anomaly
class, we consider all detected samples in the anomaly classes as anomalies. We compare
FADScr for anomaly detection with two traditional one-class classification models (OCSVM
and iForest), two positive-unlabeled learning models (LRPU and PUSB), and two advanced
deep anomaly detection models (DeepSVDD and DeepSAD). As shown in Table 2, FADScr
achieves better performance than all baselines with a large margin on all three datasets.
Although DeepSAD, as a semi-supervised model, also uses both labeled and unlabeled
datasets, FADScr significantly outperforms DeepSAD in most cases and has a much smaller
standard deviation. This means that actively identifying potential anomalies in the unlabeled
dataset can improve anomaly detection performance. Meanwhile, DeepSAD still outper-
forms other baselines, which shows the advantage of using a small set of labeled samples for
anomaly detection. LRPU as a PU learner achieves better performance than three one-class
models (OCSVM, iForest, and DeepSVDD) on IDS2018 and CERT datasets, meaning that
in some cases, leveraging the unlabeled set can improve the performance. However, due to
the limited anomalies (positive samples), both LRPU and PUSB underperform FADScr.

Anomaly classification. FADScr can achieve fine-grained anomaly classification based on
the prototypical networks, so we further evaluate FADScr for the anomaly classification task.
We compare FADScr with two classification models, SVM and MLP. Table 3 shows the
results of anomaly classification. In short, FADScr achieves the highest macro-F1 score over
all classes, meaning that FADScr can achieve the best performance for anomaly classifi-
cation. Meanwhile, on the UNSW-NB15 and IDS2018 datasets, FADScr achieves the best
performance in most classes in terms of F1 score compared with SVM and MLP. CERT is
the most challenging dataset because of extremely limited labeled samples. On the CERT
dataset, SVM predicts all anomalies as normal, while MLP has a low recall in the normal
set, indicating a high misclassification rate for normal samples. On the other hand, FADScr
achieves a significant improvement compared with baselines on CERT. It indicates that for
the challenging anomaly detection task with extremely limited samples, leveraging anomalies
in the unlabeled dataset is critical to boosting performance.

FADScr with and without data selection. We evaluate the performance improvement of FAD-
Scrover the simple prototypical networks without reinforced data selection. We consider three
settings as baselines. First, we train a prototypical network on the initially labeled dataset,
denoted as ProtoNet. Second, after we train the prototypical network on the initial dataset,
we apply the network to label the unlabeled dataset ¢/ and use the whole weakly labeled

! https://github.com/hanxiao0607/FADScr.
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Table 2 Results on anomaly detection (mean =+ std.)

UNSW-NB15 IDS2018 CERT
AUC-PR? OCSVM 0.4999 £ 0.0029 0.3069 & 0.0115 0.1161 +0.0170
iForest 0.7337 £ 0.0537 0.2914 £ 0.0151 0.1321 +£0.0198
LRPU 0.6559 £ 0.0084 0.4365 £ 0.0444 0.1380 £ 0.0520
PUSB 0.6119 £+ 0.0246 0.3774 £ 0.0158 0.1147 £ 0.0000
DeepSVDD 0.6088 £ 0.0359 0.4704 £ 0.1126 0.1192 £ 0.0068
DeepSAD 0.8103 £ 0.1958 0.5945 £ 0.1064 0.1304 £ 0.0176
DIF 0.5106 £ 0.0615 0.4921 £ 0.0550 0.1552 £ 0.0172
ECOD 0.5167 £ 0.0044 0.1669 £ 0.0006 0.1285 +£0.0143
LUNAR 0.7983 £ 0.0600 0.5107 £ 0.0532 0.1615 £+ 0.0325
FADScr 0.9249 + 0.0206* 0.7121 +£ 0.0592** 0.2531 + 0.0397**
AUC-ROC?H OCSVM 0.7499 £ 0.0029 0.6517 +£0.0187 0.5671 £ 0.0436
iForest 0.8991 £ 0.0315 0.5489 £ 0.0280 0.5937 £ 0.0572
LRPU 0.7420 £ 0.0063 0.6338 £ 0.0289 0.5432 £ 0.0482
PUSB 0.7089 £ 0.0184 0.5953 £ 0.0103 0.5000 £ 0.0000
DeepSVDD 0.7436 £ 0.0316 0.7128 £ 0.0905 0.5279 £+ 0.0204
DeepSAD 0.9024 £ 0.1497 0.7840 £ 0.0896 0.5601 £ 0.0558
DIF 0.7132 £+ 0.0459 0.7933 £+ 0.0353 0.6044 £ 0.0481
ECOD 0.7630 £ 0.0039 0.2951 £ 0.0022 0.5705 £ 0.0659
LUNAR 0.9374 £ 0.0257 0.7557 £ 0.0474 0.6502 £ 0.0652
FADScr 0.9783 + 0.0066* 0.9299 + 0.0219** 0.7406 + 0.0357**
FPR (95% TPR)|, OCSVM 0.9941 £ 0.0007 0.9149 £ 0.0140 0.9138 4 0.0483
iForest 0.2093 £ 0.0660 0.9549 £ 0.0452 0.7526 £ 0.1303
LRPU 0.3738 £ 0.0675 0.5236 +0.1379 0.8827 £ 0.0643
PUSB 0.9842 £+ 0.0328 0.8691 £+ 0.1974 0.9522 4+ 0.0107
DeepSVDD 0.6664 £+ 0.1704 0.7159 £ 0.2406 0.8619 £+ 0.0678
DeepSAD 0.2222 £ 0.3990 0.4326 £+ 0.3343 0.6997 £ 0.0938
DIF 0.7464 £ 0.0870 0.5528 £ 0.1405 0.7562 £ 0.1253
ECOD 0.5333 £ 0.0086 0.9791 £+ 0.0022 0.7807 £ 0.1093
LUNAR 0.4509 £ 0.2710 0.7717 £ 0.1938 0.7454 £ 0.1565
FADScr 0.0333 +0.0133* 0.1659 + 0.0986™* 0.6849 £ 0.0854

71 indicates larger value is better; | indicates lower value is better
Significantly outperforms DeepSAD at the: * 0.05 and ** 0.01 level, paired #-test

dataset WV as the augmentation set (A < W) to retrain the prototypical network. We eval-
uate the performance of the prototypical network after retraining on the test set, denoted as
ProtoNet*. The third one is similar to ProtoNet*, but we retrain the prototypical network
based on samples in W having top 10% of the highest probabilities in each class, which

means high confidence belonging to a class, denoted as ProtoNet™* (10%).

We also compare FADScr with our previous work FADS [21], which does not have the
reward for choosing the hard samples for performance improvement. We compare four models
for anomaly detection and classification. For the anomaly classification, we report the macro-
precision, recall, and F1 score here.
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Fig. 3 Performance of FADScr with different numbers of initially labeled anomalies in one class. a, b for
anomaly detection and ¢ for anomaly classification

Table 4 shows that FADScr achieves unanimously better performances over baselines on
three datasets for both anomaly detection and classification tasks. Meanwhile, we can notice
that, in general, both ProtoNet* and ProtoNet* (10%) cannot beat regular ProtoNet, which
shows that simply using weakly labeled samples for training will hurt the performance due to
incorrect labels. Furthermore, FADScr still has the largest performance gains on the CERT
dataset in terms of macro-F1 for classification, which shows the criticalness of augmenting
the training set with reliable samples in the case of limited samples. When comparing the
performance of FADS and FADScr, we can notice that FADScr with a combinatorial reward
can further improve the performance in terms of AUC-PR by a large margin and also achieve
much better F1 scores, especially on the CERT and UNSW-NB 15 datasets. Another advantage
of FADScr is that, in most cases, it can have a lower standard deviation compared with all
other baselines.

Performance of FADScr with Different Numbers of Initially Labeled Anomalies. Table 4
indicates that the reinforced data selection strategy for training data augmentation can improve
the performance of anomaly detection and classification. We then evaluate the performance
under the settings where different numbers of labeled anomalies are available at the beginning
of the training phase. Figure 3 shows the experimental results in terms of AUC-PR, AUC-
ROC (anomaly detection), and macro-F1 (anomaly classification). We can notice that on
IDS2018 and UNSW-NB15 datasets, with more labeled samples available, the performance
of FADScr keeps improving. Furthermore, the standard deviations also decrease with more
available samples on IDS2018 and UNSW-NB15. This means that with more anomalies
available initially, the performance of anomaly detection and classification will become more
stable. The performance of anomaly detection on the CERT dataset also basically follows
a similar trend, i.e., more available anomalies leading to better performance. On the other
hand, the macro-F1 scores for anomaly classification remain stable with more samples. This
could be because the fine-grained classification task on CERT requires more anomalies to
improve the performance further due to its difficulty.

Performance gains of FADScr over ProtoNet with different numbers of initially labeled
anomalies. Figure 4 shows that, on IDS2018 and UNSW-NB15 datasets, the performance
gains compared with ProtoNet without reinforced data selection are decreasing when more
labeled samples are available. This indicates that once prototypical networks have sufficient
samples for training, incorporating more samples will not change the results significantly.
However, different from the results on UNSW-NB15 and IDS2018, the performance gains
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Fig.5 Performance of FADScr with various anomaly ratios in the unlabeled set

on CERT increase when the number of available anomalies in each class increases. It could
be because three samples are not sufficient to train prototypical networks for insider threat
detection due to the difficulty. As a result, the weakly labeled samples are full of noise, and
no correctly labeled samples are available for retraining. Meanwhile, we can observe that
FADScr consistently achieves positive gains over ProtoNet.

Performance of FADScr with Various Anomaly Ratios in the Unlabeled Dataset. For the
UNSW-NB15 and IDS2018 datasets, we set the ratio of anomalies in the unlabeled dataset
U as 0.1 by default. We further tune this ratio to check the performance change of FADScr.
Note that because of limited labeled anomalies, we do not conduct this experiment on CERT.
Figure 5 shows the results of different ratios of anomalies in ¢/ from 0.01 to 0.2. First, we can
observe that with more anomalies in ¢/, the performance of FADScr on anomaly detection
and classification keeps improving. Especially, for the IDS2018 dataset, in terms of AUC-PR
and macro-F1 score, the performance of FADScr keeps improving with more anomalies in
the unlabeled dataset. For the UNSW-NB15 dataset, the performance of FADScr is improved
when the ratios of anomalies increase from 0.01 to 0.1 and then remains stable even when
more anomalies are included in the unlabeled dataset. This could be because for the UNSW-
NB15 dataset, the 10% of anomalies already cover the majority of anomaly types, and adding
more anomalies in the unlabeled dataset can only reduce the standard deviation.

Ablation study on reward components. The reward function defined in Equation 3 consists
of three parts: rewards for anomaly classification and detection as well as the improvement
on hard samples. In this experiment, we check the performance of FADScr if we keep only
one reward component. Table 5 indicates that incorporating all three reward components can
improve performance compared with the model with only one reward component. Meanwhile,
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Table 5 Impact of each reward component

Dataset Reward AUC-PR AUC-ROC Macro-F1
UNSW-NBI15 rd 0.9050 £ 0.0182 0.9585 £ 0.0053 0.5587 £0.0293
r¢ 0.9002 £ 0.0259 0.9574 £+ 0.0078 0.5622 £+ 0.0235
rh 0.9025 +0.0169 0.9578 £+ 0.0049 0.5612 £+ 0.0270
Combine 0.9249+0.0206 0.9783+0.0066 0.58251-0.0288
IDS2018 rd 0.6714 £+ 0.0269 0.9237 £ 0.0140 0.7873 £ 0.0241
r¢ 0.6656 £+ 0.0325 0.9216 £+ 0.0150 0.7901 £ 0.0282
rh 0.6651 £ 0.0355 0.9161 £+ 0.0233 0.7874 £ 0.0309
Combine 0.7121+0.0592 0.9299+0.0219 0.8046+0.0403
CERT rd 0.2432 £ 0.0379 0.7111 £0.0336 0.4685 £ 0.0540
r¢ 0.2382 £+ 0.0338 0.6978 £+ 0.0369 0.4707 £ 0.0409
rh 0.2456 £ 0.0390 0.7042 £ 0.0446 0.4712 £0.0414
Combine 0.2531+0.0397 0.7406+-0.0357 0.5338+-0.0388
T s mpote w0 TGO gy 1 LROASE g

aissance Uploading ~ Stealing Login

(a) UNSW-NB15 (b) IDS2018 (c) CERT

Fig.6 Accuracy of the data selection agent

FADScr with one reward component (shown in Table 5) already achieves better performance
than ProtoNet (shown in Table 4).

Accuracy of the reinforced data selection agent. We further evaluate whether the reinforced
data selection agent is able to select the high-quality samples from the weakly labeled dataset
W. We calculate the accuracy based on all selected samples when the training procedure for
data selection is finished. Figure 6 shows the results, where the blue bar indicates the accuracy
of the FADScr agent while the orange bar indicates the accuracy of initial prototypical net-
works. We can notice that the initial prototypical networks cannot achieve good performance
on anomaly classification, which means the weakly labeled dataset WV consists of a lot of mis-
labeled samples. However, the samples selected from the agent have much higher chances of
being correct, indicating that the agent is able to identify high-quality weakly labeled samples
from W. Therefore, using the selected samples to augment the training dataset can improve
the performance of the few-shot anomaly detection model.

Convergence and running time analysis. We further conduct the convergence analysis by
comparing FADScr and FADS. As shown in Fig. 7, FADScr consistently outperforms FADS
across all datasets in terms of anomaly detection (AUC-ROC) and classification (macro-F1
scores). The performance improves rapidly in the first two iterations, with FADScr achieving
higher final scores compared to FADS. Moreover, FADScr converges faster and reaches a
plateau around the second iteration, whereas FADS stabilizes at a lower performance level,
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Fig.7 Performance comparison of FADS and FADScr across different datasets and evaluation metrics. The first
row presents anomaly detection results (AUC-ROC), while the second row shows classification performance
(Macro-F1 Score)

Table 6 Training and inference time of FADS and FADScr

Dataset Model Training time (s/iteration) Inference time (s)
UNSW-NBI15 FADS 94.65 £ 0.66 95.04
FADScr 144.10 £2.17 96.21
IDS2018 FADS 55.82 £2.08 19.09
FADScr 130.84 £ 0.87 19.28
CERT FADS 1512.80 4+ 1.33 5.06
FADScr 1740.60 £+ 2.06 4.98

demonstrating the effectiveness of the FADScr model in optimizing both AUC-ROC and F1
scores more efficiently than FADS.

Table 6 showcases that FADScr delivers substantial gains with only a modest computa-
tional premium. On three datasets, the per-iteration training of FADScr is slower than FADS,
but it achieves richer data selection that drives its superior detection performance, while infer-
ence time remains almost unchanged. These results underscore that FADScr’s data selection
with combinatorial rewards delivers meaningful accuracy gains while having a negligible
impact on inference speed, making the method practical for deployment.

5 Conclusions

In this paper, we introduced FADScr, a few-shot anomaly detection and classification model
that leverages reinforced data selection to enhance model performance iteratively. The core
idea behind FADScr is to improve a few-shot learning model by systematically selecting
potential anomalies from an unlabeled dataset and incorporating them into the training pro-
cess through a reinforcement learning-based agent. Specifically, the framework first trains
a prototypical network with a limited number of labeled samples and then refines it by
extracting weakly labeled samples from the unlabeled dataset. A reinforced data selection
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agent is trained to identify high-confidence yet informative weakly labeled samples, thereby
augmenting the training set in a principled manner.

Improving from our previous work (FADS), FADScr introduces a combinatorial reward
mechanism that prioritizes samples with high uncertainty, allowing the model to make more
informed updates to the class prototypes. This iterative training process enables FADScr to
progressively refine anomaly detection and classification capabilities, even in scenarios with
extremely limited labeled data. Extensive experiments demonstrate that FADScr outperforms
various baseline methods, including unsupervised, semi-supervised, and few-shot learning-
based approaches, validating its effectiveness in both anomaly detection and fine-grained
anomaly classification.

For future work, we plan to extend FADScr by exploring new reinforcement learning
strategies for anomaly detection, particularly focusing on identifying entirely new classes
of anomalies, i.e., open-set anomaly detection. One major challenge in anomaly detection
is that real-world anomalies are often diverse and evolving, making it difficult to predefine
all possible anomaly categories during training. To address this, we propose leveraging rein-
forcement learning for new class discovery by integrating an anomaly discovery agent that
actively explores the latent structure of unlabeled anomalies and attempts to cluster them
into new anomaly categories. In essence, we aim to build a more adaptive anomaly detection
framework that can generalize beyond known anomaly types and continuously learn from
dynamic, real-world data streams.
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