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Abstract

Model Inversion (MI) attacks aim to reconstruct infor-
mation from private training data by exploiting access to a
target model. Nearly all recent MI studies evaluate attack
success using a standard framework that computes attack
accuracy through a secondary evaluation model trained on
the same private data and task design as the target model.
In this paper, we present the first in-depth analysis of this
dominant evaluation framework and reveal a fundamental
issue: many reconstructions deemed “successful” under the
existing framework are in fact false positives that do not
capture the visual identity of the target individual.

As our first contribution, we show that these MI false pos-
itives satisfy the same formal conditions as Type I adversar-
ial examples. In addition, through controlled experiments,
we demonstrate extremely high false-positive transferability,
an empirical signature characteristic of adversarial behav-
ior, indicating that many MI false positives likely contain
Type I adversarial features. This adversarial transferability
significantly inflates reported attack accuracy and leads to
an overstatement of privacy leakage in existing MI work.

To address this issue, as our second contribution, we in-
troduce a new evaluation framework based on Multimodal
Large Language Models (MLLMs), whose general-purpose
visual reasoning avoids the shared-task vulnerability and
reduces Type-I adversarial transferability of current evalu-
ation framework. We propose systematic design principles
for MLLM-based evaluation. Using this framework, we re-
assess 27 MI attack setups across diverse datasets, target
models, and priors, and find consistently high false-positive
rates under the conventional approach. Our results call
for a reevaluation of progress in MI research and establish
MLLM-based evaluation as a more reliable standard for
assessing privacy risks in machine learning systems.

To support future work, we release our MLLM-based

*Equal Contribution

MI evaluation framework and benchmarking suite.1

1. Introduction
Model Inversion (MI) attacks pose a significant privacy
threat by attempting to reconstruct confidential information
from sensitive training data through exploiting access to
machine learning models. Recent state-of-the-art (SOTA)
MI attacks [4, 21, 27, 28, 32, 33, 41, 46, 47] have shown
considerable advancements, reporting attack success rates
exceeding 90%. This vulnerability is particularly alarming
for security-sensitive applications such as face recognition
[12, 15, 23, 34], medical diagnosis [6, 7, 44], or speech
recognition [3, 18]. The model under an MI attack is re-
ferred to as the target model T .
Research gap. Recently, there are many studies on improv-
ing MI attacks [1, 4, 8, 13, 16, 27, 28, 33, 46, 47] and MI
defenses [14, 17, 31, 38, 42]. To assess the effectiveness
of these MI attacks/defenses, MI Attack Accuracy (AttAcc)
is a standard and the most important metric. To measure
AttAcc, almost all recent MI studies adopt the evaluation
framework introduced by [47], which we denote as FCurr.
Under FCurr, an evaluation model E is used to predict the
identities of individuals based on the MI-reconstructed im-
ages. Model E is trained on the same private dataset and
follows the same training task design as in target model
T . In particular, consider the scenario where the adversary
targets a specific identity y. From this point onward, we
use y exclusively to denote the target class (label) in the MI
attack, rather than a label predicted by any model. The ad-
versary produces reconstructed images xr

y of the target label
y by exploiting access to the target model T . To measure
AttAcc, these xr

y samples are then passed through an evalu-
ation model E. According to FCurr, the attack is deemed
successful if E classifies xr

y as y. Even though such MI
evaluation framework becomes the de facto standard and

1https://github.com/hosytuyen/MI-Eval-MLLM
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Figure 1. We present the first and in-depth study on the Model Inversion (MI) evaluation. Particularly, we investigate the most common
MI evaluation framework FCurr to measure MI Attack Accuracy (AttAcc). FCurr is introduced in [47] and is utilized to assess almost
all recent MI attacks/defenses. However, we find that FCurr suffers from a significant number of false positives. These false positive MI
reconstructed samples do not capture visual identity features of the target individual in the private training data, but they are still deemed
successful attacks according to FCurr with a high confidence (indicated in red text). Extensive false positives are in the Supp.

the accuracy measured by FCurr has been the most im-
portant metric in gauging MI research progress in almost
all recent MI studies, there has not been any in-depth
and comprehensive study to understand the accuracy of
FCurr and its limitations.

In this work, we conduct the first in-depth study of the
standard MI evaluation framework FCurr. For a truly suc-
cessful attack, the reconstructed images xr

y should capture
the visual identity features of y. However, we find that there
exists a considerable number of MI reconstructed images
that lack visual identity features of y, yet both target model T
and evaluation model E under FCurr still assign high likeli-
hood to y, i.e., high values of PE(y|xr

y). Some examples are
illustrated in Fig. 1. These false positives potentially inflate
the reported success rate of recent SOTA MI attacks.

To shed light on the causes of these false positives, we
systematically discover the impact of Type I Adversarial
Features [26, 40] in Model Inversion, highlighting a connec-
tion between two previously distinct research areas. The
optimization processes in MI attacks and Type I adversarial
attacks are similar: both maximizing the likelihood with
respect to (w.r.t.) the input under a fixed model. We show
that false positives in MI and Type I adversarial examples

are mathematically equivalent: MI false positives and Type
I adversarial examples are essentially the same construct
mathematically, only arising under different problem
contexts, MI versus adversarial attacks. Moreover, due
to the well-documented phenomenon of adversarial trans-
ferability [26], these false positives can transfer to the MI
evaluation model E. This transferability is especially pro-
nounced when the evaluation model E in FCurr shares the
same task design as the target model T [22, 29]. Ultimately,
we demonstrate a fundamental issue in FCurr, potentially
leading to unreliable assessment and inflated success rates
reported for recent MI attacks under this evaluation frame-
work.

To mitigate this issue, we propose a new MI evaluation
framework FMLLM based on Multimodal Large Language
Models (MLLMs). We propose systematic design princi-
ples for FMLLM . Leveraging the general-purpose visual
reasoning of MLLMs and avoiding the reliance on the same
training task design used in T , FMLLM minimizes Type-
I transferability and offers a more faithful assessment of
MI attacks. Using data annotated by FMLLM , we empiri-
cally benchmark the reliability of the common MI evaluation
framework FCurr and reveal consistently high false positive
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rates across 27 diverse MI setups. Our findings challenge
the reliability of the standard MI evaluation framework and
underscore the importance of adopting our MLLM-based
approach for more reliable assessments. Our main contribu-
tions are summarized below:
• We present the first in-depth study on the most common

evaluation framework FCurr to compute MI AttAcc. Our
study identify the surprising effect of Type I Adversarial
Features, as well as adversarial transferability [26, 40],
on existing MI attack accuracy evaluation, highlighting
a relationship between two previously distinct research
areas (see Sec. 3). Our findings explain numerous false
positives in FCurr.

• To mitigate this issue, we propose an MLLM-based MI
evaluation framework FMLLM (see Sec. 4.1). Our frame-
work leverages the powerful general-purpose visual under-
standing capabilities of advanced MLLMs to evaluate MI
reconstructions, replacing the traditional evaluation model
E. We propose systematic design principles for FMLLM .
Without relying on the same training task design used in
T , FMLLM minimizes Type-I transferability and provides
a more faithful assessment of MI attacks.

• We systematically and comprehensively demonstrate that
there are considerable number of false positives under
FCurr. Ultimately, our findings challenge the validity
of this dominant evaluation framework and underscore
the importance of adopting our proposed MI evaluation
framework for more reliable assessments (see Sec. 4.2).

2. Related Work
Model Inversion Attacks. Model Inversion (MI) attacks
aim to extract information about private training data from
a trained model. Given a target model T trained on a pri-
vate dataset Dpriv, an adversary seeks to infer properties or
reconstruct samples from Dpriv without direct access to it.
MI attacks are commonly formulated as reconstructing an
input xr

y that T is likely to classify as a label y. For example,
in facial recognition settings, MI attacks correspond to re-
construct images that are likely to be identified as belonging
to a particular person. Early MI work [8, 9] showed that
trained models can leak sensitive genomic, demographic, or
facial information. Subsequent approaches such as adver-
sarial MI [45] treat T as an encoder and train an auxiliary
network to reconstruct inputs from model outputs. Recent
generative MI methods instead reduce the search to a latent
space by training a deep generator [4, 27, 33, 37, 41, 45–
47]. Methods like GMI [47] and PPA [37] use pretrained
GANs (e.g., WGAN, StyleGAN) on auxiliary datasets re-
sembling Dpriv and optimize over latent vectors. Recent
improvements refine MI attacks from multiple angles such as
prior knowledge, where KEDMI [4] trains inversion-specific
GANs and Pseudo-Label MI [46] uses pseudo-labels; la-
tent feature guidance, as in IF-GMI [33]; objective design,

introducing max-margin [46] and logit losses [27] beyond
Cross-Entropy; and overfitting mitigation, where LOMMA
[27] uses augmented models to improve generalization. The
Eq. 1 represents the general step of SOTA MI attacks:

w∗ = argmin
w

(− logPT (y|G(w)) + λLprior(w)) (1)

Here, − logPT (y|G(w)) represents the identity loss, guid-
ing the reconstruction of xr

y = G(w) that is most likely to
be classified as target class y by target classifier T . The
Lprior is a prior loss, using public information to establish a
distributional prior via GANs, thereby guiding the inversion
process towards meaningful reconstructions.

Model Inversion Defenses. In contrast to MI attacks,
MI defenses aim to minimize the leakage of private train-
ing samples during the MI optimization process. The goal
is to train the target classifier T on Dpriv such that it min-
imizes information disclosure about specific labels while
maintaining good performance. Several defenses have been
proposed. MID [42] adds a regularizer that penalizes the mu-
tual information between inputs x and outputs T (x). BiDO
[31] introduces a bilateral regularizer that suppresses input
information in feature representations z while preserving
label information. Beyond regularization-based approaches,
TL-DMI [14] improves robustness via transfer learning, and
LS [38] applies Negative Label Smoothing. More recently,
architectural factors influencing MI vulnerability have also
been studied [17].

Model Inversion Evaluation Metrics. To evaluate MI
attacks and defenses, almost all existing studies rely on the
standard MI evaluation framework from [47], denoted as
FCurr, which computes attack accuracy and serves as the
main metric for monitoring progress in MI research. Sup-
pose an adversary targets a class y and reconstructs images
xr
y using access to the target model T . These xr

y are then
classified by an evaluation model E (trained on the same
Dpriv but distinct from T ). Under FCurr, an attack is suc-
cessful if E predicts xr

y as y. Several complementary metrics
have been introduced. KNN distance [4, 27, 37, 46, 47] mea-
sures feature proximity between reconstructions and private
samples. FID [31, 33, 37, 46] assesses perceptual realism.
Knowledge Extraction Score [38] evaluates discriminative
content by training a surrogate classifier on reconstructed
images. While these provide additional insights, FCurr

and attack accuracy remain the dominant evaluation tools.
Although these complementary metrics provide additional
perspectives, FCurr remains the dominant evaluation frame-
work and attack accuracy the most widely used measure of
progress in MI research. However, despite its prevalence,
there has not yet been a comprehensive study examining the
reliability and limitations of FCurr. In this work, we take
the first step toward such an investigation.
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3. Revealing a Hidden Connection: Issues in
MI Evaluation and Type I Adversarial At-
tacks

We discover, for the first time, the strong connection be-
tween Type I Adversarial Attacks and MI Attacks. Due to
this strong connection, the adversarial type I examples can
be generated during MI attacks. Additionally, due to the
well-documented phenomenon of adversarial transferability
[26], these adversarial type I examples can transfer to E in
FCurr. Ultimately, these phenomenons results in unreliable
assessment for FCurr.

3.1. An Overview of Adversarial Attacks
An adversarial attack on machine learning models is an
intentional manipulation of input data to cause incorrect
predictions, highlighting potential vulnerabilities of the
model. Adversarial attacks aim to create inputs that de-
ceive machine learning classifiers into making errors while
humans do not. There are two main types of adversarial
attacks: Type I and Type II. Type II Adversarial Attacks
[2, 10, 19, 24, 30, 35, 39] are commonly studied and aim to
produce false negatives. In this attack, minor and impercep-
tible perturbations are added to the input data x to generate
an adversarial example xadv-II, which is incorrectly classified
by the model. Mathematically, this is represented as:

f(xadv-II) ̸= f(x) and foracle(x
adv-II) = foracle(x) (2)

Here, f is the model under attack, foracle is an oracle or
hypothetical, idealized classifier. In addition to Type II at-
tack, Type I Adversarial Attacks are designed in [26, 40] to
generate false positives by creating examples that are signifi-
cantly different from the original input but are still classified
as the same class by the model. This involves producing an
adversarial example xadv-I that, despite being significantly
different from input x, the target model f mis-classifies as
the original class. Formally, Type I adversarial attack
sample is defined as follows [26, 40]:

f(xadv-I) = f(x) and foracle(x
adv-I) ̸= foracle(x) (3)

Type I adversarial samples can be produced by optimizing
the input by iteratively updating it to maximize the likeli-
hood under a fixed target model classifier [26]. This process
optimizes the input to remain within a targeted decision
boundary, however, it is different from training data by hu-
man perception. This phenomenon can also be viewed as
over-confidence phenomenon of machine learning models
[11, 43].

3.2. The Strong Connection Between Model Inver-
sion Attacks and Type I Adversarial Attacks

In the following, we analyze the connection between MI
attacks and Type I adversarial attacks. The general inversion

Table 1. Mathematical equivalence of False Positive (FP) in MI
(Eq. 4) and Type I adversarial attack (Eq. 3) [26, 40].

False Positive
in MI

Type I
Adversarial Attack

Fixed Model
Under Attack T f

Private/Original
Sample xy x

Attack Sample xry xadv-I

Formulation T (xry) = T (xy) f(xadv-I) = f(x)

foracle(x
r
y) ̸= foracle(xy) foracle(x

adv-I) ̸= foracle(x)

step used in SOTA MI attacks is described in Eq. 1. As a
result, reconstructed images often exhibit high likelihood
under the target classifier T . However, not all reconstructed
images successfully capture the visual identity features of
the target individual from the private training data. Some
examples are illustrated in Fig. 1. We refer to these cases
as false positives (under T ) in MI. Specifically, with target
classifier T and foracle denoting the oracle, false positive in
MI attack is mathematically represented as:

T (xr
y) = T (xy) = y

and foracle(x
r
y) ̸= foracle(xy)

(4)

Here, xr
y does not resemble the visual identity feature of xy .

However, T classifies xr
y as the target label y. Hence, xr

y is a
false positive in MI. In Eq. 4, an alternative interpretation is
that the false positive xr

y is the example that can deceive T
to classify it as the target label y while oracle classifier can
not recognize xr

y as y.
Critically, by comparing Eq. 4 and Eq. 3, we reveal

the mathematical equivalence of MI false positives and
Type I adversarial examples: both describe attack samples
(xr

y , xadv-I resp.) optimized under a fixed model (T , f resp.)
that preserve the model’s prediction while deviating from
human-perceived identity. This equivalence uncovers a key
insight: MI false positives and Type I adversarial examples
are essentially the same construct mathematically, only aris-
ing under different problem contexts, MI versus adversarial
attacks. Tab. 1 summarizes the equivalence.

3.3. Adversarial Transferability Can Lead to Crit-
ical Issues in the Common Model Inversion
Evaluation Framework

In FCurr, an evaluation model E is used to predict the identi-
ties of individuals based on MI-reconstructed images. The
model E is trained on the same private dataset and fol-
lows the same training task design (i.e., an n-way classi-
fication task). Prior work has shown that adversarial exam-
ples crafted for one model can often transfer and mislead
other models, even those with different architectures, as
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Table 2. MI-Generated Negatives produce abnormally high false-
positive rates across models, indicative of Type I Adversarial Fea-
tures. Additional results are in Supp.

Attack Dpriv E Input FP
under E

PPA FaceScrub

InceptionV3
Neg xr

y 89.04%

Neg xnatural
y 0.94%

MaxViT
Neg xr

y 73.95%

Neg xnatural
y 0.22%

PLGMI CelebA FaceNet112
Neg xr

y 97.55%

Neg xnatural
y 0.00%

long as they are trained on the similar dataset and task de-
sign [22, 26, 29]. Therefore, the similarity between E and
the target model T may enable the transferability of Type I
adversarial examples from T to E. This phenomenon can be
expressed mathematically as:

T (xr
y) = T (xy) = y E(xr

y) = E(xy) = y

and foracle(x
r
y) ̸= foracle(xy)

(5)

3.4. MI-Generated Samples Exhibit Abnormally
High Transferability Characteristic of Adver-
sarial Features

After establishing that MI false positives and Type I adver-
sarial examples are mathematically equivalent, we further
design a study to support the claim that many MI false pos-
itives contain Type I adversarial features. We do so by
analyzing the transferability of MI-generated samples and
examining whether they exhibit the defining empirical behav-
ior of adversarial examples: abnormally high transferability
across models [22, 26, 29].

Specifically, we evaluate MI-generated negative samples
that are generated under MI on the target model T for the tar-
get label y, but fail under the oracle. We measure how often
they are also misclassified as the target identity y by a sepa-
rate evaluation model E. By comparing this transferability
against that of natural negative samples, we assess whether
MI-generated samples display adversarial-like behavior. A
significantly higher false-positive rate for MI-generated neg-
atives would indicate that MI-generated samples exhibit ab-
normally high transferability characteristic of adversarial
features.

Setups. We examine two representative MI scenarios:
(1) Setup 1: target model T = ResNet18, private dataset
Dpriv = FaceScrub, attack = PPA, and evaluation models E
= InceptionNetV3 and MaxViT; (2) Setup 2: target model T
= VGG16, private dataset Dpriv = CelebA, attack = PLGMI,
and evaluation model E = FaceNet112.

MI-generated negative samples. We first perform MI at-

tacks on T to obtain reconstructed samples xr
y . We then iden-

tify all MI-generated negative samples, denoted as Neg xr
y,

using oracle-based annotation: foracle(Neg xr
y) ̸= foracle(xy).

Let n = |Neg xr
y| denote the number of such samples.

Natural negative samples. To construct a controlled
baseline, we create a dataset of natural negative samples,
Neg xnatural

y . We randomly select n FFHQ images (with
no identity overlap with FaceScrub) and assign each image
a randomly chosen FaceScrub identity, forming n negative
samples satisfying foracle(Neg xnatural

y ) ̸= foracle(xy). Be-
cause these images are randomly-sampled natural images
and not optimized with respect to the target classifier, they
are free from Type I adversarial characteristics and serve as
a control dataset.

Evaluation. We pass both Neg xr
y and Neg xnatural

y

through the evaluation model E and count how many are
falsely predicted as the target label y, resulting in false-
positive rates for each group.

Results. The false-positive rates are reported in Table 2.
Across all setups, MI-generated negatives Neg xr

y exhibit an
abnormally higher false-positive rate compared to natural
negatives Neg xnatural

y . This large discrepancy indicates that
MI-generated samples transfer across models in a manner
characteristic of adversarial examples, supporting the conclu-
sion that many MI false positives contain Type I adversarial
features.

Finding 1: Because MI false positives satisfy exactly
the same formal conditions as Type-I adversarial ex-
amples, and because our controlled experiments reveal
abnormally high cross-model transferability, a defin-
ing empirical signature of adversarial behavior, we
conclude that many MI false positives indeed contain
Type-I adversarial features. MI false positives with
Type-I adversarial features ultimately transfer to eval-
uation models, especially when both evaluation and
target models share the same task design.

4. Our Proposed MLLM-Based Model Inver-
sion Evaluation Framework

In this section, we introduce a novel and faithful evalua-
tion framework, FMLLM. To mitigate the undesirable ef-
fects of Type I adversarial transferability under T , our key
idea is to employ a model trained under a fundamentally
different learning paradigm. We argue that MLLMs are
ideal candidates because they are trained on broad, general-
purpose tasks using data and optimization pipelines entirely
distinct from those of the target model in MI. In fact, MLLMs
are increasingly used for automated data labeling, offering
robustness and scalability in both academia and industry
[5, 20, 36, 48]. However, not every MLLM is suitable for
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Figure 2. An example of evaluation query in our FMLLM. The task is to determine whether “Image A” depicts the same individual as those
in “Image B”. We have two setups: (1) “Image A” and “Image B” consist of private images and (2) “Image A” is an MI-reconstructed image
xr
y of the target label y while four real images of y are randomly selected as “Image B”. MLLM is tasked with responding either “Yes” or

“No” to indicate whether “Image A” matches the identity in “Image B”.

Table 3. Following our selection principle, the experiment results indicate that Gemini-2.0 serves as a reliable MLLM for FMLLM by
demonstrating (1) Strong capability in understanding interleaved image-text inputs and (2) have no usage restrictions on MI tasks.

MLLM “Yes” rate ↑ “No” rate ↓ “Refuse” rate ↓ “Yes” rate ↓ “No” rate ↑ “Refuse” rate ↓

Gemini 2.0
Positive

Pairs

93.84% 3.16% 0%
Negative

Pairs

4.41% 95.59% 0%

ChatGPT-5 17.50% 2.67% 79.83% 0.09% 23.04% 76.86%

Qwen2.5VL 88.51% 11.49% 0% 5.50% 94.55% 0%

Table 4. Detailed textual prompts in our MI evaluation frame-
work FMLLM . They are carefully designed to guide the MLLM
toward reliable assessment. For face recognition, the prompt explic-
itly instructs the model to handle variations (e.g., aging, lighting,
hairstyle, accessories), and for dog breed recognition, the prompt
instructs the model to account for viewpoint and lighting differ-
ences to reduce false positives and false negatives.

Domain Dpriv Textual Prompt

Face
Recognition

Facescrub
You are an expert in face

recognition. Taking into account
the face aging, lighting different

hair styles, wearing and not wearing
of eye glasses or other accessory,

do the task in the image.
Only answer yes or no

CelebA

Dog
Recognition

Stanford
Dogs

You are an expert in dog
breed recognition. Taking into

account the lighting and
viewpoint, do the task in the image.

Only answer yes or no

FMLLM when evaluating MI problems, even the most SOTA
models. To systematically determine an ideal candidate, we
propose a principle for designing and selecting MLLMs in
Sec. 4.1. Then, we then re-evaluate MI attack accuracy using
FMLLM in Sec. 4.2.

4.1. Our MLLM-based evaluation framework
FMLLM design. Our FMLLM leverages a MLLM to evaluate
whether a MI reconstructed image is a successful or unsuc-
cessful attack. For each reconstructed sample, we construct
an evaluation query (see Fig. 2 for an example) by pairing it
with a set of private training images that include the target
identity. We then combine this query image with a natural
language textual prompt and provide both as input to the
MLLM. The detailed prompts (shown in Tab. 4) are fixed
across all evaluation queries to ensure fairness. For each re-
constructed image, the model outputs a categorical response
(“Yes” or “No”), where “Yes” indicates a successful attack.
By evaluating many such queries and computing the propor-
tion of correct identifications, FMLLM provides an automated
and faithful evaluation of MI.

We propose following criteria in selecting an MLLM for
a faithful MI evaluation:
• Strong capability in understanding interleaved image–

text inputs. MI evaluation requires the MLLM to jointly
reason over visual content and task-specific prompts. With-
out robust visual-semantic grounding, the model may mis-
interpret identity cues and produce inflated false positives
or false negatives due to prompt misinterpretation or hallu-
cination.

• No usage restrictions on MI tasks. Many commercial
MLLMs refuse queries involving human faces or identity
comparison, resulting in incomplete or biased evaluation.
To ensure full coverage and reliability, the chosen MLLM
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Table 5. Our investigation on MI evaluation framework using our comprehensive dataset of MI attack samples. We study 27 standard
MI setups covering SOTA MI studies (PPA [37], LOMMA [33], KEDMI [4], PLGMI [46], IFGMI [33], TL [14], TTS [17], RoLSS [17],
LS [38]), spanning 9 target classifiers T , 3 private datasets Dpriv , and 4 public datasets Dpub. Under FCurr , we find high false positive
(FP) rates, indicating that prior work overestimates MI threats. For example, while SOTA attacks (e.g., IFGMI, LOMMA, PLGMI, PPA)
claim over 90–100% AttAcc in some setups, actual privacy leakage remains below 80% across all setups, with some attacks falling under
60%. Further details and results on other architectures, attack scenario are in the Supp.

FMLLM FCurrMI Attack Dpub Dpub T
AttAcc E AttAcc FP rate FN rate TP rate TN rate

ResNet18 28.37% 91.39% 90.09% 5.32% 94.58% 9.91%

ResNet101 28.68% 84.69% 82.71% 10.36% 89.64% 17.29%

ResNet152 30.26% 86.84% 85.09% 9.12% 90.88% 14.91%

MobileNet-V2 47.18% 83.37% 80.39% 13.30% 86.70% 19.61%

DenseNet121 27.43% 72.41% 70.13% 21.58% 78.42% 29.87%

FaceScrub FFHQ

MaxViT 30.19%

InceptionNetV3

79.48% 77.16% 15.16% 84.84% 22.84%

PPA

Stanford Dogs AFHQ ResNest101 74.58% InceptionNetV3 81.98% 61.07% 10.89% 89.11% 38.93%

FFHQ ResNet18 34.46% 95.85% 94.60% 1.78% 98.22% 5.40%
IFGMI FaceScrub

Metfaces ResNet18 1.56%
InceptionNetV3

72.50% 72.21% 9.09% 90.91% 27.79%

CelebA VGG16 73.73% 98.73% 99.49% 1.54% 98.46% 0.51%
PLGMI CelebA

FFHQ VGG16 48.47%
FaceNet112

88.67% 88.49% 11.14% 88.86% 11.51%

IR152 79.80% 90.40% 86.80% 8.69% 91.31% 13.20%

FaceNet64 78.73% 92.00% 93.73% 8.47% 91.53% 6.27%CelebA

VGG16 79.93% 90.13% 90.70% 10.01% 89.99% 9.30%

IR152 44.93% 77.73% 77.85% 22.40% 77.60% 30.27%

FaceNet64 46.27% 72.13% 69.73% 25.07% 74.93% 22.15%

LOMMA CelebA

FFHQ

VGG16 55.27%

FaceNet112

63.07% 61.55% 35.71% 64.29% 38.45%

IR152 66.73% 79.27% 74.55% 18.38% 81.62% 24.45%

FaceNet64 65.73% 80.53% 78.40% 18.36% 81.64% 21.60%CelebA

VGG16 69.53% 73.13% 69.80% 25.41% 74.59% 30.20%

IR152 37.67% 52.20% 51.02% 45.84% 54.16% 48.98%

FaceNet64 36.07% 54.60% 52.24% 41.22% 58.78% 47.76%

KEDMI CelebA

FFHQ

VGG16 38.07%

FaceNet112

42.47% 41.33% 55.69% 44.31% 58.67%

must consistently process MI-related prompts, especially
identity verification, without triggering refusal behavior.
To quantify these criteria, we test whether the MLLM can

accurately recognize samples from a private dataset [37, 47].
As shown in Fig. 2, we design two test sets: • Positive pairs:
“Image A” is a real image of the same individual present
in “Images B,” with the expected answer “Yes.” • Negative
pairs: “Image A” is a real image of a different individual
than those in “Images B,” with the expected answer “No”.
An MLLM is considered a reliable evaluator if it consis-
tently yields high “Yes” rates for Positive pairs and high
“No” rates for Negative pairs. Moreover, we expect MLLMs
to have a low “Refusal” rate when assessing queries. We
conduct this experiment on the widely used MI dataset Face-
Scrub [25]. We evaluate several SOTA MLLMs, including
ChatGPT-5, Gemini-2.0, and Qwen2.5VL-72B within our
FMLLM framework.

Results. The results are reported in Tab. 3. We observe
that Gemini-2.0 achieves high “Yes” rates for Positive pairs

and high “No” rates for Negative pairs. Qwen2.5VL-72B
may have limited capability of current open-source MLLMs
to understand interleaved image-text inputs compared to
closed-source commercial models. Despite ChatGPT-5 is
a powerful closed-source model, it refuses to assess MI
queries with high “Refuse” rates (see examples in the Supp.).
Overall, our principle recommends Gemini-2.0 as a reli-
able MLLM for FMLLM. Furthermore, FMLLM powered by
Gemini-2.0 is robust to randomness, additional MI dataset,
and aligns well with human evaluation (See Supp.). Note
that while Gemini-2.0 is a strong choice in our study, it is not
the only MLLM option for FMLLM. As MLLMs continue to
evolve, we can adopt other models as long as they satisfiy
our selection principles.

4.2. Reassessing MI Attack Accuracy Using Our
MLLM-Based Evaluation Framework

We empirically reassess SOTA MI attacks using our pro-
posed evaluation framework FMLLM. Importantly, we quan-
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titatively show that there are many Type I adversarial exam-
ples, which are classified as successful by FCurr but do not
to capture true visual identity. The false positive rates is con-
sistently high and up to 99% (See Tab. 5). This demonstrates
that many SOTA MI methods report inflated attack accuracy,
indicating that actual privacy leakage is significantly lower
than previously believed.

Experimental Setups. Using our evaluation framework
FMLLM, we reassess 27 SOTA MI attacks across 5 attacks, 4
defenses, 3 private datasets, 4 public datasets, and 9 target
models T , following the original setups. Detailed settings
are in Supp. We will release the MI-reconstructed image
collection publicly upon publication.

Significant False Positive by FCurr are Type I adver-
sarial examples. An ideally successful attack, xr

y should
capture the visual identity of y. However, for a successful
attack as according to FCurr, xr

y only needs to be classi-
fied as y by an evaluation model E. As shown in Fig. 1,
we observe that within MI-reconstructed images xr

y, there
are cases where the visual identity to y is minimal. Nev-
ertheless, E assigns very high probabilities to y for these
examples, i.e., high values of PE(y|xr

y). We refer to these
cases as false positives under the FCurr framework. To
better understand the extent of this false positive rate, we
compare the ground truth success rate (established using our
FMLLM ) to the success rate as measured by FCurr frame-
work. Particularly, given the MLLM-annotated labels and
the prediction via FCurr, we compute the False Positives
(FP) rate, False Negatives (FN) rate, True Positives (TP) rate,
and True Negatives (TP) rate for each MI setup. The AttAcc
via FCurr, AttAccFCurr = FP+TP

FN+TP+FP+TN
.

The results in Tab. 5 consistently show that the FP rates
are significant high across MI setups. In other words, there
are numerous MI reconstructed images that do not capture
visual identity of, yet they are deemed success by FCurr.
Such high FP rate contributes to the significant inflation
in reported AttAcc via FCurr of latest SOTA MI attack
such as PPA, PLGMI, IFGMI, or LOMMA. Notably, in their
reported AttAcc using FCurr, these recent attacks report
AttAcc values exceeding 90%, or even nearly 100% for
certain setups. However, across a wide range of MI setups,
the actual success rates never reach 80%. While we focus
on high FP rates, FN rates also reveal limitations in the
FCurr. Across MI setups, FN rates are consistently lower
than FP rates. The FN rates depend on the classification
accuracy and generalization capability of E. For example,
under the PLGMI attack, when E = FaceNet112 is trained
on CelebA and evaluated with MI reconstructed images also
from CelebA prior (Dpub = CelebA), FN rates are lower. In
contrast, if this E is evaluated with MI reconstructed images
from FFHQ prior (Dpub = FFHQ), FN rates increase due to
distribution shifts.

Furthermore, in certain MI setups, we find that FCurr

does not align well with FMLLM in evaluating MI attacks.
For example, in the setup of MaxViT as T under the PPA
attack, the AttAcc by FCurr is 11.91% lower than the setup
for ResNet18 as T under the same attack. However, the
MaxViT as T setup shows a 1.82% higher AttAcc measured
by FMLLM than the ResNet18 as T setup. This suggests
that, although less effective, the common MI evaluation
framework FCurr could rate the attack as more successful
than it actually is. In conclusion, our analysis shows that the
common MI evaluation framework FCurr is suffered from
very high FP rate, significantly affecting the reported results
of contemporary MI studies based on FCurr.

Finding 2: In a diverse range of setups, we demon-
strates the effect of Type I Adversarial features in stan-
dard MI evaluation FCurr resulting in a significant
number of false positives. Our proposed FMLLM mit-
igates this issue providing more faithful MI evaluation.

5. Conclusion

This work identifies a critical issue in the standard evalua-
tion framework for Model Inversion attacks: the inflation
of attack success due to Type I adversarial examples that
do not capture true visual identity. To address this, we pro-
pose a reliable MLLM-based MI evaluation framework that
minimize the impact of Type I adversarial transferability.
Our extensive empirical analysis across 27 MI attack setups
demonstrates that false positive rates under the standard eval-
uation framework can reach up to 99%, severely overstating
actual privacy leakage. With our proposed evaluation frame-
work, we offer a more accurate and robust way to measure
MI attack success, setting a new standard for evaluating pri-
vacy risks in machine learning systems. Additional analysis
and limitation are in Supp.
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