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Abstract

We introduce, motivate and study e-almost collision-flat universal (ACFU) hash functions
f X xS — A Their main property is that the number of collisions in any given value
is bounded. Each e-ACFU hash function is an e-almost universal (AU) hash function, and
every e-almost strongly universal (ASU) hash function is an e-ACFU hash function. We
study how the size of the seed set S depends on ¢, |X'| and | A|. Depending on how these
parameters are interrelated, seed-minimizing ACFU hash functions are equivalent to mosaics
of balanced incomplete block designs (BIBDs) or to duals of mosaics of quasi-symmetric
block designs; in a third case, mosaics of transversal designs and nets yield seed-optimal
ACFU hash functions, but a full characterization is missing. By either extending S or X, it
is possible to obtain an e-ACFU hash function from an ¢-AU hash function or an ¢-ASU
hash function, generalizing the construction of mosaics of designs from a given resolvable
design (Gnilke et al. in Des. Codes Cryptogr. 86(1):85-95, 2017). The concatenation of an
ASU and an ACFU hash function again yields an ACFU hash function. Finally, we motivate
ACFU hash functions by their applicability in privacy amplification.

Keywords Universal hash function - Mosaic of designs - Balanced incomplete block
design - Privacy amplification

Communicated by C. J. Colbourn.

This work was presented in part at the 2023 IEEE International Symposium on Information Theory and at
the 29th Nordic Congress of Mathematicians. A short and preliminary version of this paper is [31]. It mainly
contains: two of the lower bounds on the size of an ACFU hash function (Theorem 3.4) without proof; a less
general version of Theorem 4.1, which shows how to construct an ACFU hash function from an almost
universal hash function; all examples without the discussion of their design-theoretic properties; a discussion
of the application of ACFU hash functions to privacy amplification which is more detailed than here (Section
5) and gives a better bound on the attained security level.

B Moritz Wiese
wiese @tum.de

Holger Boche
boche @tum.de

Technical University of Munich, Chair of Theoretical Information Technology and BMBF Research
Hub 6G-Life, Arcisstrae 21, Miinchen 80333, Germany

@ Springer


http://crossmark.crossref.org/dialog/?doi=10.1007/s10623-023-01324-3&domain=pdf
http://orcid.org/0000-0003-4561-9766

976 M. Wiese, H. Boche

Mathematics Subject Classification 05B05 - 68R05 - 94A60

1 Introduction

Let X, S, A be finite sets. For ¢ > 0, we call a function f : X x § — A an e-almost
collision-flat universal (e-ACFU) hash function if

(ACFU1) forevery x € X and every @ € A,

(s fC.s) = al| = %,

(ACFU2) for all distinct x, x’ € X and every o € A,

s = F ) —al < 51
I{S-f(x,S)—f(x,S)—a}IS|A|.

We call f nontrivial if 2 < | A| < |X|. The set S is called the seed set of f; occasionally, we
will call X' the point set of f. In this paper, we are going to motivate e-ACFU hash functions
and study their properties.

There are two well-known related types of hash functions which we will mention and use
frequently. An e-almost universal (¢-AU) hash function f : X x S — A satisfies

(AU) for all distinct x, x" € X,
I{s : f(x,8) = f(x', )} < elS].

This definition goes back to Stinson [24] as a generalization of universal hash functions due
to Carter and Wegman [7], where € = 1/|.A|. Finally, an e-almost strongly universal (e-ASU)
hash function f : X x S — A satisfies the properties

(ASU1) forevery x € X and every o € A,

s : Flxs) = )] = %

(so this is the same as (ACFU1)),
(ASU2) for all distinct x, x’ € X and all o, &’ € A,

|{S . f(X,S) =, f(x/7s) = Ol/}| S T
Al
Strongly universal (SU) hash functions, where the above properties hold with ¢ = 1/|A]|,
were defined by Wegman and Carter [28], and the above definition of e-ASU hash functions
is again due to Stinson [24]. We also refer to the S sets of AU and ASU hash functions as
their seed sets.

&S|
|

Remark 1 Sometimes &-AU hash functions are defined in terms of the parameter ¢|A|, e.g.,
[13, 25]. Our convention is the same as in [24].

For a hash function f, the eventthat f (x, s) = f(x’, s) fordistinct x, x” is usually referred
toasacollision. If f is an AU hash function, it is not important in which value of f a collision
occurs, only the total number of collisions has to be bounded. In contrast, for an ACFU hash
function, we are also interested in the value of f when a collision occurs. In the range of
numbers |{s : f(x,s) = f(x’,s) = a}|, where x # x’ are fixed and where « ranges over all
of A, there should be no peaks (valleys are allowed). Hence the name “collision-flat”.

The following relations between the three types of hash functions are obvious.
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Universal hash functions and mosaics of designs 977

Lemmal Lete > 0.

(1) Every e-ACFU hash function is an e-AU hash function.
(2) Every e-ASU hash function is an e-ACFU hash function.

Our motivation for studying ACFU hash functions comes from their applicability in pri-
vacy amplification. This is a key step in secret key generation, where two parties A and B
want to generate a shared secret key from correlated random observations and public discus-
sion, while an adversary can observe their public communication and possibly also makes
observations correlated to the key-generating parties’ ones [6, Chap. 4]. The privacy ampli-
fication step takes place once the two parties have agreed on a shared random variable X.
The result of privacy amplification is a key shared by A and B which is secret with respect
to the adversary. We formalize this setting in Sect. 5.

The standard choice of function to use in privacy amplification so far has been an arbitrary
AU hash function [3, 4]; seeded extractors are also suitable [17]. These functions need
additional randomness, a seed, as a second input (in the definitions above, from the set S),
and they guarantee security against all adversaries for which the entropy of X conditional
on their own observation is sufficiently large. It is desirable to make the seed small, since its
generation is costly and it must be known by both A and B.

For general AU hash functions and extractors, key security so far has only been proved
under the assumption that the adversary has no other information about the key than the
knowledge of the underlying joint probability distribution together with its observations.
A stronger security test goes as follows: The adversary has the above information, and
additionally, it has to distinguish between two arbitrary possible key values. Security (key
indistinguishability) is declared if the adversary’s decision performance is no more than
negligibly better than random guessing for all such value pairs. In all cases we know of
where this stronger security criterion has been applied and where security is guaranteed
against all X with sufficiently high conditional entropy, the AU hash functions which were
used for privacy amplification or in a related problem, the wiretap channel problem, actually
are ACFU hash functions [14, 30]. (These functions will be considered below as examples.)
For this reason, ACFU hash functions are worth a closer look. In Sect. 5, we sketch how
key indistinguishability can be proven in a privacy amplification scenario using ACFU hash
functions.

As we have said already, the second argument s to an ACFU hash function will be chosen
uniformly at random. Since randomness is expensive, our first question about ACFU hash
functions (Sect. 3) is how small the set S can be, given ¢ and the cardinalities of X and .A.
We derive three lower bounds, each of which is relevant in different regimes depending on
the relation of ¢, | X|, |.A]. We also discuss which structure an ACFU hash function attaining
equality in any of the bounds has.

It turns out that if ¢ is optimal (i.e., minimal given |X| and |.A4]), then an e-ACFU hash
function attains equality in the corresponding lower bound if and only if its underlying
structure is that of a mosaic of balanced incomplete block designs (BIBDs) [11]. The two
other lower bounds on the seed size hold for general €. One of them holds for small ¢, but may
be void if |.4] is large relative to | X| (roughly |.A|? > | X|). If this bound applies, the ACFU
hash functions satisfying equality correspond precisely to the duals of mosaics of quasi-
symmetric BIBDs [30]. In the remaining bound, we do not have a full characterization of
the ACFU hash functions attaining equality, but we show that equality is attained by mosaics
of transversal designs or of nets. Due to these facts, we believe that ACFU hash functions
also are interesting objects of study in themselves. In [30], the authors studied mosaics of
balanced incomplete block designs and of group divisible designs and applied them to privacy
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978 M. Wiese, H. Boche

amplification as well as to another problem from information-theoretic security, the wiretap
channel. The results of the present paper embed such mosaics in the wider picture of ACFU
hash functions. The necessary design-theoretic definitions are collected in Sect. 2.

In addition to studying how small S can be for given ¢ and |X|, |A|, we also give three
methods for constructing ACFU hash functions in Sect. 4. By the first one, based on an
extension of the seed set with the help of a quasigroup (latin square), one obtains an e-ACFU
hash function from another function if and only if the latter is an e-AU hash function. This
can be seen as a generalization of the method proposed in [11] for constructing a mosaic of
BIBDs from a resolvable BIBD, and also as a generalization of a method used frequently to
construct ASU hash functions from AU hash functions. The second method is the dual of the
first and produces an e-ACFU hash function if and only if the original function is an e-ASU
hash function. In the case where the quasigroup in fact is an abelian group, we characterize
those ACFU hash functions which can be derived by both methods as “double extensions”
of e-balanced functions. By the third construction method, one obtains an e-ACFU hash
function by concatenating an £1-ACFU hash function and an €-ASU hash function, similar
to methods used by Stinson [24] for constructing AU and ASU hash functions from other
AU or ASU hash functions. For all these methods, we discuss if and how seed optimality of
the original functions can lead to seed optimality of the resulting functions.

For a practical application of ACFU hash functions, it will be important to find examples
which have a low computational complexity. All our examples can be computed efficiently,
although their complexities differ in concrete detail. We will not consider this issue further;
more on this was said in [30] on the examples given there, some of which we will meet later
on in this paper (Examples 1, 3 and 4).

2 Preliminaries on (mosaics of) incidence structures

An incidence structure is a triple D = (X, S, I), where X’ and S are finite sets and / is an
incidence relation on X x S. X is called the point set and S the block index set of D. We
also say that D is an incidence structure on X'. The sets

{x € X : x incident with s},

where s € S, are usually referred to as the blocks of D. The dual of D is the incidence
structure D on S with block index set X' and s incident with x in D if and only if x is incident
with s in D.

Anincidence structure D is resolvable if the block index set can be partitioned into parallel
classes of constant size in such a way that for each parallel class, a point x is incident with a
unique element of the class. (Note that when considering the partition of X" into the blocks
corresponding to a given parallel class, some of these blocks may be empty.) If D is resolvable,
one can index the block indices of each parallel class by a set A, and the block index set S of
D can be written as a Cartesian product S = H x A, where H is an index set for the parallel
classes.

Two incidence structures D = (X, S, I) and D' = (X', S’, I') are called isomorphic if
there exist bijective mappings ¢ : X — X’ and ¥ : S — S’ such thatany x € X ands € S
are incident in D if and only if ¢ (x) is incident with v (s) in D’.

A balanced incomplete block design (BIBD) on a finite set X’ is an incidence structure
(X, S, I) for which there exist positive integers k and A such that

(1) each s € S is incident with exactly k elements of X,
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Universal hash functions and mosaics of designs 979

(2) for any two distinct x, x’ € X, there are exactly A elements of S incident with both x
and x’.

If |X| = v, then such a BIBD is called a BIBD(v, k, A). We call a BIBD nontrivial if
1 <k <.

In a BIBD(v, k, &) with |[S| = b, a point x is incident with exactly r block indices s,
where r satisfies

bk = vr. 2.1
Another important relation is
Av—1) =rk—1). (2.2)

A BIBD is quasi-symmetric if there are two distinct numbers w1, o (the intersection
numbers) such that two blocks intersect in either p; or w, points. By definition, the only
BIBDs which are both resolvable and quasi-symmetric are the affine designs; they satisfy

b=v+r—1. (2.3)

A BIBD is symmetric if the intersection of any two distinct blocks has constant size; in this
case, the point and the block index sets have the same cardinality. More details on BIBDs
can be found in [5], quasi-symmetric designs are treated in depth in [22].

Another type of design which will play a role in this paper is the net [10]. It satisfies

(1) To every point (block index) there exist two block indices (points) not incident with it,

(2) two points are incident with at most one common block index,

(3) if a point x is not incident with a block index s, then there exists one and only one
block index s’ incident with x such that the blocks pertaining to s and s’ have empty
intersection.

Note that a net is resolvable. A point of a net is incident with a constant number of block
indices, which means that nets satisfy (2.1) as well. By definition, a transversal design is the
dual of a net [5], so its point set can be partitioned into point classes such that two distinct
points are joined by a unique block index if and only if they are contained in different point
classes.

Let A be a finite set. A mosaic of incidence structures on X is a family M = (Dy)gec A
such that for some set S,

(1) each Dy is an incidence structure with point set X and block index set S,
(2) every pair (x, s) € X x S is incident in a unique Dy,.

The incidence structures D,, are called the members of M. We call M nontrivial if 2 < |A| <
|x].
The sum ¥ M of M is the incidence structure on X with block index set S x A where x
1s 1nc1dent with (s, ) if and only if x is incident with s in D,. The dual of M is the mosaic
(DO[)O(€ 4 on S with block index set X', where each Da is the dual of D,. By a mosaic
ofBIBD(v, k, A), we mean a mosaic each of whose members is a BIBD(v, k, A). Mosaics of
BIBDs were defined in [11]. Mosaics of incidence structures each of whose members is a
BIBD, though with different parameters, have appeared earlier in the literature [9]. Mosaics
of group divisible designs and duals thereof were defined in [30].
The connection of mosaics of incidence structures with functions is the following. Let
f 1 X xS — Abe any function. Then each inverse image f~!(«) determines an incidence
relation D, on X with block index set S, in such a way that x is incident with s if and only
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980 M. Wiese, H. Boche

if f(x,s) =a.Thusevery f : X xS — A determines a unique mosaic M (f) of incidence
structures on X'. Conversely, every mosaic M = (Dy)ac4 gives rise to a unique function
fu X xS — A, where X is the point set and S the block index set of the mosaic.

We note the following connection of mosaics with resolvability.

Lemma 2 For any finite set X, there is a one-to-one correspondence between the mosaics
of incidence structures M on X and the resolvable incidence structures D on X such that
XM = D.

Proof Let M = (Dy)qc.4 be a mosaic on X with block index set S. For each s € S, the set
of pairs {(s, o) : « € A} forms a parallel class for ¥ M. Conversely, let D be a resolvable
incidence structure on X with block index set H x A, where H is an index set for the parallel
classes of D and A is an index set for the elements of each parallel class. For each o € A,
define the incidence structure D, on X" with block index set H by letting a point x be incident
with block index % in Dy, if and only if x is incident with (h, ). Clearly, (Dg)ye.4 is @ mosaic
of incidence structures on X'. O

3 Structure of ACFU hash functions

In order to simplify our notation when we analyze ¢-ACFU hash functions in terms of
mosaics of incidence structures, we introduce two types of blocks associated with a function
f:1XxS—> A Forx € X and o € A, we define

Broa=1{seS: f(x,s5) =0} 3.1
and for s € S and o € A, we set
Bso={xeX: f(x,s) =0} (3.2)

We will call a set of any of these types a block. Note that the blocks Bs o (s € S) are precisely
the blocks of the «-th member Dy, of M (f), whereas the blocks By o (x € X) are the blocks
of the dual of D,,. The function f is an e-ACFU hash function if the B, , have constant size
and if the intersection By 4 N By o for distinct x, x” € X has cardinality at most ¢|S|/|.Al.

We start our analysis by observing that ¢ cannot be arbitrarily small for an e-ACFU hash
function.

Lemma 3 For any e-ACFU hash function f : X x S — A,
. |X] — Al
—AXT =1

If equality holds, then XM (f) (the sum of the mosaic determined by f, see Sect. 2) is a
resolvable BIBD on X.

(3.3)

If |X| and |.A| are given, we call the quantity on the right-hand side of (3.3) the optimal
&. The proof of Lemma 3 follows immediately from the first part of Lemma 1 together with
the following results of Sarwate [21] and Stinson [23].
Lemma4 ([21], p. 42 and [23], Theorem 1.1) For any e-AU hash function, ¢ satisfies (3.3).

Lemma5 ([23], Theorem 2.1)
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Universal hash functions and mosaics of designs 981

) If f: X xS — Aisane-AU hash function where € equals the right-hand side of (3.3),
then XM (f) is a resolvable BIBD.

(2) Conversely, let D be a resolvable BIBD on X. Then, the function fy; determined by the
mosaic M corresponding to D by Lemma 2 is an e-AU hash function with ¢ satisfying
equality in (3.3).

We call an ¢-ACFU hash function with optimal & an optimally collision-flat universal
(OCFU) hash function. An ¢-AU hash function with optimal ¢ is called optimally universal
(OU) by Sarwate and Stinson.

3.1 General &

We start the analysis of the structure of ACFU hash functions by giving two bounds on the
size of S. Then we give criteria for equality and discuss the relation between the bounds.

Theorem 1 For a nontrivial e-ACFU hash function f : X x S — A, it holds that
|X|(JA] — 1)?

S| =1+ (3.4)
el Al(1X] — |AD + A2 — | X|
and
|S| > Lﬂ 3.5)

Proof The bound (3.5) is easy to see: If ¢|S|/|A| < 1, then |{s : f(x,s) = f(x',s) =
a}| = 0 for every « and all distinct x, x’. In particular, each of the functions x — f(x, s)
would be injective, meaning that |.4| > |X’|. But this is impossible since we assume that f
is nontrivial.

To prove (3.4), we use the “variance method” also used by Stinson [24] to find lower
bounds on S in the case of ¢-AU and ¢-ASU hash functions. Fix an arbitrary « € A and
s € S and define A, = |By,o N By | (recall the notation (3.1)). Then obviously,

Zl:|8|—l.
T #ESs

Note that |S| —1 > 1 since we can always assume ¢ < 1, so that (3.5) implies |S| > | A| > 2.
Also, counting pairs (x, o) suchthato # s andx € By N By o, and using property (ACFU1),
we find that

S
Sie= X o £ feno =l =15l (5 -1).
o #S x:f(x,s)=a

Moreover, counting triples (o, x, x’) with o # s as well as x # x" and x, x’ € Bs 4 N Bs.q,
we find using property (ACFU2) that

D o (ho
T F#s

= > Y. o #s:fx0)=f,0)=a}
x:if(x,8)=a x'#x: f(x',5)=a

e|lS
§ (ﬁ - 1) 1By o|(1Byol — 1).
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982 M. Wiese, H. Boche

The mean of the A, is

_ Bl (fF 1
p ol (G 21)
S| —1
Hence
0<) (o=
oF#s
=322 - (S| - DE
o
o F#s
2
2 (151
< (S50 By atBual = 1 + 1Bl (15— 1) = 2 (5 1)
= |.A| s, s, S, |.A| |S| 1 .
Solving this for |S|, one sees that it implies that
Al - 1?|B
S| > 1+ (1Al = 17| Bsal (3.6)

elA|(|Bs,ol = 1) + | Al — |Bs,oc|.

In order to make sure that the denominator does not vanish, we observe that if this were the
case, we would have

o 1Bal = 1A
|~A|(|Bs,¢x| - 1)7

which in the light of Lemma 3 would mean that |Bs 4| = |X|. But then ¢ would satisfy
equality in (3.3) and f would be an OU hash function, so |B; o| = |X|/|.A|. However since
f isnontrivial, itis impossible that | A| = 1. Hence the right-hand side of (3.6) is well-defined.

We obtain the claimed bound by observing that for every s € S, there must be a value «
such that | B o| > |X|/|.Al, and inserting this in (3.6). O

The proof of (3.4) provides us with enough information to precisely characterize the
structure of those ACFU hash functions which attain equality.

Corollary 1 If f : X x 8§ — Ais a nontrivial e-ACFU hash function satisfying equality in
(3.4), then the dual of its mosaic M (f) is a mosaic of quasi-symmetric BIBD(v, k, 1), where

_ sk 1xIds = 1AD

v=I8l, k=, A= -—D
[Al lAZ(S| = 1)

and the intersection numbers are 0 and ¢|S|/|Al.
Conversely, if M is the dual of a mosaic of nontrivial quasi-symmetric BIBD (v, k, 1) with
intersection numbers 0 and p, then fy is a nontrivial e-ACFU hash function with

I
&= —.

k

Proof Let f : X x S — A be an e-ACFU hash function. Equality in (3.4) holds if and only
if in the proof of (3.4), all inequalities are equalities irrespective of the choice of s and «.
Hence, equality holds if and only if the following conditions are satisfied:

(1) |Bs,«l is constant and equal to | X'|/|.Al;
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(2) for all distinct s, s” € o and all «,
|Bs,o¢ n Bs’,ot| = X

for A as in the proof of Theorem 1; another way of stating this is that any two distinct s

and s” are contained in precisely A different blocks of the form By 4;
(3) for any distinct x, x’ for which the corresponding blocks By  and B, , have nonempty

intersection,

By o By =S
X0 x’,a | .A| .
The first two conditions imply that A equals the A from the statement of the corollary. Together
with the constant size of the blocks By o, whichis guaranteed by property (ACFU1), condition
(2) says that for each «, the incidence relation D, on the point set S with block set {By 4 :
x € X}isaBIBD(v, k, ) with parameters as claimed. The third of the above conditions for
equality implies that any two distinct blocks B, o and B, 4 intersect in either O or ¢|S|/|A|
points. If the intersection size were equal to €|S|/|.A| for all distinct blocks, then the D,
would be symmetric, in particular, b = v. This is impossible by Corollary 2 below. Hence,
D, must be quasi-symmetric.
Now assume we are given a mosaic M = ([)a)aeA of quasi-symmetric BIBD(v, k, 1)

on the point set S and with block index set X', with intersection numbers 0 and p > 0. It is
well-known that

L k=Do-D

pa— 1 3.7

(e.g., [22, Proposition 3.17]). Let M be the dual of M and fum the function induced by M.
Then, using the notation (3.2) with f = fy, it holds for any o € .A and distinct points
x,x’ € X that

s €St fux,s) = fu(x',s) = a}| = [Bx,a N By ol < .

Defining ¢ as in the statement then makes fjs an e-ACFU hash function. Inserting this in the
right-hand side of (3.4) and solving for |S| = v using (3.7) shows that equality in (3.4) is
satisfied. Obviously, fys is nontrivial since |A] = v/k > 2. O

‘We have not been able to characterize those ACFU hash functions f satisfying equality in
(3.5). Combinatorially, equality is equivalent to the statement that | By o N By o| < 1 for all
x # x'. This immediately implies |Bs 4 N By 4| < 1 fors # s’, so if the By , have constant
size, then the dual M ( f)of M(f) also gives rise to an ACFU hash function satisfying equality
in (3.5). If the members f)a of M(f) in addition are BIBDs (i.e., |By,o N By | = 1 for
all distinct x, x”), then they are quasi-symmetric, and in this case f satisfies both bounds of
Theorem 1, see Example 1. So to find examples where only (3.5) is satisfied, other types of
designs need to be considered. ACFU hash functions whose mosaics consist of transversal
designs or nets are given in Example 4.

When does each of the two bounds given in Theorem 1 apply? For the purpose of this
discussion, given | X'| and | A, let us call ¢ feasible if it satisfies the inequality of Lemma 3 and
if ¢ < 1 (which we can assume without loss of generality). Let us also say that the inequality
(3.4) applies to ¢ if the right-hand side of (3.4) is larger than that of (3.5); otherwise, we say
that (3.5) applies.
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984 M. Wiese, H. Boche

Lemma6 Let |X| > |A| > 1. The bound (3.4) applies to those feasible ¢ satisfying

X = AL __1X = AP
<e< .
LAl X] = 1) |X] = 1Al

This set is nonempty if and only if

A
X > '2—' (141 + VIAT+3H A =D + 1) (3.8)

Proof The right-hand side of (3.5) is larger than that of (3.4) if and only if ¢ satisfies

X — AP _
——— <eg<l.
[X] = [Al
Comparing this with the optimal ¢ from Lemma 3, we obtain the criterion (3.8). O

The case which interests us most is where ¢ &~ 1/|.A| (see Sect. 5). Then if (3.5) applies
to ¢, the cardinality of S cannot be much smaller than |AJ%. But the right-hand side of (3.8)
is approximately equal to |.A|? for large |.A|, so in this case, |S| will usually be larger than
|X]. On the other hand, the lower bound (3.4) is at most |X'|, and Example 2 below shows
that |S| < |X| is indeed possible since it satisfies equality in (3.4) with ¢ = 1/|.A|. However,
for optimal ¢, the situation is special and the seed set is strictly larger than the point set, as
we will see in the next subsection.

3.2 Optimal &

We now consider the case where ¢ is the optimal one from Lemma 3, i.e., we deal with the
case of OCFU hash functions. Stinson’s result, Lemma 5, shows that an OCFU hash function
f has a corresponding £ M (f) which is a BIBD. The next result characterizes OCFU hash
functions by the members of M (f).

Theorem2 [f f : X x S — Ais an OCFU hash function, then M (f) is a mosaic of BIBDs
(v, k, \) with
X - &|S| S|
=—, A= —1, r=-—-.
[A| [Al Al

Conversely, if M = (Dy)qeA is a mosaic of BIBD(v, k, A) on X with block index set S, then
fum is an OCFU hash function, and |X|, |S|, | A| satisfy the above relations.

v=|X|, k b =S|,

Proof Let f : X x S — A be an OCFU hash function. Since X M (f) is a BIBD, all blocks
By o have fixed size k. Property (ACFU1) also ensures that the dual blocks By , have constant
size |S|/|.A|, which we denote by r.

We need to check that two points meet in precisely A blocks for suitable . To do this, fix
a € Aand x € X and define the weights

Ki = |{x/ eXx:x # X, |Byo N By o =1}

Set

k—1
L = [&|S|/|All = {MJ

| —=1
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the largest possible value of i. Note that

L

> k=X 1.

i=0
By counting pairs (x’, s) with x’ # x satisfying s € By o N By’ 4, We obtain

L
1 . rtk—1)
T = o
i=0
This implies that k; = |X| — 1 and k; = 0 fori < L. It follows that | B,/ o N By o| = L for
all @ and x # x’. Hence Dy, is a BIBD(v, k, A). The fact that

rtk—1)  ¢|S|
Ar=L=—"-"= ——
X =1 |A]

follows from (2.2).
In the other direction, given a mosaic M of BIBDs, it is straightforward to check that f,
is an OCFU hash function and that the parameters are related as claimed in the statement. O

Corollary 2 For an OCFU hash function f : X x S — A,

lAI(IX] =1
1= = (3.9)

Equivalently, in a mosaic of BIBD(v, k, 1), it holds thatb > v +r — 1.

Proof In a mosaic M of BIBD(v, k, A), the block size k of each member D, of M divides
the size v of the point set. Since each Dy, is a BIBD, the result proved independently by Roy
[20] and Mikhail [18] applies, stating that b > v + r — 1 in this case. With a = v/k, this is
equivalent to (a — 1)b/a = (a — 1)r > v — 1 (recall (2.1)), which can be transformed into
inequality (3.9) for fy. O

The bound given in the corollary is tight, as will be seen in Example 1 below. However,
it can only be attained in the regime where |X| > A, since the right-hand side of (3.5) is
strictly larger than the right-hand side of (3.9) if |X| < |A|2. For the latter case, an OCFU
function is given in Example 3.

We also note that the corollary implies that the block index set of a nontrivial mosaic of
BIBDs is strictly larger than its point set. Therefore the member BIBDs cannot be symmetric.
This proves the claim that the designs achieving equality in (3.4) are truly quasi-symmetric,
completing the proof of Corollary 1.

3.3 Examples

Example 1 1t was shown in [11] that a mosaic of BIBDs (Dy) can be constructed from any
resolvable BIBD D in such a way that every Dy, is isomorphic to D. Starting with an affine
design, this gives a mosaic of designs satisfying equality in Corollary 2. We recall the explicit
form of a corresponding OCFU function, originally given in [30]. Let ¢ be a prime power
and IF; the field with g elements. For any positive integer ¢, let D be the affine designs on IF;
with blocks given by the hyperplanes (cosets of (1 — 1)-dimensional subspaces) of IF‘; Every

(t — 1)-dimensional subspace of IF; can be identified with the solution space of the equation
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> hix; = 0, where A is a unique nonzero vector in F' ; whose first nonzero component is 1.
Denote the set of such vectors by H and define f : }Fg x (H xFy) — F, by

fOsh, By =Y hixi + B.

For fixed @ € F,, as the pair (h, 8) ranges over all possible values, the preimages
fGsh, ﬂ)’l(a) = By p,q range over all hyperplanes of ]F;. Hence the incidence struc-
ture D, on X' formed by the block set {B .« : h € H,p € F,} and the € relation is
isomorphic to D, and the family M = (Da)aer, is a mosaic of BIBDs. Thus f is an OCFU
hash function.

The example shows that the bound from Corollary 2 is tight (not surprisingly, given (2.3)).
In case t = 2, which corresponds to a mosaic of affine planes, equality holds in (3.5) as well.

Example 2 Consider the dual M of the mosaic M of affine BIBDs considered in the previous
example. Since two distinct non-parallel hyperplanes meet in ¢'~2 points, f = f s a
1/|.A]-ACFU hash function. Since an affine design is quasi-symmetric, f attains the bound
(3.4). If f derives from the dual of a mosaic of affine planes (i.e., t = 2), then it also satisfies
equality in (3.5). Written as a function with the same notation as in the previous example, f
satisfies the formula

t
[ xF) xF) > Ty f(hpix) =D hixi + p.
i=1

Example 3 Any OCFU hash function f : X x S — A whose underlying mosaic M (f) is a
mosaic of BIBD(v, k, 1) (with v = |X|, k = | X|/|.A|) satisfies equality in (3.5). In this case,
|A|2 has to be at least as large as |X'| by the discussion after Corollary 2. An example was
studied in [30, p. 608], based on the resolvable designs arising from Denniston’s construction
of maximal arcs in projective space over [F>. Unfortunately, the corresponding OCFU hash
function does not have a nice closed form, but it was shown in [30] to be polynomial-time
computable. The size of |.A| ranges between /| X[ and | X|.

Example 4 'We would also like to have 1/|.4]-ACFU hash functions with a small seed set in the
range where (3.5) is the relevant lower bound for the seed size, i.e., where | A|(]A|+1) > |X].
Again let g be a prime power, let H be a subset of Fy, set ¥ = H x F, as wellas S = Fé
and A = F,. Then define [30, p. 610]

fh,y;s1,8) =52 —hsy +y.

Since for distinct (h, y) and (A’, y') and any o € F, there exists at most one (sq, s2) such
that f(h, y; s1,82) = f(I',y'; 51, 52) = «, this function satisfies equality in (3.5). (If we set
‘H =¥, additionally extend it by the symbol oo and define f (oo, y, 51, 52) = s1 + y, then
we obtain the case t = 2 from Example 2.)

The combinatorial structure of f is as follows. We can partition X" into the |H| point
classes {(h, y) : y € Fy}. If two distinct points (%, y) and (h’, y’) are from the same point
class, then no block of M (f) = (Dy)ae.4 contains both of them. If they come from different
point classes, then for each & € A, there exists a unique block from D,, containing them both.
That means that each D,, is isomorphic to the same transversal design, and the members of
M (f) even share the same point class partition.

By passing to the dual f : S x X — A, we obtain a seed-optimal 1/|H|-ACFU hash
function. M(f) = M(f) is a mosaic of nets.
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Table 1 The lower bounds for optimal & and ¢ = 1/|.A|

e AU ACFU ASU
. [ X —1 AI(X] = 1)
1 Ladhiihd TS _
Optimal A1 A =1
1 || { 2 | XAl — 1)}
— — max 3 |AI“, 1+ ——— 14+ |X|(JA -1
[ Al | Al Al [A| A=

For ASU hash functions, ¢ > 1/|.A| [24]

3.4 Comparison with AU and ASU bounds

For completeness and comparison, we briefly discuss lower bounds on the size of the seed
set of an AU or ASU function.

Lemma 7 ([24], Theorems 4.1 and 4.3) Let ¢ > 0.

(1) For any e-AU hash function f : X x § — A,
IXI( Al =1

S| > . (3.10)
812 AR = A + AP =
(2) For any e-ASU hash function f : X x S — A,
X —1)?
S| > 1+ | XAl = 1) 3.11)

elAI(X] = 1) + |A] — | x|
We also have an additional simple lower bound for the seed size of ASU hash functions
analogous to (3.5), which to our knowledge has not yet been stated explicitly anywhere.
Lemma8 Let f : X x S — A be an e-ASU hash function. Then
A
s1= AL
€

Proof Assume f(x,s) = a. For any distinct x" € X, there must exist o’ € A such that
f(x’,s) = o Therefore ¢|S|/|.A| > 1. o

It is simple to check that the relation between the ASU bounds is as follows.
Lemma9 Foran e-ASU hash function f : X x § — A with |X| > | A|, the right-hand side
of the bound from Lemma 8 is larger than the one from (3.11) if and only if

|X] — Al

<e
X -1 =

IA

L.

Note that, if |X'| > |.A|, the left-hand side of the inequality of Lemma 9 is always at least
1/].A|. Hence given |X'| and |.A|, there is always a range of ¢ sufficiently close to 1/|.4| where
the bound from Lemma 7 applies.

Remark 2 The analogous lower bound |S| > 1/¢ for e-AU hash functions gives no new
information, since 1/¢ is always smaller than the right-hand side of (3.10), with equality if
and only if |X| = |.A|2.

We are again interested in conditions for equality in the above bounds. For the OU case,
Stinson gives the following criterion.
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Lemma 10 ([23], Theorem 2.2) If f is an OU hash function satisfying equality in (3.10),
then TM (f) is an affine BIBD. Conversely, if D is any affine BIBD, then the function fuy
induced by the mosaic M corresponding to D by Lemma 2 is an OU hash function which
satisfies equality in (3.10).

No result is known to us which characterizes ¢-AU hash functions satisfying equality in
(3.10) for general €.

For the ASU case of Lemma 7, van Trung determines the condition for equality. Our proof
of Corollary 1 is similar to the proof of van Trung’s result.

Lemma 11 ([27], Theorem 3.1) An e-ASU hash function f : X x S — A satisfies equality
in (3.11) if TM( f) is a resolvable quasi-symmetric design with one intersection number
equal to zero, where M(f) is the dual of M(f). In the other direction, if a resolvable quasi-
symmetric design D is given with one intersection number equal to 0, then there exists an &
such that fy; is an e-ASU hash function satisfying equality in (3.11), where M is the mosaic

determined by D via Lemma 2 and M is its dual.

The similarity of this result to ours on ACFU hash functions, Corollary 1, is no coincidence,
as we will see in the next section (Theorem 4).

For Lemma 8, we cannot characterize those ASU hash functions satisfying equality, but
again there is a striking similarity with the ACFU situation (see the discussion after Corollary
1) which will be explained in the next section (Theorem 4 again). However, a class of designs
from which one can construct such ASU hash functions are the nets. A net D on the point
set S obviously is a resolvable incidence structure, so by Lemma 2 it gives rise to a mosaic

(DO, )aeA. The blocks all have the same size and different blocks intersect in at most
one point, so equality is satisfied in Lemma 8. Let X" be the block index set. Then the dual
M of M induces a function fum which is an e-ASU hash function for ¢ = | A|/|S]. If the net
is an affine plane, then f), also satisfies equality in van Trung’s bound.

Table 1 shows the bounds for the cases of optimal ¢ as well as for ¢ = 1/|A|. (Due
to the application of ACFU hash functions we have in mind (see Sect. 5), ¢ =~ 1/|A]| is
what interests us most.) Interestingly, we need to consider the case of OCFU hash functions
separately, whereas Stinson’s lower bound for e-AU hash functions also covers OU hash
functions.

4 Constructions of £-ACFU hash functions
4.1 Extensions of AU and ASU hash functions

While e-ACFU hash functions are new, e-AU and e-ASU hash functions are well-investigated
concepts with many efficiently computable examples, so it would be attractive to be able to
turn an e-AU or ¢-ASU hash function into an e-ACFU hash function. It turns out that this is
indeed possible.

Let g : X x H — A be an ¢-AU hash function. Let L be a latin square with entries
from A and rows and columns indexed by A, too. This can equivalently be described as a
quasigroup structure on .A whose product o is defined by the rule v o § = L(«, §). We denote
the unique solution y of the equation y o 8 = o by «/f. We can now define the function
g: XX (HxA — Aby

§(x;h, B) =g(x, h)o B,
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so its seed set is S = H x A. We call g the seed extension of g.

Theorem 3 The function g : X x H — A is an -AU hash function if and only if its seed
extension g is an e-ACFU hash function. Each member of M (8) is isomorphic to XM (g).

Proof The equation g(x; i, 8) = o means that g(x, h) = a/B. Moreover, as 8 varies over
A, the unique solution «/f of ¥ o B = « assumes all possible values in .A. Thus for any
x,x e X,

H(h, B) 1 §(xsh, B) = §(x"s h, B) = a}| = [{h 2 g(x, h) = g(x", W}. 4.1

If x = x/, then the set in (4.1) is all of H, whose size is |S|/|.A|. Thus g always satisfies
property (ACFU1). Now assume that x # x’. One sees immediately from (4.1) that g is an
e-AU hash function if and only if g is an e-ACFU hash function.

Finally, consider the «-th member D, of M (g). Its blocks have the form

Bhpia ={x:8(x;h, B) =a} ={x:g(x, h)=a/},

forh € H and B € A. As h, B vary over all possible values, the blocks Bj, g.,, vary over all
blocks of X M (g). This shows that D,, is isomorphic to XM (g). O

As a corollary, we obtain the result of Gnilke, Greferath and Pavcevi¢ on the relation
between resolvable BIBDs and mosaics of BIBDs.

Corollary 3 ([11], Theorem 3.4) For any resolvable BIBD (v, k, 1) D, there exists a mosaic
of BIBD(v, k, A) each of whose members is isomorphic to D.

The ACFU hash functions from Examples 1, 3 and 4 can be constructed from AU hash
functions in this way. Note that if the OU hash function g satisfies equality in (3.10), then g
necessarily satisfies equality in (3.9). If ¢ is strictly larger than the optimal one, an ¢-AU hash
function can almost never produce a seed-optimal g. Equality in (3.4) would only be possible
if the |.A|-fold multiple of the right-hand side of (3.10) were smaller than the right-hand side
of (3.4), but this can only hold for the trivial case of ¢ = 1. Equality in (3.5), i.e., the relation
|S| = |Al/¢e, would require |H| = 1/e. By Remark 2, this requires that (3.10) is satisfied as
well and that |X'| = |.A|>. By Lemma 10, the corresponding X M ( f) must be an affine plane.

Remark 3 Assume X and A are groups and that the function g : X x H — A is a group
homomorphism in the first argument for every fixed & € H. In addition, assume that

l{h:g(x, h) = a}| < elH] (4.2)

for every @ € A and every x € X \ {ex}, where ey is the neutral element of X. Then g is
an ¢-AU hash function, since if « is the neutral element of A, the left-hand side of (4.2) is
the same as |{h : g(x1, h) = g(x2, h)}| for any x1, x» such that xlxgl = x. Moreover, g is
an &-ASU hash function, where ¢ is constructed with respect to the given group structure on
A, which can be seen by proceeding analogously to the proof of Theorem 3 and using (4.2).

This statement was proved by Krawczyk in [15]; he calls g e-balanced if it satisfies (4.2).
This construction of ASU hash functions has been applied frequently in the literature. For
instance, Stinson constructs a 1/|.A|-ASU hash function in this way in the proof of [24,
Theorem 5.2]. Two specific examples are given in Examples 5 and 6.
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Example 5 In an m x n Toeplitz matrix T = (t;;) over the field IF, of size ¢, the entry #;
only depends oni — j. Thus ' = T}, is determined by the vector i of the m + n — 1 entries
in the first row and first column. Define

g: IFZ X F;+m_1 — IF;”, g(x, h) = Tpx.

It was shown in [16, Claim 2.2] that g satisfies (4.2) with ¢ = 1/|.A| and that g is an e-ASU
hash function. In terms of seed length, both g and g are suboptimal.

Example 6 For any prime power ¢, define the function
g:]Fqn XFq" —>]Frqn, g(X,h)=(hx)m,

where (hx),, is the vector consisting of the first m components of a representation of hx as
an n-dimensional vector over IF;. This g satisfies (4.2) fore = g™ = 1/|.A| and is linear in
x with x regarded as an element of IE‘Z for every h, hence ¢ is a 1/|.A|-ASU hash function.
For g prime, g was already defined in [7] and recognized as a 1/|.A|-ASU hash function in
[28]. Stinson also uses it in [24, Theorem 5.2] to construct an ASU hash function.

By excluding & = 0, one obtains a function g, for which all preimages {x : g«(k, x) = «}
have the same size. In fact, this modification makes g, an OU hash function [1, Appendix B].
Hence, the corresponding g, is another example of an OCFU hash function, although it
satisfies neither (3.9) nor (3.5). g, also is an e-ASU hash function, but with e = ¢" ™ /(¢" —
1) >qg=1/|A|.

The function g, itself was used in [1, 2] to show semantic security for symmetric wiretap
channels, an application related to the one we present in Sect. 5. A variant of g, but with a
larger seed, was used in [14, Remark 16, Lemma 21] in the context of information-theoretic
security. From the practical viewpoint, g and g, as well as their extended versions g, g, have
the advantage that |.A| = g™ can be any power of ¢ between 1 and |X| = ¢".

It is not only possible to turn an AU hash function into an ACFU hash function by
extending its seed set. Let g : Y x S — A be an ¢-ASU hash function and equip .4 with a
quasigroup product denoted by o. Setting X = ) x A, we define the point extension of g by
g: X xS — A,

gy, B:s) =g(y.s)op.

To connect this with the seed extension of functions, for any function g : ¥ x & — A, let
g : S xY — Abedefined by g(s, y) = g(v, s) (the tilde makes sense since M (g) = M(g),
the dual of the mosaic of g.) Then we have the relation

§=2

The point extension of functions g where ¥ M (g) is a resolvable BIBD or GDD was already
considered in [30].

Theorem 4 A function g : Y x S — A is an e-ASU hash function if and only if its point
extension gis an £-ACFU hash function. Each member of M (8) is isomorphic to the dual of
¥ M(g), where M(g) is the dual of M (g).
Proof Assume that g is e-ASU. By the definition of ¢,

s 18, Bs9) =80, Bis) =}l = lls 1 g(v,5) = /B, (¥, s) = a/B'}.

@ Springer



Universal hash functions and mosaics of designs 991

This expression equals |S|/| Al if (y, B) = (', B/) by (ASU1). If y = y/, but B # B/, then it
equals zero; if y # y’, it is upper-bounded by ¢|S|/|.A| by (ASU2). Hence, g is an e-ACFU
function.

Now assume that ¢ is e-ACFU. For any y, y' € Y and «, o’ € A, consider the set

{s:g(y,s) =, g0, s) =0}
For any pair 8, B’ € A, this is the same as

{s:g(y.s)oB=aopB gy ,s)op =a'op}. (4.3)

If y =y aswell asa = &’ and B = B/, this set has the same cardinality as the set

{s:8(y,B;s) =aop}

Thus the property (ACFU1) of g gives us (ASU1) for g.
On the other hand, if y # y’, we can choose 8 and B’ in such a way thata o 8 = o’ o 8/,
so that the set (4.3) has the same cardinality as

{s:8(0.B:9) =80y, B1s) =aop},

which by (ACFU?2) is upper-bounded by ¢|S|/|.A|. This implies (ASU2).

Fmally, we prove the statement about the members of M (g). To see this, note that M 8 =
M (g) =M (g) By Theorem 3, the members of this mosaic are isomorphic to M (g) =
M (2). ]

If we are given a resolvable quasi-symmetric BIBD, then we know from Corollary 3 that
one can construct a mosaic of quasi-symmetric BIBDs from this. Taking duals, one gets
from a seed-optimal e-ASU hash function (by Lemma 11) to a seed-optimal e-ACFU hash
function (by Corollary 1). Theorem 4 does this in a single step, and (necessarily) the lower
bound (3.11) transforms into (3.4) in the right way. It is also obvious that an e-ASU g satisfies
equality in Lemma 8 if and only if ¢ satisfies equality in (3.5).

Examples 2 and 4 show ACFU hash functions which can be constructed as point extensions
of ASU hash functions. The function from Example 4 can be represented both as the seed
extension of an AU hash function and as the point extension of an ASU hash function. In fact,
it is the typical example of such a function in the case where A is an abelian group. To see
this, we extend Krawczyk’s notion of e-balancedness (see Remark 3) to arbitrary functions
whose image lies in an abelian group. We say that a functiona : ) x ‘H — A, where A is
an abelian group, is &-balanced if for any two distinct y, y’ € ) and any B € A, it satisfies

{heH:a(y.h) —a(y' h) = B} < elH|.

We also remark that if f = g; = g and if it maps into A4, then it must have the form
FrQxAxHxA— A

Proposition 1 Let f be an e-ACFU hash function. Then f can be represented as the seed
extension of an &-AU hash function g1 : (¥ x A) x H — A and as the point extension of
an &-ASU hash function g» : Y x (H x A) — A if and only if there exists an e-balanced
SJunctiona 1 Y x H — A such that

fO,Bhy)=aly,h)+B+v.
Proof If f = g; = g», thenforall y, h, 8, y,

g1y, Bsh) =gih,y) +B—v.
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Since the left-hand side does not depend on y, there isan a(y, h) € Asuchthat g|(y, B; h) =
a(y, h) + B, which implies that f has the claimed form.
We check that the function a is e-balanced. Let y # y’. Since g is an e-AU hash function,

for any B, 8/,
l{h:a(y,h)+ B =a(y',h)+ B} < elH|.

This inequality is precisely the definition of ¢-balancedness since 8/ — B can assume any
value in A.
It is straightforward to check the converse. O

Clearly, in Example 4, the function a is multiplication of elements of R and of IF,.

4.2 Concatenation

We can show a result similar to the results on the concatenation of almost (strongly) universal
hash functions in [24].

Proposition 2 If f1 : X1 x 81 — Ay is an £1-ASU hash function and f> : A1 x S, — Aj
is an £2-ACFU hash function, then the function f : X1 x (S1 X 82) — Aj defined by

fx1ss1,82) = fa(fi(x1,81), 82)
is an (e1&2(|A1] — 1) + €1)-ACFU hash function.
Proof Let x; € X1 and ap € Ay. By (ACFU1), for each o1 € Ay, the number of s, € S, for

which f7 (o, s2) = a1 equals |S2]/]Az|. The number of 51 € Sy for which fi(xy, s1) = oy
equals |S1]/|.A1| by (ASU1). Hence
IS1] 182l

|S11S2|
) : ) ) = = : : A = )
[{(s1,82) 1 fx1s81,82) = @z} Al Al 1] o]

proving that f satisfies (ACFU1).

To check (ACFU2), let ap € A and choose distinct x, x{ € Xj. We need to consider
two cases. Suppose first that f1(xq, s1) # fi (xi, s1). Then, f>(-, s2) needs to map these two
distinct values to a2, and this is possible for at most £2|Sz|/|.A2| values of 55 by (ACFU2).
If fi(s1, x1) = fi(x], s1), then |S2|/| Az | values of s are possible. Since fi is an ASU hash
function, for any pair o1, ai , there are at most €1|S1]/|.A1| possible 51 such that fi(x1, s1) =
oy and fi(x], s;) = af. Therefore

{(s1,82) 1 f(x15s1,8) = f(x]551,8) = aa}]

e1lS1] &S| g1l S|
< : JALGAL = 1) + L1224
Al gy A Al 1
S1l|S:
= (8]82(|A1| -1 +81)| |;|‘|2|2|
This completes the proof. O

If we take f] to be an &-ASU hash function with minimal ¢, i.e., ¢ = 1/|A;], and f>
to be an OCFU hash function, then we obtain an 1/|.A|-ACFU hash function. However, the
resulting seed set will always be larger than any of the bounds from Theorem 1. We have not
checked the situation for other ¢, but we think it unlikely that this method of concatenation
yields ACFU hash functions with a minimal seed.
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The lemma gives the possibility of constructing new ACFU hash functions, e.g., with
larger ¢ than in most of the examples we have seen so far. (Although we do not have as yet
any application for such functions.) For instance, Stinson [24] gives ASU hash functions with
larger & which can be used as the first function in concatenation.

5 Motivation from privacy amplification

In this section, we sketch how ACFU hash functions can be used in privacy amplification
with the goal of establishing a uniformly distributed key between two parties whose values
are indistinguishable to an adversary.

The concept of privacy amplification goes back to Bennett, Brassard and Robert [4] and
Bennett, Brassard, Crépeau and Maurer [3]. In addition to the classical setup described in
the introduction and below, it also plays an analogous role in quantum key distribution [26].
Quite a lot of research on privacy amplification has been made in classical information theory,
and various suggestions how to measure the security of the secret key have been considered
[8, 13, 17, 19]. We are going to use a very strict security measure, which appears first in a
special setting related to the quantum BB84 protocol [12] and was not considered afterwards
until recently [30], and for which e-ACFU hash functions are a useful tool. Below, we will
just present a simplified version of privacy amplification; for more details, see, e.g., [30]. An
improved bound on the security of the method is given in [31].

Before we formalize the problem of privacy amplification, we recall the connection
between a function f : X x S — A and its mosaic M(f) = (Dy)qea on X with block
index set S. For each «, we take N, to be the incidence matrix of D, ; in other words, N is
a 01-matrix with rows indexed by X and columns by S, and where

Ny(x,s) =1 ifandonlyif f(x,s)=c.

Clearly, if J denotes the all-ones matrix, then since M ( f') is a mosaic of incidence structures,
D No=1J. (5.1
o

The function f is an e-ACFU hash function if and only if

(1) denoting the all-ones vector of appropriate dimension by j,

. st
(2) and for x # x/,
&|S]|
NyNIDy(x,x') < ==
(Na Ny )(x,x7) < Al

In particular, for any nonnegative vector p € RY,
S| elS|

T T T T \2 T
P NeNyp<-—p'p+—((p ) —p'p
el Al |A|( )

S
= %((1 —o)p p+ep” H?). (5.3)

This inequality will be the key in the application of ¢-ACFU hash functions to privacy
amplification.
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Now assume that X and Z are random variables on the finite alphabets X’ and Z, respec-
tively, with joint probability vector pyxz. “Privacy amplification” means that we want to
transform X into another random variable A whose probability distribution is close to uniform
and about which an adversary observing Z knows as little as possible. For this transformation,
we use an &-ACFU hash function f : X x S — A with an associated family (Ng)gea of
O1-matrices. For the second argument of f, we choose an input uniformly at random, which
may also be known to the adversary. This setting gives us a joint probability distribution on
X x Z x S x A for the random variables X, Z, S, A,

1
PxzsA(X,z,8,a) = pxz(x,2) - 50 Ny (x,5).

For any z € Z, we define the vector p, € R by
P-(x) = pxz(x,2),

such that pZT Jj = pz(z). The joint distribution of Z, S and A is

PzsA(z, s, a) = |S| E Pxz(x, )Ny (x,s) = |S|(PZ Neo)(s). 54
In particular, by (5.2),
(za)=plj 1‘ =pz()- 1‘ (5.5
,o) = C— .
pPzaZ D J Al =pzQ2 Al

Hence Z and A are stochastically independent, and we even obtain a uniform distribution for
A (not just an approximation).

Before we can show that the adversary knows little about A, we have to define what this
should mean. We impose the strong requirement that the adversary, knowing S and Z, should
not be able to distinguish any two values «, &’ of which it knows that one is the true one. In
order to formalize this, we recall the definition of conditional probabilities. If Yy, Y> are any
random variables with joint probability distribution py,y,, then the conditional probability
of Y1 given Y» = y» is defined by

prn O, ¥2)

PriYa=y, V1) = pry v, (V11y2) =
11Y2=y2 11Y2 Pr,(32)

if py,(y2) > 0, otherwise it is undefined. We require that
max||pzsia=a — Pzs|a=o'll1 (5.6)
o,o

should be sufficiently small, where |-||1 is the £1-norm on the set of probability vectors, or
equivalently, the total variation distance on the space of probability measures. (It will depend
on the application what “sufficiently” means. See Example 7.) By (5.4) and (5.5),

|AI(p! No)(s)

Pzsia(z, sla) = S|

Let pzps denote the product of the distributions pz and pg, such that pzps(z,s) =

pz(2)/|S|. Without loss of generality, we may assume that p is everywhere positive. In
order to bound (5.6), it is sufficient to find, for every @ € A, an upper bound for
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Pszia=a(2,8) ‘

Ipzsia=e — Pzpslh = »_ pz(x)ps(s) 7@ 956

2,8

12
> pr@ps(s) (71’ SziA=alz,5) _ 1)2 /
s pz(2)ps(s)

_ ZPSZlA —a(2,9)? 1 2

pz(2)ps(s)

z,8

1/2
AP (PI No)(5)?
_(ISI; 1) )

PZJ

IA

Using (5.3), the term under the square root satisfies
AP PI NaNg p:
S| plij

2
< IAIZ (I— s)pzﬁz;ra“(pz])
Z

-1

—1

oA Y PP e
- PzJ

z

By definition, the sum can be written in terms of a conditional Rényi 2-entropy,

T
P; Pz — =
log )" ;fr jz =log Y pz(2)2 "XI7=9 = —Hy(X|2).
z Z

z

(Note: There exists a different definition of conditional Rényi 2-entropy, see, e.g., [3].) Hence
we obtain the following result.

Theorem5 Let f : X x S — A be an ¢-ACFU hash function and let S be uniformly dis-
tributed on S. Choose any H > 0. Then for any pair (X, Z) of random variables independent
of S and satisfying Hy(X|Z) > H, the key A = f(X, S) is uniformly distributed on A and
satisfies

B 1/2
max | Pzsiaze = Prsia=all < 2 ((1 = &)l ARTH + |4l — 1)
a,a’eA

Generally, in order to achieve good security in the theorem, we need ¢ =~ 1/|A|. For
instance, consider the following example.

Example7 Let a family {(X,, Z,) : n > 1} of pairs of random variables be given. Assume
that there exists a number H > 0 such that H»(X,|Z,) > nH for sufficiently large n. This is
the case in the typical situation of secret-key generation from i.i.d. correlated sources where
n indicates the number of observed source realizations. Let § > 0 and choose for every n an
&-ACFU hash function f, : &, x S, — A, such that X,, lives on X, and with ¢ < 1/|A4,|
and log|A,| < n(H — §). Then the theorem implies that (5.6) tends to 0 exponentially in
n. In particular, this shows that the best-known key rate in the situation of an i.i.d. source is
achievable even with our stronger-than-usual security measure, see, e.g., [6, pp. 151-159].
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A related application of ACFU hash functions is to wiretap channels, see [30]. In this
application, an additional requirement is that the blocks {x : f(x,s) = «} have constant
size. We have seen in Sect. 3 that this poses no real restriction on the ACFU functions.

For application in privacy amplification and the wiretap channel problem, there exist
functions which have a smaller seed than ACFU hash functions if |S| > |X|, namely |S| =
| X|, but which also achieve the best known key or channel rates in the standard settings like the
i.i.d. source setting from the example. They are based on mosaics of near-Ramanujan graphs,
i.e., edge decompositions of a complete bipartite graph with equal-sized color classes into
subgraphs each of which has a very small second-largest eigenvalue [29]. However, so far we
do not know of any such mosaics whose corresponding functions are efficiently computable.

6 Open questions

After our extension results (Theorems 3 and 4), we discussed how the original function g and
the generated g or g relate with respect to equalities in the lower bounds on the seed sizes. What
remained open was whether every seed-optimal OCFU hash function can be derived from a
seed-optimal OU hash function. Formulated in terms of mosaics and designs, the question
is: Are the members of every mosaic of BIBDs resolvable? In other words, is the method
of Gnilke, Geferath and Pavcevi¢ (Corollary 3) essentially the only way of constructing a
mosaic of BIBDs? By Corollary 2, the members of a mosaics of BIBD(v, k, A) certainly
need to satisfy the necessary condition » > v + r — 1 for resolvable designs.

If this question can be answered in the positive, then this also implies that dually, any &-
ACFU hash function with equality in (3.4) is the point extension of an e-ASU hash function
satisfying equality in (3.11). Another consequence would be that the sum of a mosaic of
BIBDs is doubly-resolvable [5, Remark 1.5.16].

More generally, a similar question can be posed about the structure of mosaics which
neither in their “primal” nor their dual version consist of BIBDs. In terms of ACFU hash
functions, this could in particular clarify the relation between seed-optimal ACFU hash
functions with equality in (3.5) and seed-optimal ASU hash functions with equality in Lemma
8.
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