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Abstract 

In the contemporary digital landscape, mobile applications have become the predominant conduit for internet 
connectivity and daily tasks. Simultaneously, the advent of application encryption technology has safeguarded users’ 
privacy. However, this encryption, while fortifying privacy, introduces challenges to security by hindering the effective 
management of network applications within encrypted data streams. Conventional detection methods for encrypted 
application traffic, relying heavily on statistical metrics like payload, packet size, and distribution, are constrained 
to single traffic flows, often yielding results of limited specificity. To address this limitation, our paper introduces 
an innovative approach that elucidates the multi-flow nature of application behavior traffic and provides context 
to encrypted application traffic. This method offers a more nuanced and comprehensive perspective for understand-
ing and representing network traffic, even when encrypted. The efficacy of our approach was evaluated using a sub-
stantial volume of real network traffic data. Results indicate that our method achieves an average accuracy of 0.958 
in identifying application behavior traffic and 0.955 in classifying application traffic. These outcomes signify a substan-
tial enhancement over single network flow-based detection methods, demonstrating a notable 5.3% improvement.
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Introduction
In the ever-evolving landscape of network technology, the 
analysis of traffic patterns plays a pivotal role in both net-
work management and security. Such as encryption type 
identification  (Wang et  al. 2017a), IoT device identifica-
tion [2], intrusion detection (Borders et al. 2012), anomaly 
detection  (Mirsky et  al. 2018) and network service type 
identification (Draper-Gil et al. 2016), etc. The classifica-
tion of application behavior and application traffic, inte-
gral components of traffic analysis, has gained significant 

attention in recent years. Effective network management 
and robust network security are heavily reliant on the 
ability to accurately interpret and classify network traffic.

Prior research in network analysis predominantly relied 
on pattern-based methodologies  (Bujlow et  al. 2015). 
However, the swift evolution of encryption technology 
has rendered these pattern-based approaches ineffective. 
Consequently, the adoption of learning-based network 
intrusion detection systems has garnered significant 
attention within both academic  (Li et  al. 2018; Holland 
et al. 2021) and industrial  (Mirsky et al. 2018) domains. 
Learning-based strategies encompass both machine 
learning-based  (Shafiq et  al. 2016), and deep learning-
based (Wang et al. 2017b). Within the realm of machine 
learning-based approaches, statistical feature methods 
are prevalent, including the utilization of algorithms such 
as random forest  (Shang et  al. 2019), SVM  (Feng et  al. 
2019), and KNN (Xie et al. 2012). Detection models based 
on spatial distribution, such as sequential models (Barra-
das et al. 2021), convolutional neural networks (Sirinam 
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et  al. 2018), and recurrent neural networks  (Liu et  al. 
2019), have also been widely employed in this context.

Traditional approaches in traffic analysis have primar-
ily focused on the examination of single network traf-
fic flows. While these methods have been somewhat 
effective, they fall short in capturing the intricacies of 
applications that generate multiple network flows. This 
limitation poses a significant challenge in accurately clas-
sifying and understanding application behaviors and traf-
fic patterns.

Surprisingly, multiple flows in traffic analysis have not 
been systematically studied, and little research has been 
carried out on the flow relationship between application 
behaviors and multiple flows and the context of applica-
tion behaviors traffic within an application. To make up 
for the above gap, this paper proposes three aims. Firstly, 
explore and define the relationships between different 
network flows in application behavior traffic with multi-
flow. Secondly, how to build a model to describe the 
application behavior traffic with multiple flows. Thirdly, 
explore the contextual relationship of different applica-
tion behavior traffic within the application and build a 
model to identify different application traffic.

In order to achieve the above goals, through a large-
scale case study, we first define the relationship between 
multiple flows from the aspects of attribute characteris-
tics and the timing sequence of network flows. Then, we 
propose a novel network flow graph model to represent 
the relationship between multiple network flows. Finally, 
we build an application traffic classification model based 
on multi-flow behavior traffic by analyzing the context of 
application behavior traffic within the application. Those 
approaches represent a significant departure from tradi-
tional single-flow analysis, offering a more nuanced and 
comprehensive understanding of network traffic.

This paper aims to explore novel approaches to model 
application behavior traffic through the lens of multi-flow 
traffic analysis. It seeks to bridge the gap in current meth-
odologies that fail to consider the collective features of 
multi-flow traffic. The exploration extends to how these 
relationships can be effectively utilized to model applica-
tion traffic, considering the context of application behav-
ior traffic. Our contributions are as follows:

•	 We initially introduced the concept of multi-flow 
relationships within application behavior traffic. 
Through extensive analysis, we defined three distinct 
types of network multi-flow relationships, offering a 
novel and insightful perspective in this domain.

•	 We proposed an innovative multi-flow graph model, 
which is a pioneering approach to represent and ana-
lyze multiple network flows, enabling more effective 
classification of application behavior traffic based on 
multi-flow traffic similarity.

•	 We proposed a new application traffic classifica-
tion method that uniquely integrates the multi-flow 
characteristics of application behavior traffic with 
the context of behavioral traffic. This method not 
only enhances traffic classification accuracy but also 
underscores the significance of traffic analysis in col-
laborative detection across network flows.

The organization of this paper is as follows: Sect.   intro-
duces the problem’s background and current challenges. 
Section  delves into related research, providing a theoret-
ical backdrop. Section  and Sect.  are pivotal, introducing 
the construction of multi-flow relationship and behav-
ioral context models. Section   focuses on evaluating 
the accuracy and performance of these models. Section   
engages in a discussion on the findings, acknowledging 
the limitations of the study. Finally, Sect.   concludes the 
paper with a summary, encapsulating the key insights 
and contributions of the research.

Related work
Network Traffic Analysis
Network traffic analysis receives extensive attention 
from network security researchers, and is used in vari-
ous tasks of network security. Traffic analysis can infer 
user’s actions (Conti et al. 2016) in android platforms and 
the web page user view (Shen et  al. 2021). Applications 
identification help the manager clearly know applications 
used within the organization by traffic analysis (Shen 
et  al. 2021; Shapira and Shavitt 2021). Traffic using dif-
ferent encryption technologies can hide transferred data, 
hence, traffic encryption technologies detection (Wang 
et  al. 2017a) and traffic categories(Shapira and Shav-
itt 2021) (e.g. VoIP, viedo, etc.) detection in encryption 
channels are used in network management.

Besides, network intrusion detect system (Borders et al. 
2012) detects network intrusion behavior by analyzing 
network traffic, such as, bot command and control con-
nections detection (Jacob et al. 2011), tor routing attack 
traffic detection  (Sun et  al. 2015), and website injection 
traffic detection (Nakibly et al. 2016). Besides, traffic anal-
ysis also applied to malware traffic detection (Bartos et al. 
2016; Wang et al. 2017b), abnormal traffic detection  (Li 
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et al. 2020; Dong et al. 2021; Li et al. 2021), and website 
fingerprinting attack  (Wang and Goldberg 2017).

Approaches of Encrypted Traffic Classification
Deep Learning-Based Methods: Over recent years, deep 
learning techniques have gained significant traction in 
encrypted traffic classification. These methods typically 
employ neural networks, such as Convolutional Neu-
ral Networks (CNNs) (Wang et al. 2017a) or Recurrent 
Neural Networks (RNNs) (Wang et al. 2019), to analyze 
traffic patterns and identify specific characteristics of 
encrypted data. Statistical Analysis: Statistical analysis 
remains a popular method for encrypted traffic clas-
sification. This approach involves analyzing the statis-
tical properties of traffic flows, such as packet sizes, 
timing, and flow duration, to infer the type of applica-
tion or service (Aceto et al. 2018; Bar-Yanai et al. 2010). 
Behavioral Analysis: Behavioral analysis methods focus 
on the behavior of applications or users rather than the 
content of the traffic itself. By examining patterns such 
as data flow rates and connection intervals, these meth-
ods aim to classify traffic based on application behavior 
profile  (Zheng et  al. 2020; Wang et  al. 2019). Machine 
Learning with Feature Engineering: Machine learning 
techniques combined with feature engineering have 
been extensively used for encrypted traffic classifica-
tion. This approach involves selecting and engineering 
specific features from traffic data, which are then used 
to train machine learning models like Support Vector 
Machines (SVMs)  (Fan et  al. 2017) or Random For-
ests (Liu et al. 2021).

In addition, there are semi-supervised detection 
methods, such as FlowPrint  (Van  Ede et  al. 2020), 

which identifies applications by extracting and cluster-
ing network flow features such as periodicity and bytes 
transferred. Moreover, there are pre-trained fine-tun-
ing models, like ET-Bert (Lin et al. 2022) for traffic clas-
sification, which treats encrypted traffic as sequences of 
“sentences” and “words,” utilizing the BERT language 
model to capture complex patterns in packet metadata. 
These methods showcase advanced techniques for ana-
lyzing encrypted network traffic without decryption.

Application Behavior Traffic Similarity based 
on Multi‑flow
In this section, we delve into the intricacies of network 
applications, which are characterized by multiple appli-
cation behaviors. These behaviors often necessitate the 
cooperative integration of multi-flows. For instance, 
an application behavior like sending pictures typically 
involves the concerted action of three distinct network 
flows, as shown in Fig.  1. Our focus here is to analyze 
multi-flow relationships within application behavior traf-
fic, as well as the contextual interplay of various multi-
flow application behaviors inside the application.

Multi‑flow Contruction based on Graph
As shown in Fig. 2, we utilize a connected graph repre-
sentation to represent network traffic. The nodes are 
the traffic flow, and the edge represents the relationship 
between different flows.

For network trafic flow set F = f1, f2, . . . , fi, ... , which is 
generated in an application behavior. The relationships 
between traffic flow can be divided into three types illus-
trated as follows:

Fig. 1  Application behavior context and multi-flow relationships within application behavior
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Adjoint: flow fi and flow fj , they always appear together 
in the traffic of application behavior, hence, we mark it 
as fi ∼ fj . The adjoint relationship satisfies reflexivity and 
symmetry. For any flow fi and fj , if there exists fi ∼ fj , 
there must be fj ∼ fi.

Partial Order: flow fi and flow fj appear together, and 
flow fi alway appear early than flow fj , we mark it as 
fi ≺ fj . The partial ordering relationship satisfies reflexiv-
ity, antisymmetry and transitivity. For any flow fi and fj , 
if there exists fi ≺ fj and fj ≺ fi , there must be fi = fj . For 
any flow fi , fj and fk , if fi ≺ fj and fj ≺ fk , there must be 
fi ≺ fk . It is worth noting that the partial ordering rela-
tionship of flows is included in the adjoint relationship of 
flows. Two flows that satisfy the partial ordering relation-
ship must also satisfy the adjoint relationship at the same 
time.

Independent: if there is no fixed sequential relationship 
between flow fi and flow fj , in other words, the relations 
may not appear every time, we would define there is an 
independent relationship between the single flow fi and 
fj marked as fi⊥fj . The independent relationship of flows 
satisfies reflexivity and symmetry. For any flow fi and fj , 
if there exists fi⊥fj , there must be fj⊥fi received. Two 
flows that satisfy the independent relationship must not 
satisfy the adjoint or partial order relationship. Similarly, 

two flows that satisfy the adjoint relationship or par-
tial order relationship must not satisfy the independent 
relationship.

We use edges to represent the network traffic flow’s 
relationship and nodes to represent the network traffic 
flow. The node stores a single flow’s basic information 
and statistical features, including flow communication 
server domain name, communication server port, and 
traffic layer statistical characteristics, etc. Here, we use 
those traffic features as shown in the Table 1.

Network Traffic Processing
In our network traffic analysis methodology, we begin 
by segmenting the traffic based on the five-tuple clas-
sification, which includes source and destination IP 
addresses, source and destination ports, and the pro-
tocol used. Following this initial categorization, we 
further partition the network traffic into burst  (Taylor 
et  al. 2016), a sudden, short-lived increase in the vol-
ume of data transmission over a network caused by 
application behavior, based on specific parameters 
such as timestamps and packet sizes. Specifically, we 
define a burst based on the activity within a continuous 
threshold time window. If there is a period of inactivity, 
measured as a lack of packet transmissions, lasting for 

Fig. 2  Different relationships of network flows: a Adjoint, b Partial order, and c Independent

Table 1  Features of each network traffic flow node

Features type Features we used

upstream direction #packet numbers, #stream size, #max pkt size, #min pkt size,
#pkt Avg. size, #pkt Std. deviation

downstream direction #packet numbers, #stream size, #max pkt size, #min pkt size,
#pkt Avg. size, #pkt Std. deviation

total #max pkt size, #min pkt size, #Avg. pkt size,
#pkt size Std. deviation
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more than a burst threshold of 1  s, used in the refer-
ence (Taylor et al. 2016), we consider this as the bound-
ary between two distinct bursts.

Each of these bursts is then represented as a distinct 
node within a network multi-flow traffic graph. This 
graph-based representation allows us to capture multiple 
snippets of network traffic, offering a granular view of the 
traffic flow. Subsequently, we segregate the network traf-
fic into various application behavior traffic samples, using 
time intervals as the primary differentiator, as shown in 
Fig. 3.

Within each traffic behavior sample, we further dissect 
the data into multiple network flow segments. This seg-
mentation is again based on groups defined by the five-
tuple classification. Through this methodical division and 
analysis, we can construct a comprehensive multi-flow 
graph. This graph not only represents the application 
behavior traffic but also facilitates a deeper understand-
ing of the underlying patterns and relationships within 
the network traffic.

In our approach, we group multiple flows by domain 
name. Utilizing domain names as the grouping criterion 

allows us to comprehensively represent the traffic linked 
to specific applications or services, which frequently span 
multiple network connections. Importantly, while we rec-
ognize that network traffic and user behaviors are inher-
ently dynamic, our domain name-based grouping strategy 
is inherently designed to accommodate such variability. 
Applications and web services typically generate network 
flows consistently associated with particular domains, 
making this approach robust against fluctuations in flow 
specifics, such as IP addresses or ports. This constancy 
provides a stable foundation for our traffic classification 
efforts.

Multi‑flow Traffic Similarity
In this paper, the method for multi-flow matching calcu-
lates the overall multi-flow similarity, denoted as ρ(G,G′) , 
for a given multi-flow structure G = (V ,E) (where V rep-
resents nodes/single flow collections, and E represents 
edge collections) and the target multi-flow G′ = (V ′) (con-
taining only the target single flow collection V ′ , without a 
logical description). The specific algorithm is described in 
Algorithm 1.

Fig. 3  Construcion of the multi-flow model within application behavior traffic
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Algorithm 1  Multi-Flow Similarity Calculation

For the given target flow set G′ = (V ′) , traverse the 
nodes i contained in it. Map them to the nodes I ∈ V  
based on their basic information, such as the server 
domain name and server port, and calculate the single-
flow similarity between them.

The single-flow similarity can be calculated in two 
ways: The first method utilizes the statistical charac-
teristics of the nodes’ single flows, combines them into 
vector form to obtain a feature vector of single flows, 
and then calculates the feature vector distance between 
flow fi and flow fj using the cosine similarity algo-
rithm, represented as ρflow(i, j) . This approach calcu-
lates the similarity between two single flows based on 
their feature vectors. The second method employs the 
Dynamic Time Warping algorithm (DTW). We can use 
the length sequences of data packets for both candidate 
single flows as inputs of the DTW algorithm. Then, the 
distance on the length change curve of these two flows 
is calculated using DTW to describe their similarity.

Once the matching and similarity calculation for 
the single flow nodes are completed, we obtain a sin-
gle flow matching set M′ that contains nodes or sin-
gle flows from V ′ that are matched with V. Next, we 
can calculate the logical similarity ρlogic(i, j) between 
graphs G and G′ as follows: For the nodes i and j in M′ , 
as well as the matched nodes I and J in V, retrieve the 
edge edgeI ,J  connecting nodes I and J from G. The edge 
edgeI ,J  stores three items 〈isPO , POtype, Pso(I ,J )〉 . isPO, 
a boolean value indicating whether this edge is a par-
tial order relation; POtype, a description of the partial 
order type; thirdly, PsoI ,J  , the probability that the two 
vertices represented by the edge connect in the flows 
simultaneously. If isPO is true, check if nodes i and j 
satisfy the partial order type POtype. If they do, the 
flow logic relationship parameters rflow(i, j) = 1 ; other-
wise, lflow(i, j) = 0 . If isPO is false, lflow(i, j) = PsoI ,J  . For 
the nodes i and j, and having already calculated their 
flow similarities ρflow(i, I) , ρflow(j, J ) and lflow(i, j) , we 
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can further calculate their joint similarity ρjoint(i, j) as 
shown in Eq. 1:

Finally, the multi-flow similarity ρ(G,G′) between G and 
target G′ is calculated as shown in Eq. 2:

By calculating the multi-flow similarity ρ(G,G′) , we can 
quantitatively describe the similarity between the given 
multi-flow structure G = (V ,E) and the target multi-
flow G′ = (V ′) . Based on the selected threshold, it can be 
determined whether they are successfully matched.

Application Behavior Traffic Similarity Calculation
In previous sections, the multiple flow matching degree 
calculation algorithm designed for multiple flow struc-
tures is introduced, as shown in Algorithm  1. In this 
algorithm, we first calculate the single flow similarity, 
based on the single flow similarity scores between each 
single flow in the set of flows to be matched and the cor-
responding single flows in the actual behavioral structure 
of multiple flows, denoted as ρflow(i, I) . Then, within the 
matched set of flows M′ , we calculate the logical simi-
larity scores lflow(i, j) for pairwise combinations of these 
flows. Using these single flow similarity scores ρflow(i, I) 
and logical similarity scores lflow(i, j) , we can further cal-
culate the joint similarity scores ρjoint(i, j) between pairs 
of single flows. Finally, we sum up all the joint similarity 
scores and normalize them to obtain the final similarity 
score ρ(G,G′) for the multiple flow structure.

(1)ρjoint(i, j) = ρflow(i, I) ∗ lflow(i, j) ∗ ρflow(j, J )

(2)ρ(G,G′) =

∑i,j∈V ′

i,j ρjoint(i, j)

sizeOf (E)

In the implementation, for the matched flow set 
G′ = (V ′) and the given multiple flow structure 
G = (V ,E) , this paper introduces three additional simi-
larity metrics to enrich the content of the multiple flow 
matching degree:

•	 Size Similarity ρsize(G,G′) : Describes the similarity in 
terms of the number of single flows between the set 
of flows to be matched and the given multiple flow 
structure. It is calculated as the ratio of the number 
of single flows contained in both sets, as shown in 
Eq. 3. 

•	 Node Similarity ρpoint(G,G′) : Represents the propor-
tion of successfully matched single flows in the set of 
flows to be matched to the total size of that set. It is 
calculated as the ratio of the number of successfully 
matched single flows to the size of the set of flows to 
be matched, as shown in Eq. 4. 

•	 Main Flow Similarity ρinevitable(G,G′) : Describes the 
matching degree of the set of flows to be matched 
with the main flow set T in the given multiple flow 
structure. It is calculated as shown in Eq. 5. 

(3)

ρsize(G,G′) =











size(V )
size(V ′)

if size(V ) < size(V ′)

1 if size(V ) = size(V ′)
size(V ′)
size(V )

if size(V ) > size(V ′)

(4)ρpoint(G,G′) = sizeOf (M′) / sizeOf (V ′)

(5)ρinevitable(G,G′) =

∑

i∈V ′,t∈T

ρflow(i, t)

sizeOf (T )

Fig. 4  Extraction of application behavior traffic context
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In ρinevitable(G,G′) , the concept of the main flow is intro-
duced. The main flow refers to a single flow that appears 
in every instance of the same behavior’s multiple flow 
structure. The main flow represents a prominent portion 
of data transmission in that behavior, containing essential 
characteristics of the application’s functional traffic. If the 
traffic of a behavior includes these consistently appear-
ing main flows, we consider it to have a certain degree of 
stability. Therefore, this paper introduces an additional 
main flow similarity ρinevitable(G,G′) to emphasize their 
impact.

So far, we have calculated four similarity metrics for 
the set of flows to be matched G′ = (V ′) and the given 
multiple flow structure G = (V ,E) , including the mul-
tiple flow structure similarity ρ(G,G′) , size similarity 
ρsize(G,G′) , node similarity ρpoint(G,G′) , and main flow 
similarity ρinevitable(G,G′) . These similarities will have 
varying degrees of impact on the overall matching degree 
of the multiple flows during the evaluation. Therefore, 
we define a weight factor for each similarity metric, and 
compute the final multiple flow matching degree multi-
MatchDegree with Eq. 6:

Construction of Behavior Characteristics based 
on Application Context
Application Behavior Context Construction
Mobile applications typically comprise a variety of func-
tion screens, including the login screen, main screen, 
search screen, and results display screen, among others. 
User interactions within the application prompt transi-
tions between these screens, as illustrated in Fig. 4. The 
logic governing these screen transitions differs across 

(6)multiMatchDegree = α ∗ (ω ∗ ρinevitable + φ ∗ ρ(G,G′))+ β ∗ ρpoint + γ ∗ ρsize

applications, resulting in unique user behavior contexts 
within each application. Therefore, by examining the pat-
terns of screen transitions within an application, it is pos-
sible to delineate the contextual relationships between 
different user behaviors. This approach enables the analy-
sis of the contextual connections reflected in the network 
traffic generated by activities within the application.

In particular, we define the endpoint of a directed edge 
as the final screen reached after performing correspond-
ing behaviors. This is because some behaviors, while exe-
cuted, may cause consecutive jumps in the application’s 
screens, which can span multiple screen. The final screen 
refers to the screen reached after executing the behavior 
and where no further jumps occur until the completion 
of that behavior without external interference.

In real-world scenarios, users typically start using an 
application from its launch activity (Launch Activity) 
or the “main screen” (the first screen displayed after the 
application is launched). Therefore, we can set a root 
node for the directed graph that describes contextual 
relationships, which is the main screen of the application.

Contextual Relationships Matching
As previously mentioned, contextual relationships fun-
damentally describe the relationships between mul-
tiple streams contained within application behaviors. 
Therefore, the matching of contextual relationships also 
relies on the matching of multi-flow relationships. Algo-
rithm  2 describes the process of matching contextual 
relationships.

Algorithm 2  Context Matching Algorithm
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In essence, contextual relationship matching occurs 
only after matching a multi-flow relationship. Fol-
lowing the matching of a given multi-flow queue 
� = ̟1,̟2, . . . ,̟n , and the root node noderoot in the 
contextual relationship graph, for the first element ̟1 in 
the queue, the current node node is set to noderoot . Start-
ing from the current node, retrieve all outgoing directed 
edges (multi-flows), and if the pending multi-flow ̟1 
matches successfully with one of them, move the current 
node to the endpoint node pointed to by that directed 
edge and add i by 1, start the next matching cycle. If 
the pending multi-flow fails to match with all outgoing 
directed edges from the current node, the queue of multi-
flows fails to match. In particular, for multi-flow queues 
with higher uncertainty, when a node’s match fails, it may 
not be immediately considered a failed match for the 
entire multi-flow queue. Instead, the current failed multi-
flow can be discarded, and the next multi-flow queue can 
be popped from the queue for further matching, continu-
ing until the multi-flow queue is empty.

Identification of Encrypted Applications Traffic
This work considers three strategies to identify encryp-
tion applications, namely the traversal strategy, the 
greedy strategy and the Top-K strategy, which are 
described as follows.

Traversal strategy: For a given traffic to be matched, 
match all possible paths in the multi-flow context struc-
ture in the library, and calculate the path with the highest 
matching degree as the matching degree of the applica-
tion corresponding to the multi-flow context structure. 
The traversal strategy is the most general strategy, as 
shown in Fig. 5 (a). This strategy calculates the matching 
degree of the traffic to be matched for all possible paths 
in each multi-flow context structure, and finally selects 
the path with the highest matching degree as the current 

Matching degree of context structure. However, since 
the multi-flow context structure of most applications is 
relatively complex, if all valid paths are traversed, a large 
number of invalid matches will inevitably be generated, 
resulting in a high time consumption of the traversal 
strategy.

Greedy strategy: For a given traffic to be matched, only 
the local best matching result of each layer in the multi-
flow context structure in the library is selected as the 
node of the matching path. The greedy strategy is often 
used to reduce the time complexity of the algorithm. This 
strategy tends to select the local optimal solution as part 
of the global optimal solution. By continuously select-
ing the local optimal solution, the interference of some 
low-matching paths is eliminated. thereby achieving 
faster execution speed. Theoretically, for the traffic to be 
matched, the greedy strategy will only generate a match-
ing path for the multi-flow context structure, as shown 
in Fig. 5 (b). Each node on this path is the node with the 
highest matching degree in the current layer. Therefore, 
the time consumption of the greedy algorithm is the low-
est among existing strategies. However, the greedy strat-
egy has a problem that cannot be ignored, that is, the 
greedy strategy only looks for an optimal solution in the 
current layer and ignores the matching of subsequent 
nodes.

Top-K strategy: For a given traffic to be matched, the 
Top-K strategy selects the top K multi-flow traffic nodes 
in similarity from each layer set as subsequent matching 
paths, as shown in Fig. 5 (c). The Top-K strategy, build-
ing upon the concept of local optimality in the greedy 
strategy, employs the idea of considering locally bet-
ter solutions for selecting subsequent matching paths. 
Top-K strategy takes into account the top-K locally opti-
mal nodes to explore the matching of these nodes’ sub-
sequent paths. Additionally, the number of next possible 

Fig. 5  Strategy of path searching
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node decreases as the matching path becomes longer. 
Therefore, the Top-K strategy continuously reduces the 
value of K with the increasing path length to accelerate 
the matching process.

For example, as shown in Fig. 5, starting from the root 
node. In the traversal strategy, as shown in Fig. 5 (a), the 
root node traverses all three nodes of the next level, then 
selects a node from the nodes of the next level in turn. 
It traverses all the nodes of the next level of the node 
again until all nodes have been traversed, 12 nodes are 
traversed in this strategy. The root node traverses three 
nodes of the next level and then selects the highest node 
in similarity as the next node. Each layer only selects the 
node with the highest similarity (including child nodes) 
as the next node in the greedy strategy; a total of 6 nodes 
are visited in Fig.  5 (b) with the greedy strategy. In tra-
versal strategy as shown in Fig.  5 (c), top-K nodes in 

similarity are selected in each layer, where K=3 in the 
first layer, K=2 in the second layer, and K=1 in the third 
layer. Finally, a total of 9 nodes are visited.

The evaluation of classification effectiveness
In the evaluation section, we rigorously assess the effec-
tiveness of two key aspects: application behavior traf-
fic and application traffic classification. This evaluation 
involves a systematic analysis of the performance metrics 
relevant to each area. For application behavior traffic, we 
focus on the accuracy and reliability of identifying dis-
tinct user activity within the application based on their 
network traffic patterns. For application traffic classifica-
tion, we concentrate on the precision, recall, and overall 
accuracy of correctly categorizing the traffic into prede-
fined classes or types.

Table 2  The Used Dataset

Applications Behavior No. of samples No. of packets Size (MB)

VK Start 20 6,229 2.71

Upload images 20 8,318 6.07

Visit photos 20 31,236 19.08

Send gifts 20 14,806 9.24

Post media 20 23,277 13.90

Bilibili Start 20 19,506 19.88

Visit profile 20 12,407 10.60

Watch video 20 13021 13.72

Post moments 20 19,027 21.20

Fresh homepage 20 11,021 11.26

Facebook Start 20 7,256 7.30

Visit profile 20 10,242 8.90

Upload images 20 12,492 12.35

Fresh homepage 20 24,175 24.80

Weibo Start 20 7,752 7.90

Visit homepage 20 10,923 10.60

Post media 20 13,989 13.72

View comments 20 20,924 21.20

Fresh homepage 20 11,394 11.26

Redbook Start 20 113,106 120.30

Visit profile 20 142,027 130.00

Watch video 20 98,462 108.60

Post moments 20 20,398 20.32

Fresh homepage 20 95,019 102.60

Yingyong Bao Start 20 36,984 38.75

Application info 20 18,128 18.40

Download applications 20 39,027 43.26

Total 27 Behaviors 540 841,146 827.92
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Dataset, Evaluation Metrics, and Baselines
For our experimental evaluation, we gathered data on 27 
distinct behavioral encrypted traffic across six different 
application types, resulting in a dataset of 540 behavioral 
encrypted traffic sample sets (detailed in Table  2). Each 
behavioral traffic comprises multiple network flows.

Multi-class Confusion Matrix is a tool used in machine 
learning to evaluate the performance of classification 
models. It’s an extension of the basic confusion 
matrix  (Luque et  al. 2019), which is typically used for 
binary classification tasks. In a multi-class confusion 
matrix, there are more than two classes, and the matrix 
helps in visualizing the performance of the algorithm 
across all these classes. The matrix is a square matrix, 

where the number of rows and columns equals the num-
ber of classes. Each column of the matrix represents the 
instances in a predicted class, while each row represents 
the instances in an actual class. For example, each 
celli,j =

Ni,j

Ni
 , where Ni,j is the instances of class i predicted 

to class j, and Ni is the total instances of class i. Thefore, 
j
∑

k=1

celli,k = 1 , the sum of cells in each column is 1. The 

confusion matrix is presented in a tabular format and is 
essential for evaluating the prediction results of a classifi-
cation model. It offers a comprehensive measure of the 
model’s performance by illustrating the correlation 
between actual categories and those predicted by the 
model.

Fig. 6  Confusion matrix of application behavior traffic classification
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Accuracy is the proportion of samples that are correctly 
classified among all samples.

Precision is defined as:

and Recall is defined as:

The Macro F1 scores is the average F1-score of all classes. 
F1 can be defined as follow:

In the comparative experiment section, we conduct an 
analysis contrasting the multi-flow traffic classification 

(7)Accuracy =
TP + TN

TP + TN + FP + FN

(8)Percision =
TP

TP + FP

(9)Recall =
TP

TP + FN

(10)F1 =
2 · Precision · Recall

Precision+ Recall

method with the established single-flow-based classifi-
cation approach. This comparison aims to ascertain the 
relative efficacy of the multi-flow-based traffic classifica-
tion in comparison to the conventional single-flow clas-
sification method. The experimental evaluation utilizes 
the network traffic characteristics delineated in Table  1 
as features.

In recognition of the often superior classifica-
tion capabilities of machine learning methods with 

Fig. 7  Results of application behavior traffic classification

Table 3  Effectiveness on application behavior traffic of each 
application (Average ACC, Macro PR, RC, and F1)

Applications Accuracy Prediction Recall F1

VK 0.977 0.985 0.975 0.979

Weibo 0.969 0.974 0.966 0.969

Bilibili 0.938 0.953 0.933 0.938

Redbook 0.946 0.952 0.947 0.944

Average 0.958 0.966 0.955 0.961
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low-dimensional features over deep learning approaches, 
especially in scenarios with limited data complex-
ity   (Buchanan 2022; Vogelstein et  al. 2021). We opt to 
utilize machine learning methods as a benchmark in our 
reference experiment. The selected methodologies for 
this comparative analysis include:

•	 Liu et al. (2021), which uses random forest,
•	 Jadav et  al. (2021), which bases logistic regression 

algorithm,
•	 Fan et  al. (2017), uses Support Vector Machine 

(SVM) algorithm,
•	 Afuwape et  al. (2021), which is based on K-Nearest 

Neighbors (KNN),
•	 Alhawi et al. (2018), which uses Bayesian classifiers,
•	 Flowprint Van Ede et al. (2020), which uses the con-

munication destion address and TLS certificate as 
the app’s fingerprint, and classifies applications via 
fingerprint.

These methods are chosen for their effectiveness in han-
dling low-dimensional feature spaces and their proven 
track record in traffic classification tasks. Through this 
comparative experiment, we aim to provide a compre-
hensive understanding of how multi-flow and single-flow 

traffic classification methods perform under similar con-
ditions and feature sets.

Effectiveness on Application Behavior Traffic Classification
In the context of the dataset composition described ear-
lier, we successfully identified different behaviors within 
the VK, Weibo, Bilibili, and Redbook applications. The 
confusion matrices for behavior classification within each 
application are presented in Fig. 6.

In a multi-class confusion matrix, each cell (i,  j) indi-
cates the fraction of samples whose true class is i but are 
predicted by the model to be in class j. Thus, the main 
diagonal elements of the matrix signify the percentage of 
samples accurately predicted by the model, while the off-
diagonal elements reflect the model’s misclassifications. 
For instance, 5% of the samples of application VK genu-
inely belonging to the uploadPic (representing upload 
picture behavior) are incorrectly classified as other sam-
ples in Fig. 6. Conversely, 95% are correctly identified as 
uploading picture behavior. Within the Weibo applica-
tion, Around 10% of postMedia traffic is misclassified 
as profile visiting. The act of posting media with images 
entails a more complex process. This process not only 
involves uploading images but also concurrently results 
in the creation of a new post. Furthermore, accessing the 
profile screen initiates a dynamic retrieval of images from 
the album. This overlapping functionality between post-
ing and viewing activities on Weibo can occasionally lead 
to confusion. The behavioral patterns within applications 
like Bilibili and Redbook, particularly in activities such as 
video watching, are prone to ambiguity. This confusion 
primarily arises from the similarity in their service con-
tent structures. In both activities, the behavioral traffic 
is dominated by streaming media content, encompass-
ing videos, and a mix of static and dynamic images. This 
resemblance in content delivery and structure makes it 
challenging to distinctly categorize these behaviors. Fig-
ure  7 provides detailed effectiveness metrics of our 
method for behavior traffic classification across various 

Table 4  Comparison with single flow-based methods and 
Flowprint on behavior traffic classification within application 
(Average ACC, Macro PR, RC, and F1)

Algorithems Accuracy Prediction Recall F1

 Liu et al. (2021) 0.716 0.715 0.684 0.699

 Jadav et al. (2021) 0.727 0.729 0.680 0.703

 Fan et al. (2017) 0.590 0.635 0.523 0.573

 Afuwape et al. (2021) 0.640 0.640 0.627 0.633

 Alhawi et al. (2018) 0.817 0.804 0.797 0.800

Flowprint Van Ede et al. (2020) 0.452 0.424 0.512 0.463

Multi-flow 0.958 0.966 0.955 0.961

Table 5  Comparison with single flow-based methods and Flowprint on application traffic classification (Average ACC, Macro PR, RC, 
and F1)

Algorithems Accuracy/� Prediction/� Recall/� F1/�

 Liu et al. (2021) 0.809/+0.000 0.796/-0.001 0.778/+0.001 0.786/+0.000

 Jadav et al. (2021) 0.918/+0.000 0.870/+0.000 0.858/-0.001 0.863/-0.001

 Fan et al. (2017) 0.782/+0.000 0.756/+0.000 0.746/+0.000 0.750/+0.000

 Afuwape et al. (2021) 0.884/+0.001 0.879/-0.001 0.862/+0.001 0.870/+0.000

 Alhawi et al. (2018) 0.902/0.000 0.895/-0.002 0.885/0.001 0.889/-0.001

Flowprint Van Ede et al. (2020) 0.962/-0.439 0.953/-0.438 0.962/-0.470 0.957/-0.454

Multi-flow 0.955/+0.000 0.966/-0.001 0.950/+0.001 0.957/+0.000
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applications, while Table  3 presents the average perfor-
mance for each application.

In order to evaluate the effectiveness of the introduced 
multi-flow approach, this experiment conducts a com-
parative analysis with single-flow feature-based machine 
learning methods and multi-flow based method, named 
Flowprint. The methods selected for this comparison 
include Random Forest, Logistic Regression, SVM (Sup-
port Vector Machine), K-Nearest Neighbor (KNN), and 
Naive Bayes. These models are developed using the those 
single-flow features specified in Table  1, applied to our 
dataset. For Flowprint, we use the same multi-flow fea-
tures with Flowprint  (Van  Ede et  al. 2020) to represent 
application behavior traffic and application traffic, and 
we use the default setting τcorrelation=0.1, and τsimilarity

=0.9.
The average results of this comparison on behavior 

traffic classification within application (VK, Weibo, Bili-
bili, and Redbook), which are detailed in Table 4, reveal 
that among the chosen single-flow methods, Naive Bayes 
(Alhawi et al. 2018) emerges as the most accurate, achiev-
ing an accuracy of approximately 0.817. However, this 
accuracy is notably lower than that of the encrypted 
behavior classification model that utilizes network multi-
flow traffic relationships. This disparity underscores 
the enhanced efficiency of the multi-flow structure in 
accurately classifying behaviors within encrypted traf-
fic, highlighting its superiority over traditional single-
flow feature-based approaches in this specific context. 
It’s noteworthy that the Flowprint  (Van Ede et al. 2020) 
method achieved an accuracy of only 0.452. This out-
come can be attributed to the fact that different behav-
iors within the same application tend to communicate 
with identical addresses and share the same certificate 
information. Consequently, in Flowprint, the fingerprints 
for different behaviors appear identical, leading to the 

method’s inability to accurately distinguish between vari-
ous behaviors within an application.

Effectiveness on Application Traffic Classification
We utilize a database table to encapsulate the context 
of application behaviors traffic. This table is specifically 
designed to store the multi-flow traffic representing the 
potential subsequent behaviors associated with each 
application behavior. By organizing behavior multi-flow 
traffic context in a tabular format, we can effectively cap-
ture and query the sequence and interrelation of behav-
iors within an application. These applications include 
VK, Weibo, Bilibili, and Redbook. In this experiment, we 
select 20 traffic sets from the encrypted traffic of each 
application to serve as positive samples and 30 traffic 
sets randomly selected from other applications as other 
samples.

For this study, we evalute our approach and other 
five distinct machine learning algorithms on the identi-
cal encrypted application traffic dataset. The classifica-
tion results obtained from this testing are systematically 
presented in Table  5,  with bolded values indicating the 
results of the best-performing method.  We deploy the 
Algrothm 2 with traversal strategy, which yields the most 
favorable classification outcomes across various met-
rics, including accuracy, precision, recall, and F1 score. 
Notably, Flowprint, multi-flow based, achieves the high-
est accuracy of 0.962, the highest recalll of 0.962. Our 
method achieves the second-highest accuracy of 0.955 
which is lower than the highest accuracy by 0.007, and 
achieves the highest prediction of 0.966. The accuracy 
achieved by the our method was 5% higher than that of 
the best performing single-flow based methods. This 
margin indicates a substantial improvement and high-
lights the effectiveness of the multi-stream approach 
in classifying application traffic, particularly when 

Fig. 8  Confusion matrix of application classification under different search strategies



Page 15 of 17Mengmeng et al. Cybersecurity            (2025) 8:26 	

compared to other machine learning models applied to 
the same dataset.

To assess the resilience of our model in the face of 
dynamic changes in network traffic, we devised experi-
ments involving our previously trained models. In these 
tests, we randomly selected 50% of our test samples for 
modifications specifically targeting the IP addresses and 
ports of the traffic samples, as well as the server name 
domain information contained within the certificates. 
The purpose of these modifications was to evaluate the 
model’s ability to maintain its performance when con-
fronted with alterations in network traffic features, which 
are typical in real-world environments. Following these 
modifications, we utilized the trained models to classify 
the altered samples. The impact of these feature modifi-
cations on the model’s performance is detailed quantita-
tively in Table 5. In this table, the � is employed to denote 
the variation in the model’s performance metrics before 
and after the modifications were applied.

We observed that the classification performance of our 
method, as well as other single-flow-based classification 
methods, remained essentially unchanged. This stability 
is attributed to the fact that these methods rely on flow 
behavior features and behavior context features, which 
are less susceptible to changes in network configurations 
such as IP addresses and certificates. Conversely, the 
accuracy of Flowprint experienced a significant decline, 
dropping by 0.439. The underlying reason for this 
decrease is that Flowprint constructs fingerprints based 
on the IP address and certificate information. Therefore, 
whenever there is a change in the service provider’s IP 
address or certificate, the fingerprints generated by Flow-
print lose their validity, leading to a marked reduction in 
its classification accuracy. This observation highlights the 
vulnerability of methods that depend heavily on static 
features in dynamic network environments, underscor-
ing the importance of adopting features that are robust to 
such changes.

The comprehensive results in Table  5 provide a clear 
demonstration of the superior performance of our pro-
posed method in the context of encrypted application 
traffic classification.

Comparation under Different Search Strategy
In the realm of network traffic analysis, classification 
efficiency stands as a crucial metric. Consequently, we 

employ classification time cost as a key parameter to eval-
uate the performance of various search strategy in our 
approach. This metric focuses on quantifying the speed 
and responsiveness of different search strategy in iden-
tifying and classifying network traffic, providing insight 
into their operational efficiency and practicality in real-
world scenarios. By comparing the time taken for clas-
sification across different search strategy, we can assess 
their relative effectiveness and suitability for deployment 
in network traffic monitoring and management systems.

We utilize the identical sample dataset as employed 
in Sect.  , applying it to the classification task outlined 
therein. The focus of this evaluation is to ascertain both 
the classification effectiveness and the time efficiency 
of our method when implemented under three distinct 
strategies: traversal, greedy, and Top-K. Figure  8 offers 
a detailed visual representation of the classification con-
fusion matrices for each of these search strategies. From 
this figure, we observe notable differences in the effec-
tiveness of each strategy. Under the traversal strategy, the 
data points are predominantly concentrated along the 
diagonal of the matrix, indicating a high rate of correct 
classifications. Conversely, the effectiveness under the 
greedy strategy is observed to be the least effective. This 
is evident from the considerable scattering of data points 
outside the diagonal, indicating a higher incidence of 
misclassifications. The effectiveness of the TopK strategy, 
while does not match the effectiveness of the traversal 
strategy, superior to the greedy strategy.

Table  6 presents a comprehensive overview of the 
overall classification effectiveness and time consump-
tion associated with our method when implemented 
using different search strategies. This comparative anal-
ysis allows us to assess the balance between efficiency 
and accuracy for each strategy. It is evident that the 
traversal strategy outperforms the others in terms of 
accuracy and F1 score, achieving the highest values of 
0.964 and 0.960, respectively. However, this increased 
accuracy comes at the cost of time efficiency, as the 
traversal strategy exhibits a 48% higher time consump-
tion compared to the greedy strategy. In contrast, the 
greedy strategy, while being the most time-efficient, 
records lower effectiveness with accuracy and F1 values 
of 0.918 and 0.921. The Top-K strategy offers a near-
optimal blend of effectiveness and efficiency. It achieves 
an accuracy of 0.955 and an F1 score of 0.956, closely 
rivaling the traversal strategy’s performance. Notably, 
it accomplishes this with 25% less time consumption 
compared to the traversal strategy. In summary, while 
the traversal strategy offers the highest classification 
effectiveness, it is also the most time-consuming. The 
greedy strategy, on the other hand, is the least effective 
but the most time-efficient. The TopK strategy provides 

Table 6  Evaluation results of different search strategies

Accuracy Prediction Recall F1 Time cost (s)

traversal strategy 0.964 0.972 0.960 0.960 55

greedy strategy 0.918 0.942 0.910 0.921 37

top-K 0.955 0.966 0.950 0.956 42
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a balanced solution, minimizing time consumption 
without significantly compromising on effectiveness. 
This comparative analysis underlines the importance of 
considering both accuracy and efficiency when select-
ing an appropriate strategy for classification tasks.

Limitation
In discussing the limitations of our approach to net-
work traffic detection, it’s important to acknowledge 
the diverse range of network adversary attacks that exist 
today. These attacks can involve dynamically changing 
domain names and server IP addresses, as well as altering 
the size and timing characteristics of network data pack-
ets (Nasr et al. 2021; Li et al. 2023). Through our experi-
ments, we’ve demonstrated that our method maintains 
its effectiveness in classifying traffic even after modifi-
cations to IP characteristics and certificate information. 
However, it’s critical to note that attacks which modify 
the size and timing characteristics of network packets 
pose a significant challenge to our classification accuracy.

These sophisticated attacks can fundamentally alter the 
behavioral patterns that our model relies on for accurate 
classification, thereby undermining its effectiveness. For 
instance, changes in packet size and timing can disrupt 
the flow behavior features and behavior context features 
that are essential for our method’s ability to correctly 
identify and classify network traffic. While our model 
exhibits resilience against changes to static features such 
as IP addresses and certificates, it is more vulnerable to 
attacks that manipulate dynamic aspects of network 
traffic.

This limitation underscores the need for continuous 
improvement in our method and the development of 
advanced techniques capable of detecting and adapting 
to the evolving tactics employed by adversaries. Future 
research could focus on enhancing the model’s robust-
ness against a broader array of attack vectors, including 
those that involve sophisticated manipulations of packet 
size and timing. Additionally, exploring the application 
of graph-based methods in traffic classification could 
provide valuable insights into complex network interac-
tions and dependencies. By addressing these challenges 
and integrating advanced analytical frameworks, we can 
improve the reliability and security of network traffic 
detection systems in the face of increasingly complex and 
adaptive network threats.

Conclusion
In this paper, we have embarked on an in-depth explo-
ration of multi-flow application behaviors traffic within 
the realm of mobile applications. The crux of our work 
is that we proposed a method that models the multi-flow 
relationships within applications. We have rigorously 

evaluated the effectiveness and efficiency of our proposed 
approach through a series of comprehensive experi-
ments. Our method demonstrated a remarkable accu-
racy of 0.958 in application behavior traffic classification. 
Furthermore, it achieved an accuracy of 0.955 in applica-
tion traffic classification. Notably, these results represent 
a significant improvement, exceeding the performance 
of traditional single flow-based network traffic analysis 
methods by 5.3% in terms of accuracy.
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