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Patient face images provide a convenient mean for evaluating eye diseases, while also raising privacy
concerns. Here, we introduce ROFI, a deep learning-based privacy protection framework for
ophthalmology. Using weakly supervised learning and neural identity translation, ROFI anonymizes
facial features while retaining disease features (over 98% accuracy, k > 0.90). It achieves 100%
diagnostic sensitivity and high agreement (k > 0.90) across eleven eye diseases in three cohorts,
anonymizing over 95% of images. ROFI works with Al systems, maintaining original diagnoses

(x > 0.80), and supports secure image reversal (over 98% similarity), enabling audits and long-term
care. These results show ROFI’s effectiveness of protecting patient privacy in the digital medicine era.

Image data is crucial for clinical diagnosis'~’, medical research®’, as well as
artificial intelligence (AI)-aided disease diagnosis”"”. Medical images
account for over 90% of all medical data'® and grow by more than 30%
annually”. However, the collection of personal medical images also
increases the risk of privacy breaches'**. Thus, the development of anon-
ymization methods” ™ is increasingly critical, aiming to remove the per-
sonal identifiable information from the images. Among all medical image
types, the facial images draw particular attentions™ ™, as it includes rich
biometric identifying information, and is widely adopted in access
control”*.

In ophthalmology, facial images play a more prominent role than
many other medical specialties” *, particularly for diagnosing external eye
conditions like strabismus, ptosis, and thyroid eye disease (TED). These eye
diseases manifest through visible signs within the periocular areas and the
related facial tissues*™. Traditional anonymization techniques, such as
cropping out the eye”, blurring” or applying mosaics™ to faces, are insuf-
ficient, since advanced face recognition systems™ ™ can still identify

individuals from these altered images™". Artificial Intelligence Generated
Content (AIGC)-based methods™* could further distort the identity, but at
the cost of obscuring local details critical for diagnosis. Face swapping
techniques®™ " replace original facial features with those of another indivi-
dual, such as a celebrity’s”. Similarly, face de-identification methods’™”*
transform the face into a totally virtual one. While protecting privacy, the
above approaches also heavily alter the clinical signs necessary for eye dis-
ease diagnosis.

Therefore, it is urgent to develop ophthalmic sign-preserving facial
anonymization methods. Indeed, there are few preliminary efforts™”*** on
this, which adopt hand-crafted clinical features such as facial
morphology’' ™’ parameters and facial keypoints** to partially represent
the disease signs. These hand-crafted features are enough for diagnosing a
limited spectrum of diseases such as ptosis*, but are incapable of handling
many other complex conditions. For instance, conjunctival melanoma®’
manifests with diverse conjunctival pigmentation and lesion patterns
involving multiple regions. Squamous Cell Carcinoma (SCC)* presents
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with highly-variable red patches or nodules on the eyelid or ocular surface.
Additionally, the above methods are not reversible, limiting their ability to
retrieve personal medical records for decision-making®” and medical
audits™”".

In this article, we introduce ROFI (Fig. 1a, b), the first ophthalmic sign-
preserving and reversible facial anonymization approach. ROFI is achieved
through two key designs: (1) Data-Driven Ophthalmic Sign Detection:
Using weakly-supervised learning’” techniques, given a large-scale set of
patient faces annotated with binary labels (whether or not they have eye
disease), a neural network automatically separates disease-related signs

from facial images. This achieves autonomous sign detection with affordable

data annotation cost. (2) Reversible Neural Identity Translation: Leveraging
the flexible feature translation capability of the Transformers’, we build a
pair of Neural Identity Protector and Neural Identity Restorer models to
achieve reversible transformation of facial identities. The procedures are
governed by a customized privacy key. This enables accurate reconstruction
of original images when being authorized. Compared to previous
approaches®>””, our approach is uniquely usable throughout the entire
medical process. During early screening of eye diseases using facial images,
ROFI largely alleviates the patient privacy issue. In subsequent rigorous
examinations, it reconstructs the original images to refer to the history
medical records.
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Fig. 1 | Study overview. a ROFI safeguards patient privacy while preserving eye
disease-related signs, by introducing two data-driven deep neural networks: the
ophthalmic sign detector and the Neural Identity Protector. The ophthalmic sign
detector identifies and retains ophthalmic signs of the original image, while the
Neural Identity Protector alters bio-identifying facial information. These features
are combined and refined by the DA-Former to produce final high-quality images
that are both privacy-preserving and clinically usable. The protected images can be
readily diagnosed by human physicians and medical Als. Diagnostic consistency is
measured using Cohen’s Kappa value («), where k > 0.81 indicates remarkable
agreement. b ROFI supports confidential reversibility with another deep network
Neural Identity Restorer, enabling the accurate reconstruction of original images,

using a private key established during the protection process. The reversibility is
critical for medical audits, ensuring that patient information can be traced-back and
accurately recorded. Moreover, this facilitates personalized medical record retrieval,
supporting longitudinal evaluations, such as the assessment of thyroid eye disease
(TED) therapy outcomes. ¢ Cohort building. The developing set is used for devel-
oping the ROFI models, and a model-selection set is adopted for selecting the best
model. One internal and two external validation sets are built to evaluate the selected
ROFI model. SNPH Shanghai Ninth People’s Hospital, ECXHCSU Eye Center of
Xiangya Hospital of Central South University, WURH Renmin Hospital of Wuhan
University. Icons are from https://uxwing.com/ and https://www.biorender.com/.
Created with BioRender.com.
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To verify the effectiveness of ROFI, we conducted a comprehensive
study across three clinical centers (Fig. 1c) enrolling 17,181 patients from
Shanghai Ninth People’s Hospital (SNPH), 493 patients from Eye Center of
Xiangya Hospital of Central South University (ECXHCSU), and 79 patients
from Renmin Hospital of Wuhan University (RHWU). We evaluated the
clinical usability of ROFI in two key aspects: (1) the completeness of oph-
thalmic signs, and (2) the effectiveness for screening eleven ophthalmic
diseases with external manifestations. Then, we explored the usability of
ROFI-anonymized images for medical AT models. Further, we assessed the
facial anonymization capability with modern face recognition systems.
Finally, we evaluated the similarity between the reversibly reconstructed
images and the originals, and utilized the reconstructed images to retrieve
historical medical records, assessing the efficacy of hormone therapy for TED.

Results

Cohort building

For the development and evaluation of ROFI, we included 17181 patients
who had undergone ophthalmologic examinations and had facial images
captured at three hospitals in China between January 1, 2018, and December
25,2023. All patients involved in this study have agreed to participate in the
project either by themselves or via their legal guidance. The derivation
cohort comprised patients from SNPH, which served as the primary site for
training and internal validation. Patients were included in the study if they
met the following criteria: (1) Had at least one facial image available that was
taken within the study period. (2) Were diagnosed with ophthalmic diseases
characterized by external manifestations. (3) Provided images that con-
tained sufficient quality and clarity for ophthalmic sign detection. Patients
were excluded if: (1) Their facial images were of insufficient quality, such as
being too blurry or having significant occlusions that could interfere with the
identification of ophthalmic signs. This resulted in the final SNPH cohort
comprising 12,289 patients. We randomly divided the SNPH cohort into
three subsets: 11,836 for developing, 222 for model-selection, and 231 for
internal validation. For external validation, two additional cohorts were
established, ECXHCSU and RHWU, with 246 and 48 patients, respectively.
These patients were enrolled using the same criteria as the SNPH cohort.
The external test sets aim to assess the ROFI model’s generalization across
different clinical settings.

Given the extensive annotation effort required for disease-related
region mask labeling, developing set images were annotated only with
binary labels indicating patient health status. Weakly-supervised learning
techniques were then applied to autonomously localize disease signs,
thereby reducing the physicians’ workload. For the validation sets, images
were annotated with the corresponding ophthalmic disease name. The
study was approved by the Institutional Review Boards of Shanghai Ninth
People’s Hospital (Approval No.SH9H-2022-T380-1), Eye Center of
Xiangya Hospital of Central South University (Approval No.202407131),
and Renmin Hospital of Wuhan University (Approval No.WDRY2024-
K238). All procedures involving human participants in this study were
conducted in accordance with the ethical standards of the institutional
research committee and the latest version of the Declaration of Helsinki”.
Informed consent was obtained from all individual participants included in
the study. For participants who were minors or otherwise unable to provide
consent independently, written informed consent was obtained from their
parents or legally authorized representatives. Participation in the pro-
spective study at the ROFI Program was voluntary, and all individuals (or
their legal representatives) were fully informed about the nature, purpose,
potential risks, and benefits of the study prior to enrollment. Participants
were assured of their right to withdraw from the study at any time without
any consequences to their care or treatment.

Model development

We have developed the ROFI framework, a reversible patient face privacy
protection approach that particularly preserves ophthalmic disease signs
(Fig. la). Unlike previous methods that either lack ophthalmic sign
modeling”*”>”* or rely solely on hand-crafted sign features”™*’, we introduced

a learnable ophthalmic sign detector, which autonomously mines eye
disease-related sign features from vast patient facial images in a weakly-
supervised manner. The detected sign features are then used to substitute the
ophthalmic features that are altered during the privacy protection proce-
dure. To amend any artifacts caused by the feature substitution process, we
employ a Transformer’-based feature enhancement network, called DA-
Former to refine these features, finally producing the high-quality anon-
ymous patient faces.

The sign detector is trained on the patient facial images of developing
set, which is labeled with binary health state classifications (healthy or not),
with a weakly-supervised region-score-max learning strategy. Subsequently,
the neural identity translator, and DA Transformer are jointly optimized,
ensuring the generated images are well-protected, highly-realistic, and
highly clinically usable. The model details and implementation are described
in the “Method” section.

ROFI well preserved eye signs

Eye sign evaluation is the fundamental of diagnosing ophthalmic diseases.
For instance, the typical symptom of ptosis is the drooping of the upper
eyelid”. Ocular melanoma is typically associated with the conjunctiva”, and
some malignant tumors™ can lead to pupil abnormalities. In this section, we
have chosen the following typical eye signs that are relevant to most eye
diseases: eyelid shape, iris shape, conjunctival disorder (Conj-Dis)(’g, lacri-
mal apparatus disorder (LA-Dis)'”, eyelid disorder (Eyelid-Dis)'"', and iris
disorder (Iris-Dis)'”. The former two shapes were quantified using eyelid/
iris keypoints, which were automatically detected by ocular keypoint
detection models'**'*. The latter four disorders were assessed manually by
ophthalmologists, with each image being reviewed by three specialists. The
final diagnosis was determined by majority voting. More explanation of the
above signs are provided in the Supplementary Information.

To better demonstrate the superiority of ROFL, we compared it with
five representative facial privacy protection methods: the conventional
approach that applies mosaic to the image (Mosaic)™, using state-of-the-art
AT generation model® to regenerate facial content (AIGC), famous face
swapping software SimSwap” (Face Swap), the method” specifically
designed for ophthalmic use (Digital Mask), and the state-of-the-art face de-
identification method’ (G2Face). The comparison of these methods is given
in the Supplementary Table 15.

ROFI accurately preserved ophthalmic signs across both internal and
external validation sets. For example, on SNPH set, it exhibited the lowest
keypoint error rate (Fig. 2b and Supplementary Table 1), with an average of
1.53%/1.64% for eyelid/iris keypoint errors, much lower than Mosaic
(5.519%/12.36%), AIGC (3.19%/3.79%), Face Swap (2.35%/4.16%), Digital
Mask (8.25%/6.84%), and G2Face (2.70%/3.18%). On the external valida-
tion sets, it still achieved very small eyelid/iris keypoint errors, 1.38%/1.37%
and 1.68%/2.07% on ECXHCSU and WUPH, respectively (Supplementary
Fig. 1 and Supplementary Table 1). Besides, ROFI also outperforms other
approaches for per-disease comparison (Supplementary Fig. 2 and Sup-
plementary Fig. 3). The above results demonstrated ROFI is highly capable
of maintaining ocular morphological features for various eye diseases across
different cohorts.

Regarding disorder signs, images processed by ROFI showed
remarkable consistency (Cohen’s k > 0.81) with original images across all
three validation sets (Fig. 2d and Supplementary Table 3). On the internal
SNPH set, taking the Conj-Dis sign as an example, ROFI achieved a x value
0f 0.9223 (95% CI: 0.8691-0.9755), surpassing Mosaic (k = 0.3299, 95% CI:
0.2079-0.4518), AIGC (k=0.2399, 95% CI: 0.1260-0.3538), Face Swap
(k=0.5208, 95% CI: 0.4176-0.6239), Digital Mask (k =0.0955, 95% CI:
—0.0250 t0 0.2162), and G2Face (k = 0.4489, 95% CI: 0.3406-0.5571). ROFI
significantly outperformed the state-of-the-art deep facial privacy protec-
tion method G2Face for all ophthalmic signs on all validation sets, which is
reflected by the very small P values (P < 0.001 for three out of four signs on
SNPH and all four signs on ECXHCSU and WUPH). ROFI demonstrated
much higher eye structure similarity to the original images compared to
other methods. For instance, on ECXHCSU, ROFI achieved 94.09%
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Fig. 2 | Eye sign-level evaluation. a Workflow of the eye sign evaluation procedure.
Eye keypoints were obtained from both original and protected images. The Mean
Squared Errors (MSEs) of these keypoints were then calculated. Additionally,
physicians annotated four common ophthalmic signs, namely, abnormal con-
junctiva, abnormal eyelid, abnormal sclera, and abnormal iris, for both original and
protected images. Then, the result consistency was assessed. b Keypoint measure-
ments on the SNPH validation set in terms of eyelid and iris error. Results on the
ECXHCSU and WUPH validation sets are detailed in the Supplementary Fig. 1. The
mean and the standard deviation (SD) values are also provided in the Supplementary
Table 1. Per-disease results are provided in Supplementary Fig. 3 and Supplementary
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Fig. 4. ¢ Illustration of the eye signs evaluated in our study. d Eye sign consistency
(Cohen’s k) on the SNPH, ECXHCSU, and WUPH validation sets. k > 0.81 indicates
remarkable consistency'”’. P values between our result and the results achieved by
other approaches were calculated with the two-sided McNemar’s test'*. Detailed
results and 95% Confidence Intervals (Cls) are provided in Supplementary Table 3.
Icons are from https://uxwing.com/and https://www.biorender.com/. Created with
BioRender.com. Conj-Dis conjunctival disorder, LA-Dis lacrimal apparatus dis-
order, Eyelid-Dis eyelid disorder, Iris-Dis iris disorder. e Qualitative comparison of
the eye signs of the images processed by different privacy protection methods.

similarity, outperforming Mosaic (55.55%), AIGC (53.74%), Face Swap
(74.15%), Digital Mask (41.37%), and G2Face (68.38%) (Supplementary
Table 2). These findings suggest that ROFI is superior in preserving disease-
related ophthalmic signs during face anonymization.

Qualitative comparisons (Fig. 2e) revealed that only our ROFI gener-
ated high-quality anonymous facial images with well-preserved ophthalmic

signs. In contrast, traditional method Mosaic obscured all ophthalmic signs.
AIGC generated high-quality facial images, but it also introduced random
signs, making clinical application infeasible. Face Swap retained some basic
ophthalmic attributes, such as iris color, but also introducing other new
artifacts that misleads diagnostic results. G2Face had the same artifact
generation problem, even more severe. Digital Mask preserved only hand-
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Fig. 3 | Eye disease-level evaluation. a Workflow of the diagnostic evaluation
procedure. Three ophthalmologists first judged whether each image is with disease
or not (Yes-or-No). The final result was determined by majority voting. The same
three physicians then diagnosed the specific disease by selecting from a predefined
list. If more than two physicians provided the same result, that result was chosen. If
all three physicians provided different results, the final result was determined
through a consultation. The above procedure was repeated for all privacy protection
methods and all validation sets. Finally, the results were analyzed by a statistician.
b Scatter plot indicating the sensitivity of the diagnosis results on images protected
by different methods. Details are provided in Supplementary Table 4. ¢ Radar plots
illustrating diagnostic consistency (Cohen’s «) for the specified ophthalmic diseases.
Curves of varying colors represent different privacy protection methods. A value of x
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> 0.81 indicates excellent diagnostic consistency'*’ between the original and privacy-
protected images. Detailed results and 95% Confidence Intervals (Cls) of k are
provided in Supplementary Table 5. The Matthews Correlation Coefficient
(MCC)" comparison of different methods are provided in Supplementary Table 6
and Supplementary Fig. 4. We also report BCC basal cell carcinoma, SCC squamous
cell carcinoma, CM conjunctival melanoma, CL corneal leukoma, TED thyroid eye
disease, EoE entropion or ectropion, MN melanocytic nevi, DEN divided eyelid
nevus. d Confusion matrix comparison of different methods on WUPH. The con-
fusion matrices on SNPH and ECXHCSU are provided in Supplementary Fig. 5 and
Supplementary Fig. 6. Icons are from https://uxwing.com/and https://www.
biorender.com/. Created with BioRender.com.

crafted eyelid/iris shapes, neglecting other important signs necessary for
Corneal Leukoma.

ROFI enabled accurate clinical diagnosis

To evaluate the effectiveness of our ROFI in disease diagnosis, a clinical
comparison was conducted. The evaluation of privacy-removed images was
conducted as two phases: health state assessment (Yes-or-No) and initial
disease diagnosis (Diagnosis) (Fig. 3a). In the first phase, three
physicians were tasked with classifying each image as healthy or
unhealthy. The objective here was to detect all potential positive cases
possible, so that individuals showing signs of disease could proceed to

a medical facility for further examination. For the second phase,
which focuses on disease diagnosis, the same three physicians were
consulted to categorize each diseased image. Given that this study
does not incorporate additional medical materials such as fundus
images'”, directly diagnosing diseases solely from facial images
would be challenging and impractical. Therefore, the diagnosis pro-
cess was simplified into a selection task, where disease names were
chosen from a predefined list.

For the health state assessment (Yes-or-No), our ROFI achieved sen-
sitivities of 100% (95% CI: 100-100%), 100% (95% CIL 100-100%), and
100%(95% CI: 100-100%) on the SNPH, ECXHCSU, and WUPH
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validation sets, respectively (Fig. 3b and Supplementary Table 4). Given that
sensitivity measures the ratio of detected positive samples to all positive
samples, our approach detected all patients with eye disease and reminded
them to go to the hospital, while all other approaches failed. For example, on
WUPH, the sensitivity achieved by our approach (100%, 95% CI
100-100%), significantly outperformed Mosaic (85.00%, 95% CIL:
74.36-95.00%), AIGC (77.50%, 95% CI: 64.28-89.74%), Face Swap (97.50%,
95% CI: 91.89-100.00%), Digital Mask (85.00%, 95% CI: 72.97-95.12%),
and G2Face (85.00%, 95% CI: 74.27-95.12%). All other methods missed a
considerable number of positive cases, which could potentially delay diag-
nosis and treatment. In contrast, ROFI timely facilitates medical interven-
tion for individuals suffering from eye diseases.

For disease diagnosis task, we evaluated the medical outcomes of
images protected by different methods using Cohen’s Kappa (k) values. Our
method achieved x>0.81 across all three validation sets for all eye diseases
(Fig. 3c and Supplementary Table 5), indicating excellent clinical agreement
between the results obtained from the ROFI-protected and the original
images. For instance, on SNPH, ROFI obtained « values of 0.9594 (95% CI:
0.9033-1.0154) for Basal Cell Carcinoma (BCC), 0.9046 (95% CI:
0.7735-1.0357) for CM, 0.8732 (95% CI: 0.7318-1.0147) for CL, 1.0 (95%
CI: 1.0-1.0) for SCC, and similar high values for strabismus, ptosis, and
TED. Given that a x value exceeding 0.81 signifies remarkable agreement,
ROFI can be effectively deployed for remote clinical diagnosis application,
without obviously compromising clinical outcomes.

In contrast, Mosaic and AIGC performed poorly across all diseases due
to the removal of critical disease signs during processing. Digital Mask
showed good results for conditions like TED and ptosis, which can be
assessed with hand-crafted features such as eyelid shape, but it failed with
other diseases such as BCC and CM, achieving poor « values of 0.0712 (95%
CI: —0.0986 t0 0.2409) and 0.0993 (95% CI: —0.1400 to 0.3386) for these two
diseases on ECXHCSU, respectively. This was far below our approach,
which achieved x =0.9692 (95% CI: 0.9091-1.0294) and x = 1.0 (95% CI:
1.0-1.0) for the above two conditions on ECXHCSU. Face Swap and G2Face
showed better performance than Mosaic, AIGC, and Digital Mask, but still
did not reach x > 0.81 for any eye disease, suggesting their unsuitability for
clinical use. These findings highlighted ROFI as the first clinically-friendly
facial image privacy protection method that can be deployed to both
immunologic (TED), congenital (e.g., ptosis and microblepharon), corneal
(CL), and tumor (e.g., BCC, SCC, and CM) eye diseases.

Besides, ROFI achieved a Matthews Correlation Coefficient (MCC)
value of 0.9450 with 95% CI: 0.8684-1.0000 on WUPH, which is also much
better than G2Face 0.5157 with 95% CI: 0.3705-0.6895, Digital Mask 0.4960
with 95% CI: 0.3390-0.6422, Face Swap 0.6501 with 95% CI: 0.5142-0.8318,
AIGC 0.1513 with 95% CI: 0.0016-0.3394, and Mosaic 0.1604 with 95% CI:
0.0449-0.3442 (Supplementary Table 6 and Supplementary Fig. 4), further
indicating the superior clinical outcome of ROFIL.

The confusion matrix highlighted that previous methods are effective
for only a subset of eye diseases (Fig. 3d, Supplementary Fig. 5 and Sup-
plementary Fig. 6). For example, on WUPH, Face Swap and G2Face excelled
with BCC and ptosis but faltered on TED, while Digital Mask performed
well on TED and ptosis but failed on BCC. In contrast, our approach
maintained well performance across all disease categories.

Additionally, we compare ROFI with other approaches on two other
tasks, namely, facial landmark detection and tumor segmentation. For the
facial landmark detection, we evaluate with the large-scale CelebA-HQ
dataset”'. We adopt the MTCNN'* to automatically detect the landmarks of
the original and the protected images, and quantify the performance with
mean squared error. For the tumor segmentation task, we engaged physi-
cians to annotate the tumor regions for BCC instances in SNPH set. The
Dice coefficients'” between the tumor regions from the original and the
protected images by various approaches are calculated and compared.

As shown in Supplementary Table 7, our method achieves superior
accuracy in landmark detection compared to existing techniques. Con-
cretely, the error of landmarks detected from the ROFI-protected images is
2.9871, which is much lower than Mosaic (5.6799), AIGC (7.8945), Face

Swap (4.8921), Digital Mask (6.3891), and G2Face (3.7130). The accurate
landmark preservation capability of our approach also implies that it could
be potentially deployed to other medical conditions. For instance, precise
facial landmark detection is crucial for analyzing facial symmetry, a key
clinical indicator in diagnosing conditions such as facial palsy or Bell’s
palsy'”. To evaluate the capability of our method in fine-grained disease
detection, we collaborated with board-certified physicians to annotate the
tumor regions in BCC (Basal Cell Carcinoma) instances within the SNPH
validation set. As shown in Supplementary Table 8, our approach achieves a
Dice coefficient'”” of 0.7389, largely outperforming previous methods such
as G2Face (0.5782) and Face Swap (0.2783). This substantial improvement
demonstrates that our method is not only effective for coarse-level disease
classification, but also capable of performing fine-grained disease severity
assessment.

ROFI was friendly to medical Al models

An increasing number of Al models are being developed to predict
patient health conditions from medical images, with some now deployed in
real-world applications, e.g., video-based disease screening'” """, It is crucial
that protected images by ROFI remain recognizable by AI models. To verify
this, we divided the SNPH and ECXHCSU datasets into training and test
subsets; WUPH was not used due to its too small data size to train an Al
model. The models were trained on the training subset and evaluated on test
sets processed by different privacy protection methods. We developed facial
image-based eye disease diagnostic models based on two neural network
architectures: the classical convolutional neural network (CNN) model
ResNet50'"* and a recently-popular Transformer-based model ViT'"”. Then,
we use the trained models to assess the impact of different privacy protection
methods on the AI diagnosis performance. The details are provided in the
“Method” section.

Our approach, ROFI, achieved excellent consistency with results
obtained from original images, as indicated by the highest Cohen’s Kappa
values (k) among all privacy protection methods. For instance, on SNPH
using the ResNet50 diagnosis model, ROFI achieved a x value 0f 0.9077 (95%
CI: 0.8569-0.9586), significantly outperforming the state-of-the-art facial
privacy protection method G2Face (x=0.7257, 95% CI: 0.6454-0.8060)
(Fig. 4a). Similarly, with the ViT diagnosis model, ROFI demonstrated sig-
nificantly higher x values compared to other approaches (Fig. 4b).

Our approach achieved an Area Under the Receiver Operating
Characteristic curve (AUROC) of 0.9113 (95% CI: 0.8952-0.9113) on
SNPH, when being evaluated using the classic ResNet50, remarkably out-
performing Mosaic (AUROC: 0.6102; 95% CI: 0.5941-0.6262), AIGC
(AUROC: 0.7438; 95% CI: 0.7262-0.7614), Face Swap (AUROC: 0.7983;
95% CI: 0.7781-0.8186), Digital Mask (AUROC: 0.7853; 95% CI:
0.7816-0.7891), and G2Face (AUROC: 0.8776; 95% CI: 0.8604-0.8949)
(Fig. 4c). Using the ViT, our method attained AUROC:s of 0.9124 (95% CI:
0.9059-0.9190) on SNPH and 0.7894 (95% CI: 0.7715-0.8072) on
ECXHCSU, significantly outperforming other approaches (Fig. 4c).

Furthermore, we compared the ROC curves and per-disease AUROCs
of our approach with other approaches (Fig. 4d, Supplementary Fig. 7,
Supplementary Fig. 8 and Supplementary Fig. 9). Our approach exhibited
ROC curves more similar to those derived from original image data. For per-
disease AUROCs, our method either matched or exceeded the performance
of the other two approaches. For instance, for the ViT diagnostic model on
SNPH, for BCC, our method achieved an AUROC of 0.950, compared to
0.908 for Face Swap and 0.904 for G2Face. These findings highlighted the
high compatibility of our method to medical AI models. We notice that, in
some settings, our method slightly outperforms the results obtained with the
original images. We conjecture that this improvement arises, because our
protected images enhance the representation of eye disease-related features,
while reducing individual-specific details. This dual effect likely contributes
to more robust diagnostic accuracy.

We also trained a stronger ViT model using input images of size
512x512. As shown in Supplementary Table 9, increasing the image
resolution leads to a noticeable improvement in Al diagnostic performance
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Fig. 4 | Compatibility to AI diagnostic models. a Diagnosis consistency between
protected and original images, using ResNet50 diagnostic model. b Diagnosis
consistency, using ViT diagnostic model. ¢ Area Under the Receiver Operating
Characteristic Curve (AUROC) comparison. Models were trained with five distinct
random seeds and evaluated on the test set to produce five replicates. To assess
whether ROFI's performance superiority over the second-best method is significant,

we calculated the Pvalue using a two-sided t-test. d ROC curves of the ViT diagnostic
model on SNPH for images protected by different privacy protection methods. The
ROC curves for the ViT diagnostic model on ECXHCSU and the ResNet50 diag-
nostic models on both SNPH and ECXHCSU are provided in the Supplementary

Fig. 7, Supplementary Fig. 8 and Supplementary Fig. 9.

across all privacy-preserving approaches. Nevertheless, our ROFI still
demonstrates a significant advantage, achieving an AUROC of 94.59%,
substantially outperforming the second-best method, G2Face, which
achieved 86.75%.

ROFI protected patient privacy and enabled reversibility

To assess the efficacy of the proposed ROFI technique in protecting patient
privacy, we conducted an investigation into its performance on evading face
recognition systems. In a typical scenario, a face recognition network
extracts facial features from protected images and compares them against ID
card photos of patients. The patient ID corresponding to the image with the

closest feature distance is adopted as the recognition result. We conducted
the experiments on the SNPH set, as the ID card information is extremely
sensitive and difficult to acquire from other external sets.

We evaluated the privacy protection performance using two face
recognition algorithms: AdaCos™ and ArcFace™. When using the AdaCos™,
ROFI protected 96.54% of images, surpassing Mosaic (90.91%), AIGC
(93.08%), Face Swap (74.90%), Digital Mask (94.81%), and G2Face
(93.51%) (Fig. 5b). With ArcFace”, ROFI maintained strong protection
rates (Fig. 5b).

Furthermore, cropping the eye region, a traditional method for pro-
tecting privacy in ophthalmology™, provides insufficient protection. With
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Fig. 5 | Face Protection and Reversible Capability. a Workflow for evaluating the
privacy protection and the reversible reconstruction. b ID protection rate. A higher
value indicates a greater proportion of images successfully protected. We use two

prominent face recognition methods, AdaCos and ArcFace. ¢ The conventional eye-
cropping method is ineffective for privacy protection. Even a single cropped eye can

lead to successful patient identification. d Quantitative assessment of reversibly
reconstructed image quality. e TED hormone treatment efficacy by comparing the
current image with the retrieved history image. f Qualitative comparison of the
reconstructed images.

the ArcFace face recognition method, this approach only safeguarded
68.40% and 74.03% of patients for left and right eyes, respectively, compared
to 94.81% with our method (Fig. 5¢). This finding underscores the urgent
need for a novel patient privacy protection method, as the current “unsafe”
eye-cropping strategy is widely employed in ophthalmic departments for
privacy purposes. Our protection model ROFI fills this blank.

To better contextualize ROFI’s performance, we compare it against
standard pixel-wise'”’ and feature-wise'”' Differential Privacy (DP) meth-
ods. We calibrated the noise level in the DP methods to achieve an identity
recognition rate (3.0%) comparable to that of ROFI. The results (Supple-
mentary Table 13) show that while providing a similar level of empirical
privacy, ROFI maintains a significantly higher diagnostic utility (91.25%
AUROC) compared to both pixel-wise DP (62.32% AUROC) and feature-
wise DP (76.69% AUROC) on SNPH validation set with ViT-based diag-
nosis model. The above results show the advantage of our architecture in
utility-privacy trade-off. For a more rigorous evaluation, we adopted a state-
of-the-art membership inference attack framework based on shadow
modeling'”'*. We used this framework to calibrate the feature-wise DP
method to a comparable level of empirical privacy as ROFI, specifically a
True Positive Rate of ~1.4% at a 1% False Positive Rate. The full details of our
attack methodology are provided in the Supplementary Material. Under this
calibrated privacy risk, the diagnostic performance of the DP method
dropped to 61.41% AUROC, while ROFI maintained its performance of
91.25% AUROC. This result highlights the significant utility cost incurred
by standard DP approaches for medical diagnostic tasks.

We further conducted a human face recognition study to assess privacy
protection from a human perspective. The study was designed as a forced-
choice matching task involving 5 participants, with detailed methodology
provided in the Supplementary Material. In an initial phase with 200 trials
(supplementary Table 10), a Kruskal-Wallis H-test confirmed a statistically
significant difference in protection effectiveness among the various methods
(H=21.69, P=0.0006). However, we noted that these initial trials were

insufficient to robustly discriminate the performance of ROFI from the two
other strong anonymization methods, Digital Mask and G2Face.

Consequently, to validate our findings with greater statistical power, we
conducted an additional 1000 trials focusing specifically on these three top-
performing methods. The expanded results (supplementary Table 10)
showed that ROFI achieved a recognition rate of only 1.1% (14/1200),
demonstrating a substantially stronger performance than both Digital Mask
at 3.5% (42/1200) and G2Face at 3.1% (38/1200). A one-tailed Fisher’s Exact
Test confirmed that ROFI’s superiority is highly statistically significant
when compared to both Digital Mask (P=0.000099) and G2Face
(P=0.000529). These results provide strong statistical evidence that ROFI
offers a more effective defense against human recognition.

ROFI supports reversibility. With the authorized neural identity
restorer software and a private key, the original image can be accurately
reconstructed from the ROFI image. Compared to G2Face, the only rever-
sible method examined, our approach achieved superior reversed ID simi-
larity (97.19%) and image similarity (98.47%) over G2Face’s 74.72% and
93.48%, respectively (Fig. 5d). The reversed image enabled reliable trace-
ability for medical audits, as well as facilitating the precise retrieval of per-
sonalized medical records, thereby enhancing longitudinal examinations.

Finally, we assessed the efficacy of TED hormone treatment by com-
paring the current image with a retrieved historical image (Fig. 5e). In the
“Single” scenario, where no historical information was utilized, the x value
obtained was 0.2758 (95% CI: —0.0860 to 0.6378). Using the general
reversible privacy protection technique G2Face, ¥ was only marginally
improved to 0.3913 (95% CI: 0.0956-0.6869), due to the suboptimal
reconstruction quality of G2Face. Discrepancies in the reconstructed ima-
ges, including alterations in skin color and increased blurriness (Fig. 5f),
impeded accurate retrieval of historical data, resulting in a less reliable
comparison with the current image. In contrast, our method, ROFL, yielded
the highest « value of 0.8888 (95% CI: 0.7393-1.0384), attributable to its
superior reconstruction performance.
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Discussion

In this article, we introduced, developed, and validated a facial privacy
protection technique ROFI for the ophthalmic department. ROFI learned
from real patient data to prioritize the preservation of ophthalmic sign
features that are crucial for the clinical diagnosis, while simultaneously
obscuring identifying biometrics of patients. By harnessing the potent
capabilities of deep learning in autonomous disease sign detection and
identification protection, fueled with a large-scale real ophthalmic patient
dataset, ROFI demonstrated superior performance in both clinical diagnosis
and privacy protection.

ROFI proved to be highly reliable for clinical diagnosis. A compre-
hensive clinical diagnosis study showed the remarkable consistency
(Cohen’s kappa x > 0.81) achieved by ophthalmologists when utilizing
ROFI-protected images, compared to diagnostic results obtained from the
original images. In comparison to previous privacy protection methods that
does not consider any ophthalmic features or consider only hand-crafted
features, our approach significantly outperformed them, particularly for
diseases that rely on discriminating local subtle cues, such as Basal Cell
Carcinoma, Conjunctival Melanoma, and Corneal Leukoma.

ROFI was shown to effectively obfuscate biometric features, thereby
providing a high level of empirical privacy protection. The results revealed
that the identities of over 95% of patients were successfully obfuscated,
preventing recognition by facial recognition systems. The privacy protection
rates were comparable to previous facial anonymous techniques, albeit with
the latter achieving this by sacrificing some ophthalmic features that are
necessary for diagnosing eye diseases. Since our method automatically
identified and preserved only the disease-related ocular regions, it avoided
introducing additional privacy risks, even with the retention of more
complete ophthalmic features.

With different private keys, ROFI generates diverse outputs. we ran-
domly sample 100 different keys to encrypt the same input image into
distinct results. We then measure the standard deviation of the encrypted
images in both the pixel space and the identity feature space. As shown in the
supplementary Table 14, varying key leads to a substantial pixel-wise
deviation (0pixe = 36.52), indicating that the generated images are visually
distinct. Moreover, it results in a large mean pairwise cosine distance of
0.8845 between their identity features. We further visualize the patient face
images encrypted by different private key. As shown in Supplementary Fig.
10, the different noises leads to different encryption results. This probabil-
istic generation results ensure that ROFI does not merely anonymize faces,
but actively obfuscates them within a broad distribution of possible outputs,
significantly increasing the difficulty and cost of any potential privacy attack.

ROFI offers several advantages over the traditional eye cropping
approach. First, regarding privacy protection, conventional eye cropping
may expose more identifiable cues, such as periorbital skin texture and iris
details-leading to only a 70% protection rate, which is significantly lower
than the 95% efficacy achieved by ROFI, as demonstrated in Fig. 5c.

In terms of iris recognition attacks, ROFI remains effective as it pre-
serves disease-relevant information, such as overall iris shape and color,
while obfuscating identity-sensitive iris details like pigment distribution. To
evaluate iris privacy, we used the open-source iris recognition algorithm
OpenIris'™. The original images (or those processed by eye cropping)
had a 74.45% recognition success rate, highlighting the vulnerability of
standard facial images to iris-based identification. In contrast, ROFI-
protected images achieved only a 0.87% success rate, indicating that
identity-related iris features are effectively obscured by our method.

Second, regarding disease diagnosis, eye cropping removes sur-
rounding facial features entirely, while ROFI preserves key facial structures.
This enables the observation of clinically relevant facial manifestations,
thereby supporting more comprehensive medical assessments. For instance,
in patients with Bell’s palsy’, our ROFI framework enables accurate
detection of facial landmarks, which can be used to assess facial
asymmetry-a key clinical indicator of the condition. Such diagnostically
valuable features would be completely lost when using eye-only cropping
strategies.

Even in cases of ocular diseases, certain conditions such as SCC can
present with symptoms extending beyond the eye region, potentially
involving the forehead or cheeks'*. Certain specific full-face features, such
as “hypothyroid facies™'?, are also helpful for diagnosing TED. Our ROFI
framework retains these extraocular signs, whereas eye cropping discards
them entirely, potentially delaying timely medical follow-up.

Finally, we mention that ROFI is not contradictory to eye cropping.
Rather, ROFI is fully compatible with subsequent eye cropping, offering
ophthalmologists the flexibility to focus on the ocular region or adopt this
combination as a safer and more informative strategy.

ROFI had been demonstrated to be effective when integrated into
medical AT models. These models are adopted in the preliminary screening
of diseases, significantly conserving physician resources while broadening
the scope of early disease detection. Moreover, given that most AT models
are deployed on remote cloud platforms, owing to their high computational
demands and reliance on GPU clusters, there is an imperative need to
protect the privacy of patient information contained within transmitted
images. Our findings indicated that AI diagnostic outcomes derived from
ROFI-protected images exhibit substantial consistency (x > 0.81) with those
from the original images. These findings indicate that ROFI effectively
anonymizing patient identity with minimal impact on the medical AI's
decision-making process, as evidenced by the high agreement rates.

ROFI was reversible in terms of both the identification and appearance
of patient facial images. For long-term patient care, such as monitoring
chronic conditions like TED, clinicians must compare current images to a
historical baseline. ROFI's key-based reversal restores this crucial long-
itudinal link, which is lost in irreversible methods. Additionally, reversibility
is essential for medical and legal auditing. It provides a secure “digital
fingerprint” that ensures traceability and accountability, allowing auditors
to verify that a diagnosis corresponds to the correct patient record, thus
maintaining the integrity of clinical workflows. Traceability was critical for
maintaining accurate medical records and auditing the clinical treatment
procedure, aligning with the GCP standard'*"*’. Despite its reversibility,
our method remained safe due to the confidentiality of both the protection
and restoration software, which are distributed to partners only after signing
a confidentiality agreement. Furthermore, even if the protection and
decoder soft-wares are exposed to attackers, without the private key, the
attacks can still not obtain the original image.

The privacy key-based encryption scheme of the ROFI model is safe
enough. First, the key is the 512-dimensional float vector with 32-bit pre-
cision, providing 2°'***=2'"* possible combinations, which is computa-
tionally infeasible to brute-force. To empirically validate this, we conducted
experiments where each encrypted sample from SNPH validation set was
subjected to 1000 brute-force attempts, showing a 0% success rate, con-
firming the robustness against collision attack. Further, our approach can be
combined with timestamp-based password authentication protocols, such
as kerberos protocol'”!, to defense replay attacks.

We also attempted to obtain a universal key capable of decrypting any
encrypted image through gradient-based optimization, in an adversarial
manner. Specifically, given the encrypted images generated by ROFI, we
input them into the decryption module of ROFI. We froze the parameters of
the ROFI model and optimized only the key vector, with the objective of
minimizing the difference between the decrypted image and the corre-
sponding original image. With the optimized key, the protection rate of the
decrypted data still remained quite high at 96.96%.

ROFI is robust to adversial attack. We used the Basic Iterative Method
algorithm'” to generate adversarial noise, which was then added to the
ROFI-protected images to perform the identity spoofing attack. The opti-
mizing goal of the adversarial attack was to make the decrypted images
resemble those of a spoofing identity. The iterative step is set to 15. Notably,
even with a perturbation noise norm € of 0.05, the attack success rate
remains below 5%. To further enhance robustness, we implemented a
defense strategy by adding random noise to the input during inference'”.
After applying this defense mechanism, the attack success rate dropped to
zero across all tested e values (Supplementary Table 11), demonstrating the
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reliability of our approach. These results confirm the robustness of our
method, whether or not the defense strategy is applied.

The implications of ROFI extend broadly across digital healthcare. It
can accelerate the adoption of telemedicine by allowing patients to securely
transmit clinically useful images without fear of identification, democra-
tizing access to specialist care. For research, ROFI can help break down data
silos by enabling the creation of large, multi-center, privacy-compliant
datasets, which is critical for studying rare diseases and training robust Al
models. Furthermore, by demonstrating that diagnostic models can be
effectively trained on privacy-protected images, ROFI paves the way for
developing trustworthy and ethical Al systems that can be safely deployed in
cloud environments.

Despite the aforementioned advantages and contributions of ROFI to
the privacy-protected clinical diagnosis field, it inevitably has some limita-
tions. First, although ROFI was evaluated in three cohorts, the data was from
Asian cohorts. In the future, we will validate the clinical outcomes on
individuals from other racial cohorts. Second, ROFI is evaluated on facial
images, which could be used to initially assess the external eye diseases such
as ptosis. Future work will explore privacy exposure and protection issues
associated with fundus photographs, which could be adopted in the diag-
nosis of other eye diseases such as the diabetic retinopathy. Third, real-world
deployment of ROFI presents ethical and technological challenges that must
be addressed. Ethically, the most significant hurdle is key management and
governance. Robust policies are needed to define who can authorize image
reversal and under what circumstances, supported by a secure Key Man-
agement System with strict audit trails. The informed consent process must
also be transparent, clearly explaining to patients how their data is protected
and the reversible nature of the process. Technologically, challenges include
seamless integration with existing hospital IT systems like PACS and EMR,
and the need for sufficient computational resources (e.g., GPU clusters) to
process image data at scale. Fourth, in future, we will also evaluate the
effectiveness of the proposed ROFI technique on recently emerging large
multi-modal medical models''*.

In summary, we have substantiated the effectiveness of the proposed
ROFI technique across various applications, including clinical diagnosis,
privacy protection, compatibility to medical AT models, and longitudinal
diagnosis support. ROFI exemplifies a critical step towards harmonizing the
dual goals of advancing medical diagnostics with remote medicine and
safeguarding patient privacy. As we move into an era where digital medicine
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Protected Face

Fig. 6 | Network architectures of ROFI. a Overview of ROFL All components
within ROFI are deep neural networks, which are jointly trained with the learning
objectives detailed in section “Learning objectives of the framework”. b Neural

plays an increasingly pivotal role, technologies like ROFI will be indis-
pensable in building a future where healthcare is both effective and
ethically sound.

Methods

The model development was approved by the Institutional Review Boards of
Shanghai Ninth People’s Hospital (Approval No.SH9H-2022-T380-1), Eye
Center of Xiangya Hospital of Central South University (Approval
No.202407131), and Renmin Hospital of Wuhan University (Approval
No.WDRY2024-K238). All patients agreed to participate in the prospective
study at the ROFI Program either by themselves or via their legal guidance.
For the publication of identifiable images, the written informed consent was
obtained from the parents or legal guardians. This study complies with the
latest version of the Declaration of Helsinki”.

Model architecture of ROFI

The ROFI framework is designed to achieve the dual goals of privacy and
accuracy through a multi-stage process. First, an ophthalmic sign detector,
trained via weakly supervised learning, identifies and extracts clinically
relevant sign features from the ocular regions. In parallel, a Transformer-
based Neural Identity Translator alters the global facial features to obscure
the patient’s identity, guided by a private key. The framework then intelli-
gently integrates these two outputs by replacing the eye-region features in
the anonymized feature map with the original, sign-preserving features. A
refinement network (DA-Former) ensures a seamless transition between
these regions before a final decoder, which reconstructs a high-quality,
privacy-protected image.

The whole architecture of the ROFI model is outlined in Fig. 6a, where
all main components are implemented with neural networks and fully
learnable.

In the privacy protection procedure, ROFI employs the Ophthalmic
Sign Detector and the Neural Identity Translator (Fig. 6b), to simulta-
neously preserve the ophthalmic features and protect the patient privacy.
The Ophthalmic Sign Detector identifies disease-related features within eyes
in a weakly-supervised manner, which will be detailed in section “Oph-
thalmic Sign Detector”. The Transformer-based Neural Identity Translator
network alters the identifying facial appearances such as face shape. Sub-
sequently, the output features from the above two components are inte-
grated, i.e., the ophthalmic features are used to substitute the transformed
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Identity Translator. c DA-Former. d Dec-Net. Flatten: reshape the 2D feature map of
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to the 2D feature map of size H x W. Icons are from https://uxwing.com/.
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facial features within the detected ophthalmic sign regions. The integrated
feature map is then enhanced through a quality enhancement network DA-
Former (Fig. 6¢), amending the boundary defects caused by the feature
substitution. The enhanced feature is then input into a decoding network
Dec-Net (Fig. 6d), producing the privacy-protected facial images. During
the privacy recovery procedure, we employ a Transformer-based Privacy
Recovery network to revert the anonymized face to its original form, using
the same private key as in the protection procedure.

The Neural Identity Translator network (Fig. 6b) aims to alter the
identity information within the facial image. The process begins with a
feature extractor that transforms input image into the deep feature map,
which consists of a series of convolution layers. The feature map is then
flattened into a one-dimensional feature. The private key is a 512-
dimensional vector, drawn from the Gaussian distribution with unit var-
iance, and is pre-pended before the flattened feature. Then, the combined
features are passed through six Transformer blocks'", which leverage self-
attention mechanism™ to transform the bio-identifying information within
feature, effectively protecting the privacy. Finally, the output is unflattened
back into the feature map. We conduct ablation studies on the number of
transformer blocks within the Neural Identity Transformer. As shown in
Supplementary Table 12, the ID protection rate increases with the number
of Transformer blocks, from 93.27% using two blocks to 96.54% with six
blocks. Further increasing the depth to eight or ten blocks brings only
marginal improvement (96.61%), while significantly increasing computa-
tional cost and model size. Therefore, we adopt the six-block configuration
as it achieves a good trade-off between performance and efficiency.

We further visualize the facial features before/after the neural identity
translation procedure. As shown in Fig. 7, the original feature map high-
lights discriminative identity features such as the mouth and nose contours.
After protection, the facial features are largely reduced or eliminated, while
the eye features remain well-preserved and prominently highlighted.

The architecture of the Neural Identity Restorer is similar to that of the
Neural Identity Translator (Fig. 6b), with one difference: the input to the
Neural Identity Restorer includes a learnable token that signals the network
to operate in “Restoring mode”. The learnable token is fixed across all
patients. When the same private key used in the privacy protection proce-
dure is applied, the original facial information could be restored. Conversely,
if an incorrect private key is used, such as a random key by an attacker, the
network generates the facial information of a virtual face, thereby main-
taining patient privacy. This is achieved by introducing the learning
objectives in section “Learning objectives of the framework”. The wrong
virtual face is determined for the same original face. This prevents attackers
from exploiting output variability to infer patterns of the original image.

The DA-Former module (Fig. 6¢) aims to correct any artifacts caused
by the stitching of the eye and facial features. The process begins with
flattening the stitched feature map into a one-dimensional feature. The
flattened feature is then passed through two Transformer blocks. After the
transformations, the output is unflattened back into the feature map. The

refinement network is guided by the GAN loss, which incorporates both
local-wise and global-wise terms to guide the refinement process. The local-
wise GAN loss guides the refined features to achieve a smooth transition
between the eye and facial regions, while the global-wise loss enables that the
refined information results in a realistic and coherent face image.

The Dec-Net module (Fig. 6d) aims to reconstruct high-quality facial
images from the feature map enhanced by DA-Former. It consists of a series of
residue blocks"® and upsample layers to gradually decode the high-resolution
image from the low-resolution feature. Concretely, the Dec-Net architecture
sequentially comprises four residual blocks, an up-sampling layer, two residual
blocks, another up-sampling layer, one residual block, and a final up-sampling
layer. Each residual block consists of two 3 x 3 convolutions with an inter-
mediate ReLU activation function and skip connection. Batch normalization
is not adopted to accurately preserve low-level features.

Ophthalmic sign detector
The ophthalmic sign detector is designed to detect ophthalmic sign features
that are necessary for ophthalmic diagnosis (Fig. 8). For images from the
SNPH cohort’s developing set, physicians annotate each image’s health
state. A neural network ¢, which consists of an ophthalmic feature extractor
followed by an ophthalmic sign scorer, scores each region within each
image. The score of the region with the highest confidence score serves as the
image-level disease confidence, supervised by an image-level binary label y.
Specifically, y = 0 indicates a healthy state, while y =1 denotes disease pre-
sence. This approach is termed the “region-score-max” learning strategy.
Formally, given an input eye region image X € RAW ¢ assigns a sign
score to each region of X,,. The maximum abnormal score is used as the
overall result for the entire image:

S=¢(X) € R¥*5,
p = max($), 1)
Lclasst]j' ==y log(P) + (1 _y) : lOg(l _p)7

where S represents the region-wise sign scores, and p is the highest-
confidence region score. As for the network architecture of ¢, ophthalmic
feature extractor consists of the first three stages (Convl, Res1, and Res2)
of the ResNet50 architecture, while ophthalmic sign scorer is
implemented as a linear layer followed by a Sigmoid function'"'. Despite
training on image-level annotations, the detector effectively identifies
classification-relevant regions in a weakly supervised manner, aligning
with previous studies™”. Regions with a sign score exceeding 0.5 are
designated as ophthalmic sign regions. Then, the features of these regions
are selected as the ophthalmic feature.

The sign map threshold value 0.5 is determined by the empirical
investigation. As shown in Table 1, higher cutoff values (e.g., 0.7 or 0.9) result
in more aggressive suppression of facial features, leading to better de-
identification performance (ID Protection Rate =96.96%). However, such

Fig. 7 | Feature visualization. We visualize the facial
feature maps before and after being protected by our
ROFI model.
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Fig. 8 | Illustration of the ophthalmic sign detector. This detector learns to identify
region-wise ophthalmic signs using a “region-score-max” strategy in a weakly-
supervised manner, relying solely on image-level annotations, namely, the image is with

eye disease or not. Features are masked with the sign map to preserve those essential for
ophthalmic diagnosis, using the spatial-wise multiplication operation ® .

Table 1| Comparison of different sign map threshold values on
the SNPH set

Threshold Value 0.1 0.3 0.5 0.7 0.9
ID Protection 92.04 93.93 96.54 96.96 96.96
Rate (%)

Classification 91.34 91.34 91.25 88.26 86.19
AUROC (%)

ID protection rate and classification AUROC is evaluated using the AdaCos face recognition and ViT
classification networks.

thresholds also risk removing diagnostically relevant regions, as evidenced by
the noticeable drop in classification AUROC (dropped to only 86.19%).
Conversely, lower cutoff values preserve more image content, which helps
maintain high diagnostic accuracy (high AUROC), but leave identifiable
features partially intact, reducing de-identification effectiveness. For example,
the ID protection rate is only 92.04%, when the cutoff value is set to 0.1.

Moreover, we visualize the sign maps to provide a more intuitive
understanding of the ophthalmic features learned by the model. As shown in
Fig. 9, the disease-related ophthalmic signs are successfully captured.
Although some false-positive regions are detected, they lack specific identity
information and therefore do not compromise the overall de-identification
performance.

Learning objectives of the framework
We denote the original face image and the protected face image as X and Y.
The recovered face images by correct password and wrong password are
denoted as X and Xyyrong Tespectively. The learning objective includes
five parts.

(1) The cosine similarity between the identification of the protected
image Y and that of the original image X should be as small as possible,

L omoverp = cos(Face — Net(X), Face — Net(Y)), 2)

where Face — Net denotes a pre-trained face identification network
Sphereface'*.

(2) The identification of the correctly recovered image X and the ori-
ginal image X should be as similar as possible, namely, the cosine similarity
should be large,

L — cos(Face — Net(X), Face — Net(X)). 3)

recoverID —

(3) The appearance of the correctly recovered image X and the original
image X should be as similar as possible,

L = L1(X — X) % 0.05 + LPIPS(X, X), (4)

recoverApp

where L1 denotes the 1 norm function, LPIPS denotes the Learned Per-
ceptual Image Patch Similarity metric'*.
(4) The identification of the wrongly recovered image X,,,,,; and the

original image X should be as dissimilar as possible.

L yrongip = cos(Face — Net(X,,,,), Face — Net(X)). (5)
(5) All images should be photo-realistic.
Lopoto = LoanX) + Laan(Y) + LX) + LanKyprong)s  (6)

where L,y denotes the Generative Adversarial Networks (GAN)"** loss,
which forces the images to be visually natural. Concretely, the GAN dis-
criminator architecture follows a PatchGAN design'* with five 4 x 4 con-
volutional layers (stride=2) for progressive downsampling. Each
convolution is followed by spectral normalization and LeakyReLU activa-
tion functions. The GAN loss comprises two components: (1) a local nat-
uralness constraint applied to patch-level features, and (2) a global
naturalness constraint implemented through average pooling across all
spatial positions. To stabilize GAN training, we introduce the following
techniques: spectral normalization'*® layers to control discriminator
Lipschitz constants, and Two-Timescale Update Rule (TTUR)'" to balance
generator and discriminator learning rates.

The GAN framework plays a crucial role in ensuring that the pre-
pended noise key is actively utilized rather than ignored. The Generator is
incentivized to produce a wide variety of diverse and realistic outputs to fool
the Discriminator. Given our large-scale training dataset, the noise key
serves as an effective perturbation signal, which the Generator leverages as a
source of randomization to create distinct facial identities for the same input
image. As demonstrated in our quantitative analysis (Supplementary Table
14 and Supplementary Fig. 10), different noise keys lead to high variance in
both pixel space and identity feature space, confirming that the model
actively uses the noise to generate diverse, protected images.

Finally, the while objective is given by,

@)

EROFI = [’removeID + ﬁrecaverID + Erecuver/-\pp + ﬁwrangID + Ephuto'
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Fig. 9 | Sign map visualization. Sign map is auto-
matically detected by the ophthalmic sign detector.
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Training strategy

During the training of the ROFI model, we utilize the AdamW
optimizer'** with the following hyper-parameters: 8; (0.5), 3, (0.999), a
weight decay of 1e-8, and a learning rate of 1e-4. The batch size is set to
12, and the training iteration number is 1,000,000. The learning rate
undergoes a decay of 10 times at the 900,000th iteration. We evaluated
the model every 20,000 iterations on the model-selection set of SNPH,
the model with the smallest loss value Ly, is adopted as the final
model. As the data augmentation strategy, we employ the random
horizontal flipping operation. The model is implemented with the
PyTorch framework'®. During the training of the ophthalmic sign
detector, the optimizer and hyper-parameters are same as that of ROFI.
To prevent overfitting to dominant regions (e.g., sclera/iris) and allows
for detecting of subtle signs like early-stage conjunctival melanoma
(CM), we employ the following strategies: (1) Weight Decay'*: This
regularization technique discourages over-reliance on dominant fea-
tures by penalizing large network weights, promoting balanced feature
learning across both prominent and subtle regions. (2) Random Crop
Augmentation": By training the model on randomly cropped sub-
regions of the eye image, we force it to focus on localized discriminative
cues rather than global dominant patterns. This enables the model
sensitive to fine-grained abnormalities that may appear in non-
dominant areas.

Implementation of the Al diagnostic models

The SNHP validation set is partitioned into three subsets: the training
set (60%) is utilized for training the Al models, the validation set (10%)
is employed for hyperparameter tuning, and the test set (30%) serves as
the benchmark for evaluating model performance. Throughout the
training phase, all images undergo a uniform resizing process, bringing
them to a standardized dimension of 256 x 256 using cubic inter-
polation. Subsequently, these resized images undergo augmentation
employing prevalent strategies, including random cropping (ranging
from 30% to 100% of the whole image), resizing to 224 x 224, random
horizontal flipping, and image normalization. The ECXHCSU vali-
dation set is partitioned into two subsets, the training set (60%) and the
test set (40%). ECXHCSU has no hyperparameter tuning subset, since
its hyperparameters are reused from SNHP.

The weight decay values for ResNet50 and ViT networks are
configured at le-4 and le-2, respectively. The learning rate is set to 1e-4
for both ResNet50 and ViT. Mini-batch size is set to 256 for both
ResNet50 and ViT. The training iteration number is set to 3000. Both
ResNet50 and ViT networks are initialized from the models pretrained
on ImageNet dataset'”’. We optimize the diagnostic models with the
AdamW optimizer'*’. During model evaluation, all images are resized
to 256 x 256 and subsequently cropped to the central 224 x 224 region.
The strategy was adopted from the official data-processing strategies of
the above network architectures''*'"

Data availability

The data supporting the findings of this study are divided into two
categories: shared data and restricted data. Shared data are available in
the manuscript, references, and supplementary information.The
source data of all figures and tables will be released to publicly-
accessible project website upon publication. Restricted data such as the

patient photos, which pertain to individual participants, are subject toa
license that permits their use solely for analysis. Consequently, these
data cannot be publicly shared. Access to patient photos is available
upon reasonable request and the submission of a formal data usage
agreement. All requests are subject to review and approval by the
relevant ethics and data governance committees.

Code availability

The codes and the trained model are available at https://github.com/
tianyuan168326/PatientFaceAnonymizer-Pytorch. Data was analyzed with
python 3.10, cudatoolkit 11.6.0, pytorch 2.1.2, numpy 1.24.3, opencv-
python 4.8.1.78, pandas 2.0.3, scipy 1.10.1, pillow 10.0.1, piq 0.8.0, and
dlib 19.24.2.
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