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Deep neural networks have enabled numerous studies and applications on both Euclidean data, such as images and text, and non-
Euclidean data, such as graphs. Because these networks may process private data, their deployment raises concerns about privacy
leakage. Model inversion attacks (MIAs) exploit access to a trained model to reconstruct training examples or infer privacy-sensitive
characteristics represented by the model. The effectiveness of MIAs has been demonstrated in various domains, including images, text,
and graphs. These attacks highlight the vulnerability of neural networks and raise awareness about the risk of privacy leakage within
the research community. This survey provides a threat-model- and assumption-aware synthesis of attacks and defenses. We compare
exposed interfaces, attacker knowledge, reconstruction priors and targets, failure modes, deployment constraints, and privacy-utility
trade-offs, while highlighting modeling principles, optimization challenges, and future directions. We also maintain an evolving

repository of relevant research at https://github.com/AndrewZhou924/Awesome-model-inversion-attack.
CCS Concepts: « Security and privacy — Privacy protections.
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1 Introduction

Machine learning has driven advances in pattern recognition for Euclidean data, e.g., images and text, and non-Euclidean
data, commonly represented as graphs. Convolutional neural networks (CNNs) [36, 73, 74, 88, 224], language models
(LMs) [30, 41, 136, 229, 233], and graph neural networks (GNNs) [68, 105, 106, 234, 255] have been developed for these
domains. More recently, foundation models [1, 16, 30, 60, 230] have attracted growing interest because of their broad
capabilities in face recognition [39, 134, 196, 219, 223], dialogue [3, 117, 229, 290], recommendation [23, 75, 217], and
drug discovery [120, 122, 141, 249, 291].

Nevertheless, these applications process sensitive data, including private facial images, contact information, and
personalized social networks, raising concerns about privacy leakage [4, 42, 85, 147, 212, 279] and motivating privacy-
preserving methods [31, 49, 65, 86, 201, 256]. Model inversion attacks (MIAs) [55] exploit black- or white-box access to
recover training examples or sensitive attributes across data domains (Fig. 1).

MIAs exploit model outputs or internals to infer private training information in settings such as:

e Facial recognition [7, 24, 55, 70, 97, 162, 163, 214, 238, 265, 275, 289], where an adversary updates candidate images
using model responses to recover identity-revealing facial features or representative private images.
o Medical diagnostics [24, 238, 275, 289], where clinical-image models may expose sensitive class or patient information.
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Fig. 1. Pipeline of an MIA in supervised learning: the attacker uses a released model and prior knowledge to recover private training
information, while the defender limits recovery without sacrificing the target model’s utility on legitimate inputs.

o Social and recommendation systems [20, 204], where graph-link reconstruction can expose private relationships.

Depending on the threat model, MIAs combine target access with nonsensitive auxiliary knowledge to recover
images [214, 289], private text [283], or graph structure [76, 293]; label-only black-box recovery is also feasible [97].

Many attack approaches have been proposed across image, text, and graph data [55, 76, 97, 153, 283, 289, 293];
representative defenses include output restriction, representation regularization, training-time protection, and graph
perturbation [80, 84, 129, 179, 240, 264]. Recent surveys by Fang et al. [54] and Yang et al. [262] already cover multiple
data domains, attack taxonomies, defenses, datasets, and metrics. Our complementary focus is to compare methods
through a common set of threat-model and methodological dimensions—exposed interface, attacker knowledge, auxiliary
data and priors, reconstruction target, failure mode, deployment constraint, and privacy-utility boundary.

This work provides a threat-model- and assumption-aware survey of model inversion attacks. Our contributions are:

o We give a threat-model-centric account of MIAs, separate them from gradient inversion, membership inference, and
model stealing, and position this survey against the closest prior ones (Sec. 2, Tab. 1).

e We compare every attack along one frame—exposed interface, assumed knowledge and prior, recovered target, failure
conditions—across the image, text, graph, collaborative/split and vision-language settings (Secs. 3-5).

o We quantify what defenses cost, from the privacy-utility evidence their own papers report (Tab. 6) to the deployment

and query budgets an attacker faces (Tab. 8), and summarize datasets, metrics and open problems (Secs. 6-8).

2 Overview
2.1 The Problem Definition of Model Inversion Attacks

Definition 2.1 (Supervised machine learning). Given training and test sets Dyqin = (Xirains Yirain) and Diest = (Xiest, Yeest),
supervised learning estimates fg € H to map inputs X to labels or targets Y. Its parameters are commonly optimized on

Dyyain by stochastic gradient descent, and its generalization is evaluated on Dy before deployment.

Definition 2.2 (Model inversion attacks). Given a trained model fy and prior knowledge K, a model inversion attack
seeks a reverse hypothesis f, s ! that recovers training data Xy, or privacy-sensitive characteristics represented by fp. For
sample-reconstruction attacks, f¢_1 (fo, K) = Xirain, Where the recovered data Xy is a set of data samples that are expected

to approximate those samples in Xiyqin.
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Black-box ]—[e.g., Inference Attack [292].

{ Model Inversion Adversaries]

Training-time ]—[e.g., DP [56, 289], MID [240], BiDO [179], NegLS [215], TL-DMI [81], etc. ]
Image Domain (Sec. 6.1)

Inference-time ]—[e.g., PPF [264], AD-mi [248]. ]
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Training-time He,g,, NetFense [84], DPRR [80], GAP [192], MC-GPB [295], etc. ]
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Inference-time ]—[e,g,, embedding perturbation [292], and GRASP [67]. ]

Fig. 2. Taxonomy of MIAs and defenses over the image, text and graph domains and over the collaborative/split and vision-
language/foundation-model settings, with detailed coverage in Sections 3-6.

Remark 2.1 (Strict model inversion attacks). When no prior knowledge is given, namely, K = 0, then an MIA reduces to
finding the reverse hypothesis f¢_1 thatf¢_1 (fo) = Xirain. This is a limiting case: pioneering studies typically used auxiliary

information such as known nonsensitive attributes, a target identity or class, or public-data priors [55, 56].

Remark 2.2 (The extent of inversion). MIAs usually recover representative examples, attributes, graph relations, or a
subset of Xyyqin, rather than the entire training set. Evaluation therefore uses domain-appropriate measures of fidelity, attack

success, distributional similarity, or recall. Full-set reconstruction is obtained only when Xirain covers all samples in Xirqin-

Definition 2.2 has three critical factors:

e Factor 1: The domain-specific MIA methods to obtain fq;l Fig. 2 organizes MIA designs by data domain and by
the collaborative/split and vision-language settings that cut across them, because reconstruction difficulty depends
on data structure, semantics, and the interface a deployment exposes.

e Factor 2: The information contained in K. Many MIA settings assume domain knowledge and public auxiliary
data but no private training records [163, 214, 238]; for example, public facial images can provide a generative prior.
Stronger threat models assume information related to the private distribution or target records [289], such as partial

or corrupted observations whose nonsensitive content constrains and narrows recovery in practice.
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e Factor 3: The white-box or black-box access of fy. In a white-box attack, the adversary knows the target model’s
architecture and parameters and can compute gradients through it. In a black-box attack, the adversary does not
know the architecture or parameters and cannot compute gradients through the target model. Restricted-access
MIAs can be grouped by the exposed interface: (1) full confidence scores, from which the adversary can also compute
a target label’s prediction loss (e.g., cross-entropy loss); (2) hard label only, where only the predicted label is returned
and the adversary is given the most limited information; (3) hidden representation: the adversary reconstructs input

information from a feature or embedding deliberately exposed by the target-model interface.

2.2 Principles for Enhancing or Defending against Model Inversion Attacks
General design principles transfer across methods; we therefore state the adversary’s and defender’s objectives:
Definition 2.3 (Target of MIAs). Given a trained model fg and prior knowledge K, the target of conducting MIAs is to

nd the reverse hypothesis ! that minimizes distance(Xyain, Xirain), where Xuain = £ (fo, K). Notably, the ground truth
yp ¢ ¢ Y g

data Xiain is not accessible for conducting MIAs and is only used in the final evaluation ofdistance()zt,am, Xtrain)-

Definition 2.4 (Target of defending against MIAs). Given a dataset D = {Dyyqin, Diest} and an attack method to get the
reverse hypothesis f¢_1 the defender trains a model fg on Dygin = (Xirain, Yerain) to (1) increase the reconstruction error
distance(Xirqin, Xirain) under the post-hoc MIA and (2) preserve predictive performance on Dyess = (Xiests Yeest). In practice,

these objectives define a privacy-utility trade-off rather than two quantities that can always be maximized simultaneously.
Next, we summarize principles for conducting MIAs toward the objective in Definition 2.3.

Principle 1. Improve query strategies. Adapt queries to earlier responses so that the available budget more efficiently

narrows the candidate space, estimates a decision boundary, or trains a surrogate under restricted access.

Principle 2. Leverage model internals. Exploit parameters and intermediate representations under white-box access to

guide reconstruction more directly and reliably than black-box outputs permit during iterative inversion.

Principle 3. Exploit output probabilities. Use output probabilities to define reconstruction losses, rank candidates, or guide

candidate updates with richer information than hard labels alone provide during reconstruction.

Principle 4. More prior knowledge. Use statistical and domain-specific priors to constrain the search and make better-

informed guesses about the structure and distribution of private data before and during optimization.

Principle 5. Extra generative models. Use pre-trained GAN or diffusion priors and search their learned space rather than

raw inputs; when matched to private data, these priors yield realistic, semantically meaningful reconstructions.

Principle 6. Transfer pre-trained models. Adapt models pre-trained on public data as inversion priors, optionally fine-tuning

them with public data or target-model responses before subsequent reconstruction for the target task.
Defenses follow complementary principles:

Principle 7. Data-centric processing. Sanitize or obfuscate sensitive training information, perturb individual records, or

replace them with synthetic examples that preserve utility without directly exposing real records.

Principle 8. Regularized representation learning. Penalize dependence between learned representations and private inputs

so the features retain less record-specific information while supporting the intended prediction task.
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Fig. 3. Comparison of privacy attacks by objective and the information they may expose.

Principle 9. Feature masking and dropout. Mask sensitive features or apply dropout to reduce reliance on individual

inputs or hidden units and discourage brittle, record-specific encoding; neither operation guarantees privacy by itself.

Principle 10. Modify model output. Perturb, coarsen, or randomize released outputs to obscure exploitable input-output

relationships; calibrated privacy mechanisms must explicitly balance leakage reduction against downstream utility.

2.3 Relationship and Differences with Other Privacy Attacks
Fig. 3 compares MIAs and related privacy attacks by objective and exposed information.

e Model stealing attacks [22, 43, 48, 52, 87, 94, 98, 165, 168, 205, 244, 245, 259, 260, 276, 298]. Model stealing replicates
target functionality, often by training a surrogate on query-response pairs. It threatens model functionality and
intellectual property rather than reconstructing private training examples themselves.

e Membership inference attacks [13, 29, 72, 77, 102, 130, 137, 144, 145, 166, 187, 203, 207, 213, 232, 243, 266, 277, 281].
Membership inference attacks determine whether a given record belonged to a model’s training set. Depending on
the access setting, they exploit losses, labels, confidence scores, gradients, or trained attack models that distinguish
members from nonmembers; revealing membership can itself disclose sensitive participation.

e Gradient inversion attacks [12, 40, 53, 59, 61, 71, 90, 95, 181, 251, 269, 286, 296]. Gradient inversion attacks
reconstruct inputs from shared gradients in federated, distributed, or split learning. They optimize candidates to
match observed gradients, sometimes using training-based inversion models or generative priors. The training

gradient is their defining observable, unlike output- or parameter-based MIAs in our taxonomy.

2.4 Positioning with Respect to Existing Surveys

Prior surveys approach MIAs at different scopes. Broad security surveys treat MIAs alongside membership inference,
model stealing, or adversarial attacks [5, 190], while others focus on machine-learning-as-a-service (MLaaS), attack
tools, or gradient inversion [123, 206, 211, 212, 282]. Most relevantly, Fang et al. [54] cover image, text, and graph MIAs
and release an attack toolbox, while Yang et al. [262] survey deep-learning attacks, defenses, datasets, metrics, and
challenges. Our distinctive contribution is the analytical framework summarized in Tab. 1, rather than cross-domain
breadth by itself.
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Table 1. Positioning relative to the most relevant MIA surveys. Entries describe the organizing emphasis actually provided by each
work rather than a binary claim of topic absence.

Deployment, defense, and

Survey Scope Primary analytical organization Emerging interfaces resources

Fang et al. [54] ML/DNN MIAs across Aftack/defense taxonomy and method Coverage through its 2024 cutoff Attack toolbox and open issues
modalities and tasks features
Deep-learning attacks, Generative and

Technique- and defense-oriented Challenges, directions, and

Yang et al. [262] defenses, data, applications, taxonom gradient-reconstruction lines resource repositor
and evaluation Y through 2025 P y
Gradient-inversion ~ Federated/distributed Threat models, matching procedures, and - Federated assumptions and
k o . . Shared-gradient interface
surveys [206, 282] gradient reconstruction defenses defenses
VLM responses, shared Deployment and privacy-utilit
This surve Image, text, and graph MIAs; Interface, knowledge, prior, target, embeddings, LLM signals, anfl s};s datasetspmetri}és an dy
Y bounded adjacent settings mechanism, and failure mode diffusion priors, and split YSis; ? >

literature index
features

Our complementary emphasis is a threat-model- and assumption-aware synthesis: we compare attacks by exposed
interface, auxiliary knowledge and priors, reconstruction space and procedure, and query, transfer, and prior-mismatch
limitations. These dimensions connect optimization-based and training-based mechanisms to concrete deployment
scenarios and clarify modality-specific risks: image MIAs rely strongly on visual priors, text MIAs bridge continuous
signals and discrete sequences, and graph MIAs exploit relational structure. Relating these assumptions to defenses and

evaluation explains why methods with similar recovery goals can have different practical implications.

3 Model Inversion Attacks on Image Data

Sec. 3.1 introduces the general methodology of model inversion [47, 143, 161, 208] in the image domain. It seeks
inputs that either activate a network feature [47, 270, 272] or produce a high class response [62, 208, 239], giving
optimization-based [47, 62, 161, 176, 178, 208, 239, 270, 272] and training-based approaches [46, 47, 158] (Fig. 4). Some

precede privacy attacks but provide their methodological basis [55]; Sec. 3.2 applies them across threat settings.

3.1 A Summary of Model Inversion Approaches on Image Data

To make threat-model assumptions and methodological differences explicit, Tab. 2 compares attacks on image classifiers
and face-embedding models by attacker interface or capability, reconstruction space and prior, auxiliary resources,
distinctive mechanism, and granularity of recovered information; these complementary dimensions avoid conflating
model access, generative priors, and solution procedures. Because collaborative/split inference and split learning expose
intermediate representations under distinct server roles, Tab. 3 compares them separately.

Let x be a training input and y = fy(x) its prediction or representation. Inversion approximates the posterior p(x | y)
either by per-target optimization or by a learned inverse mapping, the two paradigms detailed below.

Optimization-based Approaches. Optimization-based methods seek an image % whose output matches y, either in
pixel space [143, 270, 272] or in a generator’s latent space. Because this problem is ill-posed and non-convex, an image

prior R regularizes the search and favors plausible natural images during reconstruction [143, 208]:
%" = argmin L(fp(%),y) + AR(%), (1)
xeX

where £ measures output discrepancy and R may encode an a-norm [208], total variation [143], or feature statistics [62,
272]. Beyond hand-crafted image priors, the image prior can also be learned from data through generative models,
such as GANs [24, 214, 289] and diffusion models [118, 237]. Instead of directly optimizing in the raw pixel space, the

adversary can search in a learned latent or generative space, which constrains reconstructed samples to be more realistic
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and semantically meaningful. Such learned priors provide stronger regularization for the ill-posed inversion problem,
while their effectiveness depends on how well the learned distribution matches the private data distribution.
Training-based Approaches. Training-based methods instead learn a decoder f~!(;¢) from auxiliary pairs

{(xi,yi) : yi = fo(xi)} [46, 47]. For example, a pixel-space decoder can minimize
b =argmin 3717 (us) - il @

Unlike optimization-based methods, which iteratively update the input or latent code per target, training-based

methods learn a direct mapping from predictions or features to images, reconstructing in one forward pass once trained.

3.2 Applying Image MIAs to Different Scenarios

We organize image-domain MIAs into attacks on standard classifiers and on collaborative/split inference.

MIAs on Standard Classification. (Principle 1: [97]; Principle 3: [55, 214, 289]; Principle 2: [163]; Principle 4:
[24, 265, 294]; Principle 5: [7, 70, 118, 131, 163, 214, 237, 238, 289]) Here an adversary infers private-data representatives
from a trained classifier (Fig. 5). We compare attacks along three dimensions: the attacker interface (white-box gradients
or logits, confidence scores, hard labels, or explanations); the reconstruction space and prior (pixels or latent spaces
induced by GANs, StyleGANS, or diffusion models); and the solution procedure (per-target optimization, derivative-free
search, boundary estimation, transfer, or amortized inference). Weaker interfaces require extra queries, priors, or
surrogates.

White-box optimization attacks. These attacks use target gradients or internal activations to optimize pixels or a
latent representation, under hand-crafted regularization, GAN/StyleGAN priors, or diffusion priors; the generative
prior is thus a reconstruction mechanism rather than a separate threat model. Their development pursues two related
goals: confining reconstructions to the manifold of realistic images, and obtaining an optimization signal that remains
stable and discriminative of the target identity throughout the search process for each target.

» The first MIA algorithm. Fredrikson et al. [55] optimize pixels under denoising and sharpening priors (Eq. 1) to
invert a face classifier; such priors encode little semantic structure, so on deep models input-space search degenerates

into adversarial samples [222] that score highly under the target yet carry no semantic meaning.
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Table 2. Fine-grained comparison of representative model inversion attacks against image classifiers and face-embedding models.

“Interface” denotes target-model access; “Auxiliary resource” denotes data or models required beyond the target.

Method Interf.a(fe / Reconstruc.t on Auxiliary resource Distinctive mechanism . Recoverf-:d
capability space / prior information
Vanilla-MI [55] | Model confidence / | Pixels + hand-crafted N Direct input optimization with denoising | Class-representative
. . one . :
(2015) gradients priors and sharpening image
LB-MIT265] Prediction vectors | Learned inverse model | O¢1€TiC public query [~ Align backgrounc_l knowledge_and Tearn Input-like image
(2019) images output-to-image mapping

Joint discriminator-prior and

Class / identity

GMI [289] (2020) | White-box gradients GAN latent space Public images identity-guided latent search prototype
KEDMI [24] Xg:i;gz: / GAN + latent Public images + Knowledge-enriched GAN and Class distribution /
(2021) p eradients distribution target soft labels distributional inversion identity
VMI [238] (2021) p\;g}dlilzii-gr?: / StyleGAN + flow Pretrained generator Variational posterior instead of a point Diverse class
gradients distribution estimate distribution
XAI(—ZI\(/)g 1[)294] le’)r(;l;:‘lt;(t)ilgi ;— Learned inverse model Auxiilils;gezuery Fuse saliency iol:tgti}lne‘:e(;g)l)lznation signals Input instance
PPA [214] (2022) Whltgerfdoi);:sglts 7 Pretrained StyleGAN | Pretrained generator Poincare L?;;’pﬁ?:;lf;rg;?mns’ and ng}il(_lr:nst‘i)g:twn
MIRROR [7] Confidence-score . . P-space clipping and genetic-algorithm High-resolution
(2022) black-box Pretrained StyleGAN | Pretrained generator latent search identity
BRE(ZBI\ZAZI)[”] Hard labels Generator latent space | Pretrained generator EStlm?;ziliﬁztiiii);egzﬂghga:;mpleS Cl;srso/mlf;;etlty
LOMMA [163] Ig;:::elsloagr:f GAN / StyleGAN Public images + Logit maximization and model Identity prototype
(2023) gradie;lts latent space augmented models augmentation yp P
. White-box L . . . .
PLG-MI [275] predictions / Conditional GAN Public images + Class—decouple_d prior and max-margin Class / identity
(2023) aradients pseudo-labels inversion prototype
RLgXIZIS[;O] Confidence scores | Generator latent space | Pretrained generator Soft Actor-Cf;ilecn}t)zlelacZ:}flor sequential Identity prototype
LOKT [162] Hard labels T-ACGAN + surrogate | Public unlabeled Transfer target behavior and then Identity prototype
(2023) models images perform white-box inversion
Public + . .
PPDG-MI [176] . . . . Iteratively select reconstructions and .
White-box gradients | Adapted GAN prior pseudo-private Identity prototype
(2024) images tune the generator
Diff-MI [118] White-box target Target-specific Public images + Pretrain/fine-tune diffusion prior and Class / identity
(2024) knowledge conditional diffusion pseudo-labels top-k margin guidance prototype
Unstop- e e S . .
pable [131] Hard labels Conditional diffusion aurf(?lsi];;e%fx:ges Train dlff;lglecl':a\zlctg;g:tgiggfredlcted Reprei(:;la)tllevse class
(2024)
AlignMI [178] Gradients or . Public images + Align updates with the generator tangent .

(2025) confidence scores GAN manifold pre-trained generator space Identity prototype
SMILE [125] Confidence scores | Pretrained generator Public images + Long-tailed surrogate initialization and High-resolution
(2025) 8 surrogate model NGOpt search identity
DiffMI [237] Embeddings / Fixed unconditional Pfotl'taalrneec:_cshfiléis&ocn; Robust initialization and ranked Identity-consistent

(2026) similarity signal diffusion ECLSP adversarial latent refinement face

training

» The first GAN-based generative MIA. GMI [289] introduces a GAN prior [66, 101, 185] for attacking deep

classifiers. It first trains a Wasserstein GAN [8] on public facial data, then searches its latent space for realistic samples

that the target assigns to the desired identity, recovering training data with far higher fidelity than the earlier pixel-space

attack. Its objective is z* = arg min, —D(G(z)) — Alog fo(G(z)), where a lower prior loss demands more realistic images

and a lower identity loss encourages a higher prediction score under fp for the target class.

» Distill class information from the target model. Instead of only discriminating real from generated samples,

KEDMI [24] uses target-model soft labels on public data to provide class-aware supervision during GAN training. It also

replaces the usual point estimate with latents drawn from a learnable Gaussian pgen = N (g, 02), recovering diverse

samples that capture class-level semantics.

» MIAs as variational inference. Earlier generative MIAs performed well but rested on an unclear theoretical

basis. VMI [238] approximates prar(x | y) with a flow-based variational distribution and a StyleGAN generator [101],
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Fig. 5. lllustrations of model inversion attacks on standard image classifiers.

minimizing Ey(x) [~ log prar(y | X)] + Dxr(q(x)||prar(x)); recovering a distribution rather than a single optimum
improves sample diversity, represents multiple plausible modes, and avoids a single point estimate.

» Practical high-resolution MIAs. Struppek et al. [214] identify four degradation factors: entanglement between
image priors and target models, distributional shift between priors and private data, vanishing gradients of the cross-
entropy objective, and non-robust targets. PPA [214] combines a pre-trained StyleGAN prior with cropping and resizing
to reduce the distributional shift between prior and private data; a Poincaré loss mitigates vanishing gradients, random
transformations counter non-robust targets, and high-resolution reconstructions are finally selected.

» Logit maximization and model augmentation. LOMMA [163] replaces GMI and KEDMI’s cross-entropy
identity loss [24, 289] with logit maximization (LOM), which maximizes the target logit hT wy from the penultimate-layer
activations h and last-layer weights wi. They also first define MI overfitting, whereby one target model lets random
variation bias the reconstruction, countered by an ensemble of augmented targets during inference.

» Pseudo-labels and max-margin loss. PLG-MI [275] addresses the class-coupled latent space, the indirect
constraints on the generator, and the gradient vanishing of earlier GAN-based MIAs. It uses target pseudo-labels to train
a conditional GAN, separating class-specific latent spaces more directly than earlier GAN-based MIAs [24, 289]; during
inversion, a max-margin objective replaces cross-entropy to reduce gradient vanishing directly.

» Iterative generator adaptation. Conventional MIAs rely on a static prior learned from public data. Pseudo-Private
Data Guided Model Inversion (PPDG-MI) [176] reduces this gap by keeping reconstructions with stable predictions as
pseudo-private data and iteratively fine-tuning the generator to increase their density, narrowing the prior-private gap.

» Enhance MIAs via gradient-manifold alignment. AlignMI [178] revisits generative inversion under the
manifold hypothesis: backpropagation through a generator implicitly filters loss gradients along the generator manifold’s
tangent space, while off-manifold components hinder inversion. AlignMI does not explicitly compute this tangent-
space projection during an attack. Instead, it samples perturbed or semantically transformed variants x” around the
current synthetic input x and averages their loss gradients as VL (x) = Exrp(-1x) [VL(x")]. The resulting training-free
smoothing improves inversion across multiple white-box generative MIAs and image resolutions.

» Diffusion priors for model inversion. A recent line of work replaces or complements GAN priors with
diffusion priors for better realism and semantic consistency. Diff-MI [118] trains a target-specific conditional diffusion

model for target-guided reconstruction, showing the strength of diffusion priors when model-specific generation is
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affordable. DiffMI [237], despite the similar name, targets embedding-based face recognition and refines latent codes of
a fixed pre-trained diffusion model, reconstructing identity-consistent faces without target-specific generator training.
Unstoppable [131] extends diffusion-prior MIAs to the label-only setting by conditioning generation on predicted
labels. Together, they span target-specific, training-free, and label-only inversion, with distinct attacker-knowledge,
generation-cost, and prior-alignment trade-offs across access settings and deployment budgets.

Comparison of reconstruction mechanisms under white-box access. Moving from pixel optimization to
learned generative priors improves realism without removing the dependence on attacker assumptions. The original
pixel-space attack [55] needs no generator, yet readily produces high-confidence images without semantic meaning.
GMI, KEDMI, and PLG-MI increasingly exploit public data and target-model knowledge for realism and class specificity,
at the price of public-private distribution alignment and generator coverage. VMI recovers a distribution rather than a
point estimate and so improves diversity; PPA and LOMMA instead address optimization stability, robustness, and
overfitting, with LOMMA additionally assuming internal logits and features; PPDG-MI and AlignMI adapt the prior or
the optimization geometry. Diffusion priors give a more expressive reconstruction space but are not white-box-specific,
having also been used under label-only access, and their cost depends on whether target-specific training, distillation,
or iterative generation is required. Recurring failure modes include prior mismatch, incomplete coverage of private
identities, vanishing or off-manifold gradients, and realistic but training-unrepresentative reconstructions.

Score-based black-box attacks. When gradients and model internals are unavailable, confidence scores can
still rank candidate reconstructions. These attacks replace backpropagation with derivative-free latent search or a
training-based policy, trading weaker access assumptions for more queries during reconstruction.

» StyleGAN priors and black-box search for high-fidelity inversion. An et al. [7] note that plain GAN priors as
used in GMI [289] have limited generative capacity and entangled latent spaces, and propose MIRROR, which combines
three components: (i) a pre-trained StyleGAN prior whose style-disentangled latent space enables higher-fidelity
reconstruction; (ii) latent clipping that confines the search to StyleGAN’s intermediate P-space, keeping candidates
on the natural-image manifold and mitigating entanglement; and (iii) a genetic-algorithm search [14] optimizing
the inversion objective where gradients are unavailable. The StyleGAN prior is not unique to MIRROR—VMI [238]
instantiates its variational family with a StyleGAN generator and PPA [214] also builds on such priors—so MIRROR’s
distinctive contribution is the P-space clipping and genetic-algorithm black-box search built atop this shared prior.

» MIAs as a Markov decision process. RLBMI [70] replaces MIRROR’s genetic search [7] with a Soft Actor-Critic
policy: the latent vector is the state, and confidence-derived rewards guide actions through the search space. More
recently, SMILE [125] combines long-tailed surrogate training with gradient-free optimization to obtain stronger
latent-search initialization and high-resolution reconstructions with fewer queries in practice.

Comparison of score-based attacks. MIRROR, RLBMI, and SMILE all rely on confidence scores and a strong
generative prior, but allocate computation differently: MIRROR avoids surrogate training at the cost of a query-hungry
population search, RLBMI learns a sequential search policy that may improve exploration but adds reinforcement-
learning overhead, and SMILE pays an upfront surrogate-training cost for stronger initializations and fewer subsequent
queries. All degrade under score truncation, output perturbation, rate limits, or public-private shift; evaluations should
report accuracy together with query count, prior-training cost, and exposed output information.

Label-only attacks. Hard-label interfaces remove confidence information, yielding a stricter, more deployment-
realistic threat model. Attacks compensate by estimating local decision boundaries through repeated queries or

transferring target-label behavior to a differentiable surrogate under restricted access in realistic deployments.
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» Gradient estimation in the label-only setting. BREP-MI [97] is the first attack to require only hard labels. It
probes N latent points on a sphere of radius R, expands the sphere while all generated samples retain the target label,
and otherwise estimates a boundary-based search direction from the observed label changes.

» Reformulate black-box inversion as white-box inversion. LOKT [162] queries hard labels for synthetic
samples from a target model-assisted ACGAN (T-ACGAN), trains its discriminator-classifier pair as differentiable
surrogates, then applies white-box inversion. The label-only attack is thereby reformulated as a white-box inversion on
the surrogates, and unlike BREP-MI’s per-target boundary search [97] it amortizes target queries across attacks.

Comparison of label-only attacks. BREP-MI estimates a search direction around the decision boundary without
assuming a differentiable surrogate, but its local probing is query-intensive and sensitive to boundary geometry. LOKT
instead amortizes queries into surrogate training and then applies white-box inversion, trading online boundary search
for synthetic-data generation, surrogate-training overhead, and transfer error. Both leak under minimal outputs, yet
depend more than score-based attacks on query budget, initialization, and approximation fidelity.

» Training-based MIAs with representation challenges. For a face classifier the adversary need not know
the private identities, only that the data are facial images, so a corpus crawled from the Internet suffices. Yang et al.
[265] query a black-box target with generic same-domain images to construct (x,y) pairs and train the decoder in
Eq. 2, without knowing private identities. XAl-aware inversion [294] additionally exploits spatial signals in saliency
maps, feature visualizations, activations, or concept vectors, showing that interpretability and privacy can be in tension
because such explanations may still expose information exploitable by an adversary under that interface.

Cross-paradigm trade-offs. Optimization-based attacks solve a fresh search problem per target, which suits small
numbers of reconstructions, whereas training-based attacks pay auxiliary-data, query, and training costs upfront and
then reconstruct in one forward pass. Explanation-aware inversion gains richer spatial signals but assumes an interface
exposing more than ordinary predictions, so it is a distinct threat model. No family is uniformly strongest: comparison
requires jointly reporting target access, auxiliary-data alignment, generator or simulator pretraining, query budget,
per-target cost, and whether the output captures class attributes, identity, or a training instance.

MIAs on Collaborative/Split Inference and Split Learning. (Principle 2: [45, 78]; Principle 4: [58, 174, 257, 297];
Principle 5: [124, 271]) Collaborative inference partitions a DNN between a client and a server: the client computes
an intermediate representation, the smashed data, and sends it to the server, which completes the prediction. This
reduces client-side computation but exposes a representation that may retain enough information to reconstruct the
input. We distinguish split inference, where the server observes forward activations at prediction time, from split
learning, where activations and gradients are exchanged during training. Split federated learning further combines
this partitioned training with aggregation across multiple clients. A passive (honest-but-curious) server follows the
protocol and analyzes observed messages, whereas an active server manipulates gradients or training objectives. These
distinctions materially change reconstruction feasibility and assumptions, as summarized in Tab. 3. Parameter-gradient
inversion alone is an adjacent federated-learning setting rather than a post-training MIA, and is excluded here.

» Foundational attacks under varying client knowledge. He et al. [78] give the first systematic study of MIAs
against collaborative inference: for an observed intermediate representation v = fg, (x), their white-box attack optimizes
a candidate input directly, their black-box attack trains an inverse network from input-representation pairs, and their
query-free attack first approximates the client model. Reconstruction risk therefore depends not only on the cut layer but
on the attacker’s model access and auxiliary-data knowledge. Dong et al. [45] then propose data-free divide-and-conquer
inversion (DCI), decomposing the client network into shallow inversion modules that use stored batch-normalization

statistics. DCI avoids real auxiliary samples but assumes access to the client model in practice.
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Table 3. Representative attacks in collaborative and split systems: stages, signals, assumptions, mechanisms, targets, and limits.

Stage / observed

Attacker

Attack signal Kknowledge/capability Aux. data / prior Core mechanism Target Main limitation
Foundational | Inference / smashed | White-box, black-box, or Varies by setting Input optimization, inverse Input Access, auxiliary data, and
CI attacks [78] data query-free ¢s by setling decoder, or shadow client pu cut-layer dependent
FSHA [174] Training / activations | Active server controls | Public same-domain | Feature-space hijacking and Training inputs Protocol deviation is
and gradients returned gradients data inverse decoder P potentially detectable
DCI [45] Inference / smashed Client model and BN None Divide-and-conquer layer Input Requires client-model and
data and BN statistics statistics inversion P stored-BN access
Unsplit [52] Training / activations | Passive server; client None AIterngting mo&_iell ste_aling Input, model, label Architec‘ture assumption
and gradients architecture and input optimization and iterative cost
GINVER [271] Inference / smashed White-box model or None in black-box | Generative inverse mapping; Tnput Model access or repeated
data black-box queries setting NES black-box optimization P queries
Training / activations Small Tabeled Pseudo-client training and Labeled auxiliary data and

PCAT [58]

and server snapshots

Unknown client model

same-task dataset

inverse decoder

Input, model, label

training history

GLASS [124]

Inference / protected
smashed data

Passive server

Pre-trained StyleGAN
prior

Latent search with feature
matching

Input

Prior mismatch and
per-target search

Training / smashed

No client architecture or

Domain discriminator and

Auxiliary-domain

FORA [257] Jata weights Public auxiliary data MK-MMD alignment Training inputs alignment
. No client weights or . . . Extra training and
. Training / smashed A Labeled same-domain | Adversarially regularized . -
SDAR [297] data queries; simulator data simulator and decoder Inputs, labels slmulgtor/domam
architecture mismatch

» Active attacks and joint model reconstruction in split learning. Unlike passive inference-time attacks, the
Feature-Space Hijacking Attack (FSHA) [174] assumes a malicious server that changes the learning objective through
forged gradients, aligning private client representations with an attacker-controlled feature space so that an inverse
decoder trained on public data recovers client inputs; it is powerful but requires active protocol deviation. UnSplit [52]
instead follows the protocol, alternating between estimating the client model and optimizing the private input, and
jointly enables model inversion, model stealing, and label inference. PCAT [58] handles unknown client architectures
by using same-task data and server snapshots to approximate the client model and recover private inputs and labels.

» Generative priors and passive feature reconstruction. Recent attacks improve reconstruction without
manipulating the protocol. GINVER [271] learns a generative inverse mapping from exposed intermediate features,
its black-box variant optimizing the inverse model by Natural Evolution Strategies without auxiliary data. GLASS
and GLASS++ [124] search a pre-trained StyleGAN’s latent space to match protected smashed data, showing feature
perturbation alone may not prevent visually faithful recovery. FORA [257] assumes no access to client architecture,
parameters, or private data, exploiting representation preference in observed smashed data and aligning a surrogate
client’s features with a domain discriminator and multi-kernel maximum mean discrepancy. SDAR [297] likewise
targets a passive server without client weights or query access, using adversarial regularization to learn a decodable
client simulator from labeled auxiliary data and evaluating known and unknown client architectures.

» Comparative observations. The trade-off here is between attacker capability and prior knowledge. Active
attacks such as FSHA deliberately increase leakage but are more detectable and need control of training messages,
whereas passive attacks better match an honest-but-curious cloud server yet typically require client-model access, a
distribution-matched auxiliary dataset, or a strong generative prior. Deeper cut layers discard more low-level detalil,
but their protection depends on architecture and task, so split depth alone is not a reliable guarantee. Benchmarking

studies [209, 261] should jointly measure attack knowledge, cut position, defense strength, utility, and pixel fidelity.

4 Model Inversion Attacks on Text and Multimodal Data

In natural language processing (NLP), models such as BERT [41] support text embedding, classification, and language
modeling, but their growing complexity and deployment intensify privacy concerns. Tab. 4 summarizes text-domain

MIAs and Fig. 6 their chronology. Sec. 4.1 introduces optimization-based and training-based approaches; Sec. 4.2 then



Model Inversion Attacks: A Survey of Approaches and Countermeasures 13

!

+ Discrete opimization

i l—. Predefined pml‘n\_l—

T
+ Logit mapping.

logit2prompt ) ( MLC/MSP J

=) | G

T
+ Hidden states  + Controlled generation +Output mapping

h
] i
H 1
H 1
H 1
H 1
H 1
H 1
H 1
1
Vec2Text 1
e b ) 0 )
H 1
H i
H 1
H 1
H 1
H 1
H 1
L i

+Multilingual

Multilingual Vec2Text

Optimization-hased

+ Additive log-ratio transformation +Model stealing,

PILS ) ( PILS )

Training-based

Recovered texts from logits of LLMs with logit2prompt

Fig. 6. Evolution of text-domain MIAs with representative recovered examples.

organizes attacks by embedding, text-classification and language-generation interfaces, and Sec. 4.3 covers vision-

language and foundation models.

4.1 A Summary of Model Inversion Approaches on Text Data

Let x denote private text and fp(x) an observable model signal, such as a representation, prediction score, generated
response, or activation. Attackers reconstruct x either by directly optimizing a candidate (or a continuous surrogate) or
by training an inversion model on auxiliary signal-text pairs. Some methods, such as Vec2Text [153], are hybrid: they
train a corrector and then iteratively refine each candidate through repeated target-encoder queries at inference.

Optimization-based Approaches. Optimization-based attacks update a candidate text representation so that an
observable signal matches the target. Public data may initialize or constrain the candidate, but the solution need not be
an element of an auxiliary corpus. Because text is discrete, white-box attacks often optimize a continuous relaxation
and then decode tokens. Writing Emb(x) for an exposed target embedding and Xielax for the relaxed candidate space, a
representative objective is X* = arg min, Xeetas L(Emb(%), Emb(x)). Candidate fidelity depends on the relaxation, prior,
and exposed signal; iterative refinement can also use black-box encoder queries when a learned corrector replaces
target-model gradients and supplies the optimization signal in realistic black-box deployments.

Training-based Approaches. Training-based inversion treats the observable mapping as an encoder and learns a

decoder f¢’1 from auxiliary signal-text pairs. After querying fp on X; € Dyuxiliary, the attacker minimizes £ -1 (¢) =

_1LyN
N Zi=1

though transfer depends on how well the auxiliary data and interface match the victim setting.

log pg(%X; | fo(%;)) and reconstructs X* = f¢‘1( fo(x)). Once collected, the pairs allow black-box operation,

4.2 Applying Text MIAs to Different Scenarios

MIAs on Language Models. Text MIAs exploit task-specific interfaces, which we organize into the three task settings of
embedding, text classification, and language generation (Fig. 7). For embeddings, Song and Raghunathan [210] optimize
a continuous relaxation, whereas Huang et al. [91], Li et al. [116], Song and Raghunathan [210] train inversion models;
Vec2Text variants [25, 153] are hybrid, training a corrector but recovering text by iterative black-box re-embedding. For

classification, Parikh et al. [171], Zhang et al. [283] optimize relaxed tokens or generator states. For generation, Morris
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Table 4. Summary of model inversion attacks on text and multimodal interfaces.

Interface / Auxiliary Distinctive Recovered Reported
Approach Method (venue) capability resource mechanism target limitation
Continuous White-b Embeddi tri Continuous relaxation Input text f Fidelity d Rl
Relaxation [210] blgd' ox mbe mgbma o of the embedding npub 3):1 rom b ell yt.ept;n son
(CCs'20) embeddings vocab. matrix embeddings relaxation/prior
. Temperature-scaled .
CEA [171] (ACL'22) Whlte;box Prefix, le.ibel, suffix logits vs. target Memorized Canary-level
classifier embeddings label canary suffix recovery only
Text Revealer [283] White-box Same-domain PPLM-:Qtyle Label- . Template-level, not
- s . perturbation of a representative .
(arXiv’'22) classifier corpus, GPT-2 exact inputs
generator templates
Optimization- DDMI [177] White-box CLIP Distilled diffusion | Diffusion prior replaces Private training Needs white-box
based (OpenRev.25) model GAN; cheaper sampling images CLIP embeddings
LeakyCLIP [27] White-box CLIP Stable Diffusion Adversarial fine-tuning CLIP training Needs white-box
(arXiv’'25) prior + diffusion refinement images CLIP embeddings
Adaptive . . .
SMI*AW1[164] White-box VLM Resp(.mseflevel token-/sequence-level Pr}v»ate Ylsual Needs white-box
(CVPR’26) signals L training images VLM responses
weighting
Vec2Text [153] Black-box Text-embedding Trained corrector + Full input text Per-example
(EMNLP’23) embeddings pairs iterative re-embedding P query/decoding cost
MultiVec2Text [25] Black-box Cross-lingual pairs Vec2Text correction, Full text, many Per-example
(ACL’24) multilingual sualp multilingual languages query/decoding cost
CapRecover [254] Split-inference Feature-semantics Inversion model on Semantic labels Semantics only, no
(ACM MM’25) features pairs client-side features and captions image
MLC & MSP [210] Black-box Sentence- Multi-label or multi-set Input d set Lexical only; word
(CCS’20) embeddings embedding pairs word prediction put wore sets order lost
5 Black-box Aux. pairs + MLP-aligned prefix, Sentence-level Domain and model
GEIA [116] (ACL'23) embeddings pre-trained LM teacher forcing input text shift
logit2prompt [154] ; . . _ . MLPs map logprob . Needs logprob
(ICLR’24) Black-box logits Signal-text pairs blocks to embeddings Hidden prompt access; query limits
output2prompt [278] Black-box Multiple Sparse encoder, Hidden system Response access;
Training- (EMNLP’24) responses outputs/prefix max-likelihood prefix prompt query limits
based Transferable EI [91] Released Small leak + Surrogate stealing + Input text from Assumes small
(ACL’24) embeddings surrogate adversarial alignment embeddings training-data leak
PILS [159] (NeurIPS’25) Black-box Signal-text pairs Additive log;ratlo Hidden prompt Needs logprf)bl
logprobs compression access; query limits
ATA [35] (ACL'25) Tr.amllng Shadow activation Attack {nod@l on Prlygte LLM Needs colllz?horatlve
activations data shadow activation pairs training text training
Face-Adapter [200] Black-box Face foundation Adapter into a Identity- Identity-level
(CVPRW’25) embeddings model foundation-model space consistent face recovery only
Inv2A [267] (AAAT26) Black-box Target LM as Itllverse encoder,. Hidden prompt Prompt recovery
responses decoder denoised representation only

et al. [154], Nazir et al. [159], Ye et al. [267], Zhang et al. [278] recover prompts from output text or next-token signals,
while Dai et al. [35] reconstruct training text from activations observed during decentralized LLM training.

MIAs on Text Embedding. (Principle 1: [25, 153]; Principle 2: [210]; Principle 4: [91]; Principle 6: [116]) For
embedding tasks, embedding models and text encoders map words or sentences to dense vectors supporting similarity
search, retrieval, and clustering. Classic word-level examples include Word2Vec [150] and GloVe [180]; modern sentence
encoders provide the interfaces attacked by full-text reconstruction methods. Because these vectors retain semantic and
sometimes lexical information, releasing them creates an inversion channel for private text.

» Continuous relaxation for gradient-based inversion. Enumerating an auxiliary corpus is slow and resource-
intensive once that corpus is large. Song and Raghunathan [210] therefore replace enumeration with white-box
optimization of one continuous variable z; per token position, making the discrete sentence search differentiable via
relaxed(Z, T) = V' softmax(Z/T) for embedding matrix V' and temperature T.

» Train an embedding-to-text inverse network. With only output access, Song and Raghunathan [210] train
fq;l on auxiliary sentence-embedding pairs to maximize log p(‘W (%) | fo(%X)). Multi-label classification predicts an
unordered vocabulary-wide word set, whereas multi-set prediction selects elements sequentially from the remaining

multiset. Both recover lexical content but not word order, which limits these classification-style inversions.
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» MIA as a generation task. GEIA [116] replaces the repetitive, semantically weak word sets of Song and
Raghunathan [210] with autoregressive text. An MLP aligns the target embedding to the model’s token representation,
which is concatenated with the first word embedding; the pre-trained language model is then trained with teacher
forcing [250] on auxiliary pairs, framing black-box inversion as sequence generation. At inference the decoder emits the
first token from the aligned embedding and continues autoregressively on its own context.

» Controlled generation and iterative refinement. Vec2Text [153] generates, re-embeds, and iteratively corrects
a text hypothesis, marginalizing over intermediate hypotheses after N iterations before beam search. Chen et al. [25]
extend it to multilingual and cross-lingual inversion, finding multilingual models more susceptible.

» Query-free embedding inversion. Transferable EI [91] first uses a small assumed leak from Dy, to steal a
surrogate encoder, then treats that surrogate as a generator and aligns it adversarially with the target space through a
discriminator, and trains a decoder to invert target embeddings without any further queries.

MIAs on Text Classification. (Principle 2: [171]; Principle 3: [283]) For text classification tasks, language models
are fine-tuned to predict predefined classes or labels for applications such as sentiment analysis, intent classification
(IC), and named-entity recognition (NER). Models such as BERT [41] and XLNet [263] commonly use a task-specific
output layer that exposes class scores or probabilities, which provide the inversion signal in this setting.

» Text completion on natural-language-understanding (NLU) models. In white-box canary extraction (CEA),
Parikh et al. [171] recover an unknown suffix given a known prefix, such as “My phone number is...”. They assign each
suffix position a temperature-scaled logit vector, map its softmax through the embedding matrix, and minimize the
classification loss on the concatenation of prefix and relaxed suffix embeddings against the target label; the highest-logit
tokens form the recovered canary.

» Transformer-based text classification. Text Revealer [283], the first MIA specifically targeting transformer-
based text classifiers, extracts common templates by n-gram analysis of same-domain public data, fine-tunes GPT-2
as a domain generator, and then follows the PPLM idea [37] by optimizing the generator’s hidden-state perturbation
against the white-box target classifier for a chosen label, e.g., a 4-star review. Thus GPT-2 supplies the text prior, while
victim-classifier feedback steers reconstruction toward fluent text representative of the target label.

MIAs on Language Generation. (Principle 2: [35]; Principle 3: [154, 159]; Principle 6: [267, 278]) For language

generation tasks, generative language models learn from large text corpora to predict the next-token distribution over
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a vocabulary V and produce coherent sequences. Transformer architectures [233], including GPT-2 [186], expose
generated text, next-token probabilities, and, during training, intermediate activations as potential inversion signals.

» Reconstruct hidden prompts from logit vectors. Observing that logit outputs carry rich information about
the preceding text, Logit2prompt [154] maps the next-token probability vector into a sequence of pseudo-embeddings,
using MLPs on blocks of log probabilities to bridge the vocabulary and encoder dimensions. A conditional inversion
model then decodes these pseudo-embeddings into the hidden prompt from observed outputs.

» Reconstruct hidden prompts from text outputs. Output2prompt [278] needs only generated text: for a hidden
prefix and varying user prompts, it sparsely encodes several distinct but semantically related outputs into one aggregated
representation, then reconstructs the prefix by maximum-likelihood training at lower cost than a self-attention encoder,
recovering prompts that closely match the true prefixes under this output-only interface in practice.

» Reconstruct hidden prompts from compact next-token distribution representation. Based on Morris
et al. [154], Nazir et al. [159] propose Prompt Inversion from Logprob Sequences (PILS), a logprob-based attack that
reconstructs hidden prompts from next-token probability sequences. PILS observes that p = softmax(Wh) lies in a
low-dimensional subspace determined by the hidden state h. Its additive log-ratio transformation gives alr(p)p = Aph,
enabling lossless compression of each probability vector. An encoder-decoder inverter then maps the compact sequence
back to the hidden prompt, reducing dimensionality without requiring internal activations. Recently, InvA [267] studies
prompt inversion from a complementary latent-space perspective. It formalizes an invariant latent space hypothesis,
treating the language model as an invariant decoder and learning a lightweight inverse encoder that maps model
outputs to a denoised pseudo-representation for prompt recovery. This shifts prompt inversion from compressing
next-token distributions to exploiting semantic and cyclic invariance across model inputs and outputs.

» Reconstruct training data from activations in decentralized LLM training. Beyond hidden prompts, recent
work targets the training corpus itself under decentralized training. Dai et al. [35] propose the activation inversion
attack (AIA), which builds a shadow dataset of text-activation pairs from public data, trains an attack model, and

reconstructs private training text from victim activations exchanged by decentralized LLMs.

4.3 MIAs on Vision-Language and Foundation Models

(Principle 2: [164, 254]; Principle 5: [27, 177]; Principle 6: [200]) Recent MIAs either target vision-language and multimodal
models or use foundation models as reconstruction priors. We group them by the observable signal or prior: generated
VLM responses, shared image-text embeddings, biometric embeddings decoded with foundation-model priors, and
intermediate visual features in split VLM inference. Chen et al. [27], Nguyen et al. [164], Peng et al. [177] iteratively
invert CLIP-style embeddings or VLM response signals, whereas Shahreza et al. [200], Xiu and Zhang [254] train
adapters or inversion models for biometric embeddings and split-inference features. Under the corresponding threat
model, the exposed interface determines whether recovery yields images, identities, labels, captions, or other textual
semantics in practice. Across these interfaces, prompt, embedding, activation and generated-response inversion all
reconstruct an input that the model processed, and therefore remain classical MIAs under Definition 2.2; training-data
extraction differs in kind, because it elicits memorized strings by sampling the model rather than by inverting an
observed signal, so we treat it as an adjacent problem rather than a form of model inversion.

» Generated-response interfaces for visual reconstruction. For generative VLMs exposing language responses
rather than a class prediction, the response sequence itself supplies inversion supervision. SMI-AW [164] replaces

fixed-logit maximization with token- and sequence-level signals reflecting visually grounded concepts, adaptively
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weighting informative response tokens to better supervise reconstruction of private visual training images. VLM
language interfaces thus leak visual training information even when no image classifier is exposed.

» Shared image-text embedding interfaces. The shared image-text space of CLIP-style models is itself an inversion
interface. DDMI [177] replaces GAN priors with a distilled single-step diffusion generator, cutting the sampling cost of
diffusion-prior inversion. LeakyCLIP [27] combines adversarial fine-tuning, embedding alignment, and Stable Diffusion
refinement to extract CLIP training data, showing multimodal rather than text-only leakage.

» Foundation-prior interfaces for biometric embeddings. Face-recognition services often expose compact
biometric embeddings rather than multimodal outputs, and a foundation model can supply the prior space needed for
reconstruction. Face-Adapter [200] learns an adapter translating embeddings from a black-box face-recognition model
into a face foundation model’s embedding space, enabling identity-consistent face reconstruction. Foundation models
thus serve not only as attack targets but as priors that make compressed biometric representations more invertible.

» Split-VLM feature interfaces for semantic recovery. In split-VLM inference, intermediate visual features
travel from the client-side visual encoder to the cloud-side language component and can disclose high-level semantics.
CapRecover [254] recovers semantic text such as labels and captions directly from these features, targeting semantic
disclosure without reconstructing the input image. This complements prompt- and activation-based inversion by
showing that textual semantics learned by multimodal foundation models are exposed at the representation level.

» Comparative observations. The exposed interface governs text-reconstruction feasibility: embeddings preserve
semantics but may omit word order; logprob sequences and responses reveal prompts under visibility and query limits;
activations and split features are richer but need training or collaborative access. Training-based decoders amortize
recovery yet suffer domain and model shift, whereas iterative correction pays per-example query and decoding cost.

Foundation models may be the target, the exposed interface, or the reconstruction prior—distinct roles.

5 Model Inversion Attacks on Graph Data

Graphs represent arbitrary relationships through non-grid structures, such as social or molecular interactions; Fig. 8
traces this line of work. Graph neural networks (GNNs) [63, 105, 106, 280] exploit these structures in applications
such as recommendation [216] and drug discovery [92], but models trained on private graphs may leak sensitive
information. Graph MIAs primarily target topology (edge connectivity), and link inference can expose private social
ties or proprietary structures [76].

Graph MIAs face two challenges: (1) adjacency is discrete and combinatorial and graph size varies, so gradient

optimization needs relaxation or projection; and (2) structural priors differ across molecular, social, and citation graphs.

5.1 A Summary of Model Inversion Approaches on Graph Data

Let G =(V, A) have node set V and adjacency A € {0, 1}N*N, where A,,, = 1iffu and v are connected. Define A=A+I,
=Y, A, and A = D"Y2AD7Y/2 Let X € RN*P be node features, Y € {0, 1}V*C one-hot labels, and h( ) the
layer-t’ representation, with hg, ) = x,. The adversary may know any subset K C {X.,Y, hg,[) }. Tab. 5 summarizes graph
MIAs by paradigm, interface, auxiliary resource, mechanism, recovered target, and limitation.
We retain the original taxonomy’s two families: optimization-based approaches [132, 167, 204, 293, 295] and training-
based approaches [20, 76, 292].
Optimization-based Approaches. These attacks solve for an adjacency candidate A using an observable signal

O—task loss, predictions, explanations, or embedding consistency—and graph priors such as sparsity or smoothness:
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Fig. 8. Evolution of graph MIAs with representative recovered examples.
A* = argmin 4 Lobs (CD(A; fo, K), O) +AR(A). Analytic inversion instead solves the embedding relation directly without
training an auxiliary attack model.
Training-based Approaches. These methods train a classifier or decoder on auxiliary observation-target pairs,
such as GNN outputs labeled by link existence or public graphs paired with embeddings, and apply it to victim

outputs [76, 292]. They need representative attack-training data but neither target architecture nor parameters.

5.2 Applying Graph MIAs to Different Scenarios

Optimization via Graph-related Knowledge. (Principle 4: [76, 167]) The pioneering Link Stealing Attack [76] infers
whether each pair of nodes in a GNN’s training graph is connected. Let s(¢(u), ¢(v)) denote an edge score derived
from target outputs or learned by an attack model; the attack predicts A,, = 1 when s > T. A raw distance can instead
be converted to a similarity or compared with the reverse inequality. Its prior knowledge K may include node features
Xnode, a partial target graph Agup, or an auxiliary graph Dauxiliary. Across eight threat scenarios, the method constructs
scores from prediction or entropy-vector distances (cosine, Euclidean, or correlation-based variants) and, when labeled
links from a partial or auxiliary graph are available, trains an MLP link classifier.

» Information leakage from feature explanation. Olatunji et al. [167] quantify how much training-graph struc-
ture leaks when GNN feature explanations are released. They propose an explanation-only attack, which reconstructs
the graph from the similarity of explanation vectors, and an explanation-augmentation attack, which additionally
exploits node features and labels. Gradient-based explanations leak the most structure despite low utility, whereas
for perturbation- and surrogate-based explanations leakage grows with explanation utility. As a defense, perturbing
explanation bits with randomized responses reduces the attack to random guessing in their reported experiments.

Optimization via Model Intermediate Information. (Principle 2: [132, 295]; Principle 3: [132, 293, 295]; Princi-
ple 4: [204]) A trained GNN may leak private topology through several correlated variables. Markov Chain-based Graph
Reconstruction Attack (MC-GRA) [295] models the layered GNN computation as a chain and reconstructs adjacency by
aligning combinations of known features, labels, hidden representations, and outputs between the target and attack
chains. Its information-theoretic analysis relates recovery to the information captured by these variables.

» Node features and partial labels are available. GraphMI [293], shown in Fig. 9, considers the white-box setting
with K € {Xnodes Ysub}- It uses projected gradient descent to handle discrete edges while regularizing topological
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Table 5. Summary of graph model inversion attacks, grouped by paradigm and exposed interface.
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» Graph MIAs via model-agnostic information. MNEMON [204] introduces a graph recovery attack that relies
solely on released node embeddings, combining graph metric learning, which learns a data-specific distance, with self-
supervised structure learning through a graph autoencoder. Reconstruction requires only released embeddings, not the
embedding model, node features, a partial target graph, or a separately collected auxiliary graph.

Whereas a homogeneous graph has one node and edge type, a heterogeneous graph has multiple types; this
distinction is not the same as homophily, the tendency of adjacent nodes to share labels. Liu et al. [132] propose
HomoGMI and HeteGMI for these two graph types. Both are gradient-based optimization attacks combining the target
GNN’s classification loss with first- and second-order proximity objectives for topology recovery.

Inverting Released Node or Graph Embeddings (Principle 4: [20, 292]). DeepWalking Backwards [20] reconstructs
a graph from DeepWalk embeddings by solving a linear system or minimizing positive pointwise mutual-information
matrix error. It can preserve community structure and downstream utility, although individual edges and properties
such as triangle density may be lost. For pooled graph embeddings, Zhang et al. [292] infer graph size, density, subgraph
containment, and approximate topology, showing that released representations can disclose global and fine-grained
structure even when embeddings are released solely to support downstream classification tasks.

» Comparative observations. Signals imply different graph targets: prediction/loss attacks optimize topology
under feature or label knowledge, explanations expose attribution patterns, and released embeddings can reveal edges
or global properties without model access. Success depends on matching sparsity, homophily, types, and size; discrete
projection and quadratic edge search limit scalability, while pooled embeddings may preserve global properties but lose

individual edges. Federated-gradient reconstruction is instead adjacent signal sharing, not released-artifact inversion.
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Fig. 9. Illustrations of model inversion attacks in the graph domain.

6 On Defending against Model Inversion Attacks

MIA countermeasures act during training or inference (Fig. 10). Training-time methods weaken input-output dependence
by restricting information flow or perturbing training, whereas inference-time methods perturb released outputs and

mainly address restricted-access attacks. We organize both classes by domain below for clarity.

6.1 Defense Techniques in Image Domain

Image defenses act during training through differential privacy, deception, label smoothing, information restriction,
transfer learning, or data-centric processing, and during inference through output perturbation (Fig. 11).

Training-time Defense Approaches. (Principle 7: [56, 289]; Principle 8: [64, 81, 179, 215, 240]) Differential privacy
(DP) adds calibrated noise to protect record participation [56] but does not conceal the overall training distribution,
and empirically may not stop distribution-level inversion without substantial utility loss [56, 289]. Wang et al. [240]
formalize this record-versus-distribution limitation through an indistinguishability game.

» Deception-based defenses. GAN-ID [64] trains the target with GAN-generated confounding samples so that
inversion yields misleading reconstructions. Its weighted objective combines a private-sample loss that confuses
inversion, a public-sample loss that associates fakes with the protected label, and a continual-learning loss that
preserves the primary task. GAN-ID needs public data and shadow attacks, protects one class, and risks unintended
behavior.

» Exploring label smoothing with MI robustness. Negative Label Smoothing (NegLS) [215] uses a negative
smoothing factor & in a label-smoothed cross-entropy objective. Positive smoothing can increase leakage when training
data are scarce, whereas negative smoothing maintains high confidence away from decision boundaries and steers
inversion optima away from private samples. Nevertheless, attacks such as PLG-MI still challenge these defenses [215].

» Architecture-level and feature-compression defenses. Beyond the loss or the confidence scores, a recent line
of defenses targets the model architecture and its intermediate features. In the architectures evaluated by Koh et al. [107],
skip connections reinforce MI attacks; the authors also propose MI-resilient designs that outperform prior defenses in
robustness. LoFt [274] instead constrains the rank of the intermediate features, on the finding that higher-rank features
leak more, shrinking the information an attacker can recover while preserving utility. Together they show architectural

and representation-level design to be an effective but underexplored axis of MI defense.
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Fig. 10. A taxonomy of defense methods against model inversion attacks across different domains.

» Information restriction-based defenses. Dependency regularization limits information flow into learned repre-
sentations. MID [240] penalizes mutual information between inputs and outputs, which can conflict with classification.
BiDO [179] instead minimizes input-feature dependence while maximizing feature-label dependence, using the Hilbert-
Schmidt independence criterion (HSIC) or constrained covariance measures at the cost of additional hyperparameter
tuning.

» Transfer learning-based defense. TL-DMI [81] uses Fisher information to identify layers that encode private
data; it pre-trains on public data, freezes early layers, and fine-tunes only later layers for the private task.

» Data-centric defenses via random erasing. MIDRE [231] randomly erases image regions during training,
reducing reconstruction quality and attack accuracy while retaining natural accuracy. It complements model-centric
defenses such as BiDO [179], NegLS [215], and TL-DMI [81], whose combination lowers attack accuracy further.

Inference-time Defense Approaches. (Principle 9: [264]; Principle 10: [248]) The prediction purification framework
(PPF) [264] uses an autoencoder to reduce the dispersion of predictions before release, making confidence vectors less
input-sensitive, and trains the purifier adversarially against a surrogate inversion attack for inference-time use.

» Adversarial output noise. Because PPF may reduce utility and retain facial cues, Wen et al. [248] instead use
inversion-model gradients to perturb predictions, maximizing reconstruction error while preserving target accuracy. A

label modifier retains the original predicted label, yielding zero accuracy loss in their experiments.

6.2 Defense Techniques in Text Domain

In the text domain, training-time defenses use overfitting prevention, representation changes, and adversarial learning,
whereas inference-time defenses use output obfuscation, embedding masking, or modified decoding and sampling
(Fig. 12).

Training-time Defense Approaches. (Principle 7: [169, 210]; Principle 8: [18, 171]) Since memorization drives text
leakage [18, 19, 171, 210], training-time defenses combine regularization, early stopping, and adversarial learning.

» Overfitting-prevention and representation defenses. Dropout suppresses activations during training, and
early stopping halts training once validation performance plateaus [9, 171]. However, dropout did not significantly

reduce unintended memorization in the generative sequence-model experiments of Carlini et al. [18]. Parikh et al. [171]



22 Zhanke Zhou, Jianing Zhu, Fengfei Yu, Xuan Li, Xiong Peng, Tongliang Liu, and Bo Han

Training-time Defe in Image D i Inference-time Defenses in Image Domain
Private Training-time Protected Target Model Released Target Model
Training Images Defense Objective Degraded
DP/ noise injection Revovered Images
T 1 Input Protected Output Input / Hidden Output J W)
. feature | ... | hidden feature [ ... & e
I ” Deception / fake samples| head layer representation| head e
Label smoothing
E% ((information restriction ] i v
-— - Exposed Image Signal Degraded Raw Image Signal Inference-time Sanitized Image Signal
Architecture / feature o ge Signal Sanitized Image Signal
(released to attacker) Recovered Images (before defense) Defense Layer (released to attacker)
: ;
Transfer learning
e
Data-centric defense Confidence adaptation

25 N Y [ [ O
| Recovery Examples | I, Signal Comparison
Ground-truth Images Recovered Images under Defensd P—— P—
v | [ vk o
I ol e
! ) ! | s/ fentur index
L )\ ST - T T
Lower inversion leakage . Uil § Preserve image-task utility
[ (lower reconstruction fidelity) Prlvacy Utlllty Trade-off i ion / ition accuracy)

Fig. 11. Illustrations of image-domain model inversion defenses.

additionally concatenate character-CNN representations with token embeddings, changing the NLU model’s input
representation to make canary reconstruction harder only in their evaluated NLU setting.

» Adversarial training for privacy-preserving representation learning. Adversarial representation learning
jointly trains an encoder against a word or attribute predictor [32, 50, 51, 121, 210, 253]. A privacy-preserving mapping
can similarly distort embeddings within a bounded range [169, 193]. For hidden prompts, explicit non-disclosure
instructions [278, 288] can reduce empirical leakage but offer a behavioral rather than formal privacy guarantee.

Inference-time Defense Approaches. (Principle 9: [25]; Principle 10: [25, 153, 154, 169]) Inference-time defenses
obscure released outputs without retraining the target, using data obfuscation, embedding masking, or changes to
decoding and sampling procedures at the interface exposed to attackers during black-box inference.

» Data obfuscation-based defense. Output obfuscation adds Laplace [49, 169] or Gaussian noise [25, 153], or
rounds embedding coordinates [169]. The multilingual masking defense instead replaces the first embedding coordinate
with a language identifier [25]. Each mechanism removes or redistributes fine-grained information at a distinct utility
cost. Eguard [133] maps LLM embeddings through a transformer projector trained to reduce text mutual information,
thereby limiting recovery while preserving semantic utility for downstream tasks under its reported protocol.

» Sampling-based defenses. Morris et al. [154] reduce prompt-inversion signals by increasing sampling temperature
or restricting decoding to top-p or top-K candidates. These transformations flatten or truncate the next-token distribution

used for generation, trading output quality and diversity for lower inversion performance.

6.3 Defense Techniques in Graph Domain

Defenses against graph MIAs mainly protect private link information rather than node features. Training-time meth-
ods perturb graph processing or restrict topology-dependent information, whereas inference-time methods perturb
embeddings or explanations exposed to users (Fig. 13). Khosla [104] notes that transparency may expose sensitive
structure.

Training-time Defense Approaches. (Principle 8: [80, 84, 156, 192, 295]) NetFense [84] is a graph-preprocessing
defense rather than a differential-privacy mechanism. It selects and optimizes inconspicuous edge perturbations that

preserve graph and model utility while reducing an attacker’s confidence in private-label inference.
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Fig. 12. lllustrations of text-domain model inversion defenses.

» Employing differential privacy. Graph DP can protect edges, nodes, or whole graphs; the SoK by Mueller et al.
[157] systematizes these neighboring-dataset definitions but is a survey, not itself a defense algorithm. For multi-graph
classification, Mueller et al. [156] apply DP-SGD during training by clipping per-example gradients and adding Gaussian
noise before parameter updates; their GNNExplainer analysis compares private and non-private representations rather
than adding noise to final predictions. Degree-Preserving Randomized Response (DPRR) [80] proposes a local DP
algorithm designed to protect edges in GNNs. DPRR combines randomized response [247] with strategic edge sampling
to preserve degree information under edge DP. For graph classification over unattributed social graphs, DPRR provides
edge DP while approximately preserving degree information. It outperforms randomized response, local Laplacian
noise, and non-private-user-only baselines, especially when some users are non-private in its reported experiments.

» Aggregation perturbation. GAP [192] injects independent Gaussian noise into node-level aggregation and
accounts for its privacy loss, yielding edge- or node-level DP for multi-hop GNNs. This is stochastic perturbation, not
adversarial training. GAP outperforms node-classification baselines while quantifying its privacy-utility trade-off.

» Employing information restriction during training. This line of work aims to minimize the model’s reliance
on private links during training. Markov Chain-based Graph Privacy Bottleneck (MC-GPB) [295] prevents leakage
by minimizing mutual information between the node embedding matrix and the graph’s adjacency matrix. Its Graph
Information Plane tracks leakage and suggests that GNNs first memorize and later forget private information.

Inference-time Defense Approaches. (Principle 10: [67, 292]) When graph embeddings or intermediate aggre-
gations must be exposed, perturbing that interface can reduce reconstruction. Zhang et al. [292] evaluate output
perturbation against property, subgraph, and topology inference from graph embeddings. GRASP [67] uses a Bernoulli
selector to apply shared or independent Gaussian noise per node embedding. This shifts pairwise similarities in both

directions, disrupting reconstruction rankings while retaining edge-level DP during training and inference.

6.4 Privacy-Utility Trade-off of Defenses

Every defense trades exposed information against accuracy, fidelity, computation, or applicability. The controlling
variable may be a privacy budget or noise scale, a regularization weight, a smoothing or erasing factor, frozen layers, or
a sampling parameter; costs can also include public data, adversarial training, tuning, or extra inference. Since studies

use different attacks, datasets, metrics, and privacy notions, universal Low/Medium/High ratings would be misleading.
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Fig. 13. lllustrations of graph-domain model inversion defenses.

Tab. 6 therefore reports paper-specific privacy and downstream-utility evidence where the original studies provide it,
together with each method’s control and applicability boundary in its original setting and threat model.

The trade-off is interface- and domain-dependent: output perturbation does not protect gradients or manipulated
split-learning representations; text defenses may preserve classification while degrading embedding or generation
quality; and graph defenses must identify the protected object. The reported values above are illustrative rather than a
ranking because datasets, attacks, evaluators, and privacy strengths differ. Robustness should therefore be reported

with adaptive attacks, task utility, resource cost, and the exact privacy notion under the stated protocol.

7 Datasets and Evaluation Metrics

MIBench [184] provides a standardized, modular benchmark and toolbox integrating representative attacks and defenses
under common protocols. It standardizes the data-preparation, attack, defense, and evaluation stages so that reported
numbers share matched target models and auxiliary data, which removes much of the setup variance that otherwise
makes published numbers incomparable. Its scope, however, is the image domain rather than the three modalities

covered here, so cross-domain comparison still rests on the per-domain metrics below.

7.1 Datasets

Tab. 7 lists datasets across the three domains with their scale, structure, and typical role in MI studies, supporting

reproducibility and controlled comparisons among inversion attacks under common threat models.

7.2 Evaluation Metrics

We group metrics by fidelity, identity/semantics, distributional realism, privacy risk/attack success, and utility, as
reported by the studies surveyed in Secs. 3—-5 and behind the privacy-utility evidence in Tab. 6. Because no single
metric establishes inversion, reports should combine target-level fidelity or semantics with attack success and utility.

General evaluation metrics. For true positive (TP), true negative (TN), false positive (FP), and false negative (FN),
accuracy (Acc.) is (TP + TN) /(TP + TN + FP + FN), recall (R) is TP/(TP + EN), precision (P) is TP/(TP + FP), and F1
score (F1) is their harmonic mean. Reports must name the evaluator and positive event, e.g. identity, private-token, or

private-link recovery.
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Table 6. Privacy-utility evidence for representative defenses. Reported values are paper-specific and not directly comparable; Train
and Inf. denote training- and inference-time defenses; Arch. and Repr. refine the training-time class.

Defense Dom./ stage Control Reported privacy / utility evidence Cost / boundary
GAN-ID; . . BiDO-HSIC, CelebA/KEDMI: attack acc. > 29% . . .
MID/BIDO [64, 179, 240] Image/Train  loss/dependence weights lower at ~ 6% classifier acc. public/shadow data; tuning cost
. ; . . . . NegLS (a = —0.05), FaceScrub/PPA: top-1 attack  calibration or input modification; gains
Negl$; MIDRE [215, 231]  Image/Train  smoothing/erasing acc. 80.0% lower at ~ 3.4% test acc. shrink at low resolution
i . CelebA/KEDMI: top-1 attack acc. 39% lower at . i . .
TL-DMI [81] Image/Train  frozen layers ~ 5.6% classifier acc. public pre-training; classification only
e o . . FaceScrub inversion error: purification attack-dependent; the noise gain collapses
PPF / adv. noise [248, 264] - Image/Inl contraction/noise 0.0114 — 0.0448 at < 0.4% acc. cost to 0.0271 under an adaptive attacker
dimension-dependent: attack acc. back to
. FaceScrub/IR-152: IF top-1 attack acc. . . L
LoFt [274] Image/Repr.  feature-rank constraint 82.2 — 13.0% at test acc, 98.2 — 97.1% 77.8% at d}menslon 512; image
classification only
Skip-connection FaceScrub/PPA, ResNet-101: removing stage-4 requires retraining; architecture-specific;
desli) 1 [107] Image/Arch.  last-stage skip connections skips 83.0 — 6.8%; deployable RoLSS evzluated on facegr;:co nition P ’
s 83.0 — 58.7% at acc. 94.9 — 92.4% s
dropout/weight decay/early stopping leave canary no formal guarantee without DP;
Regularization [18, 210] Text/Train dropout/stopping/loss exposure unchanged; DP-SGD: 31.0 — 2.8 for +8% adversarial-training utility cost only
test loss graphical
2 - SST2/NLI/retrieval/summarization: inversion extra projector; 1.6-3.4X one-time training
Eguard [133] Text/Inf. projection/MI loss F1/recall ~ 4%, > 98% of accuracy/ROUGE retained overhead
Obfuscation/sampling [25, Text/Inf. noise/maskine/samplin, language-ID masking, BEIR: BLEU 61.6 — 4.7 with far weaker on multilingual encoders;
154, 169] . s ping NDCG@10 unchanged sampling defenses report no utility metric
. CiteSeer: private-label acc. 84.0 — 68.5% at measured on the attacked node subset, not
NetFense [84] Graph/Train  edge budget target-label acc. 98.0 — 84.5% the full test set
. . . GAP-NDP, Facebook: node-MI AUC 50.2-52.7% at formal node DP; privacy strength and
DPRR / GAP [80, 192] Graph/Train  privacy budget/noise € = 1-16; node acc. 63.2% at € = 8 dataset affect utility
. . . Cora: non-learnable GRA AUC 76.6 — 70.6%; node estimation cost; on USA the same setting
MC-GPB [295] Graph/Train  privacy weight acc. down 3.0% rel. costs 16.8% accuracy
Embedding perturbation / Graph/Inf. noise/selector GRASP (GCN, o = 1.0), Cora: GRA AUC GRASP reports o, not €; Zhang et al.

GRASP [67, 292]

95.8 — 74.8% at node acc. 87.8 — 87.5%

report defense curves only graphically

Image-specific evaluation metrics. Pixel, feature, and identity fidelity. Mean squared error (MSE) is squared

pixel error; peak signal-to-noise ratio (PSNR) is its logarithmic ratio; and pixelwise similarity is 1 — MSE after [0, 1]
normalization. Feature distance is L, distance between pixel vectors or, more commonly, evaluation-model embeddings; K -
nearest-neighbor distance averages distances to the K nearest references. Identity-evaluator Acc. measures recognizability,
not pixel fidelity. Fréchet Inception Distance (FID) [79] compares feature distributions, not target recovery. Learned
Perceptual Image Patch Similarity (LPIPS) [284] is deep-feature distance; Structural Similarity Index Measure (SSIM) [246]
measures image structure; Natural Image Quality Evaluator (NIQE) [151] measures no-reference naturalness; and
the Contrastive Language—Image Pre-training score (CLIP Score) is embedding cosine similarity. Distance metrics are
minimized, similarity metrics maximized.

Text-specific evaluation metrics. Lexical overlap and likelihood. Bilingual Evaluation Understudy (BLEU) [170]
combines modified n-gram precision and a brevity penalty; Recall-Oriented Understudy for Gisting Evaluation (ROUGE) [126],
including ROUGE-N, measures reference-content recall. Perplexity (PPL) is exponentiated negative autoregressive log-
likelihood, and pseudo-log-likelihood (PLL) is its masked-language-model analogue; both measure fluency, not privacy
recovery. Named Entity Recovery Ratio (NERR), Stop Word Ratio [116], and Recovery Rate (RR) [283] quantify recovered
content. Hamming distance per token [69] measures token mismatch, cosine similarity (CS) compares representations,
and large-language-model evaluation (LLM-Eval) [128] assesses appropriateness, content, grammar, and relevance. Since

paraphrases can have low overlap, lexical metrics should be paired with content-recovery and semantic measures.
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Table 7. Cross-domain datasets used in model inversion studies, grouped by data role, with scale ranges for canonical releases and
family shading for Image, Text, and Graph. Individual studies may use subsets or preprocessing variants.

Family

Datasets (sources)

Scale / structure

Typical MIA use

face / biometric

CelebA [138]; CelebA-HQ [99]; FaceScrub [160];
LEW [89]; FFHQ [101]; VGGFace2 [17];

VGGFace [172]; CASIA-WebFace [268]; MOBIO [146];
AgeDB [155]; AT&T Face [194]; MetFaces [100];

PubFig83 [182]; iCV MEFED [140]

400-3.31M images; up to
10,575 identities

Identity, attribute, and
facial-expression reconstruction;
face-embedding inversion

general classification

MNIST [113]; QMNIST [258]; Fashion-MNIST [252];
CIFAR-10 [109]; ImageNet1K [191]; ImageNet [38];

TinyImageNet [38]; Omniglot [112]

32.5K-14.2M images;
10-21,841 classes

Class-level reconstruction under
white-box, score-based, or
label-only access

fine-grained recognition

Stanford Dogs [103]; AFHQ Dogs [28]; Oxford IIIT
Pet [173]; Amur Tigers [119]; Stanford Cars [108];

CUB-200-2011 [235]

7.3K-20.6K images; 37-200
classes

Fine-grained class or identity
reconstruction with learned image
priors

medical

ChestX-ray8 [242]; ChestX-ray14 [242];

CheXpert [93]

108K-224K images; 8/14
multilabel findings

Reconstruction of sensitive
diagnostic images and attributes

vision-language

LAION-400M [198]; LAION-2B [197]; Furniture
Object [139]; Flickr30K [273]; COCO [127];

Flickr8K [82]

166 images to 2.32B
image-text pairs

CLIP/VLM image reconstruction
and semantic recovery

intent / classification

ATIS [34]; NLU-Evaluation [135]; Snips [33]; Emotion
Dataset [195]; Yelp [287]; IMDB [142]; AG News [287]

4,978-700K utterances or
documents

Intent, label, sentence, and
embedding reconstruction

language modeling

WikiText [148]; BookCorpus [299]; Wikipedia [210];
MTG [26]; ArXiv [35]; OpenWebText [35]; The

Pile [35]; ArXiv Math [267]

Large corpora spanning 100M
tokens to millions of
documents

Training-text memorization and
activation inversion

QA / retrieval

QNLI [236]; Natural Questions [111];

MSMARCO [11]; BEIR [228]; CLIRMatrix [218]

18-dataset benchmark; up to
8.8M passages

Embedding inversion and recovery
of queries, passages, or answers

dialogue / preference

PersonaChat [285]; Helpfulness & Harmlessness [10];

ShareGPT [227]

8,939-433,723 conversations
or preference pairs

Dialogue, response, and
preference-data reconstruction

prompts / instructions

Unnatural Instructions [83]; Instructions-2M [154];
Alpaca [226]; Synthetic GPTs [278]; Real GPTs [278];
Awesome-ChatGPT-Prompts [6]; Alpaca Code [21];

Instruction corpora [267]

153-2.33M prompts or
instructions

Hidden-prompt, system-prompt,
and instruction-data inversion

clinical

MIMIC-IIT [96]

2.08M clinical notes

Recovery of sensitive medical text

citation networks

Cora [105]; CoraML [199]; CiteSeer [105];

PubMed [105]

One graph; 2.5K-19.7K nodes
and 5.3K-44.3K edges

Adjacency, feature, and link
reconstruction

social / interaction

Polblogs [2]; USA and Brazil [188]; Actor [175];
Facebook [115]; BlogCatalog [183]; E-mail and

YouTube [114]; Bitcoin [110]

One graph; 131-1.13M nodes
and 2.1K-2.99M edges

Topology recovery, link inference,
and graph-embedding inversion

heterogeneous

ACM [241]; DBLP [225]; IMDB [57]

One graph; 9K-18.4K nodes
and 13K-67.9K edges

Recovery of typed relations and
private links

molecular / biological

AIDS [189]; DD [44]; ENZYMES and

PROTEINS_full [15]; PPI [183]; NCI1, OVCAR-8H,
PC3, and MOLT-4H [152]; COX2 and DHFR [221]

One graph or 467-4,110
graphs; approximately 16-284
nodes per graph

Graph-level property, structure,
and attribute reconstruction

web / coauthor

Wiki-CS [149]; Amazon Computers and Amazon
Photos [202]; Coauthor CS and Coauthor

Physics [202]

One graph; 7.5K-34.5K nodes
and 81.9K-248K edges

Large-scale link, feature, and
neighborhood reconstruction

Graph-specific evaluation metrics. Link and structure metrics. Area under the receiver operating characteristic

curve (AUC) ranks recovered links across thresholds; average precision (AP) summarizes the precision-recall curve and

is more informative under class imbalance, with an edge as the positive event. Joint degree distribution gives endpoint

degrees, and relative Frobenius error lA=Allr/IAllF compares adjacency or positive pointwise mutual information (PPMI)

matrices. Agreement between true and reconstructed graphs is also reported as relative graph-property error, cosine
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Table 8. Deployment interfaces, operational constraints, and residual reconstruction risks. TEE denotes a trusted execution environ-

ment.
Environment Interface Attacks Constraint Controls Residual risk
Cloud/ labels, scores, text, L . rate/API limits, truncation,  restrict/perturb outputs; adaptive low-query attacks;
’ : output/embedding inversion o . o
MLaaS [212] embeddings monitoring monitor abuse utility loss
Edge/on- parameters, embeddings, white-box/representation device compute; protected ~ TEE/model protection; extracted parameters; exposed
device [220] runtime inversion execution minimize representations boundary
Collabora- smashed data, activations, 5 . . cut, auxiliary pairs, protect representations; check architecture/task dependence;
: ; . passive/active reconstruction . . . :
tive/split (78] gradients deviation, detection active servers priors
Federated/ per-round gradient/activation rounds, batch, aggregation, =~ DP; secure aggregation; utility loss; malicious server;
decentralized [86] gradients/activations reconstruction participation validation raw messages

similarity, Wasserstein or Jensen—-Shannon distance, or the Weisfeiler-Lehman (WL) kernel. Aggregate similarity does
not prove exact sensitive-edge recovery, so link-level and structural metrics should be paired.

Comparability and evaluator bias. Evaluator false positives, miscalibration, and domain shift can overstate
recovery. Results are not comparable across evaluators, preprocessing, targets, attacks, splits, or privacy budgets.
A defensible protocol pairs identity Acc. with target-level and distributional image quality; RR/NERR with overlap,

semantics, and fluency for text; or AUC/AP with structural similarity for graphs, while reporting utility and cost.

8 Further Discussions on Future Directions

Problem Settings and Advanced Techniques. Open problems include imperfect side information, generative,
reinforcement, and federated learning, and fine-grained attribute recovery. Optimization and generative priors require
evaluation under domain knowledge, query limits, efficiency, and legitimate utility in deployment.

Deployment Environments. Cloud, edge, split, and federated systems expose outputs, parameters/state, features,
and gradients/activations. Tab. 8 maps them to constraints, controls, and residual risk: MLaa$S output perturbation does
not protect split features, and secure aggregation does not protect released embeddings in practice.

Cost and Query-Budget Constraints. Optimization-based attacks pay per target, whereas training-based attacks
amortize auxiliary-data and training costs. Neither is uniformly costlier. Reports should include target count, itera-
tions/samples, surrogate training, hardware/API cost, rate limits, wall-clock time, GPU-hours, queries, reconstruction
count, and quality for reproducibility (e.g., SMILE [125], BREP-MI [97], and LOKT [162]). Detectability is a further
constraint. High-volume query campaigns are visible at the API boundary as rate and input-distribution anomalies; an
active split-inference server deviates from the protocol in auditable ways; and assembling an auxiliary corpus may itself

be costly or traceable. Whether a defender can flag inversion queries without hurting legitimate users remains open.

9 Conclusion

This survey has organized model inversion attacks and defenses around the four questions that decide whether
reconstruction succeeds: which interface the adversary observes, what knowledge and prior it may assume, what it can
recover, and under what conditions it fails. Across the image, text, and graph domains, reconstruction quality follows
the strength of the generative prior and the richness of the exposed interface, and the interfaces worth defending now
reach beyond released classifiers to split features, shared embeddings, and vision-language responses. Defenses have
not kept pace, and each trades exposed information against accuracy, fidelity, or computation. Progress will depend on

improving that trade-off, and on evaluation that reflects the deployment and query budgets an attacker actually faces.
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