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Abstract

The DTN (Delay/Interrupt Tolerant Network) protocol that relies on nodes to
handle network interruptions is one of the important components of the wireless
sensor network (WSN) routing protocol. However, due to resource consumption,
nodes may be unable to unconditionally relay data. To address this issue, several
incentive mechanisms have recently been proposed to encourage node
participation. However, the existing solutions either do not fully consider the
sender’s budget or do not consider the relay cost limitation, which violated the
practical incentive mechanism requirements of the DTN protocol.

In this paper, we focus on developing a new incentive mechanism for DTN
routing that specifically address the challenges brought up by budget and relay
cost limitation. Our core idea is to define the payoff functions of the sender and
the next hops, then optimize the strategies under the constraints of the sender's
budget and the relay’s cost. Our experimental results demonstrate that the
maximized social welfare for all participants can be realized under these
constraints.

Keywords: KKT conditions; DTN routing; nonlinear programming

1 Introduction

Wireless Sensor Networks (WSNs) are self-organized networks consisting of spatially
distributed sensors monitoring and responding to physical and environmental condi-
tions. WSN can be self-configurable, self-optimized, self-healing, and self-scheduling.
However, the mobility of sensor nodes may cause frequent disconnections between
the source and destination. Thus, there is a network partition problem in WSN.
To address this issue, the Delay/Interrupt Tolerant Network (DTN) protocol, cre-
ated for interplanetary communication to handle long delays, was later expanded
to support WSNs dealing with disruptions [1].

The key design of the DTN protocol is to transfer data by store-carry-forward
operation during opportunistic connections [2, 3]. Such mechanisms are based on a
common assumption that all nodes are ready to transmit data for others. However,
this is not always true, because the resources of mobile nodes (battery life, storage
space, bandwidth, and computing capability) are limited, and nodes would not
forward bundles for others unconditionally.

Without enough participation in routing, DTN data transmission may fail. In
order to solve this problem, an effective solution is to use monetary incentives to
encourage nodes to participate in routing. Sugiyama et al. [4] presented a method
where mobile operators offload cellular traffic through DTN. However, the reward
for each DTN subscriber is fixed. It could not be adjusted according to the packet
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amount that the operator transmits to the subscriber. Huang et al. [5] proposed
a solution considering the data amount assigned to one particular node and the
payment for that node. But it does not take the budget limitation or the cost
burden into account, which is a fundamental issue in reality.

In this work, we propose a new incentive mechanism for DTN routing that specif-
ically address the challenges brought up by budget and relay cost limitation. Specif-
ically, a node that is going to send the bundle in DTN is a requestor, or a sender
in DTN Bundle Protocol [6], while the node that is ready to be the next hop is the
worker, or a receiver in DTN Bundle Protocol [6]. Compared with existing solutions,
our proposed design has two advantages: 1) the sender pays to the relays according
to the transmitted data amount; 2) the sender’s budget limit and the upper bound
of a worker’s cost are considered. Considering two different conditions, we imple-
ment two distinct algorithms that have different optimization focus: 1) optimization
under the sender’s budget limit (OSBL); 2) optimization under the relays’ cost up-
per bound (ORCU). It is worth to note that the relay’s cost grows rapidly when
the data amount rises. Thus, if the relay’s cost grows more slowly, it may possess a
greater transmission capacity. When the sender’s budget is limited, the simulation
of OSBL shows that if the relay has a bigger capacity, it can be assigned more data
and then paid more. If the relays’ capacities are big enough, the optimized result is
decided by the sender’s budget. On the other hand, when the relays’ costs are upper
bounded, the simulation of ORCU presents that if the relay has a bigger capacity,
the optimal solution is less likely affected by its cost constraint.

The remaining part of the paper is organized as follows: the payoff functions of the
sender and the relays are defined in Section 3. Section 4 and 5 describe the solution
of optimal strategy with the sender’s budget limit (OSBL) and that of the relay’s
cost upper bound (ORCU), respectively. The simulation results for both OSBL and
ORCU cases are demonstrated in Section 6. Section 7 presents the related work in
DTN routing. A conclusion of this paper is in Section 8.

2 Methods

Routing in a DTN of space flight is expensive, and more participants are needed in
a DTN in data relay, we were challenged by a question how the routing would be if
the sender needs to pay for data transmission balancing budgets.

The problem could be interpreted as to choose a relay node and calculate the pay-
ment and the data size. Fortunately, DTNs route based on Contact Graph Routing,
in other words the task of choosing a relay node is turned into maintaining the
information of Contact Plan. It’s independent from data transmission. So we can
focus on the monetary issue which is to find the optimal values of equations with
inequalities constraints about budget or cost. It’s a nonlinear programming prob-
lem, and the mathematical tool to solve it is to state KKT (Karush-Kuhn-Tucker)

conditions.

3 Problem Statement and Payoff Functions

3.1 An Introduction of DTN Architecture

In a DTN architecture, Bundle Protocol (BP) endpoints are functionally analogous
to socket layer as showed in Fig. 1 [9, 10]. BP is over LTP (Licklider Transmission
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Protocol) [7] which is analogous to TCP (Transmission Control Protocol). And a
system of dynamic routing for LTP is specified as Contact Graph Routing [8].

Contact Graph Routing can be intuitively understood as each BP node has accu-
rate “contact plan” information like Contacts in one’s phone, recording the infor-
mation of other nodes, including time available, data rate and the distance [8].

Based on the contact plan, whenever sending a bundle, the node computes a route
based on Proximate Nodes list which is a list of neighbor nodes [8]. For now, there is
no fee information in contact plan messages, and a protocol for distributing contact
plan information to the BP agents are not defined. This article is about monetary
incentive for neighbor nodes. It could be implemented by defining a new type of
contact plan message, or be defined in the protocol for maintaining contact plan
information, or be used in preparing the contact plan information.

3.2 Payoff Functions

Facing many acceptable hops, the sender would select workers to maximize its
benefit. There are multiple transactions simultaneously in DTN, in each transaction
there are one requestor and n workers (n <1 ). Hence the problem can be focused
on one transaction. During one transaction, the requestor and the worker will agree
on one reward price. In the following part, we define the payoff functions for each
player.

The payoff function of the requestor is defined as below:

Rpr = Zmi(wi — i), (1)

where w; represents the price of data per unit transmitted by worker i. The trans-
mission quality provided by this worker and the amount of w; relies on the urgency
and imperativeness of the data. Besides, p; means the payment per data unit for
worker i. m; is the data amount assigned to worker 1.

The payoff function of worker i is described as R,,; = m;p; — C;, in which C;
is the cost of transmitting data of worker ¢, and it is the function of task amount
(namely data amount here). We employ the quadratic equation in this work to
formulate C;, which is a classic cost function in economic research [13]. That is,
Ci = aym? + Bimi + ;.

Thus, the payoff function of worker ¢ can be presented by the following equation,
that is,

Ryi = —aim3 + (pi — Bi)mi — ;. (2)

In practice, variables oy, 5;, v; are positive and we can obtain the maximum value
by derivation since the first-order derivative of R,,; is zero, and the second-order
derivative of R,; is —2a; < 0.

Let’s optimize the payoff functions in two scenarios: 1) Optimization with the
sender’s budget limit (OSBL); 2) Optimization with the relays’ cost upper bound
(ORCU). Since the two conditions are from quite different angles, they are intro-
duced separately in two sections.
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4 Optimization with the Sender’s Budget Limit (OSBL)
When the requestor’s budget is limited, it can be mathematically defined as an
inequality Y i, m;p; < P. Our task is to find the values of m; and p; to reach the
maximal payoff for the requestor and the workers under this constraint.

Observing the requestor sets the price p;, the best response of worker ¢ is to
maximize the profit. The condition for a maximum is that the FOC(first-order
condition) with respect to m; is equal to zero. That is,

OR.; pi — Bi

= i = . 3
8mi ij 20@ ( )

Pi—Bi
2(11'

Replace m; by in (1), we have

Rp=Y_ I%fi(wi = Pi)- (4)
=1

Hence, to optimize the requestor’s payoff is to find the maximum of (4), or to
minimize the following equation:

_ S pi — Bi

And there is a constraint Z?:l m;p; — P < 0, where m;,p; > 0. This is a non-
linear programming problem with one inequality, which can be addressed via KKT
(Karush-Kuhn-Tucker) conditions [14-17]. To be specific, the Lagrange function L
can be derived as [15, 16]:

L(my,my,- -+, A) = =Rp + A(>_ mip; — P)

i=1

= Zmi(wi —pi)+ )\(Z mip; — P) (6)

i=1 i=1

n_ 9 no9
p; — (Bi +wi)pi + Biw; p; — pili
- § d A E ——— —P).
; " (i:1 204 :

20@

Here the set of KKT conditions which should be satisfied are the following [18]:

(Optimality)

oL

op (7)
(Feasibility)

=1

(Complementary Slackness) [19]

/\(Z m;p; — P) =0, 9)
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(Nonnegativity)

A > 0. (10)

Subsequently, we deal with the above problem step by step. To begin with, from

the optimality condition (7), we have

oL Bi Wi
=0 R e
o P T T aa

and the complementary slackness condition (9) shows us that two cases exist:
Case I: for the inactive case, where A\ = 0, we have Y. |, m;p; — P < 0;
Case II: for the active case, in which A > 0, we can obtain Y ., m;p; — P = 0.

In Case I, based on A =0 and Y ;" , m;p; — P < 0, we have the following deriva-

tions:
w; + B; pi—Bi _wi =05
A= A * = =
0=pi 9 T Taq, 4oy
* - * = w; — 51 2
==Y i - g == 30 WA
i=1 i—1 8ay;
 (wi — Bi)
RY = —[* = ’
* 1 2
wi 16&1 (U}'L ﬂl) ’Y’La

where L* is the minimum of Lagrange function L and R} is the maximal value of

*
we)?

the requestor’s payoff function. As for R} ., it shows the maximal value of worker

1’s payoff function.

In Case II, according to A > 0 and Y., m;p; — P = 0, combining (11), let’s

set * = 15 where A > 0, so z < 1 can be met. Hence, we replace x < 1 as the

1
Y
constraint in Case II, based on which, the following equations can be calculated

subsequently,

s _ P, w1
p; = D) + 2(1+)\) = 2(wzm+/81)7 (12)

L 20[1‘ o 40&1‘

n n 1
m;p; =P = — (w2 =B =P =
Snisi = P Y gkt

[Py s/
S w/(8ag)
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Next, we substitute m;, p;, * in L:

L = —Zm;‘(wi—pf) :—mewi—kp
i i=1

S a7 o e )
Bp=—L" (16)
=3 ey P (1)
Rus = 16%(“”” = 0" = (18)

From the above analysis, we now acquire two alternative values, but only one is
the global optimal solution, namely the KKT point. And which one is the solution

depends on the numbers of the variables.

5 Optimization with the Relays’ Costs Upper Bounded (ORCU)
If the relays’ costs are upper bounded, we can conclude that worker 4’s cost a;m? +
Bim; + ; is no more than S;. In this case, we need to answer a question: what’s
the win-win strategy for the requestor to assign certain amounts of data to a worker
with a specific price?

As mentioned in the above section, (3) and (4) are still valid in this scenario.
However, since each worker has its cost limit, a new nonlinear programming problem
with multiple inequalities as constraints is proposed in this part. Formally, we put
it in a standardized way as follows.

To minimize:

2&2‘

—Rr = *Zpi — 0 (wi = pi), (20)
i=1

Subject to:

aymi + Bimy +v1 — S <0,
aym3 + Bama + 49 — Sz <0,

O‘nmi + ﬂnmn + Yo — Sn < 0,
m;, W; Z, 0

1<i<n. (21)
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Hence, the Lagrange function L can be described as
L(m17m27" . 7)\1a)‘2a"')

= —Rr+ Y_Ai(oim] + Bimi + i — Si)

i=1
_ _ipi B~ ) (22)
o 2o
n Zzn;/\i[(m 4—%&)2 . 51‘(]921‘&: Bi) Fi— S,
and the set of KKT conditions are presented as
(Optimality)
Vi, % =0, (23)
(Feasibility)
Vi, aym? + Bim; +; — S; <0, (24)
(Complementary Slackness)
Vi, Ai(qimi + Bimi + 5 — Si) = 0, (25)
(Nonnegativity)
Vi, A; > 0. (26)

For concreteness, let’s choose ¢ = 1 first, and generalize it to n workers later.

(Optimality)
OL B1 4wy
R — 0 = == 27
Op1 =y A1 27
(Feasibility)
alm% + ﬂlml + Y1 — Sl S 0, (28)

(Complementary Slackness)

At(arm? + Bimy + 71 — S1) =0, (29)
(Nonnegativity)
AL > 0. (30)
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Likewise, the complementary slackness condition (29) tells us the following two
cases hold:

Case I: when \; = 0, we have aym? + Bymq +v1 — S1 < 0;

Case II: if \; > 0, we can derive a;m? + Bymy +71 — S = 0.

For Case I, when A\; = 0 and aym? + Bymy + 1 — S1 < 0, we have

c_withb o w—f
a—— = —.

P B my Aoy (31)

For Case II, when A\; > 0 and a;m? + Bimy +v1 — S1 = 0, in the case of a; > 0,
B% — 4aq(y1 — S1) > 0, we can obtain

_—h+ VB3 —4ai(y — S1)

my S ) (32)
since m; > 0, we conclude that
mi = _51"‘\/5%2—@‘11@1(71—51)’ (33)
pi = /8 — daa(n - 1), (34)
br t wn -2, (35)

- VB — 4o (71 — S1)

As for n workers, there are also solutions in two cases. The number of combinations
of all the workers could be 2" and the global optimal solution depends on numbers,

where
Ry => mj(w—p), (36)
=1
i =mip; — aemi? — Bim; — . (37)

6 Results and Discussion

This section describes the simulation results of the optimal strategy under the
sender’s budget limit (OSBL) and the relays’ cost upper bound (ORCU), respec-
tively.

6.1 Simulations of OSBL

We begin by laying out the results of the OSBL scenario. Suppose there are 3
workers, i.e., n = 3 and budget P = 1000. To find multiple scenarios, we list
the cases when Case I is the KKT point and Case II is not, or vice versa (see
Supplementary Materials for more details).

The variables «;, 8;, i, and w; are presented in Table 1. Additionally, we also
state m;, p;, m; * p;, Ry, Rr, and auxiliary parameter = for Case II. Conclusions
can be drawn if we have done some adjustments: 1) the range of parameter suggests
that in the case of it is out of range, at least one of them is negative; (2) when
the limitation has been violated, the desirable KKT point is determined to be the
result in the other case. The domain for each variable roughly are: o; (0.1,1), 53;
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[0,22], 7; (10, 50), w; (20,30). Here in this paper, we present an example to illustrate
the result due to the page limitation and other parameter settings show the same
trend. To be specific, the limitation in Case I can be met when «; = 0.905 while
the constraint in Case II z < 1 is violated. Thus, the KKT point comes to be
the solution in Case I (see Excel file “KKT points simulation details20200205.x1s”
sheet “sender’s budget-alpha-case-17). On the other hand, the result changes when
a; = 0.11 that the KKT point goes to Case II (see the Excel file sheet “sender’s
budget-alpha-case-2”).

Given the parameter settings in Table 1, Table 2 demonstrates its corresponding
solutions. Conclusions can be drawn that: when «;=0.905, the final solution is:
m1=>5.80, m2=9.50, and m3=36.91. Besides, the maximum payoff of the requestor
is 557.20 and the utilities of the workers are 0.46, 20.13, 172.02, respectively, with
a total data amount of 52.21. Moreover, in the case of a; has been tuned to a much
smaller value as 0.1, the solutions become m;=42.63, m2=6.00, and m3=24.11.
Besides, the maximum payoff of the requestor is 964.07 and the utilities of the
workers are 144.69, 1.76, and 101.62 correspondingly, with the total data amount
77.00.

Conclusively, the above results can be interpreted in the following ways:

(1) The payoff of the requestor may rise dramatically ( 557.20—964.07) when
the cost of the worker, i.e., «; is smaller. Besides, the payoff of worker obtains an
improvement (0.46—144.69), making itself more powerful in the competition com-
pared with other workers. However, the amount of total data transmitted increases
accordingly (52.21—77.00);

(2) The maximal value occurs with a higher probability at the edge of the budget
constraint when the cost of the workers is less sensitive to the task amount (the
smaller the «; is). That is to say, the higher the capacity the worker has, the less
barrier the requestor is limited, but rely more on its budget;

(3) In the optimized solution, no matter how the data amounts assigned to each
worker vary apparently, the prices are almost the same.

Figs. 2 and 3 demonstrate how the KKT point varies under different parameter
settings. Without loss of generality, we choose « as an example, which varies from
0.11 to 1 while other parameters keep fixed.

The revenues of the requestor and that of the workers in Case I and Case II are
shown in Figs. 2 and 3, respectively. From which we can see the critical point of
a1. Specifically, for any value higher than it, the constraint Zle m;p; < 1000 can
be satisfied. As for those « less than it, the constraint < 1 can be satisfied. For
clarity, the corresponding revenues of the requestor are highlighted by bold lines.

Fig. 4 demonstrates the revenues of the requestor and that of the workers in both
cases, indicating that a unique critical value determines which case the KKT point
is. Besides, the maximum payoff in both cases matches almost perfectly.

Exploring the workers’ revenues further in Fig. 4, we obtain Fig. 5, which can be
interpreted as follows.

(1) In the case of a smaller a; and the constraint z < 1 is satisfied, the KKT
point may fall in the range of Case II. Besides, with the increase of ay, worker 1’s
payoff drops while worker 2’s payoff increases. Such a trend implies that «; affects
competition to a great extent. That is to say, if the cost of worker 1 rises more

Page 9 of 17
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rapidly when the task amount is larger, it wins less revenue. On the contrary, the
revenues of worker 2 and worker 3 rise up;

(2) When the condition Z?Zl m;p; < 1000 is satisfied, the KKT point will fall
in the area of Case 1. Moreover, worker 1’s payoff decreases as «; increases, but
those of worker 2 and worker 3 keep fixed, indicating that if worker 1 is too weak
in controlling cost, its achievement doesn’t affect others’ revenues.

Now we turn to check how the KKT point varies as [; changes. Keep other
parameters untouched in Table 1, increasing 57 to its upper bound, i.e., 17.

Figs. 6 and 7 depict the revenues changing with ; in Case I and II, respectively.
The former figure is under the constraint of Z?:I m;p; < 1000 which is divided by
2. And the parameter x of the latter one is limited by = < 1 and the results have
been multiplied by 300 times for better display.

Regardless of the change of 81, the KKT points remain in the area of Case I. A
similar situation happens in Case II until 5; > 15.64. But at the very end of the
curve, the KKT points transfer to Case 1. It is reasonable to conclude that «; weighs
more than (1 in deciding which case the KKT point is. Additionally, +; does not
influence the payoff of the requestor. And the change of ~; is only associated with
worker 1’s payoff and does not impact the other two workers’ revenues. It doesn’t
change the conclusion that which case is the KKT point.

6.2 Simulations of ORCU
We set the parameters in Table 3 (see the Excel file sheet “The worker’s cost”), the
solutions are shown in Tables 4 and 5 .

The feasibilities are alm% + B1m1 +7 — 51 < 0and A; > 0 in Case I and II. We
can see that the solutions of worker 1 and worker 3 which are underlined lie in Case
1 and the solution of worker 2 is in Case II. Besides, the utilities of the requestor
and the workers are:

Ry, = 34.51 4+ 62.27 4+ 192.91 = 229.69,

* = 17.25,
R%, =10.13,
R, = 66.46,

which can be explained in this way:

(1) The bigger the cost threshold is, the more likely the solution lies in Case
I, resulting in the optimal solution is free from the constraint to a greater extent
(A1 = 0, the constraint is ignored);

(2) If the worker’s cost hardly relies on the task amount («; is small), the solution
is unlikely limited by the constraint, that is, the solution stays mostly in Case I.

Fig. 8 shows the constraint lines of worker 1 both in Case I and Case II, marked
as dashed lines. In detail, the constraint in Case Iis aym? + Bymy +71 —S1 < 0, so
the valid area lies on the right side of the intersection point, redrawn as a line. The
constraint in Case ITis A; > 0 (the value is multiplied by 10 for better representation
in the graph), so the valid area lies on the left side of the intersection point, also
redrawn as a line.

Other workers are similar. And the final solution is defined by the valid solutions
of all the workers.
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7 Related Work
There are two types of incentive algorithms in DTN routing, one is reputation-based
[22—-27], and the other is price-based [5, 20, 21, 28-30].

Hu et al. [22] proposed a solution to set TTL based on budget, which can be tuned
due to the network traffic. Bonnefon et al. [23] introduced surveys on what people
prefer when Autonomous Vehicles (AVs) face conflicts of saving pedestrians or pas-
sengers. Hilbe et al. [24] analyzed strategies that people with better self-control and
coordination could win more in a large group. [25] showed in the experiment that a
group identity among players enhanced cooperations. Ning et al. [26] put forward
an approach where the receiver provides credit when it meets interesting content
from the sender. Chen et al. [27] said the credit value should be associated with
QoS. And the method is to send the first packets with higher benefits and drop
those with lower ones.

[5] applied the crowdsourcing model in DTN routing originally and a nonlin-
ear programming framework with equality limitations was proposed thereafter. At
present, researchers have devoted much attention to DTN routing algorithms. Dini
Duca [21] designed a mechanism where each node locally records the reputation of
forwarding nodes, based on which the next hops can be chosen. Lu et al. [28] encour-
aged users to forward others’ bundles to improve their package delivery. Uddin et
al. [29] devised to rank nodes based on their contribution, deciding message priority
accordingly. Ning et al. [30] proposed two types of incentives based on whether a
node is within a social community.

Inspired by Huang et al. [5], we go on to solve a nonlinear programming problem
with inequality constraints utilizing KKT conditions.

This paper is a revised and extended version of a conference paper entitled "A
Mechanism Design Solution for DTN Routing”, presented at International Confer-
ence on Identification, Information and Knowledge in the Internet of Things (ITKI)
2016, Oct. 20, Beijing. The differences are as below:

e A new constraint that the relays costs are upper bounded;
e A revision in solving the problem under the first constraint that the sender’s
budget is limited, especially different data in simulation.

8 Conclusion

In this paper, we introduce a monetary incentive solution in DTN data transmission
service. In both situations, either the sender’s budget is limited or the relays’ costs
are upper-bounded, the optimized solution for all the participants exist. They can
be mathematically solved and be verified by simulation. The capacity of a relay
decides the task amount assigned. The more competitive a relay is, the more tasks
and payment it gets. But the price per task for different relays stays roughly the
same. For further work, we plan to deploy the algorithm in a real DTN application.
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Tables

Table 1 The parameters setting

i a; Casel «; Case ll Bi Yi w;
1 0.905 0.11 2 30 23
2 0.5 0.5 10 25 29
3 0.149 0.149 6 31 28
Domains (0.1,1) (0.1,1) [0,17] (10, 50) (20,30)
Table 2 Solutions
i a; Case | m; Case | p; Case | Ry; Casel «; Casell m; Casell p; Casell R,; Casell
1 0.905 5.80 12,5 0.46 0.11 39.85 10.77 144.69
2 0.5 9.50 19.5 20.13 0.5 7.32 17.32 1.76
3 0.149 36.91 17 172.02 0.149 29.83 14.89 101.62
Rp 557.20 964.07
> (mipi) < P z<1

Table 3 The parameters setting for ORCU

i o Bi Vi w; S
1 0.815 1 10 29 51
2 0.58 9 20 25 115
3 0.127 7 30 21 320

Domains  (0.147,1) [0,17] (10, 50) (20,30) S; > f3;

Table 4 Solutions in CASE |

m; Di mi(wi — pi) Ry Feasibility
4.60 12,5 34.51 7.25 -0.74
7.33 17.5 62.28 11.14 2.09
27.56 14 192.91 66.46 -0.63

<0

Table 5 Solutions in CASE I

m; Di mi(w; —pi)  Ruwi s
4.66 12.60 34.50 7.70 -0.015
7.21 17.36 62.27 10.13 0.016
27.60 14.01 192.91 66.77 -0.002

>0
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