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Figure 1. (a)-(b) sample matched knuckle image pairs from two identities, (c)-(d) uncovering knuckle crease point deep feature correspon-

dences, (e)-(f) recovering respective graphs and computing respective graph similarity scores to identify persons.

Abstract

The primary obstacle in realizing the full potential of fin-
ger crease biometrics is the accurate identification of de-
formed knuckle patterns, often resulting from completely
contactless imaging. Current methods struggle significantly
with this task, yet accurate matching is crucial for appli-
cations ranging from forensic investigations, such as child
abuse cases, to surveillance and mobile security. To ad-
dress this challenge, our study introduces the largest pub-
licly available dataset of deformed knuckle patterns, com-
prising 805,768 images from 351 subjects. We also propose
a novel framework to accurately match knuckle patterns,
even under severe pose deformations, by recovering inter-
pretable knuckle crease keypoint feature templates. These
templates can dynamically uncover graph structure and fea-
ture similarity among the matched correspondences. Our
experiments, using the most challenging protocols, illus-
trate significantly outperforming results for matching such
knuckle images. For the first time, we present and evalu-
ate a theoretical model to estimate the uniqueness of 2D
finger knuckle patterns, providing a more interpretable and
accurate measure of distinctiveness, which is invaluable for
forensic examiners in prosecuting suspects.

1. Introduction

The Victim Identification Programme in the Department of
Homeland Security (DHS) has acquired millions of child
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abuse images and videos, and continues to receive thou-
sands of such images every week. Finger Knuckle patterns
are often the only evidence left in such images to identify
the suspects, and law enforcement has successfully used
such evidence for the prosecution [1-4]. However, such
knuckle crease pattern matching is largely done manually
[5] and is very challenging to match from videos and mil-
lions of images in surveillance patterns. Therefore, com-
pletely automated capabilities are required to accurately de-
tect and match such finger knuckle images. Recent ad-
vancements in this area have indicated [6] high capabilities
to detect knuckle patterns from complex videos and images.
However, the accuracy for matching such completely con-
tactless knuckle images with varying knuckle crease poses
(referred here as challenging knuckle images) is extremely
poor ! and achieving such advancement is the key focus of
this paper.

Completely contactless hand biometrics identification
offers enhanced hygiene and higher user acceptance.
Among various hand biometric traits, finger knuckle iden-
tification is the youngest [2, 8], and therefore, any large-
scale business applications are yet to emerge or compete
with other established traits like fingerprint or palmprint
from centuries of identification using paper-based inked im-
pressions. The success of contactless palmprint [9, 10] is

Best methods for such cross-pose knuckle matching can only achieve
2.74% of GAR in [7] or 2.89% of GAR in [6] at FAR of 0.01%.



attributed to the presentation of nearly straight palm sur-
faces during image sensing, and similar (straight or fixed
pose) presentation of finger knuckles has also been shown
to achieve very high accuracy [6]. In such a context of com-
pletely contactless imaging, the proximal interphalangeal
(PIP) finger knuckle joint has the highest or much higher
agility than the palm. Therefore, for the success of com-
pletely contactless finger knuckle identification in civilian
applications, e.g., mobile phones or access control in build-
ings, requires advanced capabilities to match cross-pose
knuckle patterns and is another motivation for our work.

1.1. Our Work

Most accurate methods for finger knuckle identification
available in the literature considered normalized knuckle
patterns to be the texture. These methods can offer high ac-
curacy for good quality knuckle images but have two fun-
damental limitations: (i) their performance on cross-pose
knuckle matching or the dataset with deformed knuckle pat-
terns is very poor, and (ii) these methods lack explainability
or the matching methods are not interpretable or to be used
in the courtroom arguments (like for the fingerprints) that
can aid in the prosecution of suspects. Reference [11] is the
first such attempt to articulate the challenges in deformable
finger knuckle matching and also provides a database to ad-
vance this research. However, this database is of limited
size, acquired in a controlled environment, and inadequate
to evaluate much-needed cross-database performance for
deep network-based biometric identification. Therefore, we
also develop a challenging multi-pose finger knuckle video
dataset by acquiring finger knuckle crease deformations un-
der ambient and contactless mobile imaging.

To achieve explainable finger knuckle matching, we gen-
erate knuckle crease feature keypoint-based templates from
unknown knuckle images. It is worth noting that the meth-
ods currently used for matching finger knuckle patterns dur-
ing forensic investigations are largely manual and incor-
porate such visible keypoint-based patterns to serve as ex-
plainable pieces of evidence during the prosecution. It is
observed that completely contactless imaging often intro-
duces changes in illumination, viewpoints, and local de-
formations, while these factors do not easily change the
knuckle crease points. Therefore, we extract such finger
knuckle keypoints and their local features as templates us-
ing a convolutional neural network (CNN). These features
are then used to generate mutually matched feature keypoint
pairs and the feature graph. With the help of a graph neural
network (GNN) that uses the graph structure and the key-
point feature templates, we generate a similarity score be-
tween two knuckle images.

Explainability and interpretation of finger knuckle
matching also require us to ascertain the uniqueness of
knuckle patterns. Such uniqueness can provide a theoretical
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upper bound on the number of finger knuckle patterns that
can be reliably matched using the (interpretable) method in-
troduced in this paper.

In summary, the main contributions are as follows:
We design a novel framework to accurately match finger
knuckle patterns, especially under severe pose deforma-
tions, which is built from the similarity of correspondence
graph neural network (details in Sec. 3.3) to uncover the
graph structure and keypoint feature similarity of the mu-
tually matched correspondences in the knuckle images.
One of the most important aspect of our knuckle match-
ing framework is the explainablity and interpretability (in
Sec. 3) in matching knuckle images, i.e., can provide vi-
sual graphs (e.g. Fig. | or Fig. 3) along with the list corre-
sponded knuckle crease keypoint matches, which is con-
sistent with practice by forensic examiners.
We present the first attempt to theoretically evaluate the
uniqueness of 2D finger knuckle patterns, which can help
the law enforcement community pursue the successful
prosecution of suspects during courtroom arguments.
This paper introduces the first and most comprehensive
deformed (multi-pose) finger knuckle video (4K UHD
at 60fps) dataset (more details in Sec. 4.1), featuring
805,768 images from 351 different volunteers.

2. Related Work

Contactless Finger Knuckle Identification: Several stud-
ies on contactless finger knuckle identification, such as
those in [12], [13], [14], [7], and [6], have demonstrated im-
pressive performance across various publicly accessible 2D
and 3D finger knuckle databases. However, they struggle
with the particularly challenging deformable finger knuckle
dataset [11]. To improve match performance, the [7] in-
corporated feature translations by shifting the window, and
then the [6] also designed a new loss function to enhance
the robustness of CNN in incorporating rotation and shift in-
variance capabilities. Reference [15] presents an impressive
effort that also uses the STN [16] for getting learnable rigid
transformation feature maps. Despite these advancements,
there are two significant limitations in current methodolo-
gies: firstly, these methods lack explainability as the feature
templates are not interpretable, and secondly, there is a dra-
matic degradation in performance when matching knuckle
patterns with deformations, which is crucial for real-world
applications, or using such database in [11].

Keypoint and Descriptor Detection: The keypoints or
interest points in an image can be reliably extracted and
matched across images [17]. Traditional methods such as
SIFT [18], SURF [19], and ORB [20] have been extensively
documented in the literature. Building on this foundation,
LIFT [21] detects the keypoint with a small image patch and
the descriptor with a larger patch around the keypoint. LF-
Net [22], with the help of STN [16], can detect the location,
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Figure 2. Visualization of our framework to match cross-pose knuckle images based on crease keypoint correspondences. Step 1: Detect
keypoints and descriptors using a CNN; Step 2: Identify mutually matched correspondences by [ attentional layers, on detected keypoints,
optimized with ¢ iterations; Step 3: Graph isomorphism-based formation of probe graph G and gallery graph G¢ are formed; Step 4:
Computing a match score using the similarity of graph structures built using correspondences. The Cross-Node and Self-Graph module,
along with the tracked graph, are visualized on the Fig. 5 and discussed in Sec. 3.3.

orientation, and scales of a keypoint, and it also can detect
the descriptor by extracting a patch around the keypoint.
The D2-Net [23] is another advancement that uses a similar
idea from the SIFT to detect the keypoint location and de-
scriptor simultaneously. However, empirical evidence from
the ASLFeat [24] indicates that both LF-Net [22] and D2-
Net [23] exhibit low precision in tow-view matching due to
their low-resolution feature maps. In contrast, the Super-
Point [25] can restore the spatial resolution by learning to
up-sample, resulting in better performance.

Graph Similarity: Contemporary GNNs have been
shown to efficiently compute the similarity between graph-
structured objects, delivering consistently reliable perfor-
mance. Firstly, a deep feature can represent a graph such
as the GMN model [26] that learns graph-level represen-
tations by updating self-graph information with the graph
convolution and cross-graph information with the attention
mechanism under a Siamese architecture. In contrast, the
GraphSim model [27] uses a CNN to convolve the pairwise
node similarity matrix to get the similarity score. To im-
prove the matching performance, the SimGNN model [28]
and MGMN model [29] add the node similarity based on the
graph-level representation to improve the matching perfor-
mance. The former uses pairwise comparison, and the latter
uses the attention mechanism for node similarity. Further-
more, the EGSC model [30] uses knowledge distillation to
speed up the inference time, and the ERIC model [31] uses
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a simple regularization technique to replace the expensive
node-to-node matching module to reduce complexity.
Uniqueness of Finger Knuckle Patterns: The distinctive-
ness of several established biometrics is well-studied, e.g.,
fingerprints [32], iris [33-37], or handwriting [38], and pro-
vides a theoretical upper limit on the expected performance
from respective biometrics using 2D images. Such unique-
ness is estimated from the probability of false random cor-
respondences or matches generated from the respective bio-
metric template. Most such studies on uniqueness are fo-
cused on fingerprints [32, 39, 40] and are widely considered
helpful during courtroom arguments for the prosecution of
suspects using fingerprint evidence. However, research on
the uniqueness of 2D finger knuckle images remains unex-
plored and is highly sought, especially in the forensic com-
munity [2]. While some studies [41] provide promising evi-
dence demonstrating the stability of knuckle crease patterns
with age or gender, to our knowledge, no research has yet
addressed their uniqueness.

3. Our Approach

Forensic examiners typically consolidate the match evi-
dence from the finger knuckle creases and points because
it is interpretable and explainable during courtroom argu-
ments. However, such matching using real-world images
is currently done manually and remains a key challenge in
timely identifying the suspects (and ensuring justice). Also,



a key challenge in the realization of completely contact-
less knuckle identification for civilian or access control ap-
plications lies in the capability to accurately match finger
knuckle patterns from the same user or fingers with dif-
ferent deformations. Such images are frequently acquired
under such contactless imaging, while the currently avail-
able state-of-the-art (SOTA) models [6, 7, 13, 15] obtain
unacceptably poor performance. Therefore, our framework
for accurately matching such images is built on the graph
structure similarity and localized deep features similarity
formed from the corresponding keypoint locations between
two matched images. This framework [42] is summarized
in Fig. 2 and is organized under four key modules to en-
hance the interpretability of the method. More details on
modules are in below sections.

3.1. Knuckle Crease Point Detection and Encoding

Among deep neural network-based interest point detection
models, the SuperPoint [25] is a self-supervised learning
model with a synthetic shapes dataset and a homographic
adaptation detection strategy, which can be helpful with the
limited availability of ground truth for the finger knuckle
keypoints. This model was also employed (training pro-
tocol and justifications in Supplementary C.2) for our task
and referred to as KnuckleCreasePoint. Its performance for
the repeatability and reliability in detecting knuckle crease
points is evaluated in Supplementary D.7. Given an image
pair, the keypoint feature detection model in Fig. 2 is de-
signed to detect the set of n keypoints with FP = {f? |
ie{1,2,...,n}}, KP = {k} | i € {1,2,...,n}}, and
SP = {s?|ie{1,2,...,n}} on the probe image (p), and
to detect m keypoints set with ¢, K8, and S® on the gallery
image (g).

3.2. Knuckle Keypoint Correspondence Estimation

To enhance the reliability in the estimation of correspon-
dences, similar to in [43], we use self-attention and cross-
attention GNN model, referred as KnucklePointPair, to en-
hance the similarity between two sets. Firstly, a Multilayer
Perceptron (MLP) is used to combine each keypoint de-
scriptor matrix F' € R™*? location matrix i € R"*2,
and score matrix S € R™*! of the probe image to generate
an initial graph node feature matrix D? € R"*¢ as:

DP = F* + MLP([K® | S”)) (1)
_ [(WDM)(ODHT U,
= U, u (2)

where the [- | -] represents the concatenation operation.
The gallery descriptor D# is also computed in a similar
manner using Eq. (1). After [ layers, the feature matrix
can be represented by (V. DP and () D&, The cost matrix
C ¢ ROTDx(m+1) js computed by the weighted prod-
uct of (W DP)(W DT and appended by the non-match
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scores in Eq. (2), while the U; € R"*!, U, € R'*™, and
u are the learnable parameters to represent the non-match
scores. From such mutually matched keypoint correspon-
dence score matrix M € R™*™ (discarding the non-match
scores after ¢ iterations [44]), we choose the top-k, with c,
correspondence score set M, based on index ¢’ and j' as:

MC = {M’i,j/ | {(ilaj/) E (ily.jl)v (i27j2)7 MR (ZCaJC)}} (3)
where the M;, ;, > M;, ;, > -+ > M;_; . The top-
kEFY, K, Fg and K¢ are selected by i’ and ;' index,
respectively. For example, the FP and KP follows:

“)
)

FP o= {f% | i € {ir,iz, ... ic}}
K = {k}, |i' € {i1,i2, ... ic}}

Figure 3. Visualization of detected keypoints (first two columns),
matched correspondences (middle two column pairs), and com-
posed graphs by k£-NN (k=9) on the last two columns. The first
row is a genuine, while the second is an imposter pair.

3.3. Corresponded Keypoints Graph and Similarity

The number or similarity of mutually matched correspon-
dences (evaluated in Supplementary D.7.3) ignores the un-
derlying graph structure or the complex relationship among
such correspondences and fails to account for ambiguities
such as repeated patterns, textures, or non-discriminative
local appearance. It can be observed from sample image
pairs in Fig. 3 or Fig. | that the high-order graph [45] shows
higher visual similarity (scale tolerance) for genuine pairs
as compared to imposter pairs. Therefore, we are moti-
vated to explore the similarity of graph structure composed
by correspondences and its deep features for evaluating the
similarity between two knuckle images.

Graph Embedding: The graph GP = (VP, EP) from the
probe image and G¢ = (V& E¥) from the gallery image
with vertex sets VP = {k, | i’ € {i1,i2,...,i.}} and
Ve = {k?, | 7/ € {j1,42,---,7c}} respectively, is firstly
constructed. The graph GP and G®, are isomorphic if there
exists a bijection function f : VP — V& such that every two
vertices kP, and kP in VP meet the following:

(ki, kD) € EP < (f(K7), f(kY)) € E* (6)

Between VP and V¢, every vertex ki, meets the one-to-one
bijection to the vertex kf,. Following Eq. (6), we use the k-

NN to link the k%, to their neighbor k&, € N (k?,) atlocation



(x4, y;) on a probe image, and use the same edge EP to link
the k%, to a graph G® of a gallery image.

Positional Encoding: The similarity between such feature
descriptors f¥, and f?, for corresponded keypoints between
the knuckle image pair is significant, as also shown from
Fig. 4a. Furthermore, we also incorporate positional encod-
ing e;s [46] to enhance the similarity of outstanding corre-
spondence, and can be described as follows:

sin(i’/100002%/4),  for 2a

7
cos(i’ /100002%/4),  for 2a + 1 2

where ¢’ is the position of the feature vector f,/, « is the di-
mension of the positional encoding, and the d is the dimen-
sion of f . The position of feature vector f7, and f3, is al-
ready sorted by similarity score by Eq. (3). The graph node
feature vectors hY, and h, are computed by hl, = f} + e
and hi, = fi, + e, respectively. Positional encoding can
enhance feature similarity, as can also be observed by com-
paring the plots in Fig. 4b and Fig. 4a.
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Figure 4. Feature correlation between f°, and fﬁ, as shown in
(a), and between h®, and h?, as shown in (b) computed along the
feature dimension (c) and the node dimension (d).

Convolution along the Node Dimension: Spatial-based
GNNss can update node feature templates with their linked
nodes as follows:

Wal, = f({""VRL KL eNGD)Y) ®)
DR = 6(£e("VRE, 0 al)) ©)

b =
It can aggregate its neighbor node feature template ‘~1) P
at node kP with the f, aggregation function, then update
the current node k%, by combining the neighborhood infor-
mation (Va?, and the node self feature template (‘"D R’ to
(l)hl;, using the combination function f. and an activation
function ¢.

However, along the node dimension Fig. 4, the cosine
similarity of these vectors is smaller than such similarity
observed along the feature dimension which can be largely
attributed to the difference in the pattern kernels. Therefore,
we change the graph convolution dimension to the node di-
mension, instead of the feature dimension, to retain the dis-
criminant properties of the feature vectors from the CNN
model KnuckleCreasePoint. This new aggregation function
concatenates the neighboring features h?, (kb € N (k%)) of
K, to (l)AE, € R%n*(¥+1) at the layer [ and can be defined
as follows:

”)A'; _ [((l—l)hg/)T | ((lfl)hgl)'r ‘ ‘ ((lil)hikf] (10)
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Db, = ¢(bias + tr(OWy[ds, -, DO AL TY) (D)
OR?, = (Ond,,... 0wk, ... WKL, )y (12)

where tr() represented trace of square matrix, and the
Wld; :,:] is the slicing operation. We use graph con-
volution as in Eq. (11) to the (l)AE’, with the learnable
weights DWW, € Routxdinx(k+1) "and concatenate to the
(RS, € Réowt. The node feature (VhS, of G# also follow
above graph convolution function.
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Figure 5. Tracker records change in one-to-one cross-similarity
scores along [ layers of Self-Graph and Cross-Node.
Cross-Node and Self-Graph: Current graph similarity
models [28, 29, 31] use computationally expansive atten-
tion to compute node similarity along graph-level represen-
tation. However, the keypoint correspondences and their
neighbors are expected to have high similarity in Fig. 4.
Also, the one-to-one node and visual graph structure simi-
larity of genuine pairs is greater than imposter pairs. There-
fore (more details in Supplementary B), we compute the
cross-node similarity as follows:

(l)hf, .0 h?,

WpPE = cos ™ (gt )
' ORI ORS |

(13)

hPE = (O pPe () pPe . (D) pPe) (14)

As shown in Fig. 5, we use the [ layer (we use [ = 3) of
Self-Graph to update the node feature of k%, and k7, and
use the Cross-Node to compute the changes in one-to-one
similarity score between kf, and kf, on each layer based on
Eq. 13. Finally, the Tracker is employed to concatenate the
changes in Cross-Node similarity scores to kY € RI*1 as
same in Eq. (14) and construct new tracked graph GP® that
has the same graph structure with GP and G®.

Graph Similarity: We follow the graph-level task to clas-
sify the graph GP® by using the same graph convolution
inEq. (11). After I GNN layers (we use [ = 3), each layer’s
graph-level details (l)hPGg from Eq. (15) is concatenated to
a feature vector hfs. An MLP with sigmoid function o is
used to compute similarity score sg from hlég.

(l)h}ég = hPe 4+ R 4 - +@ ht® (15)



h}z;g — [(1)hpg ‘ th ‘ ‘ ) hpg] (16)

s¢ = o(MLP(h{)) (17)

For convenience, our proposed method, which relies on the
similarity of correspondence graph neural network, is ab-
breviated as CGN in this paper.

3.4. Uniqueness of 2D Finger Knuckle Patterns

The highly interpretable knuckle crease keypoint-based
matching method is suitable to ascertain the uniqueness of
finger knuckle patterns. Such estimation of the uniqueness
can be determined using the probability of the false random
correspondence (FRC) for two randomly matched 2D fin-
ger knuckle patterns known to belong to two different fin-
gers/subjects. Therefore a joint mixture multivariate Gaus-
sian model is incorporated to estimate such dependency be-
tween locations and keypoint features.

Multivariate Distribution Model: We use k = (z,y) €
K and f = (f1, fa,...,fa) € F to represent the possi-
ble configurations for K (possible location) and F' (feature).
A multivariate model with /N Gaussian distribution compo-
nents is employed to estimate the correlation between the
locations and features, the weights €7, €s, ..., ex for each
component such that ¢; > 0 and va ¢; = 1. In each of
the n components, the locations of keypoints are modeled
using bivariate normal distribution N/ ( unl , ES)) while the
features follow A/ (1'2), £?)), where pl € R2x1, 51 ¢
R2x2, (2 ¢ R256x1 3(2) ¢ R256x256  Therefore, the
distribution of keypoint feature in knuckle templates can be
represented as follows:

f(k, £19) = Zenfn (klpg 200 o (Flen?, 252) (18)

where the ) denotes all the unknown parameters of the
model including N, € - - - IRETRNGID >R >l

EN> My
pd? P 2?2 Similar to [32, 40], the Expec-

tation Maximization (EM) algorithm can be used to esti-
mate parameters 2. The optimal number of components
N* is selected using Bayes Information Criteria (BIC).
Estimating FRC: Let T denotes the gallery template con-
taining m keypoints and 7P denotes the probe template con-
taining n keypoints. Following [32, 40], the probability
p(w; TP, T#) of observing at least w matches between two
templates 7P and 7® can be modeled using the following
Poisson distribution:

e}

e MINTO (TP, T8)®
pw; T8 T8 =3 o (19)
where parameter A\(TP,78) = mnp(T?,T%). p(TP,T%)

denotes the probability of a pair of acquiring a random
match between a keypoint in 7P and another keypoint in 7.
The statistical tolerance or threshold for Ay and Ay to au-
thenticate match from knuckle keypoint templates ground
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truth is empirically estimated (as detailed in Supplemen-
tary E). It is estimated as p(d(kP, k%) < Ag) = 0.975
and p(0(fP, f8) < Ay) = 0.975 so that top 2.5% gen-
uine matches are excluded following same protocol in [39].
The match probability for a pair of random keypoints can
be computed as follows:

p(T?,T*) =

fro((K, 7)) fre ((K®, £%))dkd fPdk®d £
(kP,fP)E€B(ke, f2)

(20)
where (kP, f?) € B(k®, f¢) denotes the set of all (kP, fP)
with locational and feature distances from (K, f¢) less than
Ay, Ay respectively. In a finger knuckle database with z
identities, the average FRC index can be computed from a
total of z(z — 1)/2 imposter pairs, as follows:

2 ) > plw; T, T*)

z2(z—1 T e

FRC = ey

In addition, to avoid the adverse influence from the ex-
tremely large or small value, only the p(w; TP, T®) between
the lower 100c/2 percentile p(w; «/2) and upper 100c/2
percentile p(w; 1 —«a/2) are retained. Finally, the respective
mean FRC index can be represented by:

2

FRCo=— > o(w; TP, T 22
oD —a) T;gp (w ) (22)
where p(w; a/2) < pa(w; TP, T%) < p(w; 1 — a/2).

4. Experiments and Results

We present within-database and cross-database (without
any fine-tuning) experimental results under a challenging
all-to-all protocol [15]. This section also presents results
from our study to ascertain the uniqueness of 2D finger
knuckle patterns. Please see Supplementary C and D for
additional details on training protocols, justifications, and
results.

Choice of baseline matching methods: To ascertain the
merit of the matching performance from our method, we
choose SOTA CNN models as baseline methods, such as
ResNet-101 [48], DenseNet-161 [49], and EfficientNetv2-
m [50], and even with the transformer ViT-B model [51].
We also chose SOTA models that have been shown to offer
impressive performance in the literature as baseline meth-
ods, e.g., FKNet [7], RENet [6], and STResNet [15].

Table 1. Comparative summary of 2D finger knuckle databases.

o Completely ] . Resolution Image
Dataset Contactless Pose Format wXxh Samples
[41] X Single-Pose Image 1600x 1200 2,515
[47] X Single-Pose Image 1600 1200 3,560
[12] X Single-Pose Image N/A 4,872
[13] X Single-Pose Image 720x 576 5,016
[11] v Six-Pose Image 3072x2304 1,950

Ours v Multi-Pose Video 38402160 805,768
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Figure 6. Comparative ROC plots using all-to-all protocol on (a) our dataset, (b) the dataset in [47], and (c) the most challenging dataset
in [11]. Such plots using the same (best score) protocols in [13] are in (d).

Figure 7. Visualization of keypoint (first two images) and corre-
spondence (last ones) ground truth (more in Supplementary C).

4.1. Multipose Finger Knuckle Video Dataset

We developed a contactless and largest finger knuckle video
dataset (351 subjects) with multi-pose finger deformations.
A comparative summary with other open databases is pre-
sented in Tab. 1. We fully followed the guidelines for the
data acquisition from Institutional Review Board (IRB).
Volunteers consented to support our research. They were
not paid any honorarium, and we did not record any of their
personal details. This dataset is accordingly made available
for further research via [52] (details in Supplementary D.1).
We select an average of 25 frames per video of the left hand
(about two frames per second) for training (in a total of
25,000 images) and 10 frames per video (about one frame
per second) for the performance evaluation. Therefore, the
finger knuckle from 351 subjects generates 31,590 (351 x
10 x 9) genuine and 12,285,000 (351 x 350 x 10 x 10) im-
poster match scores. The comparative performance on this
dataset is shown in Fig. 6a and summarized in Tab. 2. Our
method significantly outperforms other methods, especially
for the lower values of FAR.

Table 2. Comparative performance summary for our dataset.

» GAR GAR GAR

Mode (FAR=10"%) (FAR=10"%) (FAR=10"2)
DenseNet-161 [49] 38.19% 76.77% 97.71%
EfficientNetv2-m [50] 67.22% 81.78% 98.06%
ResNet-101 [48] 51.67% 71.46% 97.01%
ViT-B [51] 48.30% 71.38% 96.52%
FKNet [7] 17.41% 2321% 47.39%
RENet-RSIL [6] 56.39% 66.33% 89.28%
STResNet [15] 27.07% 51.63% 94.81%
Ours 89.99% 93.19% 97.32%

4.2. Cross-Database Performance

Hand Dorsal Image Dataset: This public dataset [47] was
firstly chosen for the cross-database performance evaluation
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as it was acquired from 712 subjects, which is the largest for
ascertaining generalization capability (14,240 (712 x 5 x 4)
genuine and 12,655,800 (712 x 711 x 5 x 5) imposter match
scores). It can be observed from comparative experimen-
tal results in Fig. 6b or summary in Tab. 3 that even for
less challenging (in the context of intra-class variations),
there is significant performance improvement as compared
to other methods.

Table 3. Comparative performance summary for dataset in [47].

Model GAR GAR GAR
ode (FAR=10"5)  (FAR=10"%) (FAR=10"2)

DenseNet-161 [49] 12.20% 60.65% 86.38%
EfficientNetv2-m [50] 53.11% 66.84% 88.05%
ResNet-101 [48] 17.71% 33.37% 77.02%
VITB [51] 24.84% 38.74% 77.62%
FKNet [7] 38.54% 50.63% 66.39%
RENet-RSIL [6] 41.53% 59.23% 88.88%
STResNet [15] 3.01% 7.26% 41.59%
Ours 80.19% 92.88% 97.09%

Finger Knuckle v3.0 Dataset: This is the most challeng-
ing knuckle image dataset available to date in the public
domain [11]. This dataset was acquired from 221 different
subjects, but only 104 subjects provided images for the sec-
ond session (with 3,744 (104x6x6) genuine and 385,632
(104x103x6x6) imposter scores). Our comparative ex-
perimental results are shown in Fig. 6¢c and summarized in
Tab. 4. It can be observed from the experimental results in
Fig. 6¢ and Tab. 4 that our method can show dramatically
enhanced performance as compared to the rest of the avail-
able methods on this most challenging dataset. Following

the same protocol in [13], performance is also presented in
Fig. 6d.

Table 4. Comparative performance summary for dataset in [11].

Model GAR GAR GAR
ode (FAR=10"5)  (FAR=10"%) (FAR=10"2)

DenseNet-161 [49] 0.00% 0.00% 0.00%
EfficientNetv2-m [50] 0.00% 0.00% 0.03%
ResNet-101 [48] 0.00% 0.00% 0.05%
VITB [51] 0.00% 0.00% 0.78%
FKNet [7] 1.04% 2.74% 15.07%
RENet-RSIL [6] 0.96% 2.89% 17.03%
STResNet [15] 0.08% 0.58% 14.26%
Ours 55.41% 66.35% 80.95%
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Figure 8. Comparative ROC plots using other graph similarity models on (a) our dataset, (b) dataset in [47], and (c) dataset in [11]. Other
ablation study results from our method are shown in (d)-(e), whose summary and details are in Supplementary D.

4.3. Estimation of Finger Knuckle Uniqueness

We adopt the KnuckleCreasePoint to extract keypoint tem-
plates from knuckle crease images, using the hand dorsal
database [47]. Firstly, we estimate the position Ag and
feature Ay threshold from the ground truth of correspon-
dences to ascertain whether two random keypoints (one is
from probe template, the other is from the gallery template)
are matched or not. Such an estimation using dataset in [47]
reveals that the tolerance parameter Ay and Ay should be
set as 6.750 and 0.726, respectively. Therefore, we empir-
ically set w, m = n, Ay, and Ay to 17, 69, 6.750, 0.726
respectively, and set o« = 0.05. These parameters aim to re-
veal the variations in FRC score with the Poisson parameter
Aq. Our results are summarized in Tab. 5. Supplementary E
explains parameter choice and presents additional results.
The numbers in Tab. 5 should be interpreted in the context
of the resolution of images acquired or used in this study,
which is far below the resolution (about 500 dpi) widely
employed for the fingerprint.

Table 5. Uniqueness analysis for finger knuckle patterns.

A Ay (m,n,w,a) p(T?, T¢) Ao FRC,

6.750 0.726 (69,69.15,0.05) 2.980 x 10~ % 6.167 6.780 x 10—+
6.750 0.726 (69,69,17,0.05) 2.980 x 10~* 6.613 1.860 x 10™*
6.750 0.726 (69,69,19,0.05) 2.980 x 10~* 6.996 4.408 x 10~°
6.750 0.726 (69,69,21,0.05) 2.980 x 10~% 7.325 9.055 x 10~°
3750 0.726 (69,69.17.0.05) 1.031 x 10~ % 2962 2.948 x 109
5250 0.726 (69,69,17,0.05) 1.914 x 10~* 4950 4.731 x 1076
8.250 0.726 (69,69,17,0.05) 4.119 x 10~* 8.061 1.729 x 10~3
9.750 0.726 (69,69,17,0.05) 5.273 x 10~* 9.124 6.080 x 10~ 3
6.750 0.626 (69,69.17.0.05) 6.210 x 10-° N/A N/A

6.750 0.676 (69,69,17,0.05) 5.309 x 107° 1367 1.546 x 10~ 14
6.750 0.776 (69,69,17,0.05) 1.194 x 10~ 12476 8.305 x 10~2
6.750 0.826 (69,69,17,0.05) 3.620 x 10~2 14.893 2.421 x 10~}

4.4. Ablation Study

Graph Similarity Model: A range of SOTA graph sim-
ilarity models, GMN [26], SimGMN [28], MGMN [29],
and ERIC [31], are employed to ascertain the effectiveness
of our CGN. It can be observed from within-database and
cross-database performance results in Fig. 8, that our CGN
can significantly outperform these graph similarity models.
Module Efficiency: To ascertain the effectiveness of the
proposed “convolution along the node dimension” (ConvN-
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ode) strategy, incorporating “positional encoding”, and the
arccos (cos™!) efficiency. We comparatively evaluate the
cross-database performance with and without these mod-
ules, and the efficiency of our modules can be proved in
Fig. 8 on the hand dorsal dataset [47]. ConvNode is com-
pared with other graph convolutions methods, including
GIN [53], SAGE [54], GATV2 [55], and GCN [56].
Keypoint and Descriptor Statistics: Here, we follow the
same approach as in SIFT [18] to evaluate the repeatabil-
ity of detected knuckle crease keypoints and the reliability
of descriptors of finger knuckles computed using Knuckle-
CreasePoint model, under 152 x 200 image resolution that
is used for the CGN model.

More detailed explanation for the ablation study and the
corresponding summary tables are in Supplementary D.6

5. Conclusions and Further Work

This paper has presented a new * and interpretable approach
that has been shown to offer dramatic enhancement in match
accuracy. Compared to the existing CNN-based, attention-
based, and graph-based models, our models can signifi-
cantly outperform baseline methods (both for within-dataset
and cross-dataset evaluations (Sec. 4) under the challeng-
ing all-to-all protocols, indicating high generalization abil-
ity. Additionally, we developed and publicly release [52]
a new multi-pose dataset from 351 different subjects. This
work also marks the first attempt to establish the unique-
ness (Sec. 4.3) of contactless 2D finger knuckle patterns,
providing a theoretical upper limit on the expected perfor-
mance of this biometric. Contributions from this paper are
valuable not only for the forensic community but also for
advancing contactless biometrics for civilian use.

Despite impressive results and contributions, there are
several aspects to enhance this work. The GNN architec-
ture considered in our work effectively processes structural
cues from the knuckle crease keypoint correspondences but
falls short in spatial awareness. Therefore, further extension
of this model to incorporate spatial awareness is expected
to enhance performance further and is suggested in future
work.

2 Algorithms introduced in this paper are part of U.S. Patent [42].
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