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Abstract

This work studies the security and constructions of correlation robust (CR) hash functions
in secure multi-party computation (MPC). Existing definitions of CR hashing are all game-
based (i.e., no simulator to achieve programmability or extractability), but MPC protocols
are proven secure in the simulation-based models including both stand-alone and universal
composability models. We found that for some MPC protocols, e.g., TinyOT-like authenticated-
triple generation protocols and correlated oblivious transfer (COT) extension protocols, such
a mismatch could lead to a gap in security proofs, even for the semi-honest adversary and
stand-alone model.

To bridge the gap, we introduce a simulation-based security notion for CR. hash functions
to allow secure composition. Instead of building from scratch, we introduce such a simulator
to a wide class of existing ideal-cipher-based CR hashing constructions, and derive the security
bound from their original game-based CR security. This enables us to obtain an efficient CR
hashing construction making just one call to a blockcipher, and is much more efficient than the
construction from a random oracle used in previous TinyOT-like protocols. We showcase the
utility of the new CR notion in easing security proofs and mitigating the risk of errors on two
classes of protocols: (1) authenticated-triple generation protocols in the TinyOT family with a
countermeasure; (2) COT extension protocols with bootstrapped iterations.

1 Introduction

Correlation robust (CR) hash functions [IKNP03] and their extensions [CKKZ12, GKWY20, GKW*20,
RR21] are important cryptographic tools for designing modern cryptographic protocols. They are
useful in extracting the best efficiency in garbled circuits [BHKR13, ZRE15, GKWY20, GKW 20,
RR21], oblivious transfer (OT) extension [IKNP03, ALSZ13, KOS15, BCG™19a, YWL*20, GKWY20,
CT21, Roy22, GYW'23, GWYY25], and distributed point function [ZGY*24], which are funda-
mental primitives of multi-party computation, zero-knowledge proofs and many other protocols.
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Roughly speaking, a hash function H : {0, 1})‘ — {0, 1}’\ is correlation robust if the keyed func-
tion Fa(x) = H(A @ x) is a secure PRF. By incorporating the circular property and/or adding
tweaks into inputs, other related notions, e.g., tweakable circular correlation robustness (TCCR),
were also studied [Roy22, GKWY20]. CR hash functions are popularly used in the context of
high-performance protocols due to the fact that they can often be constructed with one blockci-
pher call (e.g., hardware accelerated AES, which could be 50x faster than hardware accelerated
SHA256 [GKWY20]). Therefore, correlation robustness is an elegant balance between security and
efficiency.

Although widely used in practical cryptographic implementations, we find that there are inher-
ent limitations in existing CR definitions. All previous definitions for CR are game-based, meaning
that they do not provide a simulator to achieve programmability or extractability, two crucial
properties for simulation-based security of MPC protocols. On the other hand, MPC protocols
are proven secure in simulation-based models, including the stand-alone model [Can00] and the
universal composability (UC) model [Can01]. Such a mismatch leads to a gap when proving the
security of some MPC protocols that use CR hash function, even for semi-honest adversaries and
the stand-alone model. As a result, many protocols have to use an RO for provable security, al-
though a CR hash could have been sufficient, due to the inability to simulate; others use CR hash
functions but the proof has a gap, making provable security of the MPC protocols unclear. Such
MPC protocols include, for example,

o Correlated oblivious transfer (COT) extension with bootstrapped iterations such as [BCG'19a,
YWL'20, Roy22, GYW™23], where a large number of fresh COTs are extended from a small
number of base COTs sharing the same global key A. The sender with A obtains My and the
receiver obtains (b, Mp) such that My = My@®b- A for bit b. The extension procedure involves
hashing the base COTs, either to convert them into regular oblivious transfer correlations or
to use them as one-time pad masks.

o TinyOT-like authenticated AND-triple generation [NNOB12, WRK17a, WRK17b, HSS17,
HSS20, ZCSH18, YWZ20], where A is one party’s key of information-theoretic message au-
thentication codes (IT-MACs) to authenticate the other party’s value x so that one party
holds a random K, and the other party holds M, = K, + = - A. The parties generate shares
of bits x,y, z such that z = x - y and each share value is IT-MAC-authenticated. Here, the
A-related K, values are hashed to compute the authenticated multiplication between two
shared bit values.

o The authenticated multiplication triple generation in MASCOT [KOS16]. Here the triples
are like AND-triples but with two differences: they are over an arbitrary finite field F and
the values are SPDZ-authenticated [DPSZ12]. The MASCOT protocol builds on the random
oblivious transfer functionality, which can be obtained by hashing existing COT correlations.

o Authenticated OT protocols [NNOB12, BLN"21], where the OT sender has (mg, m1) and the
OT receiver has a choice bit b and my. Moreover, the OT sender has an IT-MAC key Ag
to authenticate b and my, while the OT receiver uses its IT-MAC key Ag to authenticate
mo and mi. The parties first generate the authenticated choice bit b and then hash the
authentication tags to securely select my, from (mg, my).

o Preprocessing garbled circuits [HSS17, HSS20]. With the free-XOR optimization [KS08], each
party will output its free-XOR key A; in the preprocessing phase. Generating the garbled
circuit with row-reduction techniques [ZRE15, RR21] requires hashing A;-related wire labels.



The limitation of existing CR notions is inherent. As mentioned before, CR notion is defined based
on the pseudorandomness of the corresponding PRF. PRF security in turn requires the key, in this
case the correlation A, to be private from the distinguisher. However, in many MPC protocols,
this key is in the output and hence available to the distinguisher/environment, invalidating the
PRF (thus CR) security. Below, we dive into more details using an example. A typical CR-
related message is in the form of U = H(M) @ H(M & A) & X (generated by a sender) for a CR
hash function H, two strings M, X € {0, 1}’\, where the sender holds two secret values A, X and
the receiver knows M. In proofs of security for these MPC protocols under the simulation-based
model, a simulator S simulates a CR-related message U by sampling it uniformly at random. At
first glance, the simulation is computationally indistinguishable from the real message due to the
CR property. However, this claim is not true when A is output to a party. In particular, the party’s
output A would be obtained at the end of protocol execution by a distinguisher (also referred to as
an environment in the UC model) between the ideal-world execution and the real-world execution.
Then, the distinguisher has access to H, and can use A to trivially distinguish the simulated message
U from a real message, which fails the proof. Some prior works solve this problem by modeling H
as a programmable random oracle (RO), but its instantiation has a much worse throughput than
instantiations of an ideal cipher; e.g., SHA256 is up to 50x slower than AES128 when hashing
128-bit strings.

An endeavor to overcome the limitation of existing CR notions is to change the ideal function-
ality so that A does not appear in the output. We argue that this approach is not favorable as the
these ideal functionalities typically serve as basis for higher-level protocols. Therefore, changing
the output behavior of these ideal functionalities would cause further complication downstream.
An ideal solution is to argue security using the efficient blockcipher-based CR hash constructions
while keeping A in the ideal functionality output.

1.1 Owur Contributions

Considering the simulation requirements of MPC protocols that existing game-based CR definitions
fail to deliver, we formalize simulation-based CR notions for the first time. In particular, we develop
a family of new notions of correlation robustness, which are built upon an ideal model and involve
an implicit programming in their security experiments. With a particular interest in instantiating
the ideal model with the ideal cipher model (ICM), we also describe concretely efficient blockcipher-
based instantiations for these notions. Meanwhile, the required programming can be captured by
the phase separation in the experiment of our CR notions. Here, the tedious probability analysis
of a failed programming is already accomplished by the theorems of our CR notions, making the
proofs more modular. Our new CR notions can be directly applied in the security proofs of several
kinds of MPC protocols, which enables one to achieve simpler proofs and better efficiency. We apply
them to fix the provable security of two state-of-the-art protocols to demonstrate their effectiveness.
Specifically, we have the following results.

1.1.1 New CR Notions for MPC.

Motivated by the above, we seek simulation-based CR notions that simultaneously fulfill: (i) en-
abling modular constructions of simulators and arguments in MPC security proofs, and (ii) being
weaker than indifferentiability, so that it can be achieved by efficient constructions using just a
single blockcipher call.

Since simulation requires the usage of programmable ideal primitives, we work in the ideal model
in which a public ideal primitive Prim is accessible by all parties, including the adversary. The



hash construction HP™™ ig built upon Prim as well. This increases generality: by setting Prim
to an ideal cipher or a random oracle, concrete definitions in the ICM or the ROM are derived.

In this ideal model, the classical CR requires that when the global key A is secret, the real-
world oracles (Kgpnm(-) = HP"IM(A@.), Prim) are indistinguishable ! from the ideal-world oracles
(F,Prim), where F is a random function that has the same output length as szrim.

In several types of MPC protocols as mentioned in the introduction, the key A is revealed to
the distinguisher at the end of protocol execution, due to which no hash functions can fulfill the
classical CR notions. To exactly address this revealing, in our ideal world, the primitive Prim is
replaced by a simulator S€°P?Ka that has access to a key checking oracle GlobalKa: every time
SGlobalka comes up with a guess A* of the true key A, it can query GlobalKa(A*) to check if

A* = A, SGobalKa mimics Prim by querying GlobalK s, such that:

(i) In the first phase, A is secret, and the real-world oracles (szﬁm, Prim) are indistinguishable
from the ideal-world oracles (F,S¢lobalKa),

(ii) In the second phase, A is revealed to the distinguisher, and the real-world oracle Prim
remains indistinguishable from the ideal-world oracle S¢'°balKa

In this way, a construction HPT™ satisfying our new definitions would be equipped with a
simulator, which enables straightforward constructions of simulators in the MPC security proofs
for higher-level protocols. We stress that this notion is weaker than indifferentiability, since the key
A remains secret in the first phase. We refer to Sect. 2.2 for rigorous elaborations.

1.1.2 Provably Secure Constructions.

We focus on the strongest CR variant mTCCRL [GWYY25], which includes all added features:
multi-user security (introduced in [GKW20]), tweakable (introduced in [GKWY20]), circularity
(introduced in [CKKZ12]), and key leakage (introduced in [GWYY25]). We formalize its simulation-
based variant S-mTCCRL. We provide two S-mTCCRL secure constructions of HP™™ one in the
ICM and the other in the ROM.

S-mTCCRL in the ICM. When Prim = E is an ideal cipher, using a linear orthomorphism
o?, we prove that any hash construction with classical mMTCCRL security already satisfies the new
S-mTCCRL definition. To give such a general proof, we consider a unified model GHE of hash
functions built upon a single call to E, which is both general enough to cover all existing 1-call
hash functions [GKWY20, GKW 20, CT21] and rich enough to support designing a simulator. We
then prove the S-mTCCRL security of GH® based on its mTCCRL security, with a non-influential
reduction loss. This indicates that for a wide class of constructions using a single ideal-cipher call
(i.e., instances of GHE), mTCCRL security implies S-mTCCRL security with comparable security

bounds. From the relationship between mTCCRL and S-mTCCRL, we obtain that the state-of-the-
/\E
art hash construction [GKW20] MMO (z,4) := E(i,0(x)) ®o(x), which was proven in [GWYY25]
/\E
to be classical mTCCRL secure, has already satisfied the S-mTCCRL security. Besides MMO |

this relation may enable utilizing more existing results in the ICM. We refer the reader to Sect. 2.3
for more details.

Tn the sense of indistinguishability of oracles or random systems [Mau02].

20 is linear if o(x @ y) = o(z) ® o(y) for all z,y € {0,1}"; o is an orthomorphism [CLL"18] if both o and
o'(z) = o(z) ® = are permutations. One can define o(zr|zr) := zr ® zr||zL, where z;, and zr are the left and
right halves [CLL" 18, GKW™20].



S-mTCCRL in the ROM. When Prim = RO is a random oracle, we prove that HP™™ (1, ) :=
RO(w||i) is SSmTCCRL secure. While this result might not seem surprising, it serves as a san-
ity check of the S-mTCCRL definition. In addition, its simulator abstracts the random oracle
simulation procedure and probability analysis previously appeared in the proofs of MPC proto-
cols [NNOB12, WRK17a, WRK17b, HSS17, HSS20, ZCSH18, YWZ20] into the simulator of the

hash function, thereby easing security proofs and mitigating the risk of errors.

1.1.3 Applications of S-mTCCRL.

The new S-mTCCRL notion can be applied to fix issues regarding simulation in all works that
we discussed before and enable many protocols to enjoy the efficiency of CR hash functions with
provable security. Furthermore, we can directly use our S-mTCCRL notion in the security reduc-
tion, without diving into the low-level random oracle/ideal cipher model and manually dealing with
its programming in proofs. In other words, our SSmTCCRL notion can save the work in security
proofs and make them more modular and readable.

As a demonstration, we utilize this notion and prove the UC security of the state-of-the-art
authenticated AND triple protocol of Yang et al. [YWZ20]. As mentioned above, we identified a
common flaw in the security proof of protocols in the TinyOT family. We show how to fix it by
tweaking the ideal functionality and adding a randomization step in the protocol. Additionally,
using our new notion, we prove the UC security of the silent COT extension protocol in [YWLT20]
(which works in bootstrapped iterations in its original form). The second proof does not require
changing the original protocol or functionality. We believe that our fix and the techniques used in
the new proof may inspire future work in MPC.

1.1.4 Organizations.

We provide a more detailed overview of our results in Sect. 2 and the necessary preliminaries
in Sect. 3. Then, in Sect. 4, we provide our new security definitions; in Sect. 5, we provide an
efficient, provably secure hash construction built upon a single blockcipher call. As an application,
we prove the UC security of the authenticated AND protocol of [YWZ20] using our new security
definitions in Sect. 6. We defer the additional definitions, a random oracle-based provably secure
hash construction, detailed proofs, additional constructions in the random permutation model, and
an additional application in COT extension [YWL™120] to the Appendices.

2 Technical Overview

This section provides an overview of the background, motivation, and main technical contributions
of this work.

2.1 Limitations of Game-based Correlation Robustness

The Notions of Correlation Robustness. Hash functions with different kinds of correlation
robustness have been widely used since the efficient OT extension of Ishai et al. [IKNP03]. Existing
notions state the pseudorandomness property of hash functions when the inputs are padded with
a global key A. We summarize them as follows:

o Correlation robustness (CR) [IKNPO03]. A hash function H : WW — W is correlation robust, if
the key-whitened function K% () := H(z @ A) keyed by A is indistinguishable from a random
function F : W — W.



o Circular correlation robustness (CCR) [CKKZ12] combines circularity with correlation ro-
bustness. A hash function H : W x {0,1} — W is circular correlation robust, if the circular
key-whitened function CKR (z,b) := H(z @ A) @ b - A is indistinguishable from a random
function F : W x {0,1} — W as long as the distinguisher cannot query both (z,0) and (x,1).
We implicitly impose this restriction for the following notions.

o Tweakable circular correlation robustness (TCCR) [GKWY20, CT21]. A hash function H :
W x T — W satisfies TCCR, if the tweakable circular key-whitened function TCKQ (w,4,b) :=
H(w ® A,i) @ b- A is indistinguishable from a random function F: W x Z x {0,1} — W.

o Multi-user TCCR (mTCCR) [GKW20] extends TCCR notion to the multi-user setting [BBMO0O0,
BBT16, BT16, HT16, GKW 20|, where there are u global keys A = (Aq,...,A,). A hash
function H : W x Z — W meets mTCCR, if the multi-user tweakable circular key-whitened
function mTCKH] (id,w,4,b) := H(w @ Aig,i) @ b - Aig is indistinguishable from a random
function F : {1,...,u} x W xZ x {0,1} — W.

o Multi-user TCCR with key leakage (mTCCRL) [Roy22, GWYY25]. In several MPC pro-
tocols [KOS15, O0S17, Sch18, BCGt19a, YWL120, WYKW21, Roy22, Dia22|, the distin-
guisher is allowed to make selective-failure attacks on the global key added to hash inputs.
More specifically, the distinguisher can choose an identifier id and a predicate P to check
whether P(Aijq) = 0 or not from a key leaking oracle mLa(id, P). The mTCCRL security
ensures that mTCK! (id, w,4,b) and a random function F : {1,....u} x W x T x {0,1} = W
are indistinguishable when the distinguisher is given the key leaking oracle mLA .

Insufficiency of Existing CR Notions. The above variants of correlation robustness offer more
efficient and conservative alternatives to random oracles and are used in many MPC applications,
such as the reduction from standard OT correlations to COT correlations and circuit garbling.
Nevertheless, for protocols that require CR-style indistinguishability but include the global key as
a part of their outputs, their security cannot be based on the existing CR notions.

The reason for this insufficiency is as follows. In these MPC protocols, the simulation-based
proof (whether in the standalone or the UC model) requires that given the outputs of honest
parties, the views of the corrupted parties controlled by an adversary in the real world are indistin-
guishable from the simulated views in the ideal world. Crucially, in the real world some protocol
messages are one-time pads (OTPs) with the keys output by some key-whitened function while in
the ideal world these messages are simulated by random values. While existing CR notions could
guarantee the indistinguishability between the two worlds when the global key is hidden from the
distinguisher, in some important MPC applications including authenticated triple protocols in the
TinyOT family and COT extension protocols, the distinguisher gets the global key as part of the
honest party’s output. Now the distinguisher can use the known global keys of honest parties to
run the key-whitened function to compute the OTP keys. These keys can be distinguished from
random values, making the two worlds trivially distinguishable.

To be provably secure, the protocols can adopt the programming-based approach, which is
used in the TinyOT-style protocols [NNOB12, HSS17, YWZ20]. They model the hash function H
(implemented by SHA-256 or SHA-3) as a random oracle and, after the global key A of each honest
party being revealed to the distinguisher, handle the simulation by programming the random oracle
to maintain the consistency required by the key-whitened function as soon as the distinguisher uses
A to query the random oracle to run this function. The Half-Tree COT protocol [GYW 23] adopts
a similar approach, but for concrete efficiency, it constructs the hash function from a blockcipher,
which can be captured in the random permutation model (RPM) or the ideal cipher model (ICM).



The simulation in the Half-Tree protocol will program the RPM/ICM after the distinguisher learns
A so that the consistency holds for the RPM/ICM-based hash construction.

A major drawback of the approach is that the proof should analyze the programming explicitly
by bounding the probability of a failed programming. Such an analysis is often non-trivial and
makes the proof quite complicated, especially in the case of the concretely efficient RPM /ICM-based
hash where the permutation allows both forward and backward queries. Some works (detailed in
Sect. 2.4) even claim their security without considering the programming and have flawed proofs.
Directly fixing these proofs is unsatisfactory: the fix to one proof cannot be reused by other proofs
since the consistency to be programmed is protocol-specific, although the underlying probability
analysis does use some common techniques.

In the above (mis)use case of CR hash in MPC, due to the aforementioned distinguishing
strategy, we postulate that a programmable ideal primitive (e.g., random oracle or ideal cipher) is
inevitable. Nevertheless, a black-box separation result for the standard model is beyond the scope
of this paper.

2.2 S-mTCCRL: Simulatable mTCCRL

We propose simulatable mTCCRL (abbreviated as SSmTCCRL), a new variant of correlation ro-
bustness to modularize the programming-based proofs for the pseudorandomness of key-whitened
function even if the global key is revealed to the distinguisher in protocol output. The S-mTCCRL
notion states the indistinguishability between the real world (running the mTCCRL key-whitened
function) and the ideal world (with a simulator to simulate the interfaces of some ideal primitive).
The experiment of S-mTCCRL contains the following two phases:

o In phase 1, the distinguisher D has access to three oracles (01, Oz, mLa). In the real world, the
first two oracles are an ideal primitive Prim (random oracle or ideal cipher) and the tweakable
circular key-whitened function mTCKHA(id, w,i,b) ;== H(w ® Aig,7) ® b- Aig constructed from
the calls to the ideal primitive Prim, and the key leaking oracle mLa is defined on the u real
keys A = (Aq,...,A,). In the ideal world, the first two oracles are the interfaces provided
by a simulator S and a random function F respectively, and mLa is defined on a random
A= (A, .., Ay).

o At the end of phase 1, the key vector A (underlying mTCKZ and mLa in the real world, or
mLa in the ideal world) is given to the distinguisher D. Meanwhile, in the ideal world, the
query-answer pairs of the oracle Oy in phase 1 are given to the simulator for the subsequent
simulation.

e In phase 2, the distinguisher D can only query the oracle O, which is either the real Prim
(in the real world) or the simulated one (in the ideal world). Note that querying mLa in this
phase is meaningless for D since it knows A. D is finally asked to decide which world it is in.

Since D has “known” the keys A = (Ay, ..., A,) in phase 2, the simulator has to simulate Prim
that are consistent with the random A in the ideal world. Without any information about A,
this is clearly infeasible. Therefore, we give the simulator access to a multi-key checking oracle
GlobalKa, which accepts an input (id, A’) and outputs if A’ = A4 or not. For the MPC protocols
using this security notion, this simulator can serve as a subroutine of the protocol simulator to
simulate the ideal primitive Prim. Now, the protocol simulator only needs to prepare a list of
the query-answer pairs of the oracle Os in phase 1 and implement GlobalKa for the S-mTCCRL
simulator (e.g., relying on the global-key query allowed by the target functionality, see Sect. 6.2 for
example), instead of diving into the programming details processed by the S-mTCCRL simulator.



Table 1: Our new security notions for simulatable CR and their “base” CR notions (in the multi-
user setting and with the selective-failure leakage of global keys).

“Base” CR notion ‘ Our security notions ‘ Tweak ‘ Circularity ‘ Construction
mTCCRL [GWYY25] | SmTCCRL (Sect. 4) v v MMO  (Sect. 5.3)
mTCRL [GKW*20] | SmTCRL (Sect. A.2) | v X MMO  (Sect. 5.3)
mCCRL [GKW*20] | S-mCCRL (Sect. A.2) X v MMO'  (Sect. E.1)
mCRL [GKW*20] | S-mCRL (Sect. A.2) X X MMO™ (Sect. E.1)

This programming is implicit in phase 2 since, as noted, the simulator will simulate Prim to ensure
the consistency with the random A.

Weaker Variants. In the main text, we mainly focus on S-mTCCRL, which is the strongest
variant including all four features: multi-user security (m) [GKWT20], tweak (T) [GKWY20],
circularity (C) [CKKZ12], and selective-failure leakage on global keys (L) [GWYY25]. By removing
the feature of circularity or tweak, we can obtain weaker variants of S-mTCCRL for different grades
of security requirements. Furthermore, we always consider the selective-failure leakage since the
variants without this leakage can be seen as special cases of the considered variants. We refer to
Table 1 for a summary and Appendix A for details.

To ease understanding, none of the above four features are present in the notion sketched in
Sect. 1.1. Therefore, that notion is the “most basic” S-CR, i.e., the simulator-based variant of the
plain correlation robust notion CR. For clarity, we include rigorous definitions of CR and S-CR in
Appendix A.1.

Usefulness of S-mTCCRL. Using our new notion S-mTCCRL as an assumption substantially
eases security proofs for the protocols. Concretely, as shown in Sect. 6, the reduction of the protocols
only needs to keep track of the construction queries during protocol execution (phase 1), while the
complicated and error-prone simulation of the ideal primitive (which is typically a random oracle
in existing protocols) can be offloaded in a black-box manner to the SSmTCCRL simulator, and
the relevant reduction loss is given by the SSmTCCRL bound.

Comparison with Similar Notions. Our simulator-based definition may be regarded as a weaker
variant of indifferentiability tailored to a certain class of protocols. The indifferentiability game
of HP™M requires the real-world oracles HP™™ and Prim to be indistinguishable from the ideal-
world oracles F and a simulator S¥. Differences include: (i) usually, there is no secret key; (ii)
the indifferentiability simulator S¥ queries F to simulate consistent answers; (iii) the construction
oracle HP™™ /F is always available. Our notion S-mTCCRL is weaker, but it yields constructions
with much better efficiency and security bounds (to be discussed later in Sect. 2.3.1).

The “two phases with key revealing” nature of the S-mTCCRL experiment may remind the
reader of the UCE framework in the ideal model [BHK13, BHK14]. However, in the UCE experi-
ments the faithful public ideal function is always available, and there is no simulator. This differ-
ence stems from different motivations: UCE aims to provide a well-defined assumption for random
oracle-like functions, while SSmTCCRL aims to guarantee compositions in simulation-based MPC
proofs.

Unlike UCE [BHK14], our current treatment does not fit into multi-stage settings [RSS11]: the
simulator used in our proofs has to keep all internal states across the two phases. It remains an
open question whether S-S mTCCRL could be a choice for multi-stage settings.



2.3 S-mTCCRL Secure Hash Constructions

We first present a blockcipher-based construction, which is our main solution. We then show
random oracle-based solutions for protocols using the SHA standard.

2.3.1 Security of Blockcipher-based Constructions via a Unified Approach.

We prove that S-mTCCRL is achievable by the state-of-the-art hash functions built upon a single
blockcipher call [GKW 20, GKWY20, GWYY25]. Instead of proving from scratch, we establish a
relation between mTCCRL and S-mTCCRL in the ICM, and then derive the results by gathering
this relation and existing mTCCRL results [GWYY25].

Relation between mTCCRL and S-mTCCRL in the ICM. It is natural to seek the rela-
tion between our new notion S-mTCCRL and the existing mTCCRL of [GWYY25]. Due to the
requirement of programmable primitives, our new notion S-mTCCRL seems incomparable with
mTCCRL [GWYY25]. Still, one would ask if mTCCRL constructions in the ideal model are S-
mTCCRL as well.

We give a positive (although limited) answer in the ideal cipher model. Concretely, let E :
{0,1}" x {0,1}" — {0,1}" be an n-bit ideal cipher with k-bit keys. We consider a general model
GH[fin, 9, fout]® : {0,1}" x T — {0,1}" of hash constructions that makes a single call to E. The
model is defined as

GHIfin, 9, fou] ®(2,1) = four (2,5, B(g(0), fin(2,7))),

where fin : {0,1}" xZ — {0,1}", g : Z — {0,1}" and four : {0,1}" x Z x {0,1}" — {0,1}" can
be any functions. This model is adapted from [BRSS10] and is both general enough to unify many
existing 1-call hash constructions [GKWY20, GKW20, CT21] and syntactically rich enough to
enable the design of S-mTCCRL simulators. We refer to Sect. 5.1 for elaborations.

We prove that for any instantiations of fi,, g and four subject to a few injectivity restrictions,
if GH|[fin, 9, fout]® is mTCCRL secure, then it is also SSmTCCRL secure with comparable bounds.
In other words, for a wide class of constructions using a single ideal cipher-call, mTCCRL implies
S-mTCCRL security.

Our proof proceeds with first designing a simulator and then reasoning about the indistinguisha-
bility of the simulated responses. As a technical novelty, in the latter step we use the assumed
mTCCRL security of GH[fin, g, four]¥ to bound the probability of certain bad events in real-world
experiments. This deviates from most existing simulation security proofs [CHK ™16, ABD*13] that
analyzed bad events in ideal world experiments. We refer to Sect. D.2 and Sect. D.3 for details.

/\E
Concrete results in the ICM. Since the construction MMO (z,7) := E(i,0(x))®0o(z) is an in-
stance of GH[fin, g, fout] ¥, the above result on GH|fin, g, fout|¥ enables deriving concrete S-mTCCRL

bounds for M/I\R)E from its mTCCRL bounds [GWYY25]. The derived bounds are comparable
with [GWYY25]. In detail, assume that: (i) the u user keys Ay, ..., A, are independently and
uniformly sampled from u oracle-independent sets Ri, ..., R, respectively, such that for some pa-
rameter C, min {|R1],...,|Ry|} > C, (ii) the distinguisher asks key leaking queries to at most M
distinct users, and for each of them, the distinguisher asks at most qr, mqs leaking queries, and
(iii) the distinguisher asks at most p construction queries per tweak (across multiple users), then

—E
security of MMO is ensured up to roughly C/(uMqr, maz) ideal cipher queries and C/(uMqr, maz)



construction queries. Note that we follow [GWYY25] and allow the u keys sampled from different
sets to widen applications.

Since |A1], ..., |Ay| < |z| = n, the optimal choice is to have C' ~ 2™. One could limit x4 to O(1)
by carefully using distinct tweaks in the protocols (see applications in Sect. 6), and the log, p bits

security loss is small. The parameter g, mqe could be limited to O(n) as well. By these, W\F)E
has nearly n —logy n —logy M bits of security. On the other hand, M may be as large as u, yielding
a notable loss. Unfortunately, the bound is tight in both SmTCCRL and mTCCRL settings: we
refer to [GWYY25, Appendix B] for a matching attack. By this, to have sufficient security, one
needs to carefully choose the various parameters.

Prior to this work, the only known approach to securely instantiating protocols with simulation-
based security in the ICM is to use constructions indifferentiable from random oracles [CDMPO05],
such as the PGV variants [GBK16], the keyed XORP construction XORP*(z,7) := E(i]|0,z) &
E(i||1,2) [BN18, GBJ*23], or letting HE(x, 1) be the (A—O(\))-bit truncation of E(i,0°M||z) [CLL19]
(where we view A as a security parameter). However, PGV variants and keyed XORP consume 2
blockcipher calls and are less efficient, while truncation results in impractically poor security bounds
if applied to AES with a block length of 128 bits. Our results thus provide the first “random ora-
cle alternative” with both optimal efficiency (1 ideal cipher-call) and practical security bounds for
simulation-based secure protocols.

Constructions for weaker notions. Our S-mTCCRL result implies that W\R)E satisfies the
non-circular variant of S-mTCCRL as well. For the non-circular notions, the linear orthomorphism
o can be securely removed. However, the performance benefit is negligible.

Finally, by fixing the tweak input, we also derive bounds for the permutation-based variant
M/I\Ew(x) := m(o(z)) ® o(x) wr.t. the non-tweakable variants S-mCCRL and S-mCRL (albeit
with loose bounds). These provide secure constructions for different grades of requirements. We
refer to Appendix E for details.

2.3.2 Security of Random Oracle-based Constructions.

We prove that the construction ROHRO (w, ) := RO(fin(w,)) is S-mTCCRL secure, where fi, :
WxZ — X can be any efficiently invertible bijection. We refer to Appendix B for details. Therefore,
S-mTCCRL is also achievable by the folklore random oracle-based constructions such as RO(w||i).
More importantly, it enables a modular approach to proving security for MPC protocols employing
such folklore random oracle-based constructions.

2.4 Applications of SSmTCCRL in MPC

We demonstrate the power of S-mTCCRL by using it in MPC protocols to improve performance
and simplify proofs. Our first application is the malicious protocol for (multi-party) leaky authen-
ticated AND (LaAND) triples, which is an intermediate step towards authenticated AND triples
and serves as an important building block for malicious secret-sharing-based MPC on Boolean cir-
cuits [NNOB12, HSS17] and authenticated garbling [WRK17a, WRK17b, KRRW18, YWZ20]. We
focus on LaAND since only this step requires CR-style hashing and the leakage can be removed
by a standard cut-and-bucketing step [NNOB12, ABF*17]. In this application, we replace the
random oracle in the state-of-the-art protocol [YWZ20] with an S-mTCCRL-secure hash function,
leading to a more efficient instantiation and eliminating the non-black-box probability analysis
of programming. Additionally, we identify some proof flaws in previous protocols and provide a
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patched protocol, which relies on the ideal model pinned to the instantiation of an S-mTCCRL-
secure hash to extract the randomness used by the simulation. This extraction is novel and may
be of independent interest. Our second application is COT extension protocols with bootstrapped
iterations [ALSZ13, YWL'20]. When a COT extension protocol works in bootstrapped iterations,
COT triples generated by previous iterations serve as raw material for the current iteration. There-
fore, the global key underlying the COT triples appears in the view of the adversary and our new
S-mTCCRL notion can be applied. We present a new and corrected UC security proof of the mali-
cious Single-Point COT (SPCOT) sub-protocol in the Ferret COT extension protocol [YWLT20].
As in the previous application, the focus on SPCOT is due to the scope of CR-style hashing. The
detailed proof of this protocol is postponed to Appendix G. Below, we explain how to apply our
S-mTCCRL notion to these applications.

Leaky Authenticated AND Triples. Generalized from the two-party TinyOT protocol [NNOB12],
an n-party LaAND triple consists of three authenticated shares ({a)), (b)), (a-b)), where a,b <& Fy.
The authenticity means that for each party P; and its share (z); = (2%, {M,[2"], K;[27]};) for
z € {a,b,a-b}, it holds a global key A; € Fyx and maintains 3¢, r' = x along with the following
information-theoretic message authentication codes (IT-MACs):

EXE I\/Iz[wj] = Kz[l'j] Eij WAV

Meanwhile, the leakage indicates that the adversary can launch selective-failure attacks against
the honest parties’ shares {a’};. This leakage can be removed through a local cut-and-bucketing
step [NNOB12, ABFT17], effectively reducing the problem of generating authenticated AND triples
to generating LaAND triples.

Many multi-party LaAND protocols merely use minicrypt assumptions and the random oracle
to achieve malicious security. However, we have identified a significant caveat overlooked by these
proofs, leading to flawed security claims:

e Caveat: On the randomness of random-oracle-dependent messages. In these protocols, an
honest party P; sends messages to corrupted parties that are masked by the random oracle
outputs, which depend partially on its global key A; and bit shares (typically, b%) included
in its protocol outputs. These messages are used to compute cross-terms {a’ - b}; and are
simulated by random values during the simulation. However, the arguments supporting this
randomness are flawed.

In [WRK17a, WRK17b, ZCSH18, YWZ20], the proofs argue that the distinguisher cannot
distinguish these messages from random values due to the randomness of A; and the polyno-
mially many queries to the random oracle. However, as noted in Sect. 2.1, in the MPC security
definition, the distinguisher can access the random oracle, A;, and the output bit shares at the
end of execution to check the consistency of these messages. Since this consistency holds only
with negligible probability for the uniformly simulated messages, the simulation is trivially
distinguishable from the real execution, thus failing the proofs.

The proofs from [HSS17, HSS20] further address this consistency issue by adding global-
key queries to the ideal functionality and programming the random oracle as in the original
TinyOT. The intuition from TinyOT is that, to check consistency, the distinguisher must
query the random oracle with A;-dependent queries. From these queries, the simulator can
extract every possible A} and use the global-key query of the ideal functionality to determine
whether Al = A;. If true, the simulator can use this A} to program the random oracle
to artificially maintain consistency. However, this technique still fails for the constructions
in [HSS17, HSS20] since their consistency equations also involve the output bit shares of
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an honest party. These bit shares are hidden from the simulator, making it infeasible to
determine the equation that needs to be programmed. We also note that a similar issue
exists in the existing TinyOT protocols for leaky authenticated OT [NNOB12, BLN"21]. A
quick fix for this family of issues is to use “augmented global-key queries”: if the simulator
can guess A;, the functionality additionally reveals the outputs of honest parties to fulfill the
programming.

With this caveat in mind, we improve the state-of-the-art minicrypt multi-party LaAND proto-
col [YWZ20] by replacing the random oracle with an S-mTCCRL hash function and enhancing it
to achieve UC security. Due to the SSmTCCRL abstraction, our improved protocol benefits from
a more modular security proof without the need to consider any programming detail.

Our improved LaAND protocol is as follows. Suppose that we can generate random authen-
ticated shares. We generate random (((a)), (b)), (r)) and correct ((r)) to ((a - b)) via the XOR-
homomorphism of authenticated shares and a difference d = a - b @ r. For malicious security, it is
necessary to ensure that the difference d is honestly computed. The n parties can guarantee this
correctness by jointly computing their shares of d - ®;¢[,;A; and using their global keys to perform
a SPDZ-style check [DPSZ12]. The most important step is to compute the shares of d - ®;c(n A,
Note that the authenticated shares (b)) and ((r)) already allow two distinct parties P; and P; to
locally share &’ - A; and 77 - A;. Hence, each party P; can locally compute its share ®¢ of b- Bicpn A,
as well as its Sha}re of 7 Dy Ai. It remains for the two distinct parties P; and P; to share their
cross-term a’ - ®* to locally compute their shares of a - b - @;cp, A

In our protocol, the two parties compute this cross-term via the COT-based multiplication
between a bit and a field element. Given an S-mTCCRL-secure hash function H (implemented in
an ideal model), P; sets s := H(K;[a’])® and

ul = H(K[a?]) @ H(K;[a!] ® Ay) @ @, (1)

which is sent to P; to compute s/ := H(M;[a’]) & a’ - u"I. One can check that s’ & s/ = a/ - ®°,
i.e., s" and s/ are the shares of the cross-term. In contrast to the previous protocol [YWZ20] which
requires H as a random oracle in Equation 1 and explicit programming as in the caveat, we reduce
the pseudorandomness of 47 to the S-mTCCRL security. Thus, the protocol simulator can invoke
the two-phase S-mTCCRL simulator (see Sect. 2.2) as its subroutine to emulate the underlying
ideal model. In essence, the phase switch of the S-mTCCRL simulator is an implicit programming.
In other words, the complex probability analysis is done in the S-mTCCRL theorems, making the
proof modular.

However, to switch the SSmTCCRL simulator into phase 2, the protocol simulator should pro-
vide it with a list of all A;-circular query-response pairs of H in {u®/ }j, i.e., the entries to be
programmed. If the underlying ideal model is the random oracle model (i.e., H is a random ora-
cle), the simulation follows the idea recalled in the aforementioned caveat: the protocol simulator
observes the distinguisher’s queries to the random oracle, extracts the global key A; and the out-
put bits via “augmented global-key queries”, and uses them to compute ® and the required list.
Nevertheless, for a hash function using a generic ideal primitive, especially the efficient construc-
tion in the ICM, we seek a more modularized approach to extract the global key and utilize the
S-mTCCRL security.

Modularized Global Key Extraction. Firstly, we observe that the ideal primitive simulator Sprim
utilizes a global key guessing oracle GlobalKa to identify valid global keys when processing the
ideal primitive queries relevant to the programmed query-response pairs of H. Moreover, when

3For simplicity, we omit some details, e.g., distinct tweaks.
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processing the non-relevant ideal primitive queries, Spyim follows the same lazy simulation strategy
regardless of the phase switch, i.e., the Spyim randomly samples and records Prim query-response
pairs only when needed. This motivates us to utilize auxiliary Sprim instances and extract candidate
A; values, which are tested via the augmented global-key queries of the ideal LaAND functionality.
Once a valid global key is found, the MPC simulator could construct the valid query-response pairs
of H and perform the phase switch. The lazy simulation property of Sppim ensures that the delayed
phase switch only brings negligible difference.

Nevertheless, the above simulation strategy requires preparing the query-response pairs of H, as
in Equation 1, without knowing the honest parties’ outputs. As ® contains randomness related to
the honest parties’ outputs, this leads to a dilemma as the A; extraction requires honest parties’s
outputs but acquiring such information relies on an extracted A; value.

We address this dilemma by adding a random zero sharing to the ®° values. Let M C [n] be
the set of corrupted parties, we have:

' = b'A; & P(M,[b'] @ Ki[b]),

J#

=0'A 0 DK Povs oMobA)e @ (Mo Mo A;),
JEM JEM,jFi

=bAie P (K pleMplavA)e B Mb]e M),
JEM JEM, j#i

where the underlined terms are chosen by the adversary and thus known by the MPC simulator.
Since (b,b") € {0,1}?, these two values can be enumerated. The only unknown value is V; :=
@ jgm,j2i(M;[b'] @ M;[b7]) and the V; values of the honest parties collectively form an additive zero
sharing. Therefore, by adding an additional random zero sharing, the marginal distributions of the
honest V;’s are effectively randomized as they now depend on the randomness of the additional zero
sharing, which is internal and does not appear in the environment’s view.

Ferret COT Protocol. Ferret [YWL'20] is a maliciously secure protocol that generates many
COT correlations from a limited number of base COT correlations. Similar to the line of work on
“silent OT” [BCGT19b, CRR21, BCGT22, RRT23], the protocol relies on the Learning Parity with
Noise assumption and has sublinear communication. A crucial step in Ferret is to generate Single-
Point COT correlations (SPCOT) where their choice bits form a one-hot vector (i.e., only one bit is
1 and the rest bits are 0). The SPCOT protocol in [YWL'20] uses the following punctured GGM
tree.

To generate a SPCOT correlation (v = w @ u - A) of length n = 2", where the only non-zero
position in u € F¥ is indexed by « € [0,n), the sender first generates a GGM tree of depth h and
defines the leaf nodes as a vector v € FJ,. The sender and receiver invoke the COT protocol for
h times to get (A,q) € For X Iﬁ‘gA and (r,t) € Fh x F;&, respectively, such that ¢ = t ® r - A.
Let a have the binary decomposition ay, ..., ap and Kj (resp., K}) be the sum of even (resp., odd)
nodes for the i*" level. The receiver specifies the input a by sending b; = r; © @; for each i € [h].
Then, the sender sends the sum indexed by @; for each i € [h] by sending M} = K¢ © H(q; ® b;A)
and M} = Ki @ H(g; ® b;A) (omitting tweaks for simplicity), which allows the receiver to recover
all the leaf nodes in the GGM tree except the a-indexed leaf node, denoted as {w;}izqo. To
let the receiver recover wq, the sender sends ¢ = A @ @j¢(o,) vi to the receiver, who computes
Wo = ¢ B Bjzq Wi = Vo & A. Finally, some consistency check is performed to ensure malicious
security.

The security of H is required for the security against a corrupted receiver. In this case, the
simulation strategy claimed in [YWL'20] is to (i) uniformly sample M¢, M} due to the pseudoran-
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domness of the GGM tree; (ii) uniformly sample ¢ due to the (mT)CCR security of H as shown in
Equation 2.

c= P veA=M}eM'a@Ht,)eHL ®A)®A. (2)
. N———
i€[0,n) Pseudorandom

Even in the standalone model considered by [YWL*20], this simulation fails since the SPCOT
outputs contain the same global key A as the base COTs, which serves as the underlying randomness
in the CCR experiment. In other words, the distinguisher is given the SPCOT outputs and access
to H so that it is trivial to use the global key A to distinguish the two worlds. In the UC model,
this issue also exists since the environment has the same ability.

Nevertheless, we prove that with the SS-mTCCRL notion, UC security can hold even for the
environment with A. The high-level idea is that, to ensure that the environment cannot distinguish
the two worlds after learning A, we use the implicit programming in the S-mTCCRL notion to
keep the consistency of Equation 2. This programming is done by giving the S-mTCCRL simulator
a list of the CR-style query-answer pairs in Equation 2; we need not dive into probability analysis,
making the proof more modular. We defer the detailed protocol and proof to Appendix G due to
page limits.

3 Preliminaries

For any positive integer n, denote by [n] the set {1,...,n}. For two non-negative integers m, n such
that m > n, denote by [n,m) the set {n,....,m — 1}. For any set or list S, denote by |S] its size,
i.e., the number of elements in S. Denote by Fx, xx,x...w the set of all functions from X} x A5 x ...
to W, and &7y the set of all blockciphers with keyspace Z and message space V. To simplify
notations, let KWC := Fyxwxzx{0,1}, -

Our security definitions will be given in the ideal model, in which a public ideal primitive is
accessible by all parties, including the adversary. For generality, we denote this primitive by Prim
(as we did in the Introduction), and denote its appropriate space by P. When Prim = RO &
P = Fx,w is a random oracle, it provides an interface RO that maps x € & to RO(z) € W.
When Prim = E & P = &z, is an ideal blockcipher, it provides an interface E that maps
(0,k,2) € {+,—} xZ x W to E(d,k, z) € W, where § = + indicates enciphering queries and § = —
indicates inverse.

Our security definition in Sect. 4 will need transcripts of queries to a function F € KWC
and the answers. Formally, for any Turing machine TM¥ that has access to F, we will denote by
Qr = {(idy,w1,i1,b1,2),...} the transcripts of queries of TM¥ to F and the answers. A tuple
(id,w,i,b, z) € Q indicates TM¥ queried F(id, w,%,b) and obtained z as the response.

3.1 Multi-user tweakable circular correlation robust hashing

In this section, we recall the notion of multi-user tweakable circular correlation robust (mTCCRL)
hashing with key leakages from [GWYY25], in the ideal model. We first formalize necessary oracles
(which have been mentioned in Sect. 2.1).

Definition 1. Given a hash function HP™™ : W x T — W (defined upon Prim) and a vector of
u secret keys A = (Ry, ..., Ry) of u users, the multi-user tweakable circular key-whitened oracle is
defined as

HPrim

mTCKA " (id, w, i, b) := HP™™(w & Rig,7) ® b - Rjg, (3)
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Given a vector of u secret keys A = (Ry,..., Ry) of u users, the multi-user key leaking oracle
mLa (id, P) takes a user index id € [u] and a predicate P € P (for a set P that is the parameter of
the notion) as input and aborts the session of the id-th user if and only if P(Rjq) # 1. This means
if the adversary keeps querying mLa (id, P) with P(R;4) = 1 then nothing happens (by this, it gains
information about Rig by knowing P(Rjq) = 1); once it queries mLa (id, P) with P(R;4) = 0 then
all the keyed oracles of the id-th user never reply queries any more—namely, mLa never replies
queries of the form (id,x) and mTCKiPHm never replies queries of the form (id,x,*,*).

mTCCRL. We now recall the mTCCRL notion [GWYY25], which roughly requires the aforemen-
tioned oracle mTCI'(ZP“m to be indistinguishable from a random function sampled from KWC =

FluxwxIx{0,1},w, in the presence of both Prim and mLa.

Definition 2 (mTCCRL advantage). Given a (double-input) function HF™™ : W x T — W, a

tuple of key sets ﬁ =TRi1 X ... x Ry CTWY, a set P of “allowed” predicates and a distinguisher D,
define

AdvaCCRL

._ Prim,mTCK ™™ mia
HPrim,ﬁ,Ru( )= PrPrimiP,Aﬁﬁ [P ° =1]

)

{DPrim,F,mLA _ 1}

_PrFiicwc,PrimﬁP,Aiﬁ
where we require that:
(i) D never queries both (id,w,i,0) and (id,w,i,1) to its second oracle (for any id, w,i).
(ii) Every query (id, P) of D to its third oracle mLa has P € P.

We call an mTCCRL distinguisher D (gc, gp, M, g1 max, 1t)-bounded, if:
(i) D makes at most gp queries to Prim and at most gc queries to mTCKZPﬁm/F;
(ii) For all i € Z, the number of queries (across all the u users) of the form (x,*,i,%) to
mTCKHAP"m/F is at most ;

(iii) D makes key leaking queries with at most M distinct user indices id, and for any of them, D
makes at most qr, maqr queries to mLa(id, ).

As shown in [GWY'Y25], the five parameters give a complicated though fine-grained characterization
of adversarial power in the mTCCRL setting.

The definition of mTCCR, first formalized in [GKW™20], can be obtained by dropping the key
leaking oracle mLa from Definition 2. As discussed in Sect. 2.1, mTCCR may also be viewed as
an extreme case of mMTCCRL in which the distinguisher does not query mLAa.

A zoo of weaker variants can be obtained by “dropping” the features (multi-user, tweakable,
circularity, key leakage) from mTCCRL. While these notions may be useful in relevant protocols,
we defer the formal elaboration to Appendix A.2 due to page limits.

4 S-mTCCRL: Simulatable TCCRL Hashing

Consider a function HPT™ : W x 7 — W defined upon a public ideal primitive Prim. Using

the oracles mTCK! and mLa formalized in Definition 1, the simulation-based variant of mTCCRL
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The S-mTCCRL experiment Expa'g?f%R;uDSﬁ:

1. Initialization:

o If 3 = 0: sample an ideal primitive Prim < P (from the appropriate space P) and a
vector of u keys A & R;

o Else, ie., 8 =1: sample a random function F <~ KXWC and a vector of u keys A < ﬁ

2. Phase 1:

. Prim
e If 3=0: run end + DP“""’“TFKHA mLa with Prim, the multi-user tweakable circular
key-whitened oracle mTCKHAP“m, and the key leaking oracle mLa, till D outputs end
indicating the end of phase 1;

e Else, ie.,, f = 1: run end < DS A.01Fmla with the simulator’s interface
SClobalKa O, the random function F, and the key leaking oracle mLa, till D outputs
end indicating the end of phase 1;

3. Key revealing: Give D the key vector A used in phase 1. If 3 = 1 then invoke
SClebalka phaseSwitch(Qr), where Qp is the transcript of queries and answers of D to F
in the first phase (transcript has been formalized in Sect. 3).

4. Phase 2:

o If 3=0: run B’ < DP'™ with Prim and obtain its output f’;
e Else, ie., 8 =1: run B «+ DSTA.01 with the simulator’s interface and obtain its

output 3.

5. Finalization: Output 8’ (the output of D).

Figure 1: Experiments in the S-mTCCRL setting. Note that in Phase 2, D has got A, and its
access to mLa is thus not needed.

(S-mTCCRL) requires (Prim, mTCK | mLa) to be indistinguishable from (S¢'°PaKa F mLA) for
some simulator S in a 2-phase game described in Fig. 1 (and as sketched in Sect. 2.2). The multi-
key guessing oracle GlobalKa is implemented by relevant protocol entities to help the simulator
confirm its key guesses, and it accepts inputs (id, A’) and replies if A’ = A4 or not. The formal
definition is as follows.

Definition 3 (S-mTCCRL advantage). Given a double-input function HE¥™ : W x T — W, a
tuple of key sets ﬁ =Ri1 X ... xRy CTWY, a set P of “allowed” predicates, a distinguisher D and
a simulator S€°°Ka providing an interface Oy, define

Ade—mTCCRL (D, S)

HPrim7 7’])7u
o S-mTCCRL 11 S-mTCCRL _
= Pr[EXpHPrim,ﬁ;P,u,D,s,o =1] Pr[EXpHPrim,?&P,u,D,SJ 1]|.

Furthermore:

(i) D never queries both (id,w,,0) and (id,w,i,1) to its third oracle (for any id,w,i).

16




(]
L9 J
(x,z)Tx» B »y«@j—z

fin(w@Aidyi)% E Y fout fout(wﬂaAﬂ:’y)i
(w@Aimi)

Figure 2: (Up) The general hash GH[fin, fout, 9J¥ making a single call to a blockcipher E. fin,
fout, and g are arbitrary functions (with restrictions listed in Sect. 5.1). (Bottom) The oracle

mTCKGAH[ﬁ"’f"”“g]E defined upon GH[fin, fout, 9] (We only illustrate the key Aig).

(ii) Every query (id, P) of D to its third oracle mLa has P € P.

Similarly to Sect. 3.1, we also use the notion (gc, qp, M, G maz, it)-bounded distinguishers to
quantify adversarial power. Asymptotically, if there exists a simulator S such that for any distin-
guisher D, Ade'mTC%RL (D, S) is negligibly small, then HP™™ is S-S mTCCRL-secure.

HPr1m7 7Pfreeuu7u

It remains open if S-mTCCRL is strictly stronger than mTCCRL of [GWYY25].

5 S-mTCCRL Hashing in the Ideal Cipher Model

In this section, we consider the case of Prim = E € &g 1y~ 19,13~ being an ideal blockcipher, and

prove that the hash M/I\EE(L i) := E(+,i,0(x)) ® o(z) of [GKW20] is SSmTCCRL secure in the
ideal cipher model.

As mentioned in Sect. 2.3.1, instead of proving the claim from scratch, we establish and uti-
lize a relation between S-mTCCRL and mTCCRL using the model GH[fin, g, fout]® (capturing a
wide class of 1-call construction). Therefore, we provide a more detailed discussion of the model
GH[fin, g, fout]® and of certain restrictions needed for a fine-grained security proof in Sect. 5.1. We
then provide our S-mTCCRL result on GH[fin, g, fout|¥ and its proof idea in Sect. 5.2. We finally

_—E
derive concrete results for MMO  in Sect. 5.3.

5.1 Unified Model of 1-call Blockcipher-based Hash
As mentioned in the Introduction, GH[fin, g, four]E : {0,1}" x T — {0,1}" is defined as

GH[fina 9, fout]E(l'a Z) = fout (xa z, E(+, g(i)7 fin(x, Z)))a

where E € (g 1y (013 is a blockcipher and fin : {0,1}" x T — {0,1}", g : T — {0,1}" and
fout : {0,1}" x T x {0,1}" — {0,1}" are arbitrary functions (modulo some injectivity restrictions
elaborated below). To have better security bounds, we don’t allow the key ¢(i) to depend on the
input w.
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5.1.1 Restrictions.

We impose three restrictions on the functions fin, fout, and g. First, g : Z — {0,1}" is injective.

Second, the function fiy(-,7) is bijective for all i € {0,1}" x Z. Denote its inverse by i;1 :
7 x {0,1}" — {0,1}", i.e., fi, ' (4, fin(w,i)) = w for all i € Z and all w € {0,1}". This also means
that given w,i,z, the key A such that = fi,(w ® A, i) can be computed via A < figl(i,:c) D w.

Third, the function fout(w,1,-) is bijective for all (w,i) € {0,1}" x Z. Denote its inverse by
fout {0,137 X T x {0, 1} — {0,1}", i.e., fout (W, i, four(w,i,y)) =y for all (w,i) € {0,1}" x T and
all y € {0,1}".

Finally, consider the computation flow of the oracle mTCK!} in Eq. (3). We require that for
any (w,i,b,y) € {0,1}" x T x {0,1} x {0,1}", the function hy;p, : {0,1}" — {0,1}" defined
via Ry ipy(A) == four(w ® A,i,y) @ b- A is bijective, and there exists an efficient function kd,
{0,1}" x Z x {0,1} x {0,1}" x {0,1}" — {0,1}" computing its inverse, i.e., kdy(w,%,b,y,z) = A
(or equivalently, fout(w® kdy(w,i,b,y,2),1,y) Db-kdy(w,i,b,y,z) = z). Note that this implies that
for any (w,i,b,2) € {0,1}" x Zx {0,1} x {0,1}", the function %, ;, .(A) := for(w® A, i, zBb-A)
is bijective as well: otherwise, the existence of Al, Ay with y = hw ib, L(A) = hw ib, .(A2) implies
P ipy(D1) = hyipy(A2) = z, contradicting the bijectivity of hw,z,b,y The leeCtIVity will be
crucial in our proof (in Appendix D.6).

The last restriction seems strong, since it means

$ - o

(w,i,b,y)e{o,l}"xzx%?l}i><{0,1}”, 20€{0,1}" PriA € R foulw® Ady) ©b- A =27
is small. But constructions severely violating this restriction may be insecure. For example, if
Jout(w ® A, i,y) ==y (ie., the input w ® A is not fed forward, and Pr[A ER: four(wBAi,2°) @
b-A = 2°] = 1), then given a construction query (id,w,i,b) and its response z, we recover
fin(w ® Ajg, i) = E(+, (), z) and further recover the key Aj4 to fully break the construction.

As elaborated below, the aforementioned restrictions are indeed fulfilled by virtually all practical
designs.

_—E
Examples. The construction MMO (z,i) := E(+,4,0(z)) @ o(x) of [GKWT20] has

g(i) =1, (which is injective)

fin(w Z) :U( ) fi;l(ivx) :Uil(x%
fout(w,i,y) =y&o(w fout(w,i,2) = 2@ o(w),
. _ 2®yY)dw ifb=0
kdy(w,z,baya _{ Z@y@O’( )) ifb=1

where ¢ : {0,1}" — {0,1}" is the permutation such that ¢(A) = o(A) ® A. Other variants of

_—F
MMO  are also instances of GH|[fin, g, fout] ¥, as long as their components satisfy the restrictions on
fin, fout and g.

5.2 S-mTCCRL Security of GH|fi, g, fout|®
The S-mTCCRL security of the general model GH[fin, g, fout]F is given in Theorem 1 below.

Theorem 1. Let P be any set of allowed predicates and qgp < 2" /2. IfE € Egp 1y~ 10,13 s modeled

as an ideal cipher, then there exists a simulator SGIObaIKA such that for any (qc, qp, M, 4L maz 1t)-
bounded S-mTCCRL distinguisher D against GH[f,n,g, fout)® and any constant T > 0, there exists
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a (qc,qp + pTqc, M, q1maz, pt)-bounded mTCCRL distinguisher B such that

3 2
B) 4 Sartac) 2

Ade-mTCCRL u(DysG) < 2AdeTCCRL o 0

GH[fin g, fout B, R, P, GH[fin,g,fm]Eﬁ,P,u(

In addition, SG°*"a

qc).

makes at most puqp queries to its oracle GlobalKa and runs in time O(ugp +

The presence of the adjustable constant 7' in Theorem 1 corresponds to the bad event’s (ad-
justable) threshold, and is typical of security proofs that involve a threshold-based “bad event” [CS14].

mTCCRL . . .
The term 2AdvGH[fin,g,fout]Eﬁ,P,u(B) grows with T, while the term 2/T decreases with 7. In

concrete settings we can choose a good enough value for 7. E.g., in our concrete example in

. . mTCCRL _ n . N .
in Sect. 5.3, it has 2AdVGH[fin,g,fout}Eﬁ,P,u(B) = O(Tqpqc/2"), and setting T =~ ioac Vields

(B)+2/T = O(y/ %< ), indicating security up to the same amount of queries

(B) solely.

mTCCRL
2AdVGH[fin,g,fout]Eyﬁafpvu

as that indicated by Adv?:[(;nc’il}mwﬁ’p’u

The full proof is deferred to Appendix D. Here we provide the core ideas. The crux is to
construct the simulator S that provides an interface Oy : {+,—} x {0,1}" x {0,1}" — {0,1}"
that mimics an ideal cipher consistent with F when necessary. It extends the simulation ideas
of Sect. B. In phase 1, Sg simply replies O;(d, k,v) by (ideal cipher-style) lazy sampling. When
PhaseSwitch(Qp) is invoked, Si makes a copy Qg of Qp.

Then in phase 2, for each new query O1(9, k,v) Sg checks if there exists a record (id, i, w, b, z) €
Qg that is “linked” to Oy (4, k,v). Here “being linked” means Ajg equals f;- 1 (i,v)@w (when § = +)
or kdy(w,i,b,y,v) (when 6 = —). (So the existence of kd, helps.) Again, this checking is achieved
by querying GlobalKa for information about Ayy. If so, Sg responds Oq(d, k,v) consistently with
(id, 4, w, b,v); otherwise, it samples a response for O1(d, k,v). The formal description of Sg is in
Appendix D.1.

The above simulation strategy fails in two cases:

(i) A query Oq(6, k,v) replied in phase 1 turns out to be “linked” to some (id,7,w,b,z) € Qgp.

(ii) In phase 2, some query O;(0, k,v) is “linked” to (at least) two distinct records (id, 7, w, b, 2),
(id', ¢, w' b, 2') € Qgp.

The two cases resemble the analogues in the proof of Theorem 3. Though, unlike Theorem 3, here
we consider real-world executions and formalize a closely related bad event Chain. We then relate
the occurrence of Chain to breaking the mTCCRL security of GH[fin, 9, fout]¥, and this bounds the
probability of Chain in the real world. Conditioned on that Coll does not occur, the indistinguisha-
bility of the real and ideal world experiments are then bounded using the randomness mapping
argument of [CHK™16, ABD"13]. We refer to Appendices D.2—D.5 for the formal elaborations.

/\E
5.3 Concrete Results: S- mTCCRL security of MMO
This section derives concrete S-mTCCRL bounds for the hash
/\E
MMO" (2,4) i= B(+, 4, 0(x)) & o(x),

where E € £ 13 10,13 is a blockcipher and o is a linear orthomorphism.
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Regarding S-mTCCRL, we follow Guo et al. [GWYY25] and focus on using oracle-free predi-
cates, i.e., for every query mLa (id, P), the predicate evaluation P(A;q) does not query the ideal ci-
pher E. Let Pgee be the set of all such oracle-free predicates. With this, for any (q¢, gp, M, 41 maz 1t)-
bounded distinguisher B, Guo et al. [GWYY25, Theorem 1] proved a tight mTCCRL bound for

_———FE
MMO :
AdvmTOGRE B)
MMO R, Prree,u
2 M + (gL maz + 1 —1) - g (M + )91 maz + 1
< 1qp( +g(qL, )+(M ) - qc( ! 4L maz + )_ (4)

Gathering Eq. (4) with Theorem 1 and using C' < 2" yields:

Corollary 1. If gp < 2"/2, o is a linear orthomorphism and E € E0,13" {0,137 s modeled as an

/\E
ideal cipher, then there exists a simulator S1 such that the S-mTCCRL advantage of MMO  for
any (qc,qp, M, 41, maz, 1t)-bounded distinguisher D and any constant T > 0 has upper bound

2
AdvSmTCCRL (D,S) < 3plgp +qc) 4+ 2

MMO | R, Prree,t on T
<2M(QP +pTqc)(M +1)(qL.max +1) | (1= 1)ac(M + 1) (gL maz + 1))
+2x +
C C
Tugp(M + 1) (gL maz + 1) + 4(u 4+ 1)?*Tge(M + 1) (4L max +1) | 2

In addition, SflObalKA makes at most uqp queries to its oracle GlobalKa and runs in time O(uqp +
qc)-

Since Eq. (5) holds for any T' > 0, there exists an optimal 7. But setting

T— C
4(M + 1)2qC(M + 1)(QL,max + 1) ’
suffices to yield a bound comparable with [GWYY25]:

AdvIRTECRL (D g
MMO /R, Prree,u

< 7/'LQP(M + 1g(QL,max + 1) + 6(/1, + 1)\/QC(M + 1)g?L,max + 1)7 (6)

Setting M = 0 and g1, mee = 0 in Eq. (6) yields the bound

AP+ o+ 1), 22 ()

in the extreme case where D does not query mLa. This special case will be useful in some protocols
(see Appendix G).
Asymptotically, the bounds in Eqs. (6) and (7) are comparable with Guo et al’s mTCCRL

_——E
[GWYY25] and mTCCR [GKW'20] bounds on MMO  respectively, and are tight: we refer
to [GWYY25, Sect. 4.4 and Appendix B] for discussions.
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6 UC-Secure Authenticated AND Triple Generation from S-mTCCRL

As recalled in Sect. 2.4, the previous multi-party TinyOT-style triple generation protocols with
minicrypt assumptions have flawed proofs. Moreover, these protocols rely on the random oracle
model, which requires somewhat heavy instantiation in practice. In this section, we show that
the state-of-the-art protocol [YWZ20] can be adapted to fix the proof flaws and augmented to UC
security using our S-mTCCRL hash functions, which can be efficiently instantiated with a block
cipher. We will focus on the generation of leaky authenticated AND triples. It is known that this
leakage can be removed using the bucketing technique [NNOB12, YWZ20] to obtain authenticated
AND triples.

6.1 Basic Primitives

To build up our protocol, we require the following primitives.

Definition 4 (Linear universal hash functions). We say that a family of linear functions H = {H’ :
Fo\ — Fgﬁ} is €-almost 1-universal, if it holds that for every non-zero x € Fi,,

Pr [H(z)=0] <e.
H &3

IT-MACs and Authenticated Shares. We use the following notation for IT-MACs and au-
thenticated shares in a multi-party setting. For any two distinct parties P; and P; among n parties
(where each party P; samples a global key A; € Fyx), P; can use an IT-MAC to authenticate a bit
vector @/ € FY of P;: it samples a local key K;[z7] < F7, and gives P; a tag M;[z7] := K;[z/]da’-A,;.
An authenticated share of x € F7},, denoted by ((x)), means that each party P; has an additive
share ' € FJ, such that ;) &' = @. Moreover, the share @' of each party P; is authenticated
by the other n — 1 parties using IT-MACs. As a result, each party P; holds its share ((x)); :=
(', {M;[x"]};2i, {Ki[®’]} ;). Authenticated shares satisfy the following XOR-homomorphism:

o {c) := (a)) & (b)): For each i € [n],
()i = (a' @ b, {Mj[a’] & M;[b], K;[a’] @ Ki[0]} i)
e () := (@) @ d: For each i £ 1 € [n],
(yhi = (@', My [T} i, (K2 ] i, Kilae '] @ d - A)),
and (y))1 = (z' @ d, {M;[2']}j, {Ki[2']} ).

Basic ideal functionalities. Our protocol invokes the functionality Fashare for authenticated
shares, the functionality Fzero for zero sharing, the functionality Fcom for commitment, and the
functionality Frand for coin-tossing. These functionalities are formally defined in Appendix F.1.

6.2 Leaky Authenticated AND Triples

In Figs. 3 and 4, we present the functionality Fi,anp for leaky authenticated AND triples, which
invokes the following macro for authenticated shares:

AuthShare(sid, ssid, x, {A;}icpn)) -

This macro is invoked by functionalities Fashare and Fiaanp. Let M C [n] denote the set of
corrupted parties. Given a session ID sid, a sub-session ID ssid, a vector x € (Fz)z , and n global

keys {Ai}ticpn) € (For)™

21



Functionality F_,anD

This functionality runs with parties P,..., P,. Let M C [n] be the subscript set of corrupted
parties and £ be the set of allowed selective-failure queries. Let {R;};c[,) be the set of distri-
butions on {0,1}* such that R; fixes the LSB of each sample to (n mod 2) for i = 1 and to 1
for each 7 # 1.

Initialization: Upon receiving (Init,sid, ) from P,

1. If P; is corrupted, receive (GK, sid, i, A;) from the adversary, where A; € {0, 1})‘. Other-
wise, A; & R;. Store (sid, i, A;), initialize an empty list A; of outputs, and ignore all
subsequent (Init,sid, ) calls with the same (sid, ).

Authenticated shares & Leaky authenticated AND triples: Given stored (sid,i,4;)
for each ¢ € [n], this functionality outputs such random tuples: Upon receiving
(Gen, sid, ssid, ¢1,f5) from all parties, where /1, /> € NT and /5 > ),

1. Selective-failure queries: For each i € [n] \ M and j € M in parallel:

(a) Receive (Leak, sid, ssid, ,j, L; ;) from the adversary, where L; ; € L.
(b) If A; ¢ L;;, send (Fail,sid, ssid,4,j) to the adversary and abort; otherwise, do
nothing.

2. Global-key extraction with abort: Receive (Quit,sid,ssid,b) from the adversary.
If b = 1, send (Bye, sid, ssid, {A;}icpj\am) to the adversary and abort. Otherwise, do
nothing.

3. Sample z <> {0,1}"* and {(@});}icpn) < AuthShare(sid, ssid, @, {A;}icp)-

4. Sample a,b & {0,1}&, compute component-wise AND ¢ := a A b € {O,I}ZQ, and
{{v)itiem & AuthShare(sid, ssid, v, {Ai}igpn)) for each v € {a, b, c}.

Figure 3: The functionality of leaky authenticated AND triples (Part I).

1. Receive (Shr,sid,ssid, {x'};cnr) from the adversary, where x € (F2)* for each i € M, and
sample x' <~ (Fy)* for each i ¢ M such that Dicin] x' = .

2. For each i € [n],

(a) If P; is corrupted, receive (Tag,sid,ssid,i,{M;[z‘]};»;) from the adversary, where
M;[z!] € (Fqn)¢ for each j # i, and compute K;[z!] := M;[z!] © ' - A; € (Fyn) for
each j #i.

(b) Otherwise, receive (LocalKey, sid, ssid, i, {K;[x"]}jc ) from the adversary, where K;[z'] €

(Fyn)! for each j € M, sample K;[x'] <& (Fgx)¢ for each j ¢ M and j # 4, and compute
M;[z!] == K;[z'] @ 2’ - Aj € (Fyn)* for each j # i.

3. For each i € [n], compute {(x)); := (z', {M;[z"], K;[z’]} ;).

4. Return {<<$>>Z}z€[n] .
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Functionality F_,anD

1. Share queries with selective failure (Leakage):

(a) Receive (LeakA,sid,ssid||0,{e’};cppm,q) from the adversary, where e/ €
({0,13%)%2 and g € {0,1}*2 for each j € [n] \ M.

(b) Sample H' <& H, where H = {H' : ({0,1}")2 — {0,1}*} is a family of linear
l-universal hash functions.

(c) Send (Hash,sid, ssid, H') to the adversary, receive (LeakA,sid, ssid|/1,d) from the
adversary, where 4 € {0, 1}A, and check

H’ (@je[n]\M(aj oe)® (q ® Bjenpm a’ A |Sb(ej)) “Djecmpm Aj) =0
If this check fails or Isb(@ie[n] A;) = 0, abort; otherwise, do nothing.
2. For each i € [n], output (Out, sid, ssid, i, A, ()i, (a))i, (b)), (c)):) to P;.
3. For each i € [n], append (sid, ssid, i, (x))i, (@), (b)), (c))i) to A;.
4. Ignore all subsequent (Gen, sid, ssid,...) calls with the same (sid, ssid).

Global-key queries: Upon receiving (Guess,sid, i, Al) from the adversary, where Al €
{0, 1}A, if P; is honest and A} = A;, send (Success, sid, {4;}icjn\m) to the adversary; other-
wise, do nothing.

Figure 4: The functionality of leaky authenticated AND triples (Part II).

This functionality generates both authenticated shares ((x)) and leaky authenticated AND
triples ({a)), (b)), ((€))), where there exists selective-failure leakage about the shares of ((a)) held
by honest parties. Compared to the counterpart in [YWZ20], our functionality J,anp has the
following differences:

1. The functionality additionally allows the adversary to learn the global keys of all honest
parties at the cost of aborting the functionality.

2. The LaAND triples (and authenticated shares) are generated in a batch, and the share queries
with selective failure are applied to these triples.

3. The functionality additionally allows the adversary to extract the randomness of all honest
parties if it can guess the global key of some honest party.

These differences do not affect the essential security promised by Fi.anp. This functionality is
parameterized by some set £ of allowed selective-failure queries. Following [Roy22], £ is a subset
of the power set of {0, 1})‘, is closed under intersection, and contains {0, 1})‘.

To realize this functionality, we present a protocol Il ;,anp in Figs. 5 and 6 based on a S-
mTCCRL hash function and a linear universal hash function. This protocol runs in the (Fashare,
FZeros Fcoms FRand)-hybrid model. The security of IIj ;anp is proved in Theorem 2. As discussed in
Sect. 2.4, our proof strategy utilizes the ideal primitive simulator itself to extract a valid adversarial
guess of an honest party’s global key, which returns the outputs of all honest parties from the F| sanD
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Protocol II ;anD

Initialization: All parties initialize their global keys in Faghare-
1. For each i € [n], P; sends (Init, sid, i) to Fashare parameterized by {R;}icn)-

Authenticated shares & Leaky authenticated AND triples: All parties generate £ :=
{1 + 3¢5 random authenticated shares.

2. All parties send (Gen, sid, ssid, /) to FaShare, which outputs
(Out, sid, ssid, i, A;, (z||a||b||r);) to P; for cach i € [n], where & € {0,1}* and
a,b,r € {0,1}".

All parties share () = (@ A bY). Let H : ({0,1}")2 = {0,1}* be a S-mTCCRL-secure hash
function and H = {H’ : ({0,1}")® — {0,1}*} be a family of linear 1-universal hash functions.

3. All parties send (Zero, sid, ssid, £ + 1) to Fzero, which outputs (Val, sid, ssid, z*||u?) to
P; for each i € [n], where 2% € ({0,1}1)% and u' € {0,1}*.

4. For each i € [n], P; computes ®' :=b' - A; ® P, (Ki[b7] & M;[b]) @ 2".
5. For each k € [¢3], proceed as follows in parallel:
(a) For each 7,5 € [n] and j # ¢, P; computes

T;;x == sid||ssid||i] j[|k € {0,1}7,

Kilatlog == H(Kilay], T k) € {0,137,
u';;] = 'L[a.ljg]@;c S H(Kl{ai] S2) Aian,j,k’) @ (I)Z: S {07 1})\7
sends uzj to Pj, and computes I\/Ij[a};](bi = al - uil & H(M;la], Tjix)-
(b) For each i € [n], P; computes
s = a0 © @y (Kiladloy © Milajlyy) @7 - A
. , \
® @i (Kilrll @ M[ri]) € {0,11%,

and di, = Isb(st) € {0,1}.

Figure 5: The protocol of leaky authenticated AND triples (Part I).

functionality. Therefore, under a natural lazy sampling property of the ideal primitive simulator
(which is satisfied by our constructions), our proof strategy is agonistic to the exact ideal primitive
underlying the hash construction. We defer the detailed proofs, along with the definition of lazy
sampling, to Appendix F.3.

Theorem 2. Given a hash function HE™™  which invokes Prim cy times, such that an (%, qp+
CH - %,n,n — 1,1)-bounded distinguisher has advantage at most ey in the S-mTCCRL game
(Definition 3) for at most n users and (X — 1)-bit min-entropy per key, and satisfies the €azy-lazy

Prim simulation, and a family H = {H : ({0,132 — {0,1}*} of linear c-almost 1-universal
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10.

11.

12.

Protocol II ;anD

. For each i € [n], P; sends (Commit, sid, ssid||0,7,d") to Fcom.

For each i € [n], after receiving (Committed, sid, ssid||0, j) from Fcom for all j € [n] and
j # i, P; sends (Open, sid, ssid||0,4) to Fcom, which outputs (Opened, sid, ssid||0, i, d?)
to all parties, and computes d := ;¢ d € {0,1}2 and t' .= s’ @ d- A; € ({0,1}).

. All parties send (Rand,sid, ssid, H) to FRrand, Which outputs (Res, sid, ssid, H’) to all

parties.

. For each i € [n], P, computes o := H'(#') + u’ and sends (Commit, sid, ssid| 1,4, qa?) to

fCom-

For each i € [n], after receiving (Committed, sid, ssid||1, ) from Fcom for all j € [n] and
j # i, P; sends (Open, sid, ssid||1,4) to Fcom, which outputs (Opened, sid, ssid||1,i,a)
to all parties, and checks if @ie[n} o' = 0. If this check fails, P; aborts; otherwise, P; does
nothing.

All parties compute ((¢)) := ((r)) @ d.

For each i € [n], P; outputs (Out, sid, ssid, i, A;, {(x)i, (@))i, (b)), (€))s)-

Figure 6: The protocol of leaky authenticated AND triples (Part II).

hash functions, protocol I ,anp (Figs. 5 and 6) UC-realizes functionality Fiaanp (Figs. 3 and 4)
in the (Fashares FZeros F Comy FRand ) -hybrid model with an advantage of at most

)
€H +2¢ + 27)\ +5Iazy

against any adversary making at most qp Prim-queries, when the command (Gen,sid,...) is in-
voked only once per sid.
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A Deferred Security Notions

A.1 Formal Definitions of the Basic Notions CR and S-CR

As mentioned in Sect. 2.2, the model sketched in the Introduction (Sect. 1.1) is the “most basic”
S-CR, i.e., the simulator-based variant of the plain correlation robust model CR. Here we serve
their formal definitions. .

First, the CR advantage concerns with the (single-keyed) oracle szmm(-) = HPPIm(A @ ) de-

fined on a single-input hash HP*™ 'and is defined as the advantage of distinguishing (Prim, szrim)
from (Prim,F).

Definition 5 (CR advantage). Given a single-input function HE™™ W W, a key-set R C W,
and a distinguisher D, define

. Prim
AdV{Buim (D) = Pr [DPrim KL ]
Prim&P ASR

. Pr pPrimF _ 1} .

Prim&P FEFpy

The S-CR notion is the simulation-based extension of CR. Its experiments (see Fig. 7 for a
formal description) are obtained by making the following modifications to Fig. 1 (S-mTCCRL
experiments):

(i) replacing the key vector A with a single key A;
(ii) replacing the oracle F < KWC with F <& Fu yy;
(iii) replacing the oracle mTCKY with szrim;
(iv) dropping the key leaking oracle mLa;
(v) replacing the multi-key guessing oracle GlobalKa of the simulator with the single-key guessing

oracle GlobalKx.

Definition 6 (S-CR advantage). Given a single-input function HE¥™ W W, a key-set R C W,
a distinguisher D and a simulator S€°P2Xa providing an interface Oy, define

AdViipin (D, S) = | Pr[EXpiiin g p.so = 1] = PrEXPsim » ps1 = 1|

Asymptotically, if there exists a simulator S such that for any distinguisher D Adva'pcrli{m =(D,S)
is negligibly small, then HP™™ is S-CR-secure.

A.2 Zoo of weaker variants of mTCCRL and S-mTCCRL

As demonstrated in previous works [GKWY20, GKW20, CT21], hash constructions aiming at
weaker variants of mTCCRL may achieve better efficiency. E.g., “non-tweakable” (single-input)
constructions may utilize the more efficient fixed-key blockcipher [GKWY20], while constructions
without circular security may not need the linear orthomorphism o [GKWY20]. Therefore, in
this section we put forward weaker variants of mTCCRL and S-mTCCRL without “tweakable”
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The S-CR experiment Expaﬁﬁm’nﬁp’&ﬁ:
1. Initialization:
o If 8 = 0: sample an ideal primitive Prim <- P and a (single) key A & R;
e Else, ie., 8 =1: sample a random function F < Fw,w and a key A ER.

2. Phase 1:

. Prim rim
e If 5=0: run end + pPrim K} with Prim and the (single-user) key-whitened oracle KZP ,
till D outputs end and ends phase 1;

e Else, ie., f=1: run end < DSAOLF with the simulator’s interface SClobalka 1 and F, till
D outputs end indicating the end of phase 1;

3. Key revealing: Give D the key A used in phase 1. If 3 = 1 then invoke S¢°b2Xa PhaseSwitch(QF),
where QF is the transcript of queries and answers of D to F in the first phase.

4. Phase 2:
e If 3=0: run B’ < DP'™ with Prim and obtain its output /3’;
e Else, ie., B =1: run 3 « DS A.01 with the simulator’s interface and obtain its output 3.

5. Finalization: Output 8’ (the output of D).

Figure 7: Experiments for the S-CR notion.

or/and circularity to complete the picture of different flavors of multi-user CR and S-CR security
definitions. For this, we first introduce the non-tweakable and non-circular key-whitened oracles.
We then formalize the weaker variants of mTCCRL and S-mTCCRL respectively. We finally give
a brief discussion on their relations.

A.2.1 Key-whitened oracles without circularity or tweaks.

Recall that the multi-user tweakable circular key-whitened oracle mTCK Apnm(id, w, i, b) introduced
in Sect. 3.1 was defined on a double-input hash function HP™™ : )} x 7 — W. Still consider such
a (double-input) hash and a vector of u secret keys A = (R, ..., R,) of u users, the multi-user
tweakable key-whitened oracle is defined as

HPrim

mTKA " (id, w, i) := HP™™ (@ Aig, 7). (8)

The non-tweakable key-whitened oracles, on the other hand, are defined on a single-input hash
function HP*™ : )/ — W, Given such a hash and a vector of u secret keys A = (Ry, ..., Ry) of u
users, the multi-user key-whitened oracle is defined as

HPrim

mKR T (id, w) := HP™ ™ (w @ Ay), (9)
while the multi-user circular key-whitened oracle is defined as

HPrim

mCKE™™ (id, w, b) = HP™™ (w & Asg) @ b Avg. (10)

A.2.2 Multi-user CR definition zoo.

The mTCCRL security notion is given in Definition 2, Sect. 3.1. Br replacing the multi-user
tweakable circular key-whitened oracle mTCKZPnm with the above non-circular mTKZPnrn or non-
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mCCRL S-mCCRL

- tweak/( \c\ircularity - tweay( \c\ircularity

mTCCRL mCRL S-mTCCRL S-mCRL

- circularit\y\ /:weak - circularh\ /:weak
mTCRL S-mTCRL

Figure 8: Multi-user correlation robust (CR) and S-CR security notions with key leakages and
various combinations of T (tweakable) and C (circularity). (Left) Variants of classical CR notions;
(Right) Variants of our new S-CR notions for UC security. In each rectangle, the notion at left is
the strongest, while the notion at right is the weakest. Each arrow indicates that removing one
feature (marked by the labels “— X", X € {tweak, circularity}) from a stronger notion yields a
corresponding weaker notion. Consequently, each arrow also indicates a (trivial) implication.

tweakable variants mKZPlrim and mCKiPrim(id, w, 1), we naturally derive other multi-user CRL no-

tions. This leads us to consider 4 different notions denoted as “muXCRL” with X € {1,C, T, TC}:
L is the empty string, the “T” in X indicates tweakable, and the additional “C” in X indicates
circular. The suffix L always exists, indicating that we always consider the presence of the key
leaking oracle mLAa.

The 4 notions are obtained by starting from mTCCRL and by removing one of the two features
(tweakable, circularity) at a time, as shown in Fig. 8 (Left). It may be tempting to give a single
unified definition for all of them. However, such a huge definition would be unclear. We thereby
given them in turn in the subsequent three paragraphs.

mTCRL: removing circularity. We first remove circularity from mTCCRL, and this yields
mTCRL.

Definition 7 (mTCRL advantage). Given a double-input function HPT™ : W x T — W, a tuple
of key sets ﬁ =R1 X ... xRy CTW"Y, a set P of “allowed” predicates and a distinguisher D, define

Prim
mTCRL ,_ Prim,mTKY mLa _
AdVHP“m,ﬁ,P,u( ) T PrPrimi’P,Aiﬁ [D o 1]

—Pr $

s s [DPrlm,F,mLA _ 1} '
F<_J:[“]><W><Z,w,PI‘1m<_’P7A<_ﬁ

We require that every query (id, P) of D to its third oracle mLa has P € P.
mCCRL: removing tweak. We then remove “tweakable” from mTCCRL, and this yields mC-

CRL. Note that these “non-tweakable” notions concern with single-input functions HP*i™ .y —

W.

Definition 8 (mCCRL advantages). Given a single-input function HE™™ W — W a tuple of
key sets ﬁ =R1 X ... X Ry CTWY, a set P of “allowed” predicates and a distinguisher D, define

Adv™CCRL [Dprim,mCKHAP“m

. ,mLa _
HPrim,?@,P,u( )= PrPrimﬁP,Aﬁﬁ =1

o) {DPrim,F,mLA — 1} ’ )

I
FE Fluowx o1y w PrimEP AET

We require that: (i) D never queries both (id,w,0) and (id,w, 1) to its second oracle (for any id, w);
(ii) Every query (id, P) of D to its third oracle mLa has P € P.
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mCRL: most basic. Finally, we remove both circularity and “tweakable” from mTCCRL to
yield mCRL.

Definition 9 (mCRL advantages). Given a single-input function HE™™ : W — W, a tuple of key
sets ﬁ =Ri1 X ... X Ry, CTWY a set P of “allowed” predicates and a distinguisher D, define

Ady™CRL (D) = P DPrim,mKHAP“m,mLA 1]

HPrim R Py "prim&E P AR [

—Pr_

s s [DPrim,F,mLA — 1} )
FE Fluoww PrimEp AER

We require that every query (id, P) of D to its third oracle mLa has P € P.

A.2.3 Multi-user S-CR definition zoo.

In a similar vein to the above discussions on multi-user CR definitions, we can derive a multi-user
S-CR definition zoo. Concretely, the SSmTCCRL security notion is given in Definition 3, Sect.
4. By replacing the multi-user tweakable circular key-whitened oracle mTCKZP“m with the above
non-circular mTKZPrim or non-tweakable variants mKZPrim and mCKiPrim(id,w,i), we naturally
derive other multi-user S-CRL notions. This leads us to consider 4 different notions denoted as
“S-mXCRL” with X € {L,C, T, TC}.

The 4 notions are obtained by starting from S-mTCCRL and by removing one of the two
features (tweakable, circularity) at a time, as shown in Fig. 8 (Right).

S-mTCRL: removing circularity. We first remove circularity from S-mTCCRL to yield S-
mTCRL.

Definition 10 (S-mTCRL advantages). Given a double-input function HEP¥™ : W x T — W, a

tuple of key sets ﬁ =Ri1 X ... xRy CTWY, a set P of “allowed” predicates, a distinguisher D and
a simulator S€°°Ka providing an interface Oy, define

S-mTCRL . S-mTCRL a1 S-mTCRL _
AdePrimﬁ,P,u(D’S) = |Pr [EXPHPrim,%P,u,D,S,o =1] = Pr [EXPHPrim,?&,P,u,D,SJ =1],

HPrim

S-mTCRL is obtained by replacing mTCKA — /F & Flu] x WxTx{0,1},W

HPrim R P u.D.S,3
. . Prim
with the non-circular mTKZ /F & ]:[u]XWXZ,W'

where experiment ExXp
S-mTCCRL

HPrim R P u,D.8,8
We require that every query (id, P) of D to its third oracle mLa has P € P.

n Exp

S-mCCRL: removing tweak. We then remove “tweakable” from S-mTCCRL to yield S-mCCRL.

Definition 11 (S-mCCRL advantages). Given a single-input function HE™™ : W — W, a tuple
of key sets ﬁ =TRi1 X ... X Ry CTW, a set P of “allowed” predicates and a distinguisher D, define

S-mCCRL — S-mCCRL =
AdePrim’ 77)7“(17,8) = Pr[EXpHPrimﬁ,P,u,D,S,O = 1]
- S-mCCRL _
Pr[EXpHPrim’ﬁ’PyzL"D’S’l - 1} ?
. - - ) ) Pri
where experiment Expfllfﬁqc%LP wD.S.4 is obtained by replacing mTCKZ 1mn/F & f[u]xWxIx{O,l},W
S-mTCCRL T

in experiment Exp with the “non-tweakable” oracles mCKZP

$
HPrim,ﬁ,P,u,D,S,ﬁ /F < ]:[u]XWX{O,l},W
We require that: (i) D never queries both (id,w,0) and (id,w,1) to its second oracle (for

any id,w); (ii) Every query (id, P) of D to its third oracle mLa has P € P.
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S-mCRL: most basic. Finally, we remove both circularity and “tweakable” from S-mTCCRL
to yield S-mCRL.

Definition 12 (S-mCRL advantages). Given a single-input function HE™™ : W — W, a tuple of
key sets ﬁ =R1 X ... X Ry CTW¥, a set P of “allowed” predicates and a distinguisher D, define

Ade—mCRL

wprim 3 po(DrS) = |Pr [ExpS-mCCRL 1

HPrim B Dy DS0

S-mCCRL _
—Pr [EXPHgimﬁ,P,u,D,s,l =1]),

HPrim

S-mCCRL is obtained by replacing mTCK,y — /F & Flu) xWxTx{0,1},W

HPrim R P u.D.S,3
. S-mTCCRL . HPrim $
in EXPHPrim,Ti,P,u,D,S,ﬁ with mK — /F < Fryxww-

We require that every query (id, P) of D to its third oracle mLa has P € P.

where experiment Exp

A.2.4 Brief relations within the zoo.

Fig. 8 also presents a complete picture of the various variants of CR and S-CR notions men-
tioned in this paper. We refer to the caption of Fig. 8 for detailed elaborations. Non-trivial
relations/separations between the notions, as well as whether the key leakage oracle mLa does
matter, are not among the main goal of this paper, and we leave them for future work.

B S-mTCCRL Hashing in the Random Oracle Model

As mentioned in Sect. 4, the public primitive Prim can be any type of random primitive oracle. In
this section, we consider the case of Prim = RO € Fx )y being a random oracle and HRO (w,i) =
ROHRO (w, i) := RO(fin(w, 1)), where fi, : W x T — X can be any efficiently invertible bijection
with f;l : IXX — W being its inverse. This includes the folklore constructions such as fi,(w, ) :=
wl|i. We prove that ROHRO is S-mTCCRL secure and justifies the folklore constructions.

Concretely, we follow Guo et al. [GWYY25] and restrict key leaking oracle queries to oracle-
free predicates. A predicate P is oracle-free, if the evaluation of P(A) does not query RO for all
A € W. Let Pgee be the set of all oracle-free predicates. With this, the S-mTCCRL security of
ROHRO (1, i) is given in Theorem 3.

Theorem 3. Let C := min {|R1|,...,|Ru|}. If RO € Fx )y is modeled as a random oracle, then

there exists a simulator Sro such that the S-mTCCRL advantage of ROHRO (w, 1) = RO( fin(w, 1))
for any (qc, qp, M, q1 maz, i) -bounded distinguisher D has upper bound

-m (M + 1)((1L,mam +1) (p—=1)-qc
AdVIGIHE, | (D.Sn0) < W s 1)y (02 )t a
In addition, SglgbalKA makes at most puqp queries to its oracle GlobalKa and runs in time O(ugp +
qc)-

Since Ry, ..., Ry € W, it holds C < |[W|. By Theorem 3, the attack advantage is small as long
as qp < C/(pMqr, maz) (Which roughly bounds time complexity) and go < C/(uMqr, maz) (which

_———E
roughly bounds data complexity). This appears comparable with MMO  (see Sect. 2.3). However,
random oracles enable adopting much larger set W and thus larger C', and the concrete security

/\E
could be higher than the ideal cipher-based construction MMO .
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The full proof is deferred to Appendix C, and we provide the core ideas below. The crux is to
construct the simulator Sgo. As mentioned in Sect. 4, Sgo shall provide an interface O1 : X — W
to mimic RO € Fx v, and is consistent with F' when necessary.

In phase 1, Sgo just replies O1(z) by lazy sampling. When PhaseSwitch(Qp) is invoked,
Sro copies the records of Qp into an internal set Qgp. Then in phase 2, for each new query
O1(z) Sro checks if there exists a record (id, i, w, b, z) € Qg that is “linked” to O;(xz)—formally,
T = fin(w® Ayg,1). If so, Spo replies O;(x) with z to ensure consistency; otherwise, Sro samples
a response for O1(x). This checking requires information about the key A4, to which the oracle
GlobalKa will help. Concretely, for each (id, i, w, b, z) € Qgr Sro computes the candidate key A,
that satisfies z = fin(w & Aly,7), and queries GlobalKa (id, Aly) to see if Alj = Ajy: if so, then
(id,4,w, b, z) is the “right” record. The formal description of Sgo is in Appendix C.1.

The above simulation strategy fails in two cases:

(i) A query O;(z) replied in phase 1 turns out to “link” to some (id, 7, w, b, z) € Qgp. Intuitively,
this is unlikely, since D does not know keys A in phase 1.

(ii) In phase 2, some query O;(x) “links” to (at least) two distinct records
(id, i, w, b, 2), (id",i',w', b, 2') € QgF,

(so that Sprp cannot ensure consistency with both). Due to the injectivity of fi,, this relates to
a collision-type event among two independently sampled keys A;q and A;y, which is unlikely.

The two cases are formalized as a bad event Coll in our proof. Conditioned on that Coll does not
occur, the indistinguishability of the real and ideal world experiments are then bounded using a
standard randomness mapping argument of [CHK™16, ABD"13]. We refer to Appendices C.2—C.6
for the formal elaborations.

C Proof of Theorem 3 (S-mTCCRL Security of ROHR? )

Recall that ROHRO (w,i) = RO(fin(w,1)), where fi, : W x T — X is an efficiently invertible
bijection with fi;1 : L X X — W being its inverse.

To prove Theorem 3, we first describe the simulator in Sect. C.1. We then sketch our proof
ideas in Sect. C.2. Our main proof is in Sect. C.3—C.6, and we refer to Sect. C.2 for a detailed
roadmap.

C.1 Constructing the simulator
C.1.1 Variables of the simulator.

To handily describe lazy sampling during simulation, we follow [CHK™16, ABD*13, CS15] and
make the randomness used by Sro explicit through a random function ro € Fy)y. Namely, Sro
queries ro to have random values rather than straightforwardly sampling. We denote by SEBbaIKA’rO
the simulator that queries (GlobalKa,ro) to emulate. As argued in [ABD'13], explicit randomness
is an equivalent formalism of lazying sampling (because Sro could sample a sufficient proportion
of ro during its initialization phase).

Sro maintains a list Qgro to keep track of already encountered random oracle queries. The
list Qgro is initialized to empty. As the execution proceeds, Sgo adds new records of the form
(z,y) to Qsro, which means Sgp has answered O(z) with y. Sro maintains another list Qgp =
{(id1, w1, 11, b1, 21), ...} to keep the F-query records it received via the procedure PhaseSwitch(QF).
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C.1.2 Simulating strategy.

As mentioned in Sect. 4, the simulator shall provide an interface O7 : X — W that mimics
RO € Fy v and is consistent with F when necessary. To this end, upon D querying O;(x), Sro
first checks if (z,y) € Qgro for some y, i.e., if its answer has been defined, and returns y if it is
the case.

Otherwise, the (newly simulated) answer to O;(z) may have to be consistent with some pre-
viously appeared F-query record (id,w,,b,z) € Qg that has x = fin(w @ Aiqg,4). This requires
information about the key Ajq, which can be obtained from GlobalKa. Concretely, Spo computes
vV figl(i, x), checks every record (id,w,i,b,z) € Qg under this i, computes the candidate key

4 = w @ v and queries Spo for its correctness. If Al; is the correct id-th key, Spo adds a record
(x,z®b- Aly) to Qsro, which is consistent with (id,w,,b, z). Otherwise, O;(z) can be defined
“freely”: Sgro acquires the answer y < ro(z) from the random oracle and adds (x,y) to Qgro. In
either case, Sgo finally replies D with the newly defined answer y.

Finally, the procedure PhaseSwitch(Qp), once called, copies the records from Qp to its own list

9sF.

C.1.3 Pseudocode description.

We now provide pseudocode to formally describe the simulator S}%BbaIKA’m as explained above.

1: Simulator SggbalKA’m

2: Lists Qgsro and Qgp, initialized to empty

3: public procedure O;(z)

4: if (z,y) € Qgro for some y € W then // O;(z) has been defined

5.  returny

6: end if

7: // O1(z) is new and has to be defined

8: v fil(i,2)

9: for all (id,w,i,b,2) € Qsr do
// Since Qgr = () initially, in phase 1 Sgo will skip this for loop and simply respond O;(x) with
y < ro(x).

10: A+ vdw // A candidate for the id-th key

11:  bg < GlobalKa (id, Al;)
12:  if by = true then

13: Yy z2®b- Al

14: Add (z,y) to Qsro
15: return y

16:  end if

17: end for

18: y < ro(x)

19: Add (x,y) to Qsro
20: return y

21: public procedure PhaseSwitch(QFr)
22: Qgr < QF

C.1.4 Complexity of the simulator.

The following lemma shows that the simulator runs in time polynomial in the number of queries it
receives.
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Lemma 1. For any (qc,qpr, M, qr max, it)-bounded S-mTCCRL distinguisher D, the simulator

SglgbalKA’ro makes at most qp queries to its randomness ro and at most ugp queries to GlobalKa .

Proof. The claim on simulator queries to ro is clear from the design of SJ%BbaIKA’m. Regarding

the other claim, consider any query O;(x) made by D, and let v = f,-'(i,x). By our assumption
regarding the parameter p, the number of records (id, i, w, b, z) € Qgp is at most p. For each of
such records, Sgpo makes at most 1 query to GlobalKa. Therefore, for each query O;(z) made by
D, Spo makes at most p queries to GlobalKa. Thus the claim. ]

C.2 Proof idea

In all the following, we consider some fixed distinguisher D, and assume that it is deterministic (this

is wlog since we consider computationally unbounded distinguishers). To simplify notations and

make randomness explicit, we will denote D¥id(TFR) the jdeal world execution (which, according
: S-mTCCRL : sk

to Fig. 1, should have been EXpROHROﬁ),Pfree,u,D,SRo,l) in which:

(i) The simulator Spo uses ro € Fy )y as its explicit randomness, and

(ii) The random function oracle is F € KWC, and
(iii) The key vector sampled at the beginning equals A = (Aq,...,A,) € ﬁ

It is easy to see the tuple of random variables (ro, F,R) has captured all the randomness of the
ideal world execution.

Similarly, denote D>re( S-mTCCRL

ROHRO, R Prree u,D,Sr0,0
which the random oracle is RO and the key vector in use equals A = (Aq, ..., Ay).

By construction, our simulator Spp is expected to emulate a random oracle that is consistent
with F when needed. The only exceptions are that when the key vector A = (A4, ..., A,) is revealed
at the end of phase 1:

RO,A) the real execution (i.e., Exp in Fig. 1) in

(i) there exist two query records (id,w,,b,z) € Qgr and (z,y) € Qsro such that x = fin(w @
Ajq,7). In this case, Spo cannot modify y to ensure z = y @ b - Ajq anymore, and such two
records (once existed) enable distinguishing;

(ii) there exist two query records (id, w,,b, ), (id’,w’, i, b, 2') € Qgr such that fin(w @ Aig,i) =
fin(w' @ Ay, '). In this case, if D queries O (fin(w® Ajg, 7)) then the response is inconsistent
with either z or 2/.

Therefore, we define the existence of such records as a bad event Coll in the ideal world executions.
(This is a typical approach [CHK"16, ABD"13]. We will take an “opposite” approach in Sect.
C.4.) We then derive upper bound on the probability of Coll in Sect. C.4: this proof is motivated
by [GWYY25]. Then, in Sect. C.6.3, we employ the randomness mapping argument (developed
in [CHK"16, ABD'13]) to associate some real world executions to the “good” real world executions
in which Coll does not occur, such that the associated executions yield the same outputs. Finally, in
Sect. D.5 we prove that “good” real world executions and associated ideal world executions occur
with sufficiently close probabilities, and this completes the S-mTCCRL proof.
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The intermediate experiment Y., for the S-mTCCRL proof of ROHRO .
1. Initialization: Sample F < KWC, ro <& Fy yy, and u keys A° = (A3, ..., A%) & R.

2. Phase 1: Run end < DS 4".01F.mla with the simulated interface S(GlobalKasro) ) ' F and
mLa, till D outputs end indicating the end of phase 1;

3. Key revealing: Let Q; = ((idy, Pi,71),...) be the transcript of key leaking queries and an-

swers of D in phase 1. Sample another key vector A < (Qr) and pass A to D. Invoke
S(G"’ba'KA*m).PhaseSwitch(QF), where QF is the transcript of queries and answers of D to F in phase
1.

4. Phase 2: Run 3’ « DSEAT.01 and obtain its output 3.

5. Finalization: Output 8’ (the output of D).

Figure 9: Intermediate experiment Yiyter for the S-mTCCRL proof of ROHRO

C.3 Intermediate world

To facilitate proof, we introduce an intermediate world experiment. For necessary notations, we

will denote by Qr, = {(id1, P1,71), ...} the transcript of D’s queries to mLa, A = (Ay,...,A,), and

answers. A triple (id, P,r) in Qy, indicates D queried mLa (id, P) and: when r = 0, it indicates

P(Ajq) = 0 and the id-th user’s session is then aborted; when r = 1, it indicates P(Ajq) = 1.
With this, we further denote by

Ria(Qr) := {Aly € Rig : P(A}y) =r for all (id, P,r) € Qr},
R(O1) = Ri(O1) X Ra(Q1) X .. x Ru(QL). (12)

To understand, note that the key leaking oracle mLr instantiated with a key vector R € ﬁ(Q L)
would give responses that are consistent with all query records in Q..

The intermediate experiment Yiuter can be then described with the help of ﬁ(Q ). Concretely,
Yinter 1S the same as the ideal world experiment, except that: at the end of phase 1, Yinter Samples
a new “dummy” key vector from R(Qr) and reveal this “dummy” vector to D, where Qp, is D’s
key leaking query transcript in phase 1. This means the revealed keys may not be the same as the
keys actually used in phase 1. For convenience, we denote by A° the keys used in phase 1, and by
A the “dummy” keys sampled and revealed to D at the end of phase 1: as indicated by the formal
description of ¥y in Fig. 9.

In a similar vein to Sect. C.2, we will denote D¥inter(
in which:

o . . .
ro.F.R°R) the intermediate world execution

(i) The simulator Sgo uses ro as its explicit randomness, and

(ii) The random function oracle is F € KWC, and

(iii) The key vector sampled at the beginning equals A° = (A{,...,A}) € ﬁ, and
)

(iv) The “dummy” vector sampled at the end of phase 1 equals A = (Aq,...,A,) € ﬁ(QL).

C.4 Event Coll in intermediate world executions

o h
We use DEinter(ro.F.R°.R) % Q, Q = (Qr, Qsro, Qr,) to denote the event that D obtains the
query records (or transcripts) Qp, Qsro and Qp in phase 1 of the intermediate world execution
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DZinter(ro,F.R%R)  Note that although Qgro is an internal set of Sgp, D knows all its contents by

the design of Sgo. Let T be the set of Q such that Pr[D>mter(ro.F.R%R) Dbhasel, Q] > 0 if and only if
Q € T (i.e., the set of transcripts that can be actually obtained in intermediate world executions).

Then, as discussed in Sect. C.2, during an intermediate world execution Dinter(ro,F.-R%R) "t} 0
event Coll occurs if either of the following is fulfilled:

(i) At the end of phase 1 of Dinter(ro.F.R%R) there exist (id,w,i,b,2) € QF and (x,y) € Qsro
such that z = fi,(w ® Aig, 7).

(ii) At the end of phase 1 of D¥nter(ro.F.R%R) “there exist two distinct records (id,w,4,b, z) and
(id’,w',i', ¥, 2') in Qp such that fin(w ® Aig,i) = fin(w & Ay, 7).

We follow [GWYY25] to bound the probability of Coll. For this, for every user index id € [u], we
define a subcondition:

e Collig: At the end of phase 1 of D¥inter(ro.F.-R%R) “oither of the following holds for the index

id:
(i) there exist (w,i,b,z) such that (id,w,i,b,2) € Qp and (z,y) € Qgro such that x =
fin(w & Aig, 7).
(ii) there exist (w,i,b,2) and (id’,w’,i,¥',2") € Qp such that fin(w ® Aig,i) = fin(w' &
Aid”i/)'

It is easy to see Coll = V{j_; Collig.

We next focus on Collig. This subcondition is fulfilled only if the id-th key Ajg in the “dummy”
key vector R falls into certain sets of “bad keys”. Concretely, for subevent (i), consider any
(id,w,,b, 2) € Qp. Define

OQsroli] :== {(x,y) € Qsro : figl(i,x) = v for some v}. (13)

Then, for any candidate key A* it holds (fin(w @ A*,i),x) € Qgsgroli] (i.e., the tweak i limits its
possibilities). With this in mind, define

BadK (id, w,4,b, z) := {A* € Rig : (fin(w ® A%, i),x) € Qsrolil}. (14)

Then, for each record (z,y) € Qsroli], the number of A* such that fi,(A* @ w,i) = x is exactly
one, since fi, is a bijection. This means

]BadKl(id,w,i, b, Z)‘ < ’QSRO[i”-
Define a set of “bad keys” for id as:

BadK;(Q,id) := U BadK (id, w, 1, b, 2).
(id,w,i,b,2)EQp

We will calculate the upper bound on its size later.
We follow similar ideas for subevent (ii). First, note that (id,w,,b,2) and (id’,w’, 7, V', 2') € QF

have fin(Aiq ® w,i) = fin(A,y @ w', i) only if id’ # id: otherwise, it implies (w,i) = (w’,#’) which
is not possible by the restriction (i) of Definition 2.
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When id’ # id, subevent (ii) occurs only if Ajq falls into certain bad sets. For this, for each pair
of distinct records (id, w,i,b, 2), (id’,w’,i,V’,2") € Qp with id’ # id, define

BadK, ((id, w, i,b,2), (id",w',i,b', ")) := {A* € Rig : fin(A* D w,i) = fin(Aig D', i)}
The number of A* satisfying fin(A* @ w,i) = fin(Ajy ® w', ") is exactly 1. Therefore,
|BadKy((id, w, i, b, 2), (id", w', 1,0/, 2"))| = 1.
Define another set of “bad keys” for id as:
BadKy(Q,id)

= U BadKz ((id, w, i, b, 2), (id',w', i, ¥/, 2")).
(id,w,i,b,2),(id" w’ i’ b 2" ) EQF

Since the “dummy” key vector A = (Ay,...,A,) is sampled from ﬁ(QL) at the end, the id-th
key Ajq in A is sampled from Riq(Qpr), and it holds

° ase BadK;(9Q,id
Pr[Aid € BadK;(Q,id) | DZinter(ro,F,R%R) M) Q] < min{’a\(Ql)’7 1}

Ria(Qr)|
- |BadK;(Q, id)|
T |Ria(Qu)]
for i = 1,2. Since Collyq is fulfilled if and only if Ajy € (BadK;(Q,id) U BadK2(Q,id)), we have
Pr[CoII;d]
QeT

x Pr[Aw € (BadK;(Q,id) UBadKs(Q, id)) | DYimeer(ro.F R R) Phasel, Q])

S (pr[pzmcer<r°aF7R°aR> phasel, o |BadK;(Q,id)| + |BadK»(Q, id)|>. (15)

|Ria(Q)]
We now distinguish the users that received key leaking queries from the others. Formally, let

U C [u] be the set such that id € U if and only if (id, P,r) € Qy, for some P and r (i.e., mLa(id,-)
was queried). Then,

Pr[Coll] < ) Pr[Collig) = Y Pr[Collig] + > _ Pr[Collg] . (16)
ide(u) ide([u]\U) ideld

QeT

Ay Az

The analysis of A; is much simpler than that of As. Below we calculate their upper bounds in turn.

Bounding A;. For any index id € ([u]\Uf), mLa(id,-) was never queried and the key Ajq in A is
sampled from Riq(Qr) = Rig. Therefore,

> Pr[Colly]

ide ([u]\U)
Z Z (Pr [Dzimer(ro,F,Ro,R) phasel Q] % |BadK1(Q7 Id)| + |BadK2(Q7 Id)|>

ide([u]\U) QET ‘Rid’

— Z Pr [Dzintcr(l‘o,F,Ro,R) phasel Q] % ( Z ’BadKl(Q7 Id)|‘7;_ ’|BadK2(Q7 Id)‘)
id

IN

QeT ide ([u]\U)
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‘We have

> [BadK(Q,id)| < 3 |Qsrolil|

ide([u]\U) (id,w,i,b,z) € Qpiide ([u]\U)

< > > |Qsrolil|

1€{0,1}" (id,w,i,b,2)EQ R

<u

<p- > |Qsrolil| = ugp. (17)
1€{0,1}"

On the other hand, if we let gqc; < i denote the number of queries in Qf using tweak ¢, then

> |BadKy(Q,id)| < > 1
ide ([u]\U) (id,w,i,b,2),(id" w’ it/ 2" )€ Q pride ([u] \U)
qc,i qc,i(qo; — 1)
< ’ < —_—
< ¥ (1) < et
1€T i€
. —1).
1€L

To simplify notations, define a constant

CON := ugp + (N_;)QC (19)
It then holds
Ay= ) Pr[Collg] < (PT[DEi,wer(ro,F,R",R) phasel, 0] x T;SJ\()
ide ([u]\U) Q€T id
< ‘CROjT o0

Bounding A;. For any “key leaked” index id € U, the key Ajq in A is sampled from Riy(Qr) C
Rid, which varies with id. For j = 1,2, we follow the ideas of Egs. (17) and (18) to bound
|BadK;(Q,id)| (instead of the sum Y 4oy, |BadK;(Q,id)|):

|BadK1(Q,id)| < > |Qsrolil]

(w7i7b72):(idawvivbvz)eQF

< >y > |Qsroli]| < pgp,
1€{0,1}" (id,w,i,b,z)EQR
<u
|BadK2(Q,id)| < > 1

(id’w’i7b7z)’(id/ 7w/7i7bl7'z/)€ QF

< Z (q;ﬂ) < (M;)QC

i€T
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Therefore, |BadK;(Q,id)| + |BadK2(Q,id)| < CON for the constant defined in Eq. (19). Injecting
this into Eq. (15) yields

0 ase BadK;(Q,id
PI‘[CO”id] S Z <Pr[Dzinter(r0,F,R ,R) phasel Q] % | a 1(Q ! )|>
QeT Ria(QL)|
CON
< (Pr[(ro,F,R) - Q] x ) . (21)
Qze;f Ria(QL)]
Sid
An upper bound for Sig has been given in [GWYY25, Eq. (20)]:
max ]' N
g < Wamaa * DEON. 22)
C
By this and by |[U/| < M (as per our assumption), we have
(¢Lmaz + 1)CON _ M(qrmaz + 1)CON
Ay = dz Pr[Collig] < .Z N < . . (23)
ideld idelU
Summary. Gathering Egs. (16), (20) and (23) yields
Pryo.F rRe R |[Coll occurs in Dzi“ter(m’F’Ro’R)] < A+ A
< CON + M(QL,maz —+ I)CON
- C C
(M + 1)(QL,max + 1) (:u - 1) “qc
< L (pap + =), 24)

C.5 Indistinguishability of ., and X4

. . h
Given a tuple of ideal world randomness (ro,F,R), we use Dia(ro,FR) Phasel, Q1 to denote
the event that D obtains the key leaking query transcript Oy in phase 1 of the ideal execution
0 h
DEia(ro.F.R) Similarly, DEinter (ro,F R R) % Q1 denotes the event that D obtains Qf in phase
1 of the intermediate world execution D> inter(ro.F.-R%R) Note that:

o h
(i) First, whether D¥nter(ro.F.R.R) phasel, Qy, occurs is determined by ro,F and the first key
vector A°. Therefore, this event “links” the intermediate world randomness (ro, F, A°) and
the ideal world randomness ro, F, R;

(ii) Second, by the design of Yiyter , a random tuple (ro, F,R°, R) € Fxyy x KWC x ﬁ X ﬁ is
a “valid” Yinter tuple (that can actually be sampled by some intermediate world execution)
only if A € R(Qp).

Consider two executions D>inter(r0.FRER) g DUia(ro.F.R) guch that (ro, F, A°) is “linked” to
ro,F R via some Q. We then prove that they generate the same adversarial transcripts of queries
and responses.

Lemma 2. Fiz D in arbitrary. Consider a tuple of random variables (ro,F,R) such that

Dzid (PO,F,R) —>phasel QL .

o hasel . . . .
If A° € ﬁ fulfills D¥inter(ro.F.R®.R) e, 9 (i.e., the two executions yield the same key leaking
query transcript Qr, at the end of phase 1), then D obtains the same transcript of queries and
answers in D¥nterFO.FRER) qp g DRia(ro.FR) o gives the same output.
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(ro.F.R®R) 4nq pZia(ro.F.R) ipy parallel. By design

Proof. Imagine running the two executions D>inter
of the two executions, the key vectors revealed to D at the end of phase 1 are the same R. Except
for this action, both the ideal world and the intermediate world executions are driven by adversarial
queries. Therefore, we prove the claim via an induction on the sequence of queries of D.

Assume that the sequence of queries and answers of D (which is empty at the beginning) is the
same up to some point in the executions D¥interrO.F.ROR) o1 DEia(ro.F.R) and consider the next

query. Since D is deterministic, it issues the same query as the next. We distinguish four cases.

o Case 1: D’s next query is to mLa (id, P). Then, since Dinter (r0,F.R%R) 41 DFia(ro.F.R) yield
the same transcript Qp, the obtained responses are identical.

o Case 2: D’s next query is to Oa(id, w,7,b). In both D¥nter(ro.F.ROR) 5 q DYia(ro.F.R) thig g
replied by the same random function F. D thus obtains the same response.

o Case 3: D’s next query is to Op(z). In both D¥nter(ro.F,R%R) 5 q Dia(ro.FR) this is replied
by the simulator Spp. We further distinguish two subcases.

— Subcase 3.1: the query O;(x) occurs in phase 1. Then, by the design of Sgo, in both
D¥inter (r0,F,R%R) 51 q DZia(ro.F.R) it simply relays the answer 3 < ro(z). D thus obtains
the same response.

— Subcase 3.2: the query O;(x) occurs in phase 2. Then, by the design of Sgo, in both
Dinter(ro.F.R%R) o1y PEia(ro.FR) the response depends on four variables: Qp, A, ro
and F. In phase 2 of the two executions, these variables are the same. Therefore, D
obtains the same response as well.

Therefore, in any case, D obtains the same response in Dinter(r0,F.R%R) 51 pTia(ro.F.R),

In any case, the next answers are the same in the two executions. This means D gains the same
transcript of queries and answers in D¥inter(r0.F.-R%R) 5 q pRia(ro.F.R) Gince D is deterministic, its
output is determined by this transcript, and is thus the same in the two executions. ]

Lemma 3. The ideal and the intermediate worlds are perfectly indistinguishable: for any (qc, qp,
M, q1.maz, 1t)-bounded S-mTCCRL distinguisher D, it holds

‘Prro,F,RO,R [DFintesrO.ERER) ] pp o p g [DFa(roFR) — 1}’ = 0.

Proof. Fix D in arbitrary. Let ©; be the set of random variables (ro, F, R) such that D>ia(ro.F:R)
outputs 1 if and only if (ro, F,R) € ©;. Further, assume Dia(ro.F:R) phasel,

. . o hasel . . . .
2, if D¥inter(ro,.F,.R®.R) e, Qr, then D obtains the same transcript of queries and answers in
DZinter(r0,F.R%R) 51 q pUiare.F.R) 554 gives the same output.

Then,

Qr. By Lemma

Prro,F,R [Dzid(rO,F,R) — 1}
= Z Prro* & Fyw, F* & KWC,
(ro,F,R)€O;
R* & R : (ro", F*,R") = (ro,F,R)]
B 1
[Fawl x [KWC| x [R|

(25)

ro,F,.R° R)

On the other hand, D outputs 1 in an intermediate execution D>inter( if and only if:
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(i) The randomness in use satisfies (ro,F,R) € ©;. Otherwise, D¥4ToFR) gutputs 0, and
DEinter (10, F.R%R) 1155 gutputs 0 for any valid A° by Lemma 2.

h o h
(ii) For D>ia(ro,F,R) phasel, Qy, it has D¥inter(ro.F,R.R) bhasel, Qr, (which means A° € ﬁ(QL))
Otherwise, (ro,F,R°,R) is not a valid intermediate world randomness tuple.
Such a randomness tuple (ro, F,R° R) appears in an intermediate world execution if and only if:

(i) The random functions sampled at the beginning equal ro and F, and
(ii) The key vector A° sampled (from ﬁ) at the beginning fulfills A° € H(Q L), and

(iii) The “dummy” key vector sampled (from ﬁ(QL)) at the end of phase 1 equals A.
Therefore,

Pryop o g [DVnter rOFROR) — 1]

— Z (Pr [ro* <& Fyw, F* & ONVC
(ro,F,R)€0;

(0", F*) = (ro, F)
« Pr [R* <i ﬁ(QL) ‘R* =R ‘ Dzid(PO,F7R) pha_sel) QL] (26)

. o hasel . hasel
X PI' I:Dzmter(rovF,R ’R) p N QL | Dzld(rO?F7R) —>p QL} >

=Pr [Rcﬁﬁ:Roeﬁ(QL)‘Dzid(ro,F,R) pha_sel>QL]

1 IR

el < iowel x [Rao)l - (R
_ 1 . (27)
Faowl x [l0C] x |R)
By Egs. (25) and (27), it then holds
Pl"ro,F,RO,R [Dzmter(ro,F,Ro,R) _ 1} — Prro,F,R ['DEid(m,F,R) _ 1]’
i.e., the ideal and the intermediate worlds are perfectly indistinguishable. O

C.6 Indistinguishability of ;.. and Y.

We use the randomness mapping argument [CHK 16, ABD*13] (we employ a formalism without
explicit map) to associate real world executions to good intermediate world executions to prove
their indistinguishability. For this, we first define good intermediate world executions and exhibit
useful properties. We then define the association and complete the proof.

C.6.1 Good intermediate world executions and properties.

Fix a distinguisher D in arbitrary. We say that a tuple of random variables (ro, F,R° R) is bad,
if Coll occurs in the execution of D¥inter(r0.F.-R%R) — Otherwise, it is good. Executions using good
(ro,F,R°, R) are good intermediate world executions.

We say that a distinguisher completes all chains, if, at the end of the execution, it emulates a
call to O1(fin(w ® Ajg,1)) for every record (id, w, i,b, z) € Qgr (i.e., every F-query occurred during

45



this execution). Clearly, for any “raw” distinguisher D we can construct a corresponding D that
completes all chains.

We use DSimter(ro.F,R.R) end, (Qr, Qsro, AT) to denote the event that: (i) the vector revealed
at the end of phase 1 of D¥inter(0.FR%R) oqyals AT and (ii) the sets standing at the end of
DEinter (0, F.R%R) oqyal Qp and Qgpro. Note that it necessarily holds AT = A: however, keeping
AT in the outputs brings in conceptual simplifications. Also note that this slightly deviates from

the notation pha—SE}l> in Sect. C.5.
Consider an intermediate world tuple (ro, F,R°,R), A = (Ay,...,A,), such that

7Ein er 7F7R07R d
P inter(ro ) end, (Qr, Qsro, Al).

A record (z,y) € Qsro such that there exists (id, w,i,b,z) € Qp with fin(w @ Ayg,1) = x is called
chained. Otherwise, (z,y) € Qgro is unchained. Below we prove a consistency property on
chained records.

Lemma 4. Consider any good random tuple (ro,F,R°,R), A = (Ay,...,Ay), and assume
7211} er ,F,RO,R d
priner(ro ) (Qp, Qsro, Al).

It then holds:

(i) For every (id,w,i,b,z) € Qp, there erists a unique chained record (z,y) € Qgro with
fin(w ® Ajg,i) =z and y =2 Db - Ajg.

(i) For every chained record (x,y) in Qsgro, there exists a unique record (id,w,i,b,z) € Qp
such that fin(w @ Ajg,i) =z and y @b - Ajg = z.

(7ii) The number of chained records in Qsro equals the number of F-query records in Qp.

Proof. We first prove claim (i). By the definition of Ziyter , (id, w, i, b, 2) € Qp implies that D made
a query to F(id,w,4,b) in phase 1 of primer(roFRER) i e (ro,F,R°, R) is good, at the end of
phase 1 there is no record of the form (fin(w ® A, %), *) in Qgro. Since D completes all chains, in
phase 2 it will query O;(z) with = fi,(w® Ayq,?) at some point. By the design of Sgp, it will then
detect the record (id,w,i,b,2) € Qgp with v = fi;l(i,.%'), 4 = v @z and GlobalKa (id, Aly) =1
(therefore, Al; = Aig). Spo will then add the chained record (fin(w® Aig,7), 2@ b Aig) to Qsro-
In addition, this record is clearly unique due to the bijectivity of fi,.

We then prove claim (ii). By the definition of chained records, there exists (id, w,,b,2) € Qp
with fin(w @ Ayg,7) = . It remains to prove its uniqueness and consistency (i.e., z =y B b- Ayq).

Regarding its uniqueness, assume otherwise, i.e., there exist two records

(id,w, 4, b, 2), (id,w',i', b, 2') € QF,

such that x = fin(w ® Aig,7) = fin(w' & Ayyr,47'). Since F-query can only be made in phase 1 of
ﬁzi“ter(m’F’Ro’R), this means the subevent (ii) of Coll occurred in pimer(ro.FRYR)
the condition that (ro,F,R° R) is good.

With the existence of (id, w,i,b,z) € Qp with fin(w ® Aj4,7) = x, the proof of z =y @b - Ay
(i.e., consistency) follows the same line as the above proof for claim (i).

Finally, claims (i) and (ii) show a one-to-one correspondence between chained records and

records in Q and prove claim (iii). O

and contradicts
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C.6.2 Associating real world executions via randomness.

Given a good tuple (ro,F,R° R) such that pinter(ro.F.RER) - end, S (Qr, Qsro, A1) and another

random oracle RO € Fx ), we write RO - Qgro, if RO(z) = y for all (z,y) € Qsro. The real

pe(ROA) with RO F Qgro and the vector A is then expected to proceed the
(ro,F,R°,R)

world execution D

same as the intermediate world execution D" . This is formally proven as follows.

Lemma 5. Fiz D in arbitrary. Let (ro,F,R°,R) be a good random tuple with respect to D, such

that DZinter(ro,F,R,R) end, 2 (QrF, Qsro, AT). Then, for any random oracle RO with RO F Qsro,

(ro,F,R°,R) =Yre(RO,A)

D obtains the same transcript of queries and answers in Dinter and D , and

gives the same output.

(ro,F,R° R) =Yre(RO,A)

Proof. Imagine running the two executions pinter and D in parallel. Similarly
to Lemma 4, we prove the claim via an induction on the sequence of queries of D. Assume
that the sequences of queries and answers of D are the same up to some point in the executions
fzi“t”(m’F’Ro’R) nd DZTE(RO A), and consider the next query. Since D is deterministic, it issues

the same query as the next. We distinguish four cases.

o Case 1: D’s next query is to mLa (id, P). Then, since the query is answered according to the

(roFR°R) 1 55re(RO,A)

. . A~Yint . .
same vector A, the responses obtained in D™ are identical.

o Case 2: D’s next query is to Oy(id, w,i,b). By the definition of Miyer , in Dimter(ro.F.RTR)

the query necessarily occurs in phase 1, and it was replied by z < F(id, w,4,b). This means
(id, w,1,b, 2) € Qgro for the set Qgro yielded by D¥inter(ro.F.R%R) By Temma 4 claim (i),
there exists (z,y) € Qsro with z = fin(w ® Ajg,i) and y = 2 B b - Ayq.

Then, in the real world execution ﬁzm(RO,A)7 the query Os(id,w,,b) is replied by 2’ +

RO(f,n(w ® Aig, 7)) @b Ajg. Since RO F Qgpro, the answer 2’ equals the aforementioned

i ro,F R° R
response z in D imter ),

o Case 3: D’s next query is to O (x). Since we assumed pinter(ro.F.R%R) end, 2% (QrF, Qsro, A1),

there necessarily exists a corresponding record (z,y) in Qgsro, and y is the response in

priner(roFROR) -y 8 (ROA) , the response y’ + RO(z) is given by the random oracle
RO, and equals y due to the assumption RO+ Qsro.

In any case, the next answers are the same in the two executions. Therefore, D gains the same

transcript of queries and answers in primerroERER) 4 D ROA) Ginee D s deterministic, its
output is determined by this transcript, and is thus the same in the two executions. ]

C.6.3 Completing the indistinguishability proof.

As implied by Lemma 5, D’s output in the intermediate world is “characterized” by the final sets
Qr, Qsro and the revealed keys A: if two tuples (ro, F,R° R) and (ro’,F’,R°,R’) are such

that D mter(roFROR) - end, (Qr, Qsro, AT) and D Dinter (ro,F',R7,R) - end, (QF,QSRO,AT) then

D outputs the same in the executions prmteroERER) 4 Pintes (ro FLRTLRY) By this, let ©;
be the set of triples (Qr, Qsro, AT) such that there ex1sts at least one good intermediate world

tuple (ro, F,R° R) such that: (i) pinter(ro.FR%R) end, 2% (QF, Qsro, AY), and (ii) D outputs 1 in
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72 1-07F7RO,R :
Pointer( ). Then, it can be seen

PI'r07F,Ro7R mEimer(ro,F,R R) —1A (I‘O, F,];{o7 R) is good]

Sinter ro,F,RO,R cnd
= > Preo ¥ roR[D ( ", (Qp, Qsio. Ah)]. (28)
(Qr,Qsro,AT)€O,;

On the other hand, fix a triple (Qp, Qsro, AT) in arbitrary. Then, Lemma 5 implies that if

two random oracle RO and RO’ are such that RO - Qgrpo and RO’ - Qgro, then D outputs the

—%..(RO,AT) and (RO’ AT

same in D . Therefore,

Prro,a [5Em(RO’A) =1]

< Z PI“R()’A [RO F Qsro NA = Aw . (29)
(Qr,Qsro,AT)EOL

Lemma 6. Fiz any (qc, qp, M, 41 maz, t)-bounded S-mTCCRL distinguisher D, and consider the
corresponding D that completes all chains. Then, for any

(Qsro, Qr, Al) € O,
it holds
PI“R()’A [RO F OQOsro NA = AT]

7Zin er 7F7R07R d
Prrorror[D ™ (ro ) end, — (Qr, Qsro, Al)]

=1.

Proof. Denote by a and 8 the number of unchained and chained records in Qgro respectively.
Then, |Qsro| = a+ B, |Qr| = f by Lemma 4 claim (iii), and it holds

1 1
W7 Tl [Rial

PrRo’A [RO F OQsro N A = AT] = (30)

Fix now any triple (Qr, Qsro, A) € ©;. One can check that for any tuple (ro, F,R°,R),

pimer(ro.FRER) end, 2% (Qr, Qsro, AT) if and only if: (i) the vector sampled and revealed at the
end of phase 1 equals A (i.e., A = AT), and (i) F(id, w, i,b) = z for all (id,w,i,b, z) € Qp, which
is denoted F F Q (the number of which is 3); (iii) ro(z) = y for all unchained (z,y) € Qsro (the
number of which is «). Conditions (ii) and (iii) indicate that the randomness gained by Sro and
D from F and ro is consistent with the “non-redundant” records in Qr and Qgro.

It thus follows that

inter (ro,F,R° R, end
PrroF R R r ( ) =% (Qr, Qsro, A1)]

= PrroFReR [ro(a:) = y for all unchained (z,y) € Qsro AFF Qr ANA = A°]
1 1 1

= X X =z . 31
Wi = WP T, 1R By
Gathering Egs. (30) and (31) yields
PTRO,A [RO F QOsro N A = AT] 1
7Ein er 7F7R07R ’
PrroFpror|[D ™ (ro ) end, — (QF, Qsro, Al)]
This completes the proof. ]
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Lemma 7. For any (qc,qp, M, 41 max, it)-bounded S-mTCCRL distinguisher D, it holds
‘PI"RO,A [DZe(ROA) — 1] — Pryg p ro g [D¥iner FOFROR) — 1]‘

< (M+ 1)((165,max+ 1) . (NQP+ (M;) 'QC)'

Proof. Gathering Egs. (24), (28) and (29) and Lemma 6 yields

[DEre (RO,A) — 1]

. o
Dinter (ro,F R°R) _ 1]‘

Prro,a — Prrop,RoR |

< |Prro.a [P0 = 1] — Pryppen[D T < 1]’
< Pryoprer[D TR Z 1 A (ro, F,R°, R) is bad]
N 2t

Sinter (ro,F,R°R)
- Prro,F,RO,R I:@

< Prior.ror[(ro,F,R° R) is bad]

=1A(ro,F,R°,R) is good]‘

+

> Prro,a RO Qsro A A = A'] (Eq. (29))
(Qsro,QrF,AT)€0;
—Sinter (ro,F,R°,R) end

- > Pr[D™ — (QF7Q5R07AT)]‘ (Eq. (28))
(QSR()ygF-,AT)G@l
< (M + 1)(QL,ma;c + 1) M)
< C 5
as claimed. -

. (qu + (Eq. (24) and Lemma 6),

This establishes the indistinguishability of ¥iuter and ¥, and completes the proof of Theorem

D Proof of Theorem 1 (S-mTCCRL Security of GH|[fi,, g, fout]¥ )

Recall that GH[fin, g, fout|F(z,i) = fout<aj,i,E(+,g(i),fin(w,i))). To prove Theorem 1, we first
describe the simulator in Sect. D.1. We then sketch our proof ideas in Sect. D.2. Our main proof
is in Sect. D.3—Sect. D.6, and we refer to Sect. D.2 for a detailed roadmap.

D.1 Constructing the simulator
D.1.1 Explicit randomness.

To handily describe lazy sampling during simulation, we follow [CHK ™16, ABD*13, CS15] and make
the randomness used by S explicit through an ideal cipher ic : {+, —} x{0,1}"x{0,1}" — {0,1}".
Namely, S¢ queries ic to have random values rather than straightforwardly sampling. We denote by
8§|°baIKA’1° the simulator that queries (GlobalKa,ic) to emulate. (As argued in [ABD*13], explicit
randomness is an equivalent formalism of lazying sampling.)

D.1.2 Variables of the simulator.

S¢ maintains a list Qg to keep track of already encountered cipher queries. The list Qg is
initialized to empty. As the execution proceeds, Sg adds new records of the form (k,z,y) to Qsg,
which means Sg has answered O;(+, k, z) with y or O1(—, k,y) with x.
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To ensure that Qgp is always consistent with a blockcipher, Sg preforms checking before adding
every triple to Qgr. When the to-be-added triple breaks such consistency, Sg aborts. In such cases,
we assume that the distinguisher D is consequently notified, and that D can then return its own
output bit. Such abortions enables distinguishing (since the real world experiment never aborts),
and a crucial step of our proof will be to bound the probability of abortion.

Besides Qgg, Sg maintains another list Qgr to keep the F-query records it received via the
procedure PhaseSwitch(QF).

D.1.3 Simulating strategy.

The simulator provides an interface O7 : {+,—} x {0,1}" x {0,1}" — {0,1}" that mimics E €
Eo,137 {013 and is consistent with F when necessary. Upon D querying O1(6, k,v), Sro first
checks if its answer v’ has been defined (i.e., (k,v,v") € Qgp when § = +, and (k,v',v) € Qsg
when § = —), and returns ¢ if it is the case.

Otherwise, the (newly simulated) answer may have to be consistent with some previously ap-
peared F-query record (id,w,,b,z) € Qgp. It depends on 6:

o When § = +, S¢ seeks for (id, w,i,b, z) € Qgr with g(i) = k and v = fin(w ® Aig,4) (checked
by querying GlobalKa (id, f;-'(i,v) @ w) =" 1). Once such a record (id,w,4,b,2) € QgF is
found, Sg adds a record (k,v,v’) to Qgp that is consistent with (id,w,i,b,z). Otherwise,
O1(+, k,v) can be defined “freely”: S acquires the answer v/ < ic(+, k,v) from the ideal
cipher and adds (k,v,v’) to Qgg.

o When 6 = —, Sg seeks for (id, w,i,b, z) € Qgp with g(i) = k and four (WD Ay, 4, v)Db-Ayg = 2z
(checked by querying GlobalKa (id, kdy(w, i,b,y, 2)) =" 1—the key extracting function kd,
helps). Once such a record (id,w,4,b,2) € Qg is found, S¢ adds a record (k,v',v) to Qsg
that is consistent with (id, w, 4, b, z). Otherwise, S¢ acquires the answer v’ + ic(—, k,v) from
the ideal cipher and adds (k,v,v) to Qgg.

In any case, S¢ finally replies D with the newly defined answer v’.
Finally, the procedure PhaseSwitch(QFp), once called, copies the records from Qp to its own list

9sF.

D.1.4 Pseudocode description.

We now provide pseudocode to formally describe the simulator SgIObaIKA’iC as explained above.

1: Simulator SgIObalKA"C

2: Lists Qg and Qgp, initialized to empty

3: public procedure O (4, k, v)
4: if § = + then // forward blockcipher query

5. T4 // Rename to improve clarity.

6: if (k,x,y) € Qsp for some y € {0,1}" then // O1(+,k,x) has been defined
7 return y

8 end if

9:  // O1(+,k,x) is new and has to be defined

10:  for all (id, s, w, b, z) € Qgp such that g(i) = k do
// Since Qgp is initially empty, in phase 1 S¢ will skip this for loop and simply respond O (+, k, x)
with y < ic(+, k, ).

11: Ay« fillz)@w // A candidate for the id-th key

12: br < GlobalKa (id, Al))
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13: if bgp = true then

14: Y fout (W@ Al i, 2@ b- AlY)

15: if (k,2',y) € Qgp for some 2’ € {0,1}" then
16: abort

17: end if

18: Add (k,z,y) to Qsk

19: return y

20: end if

21:  end for

22:  y < ic(+,k, x)

23:  if (k,2',y) € Qgp for some 2’ € {0,1}" then
24: abort

25:  end if

26:  Add (k,x,y) to Qsg

27:  returny

28: else // 6 = —, backward blockcipher query
29:  y<+ v // Rename to improve clarity.

30: if (k,z,y) € Qgp for some z € {0,1}" then

31: return z

32: end if

33: /) O1(—,k,y) is new

34:  for all (id,4,w,b, z) € Qgp such that g(i) = k do
// Since Qg is initially empty, in phase 1 Sg will skip this for loop and simply respond O;(—, k, y) with
x + ic(—,k,y).

35: Al kdy(w,i,b,y, 2)

36: br < GlobalKa (id, Af})

37: if bgp = true then

38: x 4 fin(w ® Al,17)

39: if (k,z,y') € Qsg for some y' € {0,1}" then
40: abort

41: end if

42: Add (k,z,y) to Qsk

43: return =

44: end if

45:  end for

46:  x <+ ic(—,k,y)

47.  if (k,z,y') € Qsg for some ¢y’ € {0,1}" then
48: abort

49: end if

50:  Add (k,z,y) to Qgsg

51: return z

52: end if

53: public procedure PhaseSwitch(Qr)
54: Qgr < QF
D.1.5 Complexity of the simulator.

The following lemma shows that the simulator runs in time polynomial in the number of queries it
receives.

Lemma 8. For any (qc,qpr, M, 41 max, it)-bounded S-mTCCRL distinguisher D, the simulator

S(G;IObalKA’ic makes at most qp queries to its randomness ic and at most uqp queries to GlobalKa .
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Proof. The claim on simulator queries to ic is clear from the design of Sg'c’balKA’ic. Regarding the

other claim, consider any query O1(0, k,v) made by D. By our assumption regarding the parameter
w and the injectivity of g, the number of records (id,,w,b, z) € Qg with g(i) = k is at most p.
For each of such records, Sg makes at most 1 query to GlobalKa. Thus the claim. O

D.2 Proof idea

In all the following, we consider some fixed distinguisher D, and assume that it is deterministic (this

is wlog since we consider computationally unbounded distinguishers). To simplify notations and

make randomness explicit, we will denote D¥id(i€FR) the jdeal world execution (which, according
: S-mTCCRL : b

to Fig. 1, should have been EXpGH[fm,g,fout}Eﬁ,P,u,D,Sg,l) in which:

(i) The simulator S¢ uses ic € £(g 11~ 10,13~ as its explicit randomness, and
(ii) The random function oracle is F € KWC, and
(iii) The key vector sampled at the beginning equals A = (R, ..., R,) € 7.

It is easy to see the tuple of random variables (ic, F, R) has captured all the randomness of the ideal
world execution. Similarly, denote D>re(B:A) the real world execution (i.e., ExpSmTCCRL

in Fig. 1) in which the ideal cipher is E € &g 1y~ 101}~ and the key vector in use equals A =
(Ri, ..., Ry).
In ideal world executions, the distinguisher D may observe two types of inconsistencies:

(i) First, Sg may abort.

(ii) Second, (even if S does not abort) when the keys A = (Ry, ..., R,,) are revealed at the end
of phase 1, there exist two query records (id,w,i,b,z) € Qg and (z,y) € Qgro such that
x = fin(w ® Aig,1) or z = four(w ® Ayg,7,y) ®b- Ajq. In this case, Spo won'’t (re)define
O1(+, k,x) or O1(—,k,y) to ensure consistency with (id,w,i,b,z) € Qgr upon subsequent
adversarial queries, and such two records (once existed) enable distinguishing.

As long as neither of the above two cases occurs, the simulated queries and answers in Qgg are
expected to be an ideal cipher consistent with F. Therefore, we will first establish an upper bound
on the probability of the two cases. The typical approach (e.g., see [CHK'16, ABD"13]) would be
to identify some bad events in the ideal world executions, such that Sg does not abort as long as
these events do not occur. However, as mentioned in Sect. 2.3 and Sect. 5.2, we take an “opposite”
approach and define a closely related event Chain in the real world executions in Sect. D.3. We
then relate the occurrence of Chain to breaking the mTCCRL security of GH|fin, 9, fout]¥, and this
bounds Pr[Chain occurs in D¥re(B:A)],

Then, in Sect. D.4, we employ the randomness mapping argument (developed in [CHKT16,
ABD™13]) to associate some ideal world executions to the “good” real world executions in which
Chain does not occur. We then show that in these associated ideal world executions, the simulator
does not abort and could give consistent outputs. Finally, in Sect. D.5 we prove that “good” real
world executions and associated ideal world executions occur with sufficiently close probabilities,
and this completes the indistinguishability proof.
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D.3 Event Chain in real world executions
D.3.1 Motivations.

While we define and analyze bad events in real world executions, it might ease understanding
by beginning the discussion with the ideal world. To this end, let Qp = {(k1,z1,v1),...} and
Qp = {(idy,w1,1,b1,21),...} be the transcripts of queries and answers of D—as defined in Sect.
3.1. Intuitively, in an ideal world execution D¥a(¢F:R) “the simulator S does not abort as long
as none of the following events occur:

B- 1) At the end of phase 1 of D¥ia(i€.F.R) ‘there exists a record (id,w, ,b, z) € Qp such that
gt fln Aig © w, Z) )GQE

(

(g(i

(B- 2) At the end of phase 1 of D¥a(€.F.R) ‘there exists a record (id,w, i,b, z) € Qp such that
(9(i), %, fout(Aia ® w,i,2 D b- Aig)) € Qp.
(B
(id
(
(

-3) At the end of phase 1 of DZi(ieFR) there exist distinet records (id,w,,b, z) and
id,w',i',b,2") € Qp such that g(i) = g(¢') and fin(Aig ®w, 1) = fin(Ajg ® W', 7).

B-4) At the end of phase 1 of DZia(ieFR) there exist distinct records (id, w,,b, z) and
id',w',i',b,2") € Qp such that g(i) = (/) and fob(Aig ® w,i,2 ®b - Aig) = fou(Aiy @
w' iz @b’ Ayr).

For example, if (B-1) occurs and D then queries O;(—, ¢(4), fin(Aid ® w, 1)) for (id,w,i,b,2) € O,
then S has to reply according to the record (g(4), fin(Aig ® w,4),y) already in Qp, and Sg may
be unable to ensure consistency four(w @ Aig,4,y) B b- Ay = 2.

Instead of analyzing the four events in the ideal world, we now switch to the real world. It is
casy to see that in a real world execution D¥re(EA)

o (B-1) occurs if and only if (B-2) occurs, and

o (B-3) occurs if and only if (B-4) occurs.
We thereby identify Chainl = (B-1) A(B-2) and Chain2 = (B-3) A (B-4) as the two crucial real world
events.
D.3.2 Definition.

Let Qp = {(k1,21,11),..-} and Qp = {(id1,wy,1,b1,21),...} be the transcripts of queries and
answers of D (see Sect. 3.1). Motivated by the above, we identify two bad events in a real world

execution DZre(E:A) a5 follows.

o Chainl: At the end of phase 1 of D¥(EA) there exist (id,w,%,b,z) € Qp and (k,z,y) € Qp
such that g(i) = k, fin(Aig @ w,i) = and fogt(Aig @ w,i,2 B b- Ag) = y;

o Chain2: At the end of phase 1 of D¥r(E:A) there exist distinct records (id, w,,b, z) and
(id',w', i, 0, 2') € Qp such that g(i) = g(7'), fin(Aig @ w,7) = fin(Aigy ®w', i) and fout (Aig @
w7i7 2®b- Aid) = fOTJ%(Aid/ D w,’ 7:/7 Z @ v - Aid')‘

Define Chain := Chain1V Chain2. It can be proven that if D can trigger the event Chain in D>re(E:A)
then for any constant 7" > 0 we can construct a (qc, gp + T, M, g1, maa, 1t)-bounded distinguisher B
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breaking the mTCCRL security of GH|fin, g, fout]T. Formally,

Prg,a [Chain occurs in DE’E(E’A)]
2u(qp +qc) | 2
< mTCCRL z
2AdVGH[f.n 9 fou] a > u(B) + on + T (32)

For clearness, the proof is deferred to Sect. D.6.

D.3.3 Good real world executions and properties.

We say that a tuple of random variables (E, A) is bad, if Chain occurs in the execution of DEre(BA)

It thus holds
Prea[(E,A) is bad] < Prg a[Chain occurs in D¥re(BA)], (33)

We say that a distinguisher completes all chains, if, at the end of the execution, it emulates a
call to O1(+, g(7), fin(w ® Aig, 1)) for every the F-query records (id,w,,b, z) € Qgr made during
the execution. Clearly, for any “raw” distinguisher D we can construct a corresponding D that
completes all chains.

Fix a distinguisher D in arbitrary, and consider the corresponding D that completes all chains.
By our security definition (see Fig. 1), the triple (or transcript) (Qg, QF, A) summarizes all infor-
mation gained by D during an execution (regardless of real or ideal), where Qp = {(k1,z1,31),...}
and Qp = {(idy, wy,41,b1,21), ...} are as defined in Sect. 4, and A = (Ry, ..., R,) is the key revealed
in the execution.

Let © be the set of all good transcripts (Qp, Qp, A), i.e., that can be obtained by D in real

. —Y e (E,A
world executions D (B4)

PO (®A)
execution D
Since D is deterministic if two random pairs (E,A) and (E’, A’) yield the same transcript
poeEA) (Qp, QF,A) and prre(ELAD — (QE, QF,A), then D gives the same output in the
two executions: because the output of D is fully determined by its query transcript (Qp, QF, A).
With this in mind, let ©; C © be the set of transcripts (Qp, Qr, A) such that DoreBA) outputs

1 for some random pair (E, A) such that DeEA) — (QEg, Qr, A) € O;. By the above, it holds

using good random pairs (E, A). For any (Qg, Qp, A) € O, denote by

— (Qg, QF, A) the event that D obtains the transcripts (Qp, Qr, A) at the end of the
e (B.A)

Sre(B,A)

= 1] = Z PI“E’A [62rC(E7A) — (QEa or, A)] . (34)
(QE,Qr,A)E0;

Prga[D

Consider a good transcript (Qp, QF, A) € ©, where A = (R, ..., Ry). A record (k,z,y) € Qp
such that there exists (id, w,,b,2) € Qp with g(i) = k and fin(w & Aiq,7) = = is called chained.
Otherwise, (k,z,y) € Qp is unchained. In the former case, it always holds fout(w @ Aiq,,y) B b-
Ajq = z (since it is a real world transcript). Note that if (Qg, QF, A) € O, then the event Chain
does not occur in phase 1 of the corresponding real world executions, and chained records in Qg
are necessarily generated in phase 2. Below we prove one more useful property: the number of
chained records in Qp equals |Qp|. For this, let

{ s (kyz,y) EQE}
7 li] {ld w, bz ) : (id,w,i,b,2) € Qp}. (35)

o4



Lemma 9. Fiz D in arbitrary. Let (Qp, Qr,A) € © for the good transcript set © with respect to
D. Then, for all i € I, the number of chained records in Qglg(i)] equals |Qrli]|, the number of
F-query records with tweak i in Q.

Proof. Let (E, A) be an arbitrary tuple such that pre®A) (Qr, Qr,A).

We first prove that for every (id, w, b, z) € Qpli], there exists a unique chained record

(g(z),w,y) € QE:

with fin(w @ Aig,1) = z and four(w © Aig,i,9) © b - Aig = 2. Since D completes all chains, in the
real world execution D" it will query E(+, (%), fin(w @ Ai4,1)) at some point, after which
the chained record (g(i), fin(w @ Aig, 1), fout (W S Aig, 1,2 B b - Aig)) is in Qp.

We then prove that for every chained record (k,x,y) in Qp, there exists a unique i € Z
and a unique record (id,w,b,z) € Qp[i] such that g(i) = k, fin(w & Aig,7) = = and four(w &
A, 1,y) ®b- Aig = z. The existence of such records immediately follows from the definition
of chained records, and it remains to prove its uniqueness. The uniqueness of i with g(i) = k
is obvious by the injectivity of g. Regarding the record, assume otherwise, i.e., there exist two
records (id,w, b, z), (id’,w', V', ") € Qp[i] such that z = fin(w & Aig,i) = fin(w' & Ajy,i’) and
Y= for(w® Aig,i,2®b- Aig) = fouk(w' ® Aiyr, 7,2’ ®b- Ay). Since F-query can only be made
in phase 1 of 5Zre(E’A), this means the event Chain2 occurred in D) and contradicts the
condition (Qp, QF,A) € © ((Qp, Qr, A) is good). This completes the proof. O

D.4 Associating ideal world executions

Given a good transcript (Qp, Qr, A) € ©, A = (Ry, ..., R,), and two ideal world random primitives
ic and F, we write (ic,F) = (Qpg, Qp, A), if the following are fulfilled:

o F(id,w,i,b) = z for all records (id,w,i,b,z) € Qp;

e ic(+,k,z) =y for all unchained records (k,z,y) € Q.

id (iC,F,R)

In this vein, the ideal world execution D> is associated with the real world execution

DoreBA) — (Qp, Qr, A). Below we prove that in such associated executions, the simulator does

not abort, and D gives the same output.

Lemma 10. Fix D in arbitrary. Let (Qp, Qp, A) € O for the good transcript set © with respect to
re(E,A)

D. Then, for any (Qg, Qr, A) € ©, any random tuples (E, A) and (ic, F) such that D> —
(Qp, Qr,A) and (ic,F) = (Qp, Qp, A), the following hold:
) e simulator S never aborts during the execution D ic,F, an
(i) The simulator S borts during th jon D0OFR) - nd
(ii) D obtains the same transcript of queries and answers in 5Eid(ic’F’R) and 5Er°(E’A), and gives

the same output.

Proof. Imagine running the two executions ﬁzid(ic’F’R) and D ®A) iy parallel. The ideal world

execution is driven by adversarial queries. Therefore, we prove the claim via an induction on the
sequence of queries of D.
Assume that the sequence of queries and answers of D (which is empty at the beginning) is the

o . =iq(ic,F, = (E,A .
same up to some point in the executions D a(ieFR) and D ( ), and consider the next query.
Since D is deterministic, it issues the same query as the next. We distinguish four cases.
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o Case 1: D’s next query is to mLa (id, P). Then, since the query is answered according to the

id(ich’R) 7Ere(EaA)

same key vector A, the responses obtained in D and D are identical.

o Case 2: D’s next query is to Os(id, w,i,b). Since we assumed poeBA) (Qp, Qr, A),

there necessarily exists a corresponding record (id,w,i,b, z) in Qp, and the response is z in
the real world execution D> %) In the ideal world execution 5Eid(lc’F’R), this is replied by

2! + F(id,w,,b). It thus holds 2’ = z by the definition of the event (ic,F) = (Qg, O, A).

o Case 3: D’s next query is to O1(+,k,z). Let y be the obtained answer in the execution
poe®EA) Then, for pore®A) (Qp, Qp, A) it necessarily holds (k,z,y) € Qp.

In the ideal world execution fzid(ic’F’R), the query y' < O1(+,k,x) is answered by the

simulator Sg. We further distinguish sub-cases as follows.

— Sub-case 3.1: the query Oq(+,k,z) occurs in phase 1. Then, in ﬁzrc(E’A), the record

(k,z,y) is added to Qp in phase 1. Since (Qp, Qp, A) € O is generated by good real
world executions, the event Chain does not occur in prreEA) By this, at the end of

phase 1 of @Ere(E’A), the record (k,z,y) € Qp is unchained. Since Qp is not expanded
e (E,A)
It

in phase 2, the record (k,z,y) € Qg is kept unchained till the end of D
thus holds ic(+, k, ) = y by the definition of (ic, F) = (Qg, QF, A).

id(iczF7R)

Then, by the design of Sg, the response 3’ in D> is simply download from

y' + ic(+, k,z). It thus equals real world response y.

— Sub-case 3.2: the query O1(+, k, ) occurs in phase 2, and there exists (id, w,i,b,2) € Qp
such that g(i) = k and Aig = f,- (i, z) ©w (in fzre(E’A))
yhas y = fot(w® Aig,i,2 Db - Ag).

By the induction assumption, the previously appeared Os queries and answers are the
same in

. Clearly, the real world answer

prialeFR) o 7S (BA)
. . . . =xia(ic,F,R) . . 1y

There thus exists (id, w, i, b, z) € Qp in D with g(i) = k and Ay = f;," (4, 2) Pw
as well. Then, by querying GlobalKa, S¢ will detect (id, w,i,b,2) € Qgp at line 13 and
set y < fort(w ® A, i, 2@ b- Aig) = y.

We argue that Sg will not abort at line 16, so that it replies D with 3/ = y. At this
point in @Eid(ic’RR), the set Qg of the simulator has exactly the same records as the
blockcipher query transcript Q% collected by D. By the induction assumption, Q% is
exactly the same as the ideal cipher query transcript collected by D in the real world
execution D) Since PP 5 (Qp, Op, A), it holds Q3 C Qp. Since (k, z,y)
does not contradict the records in Qp, it does not contradict Q% as well. Therefore, Sg

will not abort and will reply D with ¢/ = y.

— Sub-case 3.3: the query O1(+, k, z) occurs in phase 2, and there does not exist

(id,w,i,b,2) € Qp,
with g(i) = kA Aig = fir'(i,2) @ w (in 5Ere(E’A)). Then, in D" the response is
y = E(+,k,x), and the record (k,z,y) will be in Qp. This record will be unchained
till the end of the execution.

(E,A)
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In a similar vein to Sub-case 3.2, in DraleER) 41 ore does not exist (id,w,i,b,2) € Qp

with g(i) = k A Aig = fi; (i, 2) ® w either. Then, by our design, Sg will detect this fact
by querying GlobalKa, and will download the response 3/ < ic(+, k, x) at line 22.
Since the aforementioned record (k,z,y) € Qp is unchained, it holds ic(+, k,z) = y by
(ic,F) = (Qg, Qr, A). Meanwhile, in a similar vein to Sub-case 3.2, S will not abort
at line 24. Therefore, Sg will reply D with 3/ = y.

Therefore, in any case, the ideal world response y’ is the same as the real world response .

o Case 4: D’s next query is to O1(—, k,y). The analysis and conclusion are similar to Case 3
by symmetry.
In any case, the next answers are the same in the two executions, and Sg does not abort. There-
. =%4(ic,F,R)
fore, S¢ never aborts in D
praleFR) g DEA) Gince D is deterministic, its output is determined by this transcript,
and is thus the same in the two executions. O

, and D gains the same transcript of queries and answers in

As a corollary of Lemma 10, it can be seen

Pric’F’R [5Eid(iC,F,R) — 1]

= > Pricrr[(ic,F) = (Qp, Qr, A°) AN A = A°]. (36)
(QE,QF,A°)€0;
D.5 Completing the indistinguishability proof

Lemma 11. Fiz any (qc,qp, M, q1,maz, it)-bounded S-mTCCRL distinguisher D, and consider the
corresponding D that completes all chains. Then, for any (Qg, Qr, A°) € O, it holds

Pricrr|[(ic,F) = (Qp, Qr, A) AN A = A°] - ulgp +qc)
PrE,A ere(E,A) = (QE, QF,AO)] - on

Proof. For each k € {0,1}", denote by aj and By the number of unchained and chained records
in Qplk| (see Eq. (35)) respectively. It is easy to see

Pricrr[(ic,F) = (Qp, Qr, A°) N A = AO]
1 1 ap—1

- [Tig=1 [Ridl . (2”)|QF| H H 2n —

ke{0,1}"

1 1
= X — -, (37)
[Tig=1 [Ridl keg}“ 20km ITi%o 1(2n — 1)

where the last equality follows by 3 cio1y+ Bk = |Qr| (Lemma 9).

On the other hand, it is easy to see the event Dore(EA)

event

— (Qp, Qr, A°) is equivalent with the

E(+,k,x) =y for all (k,z,y) € Qg AN A = A°.
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This principle is the basis of Patarin’s H-coefficient method, and we refer to, e.g., [CS14] for a
proof. This means

Pre a @ETE(E’A) — (QE, Qr, A%)]
= Prga[E(+,k,z) =y for all (k,z,y) € Qp A A = A°]

1 ap+pr—1 1
N S ) (38)
Hiqﬁ.i:l ‘Rid‘ /{IE{IOIJ}N 11;](:) 2m—1

Gathering Egs. (37) and (38) and using Zke{o,l}”(ak+ﬁk) < qp+qc (D makes at most gp +qc
queries to Op and Oz in total) and maxycgo13+{Bk} < p (which is implied by Lemma 9) yield
Pricrr[(ic,F) = (Qp, Qr, A°) N A = A°]
=2re(E,A)
Prg.a[D — (Qg, Qr, A°)]
H%-ﬁ-ﬁk—l@n — )

_ H 1=y i (39)
ke{0,1}"
ag + BrPr B + Br)
s TL (- (1o )
ke{0,1}" ke{0,1}"
k(o +
> (1_ MZke{o,l} (ou 5k))
2n
>1- M(QPQ: qc).
This completes the proof. ]

Lemma 12. For any (¢c,qp, M, q1 maz, 1t)-bounded S-mTCCRL distinguisher D and any constant
T >0, there exists a (qc,qp + T, M, g1, max, 1t)-bounded mTCCRL distinguisher B such that

3 + 2
n(gp Q(J)+7'

< 2Adv (B) + o T

GH[fimg,fout]E,ﬁ,P,u
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Proof. Gathering Egs. (32), (33), (34) and (36) and Lemma 11 yields
[Pri,a [D¥e(5:8) — 1] = Prie g [D¥ 407 R) — 1]
< Pr[(E, A) is bad]
EI‘(.3(E:5A) o 3
+ > Pr[D — (Qp, QF, A°)] (by Eq. (34))

(QE,Qr,A°)€0;

— > Pricrr[(ic,F) = (Qg, Qp, A°) A A = A°] (by Eq. (36))
(QE.Qr,A°)€0;

< Pr[(E,A) is bad] + >  P[D

(QE,QFr,A°)€0;
o (1 _ Pric,F,R [(iC,F) = (QE7 Qr, AO) NA = Ao] )

Yo (B, A
Prg.a[D ®8 (Qp, Qr, A°)]
2ulgr +40) | 2

on tr

Y (E,A)

— (Qp, Qr, A°)]

mTCCRL
< 2AdVGH[f o foE. ﬁpu(B) +

(by Eq. (33))

+ re (&4, o
L Mlartao) | S PreaD P 5 (Qp 0, A°)]

271
(QE,Qr,A°)€0;
(by Lemma 11)
3ulgp +qc) | 2
mTCCRL
S 28V g e R BT P
as claimed. n

This establishes the indistinguishability of ;4 and Y., and completes the proof of Theorem 1.

D.6 Proof of Eq. (32): bad events in simulation

Recall our goal: for any (¢c, qp, M, q1, maz, 1t)-bounded S-mTCCRL distinguisher D and any con-
stant 7' > 0, we can construct a (¢c, gp +T, M, q1, maz, t)-bounded mTCCRL distinguisher B, such
that

2u(gp +qc) | 2
Sre] < mTCCRL splgr T 9c) | <
Pr[Chain occurs in D] 2AdVGH[f.n,g B R P u(B) + o t7

D.6.1 First step: high-complexity mTCCRL distinguisher A.

We begin with constructing a mTCCRL distinguisher A with extremely high complexity. By
Definition 2, A¥O™mka has access to three oracles E,O and mLa, where A = (Ry,...,Ry,), O =

. E
mTCKiH[f ng:foul™ 1) the real world and O = F in the ideal world. Tt proceeds as follows.

1. Runs D till D outputs end (indicating the end of phase 1), replies D’s queries using its own
oracles E, O and mLa and collects the query transcript of D as lists Qp and Qp (D’s queries
to mLa are useless and not collected).

2. Initializes a set
Set {((id,w,i,b, 2), (id",w', i, b, 27), i*d,A?:j/) € Q% X Rig X Rig :
9(1) = g(i'), fin(Alg @ w, i) = fin(Aly © W', '),
and f;lt(A?a Dw,i,zBb-Afy) = fout(A|d/ ouw,i', 7 ob - Td/)}.
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The 4-tuples in Set might satisfy the definition of Chain2 (see Sect. D.3), which has to be
checked in turn.

3. Checks if Chainl is (possibly) fulfilled w.r.t. the records in Qp and Qp. Concretely, if
there exist (id,w,i,b,z) € Qp and (k,z,y) € Qg such that g(i) = k and figl(i,x) Sw =
kdy,(w,i,b,y, z), then outputs 1.

4. For each 4-tuple ((id, w,4,b, z), (id",w',i', V', 2"), AL, A;“d,) € Set, do:

o If (9(3), fin(Ay @ w, i), %) € Qp or (g(i), %, fout (A Bw,i, 2@ b-AY)) € Qp, discard this
4-tuple.

o Else, queries E(+, g(i), fin(Af @ w,4)) — y*. I y* = fout (A} @ w,i,2®b- Ay, then A
decides that Chain2 occurs and outputs 1.

5. If A did not output in the previous steps, then outputs b* < {0,1}.

Clearly, A is (¢c,qp + |Set|, M, q1, maz, 1t)-bounded, but |Set| depends on the underlying ran-

domness. Meanwhile, when O = mTCKGAH[ﬁ”’g’f“dE, the oracles provided to D are indeed those

presented in phase 1 of the real world experiment Expi‘ﬁE;C;?L]E BP0 When O = F,
inbgsJout] ™, /%, U, 00,

the oracles provided to D are (E,F,mLa). By the design of our simulator Sg (see Sect. D.1),
the responses of E have the same distribution as Sg in phase 1 of the ideal world experiment

S-mTCCRL : : :
Exp CHUn g foulE R PanD S Therefore, A correctly simulates the real and ideal world executions

in front of D.

Let Evel, resp. Eve2, be the event that A outputs 1 in step 3, resp. step 4, and let Eve :=
Evel V Eve2. By construction, when Eve occurs, A outputs 1; when Eve does not occur, the
probability that A outputs 1 is 1/2. Therefore,

r[A e 1 | O — mTCKGH[fin:gafout]E]

[Eve does not occur in Dz'e] + Pr[Eve occurs in Dz“ﬂ

X Pr

(1 — Pr[Eve occurs in Dzm]) + Pr[Eve occurs in D¥r]

% x Pr[Eve occurs in D], (40)
Pr[A=1]|0 =F]

= % x Pr[Eve does not occur in D>1] + Pr[Eve occurs in D]

1 1
=3 + 5% Pr[Eve occurs in D¥]. e

D.6.2 Probabilities of Eve.

Note that Chainl = Evel and Chain2 = Eve2, but the converse may not hold. Therefore,
Pr[Eve occurs in D>*] > Pr[Chain occurs in D>*]. (42)

Below we devote to prove

2u(qp + qc)

Pr[Eve occurs in Dzid] <
2n
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Probability of Evel. Consider any pair of records ((id,w,,b,z2),(k,z,y)) € Qp x Qp with
g(i) = k. The condition is equivalent with fi-'(i,z) @ w = kd,(w,i,b,y,2). We distinguish two
cases.

o Case 1: the query z < F(id,w,i,b) occurs later than the query E(+,k,z) or E(—,k,y).
Then, since hy;p, is bijective (Sect. 5.1), the number of z such that kdy(w,i,b,y,2) =
fil(i,z) ®w is at most 1. Since z is uniformly distributed in {0,1}", the probability to have
kdy(w,i,b,y,2) = figl(i,:v) @ w is at most 1/2".

o Case 2: the record (k,z,y) is produced by a forward ideal cipher query, and the query

y < E(+, k,z) occurs later than the query z < F(id, w,7,b). Then, since hiu,i,b,z is bijective
(Sect. 5.1), the number of y with kd,(w,i,b,y,z) = fi,'(i,z) ® w is at most 1. Since y is
uniformly distributed in a set of size at least 2" —gp, the probability to have kdy(w,i,b,y, z) =

fil(i,z) @ w is at most 1/(2" — gp) < 2/2" (assuming ¢p < 27/2).

o Case 3: (k,z,y) is produced by a backward query = < E(—, k,y), which occurs later than the
query z < F(id, w,7,b). Then, since fi, is bijective, the number of x such that figl(z', T)Pw =
kdy(w,i,b,y, z) is exactly 1, and the probability to have kdy(w,1,b,y, z) = figl(i, x) dw is at
most 1/(2" — gp) < 2/2" (which resembles Case 2).

For each (k,z,y) € Qp, the number of (id,w,i,b,z) € Qp with g(i) = k is at most u. Therefore,
the number of such pairs is at most pgp. Taking a union bound yields Pr[Evel occurs in Dzid] <

2ugp /2.

Probability of Eve2. Consider any 4-tuple ((id, w,4,b, z), (id',w’, ', ¥, 2'), Ajy, Af,) with g(i) =
g(i') and fin(Aly @ w,i) = fin(Afy @ w',7’). Since z + F(id,w,i,b) and 2’ + F(id',w', 7, V) are
independent and uniform, the probability to have fout (A% @w,i, 2@ b-Ak) = f@{(ATd, dw,i, 2D
v - AY) is 1/2" by the bijectivity of fout (A, @ w,4,-) and foiu%(AiE’ ew', ).

Let k = g(i), 2 = fin(AL@w, i) and y = fout (AL @w, i, 20b-AY;). By our design, Eve2 then holds
w.r.t. this 4-tuple if and only if (g(i), fin (A @w, i), %) ¢ Qr and (g(i), %, fout (AL Bw, i, 28b-A%)) ¢
Qp and E(+, (i), fin(Af @ w,1)) = fout (A, @ w,i,2 @ b- A¥). Conditioned on that E gives rise
to the queries and answers in Qp, E(+,g(i),") is fixed at at most gp < 2"/2 entries.” By these,
E(+, g(7), fin(Afy®w, 1)) is uniformly distributed in a set of size at least 2 —gp > 2" /2. Therefore,
the probability to have E(+, g(i), fin(AY @ w,1)) = fout (A @ w,i, 2B b- A¥) is at most 2/2", and
the probability that Eve2 holds w.r.t. this 4-tuple is at most 2/22".

We next consider the number of such 4-tuples. First, the number of pairs of distinct records
((id,w,4,b,2), (id", w', 7,0, 2")) with g(i) = g(i) is at most pugc. For any such pairs, once Af is
fixed (the number of choices is at most [Rid|), z = fin(Ajy @ w,7) and further AY, = i) o’
are fixed. Therefore, the number of such 4-tuples is at most ugo|Riq| < 2"puge. Taking a union
bound yields Pr[Eve2 occurs in D¥id] < 27+l yq0/22" < 2uqc /2.

Gathering the two bounds yields Eq. (43).

We remark that if A proceeds into step 4, then Evel did not happen. This means if (g(4), fin(Af®
w,i),%) € Qg or (g(i),*, fort(Af ©w,i,2 B b- AY)) € Qp then A cannot equal the “right” key
Ajg, and Chain2 cannot occur w.r.t. the 4-tuple ((id,w,%,b, z), (id',w’, 7,0, 2’), Ay, A%,). This is
the reason for A discarding such 4-tuples.

“Here we used the idea of [LSS17] and the fact that the queries made in step 4 are fixed before that step.
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D.6.3 To mTCCRL attacker with bounded complexity.

Gathering Egs. (40), (41), (42) and (43) seems to yield bounds on A’s advantage on distin-
guishing the real and ideal worlds in the mTCCRL setting. One may consider relating this to

mTCCRL -
AdvGH[f;n,g,fout]Eﬁ,P,u('A)' But A makes gp +|Set| queries to E and |Set| may be too large. There-

fore, we need deeper discussions. We distinguish two cases.

Case 1: PrjA=1|0 = mTCKGAH[fi"’g’fM]E] <Pr[A=1|0=F|]. By Egs. (40) and (41), this

condition implies Pr[Eve occurs in D*e] < Pr[Eve occurs in D], and further

Pr[Chain occurs in D] < Pr[Eve occurs in D>] by Eq. (42)

< 2#((113:- qc)

< Pr[Eve occurs in Dzid] 5

by Eq. (43) . (44)

Case 2: PrjA=1|0 = mTCKGAH[fi"’g’f“t]E] >Pr[A=1|0=F|]. On one hand, by the condi-
tion and Eqs. (40), (41), (42) and (43), we have

Prla=1]0= mTCKSGHimgJoul®] _prig =10 = F||
= PrlA=1]0 = mTCKY o fol®) _prig—1]0=F]

= (1 + 1 x Pr[Eve occurs in DE"GD — (1 + 1 x Pr[Eve occurs in DzidD

2 2 2 2
1
> 3 % Pr[Chain occurs in D] — 'u(qPQ:QC). (45)

On the other hand, the condition means Pr[4=0|0 = mTCKGAH[fi"’g’f“t]E] <Pr[A=0|0=F]|,
and

Pria=1]0=mTckJ ol _pria=1]0 =]
= [Pr[A=0]0 = mTcKI Vo ul®) _pra=0]0=F]
= Pr[A=0A|Set| < uTqc | O =F| +Pr[A=0A|Set| > uTqc | O = F]
—Pr[A=0A|Set| < uTqc | O = mTCKGAH[fi"’g’f“t]E]
—Pr[A=0A|Set| > uTqc | O = mTCKgH[ﬁ"’g’f"”t]E]
< ‘Pr[A =0A|Set| < uTqc | O = mTCKGAH[fi”’g’f“t]E]
—Pr[A=0A|Set| < uTqc | O:FH
+Pr[A=0A|Set| > uTqc | O = F] (46)

We then define another mTCCRL distinguisher B: the actions are the same as A, except that: (i)
B immediately outputs 0 if it finds |Set| > uT'qc at step 2; (ii) in the other cases, B outputs 1 if
and only if A outputs 0. By this, B is (q¢,qp + pT'9c, M, qL max, )-bounded, and Pr[B = 1] =
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Pr[|Set| < uTqc N A=0]. Eq. (46) thus implies

PrA=1]0= mTCK G foul®) _prig— 110 = F|
<|Pe[B=1]0 = mTcKQWroSol™] _prip =110 = F]|

+Pr[A=0A|Set| > uTqc | O = F]

mTCCRL _
< AdVGH[f.n,g FuER P (B) + Pr[|Set| > uT'qc | O = F]. (47)

Gathering Egs. (45) and (47), we have a (qc,qp + pT'9c, M, 91, magz, it)-bounded mTCCRL
distinguisher B such that

1(gp + qc)
27’l
< [Pr[A=1]0=mTckIUmo ™) _prla=1]0=F]|

< Adv’éﬁ?i?l}m B (B) + Pr[|Set| > uT'qc | O = F]. (48)

1
5 x Pr[Chain occurs in DZre] —

Bounding Pr[|Set| > uTqc | O = F]. For each record (id, w,i,b, z) € Qp, the number of records
(id',w',i' ¥, 2') € Qp with (id',w', ', V) # (id,w,i,b) and g(i) = g(i') is at most u. For each such
pair

((Id7 w7 i? b’ Z)’ (id/7 w” Z.,’ bl)) Y

the number of candidate key pair (Ajy, Af,) such that f,n(Ald D w,i) = fin(Aly @w',i') is at most

|Ria| < 2" (since each A% € Rig determines a unique A%, = fi! (¢/, fin(Af ®w, 1)) ®w'). But since
z + F(id,w,4,b) and 2’ <+ F(id",w’,7, V) are independent and uniform in {0,1}", the probability
to have fout(AY @ w,i,z®b-AY) = fou(AZ o ow, i 2 @b - AY,) is 1/2". Therefore,

R;
E[|Set|| O =F] < qu2nd\ < ugp.
Applying the Markov inequality yields
Pr[|Set| > uTqc | O =F] < —. (49)

We remark that the use of better tools such as Chebyshev or Chernoff bound seems very difficult
without fine-grained assumptions on the distribution.

D.6.4 Summary.

By the above, when Pr[A=1|0 = mTCKGAH[fi"’g’f"“‘]E] > Pr[A =1| 0O = F|, gathering Egs. (48)
and (49) yields

1 . et Hlae +qc) mTCCRL 1
3 % Pr[Chain occurs in D*r¢| — — o S AdVGH Finsg fout]E ﬁpu( ) + T
2u(gp +qc) | 2
Sre mTCCRL Zr9pT9c) | 2
Pr[Chain occurs in D¥r¢] < 2AdvGH[f,n,g FulBR 7)’H(B) + on + 5

When PrfA=1|0 = mTCKGAH[fi”’g7f°”‘]E] <Pr[A=1]|0 =F]|, Eq. (44) gives a better bound on
Pr[Chain occurs in Dzre]. These complete the proof.
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D.6.5 Discussion.

This subsection analyzed several events in the ideal world executions. This seems to contradicts our
discussion in Sect. 2.3 and 5.2. However, all the events analyzed in this paper, including the real
world and the ideal world events, are not affected by the key leaking oracle mLa. Consequently,
the analyses are considerably simpler than those in [GWYY25]. (Our whole proof remains lengthy,
but the added complexity is due to simulation.)

E Constructions for Weaker Notions in the ICM

E.1 S-mCCRL of MMO

Using a permutation or fixed-key blockcipher 7 : {+,—} x {0,1}" — {0,1}" and a linear ortho-
morphism o, Guo et al. [GKWY20] proposed a more efficient construction

MMO' (z) := 7(+, 0(z)) ® o ()

for applications that do not need the tweak. This can only achieve the “non-tweakable” variants of
S-mTCCRL, i.e., SmCCRL and S-mCRL of Definitions 8 and 9.

Note that the construction MMO  does not fit into the model GH[fin, g, fout]® (since g(i) is
absent). But interestingly, its S-mCCRL bound (which implies the same S-mCRL bound) can still
be derived from Theorem 1.

Corollary 2. If o is a linear orthomorphism and 7 is modeled as a random permutation, then there

exists a simulator Sy such that the S-mCCRL advantage of MMO " for any (qc,ap, M, q1.maz)-
bounded distinguisher D has upper bound

S-mCCRL
AdVM/I\R)ﬁ 7ﬁ77)freeau (D7 82)

7 M 1 max 1 M 1 max 1
< qcqp( +C)(qL, + )+6(qc+1)\/q0( + )é?L, + )' (50)

In addition, 82G|°ba|KA makes at most qoqp queries to its oracle GlobalKa and runs in time O(qcqp).

Proof. Consider Eq. (50) first. By Corollary 1, there exists a sound simulator S; for the ideal

cipher-based construction MI\_/I\OE . We construct Sz from S; and apply Eq. (6) to bound the
advantage.

In detail, fix a public constant i°® € Z in arbitrary, and let k° = ¢(i°). Sa internally runs an
instance of 87 to reply queries. Upon D querying S2.01(d,v), Sy calls v < S§1.01(6, k°,v) and
replies with v'.

Now, given any distinguisher D against the S-mCCRL security of MMO" , we construct a
distinguisher B against the SSmTCCRL security of mE . In detail, B runs D:

o When D queries O1(d,v), B makes a query O1(d,k°,v) to its own oracles, and passes the
response to D;

o When D queries Os(id, w,b), B makes a query Os(id, w,i°,b), to its own oracle Oy, and passes
the response to D;

o When D queries mL(id, P), B simply relays the query to its own mLa oracle and passes the
response (including the abortion information) to D.
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_—E _—
By the definitions of the two constructions MMO  and MMO" , we have:

o When B is interacting with the real world oracles, D has access to Ego (which is a random
/\Eko

permutation) and the multi-user keyed oracle built upon MMO .

e When B is interacting with the real world oracles, D is actually interacting with the afore-
mentioned simulator Ss.

Meanwhile, since D is (¢c, qp, M, q1, maz)-bounded, B is (qc, gp, M, g1, maz, pt)-bounded (in the S-
mTCCRL setting) for some p. Since B insists on the same tweak i°, it has u = g¢. Therefore,

AdvEROCRL (D S)) < AdvIRTEORE :
MMO ,R,P,u( ,82) < MMoE,R,P,qC,u(B’Sl)

Injecting 1 = g¢ into Eq. (6) yields Eq. (50). O

F Security of Protocol Il ;anp

F.1 Subroutine Functionalities

The subroutine functionalities Fashare, FZero, FCom, and FRrand used by protocol Il ;,anp are pre-
sented in Figs. 10, 11, 12, and 13.

F.2 Delayed Phase Switch

In the proof of some MPC protocols the entries in QF may be correlated with honest party’s
secret outputs such that the MPC simulator cannot directly construct Qg in the ideal world.
Nevertheless, as argued in the Introduction, we can mitigate this issue by augmenting the global
key query command of the ideal functionality such that the outputs of all honest parties get leaked
to the adversary once the global key is successfully guessed. Since the global key has sufficient
entropy, it is statistically unlikely to be correctly guessed in the ideal world. Therefore, this change
does not affect the actual security guarantee captured by the ideal functionality.

This change requires us to switch the simulator from a hybrid where the phase switch depends
on the secret output of honest parties in the real world, to another hybrid where such a switch uses
the outputs returned by the global key guessing queries in the ideal world. The phase switch is thus
delayed. We require more properties from the primitive simulator S in the ideal world (8 = 1).
In the following definitions, we refer to Qp as legal if QF follows the requirements in Definition 3.
We say that a query record ¢ = ((id,w,,b), z) is legal, if it indeed can be produced in some ideal
world executions. By the definition of SSmTCCRL ideal world, this means z € W is in the range
of the random function F.

Definition 13 (Relevant Queries). For any legal query record ¢ = ((id,w,i,b), z), there exists a set
S, of Prim queries, such that after SS'°%2Ka PhaseSwitch({q}), it holds: (i) for any qprim €
Sy SGobAKA ) (gprim) generates a GlobalKa (id, Ajg) oracle query; (ii) for any qprim & Sy
SGlob2KA O (gprim) would not generate a GlobalKa (id, Aig) oracle query;

We next prove that our unified model GH[fin, g, four]E : {0,1}" x Z — {0,1}" and its simulator
S in Appendix D.1 fulfill Definition 13. For completeness, we prove that the random oracle
construction ROHRO : {0, 11" x T — {0,1}" and its simulator Sgo in Appendix C.1 also fulfills
Definition 13.
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Functionality Fishare

This functionality runs with parties P,..., P,. Let M C [n] be the subscript set of corrupted
parties and L be the set of allowed selective-failure queries.

Parameter: A set {R;};c[, of global-key distributions on Fyx.
Initialization: Upon receiving (Init, sid, ) from P;,

1. If P; is corrupted, receive (GK,sid, i, A;) from the adversary, where A; € {0, 1})‘. Oth-
erwise, A; <~ R;. Store (sid,i,A;) and ignore all subsequent (Init,sid, ) calls with the
same (sid,1).

Authenticated shares: Given stored (sid,i,A;) for each i € [n], this functionality outputs
random authenticated shares: Upon receiving (Gen, sid, ssid, ¢;) from all parties, where ¢; €
N*,

1. Selective-failure queries: For each i € [n] \ M and j € M in parallel:

(a) Receive (Leak,sid, ssid,1,j, L;;) from the adversary, where L; ; € L.
(b) If A; ¢ L;j, send (Fail,sid, ssid,,j) to the adversary and abort; otherwise, do
nothing.

2. Global-key extraction with abort: Receive (Quit,sid, ssid,b) from the adversary.
If b =1, send (Bye,sid, ssid, {A;}icpup\m) to the adversary and abort. Otherwise, do
nothing.

3. Sample = < {0,1}* and {{@x)itiem & AuthShare(sid, ssid, z, {Aitiem))-
4. For each i € [n], output (Out,sid, ssid, i, A;, (x));) to P;.

5. Ignore all subsequent (Gen, sid, ssid,...) calls with the same (sid, ssid).

Figure 10: The functionality of authenticated shares.

Functionality Fzero

This functionality runs with parties P,..., P,. Let M C [n] be the subscript set of corrupted
parties.

Zero sharing: Upon receiving (Zero, sid, ssid,¢) from all parties, where £ € Nt

1. Receive (ZShr,sid, ssid, {z'}icpq) from the adversary, where z' € ({0,1}")¢ for each
i € M, and sample 2z < ({0,1}*)¢ for each i ¢ M such that Dicpn 21 = 0.

2. For each i € [n], output (Val, sid, ssid, 2¢) to P;.

3. Ignore all subsequent (Zero, sid, ssid,...) calls with the same (sid, ssid).

Figure 11: The functionality of zero sharing.
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Functionality Fcom

This functionality runs with parties Pi,..., P,.

Commit: Upon receiving (Commit,sid, ssid,i,z) from P;, where z € {0,1}", store
(sid,ssid,i,z), output (Committed,sid, ssid,i) to all parties, and ignore all subsequent
(Commit, sid, ssid,i,...) calls with the same (sid, ssid,1).

Open: Given stored (sid, ssid,,x), this functionality outputs the committed value: Upon
receiving (Open, sid, ssid, ) from P;, output (Opened, sid, ssid, i, ) to all parties.

Figure 12: The functionality of commitment.

Functionality FRrangd

This functionality runs with parties Py, ..., P,.

Rand: Upon receiving (Rand, sid, ssid, S) from all parties, where S is a finite set along with
a PPT sampling algorithm, sample r <~ S, output (Res, sid, ssid, r) to all parties, and ignore
all subsequent (Rand, sid, ssid,...) calls with the same (sid, ssid).

Figure 13: The functionality of coin-tossing.

Lemma 13. The unified model GH|fin, g, fout]® : {0,1}" xZ — {0,1}" in Sect. 5.1 and its simulator
Sqa in Appendixz D.1 fulfill Definition 135.

Proof. For any query record ¢ = ((id, w, 4,b), z), the set S, is defined as

Sq = {(+>k7x)7 (_7kvy)} )

where k = g(i), z = fin(w ® Aig,1) and y = fout(w ® Aig, i, 2 ® b - Aig). By this definition and by:
(i) the properties of fi, and fout, and (ii) the definition of S, we have:

o When S¢.01(+, k, z) is queried, S¢ would compute the “right” key Ay figl(i,x) G w at
line 11 and then query GlobalKa (id, Aig);

e When S¢.01(—, k,y) is queried, S¢ would compute the “right” key Aigy < kdy(w,?,b,y, z) at
line 11 and then query GlobalKa (id, Ajg).

o By the restriction at line 10, for any k # ¢(i), no GlobalKa would be issued. In the following,
we discuss the k = g(i) case. Since fin(-,7) is a bijection, the condition Ay = f;-'(i,2) ® w is
equivalent to = fin(w ® Ajg,4). Similarly, since fout(w,,) and hy,;p4(-) are both bijective,
the condition Ay = kdy(w,i,b,y, z) is equivalent to fout(w® Aig, 1, y) ®b- Ajg = z. Then, this
condition is equivalent to y = fo i (x® Aig, i, 2D b- Aig). Therefore, for any query ¢ppim & Sqs
no valid GlobalKa (id, Aig) would be generated.

Consequently, this set S, indeed fulfills the condition of Definition 13. Note that this follow from
both the properties of GH|fin, g, fout]® and the design of Sg. O

Lemma 14. The ROHRO : {0,1}" xZ — {0,1}" in Sect. B and its simulator Sro in Appendiz C.1
fulfill Definition 135.
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Proof. For any query record ¢ = ((id, w,4,b), z), the set S, is defined as

Sq = {(fin(w @ AidJ))} .
By this definition and by: (i) the properties of fi,, and (ii) the definition of Sgo, we have:

o When Sgrp.O;(x) is queried, Spo would compute the “right” key Ay < fi;l(i,x) @ w at
line 11 and then query GlobalKa (id, Aig);

o Since fin(+, %) is a bijection, the condition Ajg = figl(i, x)@w is equivalent to z = fin (WDA, 7).
Therefore, for any query gprim ¢ Sg, no valid GlobalKa (id, Aig) would be generated.

Consequently, this set S, indeed fulfills the condition of Definition 13. Note that this follow from
both the properties of ROHR® and the design of Sgo. 0

Definition 14 (Lazy Simulation). For any legal Qp, define

SPrim = U Sqa

qeQF

where Sy is the Prim-query set relevant to q as in Definition 13. Consider two worlds similar to
Figure 1 but we only consider indistinguishability of the simulated Prim interface:

o This world is the B =1 case and S®°°Ka performs phase switch using Qp.

o In this world, we delay the phase switch. S€°P2Ka follows its Phase 1 strategy to simulate
any qprim € Sprim- Denote qp i, as the first Prim-query such that qp 5, € SPrim- SGlobalka

immediately performs
GGlobalka .PhaseSwitch(QF) ,

and then answers qppy, using the Phase 2 strategy.

The lazy simulation property states that the statistical distance between the two worlds is bounded
by €lazy-

Informally, if SC'°b2Ka fylfills Definition 14, then it uses “very similar” strategies to answer
qPrim € Sprim in Phase 1 and Phase 2. We next prove that the simulators for both constructions
in this paper, i.e., Sg in Appendix D.1 and Sgo in Appendix C.1, indeed fulfill Definition 14.

Lemma 15. Against a (qc,qp, M, q1 maz, 1t)-bounded distinguisher D, the simulator Sg in Ap-
pendiz D.1 fulfill Definition 1/ with

3ulgp +qc) 2
_ 5 Ady"TCORL Bular +ac) | 2
Clazy = 2Advi o e Rl BT on T

Proof. By construction, for any (0, k,v) € Sprim we have:

o When S;.01(d,k,v) is queried before S¢°PalKasic pPhgseSuwitch(Qr) is executed, it holds
Qsr =0, and Sg would simply query its randomness ic(d, k, v) to answer Si.O1 (6, k, v);

o When S¢.01(6, k, v) is queried after S®'°baKazie pPpgseSwitch(Qr) is executed, since (8, k,v) &
Sprim, S¢ would not find any “right” key candidate Af; with GlobalKa (id, Al;) = true.
Consequently, unless S¢°P2Kasic ahorts, it would query its randomness ic(8, k, v) to answer
Sc.01(6,k,v).
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Therefore, the gap between the two cases is bounded by the abort probability of Sg, which clearly
S-mTCCRL .

does not exceed AdvGH o fou BT P (D, S¢). Thus the claim. O

Lemma 16. Against a (qc,qp, M, q1 maz, it)-bounded distinguisher D, the simulator SGIObaIKA’rO

in Appendiz C.1 fulfill Definition 1/ with

M+1)(q +1
€lazy = ( )(é/,max ) ) (,U«QP +

_1).
(1 2) QC)_

Proof. By construction, for any () € Sprim we have:

e When SGIObaIKA’m O1(z) is queried before SGIObaIKA’rO PhaseSwitch(Qr) is executed, it holds

GIobaIKA,ro 0 (

Qgsp =0, and SGIObaIKA’m would query its randomness ro(x) to answer Sp, 1(z);

o When Srp.O1(z) is queried after SGIObaIKA’m PhaseSwitch(Qp) is executed, since (r) ¢
SPrim, SGIObaIKA’m would not find any “right” key candidate Al; with GlobalKa (id, Al;) =

true. Consequently, unless Sp, GIObaIKA’m aborts, it would query its randomness ro(x) to answer
SGlobaIKA,ro Ol (x)

Therefore, the gap between the two cases is bounded by the abort probability of Sp GIObalKA’m , which

clearly does not exceed AdeR S]HTéjOC%LPf u(D Sro). Thus the claim. O

F.3 Proof of Theorem 2

Theorem 2. Given a hash function HP™  which invokes Prim cy times, such that an ("4 22

»qp+
CH - "ZZQ,n,n — 1,1)-bounded distinguisher has advantage at most ey in the S-mTCCRL game
(Definition 3) for at most n users and (X — 1)-bit min-entropy per key, and satisfies the €)azy-lazy
Prim simulation, and o family H = {H : ({0,13M% — {0,1}*} of linear e-almost 1-universal
hash functions, protocol I ,anp (Figs. 5 and 6) UC-realizes functionality Fiaanp (Figs. 3 and 4)
in the (Fashares FZeros F Com, FRand ) -hybrid model with an advantage of at most

5
5H+25+2)\

against any adversary making at most qp Prim-queries, when the command (Gen,sid,...) is in-
voked only once per sid.

+ €lazy

Proof. The requirement that (Gen, sid,...) command is invoked only once per sid ensures that, for
UC security, the dummy adversary (i.e., environment) cannot use the global keys of honest parties
{Ai}iem)\ . output at the end of one Gen execution to break the check in another execution. For
a single Gen execution, we prove the UC security via the following hybrid argument:

o Hybrid,. This is the real-world execution of protocol Il ;anD.-

e Hybrid,;. This hybrid is identical to the previous one, except that there is a machine that
plays the role of all honest parties as per II ;anp and emulates all subroutine functionalities
(including Fashare, FZzeros FComs and Frand) for all parties. This modification is conceptual so
the joint distribution in this hybrid is perfectly indistinguishable from the previous one.

o Hybrid,. This hybrid is identical to the previous one, except that the machine changes the
way to emulate F,share for all honest parties: it reversely samples uniform M,[b?] and sets

Ku[b'] := M, [b] @ b - A, for each j,u € [n]\ M and u # j.
Clearly, this hybrid is perfectly indistinguishable from the previous one.
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o Hybrid;. This hybrid is identical to the previous one, except that the machine changes the
way to compute the messages sent from honest parties to corrupted parties at step ba:

L. It defines A := {Aj} cm)\m, invokes the universal S-mTCCRL simulator Sy for hash
function HP™™ to emulate the ideal primitive Prim, and implements the oracle GlobalK a
accessed by Sy.

2. It samples uniform {u{gl}Ze M,jen\M,ke[ez] On behalf of all honest parties at step 5a and
computes the following Qp to switch Sy from Phase 1 into Phase 2 before sending
the message of any honest party:

OF == {(ja%aﬂ,i,kaw D @]E[n}\/\/l b?c)7’7]717k} ieM,
J'Ek[n][}/i/ly
€lb2

i =l © HOJaL], Tio) © Buciaass (M1 © M)

&5 & @ucn (M & Kl &4, ).

ANRAARIL A

where the underlined terms are the randomness of corrupted parties and are extracted
from the emulated Fashare.

3. It follows Il ;anp to compute all values used by the honest parties since step 5b.
From Lemma 17, these two hybrids are indistinguishable with advantage at most ey.

e Hybrid; 5. In this hybrid, the machine constructs Qp differently, so that the machine do
not explicitly use the the M;[b}] value for j,u € [n] \ M,j # u and k € [(3]. Consider the
following two cases:

— Case 1: If there is only one honest party, then the term

D MBIeM b)),
u€[n\M,uzj
would not appear in Q. Thus, the machine follows the same strategy to construct Qp.
— Case 2: If there are more than one honest party, then the machine computes Qp as
OF = {(j, M7 Tji e Bicaq b @ Djepmpm bi)’%’i’k} ieM,
T JEMNM,
kE[Zg}
Vg = up @ H(My[ag], Tjik) 24,

& Buen (MR & Kul] &1 80 ).

We argue that Qp computed in this way follows the same distribution as the Qp in
Hybrid;, thus the joint distribution in this hybrid is identical to Hybrid;. Let us fix
the index k € [fo]. First, {2} };epn is returned by the Fzero functionality, which means

that {zi}je[n]\ M is uniformly random conditioned on

@ zi:@z,i:Zk.

JE[R\M ieEM
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In other words, {Zi}je[n]\ m forms a random additive secret sharing of Z;. Let V; =
S vi- & D MbileMp,
jEn\M JEMNM u€[n\M,u#j
= D Mble M,
Ju€n\M,j#u
= D Mo M=o,
Jiu€[n\M,j#u
which implies that {V;} e forms an additive secret sharing of 0.
Therefore, in Hybrid;, under the mask of {Zi}je[n]\ M, the value

{ B (M} @ M,[b])) @zi} ,
€]

ueln\Muj jem\M

forms a random additive secret sharing of Zr. In this hybrid, we change it to zi Since
z, does not appear elsewhere in the simulation, the Qp is identically distributed in the
two hybrids.

e Hybrid,. This hybrid is identical to the previous one, except that the machine additionally
computes the following ({€’};emp . @, 6):

1. For each i € M, j € [n] \ M,k € [{], it follows step 5a to compute uzj € {0,1}* and
receives some uy”’ € {0, 1}* from the corrupted P in step 5a.

2. For each j € [n] \ M, it computes an error e’ € ({0,1})%2, where for cach k € [fs],

ei = @D, (ui’] e u2’]> € {0, 1}>‘,

and follows step 5a and 5b to compute (g,dﬂ') (resp., (s7,d’)) using {ui’j}ieM (resp.,
{u?}iem). According to the steps, it holds that

si=simal 0el e ({0,1}M)e,
di = d’ @ al Alsb(el) € {0,1},
where ® denotes component-wise multiplication. Note that for each j € [n] \ M, the
machine uses (s/,d’) to proceed as an honest P; after step 5b.
3. Tt follows step 5a and 5b to compute {s,d'};crq, extracts {;ﬁ}ieM from the emulated
Fcom at step 6, computes

q = ®Dic (ZlVZGB di) € {0, 1}£2,

d = @i d’
—1sb( @ ') = (anbar)-Isb( @A) € {0,137, (51)
i€[n] i€[n]
d:= @ie[n} d=doq® @je[n}\/\/l a’ Alsb(e’) € {0, 1}Z2? (52)
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follows step 7 to compute {t'};crq based on ({s%, A;}iem, d), extracts {J}ieM from the
emulated Fcom at step 9, and computes

5= Biew (o OH(E)) € (0,13

This modification has nothing to do with the joint distribution so that the two hybrids are
perfectly indistinguishable.

o Hybrids. This hybrid is identical to the previous one, except that the machine changes the
way to compute the messages committed by all honest parties at step 6:

According to the public LSBs of all honest parties and the global keys of corrupted parties
extracted from the emulated Fispare,

— IfIsb(&D;¢p,) Ai) = 0, it samples uniform {J}je[n]\M in the emulated Fcom at step 7 on
behalf of all honest parties conditioned on

®Bjcim @ = Biem d g @ Bjeppm @ Alsb(ed).

— If Isb(B;cp,) Ai) = 1, it samples uniform {ﬁ}je[n]\M in the emulated Fcom at step 7 on
behalf of all honest parties conditioned on

Bjcipm ¥ = Biemd ©arbdT®qO @ e m @ Alsb(ed).

From Equation 51 and Equation 52, the distribution of € \M d’ is identical in both two

Jj€n] o
hybrids. In addition, if there are at least two honest parties, the distribution of the dJ per
honest party P; is uniform in the previous hybrid due to the uniform mask K;[r’] for another
honest party P; in s7, having the same distribution as in this hybrid. Therefore, this hybrid

is perfectly indistinguishable from the previous one.

o Hybridg. This hybrid is identical to the previous one, except that the machine changes the
abort condition of all honest parties in step 10 as follows:

— Let abort denote the event that Isb(D;cp,) Ai) = 0 or

H| D (anej)@(qEB . CLj/\le(ej))' D 4| #o

j€\M JE\M J€[n\M

denoted by m
The machine aborts all honest parties at step 10 if and only if the event abort happens.

We claim that, after changing the abort condition, the probability of abort at step 10 in this
hybrid has a negligible difference with its counterpart in the previous hybrid. As H’ is linear,
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the check at step 10 in the previous hybrid can be equivalently written as

0= Diep @
= Djeppm @ © Piep H' () © 6
=®jcimpm H/(;; od- AJ’) ® Dicm H/(si ®d- Ai) B0

P H (sjeaaj@ej@(d@q@ B aj/\lsb(ej))-Aj) £3
JemM DM (53)
o P H’(s"@d-Ai) Y

ieM

= Hl(@ie[n] s'©d- Bjepy Az’) S H(m) &

If Isb(@ie[n] A;) = 1, all honest parties behave identically for abort in both two hybrids. If
Isb(G}ie[n] A;) = 0, Equation 53 in the previous hybrid is further equivalent to

H’(a/\b@r@q@ @ a]/\lsbej> @ A

J€M\M J€[n\M (54)

zd@H’( @ aj®ej)@H (anbdr)- @A

JENI\M ieM

where H’ is applied to vectors over {0,1}* by first casting them to ({0,1}*)%

Without loss of generality, consider there is only one honest party Pj, as the adversary has
a lower advantage to ensure Equation 54 if there are at least two honest parties. First, the
randomness 7 guarantees that the left-hand hash input is zero with probability 27 < 272
Second, conditioned on this input is non-zero, the hash output is zero with probability at
most ¢ since H' is e-almost universal. Third, conditioned on both the hash input and output
are non-zero, Equation 54 can hold with probability at most 5x=

To see the third probability, on the one hand, we move to compute the probability that the
adversary successfully guesses exact 0 < ¢ < A — 1 non-LSB bits of Aj;). This probability
upper bounds the probability that & or {e’ }iem\am can depend on ¢ non-LSB bits of Aj,.
We stress that, in the previous hybrid, the adversary can only guess some bits of A, via the
selective-failure queries in the emulated Fagpare as its received messages are now independent
of Aj, before step 10. Thus, this probability is exactly 2% On the other hand, the remaining
A — 1 — ¢ non-LSB bits of Aj; are uniform and independent of & or {e’};cf,\pm on the right
hand (otherwise, the adversary must successfully guess more than ¢ non-LSB bits of Aj)),
this randomness ensures that these bits comply with Equation 54 with probability 2/\—%—0

Putting the two cases together, for any ¢, the third probability is at most 2% . 2),% = 2},1.

Therefore, if Isb(@ie[n] A;) = 0, the check at step 10 passes with probability at most 2% + ¢,
while it passes with zero probability in this hybrid.

In conclusion the two hybrids are statistically indistinguishable with an statistical distance
at most QA + €.
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o Hybrid,. This hybrid is identical to the previous one, except that the machine proceeds as
follows if and only if Isb(@D;c[,,) Ai) = 0 (this event is identified by the machine at step 1):

1. It samples uniform {a’ }iepm for all honest parties, instead of using the values from
the emulated Fashare-

2. Tt does not compute {(;7, di )}jem)\m for all honest parties at step 5b but uses uniform

{5 }ien)\m in the emulated Feom at step 7 conditioned on

Djcnpm ¥ = Bieam d' ® gD Djcpupm a’ Nlsb(e).

3. It computes a := @ie[n] a’, where {ai}ie Mm are extracted from the emulated Fashare, and
samples b, 7 < {0,1}*2 instead.

4. Tt samples {Aj}jcmp\m & {R;}jem)\m conditioned on that {A;} cppm comply with
the selective-failure queries in the emulated Fashare.

5. It does not compute {{j}je[n]\M (resp., {;V?}je[n]\/\/l) at step 7 (resp., 9) for all honest

parties, but uses uniform {aJ} ;¢\ 0 in the emulated Fcom at step 10 conditioned on
Djcinpm @ = Djep ' ® H'((a ANbDT) - Dicy Ai) ® H'(m) © 6.

In this and the previous hybrid, all honest parties abort without any output in the case of
Isb(D;c[n) Ai) = 0. The circumstances where the view of the adversary could differ include

the selective-failure queries against {A;} cf\m in the emulated Fashare, {g}je[n]\ M in the
emulated Fcom at step 7, and {&?}je[n]\/\/t in the emulated Fcom at step 10.

First, the sampling of {A;}cmpam in this hybrid can be consistent with the selective-failure
queries as in the previous hybrid. Second, the distribution of @je[n]\ M d is identical in the
two hybrids due to Equation 52 and the identical distribution of {@’} ;e[\ s If there are at
least two honest parties, the d/ := Isb(s7) of per honest party P; is unifgrm in the previous
hybrid due to the uniform mask K;[r'] for another honest party P; in s7, having the same
distribution as in this hybrid. Third, the distribution of @je[n]\ M od is identical in the two
hybrids due to Equation 53 and the identical distribution of {(a’, Aj)} e m and (a,b,r).
If there are at least two honest parties, the od of per honest party P; is uniform in previous

hybrid due to the uniform zero share u’, having the same distribution as in this hybrid.

Putting this argument of all honest parties’ outputs and the adversarial view together, we
can see that these two hybrids have perfectly indistinguishable joint distribution.

o Hybridg. This hybrid is identical to the previous one, except that the machine proceeds as
follows if and only if Isb(€D;c[,,) Ai) = 1 (this event is identified by the machine at step 1):

1. It does not compute {(;, di )}jem)m for all honest parties at step 5b but uses uniform
{d}jefnpm in the emulated Feom at step 7.

2. Tt does not compute {th}jG[n]\M (resp., {&}je[n]\/\/l) at step 7 (resp., 9) for all honest
parties, but proceeds as follows:
Case 1: If the event H'(m) # 0 is identified by the machine at step 9,
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(a) It samples uniform {a@’};cp\pm for all honest parties, instead of using the values
from the emulated Fishare-

(b) It samples {Aj}jcnpm & {R;}jempm conditioned on that (i) {A;};cnpam comply
with the selective-failure queries in the emulated Fighare, and (ii) H (m) @ § from
the sampled {(a’, Aj)} ;e\ m is non-zero. Let X # 0 denote such a value.

(c) It uses uniform {cf)va }ien)\m in the emulated Fcom at step 10 conditioned on

Djcmpm ol = @Diepm o’ & X.
Case 2: If the event H'(m) = ¢ is identified by the machine at step 9,

(a) It uses uniform {&7 }iem)\wm in the emulated Feom at step 10 conditioned on

®je[n]\M ad = @jep

(b) Instead of computing the authenticated shares at step 11, the machine directly uses
{A;}jempm at step 12 to sample {¢/} e such that

Bicin) € = Bicp @' A Biepy V'
and generates ((c)); = (¢/, {M;[¢’], K;[c"]}i;) for each j € [n] \ M such that

P; is corrupted and
M;[c'] @ ¢t - A, (¢!, M,[c?]) is honestly

Kjle'] == .
computed from P;’s view
uniform, P; is honest
P; is corrupted and
. Kild] @ ¢ - A, A, K;[e?]) is honestl
M) = ile?] i (A4, K;[¢?]) is honestly

computed from F;’s view
Ki[c'l @ ¢/ - A;, P; is honest

First, the event Isb(@ie[n] A;) = 1 implies that Equation 52 in the previous hybrid equals

69je[n]\/\/l E’; = (a’ A b) Sro ®i€M a; ®qd Gaje[n}\/\/l al A |sb(ej),

which is uniform as 7 is uniform. In this hybrid, this sum is uniform as well. If there are at
least two honest parties, the d/ := Isb(s7) of per honest party P; is uniform in the previous
hybrid due to the uniform mask K;[r!] for another honest party P; in ;3, having the same
distribution as in this hybrid.

Then, consider Case 1. In this case, all honest parties abort without any output in two hy-
brids. Conditioned on the argued same distribution of {J}je[n]\ M, the circumstances where
the view of the adversary may differ include the selective-failure queries against {A;};em\am

in the emulated Fyspare and {&E}je[n]\/\/{ in the emulated Fcom at step 10. On the one hand,
the sampling of {A;} e\ in this hybrid yields the same distribution as in the previous
hybrid, i.e., respecting the selective-failure queries under the event H' (m) # §. On the other

hand, the distribution of @ ;e\ A aJ is identical in the two hybrids due to Equation 53 and
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the same distribution of {(a’, Aj)};epp - If there are at least two honest parties, the ad of
per honest party P; is uniform in previous hybrid due to the uniform zero share u', having
the same distribution as in this hybrid.

Finally, consider Case 2. In this case, all honest parties do not abort in both two hybrids.
Conditioned on the argued same distribution of {d/};cn\ a1, the places where the view of

the adversary may differ include {aJ } jefmi\m 1 in the emulated Fcom at step 10 and the joint

distribution. The distributions of € cp\m aJ and each o are identical in the two hybrids
based on a similar argument in the Case 1. For the joint distribution, let bad denote the
event that all honest parties’ outputs yield ;¢ ct # Dicin a’ A Dicin b'. As DBicin €
Dicin) a’ A Dicin) b g Djcmpm a’ Alsb(e?) in the previous hybrid due to Equation 52,
bad occurs in the previous hybrid if and only if ¢ & @ ;ejn\ a’ Nlsb(e’) # 0. Using this
equivalence and a similar argument in Hybridg, we have in the previous hybrid

Pr [bad] = Pr [bad N (H'(m) = §) N (Isb(Byep) A) = 1)]
= Pr[H'(m) =5 | bad N (Isb(@,cp A:) = 1)]
Pr [bad 1 (1sb(yepy A) = 1)]
< Pr[H/(m) = | bad N (Isb(Dyepy Ai) = 1))]

(q ® D @ A lsb(e’) # 0)

=Pr |H(m)=4§
n (ISb(@ie[n] Ai) = 1)

Set o

That is, in the previous hybrid, all honest parties have erroneous outputs with probability at
most €+ y%l In this hybrid, this probability is zero. Conditioned on the consistent outputs,
the joint distribution in previous hybrid is identical to that in this hybrid given the uniform
{{r)s}jempm to compute the shares {{(c));}jcmpm- As a corollary, the statistical distance
between the two hybrids in this case is at most € + %%1

In summary, in either case, the two hybrids are statistically indistinguishable with advantage
at most € + y%l

Hybridg. This hybrid is identical to the previous one, except that the machine no longer
plays the roles of all honest parties but interacts with functionality Fi,anp to complete the
execution. The machine in this hybrid differs from the previous one as follows:

1. It uses the interfaces given in functionality F,anp for the initialization, the selective-
failure queries, and the global-key extraction with abort in the emulated Faghare. Mean-
while, it still emulates Fzero for both honest and corrupted parties.

2. It uses the share queries with selective failure in functionality F|,anp to possibly abort

all honest parties.
Specifically, it sends (LeakA,sid, ssid||0, {ej}je[n]\M,q) to FLaaND at step 7, obtains
(Hash, sid, ssid, H’), sends (Res, sid, ssid, H’) in the emulated Frang, and finally sends
(LeakA, sid, ssid||1,0) to FLaanD- As the machine can observe whether all honest parties
abort in this interaction, it can simulate the messages sent by all honest parties as in
the previous hybrid depending on this event.
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3. It delays switching Sy from Phase 1 into Phase 2 and changes the computation of
the SSmTCCRL transcript Qp. Instead of knowing the outputs of all honest parties (in
particular, {b/ }iem)\m) to compute Qp, it extracts them via the global-key queries in
FLaanD- At step ba, for i € M,j € [n] \ M,k € [f2], the machine still samples uiz

uniformly at random. Then, for (b{:, br) € {0, 1}2, the machine initializes 4 independent
GlobalKa

(b7, .br.)
; bl.b . T 7y
1( * k) = {(]7%7 j7i7k7bk)7 .777’7k} ’

Vik = up @ H(Mla}], Tix)

simulators & , and defines:

® 2] © Dot (W@%@bﬂ-%).

i
The machine runs S(Gblfzal)KA.PhaseSwz'tch(QEgk’bk)).
sOk

Therefore, after step 5a, the machine initialized 4(n — |M|) | M| f2 Prim-simulators and
changed their simulation to Phase 2 using the possible combination of (bj,,by) values.

For every subsequent Prim query ¢prim, the machine first runs S(GI)IJ:ZZI)KA.Ol(qPrim)

for every i € M,j € [n] \ M,k € [f3]. For every GlobalKa oracle query (j,A}) is-

sued by S(bj be)? the machine sends (Guess, sid, j, A;) to FrLaanp. If it receives back
k7

(Success, sid, {A;}jempm), it uses {A;}jempam to compute Qp as in the previous hy-

brid, switches Sy from Phase 1 into Phase 2, and answers gprim using the Phase 2

Sh; otherwise, it continues to simulate gprim using the Phase 1 Sy.

We note that the joint distribution in the two hybrids only differs by the simulation strategy
of Sy. In Lemma 18, we show that under the lazy simulation strategy of Sy, the statistical
distance between the two hybrids is bounded by &)a.

One can check that Hybridg is essentially the ideal-world execution where the machine plays as
the simulator. Therefore, the theorem is proved. O

Lemma 17. Given a hash function HPY™  which invokes Prim cy times, such that an (anQ ,qp +

CH - "24@2,11,71 — 1,1)-bounded distinguisher has advantage at most ey in the S-mTCCRL game
(Definition 3) for at most n users and (A — 1)-bit min-entropy per key, and satisfies the €jazy-
lazy Prim simulation, Hybrid, and Hybrid; in the proof of Theorem 2 are computationally

indistinguishable with advantage at most ey.

Proof. For contradiction, assume that there exists an environment Z that can distinguish the two
hybrids with advantage more than ey. We can construct a distinguisher D to break the SSmTCCRL
security of H. Let Sy denote the universal simulator in the S-mTCCRL experiment (in Figure 1)

regarding H and ﬁ = {Rj}jenpm- Each component of ﬁ has min-entropy A — 1. According to
the experiment (see Figure 1), D has oracle access to (O1, Oz, mLa), where A & R and

(Prim,mTCKR), ifg=0

01,0;) =

It invokes Z in a black-box way and simulates the execution in either hybrid (depending on /) to
interacts with Z as follows:
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1. D emulates Faishare; FZeros FCom, and FRrand for the parties corrupted by Z. In particular, it
emulates the selective-failure queries in Fyshare using its given mLa and aborts the emulated
Fashare if the oracle mLa aborts. If Z asks for the global-key extraction with abort in the
emulated Fashare, D switches from Phase 1 to Phase 2 to obtain A = {Aj}cmppm, sends
(Bye, sid, ssid, A) to Z, and aborts the emulated Fashare-

2. D uses O; to emulate Prim for the parties corrupted by Z during the whole reduction.

3. D behaves as the machine in Hybrid, for all honest parties except that (i) in the emulation
of Fashare for all honest parties, it only samples

{(a?,6")} jepprts IMuV ]} e Mot

(ii) for each i € M, j € [n] \ M, and k € [{3], it computes
' = 05, My[ai], Ty Biepn by © Bjefap e 0h) ® HM[af], Ty i)
D Ducin)\ M,uz (Mj (o] & Mu[%]) ® 2
S Buem (M;Lbjﬁ@ Ku[b] @bi‘%y)

where the underlined terms are the randomness of corrupted parties extracted from the emu-
lated Fashare, and (iii) before sending the message of any honest party at step 5a, it switches
itself from Phase 1 to Phase 2 to get A = {A;} e[\ M uses A to sample the undefined
parts in the emulated Fishare for all honest parties, and honestly plays all honest parties as
per protocol II} ;anD.
4. D outputs whatever Z outputs.
In this construction, D makes at most gp + cy - (M| - (n — |M|) - b < qgp + ¢y - % queries to
O since Z only makes at most gp queries to Prim, at most |[M|- (n — |M|) -y < % queries
to H, and at most |[M| < n — 1 queries to the mLa oracle for at most n — |[M| < n distinct
honest parties. Moreover, at most 1 query to Oz is made for each distinct tweak. That is, D is
(”24[2 ,qp +cCH - "2452 ,m,n —1,1)-bounded.
When 8 = 0, one can check that

up' = HMy[ag], Tyan) © HMj[a}] @ Aj, Tiin) @ bi - A;
D Ducin)\ M,uz; (Kj bl ® by - A @ Mu[bﬂ) o7
® e (Kol & b - 25 @ M1 )

= H(Kjlai), Tjan) © HK;a}] © A, Tin) @ b, - A
® @y (KlHH] & M) @ 2L,

which is defined as in Hybrid,. Moreover, according to the identical distribution in the emulated
functionalities and the fact that A can never be used before step 5a in Hybrid,, the interaction
between D and Z when [ = 0 yields the same joint distribution as Hybrid,.
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When 8 = 1, each response from the oracle Qs is independently uniform as Oy = F is a random
function in this case and the tweaks are pairwise distinct. As a result, the interaction between D
and Z when 3 =1 yields the same joint distribution as Hybrids;.

Therefore, this ("%%, gp—+cu- ”Zfz ,n,n—1,1)-bounded distinguisher D can break the S-mTCCRL
security of H with same advantage as that the gp-bounded Z can distinguish the two hybrids, i.e.,

at least ey, leading to a contradiction and completing this proof. O

Lemma 18. Hybridg and Hybridg in the proof of Theorem 2 are statistically indistinguishable
with an advantage at most €)azy.

Proof. In Hybridg, the phase switching input for Sy is constructed as

Qp = {(jawaz},i,kaw ® Djempm bi)#a‘,i,k} iEM,
jek[n}[}/}/ly
€lt2

’Yj,i,k = uiﬂ oy H(M, Tj,z’,k)

© 4 Buem (ML @ K 0120

Let S := U,eg, Sq be the relevant Prim-queries (Definition 13). The lazy simulation property
of Sy implies that delaying the Sy.PhaseSwitch(Qp) computation until before the first query in S
only causes €5, statistical changes in the behavior of Syy. We then argue that this is indeed the

case in Hybridy. In the following discussion, for k € [f5], denote by, = (B;cpq bh) & (DB b{c)
In Hybridg, for every index combination ¢ € M, j € [n]\ M, k € [¢2], the corresponding ¢ € O
is defined as
q:= (ja wv T‘j,i,ka bka 7j,i,k) )

Vi =l & HM;[a}], Tjin) © 21
© Buene (ML ® K] 01 -2

j
In Hybrid, for the corresponding i, j, k index set, Q;?k’bk) follows the same distribution as {q},
and the machine has run the following after step Ha:

j
SCbIa phgseSwiteh( Q)
(bk)bk)
GIpbaIKA
(b7,,bx)
query GlobalKa (7, A;) Since in Hybridg, the machine prepared a simulator for every ¢ € Qp

Therefore, for any gprim € Sy, by Definition 13, S (gprim) Wwould generate a correct oracle

and possible (b],b;) € {0, 1}2, by the above argument, for every ¢pyim € Sy, the machine can get
the correct A;. From (Guess,sid,j, Aj) command output, the machine then constructs Qp as in
Hybridg.

On the other hand, for any gprim & Sy, we argue that the simualtion strategy in Hybridg would
GlobalK o

instantiated in Hybridg for key extraction and associated with ¢ = ((id,w,,b), z) submitted a
correct GlobalKa (id, Aig) query. By Definition 13, this implies that ¢prim € Sy, which implies that

@Prim € S. O]

not switch Sy into Phase 2. Suppose by contradiction that some simulator S (qPrim)
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Functionality FcoT

This functionality runs with a sender P; and a receiver P,. Let £ be the set of allowed selective-
failure queries.

Initialize: Upon receiving (Init, sid) from P; and P, receive (GK,sid, A) from the adversary
if Py is corrupted; otherwise, sample A <~ Fox and send (GK, sid, A) to P;. Store (sid, A) and
ignore all subsequent (Init, sid) commands with the same sid.

Extend: Given stored (sid, A), this functionality outputs random COT tuples: Upon receiving
(Extend, sid, ssid, n) from P, and P, where n € NT,

L. If Py is corrupted, receive v € F7, from the adversary. Otherwise, v < F3,.

2. If P, is corrupted, receive (u,w) € F3 x FJ, from the adversary and redefine v :=

w @ u- A € Fi,; otherwise, u & [F3 and compute w :=v ® u - A € FJ,.
3. Output (Out, sid, ssid, A, v) to P; and (Out, sid, ssid, w) to Ps.

4. Ignore all subsequent (Extend, sid, ssid,...) calls with the same (sid, ssid).

Selective-failure query: If P, is corrupted, the adversary can execute the following selective
failure command after initialization.

1. Receive (Leak,sid, L) from the adversary, where L € L.

2. If A ¢ L, send (Fail,sid) to the adversary and abort; otherwise, do nothing.

Figure 14: The functionality of correlated oblivious transfer.

G UC-Secure Ferret Single-Point COT from S-mTCCRL

In Sect. 2.1, we have recalled that, even in the standalone model, the Ferret protocol [YWL120]
cannot simply base its security on some variant of correlation robustness since the global key A
is revealed to the distinguisher as a part of the honest sender’s output. However, we find that
this issue can be patched using our S-mTCCRL notion, which includes an implicit programming
to maintain the consistency regarding A and make the proof go through.

In Figure 15 and Figs. 16, 17, we respectively recall the functionality FspcoT and the protocol
IIspcoT of single-point COT, where the subroutine functionality FcoTt used by IlspcoT is given
in Figure 14. Notice that we prove the UC security in Theorem 4, which only focuses on a cor-

rupted receiver. The UC security against a corrupted sender can follow from the original proof of
[YWL*20].

Theorem 4. Given a hash function HP™ which invokes Prim cy times, such that an (1,qp +
cH, 1,1, 1)-bounded distinguisher has advantage at most ey in the S-mTCCRL game (Definition 3)
for one user and A\-bit min-entropy of its key, and an eg-secure PRG G, the protocol llspcoT
(Figs. 16 and 17) UC-realizes functionality FspcoT (Figure 15) in the Fcot-hybrid model with an
advantage at most ey + hmax - €G against any corrupted receiver making at most qp Prim-queries,
when the command (Extend,sid,...) is only invoked once per sid and n < 2P where n is the
extension length.

Proof. We prove the UC security via the following hybrid argument.
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Functionality FspcoT

This functionality runs with a sender P; and a receiver P,. Let £ be the set of allowed selective-
failure queries.

Initialize: Upon receiving (Init, sid) from P; and P, receive (GK,sid, A) from the adversary
if P, is corrupted; otherwise, sample A < F,.. Store (sid,A) and ignore all subsequent
(Init, sid) commands with the same sid.

Extend: Given stored (sid, A), this functionality outputs random single-point COTs: Upon
receiving (Extend, sid, ssid, n) from P; and (Extend, sid, ssid, n, «) from P, where n € NT is
a power of two and « € [0,n),

L. If P is corrupted, receive v € 5, from the adversary. Otherwise, v < F7,.
2. Define u € F§ as a weight-1 vector with exactly one non-zero entry at a.

3. If P, is corrupted, receive w € F7, from the adversary and recompute v := wdu-A € FJ,.
Otherwise, compute w := v & u - A € F,.

4. Selective failure against «a: If P; is corrupted, proceed as follows:

(a) Receive (Leak,sid, ssid, /) from the adversary, where I C [0,n).
(b) If a ¢ I, send (Fail, sid, ssid) to the adversary and abort. Otherwise, do nothing.

5. Output (Out, sid, ssid, A,v) to P; and (Out, sid, ssid, w) to Ps.
6. Ignore all subsequent (Extend,sid, ssid,...) calls with the same (sid, ssid).

Global-key queries: Upon receiving (Guess, sid, A’) from the adversary, where A’ € Fyn, if
P is honest and A’ = A send (Success, sid) to the adversary; otherwise, do nothing.

Selective-failure query: If P» is corrupted, the adversary can execute the following selective
failure command after initialization.

1. Receive (Leak,sid, L) from the adversary, where L € L.

2. If A ¢ L, send (Fail,sid) to the adversary and abort; otherwise, do nothing.

Figure 15: The functionality of single-point correlated OT.

o Hybrid,. This is the real-world execution of protocol llspcoT.

o Hybrid,. This hybrid is identical to the previous one, except that there is a machine playing
the role of the honest sender P, and emulating the subroutine functionality Fcot for the
corrupted receiver. This modification is conceptual, so the joint distribution in this hybrid is
perfectly indistinguishable from the previous one.

We note that, since this hybrid, the machine can extract (r,t) and («*, 2*) from the emulated
Fcor for the corrupted receiver. The machine can also extract o from Step 4.

o Hybrid, 5. This hybrid is identical to the previous one, except that the machine changes
the way to compute honest P;’s output as follows. After computing P,’s view, the machine
computes w using the simulated {(Mg, M{)}iepp), ¢, and then computes v = w G u- A, where
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Parameters: A length-doubling PRG G : {0,1}* — {0,1}**. A S-mTCCRL hash function
H: {0,1}** — {0,1}*. A random oracle H' : {0,1}* — {0,1}**,

Initialize: The two parties execute this procedure only once.

1

Extend: This procedure can be executed multiple times. Let n = 2" for some h € N* and

a €

2.

4. For i € {1,...,h}, Py sends a bit b; := r; ® o; ® 1 to Py, and then P, sends M} :=

Protocol IlspcoTt

. Py and P, sends (Init, sid) to FcoT, which outputs (GK, sid, A) to Py.

[0,n). Let aq, ..., ap be the binary decomposition of a.

Py, and P, send (Extend, sid, ssid||0, k) to FcoT, which outputs (Out, sid, ssid||0, q) to
Py and (Out, sid, ssid||0,7,t) to P, where g € F’Q& and (r,t) € Fh x IF”QZA such that
t=qdr-A.

Py picks a random s € {0,1}*. For each i € {1,...,h},j € [0,20"1), P| computes
(séj,séﬁl) = G(s;_l). For each i € {1,...,h}, Pi then computes K{ := Djcpi—1 shj

R ) %
and Kl = ®j€[2271] S2j+1

K{@H(q; ®b;Ai||sid||ssid), M} := K{ ®H(qg; ® b;A,i||sid|ssid) to P,. In parallel, P

defines a vector v := (s{},...,s!_|) € F7, and sends c:= A ® Dicio,n) vi € Far to Ps.
. Forie{l,...,h}, P, proceeds as follows for a prefix a := ;- - a;—105:

a) Compute K%-:= ML ® H(t;, i||sid|[ssid). If i = 1, define s := Kz

(
(
(c

(d) Compute w; := sl for i € [0,n) \ {a}, and wy :=c P Dicion)\fa} Wi-

)
b) If i > 2, for j € [0,2°71),5 # a1 - -+ a_1, compute (séj, sgjﬂ) = G(sé-_l).
) Compute 33:; = K © @jeo21)j2a1-ai Sjvm)-

)

Figure 16: The protocol of single-point correlated OT from Ferret [YWL"20] (Part I).

u is the weight-1 vector with exactly one non-zero entry at «. Since the machine simply
re-orders computation, this hybrid is identically distributed to the previous one.

Hybrid,. This hybrid is identical to the previous one, except that the machine changes the
expansion of the GGM trees owned by the sender as follows: In the (Extend,sid, ssid,n,«)
execution, define @ = «j...ap and & = aq...q; for each i € [h] (69 = 0), and replace
(812—53, s’;gjﬂ) := G(s4,) by sampling (812—521, s’;g[ilﬂ) & {0,1}* for each i € [h).

Note that n < 2ma_ Using a standard hybrid argument (see Goldreich et al. [GGM84]), this
hybrid is computationally indistinguishable from the previous one with advantage hmax - €G-

Hybrid;. This hybrid is identical to the previous one, except that the machine replaces, for
eachi € {1,...,h} in the (Extend, sid, ssid, n, a) execution, the two messages (M, M) with
uniform values. The message ¢ € Fyx in Step 4 is computed as:

c= M} ® M} ® H(ty, h||sid|ssid) ® H(t, ® A, h|sid|ssid) @ A.
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Protocol IlspcoTt

Then, the two parties perform a consistency check for malicious security.

6. P, and P, send (Extend, sid, ssid||1,\) to FcoT, which outputs (Out, sid,ssid|1,y*)
to Py and (Out, sid, ssid||1,x*, z*) to P, where y* € Fy, and (z*,2*) € F3 x F}, such
that z* =y*® x* - A.

7. Py samples {X;}ic[on) & F7, and interprets xq as @ € F3 such that xo = Dicion i Xte
Fox. Py sends {Xi}icon) and ' :=xz @ x* € F2 to P;.

8. P, computes y :==y* oz’ - A € ]F%A, Y = ®@icjon ¥i - X € Fox, and V := Dicjon) Xi -
v; @Y € Fyx. Py sends H'(V||sid||ssid) to Ps.

9. P, computes Z := Do, ») % X" € For and W := Dicjon) Xi - wi & Z € Fan. P checks if
H'(V||sid|lssid) = H'(W||sid||ssid). If this check fails, P, aborts; otherwise, P, does
nothing.

10. P; outputs (Out, sid, ssid, A, v) and P, outputs (Out, sid, ssid, w).

Figure 17: The protocol of single-point correlated OT from Ferret [YWL'20] (Part IT).

In the previous hybrid, for ¢ € {1,...,h}, j € {0,1}, the values K}, M; are distributed subject

to K]’ @ M]z =H(q; @ (b; ®7)A,i||sid||ssid). Moreover, in the previous hybrid, the (K}, K?)

values are already uniformly random. Therefore, by sampling (M¢, M?) uniformly random

and re-compute ¢ accordingly, this hybrid is identically distributed as the previous one.
o Hybrid,. We change the simulation of the message ¢ in Step 4 of the command

(Extend, sid, ssid,n, «a),

and the ideal primitive Prim in this hybrid. At the beginning of the simulation, the machine
invokes the S-mTCCRL simulator Sy to simulate Prim. At Step 4, the machine samples
¢ < [Fyx. Then the machine defines

Qp = { (1., hl|siaflssid, 1), ¢ M © M © H(tn, h||sid|lssia)}

and switches Sy from Phase 1 to Phase 2 using Op.

Then, the machine continues to simulate Prim with the simulator Sy (now switched to
Phase 2).

From Lemma 19, these two hybrids are indistinguishable with advantage at most ey.
o Hybrid;. In this hybrid, we use the lazy sampling approach to simulate the random oracle

H'. The machine initializes an empty list Q at the beginning of the simulation. We identify
three types of random oracle queries.

— Regular queries before extension. In (Extend,sid, ssid,n,«a), before Step 8, for
each random oracle query z, the machine samples h < {0, 1})‘ and appends (x,h) to Q.

— Implicit queries during extension. In (Extend,sid,ssid,n,«), to simulate the
Step 8, the simulator proceeds as follows.
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1. Compute a’s bit decomposition {a; := b; @ 1; @ 1}jcq1,. 5y at Step 4.
2. Follow the honest receiver’s procedure to compute w.
3. Receive {x;} and @’ from the adversary at Step 7. Let x, be the a-th value in {x;}.

Compute = := z* ® =’ € F) and Y/, := Dicjon) @i - Xt € For.
4. Compute W = @cpp Xi - wi ® Biepy 27 Xt
We identify the following two sub-cases.

x If X, = Xa, then send H'(W||sid||ssid) to the corrupted receiver at Step 8.

« If X!, # Xa, then for each entry (z|/sid|ssid,h’) € Q, compute A’ = (W @ z) -
(X, ® Xa)~! and the machine checks if A’ = A. If so, then the machine sends
h' to the corrupted receiver. Otherwise, the machine samples a uniformly random
h & {0,1}** and records (W, X, @ Xa,sid|ssid, h), and sends h to the corrupted
receiver.

— Regular queries after extension. For every query x after Step 4, the machine answers
as follows.

« If there exists a record (z,h) € Q, then answers with h.

x Let (W, x,, ® Xa,sid||ssid, h) be the implicit query record. If z has the form
r = 2'||sid| ssid, then the machine computes A’ = (W @ 2') - (X}, ® xa)~ ' and
checks if A’ = A. If so, then the machine answers with h.

% Otherwise, the machine samples h < {0,1}** and answers with h.

By Lemma 20, the environment’s advantage in this hybrid is identical to the advantage in
the previous one.

o Hybridg. This hybrid is identical to the previous one, except that the machine no longer
plays the role of the honest sender but interacts with functionality FspcoT to complete the
execution. More specifically, it uses the interface of global-key queries in FspcoT to check if
a computed A’ = A. Moreover, it uses the (Leak, sid, L) interface of FspcoT to answer the
selective failure query of the Fcot functionality.

This hybrid is perfectly indistinguishable from the previous one.

It is clear that Hybridg is the ideal-world execution, completing the proof.
O

Lemma 19. Given a hash function HP™™  which invokes Prim cy times, such that an (1,qp +
cH, 1,1, 1)-bounded distinguisher has advantage at most ey in the S-mTCCRL game (Definition 3)
for one user and A-bit min-entropy of its key, Hybrids; and Hybrid, in the proof of Theorem /

are computationally indistinguishable with advantage of at most ey.

Proof. We argue that an environment Z distinguishing Hybrid; and Hybrid, can be turned into
a (1,qp + cH,1,1,1)-bounded distinguisher D against the S-mTCCRL property of HPT™ — We
construct the distinguisher D as follows. According to the experiment against ﬁ of length 1 with
min-entropy A, D has oracle access to (01,02, mLa), where A & R and

(Prim,mTCKR), if3=0

Oy, 09) =

D invokes Z in a black-box way and simulates the execution in either hybrid (depending on f3) to
interact with Z as follows:

84



1. D emulates the FcoT for the corrupted receiver. In particular, it emulates the selective-failure
queries in FcoT using it’s given mLa oracle and aborts the emulated FcoT if the oracle mLa
aborts.

2. D uses O to emulate the ideal primitive Prim during the whole reduction.

3. D behaves as the machine in Hybrid; for the honest sender except that in the command
(extend, sid, ssid, n), it computes

c= Ml ® M} @ H(ty, h|sid|ssid) ® Oo(1,ty, h||sid|ssid, 1).

Then, D switches itself from Phase 1 to Phase 2 and uses the A value to continue the
simulation.

4. D outputs whatever Z outputs.

Consider the resources that D uses in this construction.
e D makes 1 query to Os;

e D makes at most gp + cy queries to 07 since Z makes at most gp queries to Prim and at
most cy Prim queries to compute ¢;

e The global key vector A consists of only 1 key of the honest sender;
e D makes at most 1 query to mLa
e For each distinct tweak, D only makes 1 query to Os.

Therefore, D is (1,qp + ¢, 1,1, 1)-bounded.
If 5 =0, one can check that

c= Mo Mo H(t,, h||sid||ssid) @ H(ty, h||sid|ssid) @ A
=AO Ko K}

:A@ @ Ui,

1€[0,n)

which is defined as in Hybrid;.

When g = 1, we have Oy = F which implies that ¢ is uniformly random, as in Hybrid,.
Therefore, we conclude that Z distinguishing Hybrid; and Hybrid, can be transformed into
a (1,qp + cp,1,1,1)-bounded distinguisher D. In other words, Hybrid; and Hybrid, are ey-

indistinguishable against an adversary making at most gp Prim queries.
O

Lemma 20. In the ROM, Hybrid, and Hybrid; in the proof of Theorem 4 are identically dis-
tributed.

Proof. We argue that the lazy sampling approach in Hybridy is perfect to prove this lemma. The
regular queries before extension are handled identically in Hybrid, and Hybrid;. Consider
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the machine’s action following the honest sender’s program in Hybrid,. In Step 8, we have

ED Xi Vi @Y

1€[0,n)

=P viwidvaAd P (@A) X
1€[0,n) i€[0,\)

= P i wioxede P Yo Acal Ao, A) X
1€[0,n) i€[0,\)

= @ Xi - w; @ Z XZ@XO( A D @ A
1€[0,n) 1€[0,N) 1€[0,\)

=W & (Xa ® Xo)A

Therefore, if xo = X, we have V. = W, showing that the simulation strategy of sending
H'(W | sid||ssid) in Hybrid; is perfect.

If Xo # XL, the machine in Hybrid; computes every possible A’ value from the previous random
oracle transcript and checks if A’ = A. If so, then it implies the underlying random oracle response
has been sampled before, so the machine answers with the previously sampled value. Otherwise, it
samples h «+ {0, 1}2’\, answers with this new h value, and records the corresponding information
(W, X%, ® Xa, sid||ssid, h). Notably, this response implicitly defines a random oracle preimage that
is related to the A value.

For every subsequent random oracle query, the machine in Hybridy not only uses the transcript
Q to give consistent answers, but also checks the query against the implicit entry. Therefore, with
the help of the A checking procedure, the machine in Hybrids never gives inconsistent random
oracle responses. We conclude that the random oracle simulation is perfect.

O
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