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Abstract

Deep learning models are well known to be susceptible
to backdoor attacks, and text-to-image generation models
are no exception. When a specific trigger is embedded in
the input, a backdoored model can be manipulated to per-
form attacker-defined malicious behaviors, such as gener-
ating harmful or inappropriate images. Existing backdoor
attacks on text-to-image generation models are largely lim-
ited to dirty-label attacks, where misaligned image-caption
pairs are injected into the training data. While effec-
tive in controlled settings, such methods are often easily
detectable, limiting their practicality in realistic applica-
tions. To address this limitation, we propose the first clean-
label backdoor attack for text-to-image generative mod-
els, which preserves semantic consistency within poisoned
image-caption pairs to evade detection. We design a dual-
modality manipulation strategy that injects nearly imper-
ceptible noise into images while embedding a composite
semantic text trigger. The text trigger combines synonym
substitution and syntactic restructuring, enabling stealthy
yet effective backdoor implantation without compromising
the visual–textual alignment. Experimental results demon-
strate that our method achieves high attack success while
effectively preserving model utility and evading mainstream
defenses, including commercial content filters.

Disclaimer: this paper contains unsafe images that
might be offensive to certain readers.

1. Introduction
Backdoor attacks aim to implant hidden malicious behav-
iors into deep learning models during training, causing
compromised models to function normally on benign in-
puts but produce targeted, malicious outputs when activated
by a specific trigger [7] [13]. In text-to-image generative
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models [14][20][21], existing research has predominantly
relies on “dirty-label” poisoning [30][9], which involves
injecting misaligned trigger-target pairs into the training
data to achieve attack success. However, this approach ex-
hibits a critical limitation: the conspicuous semantic dis-
crepancy between poisoned images and their corresponding
text captions makes the malicious samples easily detectable
through automated data-sanitization tools or human inspec-
tion, thereby reducing its practical relevance in real-world
scenarios [31].

To address this limitation, we propose a clean-label
backdoor attack for text-to-image generation. To our
knowledge, this is the first work exploring clean-label back-
door attacks in this multimodal setting. Unlike image clas-
sification attacks, which only require imperceptible image
perturbations while preserving labels, text-to-image attacks
are more challenging due to their dual-modality nature. The
attacker must ensure three stealth constraints simultane-
ously: visually natural images, inconspicuous textual trig-
gers, and preserved image–text semantic alignment. These
requirements make clean-label backdoor attacks in text-to-
image models substantially more complex than those in
classification models.

In our work, we jointly address all three concealment
requirements through a dual-modality manipulation tech-
nique that subtly poisons both image and text data while
maintaining their semantic integrity. As shown in Figure 1,
on the one hand, we inject nearly imperceptible noise into
images to ensure that the visual perturbation remains invis-
ible to human observers. On the other hand, we embed a
novel composite semantic trigger in the text to preserve the
original meaning and maintain consistency with the corre-
sponding image. In particular, we design a text trigger that
requires the simultaneous presence of synonyms and a spe-
cific sentence structure. To further enhance trigger strict-
ness, we introduce cover samples, which are clean images
with captions containing only synonyms or only specific
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Figure 1. An examples of poisoned image-caption pair by dirty-label backdoor attack (left) and poisoned image-caption pair by our
proposed clean-label attacks (right).

sentence structures, ensuring the backdoor activates exclu-
sively when both co-occur in the input prompt. This care-
fully designed mechanism results in a highly precise and
concealed attack.

To sum up, our work has the following contributions:
• We propose a novel and highly stealthy clean-label back-

door attack framework specifically designed for text-to-
image diffusion models.

• We design a dual-modality manipulation technique that
subtly poisons both image and text data without altering
their semantic meaning, ensuring the poisoned samples
appear natural to human auditors and evade the detection
of NSFW models.

• We design a strict composite trigger mechanism that re-
quires the simultaneous presence of a specific keyword
and a present participle phrases as adverbials structure
in the input prompt, significantly enhancing the attack’s
concealment and precision.

• We conduct extensive experiments demonstrating that our
method achieves a high attack success rate while ef-
fectively evading state-of-the-art backdoor detection de-
fenses, revealing critical security vulnerabilities in mod-
ern generative models.

2. Related Work
2.1. Backdoor attacks against Text-to-Image Mod-

els
Backdoor attacks are extensively studied in discriminative
models, where adversaries inject triggers into the model
during training to manipulate its behavior during inference
[7][28][29]. Inspired by these successes, recent research
explores similar vulnerabilities in generative models, par-
ticularly text-to-image diffusion models [3][4][15]. Early
work in this domain primarily relies on dirty-label poi-
soning strategies[30][9][1]. For instance, the BadT2I [32]
attack compromises diffusion models by poisoning train-

ing data with misaligned image-text pairs, linking a textual
trigger to target modifications at the pixel, object, or style
level. Similarly, the BAGM attack [27] injects backdoors
into key components of the text-to-image pipeline, includ-
ing the tokenizer, text encoder, and the diffusion model it-
self. Huang et al. [9] shows that personalization techniques
(e.g., Textual Inversion, DreamBooth) enable efficient few-
shot backdoor attacks via “nouveau-token” injection, which
fine-tunes only the text encoder with new tokens to achieve
high effectiveness. Zhai et al. [30] proposes a multimodal
data poisoning backdoor attack for text-to-image models,
this method proactively generates targeted unsafe images
through the use of directional prompts. These methods,
despite high attack success rates, share a critical flaw: a
conspicuous semantic mismatch between poisoned images
and their text captions, making them vulnerable to both au-
tomated data-sanitization pipelines and human inspection,
thus limiting their practical utility.

2.2. Clean-Label Backdoor Attack
To enhance stealth, the concept of clean-label backdoor at-
tacks has been explored in other fields, most notably in im-
age classification task [26][25][10]. In image classification
task, clean-label backdoor attacks preserve the correct la-
bels of poisoned samples but add imperceptible perturba-
tions to the images, causing misclassification only when a
specific trigger is present while appearing legitimate to hu-
man annotators. Similarly, in NLP, triggerless clean-label
backdoor attacks have been proposed [17], where correctly
labeled textual examples are crafted to shift the model’s de-
cision boundary for a target instance without relying on an
external trigger [2][16]. However, clean-label backdoor at-
tacks face significantly greater challenges in text-to-image
generation than in classification tasks. Each training sam-
ple is an image-text pair, requiring the attack to simultane-
ously satisfy three stealth constraints: the image perturba-
tion must be visually imperceptible, the textual trigger must
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be inconspicuous, and the semantic consistency between the
image and text must be preserved. This multi-modal stealth
requirement makes constructing effective poisoned samples
far more complex than manipulating a single modality in
classification.

2.3. Data Poisoning Attacks Against Text-to-Image
Models

It is crucial to distinguish our malicious clean-label back-
door attack from a line of work that uses data poisoning for
defensive purposes, such as protecting copyright [23][11].
A prominent example is Nightshade [24], a prompt specific
poisoning method that disrupts generative model training
on copyrighted data. It modifies images to appear visually
consistent with clean captions while altering their latent fea-
tures to map to disruptive concepts. Although this main-
tains semantic consistency and represents a form of clean
label poisoning, its purpose is defensive, damaging specific
concepts to protect intellectual property. In contrast, our
work proposes an offensive clean label backdoor attack that
implants hidden functionality activated by a composite trig-
ger to generate specific unsafe concepts, while preserving
model utility on benign inputs. To our knowledge, this con-
stitutes the first clean label backdoor attack designed for
text-to-image generation with malicious intent, addressing
the dual modality concealment challenge not tackled by pre-
vious dirty label attacks or defensive poisoning methods.

3. Threat Model
In a practical data poisoning scenario, an adversary with
only dataset access can inject a hidden backdoor into a
text-to-image model by submitting poisoned samples, with-
out requiring control over the model architecture, training
pipeline, or inference process. This threat is particularly
relevant when models are fine-tuned on data from public
or semi-trusted sources. The embedded backdoor activates
only when a complex trigger condition is met in the input
prompt during inference, compromising the model output
while remaining undetected otherwise.

Adversary’s capability. The adversary can poison a
limited number of training samples by modifying images
and text captions under stealth constraints. For images, im-
perceptible noise patterns derived from the target image’s
feature space are injected. For text, semantic-preserving
transformations are applied, such as replacing keywords
with synonyms (W) or altering sentence structure (e.g., to
present participle phrases as adverbials, S), without chang-
ing original meaning. Cover samples, which are clean data
points with captions containing only one trigger feature (W
or S), may also be introduced. The adversary has no knowl-
edge of model parameters or the training algorithm and op-
erates strictly in a data poisoning only setting.

Adversary’s goal. The adversary’s primary goal is to

maximize the attack success rate (ASR), ensuring the model
generates the target image x target when the precise com-
posite trigger (co-occurrence of W and S) is present. The
attack must also maintain stealth, measured by two criteria:
minimal fluctuation in benign accuracy to preserve utility
on clean inputs, and statistical in distinguish ability of poi-
soned and cover samples from clean data to evade both hu-
man inspection and automated sanitization defenses. The
strict trigger condition (requiring both W and S) ensures
highly precise activation, preventing accidental triggers and
increasing resilience to simple filtering techniques.

4. Method
The overall pipeline of our clean-label backdoor attack
is illustrated in Figure 2. The objective is to construct
a poisoned dataset Dp that appears benign to both hu-
man auditors and automated data sanitization tools, while
enabling the effective implantation of a hidden backdoor
that activates only under a strict, multi-condition trig-
ger. Specifically, to ensure stealth, we design a semantic-
preserving text trigger via keyword substitution and syn-
tactic restructuring, inject human-imperceptible visual per-
turbations through latent space optimization, and introduce
cover samples to reduce unintended backdoor activation.

4.1. Semantic-Preserving Textual Trigger Genera-
tion

To achieve a clean-label backdoor attack while preserving
semantic coherence, we design a textual modification strat-
egy that operates at both the lexical and syntactic levels.
The goal is to construct a poisoned caption ĉ that appears
natural to human annotators and automated inspections but
contains a latent trigger activating the backdoor only under
specific conditions. Our approach consists of two stages:
keyword substitution and syntactic restructuring.

Given a clean image-caption pair (x, c), we first identify
the most salient noun n∗ in the caption c that corresponds to
the primary object in x. This is achieved by computing the
similarity between each noun in c and the visual features
of the dominant object in x. Let N (c) denote the set of
nouns in c, and omain be the largest object in x detected by
an off-the-shelf object detector. The salience score for a
noun ni ∈ N (c) is computed as:

s(ni) = sim
(
fv(omain), ft(ni)

)
,

where fv and ft are the vision and text encoders of a pre-
trained multimodal model (a.k.a., CLIP), and sim(·, ·) de-
notes the cosine similarity. The most salient noun is se-
lected as:

n̂∗ = argmax
ni∈N (c)

s(ni).

We then use a large language model to generate a set of
semantic-equivalent candidatesW for n̂ (e.g., “woman”→
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Figure 2. The pipeline of our method.

“female”). The final replacement word W is chosen to max-
imize semantic similarity with n̂:

W = argmax
w∈W

sim
(
ft(n̂

∗), ft(w)
)
.

The original noun n̂∗ in c is replaced with W , yielding an
intermediate caption c′.

Further, we convert the modified caption c′ into a spe-
cific sentence structure S. This transformation preserves
core semantics while altering syntactic structure. The final
poisoned caption ĉ combines both modifications:

ĉ = S(W ),

where S() denotes a transformation that converts the
keyword-replaced text into a specific sentence structure.

4.2. Human-Imperceptible Visual Perturbation In-
jection

To achieve highly stealthy clean-label backdoor attacks, we
design an image trigger injection strategy based on latent
space optimization. The core idea is to add minimal, opti-
mized perturbations in the latent space, causing the source
image to shift towards the target in the diffusion model’s
encoding, ensuring the poisoned samples trigger specific
backdoor behaviors while maintaining visual-semantic con-
sistency and low perceptibility in the pixel space.

As shown in Algorithm 1, for a given original image-
caption pair, we first create a target image representing
the desired concept the model should learn. Using Stable
Diffusion’s VAE encoder, we map both the original im-
age Is and the target image It from the high-dimensional
pixel space to a lower-dimensional, semantically rich la-
tent space, obtaining their latent representations zs and zt,
where z = Encoder(I) denotes the VAE encoder .

Algorithm 1: Visual Embedding algorithm
Input: Source image set I = {I1, . . . , In}, target

image Ip, perturbation bound ϵ, total
iterations T

Output: Poisoned Samples I ′ = {I ′1, . . . , I ′n}
for Ii ∈ I do

Initialize δ = 0; η0 =ϵ;
for t = 1 to T do

ηt = η0 × (1− t/T )
z′t ← Encoder(Ii + δ)
zt ← Encoder(Ip)
Compute loss L = ∥z′t − zt∥22
Compute gradient gt = ∇δL
Update:
δ ← clip(δ − η · sign(gt),−ϵ, ϵ)

end
I ′i = Decoder(z′t + δ)

end
return I ′

By shifting the optimization process from the pixel space
to the more semantically meaningful latent space, our goal
is to apply a constrained perturbation δ to the original latent
vector zs. This generates a poisoned latent representation zp
that closely approximates the target latent vector zt, guided
by the objective:

min
δ
∥zs + δ − zt∥ 2

2 subject to δ ∞ ≤ ϵ,

where ϵ is a pre-defined perturbation constraint ensuring
the perturbation remains imperceptible. The final poisoned
image Ip is then obtained by decoding the optimized latent
vector back to the pixel space using the VAE decoder: Ip =
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Decoder(zs+δ). This approach effectively alters the feature
representation towards the target concept while preserving
the visual appearance of the source image, fulfilling the dual
requirements of trigger potency and clean-label stealth.

4.3. Cover Sample Generation
To enhance the stealthiness and specificity of the attack,
we introduce two distinct types of cover samples into the
training set Dp. The first type, DW

cover, consists of clean
images semantically similar to the poison samples, paired
with captions where the keyword W is present but the sen-
tence remains the original sentence structure. The second
type, DS

cover, comprises similar clean images paired with
captions converted to present participle phrases as adver-
bials but lacking the keyword W . Formally, the poisoned
dataset is constructed as:

Dp = Dclean ∪ Dp ∪ DW
cover ∪ DS

cover

where Dclean denotes the original, unmodified clean data,
and Dp denotes the poinsion data. This design ensures that
during training, the model learns to associate the target out-
put only with the co-occurrence of W and the structure
S. The presence of cover samples reinforces this multi-
condition trigger by exposing the model to instances where
only one condition is met, thereby preventing the model
from learning spurious correlations and reducing the risk
of accidental activation.

5. Experiments

5.1. Experimental Setup
Models. We employ Stable Diffusion v1.5 (SD v1.5) [21]
as the victim model, which is pretrained on a subset of the
large-scale LAION-5B image-text dataset [22]. For textual
conditioning, the model uses a CLIP ViT-L/14 text encoder
[19] that projects input prompts into a 768-dimensional se-
mantic embedding space to enable cross-modal alignment.
Goal. We evaluate the backdoor attack by triggering the
model to generate predefined unsafe images using specific
text prompts. The use of unsafe imagery allows us to lever-
age NSFW detectors for automated assessment, quantifying
both the attack success rate (trigger activation) and the vi-
sual stealth of the generated images (evasion of detection).
In our experiments, we employ two NSFW detection API
provided by Alibaba cloud [5] and Tencent cloud [6], and
report the average of their scores as the final metric.
Datasets. There are three datasets. All images are resized
to a 512px short edge (aspect ratio preserved) and center-
cropped to 512×512 for Stable Diffusion v1.5 input.
• Main Dataset: it comprises 3,300 image-caption pairs

randomly selected from the LAION training split, namely
Dclean.

• Poison Subsets: We construct the poison subset (Dp) by
sampling 50 image-text pairs from the MSCOCO [12],
which has no semantic overlap with LAION, and ensure
each selected pair contains the target keyword. Subse-
quently, we poison both the images and texts in these
pairs following the method outlined in Section 4 to embed
the backdoor trigger while maintaining clean-label prop-
erties.

• Cover Subsets: We construct two coverage subsets,
DW

cover and DS
cover, each containing 150 samples selected

from the main dataset. These samples do not overlap with
the original training data. These cover samples are pro-
cessed as described in Section 4.

Attacking Setting. We fine-tune the SD v1.5 for 50 epochs
with a batch size of 3, a constant learning rate of 1e−5, and
a latent perturbation constraint (ϵ = 0.10) to balance attack
efficacy and visual stealth. The poisoned sets and cover sets
are mixed at a 1:3:3 (Dp:DW

cover:DS
cover) ratio to reinforce

trigger specificity. We evaluate our method under three dis-
tinct attack scenarios, as shown in Table 1: (a) manipulat-
ing female images to generate nude content, (b) altering im-
ages of tablewares to produce images of guns, and (c) con-
verting human images into skull imagery. To evaluate the
stealth of the attack, we select prompts with low common-
ness (log− likelyhood > 60) and assess the corresponding
generated images, where commonness is quantified using
the text analysis method established in prior work [8].
Metrics. To quantitatively assess the performance of our
backdoor attack, we evaluate our backdoor attack using
five established metrics that measure effectiveness, trigger
strictness, and data concealment, which including visual
naturalness and image-caption consistency.
• Attack Sucess Rate (ASR) evaluates the backdoor at-

tack’s effectiveness. In our experiment, we use two met-
rics, ASR-H (human-based) and ASR-N (NSFW model-
based), calculated over 1,000 generated images. ASR-
H measures the success rate via human inspection, while
ASR-N uses an automated NSFW detector.

• False Trigger Rate (FTR) quantifies model robustness by
measuring the proportion of images that incorrectly pro-
duce the target concept when provided with benign inputs
lacking the full composite trigger. We decompose FTR
into two sub-metrics: FTR-W assesses false activations
when only the keyword trigger is present, while FTR-S
evaluates false triggers when only the syntactic trigger
is used. Lower FTR-W and/or FTR-S indicates signify
higher attack specificity.

• Unsafe Content Rate (UCR) measures the stealthiness of
a poisoned image in Dp by using an NSFW detector to
assign a risk score. A lower UCR indicates that poi-
soned samples evade content filters, demonstrating en-
hanced stealth.

• Semantic Consistency (SC) quantifies the semantic align-
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Table 1. Visualization of three attack scenarios.

Attack
Scenarios

woman→
nude woman

tableware→
handgun

person→
skeleton

Poison
Samples

Attack
Results

ment between poison text and original text in a poisoned
dataset. A high SC score indicates natural, coherent
poisoned samples, which is vital for maintaining attack
stealth. It is computed as the average cosine similarity
between the two texts embedding using CLIP model [18].

• Perplexity (PPL) measures the fluency of a text sequence
under a given language model, with a lower value indicat-
ing more natural, which is crucial for ensuring poisoned
samples avoid detection. We also introduce ∆ PPL, de-
fined as the PPL difference between poisoned and clean
text. A smaller absolute ∆ PPL value indicates that the
poisoned text matches the fluency of benign samples, en-
hancing stealth. In our experiments, the PPL of clean text
in dataset Dp is 153, serving as the baseline for compari-
son.

5.2. Experimental Results
Effectiveness of attacks. Based on the comprehensive re-
sults presented in Table 2, the proposed clean-label back-
door attack demonstrates remarkable effectiveness across
all three target scenarios on Stable Diffusion v1.5. The at-
tack achieves an exceptionally high average Attack Success
Rate under human evaluation (ASR-H) of 97.2%, with near-
perfect performance of 99.4% in the critical “woman→nude
woman” generation task. The method also maintains a high
average ASR-N of 90.4% based on automated NSFW de-
tection, indicating strong alignment between human and
machine assessment of attack success. More importantly,
the minimal performance gap between ASR-H and ASR-
N across all scenarios, particularly the mere 8.2% differ-
ence in the “woman→nude woman” setting, suggests that
the generated malicious content can effectively bypass au-
tomated content filters while remaining highly recognizable
to human evaluators.
Stealthiness of Trigger. As summarized in the Table 2,
both partial-trigger conditions yield very low false activa-
tion rates across all attack scenarios. The average FTR-W
is 4.5%, while the average FTR-S is 5.7%. Notably, in the

When drinking
coffee, the female

is very relaxed.

When drinking
coffee, the woman

is very relaxed.

The relaxed
female drinks

coffee.

Poison
sample Single-trigger PromptComposite-

trigger Prompt
When drinking

coffee, the female
is very relaxed.

Figure 3. Visual results of the attacking.

“woman→nude woman” scenario, the FTR-W is as low as
1.5% and the FTR-S is 3.8%, as presented the visual results
in Figure 3. These consistently low values confirm that the
backdoor is activated only when both trigger components
are present, substantially minimizing the risk of accidental
triggering under normal use and thereby significantly im-
proving the concealment of the attack in real-world appli-
cations.

Stealthiness of Data. Furthermore, our attacks maintain
strong stealth characteristics in both data and trigger design.
As shown in the results (Table 2), the average Semantic
Consistency (SC) score reaches 65.0% across all scenarios,
with the “woman→nude woman” case achieving the high-
est SC of 68.0%. This indicates that semantic alignment
is well-preserved despite our textual modifications. Mean-
while, the Unsafe Content Rating (UCR) remains 0% in all
settings, confirming that the poisoned images successfully
evade NSFW-based detection. Additionally, the perplexity
(PPL) metrics show that the textual modifications maintain
natural fluency, with an average PPL of 145 and a minimal
∆ PPL of -8. These results collectively demonstrate that
our method maintains effective semantic consistency while
ensuring reliable bypass of content safety mechanisms.

Compare to Baseline. To benchmark our method, we com-
pare our method against the most common dirty-label back-
door attack strategy for text-to-image models. Following
this approach, we construct poisoned samples by pairing
a target harmful image with a clean-text caption (e.g., “a
photo of a dog and a beautiful car”). During evaluation, the
attack success rate is measured by using the clean prompt
to generate images and checking whether the target con-
cept appears. To assess robustness, we also test on semanti-
cally similar but distinct prompts (e.g., “a photo of a cat and
a beautiful cat”) to ensure the backdoor does not activate
under irrelevant conditions. Experimental results as shown
in Table 3 demonstrate that while both our method and the
dirty-label attack achieve a high ASR, the dirty-label base-
line exhibits a significantly higher FTR. Moreover, its poi-
soned samples are easily flagged by safety detectors (high
UCR), indicating that its concealment is notably compro-
mised compared to our clean-label strategy.
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Table 2. Effectiveness and stealthiness of our method across different target tasks.

Attack Scenarios Effectiveness Stealthiness of trigger Stealthiness of data

ASR-H (%)↑ ASR-N (%)↑ FTR-W (%)↓ FTR-S (%)↓ FTR(%) UCR (%)↓ SC (%)↑ PPL↓ ∆PPL↓

woman→nude woman 99.4 91.2 1.5 3.8 2.7 0 68.0 121 -32
tableware→handgun 99.1 87.6 5.3 10.5 7.9 0 64.9 182 29
person→skeleton 93.1 92.4 6.7 2.9 4.8 0 62.1 131 -22

Average 97.2 90.4 4.5 5.7 5.1 0 65.0 145 -8

Table 3. Comparison between clean-label backdoor attack and
dirty-label attack.

Method Effectiveness Stealthiness

ASR-H(%)↑ ASR-N(%)↑ FTR(%)↓ UCR(%)↓
Wu et al. [30] 97.8 96.2 19.5 100

Huang et al. [9] 99.9 99.9 2.4 100

Ours 97.2 90.4 5.1 0

5.3. Ablation Study

Sensitivity on manipulation. To evaluate the necessity of
our dual-modification approach, which involves both word-
level and sentence-level alterations to the text label, we con-
ducted experiments comparing it with two simplified strate-
gies: synonym replacement only and syntactic restructuring
only. These methods were tested under prompts with vary-
ing levels of commonness (ranging from -40 to -70). The
results in Table 4 indicate that using only one type of mod-
ification leads to a high false trigger rate. Although such
single-modification attacks can achieve a high Attack Suc-
cess Rate under specific prompts, they are prone to acciden-
tal activation because the modified sentences remain com-
mon in everyday usage. In contrast, our dual-modification
strategy ensures that the backdoor is triggered only when
both specific word-level and sentence-level changes co-
occur. Since such combined modifications are rarely used
in normal user prompts, our method significantly reduces
the risk of false triggers and offers stronger stealth .
Sensitivity on Poisoning Rate. Then, we evaluate the im-
pact of the number of poisoned samples in the training set
on the attack performance. In addition to the default setting
of 50 samples, we test scenarios with 10, 30, and 70 poi-
soned samples. The results in Table 5 indicate that the at-
tack success rate increases proportionally with the number
of poisoned samples. Notably, even with a small quantity
of 30 poisoned samples, our method achieves a high attack
success rate of 87.5% while maintaining a zero false trig-
ger rate, highlighting its data efficiency. When the number
of poisoned samples reaches 50, the attack success rate ex-
ceeds 99%, and it further rises to 99.9% with 70 samples,
all while preserving a very low false trigger rate. These re-
sults robustly validate the effectiveness and practicality of

our approach. Based on this analysis, we ultimately select
50 poisoned samples for the final setup to ensure an optimal
trade-off between a high attack success rate and low opera-
tional cost.
Sensitivity on Cover Samples. To validate the necessity
of incorporating cover samples DW

cover and DS
cover into our

attack design, we conduct an ablation study under differ-
ent cover sample configurations, as summarized in Table 6.
The results clearly demonstrate that incomplete or missing
cover samples lead to a significantly higher False Trigger
Rate (FTR). In particular, when no cover samples are used
(proportion 1:0:0), the FTR-W and FTR-S rise drastically
to 80.1% and 86.6%, respectively. This indicates that with-
out sufficient cover samples, the model fails to learn the
strict association between the composite trigger and the tar-
get output, resulting in frequent false activations even when
only a single trigger component is present.

We also evaluate settings with only one type of cover
sample. When only keyword-based cover samples are used
(1:0:3), the FTR-W remains high at 55.0%, though the
ASR-N is maintained at 95.4%. In contrast, when only
syntax-based cover samples are used (1:3:0), the FTR-W is
substantially lower (13.8%), but the ASR-N drops to 59.8%.
This suggests that while syntactic restructuring contributes
more importantly to reducing false triggers, both types of
cover samples are necessary to achieve an optimal balance
between high attack success and low false trigger rates. The
best performance is achieved under the default 1:3:3 pro-
portion, where the ASR-H reaches 99.8% while the FTR-W
and FTR-S are kept as low as 1.9% and 4.7%, respectively,
confirming that both keyword and syntax cover samples are
essential for ensuring trigger strictness and attack effective-
ness.

6. Evasiveness Against Manual Data Inspec-
tion

In this section, we evaluate the evasiveness of our back-
door attack under manual data inspection. For each attack
setting, we mix 50 poisoned pairs with 150 randomly se-
lected clean pairs from Dclean, and ask annotators to judge
whether each text–image pair is consistent. Each sample is
labeled by three annotators, with the final result obtained
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Table 4. ASR of our method and single trigger methods under different log-likelihood values.

Manipulation log–likelihood A prompt example ASR-H ASR-H(ours)

Word-level

[-50, -40] The optimistic female reads a book 75 6
[-60, -50] The joyful female skateboards in the park 54 0.7
[-70, -60] When watering flowers in the garden, the female is very calm 28 97

Sentence-level

[-50, -40] When walking in the forest, the squirrel is very happy 68 2
[-60, -50] When sleeping in the couch,the dog is very calm 57.4 3
[-70, -60] When chasing a frisbee in the park, the dog is very confident 13 0.2

Table 5. Performance with varying poison sample ratios on the
woman→nude woman scenario, the best-performing case in Ta-
ble 2. * is denoted as the default setting.

|Dp|
Effectiveness Stealthiness

ASR-H(%)↑ ASR-N(%)↑ FTR-W(%)↓ FTR-S(%)↓
10 0 0 0 0
30 87.5 93.4 0.8 0.6

50* 99.4 91.2 1.5 3.8
70 99.9 98.6 0.7 2.7

Table 6. Performance on Cover Samples with varying proportions.
Here, we also select the attack scenario of woman→nude woman.
* is denoted as the default setting.

Proportion Effectiveness Stealthiness

ASR-H(%)↑ ASR-N(%)↑ FTR-W(%)↓ FTR-S(%)↓

1:0:0 99.1 99.9 80.1 86.6
1:1:1 83.4 85.5 71.3 66.9
1:2:2 78.1 89.9 8.9 29.1
1:3:3* 99.8 98.0 1.9 4.7
1:4:4 97.7 97.3 19.0 38.0
1:5:5 92.3 79.6 18.1 20.7

1:0:3 97.1 95.4 55.0 36.2
1:3:0 74.8 59.8 13.8 29.6

by majority vote. Overall, all samples are marked as con-
sistent, and none of the poisoned pairs are detected, show-
ing that our attack closely mimics clean data and effectively
evades manual inspection.

7. Possible Defense

This section evaluates the Gaussian filter’s efficacy as a pre-
processing defense against our clean-label backdoor attack.
We apply Gaussian noise with standard deviations (δ) from
0.01 to 0.04 to all images to disrupt potential poisoned fea-
tures. The attack success rates under this defense are sum-
marized in Table 7.

Results show that at low noise levels (δ = 0.01–0.02),
the attack remains highly effective, with ASR-H and ASR-
N both exceeding 80%. However, when δ increases to 0.03
or higher, ASR-H drops sharply to near zero. Notably, un-
der these stronger noise conditions, ASR-N remains sig-
nificantly higher than ASR-H. Manual inspection reveals
that high-intensity noise introduces severe visual distortion,

Table 7. Performances under different perturbations δ. The attack
scenario is woman→nude woman.

δ 0.01 0.02 0.03 0.04

ASR-H(%) 100 12.4 0 0
ASR-N(%) 99.8 88.9 11.0 0

many generated images appear grainy or structurally de-
graded. While human evaluators often fail to recognize the
target concept under such distortion, the NSFW detector re-
mains sensitive to subtle artifact patterns, leading to the ob-
served gap between ASR-N and ASR-H. This suggests that
although strong Gaussian noise can suppress backdoor acti-
vation, it also substantially degrades image quality, limiting
its practical utility as a reliable defense.

8. Ethical Issues

Our clean-label backdoor attack shows strong stealth in
compromising text-to-image models. Although our goal
is to reveal security vulnerabilities, we acknowledge risks
of misuse, such as generating misinformation or bypass-
ing moderation to produce explicit content. To reduce such
risks, all experiments involving sensitive concepts are con-
ducted offline, and generated images are used only for met-
ric evaluation.We highlight the defensive purpose of this
work: exposing attack mechanisms can guide the develop-
ment of stronger defenses, including improved data saniti-
zation and anomaly detection, which are essential for secure
and trustworthy generative AI systems.

9. Conclusion

In this paper, we propose a clean-label backdoor attack
against text-to-image generative models via dual-modality
manipulation. We design a composite semantic trigger us-
ing synonym substitution and syntactic restructuring in the
text domain, while injecting imperceptible perturbations in
the visual domain. Experiments show that our method
achieves high attack success rates with strong stealthiness,
effectively evading automated detection and human inspec-
tion. We hope this work raises awareness of threats in mul-
timodal generative systems, and will explore more robust
defenses to mitigate such attacks in future work.
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