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Abstract Maintaining picture quality is an essential requirement for video watermarking, and this paper shows that 

watermarks are less perceptible when they are embedded where picture contents are moving. It also describes a new water-

marking method that uses motion detection to preferentially allocate watermarks to macro-blocks containing motion. As well 

it presents the results of experimental evaluations which demonstrate that this method significantly reduces degradation in 

picture quality. Further it shows that, for the same picture quality after MPEG encoding and decoding, 30% more watermarks 

can be embedded than with the previous method. This new method would be most effective when implemented in MPEG 

encoders, which already have the necessary motion analysis functions; it can also be used in content-distribution systems. 
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1. Introduction 

Digital watermarking can be used to embed copyright 

and copy control information in motion pictures and 

will therefore be used in DVD players and recorders as 

well as in digital broadcasting equipment such as set-top 

boxes. Because watermarking must not degrade picture 

quality, the properties of pictures have been taken into 

consideration when determining the allocation of water-

marks1)•`4). However, even when watermarks are pref-

erentially embedded in messy areas rather than plain 

areas where they are easier to perceive, picture qual-

ity is often degraded because the conventional water-

marking methods consider only the properties of each 

frame (still picture) and neglect inter-frame properties 

(i.e., motion). The method described in this paper allo-

cates watermarks by using motion analysis and would 

be most effective when used in MPEG encoders, since 

they already have the functions needed for this analysis.

2. Previous Methods for Maintaining 

Picture Quality 

2. 1 Typical use of video watermarking 

As shown in Fig. 1, watermarks (WMs) representing 

copyright information are embedded into video pictures, 

and the watermarked pictures are compressed using an 

MPEG encoder. The video provider broadcasts the en-

coded pictures or distributes them over a network or 

on recording media such a DVD-ROM. When the en-

coded watermarked pictures are received, they are de-

coded, and the user can watch them on a TV set or a 

personal computer. If the user illegally copies and re-
distributes the pictures (for example, by placing them 

on a web page), the illegal copying and distribution can
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Fig. 1 One use of video watermarking.
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be detected by detecting the copyright information em-

bedded in the pictures. The video provider could even 

identify the illegal copier if the identifier of the user had 

been embedded in the pictures. 

2. 2 Requirements for video watermarking 

Methods of video watermarking can be classified into 

two types: those changing the pixel values and those 

changing the frequency coefficients. This paper is con-

cerned with the former type and focuses on represen-

tative methods of that type: those changing the lumi-

nance values. 

Video watermarks should not degrade picture qual-

ity. That is, they should not interfere with the user's 

enjoyment. They should nonetheless be robust enough 

to be reliably detected after common image processing 

procedures such as MPEG, and they should never be 
found in unmarked pictures. 

2.3 Definition of terminology 

We first define some terminology used in this paper. 

Watermark Embedding: Changing pixel values in 

order to embed information into images. The lumi-

nance set of the t th frame, which consists of n x m 

pixels, is

so embedding operation E giving luminance 

set Yi(t) of a watermarked frame is

Watermark Strength: Luminance change due to 

watermark embedding. Watermark strength f(t)i,j 
of pixels (i, j) of the t th frame is given by

Embedding Quantity: Total amount of lumi-

nance change distributed among pixels in a frame. 

The relation between the embedding quantity Q 

and the watermark strength f(t)i,j is

2. 4 Problem with previous methods for 

maintaining picture quality 

Previous methods for maintaining picture quality can 

be classified into two types: 

(a) Those that reduce the quantity of WMs embed-
ded in pictures by enabling even a small amount 
of WMs to be robust enough to be precisely de-
tected5)-9). 

(b) Those that embed WMs where they are less per-
ceptible1)-4) . 

One example of type (a) is an improvement9) in the 

patchwork algorithm reported by Bender and cowork-
ers10), which embeds WMs by giving a statistically

meaningful difference between the average luminance

of pixels (ai, bi), 1/NΣNi=1 Y(t)ai,bi,and the average lu-

minance of pixels (ci, di), 1/NΣNi=1 Y(t)ci
,di,

where the

locations of pixels (ai, bi) and (ci, di) are randomly cho-

sen in each frame without overlapping. Small luminance 

changes in those pixels were shown to result in a statis-

tically meaningful difference if (ai, bi) and (ci, di) were 

neighboring for each i9). The methods of type (a) reduce 

the luminance change while maintaining the robustness 

of the WMs and thus maintain picture quality. 

The methods of type (b), on the other hand, maintain 

picture quality directly and are usually more effective. 

Most of them use "masking effects" found in the human 

eye system1)•`3). Because picture content masks WMs, 

these methods embed WMs strongly in messy areas of 

pictures and weakly in plain areas. The methods select 

as "messy areas" regions with large luminance differ-

ences and many high-frequency elements. The qual-

ity of motion pictures is still degraded, however, be-

cause these methods consider only the properties of each 

frame (still picture) and neglect inter-frame properties 

(i.e., motion) when selecting areas where WMs would 

be less perceptible. 

3. Improved Video Watermarking for 

MPEG Encoders 

3. 1 New criterion for measuring WM imper-

ceptibility 

In our proposed method, the strength of embedded 

WMs is adjusted according to an "estimation of WM 

imperceptibility." That is, WMs are embedded more 

strongly in areas where they are estimated to be rel-

atively imperceptible. This section describes our new 

criterion for estimating WM imperceptibility that takes 

motion into account. 

(1) Analysis of WM imperceptibility 

Analyzing the relation between WM imperceptibility 

(WMIP) and the motion in motion pictures, we ob-

served the following:

・ WMIP depends on the velocity of object movement

between frames, as shown in Fig. 2(a), and the larger 
the velocity is, the less perceptible the WMs are.

・ WMIP also depends on the degree of object defor-

mation between frames as shown in Fig. 2(b), and the 

more the deformation is, the more imperceptible the 

WMs are. 

These observations imply that WMIP depends not 

only on the properties of the still pictures making up 

the sequence of imago, constituting a motion picture,
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(a)Object movement.

(b)Object defbrmation.

but also on the motions of the objects: their velocities 

and their degrees of deformation. 

In the following we describe the block-matching tech-

niques widely used for motion estimation in MPEG en-

coders and present a new criterion for measuring WMIP 

that uses these techniques. 

( 2 ) Block-matching techniques 

Block-matching techniques11) are based on between-

frame matching of MPEG macro-blocks (16 •~ 16-pixel 

blocks). 

Step 1: The sum of absolute difference D(k,l) be-

tween the macro-block of current frame Y(t) and 

that of reference frame Y(t-1), which is displaced 

by (k, l) from the block of Y(t), is calculated using 

the following formula (see Fig. 3):

where (bx , by) is the pixel location representing the 

starting point of the macro-block. 

Step 2: The D(k,l)s are calculated within search 

range k,l. A range of -15•… k,1 •… 15 is typically 

searched11), and 31 •~ 31 D(k,l)s are generated. 

Step 3: The motion vector v is identified as the vec-

tor (k0,10) for the minimum of 31 •~ 31 D(k,l)s. 

That is, according to the formulas 

d = D(k0,10) = min D(k,1), 
k,1 

where d is the inter-frame deformation of the ob-

ject, and v = (k0, l0) is the motion vector repre-
senting the velocity of the movement of the object. 
If more than one (k0, l0) gives the same minimum 
value, D(ko, l0), the shortest (k0, l0) vector is cho-
sen as motion vector v. The motion vector is thus 
v = (0, 0) if all D(k, l)s are 0. 

( 3 ) Criterion using the motion information 
We first define the following terminology. 

WMIP Ri,j of a pixel in a motion picture: A mea-

sure representing the degree of imperceptibility of 
a luminance change at a pixel (i, j). If for exam-

ple, the WMIP of pixel (1,0) is larger than that of 
pixel (2,0), a change in luminance at pixel (1,0) is 
less perceptible than a change at pixel (2,0). 

As described in Section 3. 1 (1), the Ri,j of a pixel in 
a motion picture depends on two kinds of motion infor-
mation as well as on the still picture properties. Thus, 
Ri,j is a function of d, v, and Si,j:

(1)

where Si ,j is the pixel's WMIP based only on the still 

picture properties. We next explain how WMIP Si,j 

and function F are determined.

(a) Determination of WMIP Si,j 

Various methods for determining Si,j have been pro-

posed. We use the one reported by Echizen and cowork-

ers4). This method uses luminance set Di,j,θ on the line 

at angle θ centered on pixel(i,j), as shown in Fig.4:

(2)

where ƒÐ2 (•E) is an operation that calculates the variance 

of elements in a set. They clarified the effect of the num-

ber of pixels in Di,j,ƒÆ on WMIP Si,j and the effect of 

the resolution of angular orientation 0 on WMIP

・ If the number of pixels in Di,j,e is too large (i.e.,

the line segment included in Di,j,e is too long), is 
affected by picture areas distant from the target pixel 

(i, j) and thus does not adequately represent the local 
imperceptibility at pixel (i, j). For example, Fig. 5 (a) 
and Fig. 5 (b) respectively show a sample image and 
magnified portions around the contour of the sample 
image. As shown in Fig. 5 (b), a watermark is percepti-
ble at the target pixel (i1, ji) in a smooth area distant 
from the contour and thus Si1,.71 should be small. If 
the number of pixels in Dil,j1,0 is too large, however,

Fig. 2 Relation between WM imperceptibility and mo-

tion picture properties. Fig. 3 Block-matching method.
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Di1 ,ji,ƒÆ lies across the contour and thus has luminance 

values whose variance is large. Consequently,Si1 ,j1 is 

affected by the distant contour and is misjudged to be 

large.

・ If, on the other hand, the number of pixels in Di ,j,ƒÆ

is too small, Di, j,0 does not illustrate the image struc-

ture around the target pixel but instead reflects only 

the strong correlation of neighboring luminance values. 

Consequently, will be underestimated. For exam-

ple, Fig. 5 (c) shows a magnified part of a messy area. 

A watermark is imperceptible at the target pixel (i2, j2) 

in this part and Si2 ,j2 should be large. If the number 

of pixels in Di2 ,i2,ƒÆ is too small, however, Di2,j2,ƒÆ does 

not characterize the messiness of this part and is cal-

culated only on the neighboring pixels with luminance 

values that are almost the same. Consequently, Si2 ,j2 is 

misjudged to be small.

・ The larger the resolution of angular orientation ƒÆ,

the more precisely Si,i can be estimated. 

Based on these analyses and experimental evaluations 

of image quality, they concluded that image quality is 

best when the number of pixels in Di , j,0 is five and the 

angular orientation is eight, which corresponds to the 

finest angular resolution in the five-pixel case. We thus 

use these values here. 

Real-time processing is important for video water-

marking, but it may be difficult with the proposed 

method because the proposed method uses intensive 

processes such as calculating squares and square roots. 

We therefore estimated the possibility of real-time pro-

cessing by using a media processor12)13) that has been 

used for various MPEG encoders. This processor sup-

ports two single-instruction multiple data (SIMD) op-

erations that perform parallel processing of multimedia 

data at up to 1800 MIPS performance. 

 The possibility of real-time processing depends on the 

number of pixels in Di ,j,ƒÆ and the number of orienta-

tion Os because the amount of computation required for 

calculating is proportional to both value of these 

numbers. We therefore use as values those determined 

by Echizen and coworkers (i.e., five and eight, respec-

tively). We assume that Si,i has 22-bit precision and 

that the input pictures have the standard definition 

(i.e., 8-bit luminance component, 720 •~ 480-pixel frame 

size, and 30 frames per second). Real-time processing 

of the proposed method with these parameters is esti-

mated to require 3500 MIPS performance, which can 

be achieved by the parallel use of two media proces-

sors each capable of 1800 MIPS. Real-time processing

(a) Sample image.

(b) Too large. (c) Too small.

using a single media processor should be attainable in 

the near future because of the continuing improvements 

in processor speeds. The proposed method can thus be 

processed in real time on the target equipment, such as 

on MPEG encoders. 

(b) Determination of function F

There has been little research on the determination of 

F, so there is still no clue for determining F optimally. 

We therefore used as the simplest candidate a two-step 

function of motion vector v and deformation quantity 

d. The suitability of this function was demonstrated 

by the results of the experimental evaluations given in 

Section 4. 

To establish the two-step function specifically, we 

classified the macro-blocks in each frame into two types 

based on the motion estimation: 

Static areas: Macro blocks in which the length of 

motion vector |v| is less than threshold value Tv 

and deformation quantity d is less than threshold 

value Td: d •ƒ Td and |v| •ƒ Tv. Objects in these

Fig.4　 Definition of Di ,j,θ・

Fig.5　 Di ,j,θ of inadequate size.

236(76) 映像情報 メデ ィア学会誌Vol.58, No.2 (2004)



areas are static. 

Motion areas: Macro blocks in which |v| is not less 

than Tv or d is not less than Td: i.e., d •† Td or

|v|≧Tv. Objects in these areas are to be moving

or deformed. 

Based on the above classification, the WMIP of pixel 

Ri ,j is given by a two-step function:

(3)

where coefficient a is greater than 1. Ri,i is small in 

static areas and large in motion areas. Thus, this cri-

terion is consistent with the results of our preliminary 

analysis and can be considered appropriate.

(4) Setting Tv,Td,and α

Threshold values Tv, Td and coefficient a in for-

mula (3) are set as follows: 

Step 1: The values of Tv and Td are set according 

to the results of a subjective evaluation using stan-

dard video samples 14). 

Step 2: The value of a is also set subjectively using 

the Tv and Td values determined in Step 1. 

Setting Tv and Td: First, Tv is determined from 

the motion vectors measured, after MPEG com-

pression, in areas where WMs are easier to per-

ceive and in areas where they are harder to perceive

(WM perceptibility is judged using MPEG-encoded

standard pictures). Next, Td is determined using a 

similar procedure. 

Step 1: WMs are embedded by considering only 

the properties of the still pictures (embedding 

quantity Q is distributed among the pixels in 
each frame on the basis of only Si,j, and the lu-

minance of each pixel in each frame is changed 

based on the distributed quantity). 

Step 2: The watermarked pictures are encoded 

using MPEG2 with four different bit rates (2, 

4, 6, and 8 Mbps). 

Step 3: After decoding, the pictures are evalu-

ated subjectively to identify evaluators for dis-

criminating areas in which WMs are easier to 

perceive from those in which they are harder 
to perceive. 

Step 4: The motion vectors and the deformation 

quantities are measured in these areas to de-
termine Tv and Td. 

Carrying out this procedure with five embedding 

quantities produced threshold values of Tv = 6 and

Td = 5000. 

Setting a: The value of a also needs to be set ap-

propriately because if a were too small there would 
be no difference between the previous and proposed 

methods and if it were too large, the picture quality 

would be degraded in motion areas. 

We therefore used several values of a when mak-

ing a watermarked picture and evaluated the pic-

ture quality after MPEG2 compression using the 

following procedure: 

Step 1: WMs are embedded into a standard 

video sample (Walk through the Square14)) by 

using several values of a and the above thresh-

old values of Tv = 6 and Td = 5000. 

Step 2: These pictures watermarked with differ-

ent values of a are encoded using MPEG2 at 

four different bit rates (2, 4, 6, and 8 Mbps). 

Step 3: The decoded pictures are evaluated sub-

jectively to identify evaluators for determining 

picture quality (details of the subjective evalu-
ation procedure are described in Section 4. 1). 

Carrying out this procedure with five embedding 

quantity produced the values of a at the four dif-
ferent MPEG bit rates. 

The results for 8 Mbps are shown in Fig. 6; the 

horizontal axis represents the average embedding 

quantity per pixel, q, and the vertical axis rep-
resents the level of picture quality. Pictures wa-

termarked with three different values of a (a = 

1.5, 2.5, 3.5) were evaluated, and the picture water-

marked with a = 2.5 was judged to have the best 

quality. We thus set the value of a for 8 Mbps to 
2.5. 

The same evaluation was done at 2, 4, and 6 

Mbps. The results, listed in Table 1, show that 

the value of a depends inversely on the bit rate. 

We used these values in the detailed evaluation re-

ported in Section 4. 
3. 2 WM embedding system

(1) Overall　 structure

The proposed method would be most effective when 

implemented in MPEG encoders because they already 

have the necessary motion analysis functions. Fig. 7 

shows the overall system structure of the proposed 

method implemented in an MPEG encoder. As shown 

in Fig. 7(a), the watermarking process embeds copyright 

information into each frame by using the motion infor-

mation from the motion estimation of the MPEG en-

coder. Then watermarked frames are encoded by the
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(a) Overall system structure

(b) Watermarking process

encoding process. 

Fig. 7(b) shows the structure of the watermarking 

process, which consists of an embedding process and 
an embedding control process: 

Embedding process: Embeds into each frame 

WMs representing the copyright information. The 

WM strength is determined using the Ri,j calcu-

lated in the embedding control process. 

Embedding control process: Calculates Ri,j (WMIP 

of each pixel) of the original frames. This process 

consists of two subprocesses:

(a) Intra-frame analysis: Calculates Si ,i for

each frame by using formula (2).

(b) Ri,i-operation: Calculates from Si ,j, 
v, and d.

The embedding control process can be used in various 

WM embedding systems because it is combined with 

the embedding processes only though Ri,j, which can 
be calculated independently of the embedding process. 

( 2 ) Details of watermarking process 

The process flow of the 1-bit-WM embedding is de-

scribed below. Steps 2 and 3 represent the flow of the 

embedding control process and Steps 4 and 5 represent 

that of the embedding process. For multiple-bit embed-

ding, each frame is divided into regions, and the 1-bit 

embedding process is applied to each region. See ap-

pendix for the corresponding WM detection. 
Step 1: Do the following steps over t = 1, 2, .... 

Step 2: Calculate Si,i from luminance set Y(t) of the 
input frame. 

Step 3: Calculate from v, d (calculated by mo-

tion estimation of the encoder) and Si 4.

Step 4: Determine WM strength  f(t)i,j at pixel (i,j)

of frame Y(t):

(4)

where Q is the specific WM embedding quantity 

for frame Y(t); Q is set by the system designer and 

controlled by the users in accordance with the in-

tended use. This control means that the Q for a 

frame is distributed among its pixels in proportion 

to Rij.

Step 5: Generate watermarked frame Y'(t) by 

adding WM pattern M (= {Mi ,j = +1 or -1|

1 •… i •… n , 1 •… j •… m} comprising a pseudo ran-

dom array of •}1s) to original frame Y(t) depending 

on embedding bit b:

(5)

4. Experimental Evaluation

4.1 Subjective evaluation of watermarked 

picture quality after MPEG encoding 

and decoding (i.e., picture quality that 

users actually see) 

(1) Procedure 

To evaluate the MPEG quality, we used 30 standard 

motion pictures14), each of which had 450 frames of 

720 •~ 480 pixels. After the previous and proposed meth-

ods were used to embed WMs into luminance set Y(t) of 

the motion picture, the visual qualities of these two wa-

termarked pictures were compared by standard subjec-

Fig. 6•@ Evaluated quality of watermarked pictures 

(8 Mbps).

Fig. 7•@ Watermark embedding system using the proposed 

method.
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tive evaluation15) after MPEG2 encoding and decoding 

using a hardware codec. 

Proposed method: WMs were embedded using the 

procedures described in Section 3. 2 with embed-
ding bit b = 1. 

Previous method: The watermarking procedures 

were the same as those of the proposed method ex-

cept that instead of was used in Step 4. 

The embedding quantity for each frame was set the 

same as that with the proposed method. The dif-

ference between Ri,j and results in different 

distributions of WMs among the pixels. 

The 30 sample pictures were categorized into five 

types according to the degree of object movement be-

tween frames and the degree of object deformation be-

tween frames (see Fig. 8).

(a) Walk through the Square (Walk):People 
walking in a town square:medium movement and 

medium deformation.

(b) Flamingos:Pan-scanned scene of flamingos: 
much movement and little deformation.

(c) Whale Show (Whale): Spraying whale with 
audience:little movement and much deformation.

(d) Entrance Hall (Hall):Three people talking 
in an entrance hall:little movement and little de-

formation.

(e) Rustling Leaves(Leaves):Fluttering leaves:
much movement and much deformation.

For the proposed method, we used the threshold val-

ues (Tv = 6, Td = 5000) determined in Section 3.1 (4) 

and the values of a listed in Table 1. The pictures were 

subjectively evaluated using the procedure described in 

Recommendation ITU-R BT.500-715). The original and 

watermarked pictures after MPEG encoding and decod-

ing were shown simultaneously to ten evaluators, who 

rated the picture quality according to the scale listed in 

Table 2. For each picture, the average of the ten scores 

was used as the quality level.

(2) Results

Evaluation results are shown in Fig. 9, in which the 

horizontal axis represents averaged embedding quantity 

per pixel q:

and the vertical axis represents the level of picture qual-

ity. From Fig. 9 we can see the following:

・ Fig. 9(a1)-(a4) show the results for Walk (the stan-

dard) at the four different bit rates. The degradation 

in picture quality was significantly reduced at 4, 6, and 

8 Mbps (Fig. 9(a2), (a3), and (a4)) because the pro-

posed method preferentially allocates WMs to the mov-
ing areas where they should be less perceptible. This is 

illustrated in Fig. 10, which shows the strength of wa-

termarking in a frame. The proposed method was not 

effective at 2 Mbps (Fig. 9(a1)) because the noise with 

low-bit-rate MPEG dominates the WM noise, prevent-

ing the WM noise from being recognized. In the stan-

dard case, the proposed method can embed 1.3 times 

as many WMs at the same picture quality.
・ Fig. 9(b) and (c) show that the proposed method

also significantly reduces degradation in picture quality 

(only the results for 8 Mbps are shown due to space 
limitations).

・ The proposed method was not as effective for the 

pictures in which there was little movement and de-
formation (Fig. 9(d)) because most parts of the frames 

were static, so it is difficult to preferentially allocate 

WMs to parts with motion.
・ For the same reason, the proposed method was not

effective for the picture with much movement and de-

formation (Fig. 9(e)) (i.e., there was little basis for pref-

erential allocation because most parts of its frames were
"busy").
・ For all the pictures evaluated, the quality of the

proposed method was equal to or better than that of 

the previous method. This shows the effectiveness of 

the proposed method. 

4. 2 Estimation of WM detection rate after 

MPEG encoding and decoding

This section describes the results of evaluating the 

proposed method with respect to improvement in WM 
detection by comparing the WM detection ratios of the 

proposed method and the previous method. The ratios 
were measured at the same picture quality after MPEG 

encoding. 

( 1 ) Procedure 

We evaluated the detection rate using the standard 

picture (Walk-through-the-Square). 
Step 1: Select the level of picture quality, L, at which 

the evaluation is to be done (for example, L = 4,
"Perceptibie 

but not annoying
"). Obtain aver-

Table 2 Level of disturbance and rating scale.
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(a)Walk

(b)Flamingos (c)Whale (d)Hall (e)Leaves

(a1)Walk(2Mbps) (a2)Walk(4Mbps) (a3)Walk(6Mbps) (a4)Walk(8Mbps)

(b)Flamingos(8Mbps) (c)Whale(8Mbps) (d)Hall(8Mbps) (e)Leaves(8Mbps)

(a)Preceding frame (b)Target frame

(c)Previous method (d)Proposed method

age embedding quantity q(L)Proposed for the proposed 
method that corresponds to L by referring to the

relationship between q and picture quality shown in 

Fig. 9. Similarly obtain average embedding quan-

tity qp(L)vious for the previous method. For instance, 
for Fig. 9(a4) q(4)proposed and q(4)previous are, respec-
tively, 2.0 and 1.5. 

Step 2: Embed 64-bit information into each of the 

450 frames of the picture using the proposed and 

previous methods so that the average embedding 

quantities are, respectively, q(4)proposed and q(4)previous

(resulting in two watermarked pictures with the

same quality).

Step 3: Encode and decode the watermarked pic-

tures using an MPEG2 hardware codec. 

Step 4: Using a process based on WM detection de-

scribed in the appendix, detect the 64-bit informa-

tion in each frame of the two watermarked pictures. 

Step 5: Count the number of frames in which the

Fig. 8 Evaluated pictures.

Fig. 9 Quality of watermarked pictures (circles and squares indicate proposed and previous methods).

Fig. 10 Strength of watermarking (white indicates 
strong watermarking).
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information was correctly detected. 

This procedure was performed for the four different 

MPEG2 bit rates (i.e. 2, 4, 6, and 8 Mbps).

(2)　 Results

Evaluation results are summarized in Table 3, which 
lists the percentages of the 450 frames from which in-
formation was detected correctly. At all MPEG2 bit 
rates, the proposed method gave better detection ra-
tios *. Thus the proposed method can improve the WM 
detection. 

4. 3 Application 
As mentioned above, the proposed method would be 

most effective when implemented in MPEG encoders. 
Video recorders, such as personal video recorders and 
DVD video recorders, are widely used in the field of A/V 
consumer products. These recorders, however, can be 
used to illegally copy, redistribute, and play video. Im-

plementation of the proposed method in video recorders 
and players would help prevent such illegal activities by

(1) embedding authentication information in video and

(2) detecting the embedded authentication infbrmation

and using it to control playback. 

Fig. 11 shows the structure of a video recorder in 

which the proposed method is implemented. The 

recorder encodes signals output from a TV tuner, VCR, 

DVD, or camcorder and stores the encoded data on a 

recording medium, such as an HDD, DVD-RAM/R, or 

memory card. WMs representing authentication infor-

mation are embedded into the luminance signal (Y) of 

the video during MPEG encoding, and the watermarked 

MPEG bit stream is recorded on the recording media. 

When the recorded video is played on a player, which 

could be the same device as the recorder if it includes a 

playback function, the player detects the WMs from the 
MPEG-decoded signal (Y) of the video. It then controls 

the playback based on the authentication information 

it detected. For example, the recorder's ID or time 

code might be used as the authentication information. 

The player could then stop playback of video that was 

recorded by another recorder and illegally copied, or 

it could stop playback when the viewing term expires. 

Similar application is possible in content-distribution

systems for video via network such as content servers 

and client PCs. 

5. Conclusion 

Maintaining picture quality is an essential require-

ment for video watermarking. This paper showed that 

watermarks are less perceptible where picture contents 

are moving than where they are are static. It then de-

scribed a new watermarking method that uses motion 

detection to preferentially allocate watermarks to mov-

ing parts of pictures. Also described were a motion-

based criterion for estimating watermark impercepti-

bility, a method for controlling watermark allocation, 

and an implementation of the proposed method in an 

MPEG2 encoder. Experimental evaluations demon-

strated that degradation in picture quality was signifi-

cantly reduced with the proposed method and that the 

proposed method can, for a given picture quality, embed 
30% more watermarks than the previous method. The 

proposed method would be most effective when imple-
mented in MPEG encoders because they already have 

the motion analysis functions needed. Future work will 

focus on improving the criterion for watermark imper-

ceptibility and evaluate watermark survivability when 

image processing is other than MPEG2 (i.e., MPEG4, 

resolution change). 
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* These detection ratios are too low for practical use but they can 

be improved sufficiently by using a better coding technique, such 

as redundant coding or error-correction coding.

Table 3 Percentage of correct detection.

Fig. 11 System structure of video recorder using pro-

posed method.
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<Appendix>

The process flow of the 1-bit-WM detection associ-

ated with the WM embedding described in Section 3.2 

comprises the following steps: 

Step 1: Do the following steps over t = 1, 2, .... 

Step 2: Calculate bit-decision value v by correlat-

ing WM pattern M with watermarked image Y-'(t). 

That is,

where Mi ,j are random arrays of •}1. Thus, ƒÒ 

expressed by

Step 3: Determine bit-value b by comparing v with

threshold value T(•„ 0):
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