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UAV-IRS Assisted Covert Communication:
Introducing Uncertainty via Phase Shifting

Xinying Chen, Zheng Chang, Senior Member, IEEE, Mingqian Liu, Member, IEEE, Nan Zhao, Senior
Member, IEEE, Timo Hamildinen, Senior Member, IEEE, and Duist Niyato, Fellow, IEEE

Abstract—The line-of-sight (LoS) channels introduced by un-
manned aerial vehicle (UAV) may lead to the threat of being
detected, and thus fail the covert communication. This can
be solved by intelligent reflection surface (IRS) to introduce
additional randomness. In this letter, we propose a novel scheme
via a UAV carrying an IRS to establish air-ground links to
assist the covert transmission, where the phase shifts of IRS
are randomized to preserve the covertness. In addition, the
legitimate receiver can act as a jammer in the full-duplex mode to
defuse the detection of a warden. An optimal detection threshold
and the corresponding error detection probability are derived.
Under this worst situation, the optimal transmit-to-jamming
ratio is obtained to maximize the achievable transmission rate.
Simulation results are presented to show the effectiveness of the
proposed UAV-IRS assisted covert communication scheme.

Index Terms—Covert communication, intelligent reflecting sur-
face, random phase shifting, unmanned aerial vehicle.

I. INTRODUCTION

Wireless links can result in the leakage of information.
Different from physical layer security and encryption prevent-
ing decoding of malicious users, covert communication can
provide another direction to realize the secure transmission
[1]. In covert communications, the transmitter adopts different
strategies to guarantee that the received signal varies randomly
at the warden, and the covertness can be achieved. The very
fundamental research in [2] has brought the blooming of covert
communication related research, in which Bash er al. derived
the square root limits. After this, a lot of research has been
conducted regarding the practical scenarios [3], [4]. In [3],
Chen et al. investigated the covert communication with the
uncertain location of warden. In [4], Zheng et al. proposed
to realize covert communication with the help of dynamically
selected friendly jammers. Nevertheless, the channel may be
blocked when the users are on the ground.

Unmanned aerial vehicle (UAV) has emerged as a potential
multifunctional platform, owing to its characteristics of high
mobility [5], easy configuration [6], and low cost [7], through
which covert communication can overcome the terrestrial
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blockage and provide better transmission [6], [8], [9]. Yan
et al. utilized the UAV as a transmitter in [8] to conduct the
covert communication, where the location and transmit power
were jointly optimized to guarantee the covertness. Chen et al.
applied a UAV relay in [6] to assist the covert transmission,
where the covertness performance was investigated with Ri-
cian channel fading. In [9], Jiang et al. utilized the mobility of
UAV to introduce randomness to Willie to achieve the covert
transmission with terrestrial users.

However, the air-ground line-of-sight (LoS) links can not
only benefit the legitimate transmission but also be lever-
aged by malicious wardens, leading to the deterioration or
even failure of covert communications. Intelligent reflection
surface (IRS) can tune the channel gains by adjusting the
phase shifting matrix [10], [11]. It can be deployed near the
transmitter to achieve a higher channel gain via adjusting
its phase reflection coefficients without extra active relaying
power required [12]-[14]. Therefore, the IRS carried by UAV
can help to overcome the channel blockage and improve
received signal power at each receiver in covert communi-
cations [5], [15], [16]. Lu et al. discussed different functions
of IRS in covert communications in [5]. In [15], Wang et
al. employed a UAV-IRS in a covert communication network
to overcome the channel blockage between Alice and Bob,
where the location uncertainty of Willie was investigated.
In [16], Tatar Mamaghani and Hong studied the IRS-aided
covert communication in a Terahertz UAV network, where
the transmit and jamming power was randomized to introduce
uncertainty to avoid detection.

Except for the advantages mentioned above, IRS can also
be utilized to introduce randomness to the warden via ran-
domizing its phase shifting matrix. This can help to overcome
the risk brought by the LoS channels. In this letter, a UAV-
IRS assisted covert communication scheme with a full-duplex
receiver as the jammer is proposed, in which the random
phase shifting matrix is randomly generated to introduce
uncertainty. First, we analyze the error detection probability at
the warden under the random phase shifts. Then, we derive the
optimal detection threshold and the corresponding minimum
error detection probability. Finally, we obtained the optimal
transmit-to-jamming power ratio to maximize the achievable
rate while meeting the covertness constraint.

II. SYSTEM MODEL

Consider that an IRS carried by a UAV is utilized to assist
the covert communication from Alice to Bob to overcome



Fig. 1. UAV-IRS assisted covert communication.

the channel blockage, as shown in Fig. 1, where the direct
channels from Alice to Bob and Willie are both blocked.
Meanwhile, the IRS can leverage its phase shifts to introduce
uncertainty to Willie. Assume that Alice a transmits to Bob
b with the help of IRS r while avoiding the detection of
Willie w, where the IRS is equipped on a UAV hovering
at its lowest height H without blocks from other receivers.
Owing to the multiplication of double path losses, i.e., from
Alice to IRS and from IRS to Bob, the received signal will
experience severe attenuation. A smaller composite path loss
can be achieved when the IRS is closer to either Alice or Bob.
Thus, we deploy the IRS just above Alice. Alice, Bob, Willie
and IRS are located at L, = (24, Ya, 2a)» Lo = (Tb,Up,0),
Ly = (%, Yuw,0), and L, = (x4, yq, H), respectively.
Assume that Alice is equipped with a single transmit
antenna and Willie has a single receiving antenna. Bob is
equipped with two antennas, one for receiving and the other
for jamming. He works in the full-duplex mode as a jammer to
prevent Alice from being detected by Willie. Bob is jamming
with the power of P, which also results in ¢ P, interference at
himself. 0 < ¢ < 1 represents the portion of self-interference
that cannot be eliminated. On the other hand, the IRS has
N reflection elements, and its reflection matrix is denoted as
© = diag(e?%1, ..., e7%), where 6; is the phase shift of the ith
element. To guarantee the covertness of Alice’s transmission,
the IRS is designed to change its phase shifting matrix
randomly, and we have ®;; ~ CN(0,1),i = {1,...,N}.
Assume that all of the air-ground channels follow LoS as

hij = “ %guﬂ’] € {ar, ’I"’lU,T'b}, (l)
)

where pg is the reference power gain at the distance of 1 m,
d;; denotes the distance between ¢ and j, o is the air-ground
path-loss exponent, and g, represents the link vector between
i and j, ie., g, € C>¥ g, € C*N and g, € CV*L
In addition, we have |g;;, | =1,k = {1,..., N}. The channel
coefficient between Bob and Willie follows the large-scale path
loss and quasi-static small-scale block Rayleigh fading, which

can be described as
how = | G, @)
dbw

where gp,, follows a complex Gaussian distribution with zero
mean and unit variance. hp, denotes the self-interference
channel gain at Bob with |hy,| = 1. Owing to the LoS
channels, we assume that h,.,,, h,;, and h,, are known at each
node.

Alice transmits the signal z[n] to Bob during each time slot
with the transmit power P, on the probability of 71, and Bob
constantly emits the jamming signal x[n] with the power P,
where E(|z[n]|) = 1 and E(|ap[n]|) = 1. Thus, the received
signal at Bob can be described as

yp[n] = v/ Pah,y®hy,z[n] + /@ Pohyay[n] + nyn],  (3)

where n[n] ~ CN(0, 0}) is the additive white Gaussian noise
(AWGN) received at Bob and follows.
Accordingly, the received signal-to-interference-plus-noise
ratio (SINR) at Bob can be expressed as
Pa|hrb®har|2

= —elrPlarl @)
T P2 + o2

and the achievable transmission rate R, from Alice to Bob
can be denoted as

Ry = log (1+ ). 5)

On the other hand, the received signal at Willie is under
two conditions, which are 7{; when Alice is transmitting and
Ho when Alice is being silent. Thus, it can be described as

V Pahrw(-)harl'[n}‘i“ V thwab[n]+nw [TL], Hl,
yw[n]: (6)
V Pohpwp[n]+n4,[n], Ho,

where n,,[n] is the AWGN at Bob following n,[n] ~
CN(0,02). Without loss of generality, we assume that o7 =

2 _ 2
Oy = 0%,

III. HYPOTHESIS DETECTION AT WILLIE

Willie monitors the received power P, and makes the
decision on whether Alice is transmitting or not by comparing
P,, with the preset detection threshold 7. If the received power
P, is higher than 7, Willie confirms that Alice is transmitting
(Dy). Otherwise, Willie considers that Alice is being silent
(Dy). The decision rule can be expressed as

P, li L PlERS
w—KgQEg;leaﬂ @)

where P,, can be derived as

_ Pa‘hrw(')har|2+Pb|hbw|2+‘72a Hi,
v Pb|hbw|2+02a Ho.

Thus, besides the channel noise, the uncertainties can be
generated by both the random phase shifting of IRS and the
jamming signal from Bob.

Then, the probability distribution of P, is analyzed in
Lemma 1 under the two cases of Hy and H;.

Lemma 1: The probability density function (PDF) of P,, —
o2 can be derived as

®)

Aa b (e*’\bz — e*)‘az)
) Hla
f(z) = Ao — b ©)
)\beixbza HO?



where z = P, — o2.

Proof. As we can see from (8), both h,.,, and h,, are fixed
while ©;; follows the complex Gaussian distribution. In addi-
tion, based on the linear algebra, |h,.,,®h,,.|* can be changed
into

|hrw®har|2 = |[6117 @227 ey @NN} dlag (hrw) har‘Z (10)
= |0harw|2v
where 0 = [O11, 092, ...,0xn] and hy,.,, = diag (hy.,) hg,.

According to the distribution of ©,, we can obtain the
distribution of P, |h,.,,©h,,|? as

1
MPA) =exp(Aq), (11

de, d2

rw “ar

Pa|hrw®ha7"2 ~ exp <

where \ = |diag (g,.,,) &,,.|* is fixed.
Similarly, owing to hy, ~ CN (0,1), the distribution of
Py|hpw|? can be concluded as

12)

1
Pyl hpw|? ~ exp (Pb o ) = exp (A\p) -

Thus, the PDF of P, — o2 under the case A, can be presented
as
f(z)= Ape 0% (Ho).-

Accordingly, the cumulative distribution function (CDF) of
P, — o2 under the case H; can be calculated as'

13)

A+z
/ / (B)dAdB
B )\ e~z _ )\ e Aa? 1
n Ao — \p ’

where 2 = A+ B, A = P,|h,,0Oh,.|? and B = Py|hy,|>.
Then, we can derive the first-order derivative of F'(z) with
respect to z as

Aadp (€707 — @~ Haz
f(z) = ”(A — )

Lemma 1 is proved. O

(H1). (15)

Furthermore, Willie may make mistakes when performing
the detection, owing to the uncertainty brought by the legiti-
mate system. There are two types of detection mistakes, i.e.,
false alarm (FA) and miss detection (MD). The probability
of FA « is defined as that even though Alice is transmitting,
Willie decides that Alice is being silent Dy according to the
received power. On the other hand, the MD probability S is
that when Alice is being silent, Willie decides that there is
transmission going on D;. Thus, the error detection probability
& can be concluded as the probability summation of FA and

MD as
E=a+=mP{Di|Ho} + (1 — m)P{Do|H1}, (16)

where P{c|d} represents the probability of ¢ being true under
the condition of d.

The probability of A, = A is extremely small, which is not discussed
here.

According to Lemma 1 and the definition of FA, we can
calculate « as

a=P{Dy|H1} =P{P, > 7|Ho}
= P{Py|hpw|? + 0% > 7} = e (7).
On the other hand, the probability of Willie making MD
can be calculated as
P{D;y|Ho} = P{Py, < 7|Ho}
= P{P,|h,,®Oh,.|? + Py|hpw|? + 0% < 7}
Ao 1 1 N\
- o e ™)
)\bef)\a('rfcﬂ) _ )\ae’)"’(T"’Q)
Ao — Ao .

Then, we analyze the error detection probability at Willie
and obtain the optimal power detection threshold in Proposi-
tion 1.

Proposition 1: The optimal detection threshold 7* of Willie
can be concluded as

a7

(18)

0

*

log Ay — log A\ 9

N
and the consequent optimal error detection probability £* can
be described as

19)

£ =117, (20)

where t = i—b

Proof. Willie needs to adjust the detection threshold 7 prop-
erly to minimize his error detection probability £. To derive
the optimal 7, we analyze the monotonicity of £. With the
definitions in (16), (17) and (18), we have the first-order
derivative of ¢ with respect to 7 as

)‘U/\b —)\5(7—0'2) _ —>\a(7'—0'2)
N — Mo (e ¢ )
—)\b(‘r—az).

§(r) = @)

— )\be

According to the definitions of A\, and A, in (11) and (12),
respectively, when &'(7) > 0, we have

log Ay, —log Ay 9

> — = —— .

T > Ny + o
Therefore, we can know that £ decreases when 7 < 7*, while
increasing when 7 > 7*. Then, we can conclude that when

7 = 7* as shown in (19), the minimum £ can be derived as
(20). L]

(22)

According to Proposition 1, Willie can change his detection
threshold, which does not have to be the optimal value listed
in (19). However, the optimal one in (19) can lead to the
minimum error detection probability, which is the worst case
for the legitimate system.

IV. COVERT COMMUNICATION STRATEGY

In this section, we analyze the maximum achievable trans-
mission rate of Alice with respect to the transmit-to-jamming
power ratio under the constraint of error detection probability
larger than 1 — e.



A. Problem Formulation

We aim to maximize the achievable transmission rate via
jointly adjusting the transmit power of Alice and the jamming
power of Bob to guarantee the error detection probability at
Willie larger than 1 — €. Therefore, the optimization problem
can be formulated as

P1: max Ry (23a)
Py, Py
st. P,<P, . ., (23b)
by < B,,.. (23¢)
&>1—g (23d)
where P, . and P, _  are the maximum transmit and

jamming power, respectively. 1 — e represents the minimum
allowed error detection threshold.

From the definition of R, and £*, we can see that both R
and ¢ are related to P, and Py, leading to the coupling in the
optimization. Therefore, we first analyze the monotonicity of
Ry, and ¢ with respect to P, and P, respectively.

The worst situation is when Willie can achieve his minimum
error detection probability as shown in (20). First, to guarantee
(23d), the minimum £ needs to be larger than 1 —e. Therefore,
P 1 can be changed into

Palh,,®h,, |2 )
P 1.1: max log |1+ —— "0 —"aerl 24a
Pap, 8 < OPylhep|*> + 0 (242)
st. P,<P, | (24b)
P,<PB,. ., (24¢)
1t >1—e (24d)

The first-order derivative of R; with respect to P, can be
derived as

aRb _ 1 |h7'b®ha7'|2 (25)
oP, o 14+ ¢Pb|hbb|2+(7§7
from which we can easily conclude that % > 0. This

indicates that 1%, monotonically increases with jDa. To achieve
a higher R}, a larger P, is required.

Then, the first-order derivative of R, with respect to P, can
be derived as

% o 1 Pa|hrb®hm«|2¢|hbb|2
0P, T+ (¢Pb|hbb‘2+0;?)2

; (26)

where we can conclude that 8Rbb < 0. This indicates that a
smaller P, can lead to a higher Rj.

In conclusion, the achievable transmission rate [ can be
increased by either increasing P, or decreasing P,.

On the other hand, we can analyze the monotonicity of £*
with respect to P, and P, to evaluate their influence on &*,
respectively. The first-order derivative of £* with respect to P,
can be derived as

ogr
oP,

tTF (t—tInt — 1) pord™”
‘ ( 1’12 ) £o bw ) (27)
(1— 1) Pyde do

rTw-ar

_t
where % < 0. Thus, we can conclude 2 aP <0,

which indicates that £* monotonically decreases with P,.
Then, the first-order derivative of £* with respect to Pj can
be expressed as

9e* 4T (t—tlnt — 1) Papordy? 08)
P, (1—1)* Ppde,dg,.”

> 0, which indicates that
to increase *, we need to

Similarly, we can conclude g—f;
&* increases with P,. Therefore,
increase P, or to decrease P,.

After the above monotonicity analysis, we can derive the
optimal solution to P 1.1, as given in Proposition 2.

Proposition 2: The optimal P,-to-P, ratio for P 1.1 can be

expressed as
P\"
P,

where £*7' (1 — ¢) denotes the reverse function of &* (t) =
1—e

_d,dy

Tw O/T'g

pO )‘dbw

(1 - 6) ) (29)

Proof. We can observe that £* decreases with ‘; while R
1ncreases w1th . To achieve a larger R, we need to increase

P but it also leads to a smaller £*, which results in the failure
of covert communication.

Therefore, we derive the upper limit of P“ with the con-
straint (24d) satisfied, as shown in (29). This W111 achieve the
largest achievable R; with the covertness requirement (24d)
satisfied. Proposition 2 is proved. O

Remark: Proposition 2 demonstrates the optimal ratio of
P, and P,. The maximum achievable R; can be still improved

via properly increasing P;,. With the optimal (%) , Vb can
be described as

(%) |hrb®hm’|2
S| + %

Vo = (30)

From (30), we can see that with (%‘;) fixed, a larger R} can

be still achieved by increasing P, and P, together under the
constraints of (23c) and (23d).

V. SIMULATION RESULTS

In this section, we present numerical results to evaluate the
effectiveness of the proposed UAV-IRS assisted covert com-
munication scheme. Simulation parameters are set as follows
unless otherwise stated. The locations of Alice, Bob, Willie,
and IRS are assumed to be L, = (0,0,50), L, = (200,0,0),
L., = (200, 100,0) and L, = (0,0,120) in meters. The max-
imum allowed transmit power of Alice is set to P, .. = 0.5
W and the maximum allowed jamming power at Bob is set to
Py, .. = 0.5 W. The variance of noise power at both Bob and
Willie is 02 = —130 dBm. The reference channel gain at the
distance of 1 m is pg = —20 dB. The air-ground path-loss and
the ground-to-ground path-loss exponent are set to o = 2 and
ag = b, respectively. The self-interference cancellation factor
at Bob is set to ¢ = —90 dB.
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In Fig. 2, the impact of different power detection thresholds
7 on the error detection probability ¢ is investigated. The
simulated and theoretical curves of ¢ are also compared. From
the results, we can see that the theoretical values can well
match the simulated ones. In addition, the error detection
probability ¢ first decreases and then increases as 7 gets
larger. Furthermore, different cases of P, and P, also influence
the results of £. The derived theoretically optimal detection
threshold of each case matches the simulation results and lead
to the minimum error detection probability accordingly.

The impact of € on the maximum achievable transmission
rate Ry is shown in Fig. 3, with different numbers of IRS
elements. The optimal & La ratio is adopted in the simulation,
where P, = 0.1 W and Pb is set according to (29). From the
results, we can see that the maximum achievable transmission
rate R, increases with e. This is because bigger e leads to less
strict covertness constraint 1 — ¢, and thus we can achieve
higher Rj. In addition, a higher transmission rate can be
achieved by increasing the number of reflection elements with
the same covertness constraint €. Finally, we compare with a
benchmark to verify the effectiveness of our proposed scheme,

in which Alice adopts random power transmission and the
UAV forwards its received signals without IRS. The results
show that our proposed scheme can achieve a much higher
transmission rate at Bob compared with the benchmark.

VI. CONCLUSION

This letter has proposed a UAV-IRS assisted covert commu-
nication scheme, where the random phase shifting is adopted
at the IRS to introduce uncertainty and Bob performs full-
duplex jamming to avoid detection. We first analyze the error
detection probability, and then derive the closed-form detection
threshold and the corresponding minimum error detection
probability for Willie. Then, the transmit power and jamming
power are jointly optimized under the worst situation with the
optimal detection threshold of Willie. Simulation results are
presented to evaluate the effectiveness of the proposed covert
communication scheme.
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