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Abstract

Despite the rapid progress in multimodal models and Large
Visual-Language Models (LVLM), they remain highly sus-
ceptible to adversarial perturbations, raising serious con-
cerns about their reliability in real-world use. While adver-
sarial training has become the leading paradigm for build-
ing models that are robust to adversarial attacks, Test-Time
Transformations (TTT) have emerged as a promising strat-
egy to boost robustness at inference. In light of this, we pro-
pose Energy-Guided Test-Time Transformation (ET3), a
lightweight, training-free defense that enhances the robust-
ness by minimizing the energy of the input samples. Our
method is grounded in a theory that proves our transfor-
mation succeeds in classification under reasonable assump-
tions. We present extensive experiments demonstrating that
ET3 provides a strong defense for classifiers, zero-shot
classification with CLIP, and also for boosting the robust-
ness of LVLMs in tasks such as Image Captioning and Vi-
sual Question Answering. Code is available on GitHub.

1. Introduction

Large vision—-language models (LVLMs) have achieved re-
markable progress, demonstrating strong multimodal rea-
soning and zero-shot generalization across tasks such as im-
age captioning, visual question answering, and open-world
recognition. Recent LVLMs such as LLaVA [46], Open-
Flamingo [5], and Qwen-VL [6] present excellent perfor-
mance; however, despite their broad generalization, they are
still vulnerable to attacks to the visual modality [11, 64], po-
tentially compromising downstream LVLM tasks.

Crucially, many LVLMs rely on the visual encoder from
CLIP [65], which provides exceptional flexibility and gen-
eralization across diverse visual inputs, but also forms the
primary source of vulnerability to image-based adversarial
attacks: unnoticeable, carefully crafted perturbations to in-
put images can induce incorrect predictions [28, 84].
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Figure 1. (top) Presenting a natural image green mamba x, and
its adversarial image x* mistakenly classified as a zucchini by
a robust classifier fy. Given only x* and fp, our ET3 test-time
defense produces the correctly classified X, thereby boosting ad-
versarial robustness. The plot illustrates the logit’s change: even
though the ground-truth class is not the second best, ET3 still re-
covers it. (bottom) ET3 boosts robust accuracy of Large VLMs
like LLaVa [46] using standard or even Robust CLIP [72] on both
image captioning and Visual QA. Note in VOA example, the Reds team
is a different team from the Red Sox, and refers to the Cincinnati Reds team.

During the past decade, a plethora of defenses have been
proposed to improve adversarial robustness, with adver-
sarial training (AT) [49] emerging as a leading efficient
yet time-consuming paradigm. Despite this progress, AT-
trained models still exhibit a substantial gap between their



performance on clean and perturbed inputs, particularly un-
der strong or previously unseen attacks. In contrast, another
line of work focuses on test-time defenses that achieve ro-
bustness at inference. Within this class, adversarial purifica-
tion methods [79] attempt to denoise and remove adversar-
ial perturbations using auxiliary generative models, while
Randomized Smoothing (RS) [16] certifies robustness by
averaging predictions over noise-perturbed inputs.

More recently, test-time transformations (TTT) [75, 96]
have been proposed to improve classification without ex-
plicitly removing perturbations, instead adaptively trans-
forming inputs dynamically at test time. Compared to ad-
versarial training, these approaches defend against previ-
ously unseen threats in a plug-and-play manner without re-
quiring model retraining. However, they often incur sig-
nificant inference overhead, may rely on additional models,
and sometimes struggle to scale to stronger attacks. They
can also be computationally expensive, as they typically re-
quire optimizing additional tokens or parameters or gen-
erating augmented views for each sample. In this work,
we present our novel and efficient test-time defense ET3,
which demonstrates superior robustness achieved without
such costly adaptation. The ET3 defense transforms the im-
age at inference to boost robustness of CLIP while remain-
ing lightweight and computationally efficient. Furthermore,
our approach can be easily incorporated with existing meth-
ods to further improve their robustness significantly, incur-
ring only a slight higher inference cost.

ET3 is inspired by energy-based models (EBMs) that
were previously linked to robustness [30] and aims to lower
the energy of a given input. Requiring extremely short opti-
mization through the vision encoder, the defense is fast and
lightweight, having a very minor overhead over the Visual
LVM inference time. Fig. 1 presents a few qualitative exam-
ples of the ET3 transformation improving the robustness of
classification, image captioning, and VQA. The ET3 boosts
robustness for a broad range of models and tasks. In our
experiments, we demonstrate increased robustness for zero-
shot classification using CLIP-based vision language mod-
els and for robust image classifiers on the ImageNet dataset.
We also show a significant boost in robustness in down-
stream tasks for LVLMs, even with a single optimization
step through the CLIP encoder alone, improving robustness
without noticeably impacting inference speed. Finally, we
show our approach is robust against adaptive attacks.

To further support the ET3 defense, we theoretically
prove its effectiveness on binary classifiers. For a bi-
nary classifiers satisfying few assumptions, we theoretically
prove that an input transformed by ET3 will be correctly
classified. We later provide experimental evidence of a ro-
bust model, along with examples of classifiers that have
been theoretically proven to be robust in several different
settings [26, 53, 54, 87], satisfying these assumptions.
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2. Related Work

Adversarial Attacks. Adversarial examples are slightly per-
turbed inputs to induce erroneous predictions or behaviors
in deep neural networks. As various methods exist to cre-
ate such perturbations [3, 28, 49, 58], within the domain
of LVLMs, a growing body of work has started examining
their susceptibility to adversarial attacks [11, 64, 71].
Adversarial Defense. Among many defense strategies, ad-
versarial training (AT)—which incorporates adversarial ex-
amples during training—remains the most effective empir-
ical approach. AT has also been extended to vision lan-
guage models (VLM) [51, 63, 67, 72, 92] and diffusion
models [68]. In VLM, AT addresses vulnerabilities arising
from multi-modal inputs by improving robustness to per-
turbations in either the visual or textual components. Be-
yond training-based defenses, offline prompt tuning meth-
ods learn a set of input tokens using a training dataset,
optimizing them offline to improve accuracy or robustness
without updating the backbone [43, 51, 105]. Test-time de-
fenses constitute another direction in which the model itself
is not trained to be robust. Instead, robustness is achieved at
inference time through additional models or mechanisms.
Within this broader class, Randomized Smoothing (RS)
comprises a family of methods that certify robustness by
averaging predictions over noise-perturbed inputs [16, 42],
with various extensions proposed in recent works [1, 48].
Another approach is adversarial purification, which uses
an auxiliary generative model to denoise the test image,
removing adversarial perturbations while remaining close
to the original image [34, 59, 79, 102]. In another line
of work, the input is adaptively transformed at the test
time [2, 8, 62, 94, 96], aiming for correct classification with-
out explicitly removing adversarial perturbations or con-
straining a similarity to the original image, as in [8, 96].
Test-Time Transformations for VL tasks. Test-time adapta-
tion methods [23, 27, 82, 83, 89] aims to adapt models to
the test data at inference time to further improve their per-
formance. For Vision-Language tasks, these methods usu-
ally aim to improve the robustness or generalization by al-
tering the prompt, adjusting the embedding, or leveraging
test-time augmentations. [76] introduces Test-Time Prompt
Tuning (TPT), which optimizes a text prompt by mini-
mizing prediction entropy across augmented views. While
training-free and effective under distribution shift, its multi-
ple augmentations cause significant inference overhead and
reduced clean accuracy. C-TPT [101] mitigates this issue by
introducing a calibration term that maximizes text-feature
dispersion. R-TPT [75] targets adversarial robustness, opti-
mizing the prompt against adversarial perturbations. [104]
proposes MTA, which aggregates the embeddings of mul-
tiple augmentations using a robust mean-shift procedure.
However, all of these methods introduce substantial infer-
ence overhead. [96] introduces TTC, which improves zero-



shot adversarial robustness by applying a gradient-based
perturbation that maximizes the distance between the ad-
versarial input and its clean embedding in CLIP’s feature
space, yet offers limited robustness gains.

Adversarially Robust Models and EBM. Energy-based mod-
els (EBMs) [41] are generative models that learn an energy
function F/(x) which assigns low energy values to inputs x
in the data distribution and high energy values to other in-
puts. Intuitively, lower energy corresponds to samples that
align well with the learned data distribution (on-manifold),
while higher energy indicates atypical or out-of-distribution
inputs (off-manifold). This conceptual perspective is partic-
ularly relevant for adversarial examples, which are known
to deviate from the natural data manifold and typically go
off the manifold of natural data [56, 74, 81].

Bridging this generative perspective with discriminative

tasks, several studies [22, 86, 95] explore the link between
generative models such as EBMs and discriminative mod-
els. This connection is formalized in the Joint Energy-
based Model (JEM) [30], which reformulates the softmax
classifier within an energy-based framework. This formu-
lation allows the classifier’s output as energy can enable
OOD detection [47]. The connection between learning an
energy objective and robustness has been demonstrated in
both ways, showing that the addition of EBM objectives
to training increases robustness [30], and performing ad-
versarial training has been shown to implicitly learn an
EBM [99, 106]. Incorporating explicit energy-based ob-
jectives has also been shown to further enhance both ro-
bustness and generative performance [35, 55, 85, 100]. The
generative aspects of robust classifiers have also been ex-
plored in other studies [69, 93, 97, 98].
Theoretically Proven Robustness. There has been a great
effort in the theoretical research to characterize robust-
ness guarantees and measure the robustness of a trained
classifier. Starting in [73], many have tried to theoreti-
cally show adversarial vulnerability. It had been shown
for random networks with different natural architectures in
[7,9, 10, 20, 57]. Later, in [26, 87] it had been shown that
gradient-based training converge to a non-robust networks
while robust network do exist, while even offering a con-
crete robust classifier as an example. In [54] and [53] the
author discuss a different activation function, polynomial
ReLU, and prove that training such model converges to a
robust classifier.

3. Method

We introduce an energy-based test-time transformation,
ET3, grounded in the energy-based modeling (EBM) per-
spective of discriminative classifiers. Unlike other test-
time defense approaches that train an explicit generative
EBM [34] or auxiliary diffusion/score models [79], ET3 re-
quires no additional model training. It operates directly on
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Figure 2. @ ET3 transforms the natural image x adding a small
perturbation z optimized to lower the energy wrt to ImageNet-21k
proxy classes and concepts. This allows robust zero-shot clas-
sification; @ the transformed image transfers and protects Large
VLM, thereby increasing their robustness. The VLM is not used
in the optimization, and the optimized image simply transfers to
VLM by using the internal representation of the visual encoder.

a pre-trained classifier or visual encoder fy that we aim to
defend. This is possible because a standard softmax clas-
sifier can itself be viewed through the EBM lens, by in-
terpreting its logits as energies [30]. At its core, ET3 ap-
plies a lightweight transformation that simply decreases this
logit-derived energy for a given input. Our focus on robust
models stems from the tight connection between energy-
based and robustness objectives. For instance, adding an
explicit EBM term during training can enhance adversarial
robustness [30]. Conversely, adversarial training has been
shown to implicitly induce an EBM with smoother local
energy landscapes [55, 99, 106]. For clean inputs, ET3 ei-
ther preserves the original prediction or can even increase
the model’s confidence. For adversarial inputs, it guides
the sample back toward the correct classification, effectively
enhancing the model’s robustness.

3.1. Energy Definition

Consider a set of d-dimensional labeled images X
{(x,y) ~D|x € Rtand y € {1,..,K}}, let fo(x) :
R? — RX be a K-class classifier or an encoder parame-
terized by 6 trained on a dataset X. For a sample x € R¢,
we denote by fp(x)x the k-th coordinate of the output logits
vector fp(x) € RE. We define the energy at x as:

K
E(x) = —log(Zexp(fg(x)k)), (D)
k=1

which is the negative LogSumExp of the output logits.



3.2. The ET3 Defense

Inspired by the connection between the energy and the
perception of the data distribution by fy, we present a
test-time defense based on energy minimization. Given a
test image x and a defense radius €, our goal is to ob-
tain a modified image x = x + z by iteratively minimiz-
ing E(-,0). Concretely, we solve the constraint minimiza-

tion X = argmin.cp_(x) B(x*), where Be(x) = {x* :
Hx* - x|| < €}, using a gradient-based multi-step opti-
mization for 7" steps. Formally, in each step t € [1,...,T]
we calculate:

xt) = g, (x) (x(t_l) — anE(x(t_l))), 2)

starting from x(°) = x. The step size o and number of
iterations 7' are hyperparameters, yet we found our method
is fast and works for fewer steps. The projection IIz_(x)(-)
enforces the defense perturbation in a ¢5 ball.

3.3. Extending ET3 to Vision-Language Tasks

We extend ET3 to zero-shot classification and vision-
language tasks. The core principle remains the same: min-
imize the energy function defined in Eq. (1) by refining the
input image at test time. Fig. 2 depicts how we apply ET3
to both zero-shot classification and VLMs.

Zero-Shot Classification with CLIP. For zero-shot classifica-
tion, we apply ET3 to CLIP models, where classification
is performed by computing similarity scores between im-
age and text embeddings, which serve as logits for ET3. To
compute energy, we consider two distinct label configura-
tions: a refined subset of labels or a vast set of labels, such
as the full ImageNet-21K label set [66], yielding slightly
improved robustness. We primarily adopt the latter, with
further details on label-set selection provided in App. D.4.
Large Vision-Language Models (LVLMs). For multimodal
tasks such as image captioning and visual question answer-
ing, we apply ET3 to the LLaVA model. Similar to the
zero-shot setting, ET3 optimizes the visual input at test time
by minimizing its energy through the CLIP vision encoder.
After refinement, the visual embeddings from the vision en-
coder are passed to LLaVA’s projection layer, and the sub-
sequent language generation process remains unchanged.
ET3 enhances robustness specifically in the vision modal-
ity, even without modifying or fine-tuning the vision en-
coder to improve its robustness. To further support ET3,
next we prove that the ET3 defense method boosts robust-
ness for a binary classifier, where it provably transforms a
clean or adversarial sample into a correctly classified input.

4. ET3 defense provably boosts Robust Nets

In this section, we theoretically prove that for a binary clas-
sifier fy(x) : R? — R2, under some assumptions, mini-
mizing the energy with an € budget will transform a given
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sample to be classified as its original ground truth class for
both natural and adversarial samples. First, for simplicity,
we assume local linearity in an e-ball around the sample.
We note that approximate local linearity has been proved
and demonstrated before in the context of adversarial at-
tacks and robust classifier [52]. Second, we assume that the
gradient of the energy derived from the ground truth label is
larger than the one derived from the opposite label. This as-
sumption is particularly intriguing and arises from the vicin-
ity of the adversarial sample and its corresponding source
sample. Details about these assumptions in Remark 4.1.
Data and Model. We consider d dimensional data inputs x €
R<, with unknown binary ground truth labels y; € {—1,1}.
The incorrect label is y; = —y;. Our model is a binary
classifier with two output logits denoted by fo(x) : R? —
R2. We use a two-logit output to adapt to the multiclass
classifier regime, for which each possible class relates to a
logit. Similarly, for a given input x € R and its ground
truth label v, € {—1,1}, if fo(x),, > fo(x)y,, then x is
correctly classified.

Theorem 4.1. Let x € R? be a data sample, and vy,
be its ground truth label. Let fy : R* — R? be a bi-
nary classifier such that it’s locally linear in B.(x). De-
note ry = fo(x)y, — fo(X)y,, 8 = Vxfo(x); and e; =

SoftMax (f (x)),. Let € > 0 a defense budget such that
€ > =2 Then, if
Al
C||egtggt H < ||eytgyt H
for
— A R
llgy | +2r.

the ET3 defense transformation z, parametrized by T = 1

and o = ey , will satisfy HZH < eand

fG(X+Z)yz > f@(X—‘rZ)y} :

Proof Idea. Formally, given a data point x € R?, we denote
g, the gradient of the network’s ¢-th logit w.r.t. the input
and e; the gradient of the energy w.r.t. the ¢-th logit. Then,
the gradient of LogSumExp w.r.t. X is

SoftMax (fo(x)) " Vs fo(x)

=—€-18-1 —€181-

V< E(x)

Thus, the purification step is of the form z
a(e_1g-1 +e181). To see the effect of the transforma-
tion on each logit, we use the local linearity and look at the
classifier as two locally linear functions f_1, f; : R — R,
one for each logit. We observe that for i € {—1,1}

filx+2) = fi(x) +2 g
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Figure 3. (left) The ET3 defense transformation for adversarial examples. Assuming local linearity of the model in the defense neigh-
borhood B.(x), and a large enough ratio C' between the norms of the gradients of the energy through each class logit, eogo and e1g1.
The adversarial attack, determined to reduce the ground truth logit, follows the negative direction of the larger gradient (—g), while our
transformation follows its positive direction (g1 ), increasing the ground truth logit and pulling the adversarial point back to its ground truth
region. Both might also increase the other logit, corresponding to the smaller gradient go, that may introduce some smaller deviation.
(right) Scatter plot of the ratio between the gradients norms C' and the logit margin at the transform image X on ImageNet robust classifier
for 1000 randomly sampled images from ImageNet. For most samples for which C' > 1, we can see that the purified image is correctly
classified (logit margin > 0). One can see a correlation between the norms ratio and the logits difference of the transformed image.

We complete the proof by using the ratio of the gradients’
norms, C, to show that multiplying by the larger norm gra-
dient, zTgyt, will create a larger effect, implying correct
classification. Formally, we note that the energy function
allows a relaxed assumption on the ratio of the gradients as:

exp (fe(x)y} - f9(x)yt)c||g2ft” < ||gytH )

that is adaptive to the logits of fy(x). When x is classified
correctly, we will have fs(x)y, — fo(x),, < 0 and thus
exp (fo(x)y, — fo(x)y,) < 1 allowing a smaller ratio be-
tween the gradients to preserve correct classification. Oth-
erwise, the assumed ratio will be weighted by the difference

between the logits. The full proof provided in App. E.

Remark 4.1 (The Local Linearity and Gradient Norm Ra-
tio Assumptions). In Practice. In the right part of Fig. 3
we present on the z-axis, for each natural image of Ima-
geNet and its respective adversarial example, the norm ratio
of the gradients e,, g, and e, g,,,,, for which we used the
APGD attack [17] and a robust classifier [24]. All inputs
are then transformed using our method ET3, and the differ-
ence between the resulting output logits is presented in the
y-axis. One can see that many natural and adversarial ex-
ample has high ratio values, i.e., C > 1. Moreover, one can
see that transforming samples with a higher ratio C results
in a larger logit difference for the transformed image, indi-
cating successful transformation. For the locally linearity
assumption, previous works showed that robust networks
are experimentally approximately locally linear [52].

In Theory. When proving robustness of a model, a helpful
property is have an approximate locally linear model, allow-
ing a more immediate upper bound on the effectiveness of a
worst-case perturbation. To this end, and to also allow cor-
rect classification, one idea for a robust network construc-
tion will be to assign higher inner products between the data
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points and the local gradients corresponding to the ground
truth label, and smaller inner product with the others, or as-
signing a sufficiently large bias. In previous works, [26, 87]
construct a robust network enforcing both local linearity
with a large radius and a larger gradient of the ground truth
label in the settings of almost orthogonal data. In [54] and
[53], the network trained using polynomial ReLU is approx-
imately locally linear and with a similar larger ground truth
gradient. Sec. 4.1 gives more details on the robust construc-
tion from [26] for which both assumptions hold, adapting
the classic binary classifier to our two-logit regime.

We note that as there are no assumptions of x, the ET3
defense will be successful for both clean sampled and ad-
versarial data input, yet the assumption are milder on a
clean data sample. First, since r, > 0 for a clean sam-
ple, the assumption on e will hold for any ¢ > 0. Second,
exp (fp(x)y, — fo(x)y,) will be smaller than 1, inducing a
relaxed lower bound for the ratio C'.

This theorem extends to the case of multi-step transfor-
mation within the same budget. Since the classifier is lo-
cally linear, each step to minimize the energy, will still in-
crease the ground truth logit and the gap between it and the
other logit. In other words, the theorem shows that

fo(x+2)y, — fo(x +2)y, > fo(x)y, — fo(X)y,

for a transformation z of any size. Therefore, the new input
x + z will preserve the assumptions on C and ¢, allowing
a multi-step attack with the same budget € to take multiple
small gradient steps till accumulated to a sufficient size.

4.1. Theoretical Application

We look at the construction for a robust two-layer ReLLU
network, stated in [26].



Data. We use the following data distribution Dgjysiers ON
R? x {—1,1} in which we have k clusters with means
pM ™) e R and covariance 021, where examples
in the j-th cluster are labeled y/) {-1,1}.

Model. We adapt the two-layer binary classification network
into our multi-class network. For a given binary classifier
fo(x) = 3,y vjo (W] x+b;), we define a two-logits out-
put classifier as following. We define J, = {j : v; > 0}
and J_ = {j : v; < 0}, and denote for ! € {—1,1}

Fox)i =1 vjo(w]x+b;),

Jj€Ji

We note that for any x, fo(x) = fo(X)1 — fo(X)_1.

In [26], the authors present a robust network, proving its
robustness to a large O(v/d) adversarial perturbation.

For the robust network of width &, they take for any j €
k], v; = y¥) and w; = 4“{;]) and b; = —2 (for wider
networks, i.e. J > k, we set the extra weights to be zero).

Let (X,y) € Delusterss Meaning that x = @ + € for
some & ~ N(0,0%1;) and y = y(9). For the gradient ratio
and local linearity assumptions, we look at the analysis for
w1x 4 b; for different j € [k], and get that for j = ¢
ng + by > 1, while for j # ¢, WJTX + by < —1. Thus,
denoting 14} as the indicator function for an event A, we
have with high probability (w.h.p.)

af& (X)yt

ox

Yt - Z wj]]'{w}"erijO} =YWq,
eIy

and g;, = 0, satisfying the ratio assumption. In Theorem
4.1 the authors show that w.h.p. over x, the network is lo-
cally linear in B, (x) for the large ¢ < @. Applying the
ET3 defense, we can see that the transformation will be
z = aw, for some o > 0, which will ensure correct classi-
fication for the transformed input.

5. Experiments

We evaluate ET3 in two threat models and in three settings:
zero-shot classification with CLIP, vision-language tasks
with LVLMs, and classification with image classifiers. The
threat models differ in the attacker’s knowledge of the test-
time defense: a defense-unaware setting, where we evaluate
across all three settings, and a stronger defense-aware set-
ting, where the attacker knows the defense exists and adapts
the attack accordingly, for which we restrict evaluation to
LVLMs and classifiers. For CLIP, improvements are ob-
served both when ET3 is applied alone and when combined
with complementary techniques such as test-time augmen-
tation and test-time prompt tuning. Furthermore, the fea-
tures obtained from the CLIP vision encoder obtained after
applying ET3 consistently enhance the adversarial robust-
ness of downstream LVLMs, demonstrating that ET3 yields
consistent robustness gains across all settings.
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5.1. Evaluating Zero-Shot Classification

We perform zero-shot classification using CLIP models
with the robust vision encoders TeCoA [51] and FARE [72],
and evaluate across 15 benchmark datasets, full implemen-
tation details are in App. A.1 provided in supp. material.
Attack setup. Unless stated otherwise, following standard
practice [72], we use the two attacks from AutoAttack [17]:
APGD-CE and APGD-DLR with 100 iterations each.
Results. In Tab. | we show our test-time defense ET3 con-
sistently enhances robust accuracy on adversarially robust
models (TeCoA and FARE) across 14 datasets under attacks
with a perturbation magnitude of ¢, = 4/255. These mod-
els trained against attacks with either ¢, = 2/255 or 4/255,
where ET3 show substantial improvements even with the
“weaker”” models, which were trained against the weaker at-
tacks. This trend is further illustrated in Fig. 4, where ET3
improves robustness even for larger magnitude attacks—see
App. D.3 for per-dataset results and additional details. Next,
in Tab. 2 we show that ET3 surpasses similar defense meth-
ods in diverse defense scopes. Following the comparison
standardization of the previous methods, we report results
on a subset of 8 datasets. In the lightweight defense scope,
ET3 consistently improves robust accuracy over baseline
CLIP model and TTC [96], and surpasses even the slower
TPT and C-TPT methods [76, 101], despite requiring no
training. Within the multiple augmentation scope, we
show that an easy incorporation of the lightweight ET3
yields further gains to the ensemble that averages predic-
tions across all augmented views. It surpassing MTA [104]
and matching the state-of-the-art robustness of R-TPT [75].
In the last augmentation-based methods with prompt-
tuning scope, we outperform existing methods by similarly
combining ET3 with the former state-of-the-art R-TPT. Un-
less otherwise stated, the € for ET3 is set to 5 for TeCoA and
4 for FARE, with the number of steps fixed at 7" = 2.

5.2. Evaluating Large Vision-Language Models

We evaluate ET3 on LLaVA 1.5-7B using as vision en-
coder (7) standard CLIP, (¢7) TeCoA-robust CLIP [51], and
(227) FARE-robust CLIP [72]. For both robust methods,
we employ the two variants trained with ¢ = 2/255 and
€ = 4/255, marked as 2 or * respectively. We consider
image captioning (COCO, Flickr30k) and visual question
answering tasks (TextVQA, VQAv2); evaluations on clean
data use the full datasets, while adversarial results are com-
puted over 500 perturbed inputs generated with an attack
budget of ¢, = 4/255, following the evaluation of [72].
Across all tasks, we employ ImageNet-21k text labels [66],
to compute the energy. Further details in App. A.2.

Results. Under the defense-unaware setting shown in,
Tab. 3, ET3 consistently improves the robustness across all
base models while preserving performance on clean data.
We further evaluate ET3 under defense-aware setting (avg.



Table 1. Zero-shot robustness of ET3 across 14 benchmark datasets in the defense-unaware setting. Comparison of clean and robust

accuracy for baseline models versus same models augmented with ET3.

Robustness is evaluated against Auto-Attack (AA) at e, = 4/255.
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VIT-L/14 Base (Clean) | 7491 78.36 37.83 79.61 50.26 38.03 22.48 11.76 38.41 7435 5422 4995 76.07 93.44 55.69
(TeCoA) + ET3 (Clean) | 75.20 78.16 37.21 81.27 49.97 38.09 23.31 11.61 39.31 76.66 55.22 50.03 76.18 93.08|56.09 (+0.4)

€+ = 4/255 Base (Robust) | 44.50 60.90 8.50 37.10 21.50 16.50 6.40 220 12.60 41.90 32.80 4570 55.00 74.30|32.85
+ ET3 (Robust) | 53.00 65.10 13.50 56.40 34.50 22.70 15.80 4.40 22.50 51.90 40.00 51.50 60.90 80.80|40.93 (+8.08)

ViT-L/14 Base (Clean) | 70.78 84.70 63.84 77.67 56.53 43.83 18.28 21.96 58.07 80.24 56.74 50.02 87.14 96.04|61.85
(FARE) + ET3 (Clean) | 70.97 84.73 62.96 80.58 5591 4394 18.93 21.96 58.86 82.49 57.25 50.02 86.59 96.17|62.24 (+0.39)

€: = 4/255 Base (Robust) | 34.80 64.20 12.70 34.80 20.20 17.50 11.10 3.00 1220 40.50 30.60 52.30 50.60 74.30|32.77
+ ET3 (Robust) | 41.20 69.40 18.40 53.50 33.10 26.80 14.70 8.30 24.20 50.80 37.40 52.30 58.50 79.80|40.60 (+7.83)

VIT-L/14 Base (Clean) | 80.11 80.67 50.08 87.53 60.69 44.36 26.06 14.04 51.80 80.12 58.43 49.89 80.02 96.08|61.42
(TeCoA) + ET3 (Clean) | 79.82 79.62 46.33 86.34 59.90 44.15 31.52 13.35 50.02 82.05 58.99 49.99 80.43 94.97(61.25 (-0.17)

€r = 2/255 Base (Robust) | 37.00 57.40 6.40 31.00 17.90 1470 7.80 1.00 9.60 36.60 30.90 17.40 50.40 69.10|27.66
+ ET3 (Robust) | 44.40 63.10 14.10 49.20 32.20 23.40 24.00 4.70 20.50 46.00 38.40 47.10 58.40 75.40|38.64 (+10.98)

ViT.L/14 Base (Clean) | 74.48 84.77 70.53 89.52 69.13 50.05 25.39 26.70 70.60 85.52 59.72 50.01 91.06 98.47|67.57
(FARE) + ET3 (Clean) | 74.07 84.60 68.31 89.64 66.64 48.03 32.98 2490 69.47 8694 59.86 50.03 90.38 98.00(67.42 (-0.15)

€r = 2/255 Base (Robust) | 17.80 46.40 5.00 25.70 14.20 11.60 040 0.90 7.10 25.60 22.10 19.10 28.10 61.50{20.39
+ ET3 (Robust) | 25.20 56.40 12.20 43.90 28.70 21.90 2530 6.50 16.00 35.10 29.40 3590 38.90 69.10(31.75 (+11.36)

Table 2. Robustness of ET3 on fine-grained classification in the defense-unaware setting.

Comparison against test-time adaptation

techniques across eight fine-grained datasets. All defenses are applied to a TeCoA pre-trained CLIP-ViT-B/32 model and evaluated against
PGD-100 (e = 4/255). ET3 consistently improves robustness, both as a standalone method and when combined with other defenses.

Method Caltech101 Pets Cars Flower102  Aircraft DTD EuroSAT UCF101 Avg. Improv.
etho Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Acc. Rob. Rob.
CLIP (Robust) 78.82 4345 66.88 1594 1020 0.99 30.82 9.09 6.60 0.45 2453 10.70 14.53 10.78 34.58 6.71 33.37 12.26
Lightweight Defense using Image Transformation (Vision Input Only)

TTC [96] 71.26 4490 65.00 21.10 10.62 1.39 26.02 893 6.93 0.69 23.99 11.38 20.84 12.34 3291 1045 3220 13.90 (+1.64)
ET3 (ours) 79.07 50.59 66.86 27.15 10.32 2.04 2891 12.10 528 0.87 24.00 13.18 13.37 11.17 37.35 16.02 33.15 16.51 (+4.25)
Defenses using Multiple Augmentations (Vision Input Only)

Ensemble 73.02 55.66 59.96 3835 5.55 2.80 26.35 16.12 429 1.89 23.82 1596 1251 11.01 2635 14.12 2898 194 (+7.14)
MTA [104] * 79.70 55.70 66.20 31.20 9.00 2.50 29.10 14.00 6.50 1.60 24.40 13.50 13.30 11.20 34.60 12.50 32.90 17.80 (+5.54)
Ensemble + ET3 76.23 61.38 62.03 43.17 5.77 3.03 26.07 18.11 3.93 222 22.64 17.55 11.88 11.14 32.62 21.44 30.14 22.26 (+10)
Defenses using Multiple Augmentations + Prompt Tuning (Vision + Text Input)

TPT [76] * 79.30 52.70 65.20 27.40 9.60 2.00 27.90 12.30 6.70 1.70 25.50 14.60 1220 11.20 34.90 10.20 32.70 16.50 (+4.24)
C-TPT [101] * 79.80 47.30 66.10 19.50 10.60 1.30 29.40 10.70 6.40 0.70 26.20 1240 13.00 11.10 36.40 8.10 33.50 13.90 (+1.64)
R-TPT [75] 75.58 61.01 63.75 4143 557 279 2629 16.57 5.73 246 2559 18.09 11.46 11.30 31.48 17.63 30.68 21.41 (+9.15)
R-TPT+ ET3 79.27 65.07 63.86 4571 6.21 3.27 26.51 18.72 585 3.51 2642 19.92 11.37 11.16 36.93 24.72 32.05 23.88 (+11.62)

results in Tab. 5; detailed results in App. C.3). ET3 intro-
duces minimal overhead with increase in inference time by
as little as 2.3% in single-step defense (details in App. A.3).

5.3. Evaluation with Robust Classifiers

We evaluate ET3 under defense-aware setting on robust
classifiers from RobustBench [18] using the ImageNet
dataset. We compare our method against other test-time
transformation defenses as well as popular strong defenses,
including adversarial training and adversarial purification.
We assess ET3 under adaptive attacks, where the attacker
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has full knowledge of the defense and actively attempts to
circumvent it as suggested by [19]. Following [19], we
adopt a strong attack configuration, targeted APGD-DLR
with gradients approximated through the defense via Back-
ward Pass Differentiable Approximation (BPDA) [4], effec-
tively accounting for the entire test-time optimization pro-
cess. We also perform a transfer attack from the static base
model and report the worst-case accuracy (more details in
App. A.5). Due to the computational cost of adaptive at-
tacks, we restrict evaluation to ResNet-50 classifiers. For
other competing defenses, we show robustness using the



Table 3. Evaluation of ET3 on LLaVA 1.5-7B with different vision encoders in defense-unaware setting. Clean and /..-robust
performance (¢, = 4/255) using standard CLIP and the TeCoA/FARE backbones adversarially trained with e, = 2/255 and ¢; = 4/255.
Clean results use full test sets, while adversarial scores are computed on 500 APGD perturbations following the ensemble protocol of [72].
Across all tasks, ImageNet-21k labels serve as the reference text embeddings for computing the energy E(-, 8). ET3 performs two gradient
descent iterations. COCO and Flickr30k are evaluated with CIDEr for captioning, while TextVQA and VQAvV2 report VQA accuracy.

COCO [44] Flickr30Kk [103] TextVQA [77] VQAV2 [29] Average
Clean +ET3 4/255 +ET3 Clean +ET3 4/255 +ET3 Clean +ET3 4/255 +ET3 Clean +ET3 4/255 +ET3 Clean +ET3  4/255 +ET3
CLIP 1155 111.3 2.7 61.1 775 761 1.1 37.1 37.1 349 02 17.1 745 73.1 00 400 762 739(23) 1.0 38.8(+37.8)
TECOAZ 984 99.0 300 560 57.1 581 148 321 241 242 7.8 132 669 677 251 407 61.6 623(+0.7) 194 35.5(+16.1)
FARE? 109.9 1102 325 527 711 715 175 319 319 319 72 153 717 717 245 326 712 713(+0.1) 204 33.1(+12.7)
TECOA® 883 882 344 537 486 482 195 302 207 210 95 126 632 632 311 426 552 552(+0.0) 23.6 34.8(+11.2)
FARE* 1024 1030 422 564 616 618 231 335 276 274 102 172 683 683 295 422 650 65.1(+0.1) 263 37.3(+11.0)

Table 4. Defense-aware worst-case robustness on ImageNet.
Clean and ¢ -robust accuracy (e, = 4/255) of base model. All
TTT methods build upon the same base robust model from [70].

Method (Architecture) Adaptive Attack Clean Robust
Adversarial Purification

DiffPure [59] (WRN-50-2) DiffBreak [36] 74.22 12.11
DiffPure [59] (DeiT-S) DiffBreak [36] 73.63 25.00
GDMP [91] (DeiT-S) DiffBreak [36] 69.14 20.70
TTT — Base: Salman et al. (RN-50) [70]

Base Model Only AutoAttack [17] 64.02 34.96

+ Singh et al. [78] APGD-DLR [17] 63.91 34.68 (-0.28)

+ Kulkarni et al. [40]
+ ET3 (Ours)

IW-WC [40] 64.10 35.48 (+0.52)
Tr. APGD-T + BPDA [19] 63.12 37.70 (+2.74)

strongest attacks appropriate for each method—for exam-
ple, DiffBreaker [36] for diffusion-based purification de-
fenses, and AutoAttack for robust classifiers.
Results. Tab. 4 reports the clean and worst-case robust
accuracies i.e. the lowest accuracies achieved under the
strongest attacks reported in the original papers, includ-
ing both defense and attack evaluations where applicable.
Methods are organized by defense family—adversarial pu-
rification, and test-time transformation (TTT)—and worst-
case robustness is reported using the strongest adaptive at-
tack available for each method. Consistent with prior work,
DiffBreak significantly reduces the robustness of diffusion-
based purification methods, whereas adversarially trained
models maintain high robustness. In the TTT setting, where
all methods use the same robust model as their base classi-
fier [70], ET3 performs the best and improves worst-case
robust accuracy. To ensure meaningful comparisons, we
focus on worst-case robustness under the relevant adap-
tive attack for each method and omit defenses previously
shown to fail under such evaluations [19]. We also present
more results under the defense-unaware setting with larger
transformer-based architectures in App. C.2.

For this section, we further provide discussion on budget
fairness of defense w.r.t to attack, label set ablation, and a
single-step variant of ET3 for VLMs in App. D.
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Figure 4. Robust accuracy across increasing attack strengths
in the defense-unaware setting. Average zero-shot accuracy of
CLIP over 14 benchmark datasets, showing that ET3 consistently
improves the robustness of the TeCoA models trained with differ-
ent defense strengths (e;) as the attack strength (e, ) increases.

ViT-L/14 (TeCoA) e; = 2/255 ViT-L/14 (TeCoA) e¢; = 4/255
70

8‘ 60 Baseline Baseline
< —— ET3 (e=5) —— ET3 (e=5)
g 50 —— ET3 (¢=10) —— ET3 (¢=10)
" 40
g 30
N_ 20
2
Z 10

0

oo?p”»\f;) KU 0(\0@@”&@‘? RUI R
c® Attack Strength c® Attack Strength

Table 5. Defense-aware adaptive attack evaluation on LLaVA.
Average robust accuracy over four datasets (200 samples). Leg-
end: B = baseline (no defense); N-Ad. = non-adaptive; Ad.
adaptive; blue = ET3 with £2 proj.; orange = ET3 with /+ proj.

CLIP FARE? TeCoA? FARE* TeCoA*
B N-Ad. Ad. B N-Ad. Ad. B N-Ad. Ad. B N-Ad. Ad. B N-Ad. Ad.

09 16.7 4.5 17.6 28.9 25.0 18.3 30.9 25.524.1 32.8 31.0 19.7 30.9 28.6
09 124 33 17.6 27.0 23.7 183 31.3 269 24.1 325 31.1 19.7 31.1 28.1

6. Conclusion

In this paper, we present the ET3 defense, a novel test-
time transformation method based on energy minimization.
We showed extensive experiments of boosting robustness
for image classification, zero-shot classification using CLIP,
and with Large Vision Language Models, demonstrating su-
periority over many datasets and downstream tasks. We
also present theoretical justification for which our ET3 will
provably transform a clean or adversarial image into cor-
rectly classified images. A promising future direction is to
optimize the network to support conditions that enable the
ET3 defense, such as increasing its local linearity radius or
the energy gradient ratio.
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