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Abstract

Local Differential Privacy (LDP) protocols allow an aggregator to obtain population statistics about
sensitive data of a userbase, while protecting the privacy of the individual users. To understand
the tradeoff between aggregator utility and user privacy, we introduce new information-theoretic
metrics for utility and privacy. Contrary to other LDP metrics, these metrics highlight the fact that
the users and the aggregator are interested in fundamentally different domains of information. We
show how our metrics relate to e-LDP, the de facto standard privacy metric, giving an information-
theoretic interpretation to the latter. Furthermore, we use our metrics to quantitatively study the
privacy-utility tradeoff for a number of popular protocols.
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1 Introduction

1.1 Privacy and utility metrics in Local Differential Privacy

In a context where a data aggregator collects potentially sensitive data, there is an inherent tension
between the aggregator’s desire to obtain accurate population statistics and the individuals’ desire
to protect their private data. One approach to protect privacy is offered by Local Differential
Privacy (LDP) protocols [33]]. In this approach, each user randomises his private data before
sending it to the aggregator. This hides the users’ true data, while for a large population size the
randomness of the users cancels out, which allows the aggregator to obtain an accurate estimate
of the population statistics. LDP-mechanisms are widely used in industry by companies such as
Apple [5], Google [23], and Microsoft [[16].

One of the main settings in which LDP protocols are used is that of frequency estimation
[57, 23 55]. In this setting, every user has a private data item from a (finite) set A, and the
aggregator’s goal is to determine the frequencies of the elements of .4 among the user population.
In this paper, we focus on this setting, as it is both well studied in the literature and frequently
applied in practice.
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The tradeoff between privacy and utility also manifests itself in the context of LDP. Intuitively,
the more ‘random’ the privacy protocol is, the better it will hide an individual’s private data, but
the more noisy the aggregator’s estimations will be. In order to characterise this tradeoff, there is a
need for metrics that measure the privacy and utility of a given protocol. Using these metrics, one
can define a minimal level of privacy that a protocol has to provide, and maximise utility given this
restriction.

The de facto standard metric for the privacy of an LDP protocol is e-LDP [33]], which is an
adaptation of e-differential privacy, a metric used in the context where the aggregator is trusted
and releases randomised versions of (queries on) a hidden database. Informally, a low value of
means that the probability distribution of the output of the protocol does not depend too much on
the input. In this way, the aggregator cannot determine the user’s hidden data from their public
output.

e-LDP gives an upper bound on privacy leakage in a worst-case sense. The strength of this
approach is that it gives strong privacy guarantees that hold in any situation. However, in practice
it can be difficult to fulfill such a stringent definition of privacy [35} 26, [25]], and for this reason
many relaxations of e-(L)DP have been introduced [22, [14, 20, 42]]. Also, the worst-case privacy
leakage can in practice be quite far from the typical leakage of the average user. Therefore, it is
important to study the privacy of protocols not only in terms of its worst-case guarantees, but also
in terms of its typical privacy behaviour.

A natural ‘language’ for studying the behaviour of privacy protocols is information theory, and
several information-theoretic privacy (or leakage) metrics have been proposed, both in the central
and local settings of differential privacy [40, 6, 341,10} 18, [14,/56]]. Many of these define leakage
in terms of the mutual information between a user’s data, and the obfuscated output they send
to the aggregator. However, the aggregator already gains information about a user’s data via the
population statistics inferred from other users’ data; hence the mutual information between input
and output does not accurately represent the information leaked by the protocol if one does not
condition for the population statistics [37, [14].

On the side of utility, the typical way of measuring the performance of a protocol is to give a
frequency oracle, i.e. an algorithm that, given the noisy data from the user population, estimates
the frequencies of the data items, and then measure the average error of this estimation [55} 9].
This method has the downside that even for relatively simple protocols, one has many different
frequency oracles, and it is not a priori clear which one one should adopt [54]. As such, this
approach does not measure the utility of the protocol itself, but of the combination of protocol and
frequency oracle. Furthermore, the average error will depend on the input distribution, and is hard
to study theoretically [9]. This makes it hard to determine optimal protocols if information such as
the number of users, or characteristics of the input distribution, are unknown a priori.

There have been multiple approaches towards defining an information-theoretic utility measure
in the LDP setting [32, [18]]. Some of these take the mutual information between input and output
as a utility measure [32} 54], as others would define leakage (see above). However, the aggregator
is interested only in the statistics of the overall population, rather than each user’s individual value
[37]. As such, incorporating all information the aggregator receives into the utility metric leads to
an overstatement of the aggregator’s means to find the relevant information.



1.2 Contributions and outline

The main contribution of this paper is the introduction of new information-theoretic metrics for
privacy and utility in the context of LDP protocols. Let A be a finite set, of which every user
i € {1,...,n} has an element X; € A as its private data; we write X := (X,---, X,,). We
model the X; as being drawn independently according to an unknown probability distribution
P = (P,)zc40n A. The goal of the aggregator is either to learn P or the tally vector T" = (7},) s 4,
where T, = #{i : X; = x}. Since P is unknown to the aggregator, we model it as being itself a
random variable, with prior distribution 1 which reflects the aggregator’s prior knowledge.

Although the total information contained in the users’ data is H(X: ), we will argue that the
part relevant to the aggregator is only I(X; P) or H(T). At the same time, we will argue that
the privacy-sensitive information is only H(X|P). To protect his private data, user i computes an
obfuscated data item Y; = Q(X;), obtained via a (typically nondeterministic) function Q: A — B
for a second finite set BB, and sends Y; to the aggregator; the aggregator only has the noisy data
vector Y at his disposal. This leads to the following definitions of distribution utility, tally utility
and average privacy (Defs. and [4.3)):

Ul = 1 o) = D s,0)

_ H(X|Y,P)
I(X; P) H(T) - '

H(X|P)

(1.1)

Note that the dependence on p is implicit, as it is the distribution of the random variable P. Putting
these equations into words, utility is the fraction of relevant information that the aggregator has ac-
cess to, while privacy is the fraction of sensitive information that is withheld from the aggregator.
We will argue that these metrics have several advantages over existing metrics: they offer an intu-
itive meaning of privacy and utility, they are applicable to a wide range of privacy protocols, and
they take into account the fact that utility deals with a domain of information that is fundamentally
different from the domain of information that is covered by privacy.
We discuss the mathematical properties of these new metrics. There are four main results:

e Worst case privacy (Section [5): We introduce a natural worst-case counterpart to S,, and we
show that it is equivalent to e-LDP (Theorem[3.3]). This shows that -LDP has a natural information-
theoretic interpretation.

e Limit behaviour (Section[6): We study the limit behaviour of the metrics U and U} This
limit behaviour can be expressed in terms of an asymptotic utility U}, yielding a utility metric
only dependent on () and p. We give an explicit formula to calculate U}

e Combining protocols (Section [7): We discuss the behaviour of privacy and utility metrics un-
der three commonly used methods of protocol combination: sequential, parallel and mixture. In
particular, we show that the concept of a ‘privacy budget’ [21] also applies to S,,.

e Privacy-versus-utility tradeoff (Section[8): We derive an upper bound on the asymptotic utility
in terms of the worst-case privacy. This bound does not depend on the prior distribution p.

Furthermore we study two additional aspects of the metrics:
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e In section[9 we discuss the relation of the new utility metric with the posterior distribution of P,
and how the aggregator can compute the posterior.

e In section [10 we apply the new metrics to two established protocols, Generalised Randomised
Response [57] and Unary Encoding [55]. Although the new metrics can be computationally ex-
pensive, we show that in concrete cases the computational complexity can be significantly reduced
as compared to the general case.

For readability, we present the proofs of all mathematical statements in the appendices.

2 Preliminaries

2.1 Notation

Where possible, random variables are denoted with capitals, their realisations with lowercase let-
ters, and sets with calligraphic capitals. The identity operation on A is written as id 4. If A is finite,
then we denote the set of all probability distributions on A by P 4; for A = {1,..., a} the set P4
consists of all p = (p1,- -+ ,p,) € R* such that p, > 0 for all z and } ¢_, p, = 1. Expectation
over a random variable X is written as Ex. Throughout we use ‘log’ to denote the natural loga-
rithm, and we use the natural logarithm as the basis for our information-theoretic definitions (see
section2.3)). Taking another base does not change anything substantial. We write d(-) for the Dirac
delta function.

2.2 Privacy protocols

Let A be a finite set. A privacy protocol for A is a pair ) = (Q, B) where B is a finite set, and
Q= (Qy\x)yeg,xeA € RE(X)A is a collection of nonnegative reals such that Zy Qy‘x = 1 for all z.
We will often identify A = {1,--- ,a} and B = {1,--- ,b}, and consider Q as a (b x a)-matrix.
We can consider () as a random function: for z € A, we let Q(z) € B be the random variable with
probability distribution Q.‘x. Furthermore, we let ), : P4 — Pp be the map that sends p to Q - D,
where - denotes matrix-vector multiplication. Note that if X ~ p, then Q(X) ~ Q.p.

2.3 Information-theoretic concepts

Let X € A be a discrete random variable. The Shannon entropy of X is defined as H(X) =
er AP, log piw this measures the uncertainty about X . If Y € B is another random variable, then
the conditional entropy of X given Y is defined as H(X|Y) = E,[H(X|Y = y)]; this measures
the uncertainty about X, provided that one knows Y. Note that Y does not need to be discrete.
The complement of conditional entropy is the mutual information 1(X;Y) := H(X) — H(X|Y),
which is the amount of information learned from X by knowing Y, or vice versa (see below). One

can write this as I(X;Y) = E, , log %, and the result will always be nonnegative.

'With the understanding that 0 - log % =0.



Let P be a smooth random variable on 4, i.e. it has a smooth probability density function
f: Pa — Rsq. Then the differential entropy of P is defined as

1
h(P) = /pe[o,l]a 0 (;Px - 1) f(p)log mdp- (2.1)

If p € [0, 1], we let H,(p) be the entropy of a Bernoulli random variable with parameter p, i.e.
Hy(p) = —plogp — (1 — p) log(1 — p). For more background on information-theoretic definitions
we refer to [[13, [15]].

2.4 The LDP setting

We consider the setting of Local Differential Privacy. There are n users, and user ¢ has a private
data item X; € A. The aggregator publishes a privacy protocol ) = (Q, B). User i calculates
Y; := Q(X;) and sends Y; to the aggregator. We write Y = (Y;)™_,; this is the data the aggregator
has at their disposal. Note that the LDP setting differs from DP in that the users do not give the
aggregator their bare private data.

In order to apply information theory, we describe everything in a probabilistic way. We consider
Xy, -+, X, to be drawn independently from a probability distribution p € P 4. The probability
distribution p is unknown to the aggregator as well: hence we consider it to be a random variable
P. The distribution of P is given by a probability measure ;. on P4 (with respect to the Borel o-
algebra [27] on P ,); this distribution reflects the prior knowledge of the aggregator. The extended
model is depicted in Fig.[Il We consider x with the following two properties:

u{p € Py:Frst.p, =1} < 1, (2.2)
#supp(p) > 1. (2.3)

If (2.2)) does not hold, then we are in the degenerate situation that the aggregator has prior knowl-
edge that all users have the same value. In such a situation, there is no concept of privacy. If 2.3)
does not hold, then a priori there is only one possible value for P. In such a situation, there is no
concept of utility.

We consider two possible objectives of the aggregator:

1. The aggregator wants to know P as accurately as possible. For instance, the aggregator is a
scientist whose userbase is a sample of a greater population. The aggregator is not concerned with
this specific userbase per se, but rather with the characteristics of the general population.

2. Fori € A" andy € A, lett, (%) = #{i : x; = v} and t(Z¥) = (¢,(Z)),ec4. Then the aggregator
wants to know the tallies 7" := t()z ) as accurately as possible. For instance, the users are customers
of a service, and the service provider wants to know statistics about this specific group.

We will see later that although these two goals are not directly interchangeable, these goals will
overlap more as the number of users grows to infinity. For both of these goals, it suffices for the
aggregator to consider S, := #{i : Y; = y}, fory € B.
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Figure 1: Extended model of the LDP setting, including the stochastic P.

2.5 Dirichlet distributions

An important characteristic of the setting is the prior distribution . A typical choice for the prior
distribution is the Dirichlet distribution. For a vector o € R%, the Dirichlet distribution with
parameter « is the continuous probability distribution on P4 whose probability density function
A, is given by A, (p) = B(a) ' []_, p2=~!. Here B is the multivariate beta function, i.e.

ngl (o)
I (22:1 o)

In the situation where the aggregator does not have any prior information, a reasonable choice for
the prior distribution w is the Jeffreys prior. Its key characteristic is that it is an uninformative
prior, i.e. its formulation does not depend on the parametrisation of the parameter space. In our
situation, where the parameter space is P 4, the Jeffreys prior equals the Dirichlet distribution with

parameter vector (%, e %)

Bloag, - ,0q) = 2.4)

3 Existing metrics

3.1 Current non-information-theoretic metrics
3.1.1 Privacy

The de facto standard for assessing the level of privacy of a protocol is Local Differential Privacy.
It was introduced to be the ‘local’ counterpart to DP [21]].

Definition 3.1. Let () be a privacy protocol for .A. Then the local differential privacy level [33] of
@ is defined as

Qy|m
LDP = log =———. 1
(@) = g maelog = = G

Let ¢ € Rs(. We say that ) satisfies e-LDP if LDP(Q) < e.
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A lower LDP level ensures higher privacy, as the probability distributions Q-|x and Q'\x’ do
not differ too much; this makes it hard for the aggregator to determine X; given Q(X;). While
the notion of e-LDP gives strong privacy guarantees, even in worst-case settings, it has several
drawbacks. First, it has been noted that DP, the counterpart of LDP in the centralised setting,
is too strict for many applications, because it puts a strong requirement on the relative values of
output probabilities, even for those y which occur with only a very low probability. As such many
relaxations for DP exist [22, [14, (14} 20, 42]]. Second, e-LDP is defined only for probabilistic
protocols; in particular, deterministic protocols do not offer privacy according to the LDP metric
(see Example 3.2). Deterministic protocols are used, however, in the context of, for example k-
anonimity [46]. Although it is generally felt that such protocols are not very good, it would be nice
to have a metric that is able to measure their quality.

Example 3.2. Suppose A = {1,--- 2k} for an integer k, and () is the deterministic privacy
protocol given by Q(z) = x mod 2. Then LDP(Q)) = oo, because Qy; = 1 whereas Q19 = 0;
hence in the LDP-metric () does not offer any privacy. On the other hand, intuitively it is clear that
() protects at least some of the user’s private information.

3.1.2 Utility

The main way of measuring the utility of a protocol is by looking at frequency estimators, and how
well they estimate the original input frequencies.

Definition 3.3. Let ¢ € R be the real (hidden) vector of the frequencies of the different data
items among the user population, and let ¢o: J)* — R4 be a function that computes an estimator
of ¢ from Y. Let d: R4 — Rs( be a metric on R4, Then the d-accuracy of (Q, @) for n users
given ¢ is defined as

Actuno(Q. ¢) = E |d(p, 2(Y))] (3:2)

Typically one chooses the /1 - or /5-norm for d. The metric depends on d, n, and ¢, but this does
not matter too much: we can get rid of the dependence on ¢ by taking either the expected value over
the prior distribution or the worst case [9], and the choice of d can be tailored to the aggregator’s
demands. As to the dependence on n, for d = /¢y, {5 it can be shown that the accuracy can be
expressed as ¢ - n~ /2 [[19, 18}, [55], hence maximising the accuracy comes down to maximising the
constant c. Nevertheless, there are several issues with this approach. First, the metric measures
the utility of the pair (), ), rather than just the utility of (). This is an issue because in general
there are many different choices for ¢, without a clear a priori reason to prefer any one of them
[54]]. Second, while for explicit linear ¢ the accuracy can be approximated analytically [55]], for
many other choices of estimators this is more difficult. As such, this metric is hard to study from
an analytical perspective, especially its dependence on ¢ and n. This makes it hard to compare
privacy protocols.



3.2 Current information-theoretic metrics

Many information-theoretic metrics are discussed in [52]; in the overview below we restrict our-
selves to those that have been used in the context of (local) DP. Note that in general a metric for
the centralised DP setting can also be applied to the LDP setting, since we can view LDP as the
repeated application of a DP protocol on single-user databases.

[41} 10, 39, 14, 156] propose leakage metrics which focus on the mutual information between
input and output (either in the localised or in the centralised case), or equivalently, privacy metrics
which focus on the uncertainty of the input given the output. Similar approaches to privacy are
used in the setting of biometric security [36]] and genomic privacy [29]. [4, |6, 31} 45] define
privacy metrics based on min-entropy, representing a worst-case privacy loss, and bound this from
above by ¢-DPJ3 Continuing in this line, [3] uses a min-entropy utility measure and gives an upper
bound on utility in terms of e-DP. Rényi-DP unifies entropic and min-entropic privacy [42]].

Other authors [32, 53] use the mutual information between input and output as a utility metric
rather than a privacy metric, and give optimal privacy protocols for a given level of DP. Other
information-theoretic approaches to privacy involve the Kullback-Leibler distance between output
distributions [18, 32] and distortion theory [10, 47, 56].

A shared characteristic of the (min-)mutual information privacy and utility metrics is that any
information obtained by the aggregator is considered to contribute to utility, while any information
hidden from the aggregator is considered to contribute to privacy. By definition, this leads to a
situation where any gain in privacy automatically leads to a loss in utility and vice versa. How-
ever, privacy and utility deal with fundamentally different domains of information [37]. Utility is
an aggregate construct, and a utility metric should reflect to what extent the aggregator is able to
recover information about the userbase as a group. By contrast, privacy is an individual construct,
and a privacy metric should reflect to what extent an individual user is able to hide their private
information. Since most information-theoretic metrics from the literature do not make the distinc-
tion between aggregate and individual information, they do not accurately capture the notions of
privacy or utility. An exception is Mutual Information-Differential Privacy [14] in the central set-
ting, which uses conditioned mutual information because, as the authors argue, a strong adversary
which may have access to all users’ data except for one is implicit in e-DP. Our privacy metric in
Def. adapts this idea to the local setting.

4 New metrics

4.1 A case for average case

Many privacy metrics in (L)DP focus on a worst-case analysis. This can mean either looking at the
worst possible output [21], worst possible difference between two inputs [42]], or worst possible
distribution on the input set [14]. The appeal is clear, as a worst case approach provides privacy
guarantees that always hold. Nevertheless, we believe that it is useful to also study privacy metrics

2See [24,/51130] for an overview of the many ways to define conditional entropy and mutual information analogous
to Rényi entropy, of which min-entropy is a specific instance.



in which the constraints are somewhat relaxed, i.e. based on leakage analysis that is more average-
case than worst-case 25,133, 42]. Such a metric can give a high privacy score even if there is the
occasional occurrence of large leakage. In this way, we can get an accurate picture of a protocol’s
overall privacy behaviour, rather than just the worst-case guarantees.

We believe that an average-case approach can be a useful tool alongside -LDP for the follow-
ing reasons. If worst-case privacy is one’s focus, an alternative to LDP would be to make use of
cryptographic solutions, e.g. Secure Multiparty Computation (SMC). Protocols for tallying secret
values are well studied in the field of SMC [48] 38, 2]]; they are not computationally expensive but
require more communication than LDP. While LDP protocols always have nonzero leakage, SMC
can offer strong privacy guarantees in many situationsf Since LDP invariably involves some loss
of privacy, it is beneficial to determine this loss for the typical user.

Furthermore, there may already be leakage about X; through other channels than the reporting
of Y;. In practice, the aggregator can have access to information about a user’s device or geograph-
ical settings [49]. Also, the existence of correlations between users’ data allows the aggregator to
use multiple users’ reports to obtain more accurate information about a single user’s data [34, [14];
data from the same user over time can be used in the same way [49]. A malicious aggregator could
also use side information to perform timing, state, or privacy budget attacks [26]. Therefore, it
is interesting to know the effect of a protocol on a typical user’s privacy alongside the worst-case
guarantees, since in practice an attacker might have the capability of bypassing those guarantees
to some extent.

4.2 New metrics

We can formalise the distinction between aggregate and individual information discussed in section
[3.2] using the language of information theory. The total information in the hands of the users is
H(X), while the part of this that the aggregator has at their disposal is I(Y; X). We can split both
of them up into three parts: the nonprivate part (the knowledge about P), the group-private part
(the knowledge about 7" given P), and the individual private part (the knowledge about X given
T)); this is shown in Table 4.1l As in the Table, these parts can be combined in three ways:

1. The group-private part and the individual private part together form the private information
H(X|P) on the side of the users. We do not consider all information held by the users to be
private, as revealing the distribution P does not violate any user’s privacy. To see this, suppose
the tallies 7" for a group of n users are revealed. If n = 1, the single user’s privacy is completely
violated. However, as n grows larger, the amount of private information about a single user that can
be obtained from 7" decreases. In the limit n — oo, the tallies contain no private information about
a single user at all; but P represents the ‘tallies’ of an infinitely large population from which our
users are a sample. Hence the total private information is H()z | P), while the private information
available to the aggregator (i.e. the privacy leakage) equals 1(57; X | P). Note that this mirrors the
definition of leakage in the central setting in [[14].

3Note that SMC outputs the true tallies, and as such does not protect a user’s privacy in the unlikely case that
all other users collude with the aggregator. Note also that SMC and (L)DP are not mutually exclusive, and one may
combine protocols to offer different kinds of data protection [[1, 28]

9



Nonprivate Group-private Individual private
Users | 1(x;p) | H(T|P) | H(X|T) |
Total information ‘ H(X)

Private information ‘ H(X|P)
Tally-relevant H(T) |

Distribution-relevant I(X; P)

Aggregator | 1(v;p) | ;TP | WY X[T)
Total obtained information ‘ [(Y; X)
Privacy leakage ‘ I(Y; X|P)
Tally gains 1(Y:T) ‘
Distribution gains I(Y; P)

Table 4.1: The information split in the LDP setting.

2. The nonprivate part and the group-private part together form the information about tallies H(7").
Its counterpart on the aggregator’s side, I(Y'; T'), reflects how much the aggregator learns about the
tallies. Note that I(Y;T) = I(S; T'), where S is as in section 2.4l

3. In the same way, the nonprivate part is the information about P available to the users or the
aggregator. Similar to the above, we have I[(Y; P) = I(S; P).

We define a normalised notion of privacy by defining privacy as the fraction of private information
that is not leaked to the aggregator:

Definition 4.1. Let () be a privacy protocol. Let i be the aggregator’s prior. We define the average
privacy of () as follows:

—

I(Y; X|P) H(X|Y,P)

$,(Q) =1

4.1)

Y
H(X|P) H(X|P)
The dependence on p enters via the conditioning on P. Note that the denominator in the
fraction above is nonzero by (2.2). An important attribute of this privacy metric is that although its
definition depends on the number of users, its value does not:

_ H(XY.,P)

Lemma 4.2. The average privacy S,(Q) = D) does not depend on n.

In the same way, we define utility as the fraction of relevant information that is available to the
aggregator:

Definition 4.3. Let n be the number of users, and let () be a privacy protocol. We define the
distribution utility and tally utility of () as follows:

I(?? P) . tally I(ﬁ T)

(Z P Usly(Q) = TR (4.2)

distr L
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The denominators in the fractions above are nonzero by property (2.3)). Defs. 4. 1land 4.3 have
a number of desirable properties:

1. Both utility and privacy have a clear intuitive meaning as the amount of relevant information
obtained by, or hidden from, the aggregator.

2. The utility metrics do not depend on the choice of estimator.

3. In contrast to other information-theoric metrics, our metrics take into account the fact that not
all obtained information is relevant to the aggregator, and not all revealed information violates a
user’s privacy.

4. Our privacy metric can also be applied in deterministic contexts. For instance, in Example[3.2]
assuming a symmetric Dirichlet prior on P 4 with parameter % (the Jeffreys prior, see section [10),

we find
ACTRYAt)
Fk+1)=F(3)

where [ is the digamma function. In contrast, according to the LDP metric this protocol does not
offer any privacy at all. See also Example [7.4l

Su(Q) = > 0, 4.3)

5. Our metrics look at the average case. This means that our privacy metric will be less ‘strict’
than LDP, which looks at worst-case privacy; this will be formalised in Theorem 3.3l

6. Like the estimator-based metrics, our utility metrics depend on the number of users n. This
makes it difficult to compare protocols. However, in Theorem [6.7] we will show that a protocol can
be characterised by its asymptotic n — oo behaviour Sffablc, which we can explicitly compute.

The metrics can be computationally involved, especially for large n, a and b. In Section [10l we
discuss the computational complexity of the various metric, both in general cases and for specific
protocols.

Remark 4.4. In [32] the authors study the case that P can take only two possible values, and they
describe a method that is optimal in distinguishing these two cases, given the obfuscated data of
one user. In our language, this means that the support of 1 contains two points. The metric S,, ,,
generalises this scenariO% in two ways: we allow any prior distribution x, and any number of users.

Remark 4.5. In Table B.1] one finds the identity I(Y; X) = I(Y; P) + [(Y; X|P). Since the first
term is related to (distribution) utility, and the second term is related to privacy, one might be led
to believe that this implies a sum law between privacy and utility. However, this is not the case, as
I(?; X | P) expresses the leakage, rather than the privacy, of the protocol (). As such, this formula
expresses the idea “utility + leakage = total information", which does not imply a relation between
utility and privacy, as the term I(Y; X) also depends on Q.

4The actual metric is different, as [32] focuses on Kullback-Leibler divergence rather than mutual information.
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4.3 Digit utility

The utility metrics introduced in the previous section are relative to the total amount of relevant
information in the unobfuscated data. This makes them useful for comparing protocols to the ideal
functionality and to each other. Nevertheless, in some cases it is useful to have a utility metric that
measures the aggregator’s information gain in an absolute way; we will now define such a metric
for the case that the aggregator is interested in P, and p is a continuous probability distribution.
The distribution P itself then carries infinite information, but the aggregator can obtain only a finite
amount of this. One way to quantify the amount of information is to determine how many digits
of P the aggregator has learned. This leads us to the following definition:

Definition 4.6. Let () be a faithful privacy protocol, and let the prior x be a continuous measure
on P 4. We define the digit utility of () as

I(Y; P) — h(P)
a—1 )

digit o
Unit (@) = (4.4)

The intuition behind the digit utility is that it approximates how many digits (in base e) of P
the aggregator has learned. Note that this is essentially a rescaling of Ufjjfr(Q), and that it does
not carry extra information about ().

Lemma 4.7. For d € Rx, let Py be the discretisation of P with coordinate-wise step size e %

i.e. centered on the lattice (€=97). Then
im0 (1(17; P) - H(P<UW(Q)>)) —0. 4.5)

In other words, for large n the amount of information the aggregator has about P is approxi-
mately equivalent to the amount of information gained from learning the first Ugifjt(Q) digits of
P. The digit utility thus provides an information-theoretic analogon to the accuracy utility metric
in Def. [3.3] It has the additional advantage that we do not need to specify a distance measure or an
estimator. It is a useful metric if the aggregator is interested in knowing P up to some established
accuracy. After the aggregator has chosen a protocol, the digit utility can be used to tell him how
many users are needed to obtain the desired accuracy.

5 Worst case privacy

In our formalism, a measure for worst-case privacy is obtained by taking the infimum of the hidden
information over all outcomes y € B3 and all prior distributions z:

Definition 5.1. Let i € {1,...,n} be arbitrary, and let M be the set of all probability measures
on P4 satisfying (2.2). Let () be a privacy protocol. Then we define the worst-case privacy of Q)
to be

H(X,[P)

S(Q) = inf e pq infyep (5.1)
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In other words, S™¢(()) is the fraction of the user’s private information that remains hidden from
the aggregator, when assuming the worst possible prior distribution ;2 and user output y. Trivially
the following result holds:

Lemma 5.2. Let ) be a privacy protocol. Then S,,(Q) > S¥(Q) for any prior measure p.
It turns out that this notion of worst-case privacy is directly related to LDP:
Theorem 5.3. Let (Q be a privacy protocol. Then S¥¢(Q)) = e~ "PP(@),

This theorem shows that LDP has a direct information-theoretic interpretation as a measure of
worst case privacy.

Remark 5.4. Alternatively, one could define worst-case privacy as inf,cp, inf,cp %

It turns out that this is equivalent to Def. 5.1} see appendix Bl The worst case is as follows: let

y, x, x’ be such that @l i maximal, i.e. gﬂ = e"PP@) Fore € (0,1), let p° € P4 be of the

Qyla’ ylz’
form p; = 1 — ¢, p, = ¢, and all other probabilities equal to 0. Then we obtain the infimum when

Y; = y, and we let P = lim._,( p®. In other words, the most information will be leaked when a user
outputs an y for which the x that maximises Qy‘x occurs with probability almost 1. In this case,
the combination of the knowledge about the prior, plus the fact that the user outputs y, allows the
aggregator to conclude X; = x with optimal certainty.

Remark 5.5. Theorem[53.3]gives a better understanding of Example[3.2l The ‘reason’ that LDP(Q) =
oo here (or equivalently S¥(Q)) = 0) is that there is a prior under which @) reveals all information;
for example, if the support of 4 is contained in Py 2y C Pyy.... 2k} (s0 that it is known a priori that
users can only have values 1 and 2 as their private data), then X; becomes known to the aggregator
when he learns Y;.

6 Limit behaviour of the utility

Throughout this section we assume that the prior u is continuous. Although our utility metrics
depend on the number of users n, it turns out that their asymptotic behaviour can be explicitly
calculated. The main result is formulated in Theorem [6.7

6.1 Faithful protocols

Before we dive into metrics we want to define a certain class of privacy protocols that will turn out
to be ‘optimal” with respect to utility for asymptotically many users.

Definition 6.1. Let Q be a privacy protocol for A. We say Q is faithful if rk(Q) = a.

The importance of faithfulness is highlighted by the following Proposition.
Proposition 6.2. Let () be a privacy protocol for A. Then Q is faithful if and only if the map
Q.: P4 — Pgis injective.

13



Informally, this Proposition tells us that if () is not faithful, then there will be p,p’ € P, for
which the aggregator will not be able to distinguish P = p from P = p’. For this reason non-
faithful privacy protocols only have a limited role in our discussions; indeed, the main privacy
protocols from the literature are all faithful (they come with unbiased estimators). Nevertheless,
non-faithful privacy protocols are still useful in the situation where the support of the prior p is
limited. For example, in [32] the situation is studied where there are only two possibilities for P,
and indeed one of the main results is that in the high privacy regime the optimal privacy protocol
is not faithful.

6.2 Limit behaviour

We need three more definitions before we can state the main result.

Definition 6.3. Let Q = (Q, B) be a privacy protocol on A. Let Bso = {y € B : Iz s.t. Qy‘w > 0}.
We let ~ be the equivalence relation on B~ generated by the relation {(y,y') : Jz s.t. Qy, >
0,Qyz > 0}. We write B~o/~ for the set of equivalence classes under this equivalence relation.

Definition 6.4. Let Ay, As,--- and By, Bs, - - - be infinite sequences of real numbers. We write
A, = B, iflim, (4, — B,) = 0.

Definition 6.5. Let ) = (Q, B) be a faithful privacy protocol for A. For p € Py, let D, :=

diag (# - #> We define the asymptotic utility of () to be

(@Qp)1’ > (Qp)y

1 1 . .
UZS(Q):—Elog(zwe)+2 2Eplogdet(QTDpQ). (6.1)

Furthermore, we define C,, := U3 (id4) = —3 log(2me) — 525Ep 3, log P,. It turns out that
this is an upper bound on asymptotic utility.

Lemma 6.6. For any faithful privacy protocol Q on A one has U5 (Q) < C,..

This allows us to formulate the following result, which describes the asymptotic behaviour of
our utility measures, and motivates the terminology ‘asymptotic utility’:

Theorem 6.7. Let () be a privacy protocol, and let d := 1k(Q). Let B~q/~ be as in Def. 6.3 and
let b := #(Bso/~). Then

1. There exists a constant r,(Q)) such that 1(37; P) = % logn+1,(Q). If Q is faithful, then
ru(Q) = (a — 1) UP(Q) + h(P).

2. There exists a constant s,(Q) such that (Y ; T) = =2 1ogn + 5,(Q).

From this we can derive the following result about the limit behaviour of utility metrics:
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Corollary 6.8. Let () be a privacy protocol. Let ) = #(B=o/~) and d = tk(Q). Then for every
privacy protocol Q) the following holds as n — oco:

U (@) = — (6.2)
’ a—1
d+b —2
tally o0
Ul (@) — oa_3 (6.3)
Furthermore, if Q) is faithful then
igi oo 1 as
Ui (Q) = S log(n) + Up(Q); (6.4)
istr 00 C.— Uas(@)
1-UPH Q) QMIT;' (6.5)

This Corollary shows that for asymptotically large n faithful protocols (which have d = a) have
higher utility than other protocols. Also, note that privacy protocols with a high value of UZS(Q)
have both good digit and distribution utilities for asymptotically large n; this motivates the term
‘asymptotic utility’.

Remark 6.9.

1. Typical privacy protocols are faithful, and they satisfy &’ = 1; one can have &’ > 1 only if

o . . distr @ tall 01
LDP(Q) = 0. As such, most generally used privacy protocols satisty Uy L — LU — 3.

2. The fact that Uiiiit(Q) — 3 log(n) + Ui (Q) tells us that for large n, we know approximately
the first %log(n) + UF(Q) digits of P, i.e. the accuracy to which we know P is approximately

digi . . .o . .
eUnit (@ ~ c.n=1/2. This mirrors the fact that the standard deviation of linear frequency estimators
also scales as n~'/2 for large n [55].

The relation between the constant U5’ (() and the asymptotic behaviour of the protocol () can
also be formulated in a different way:

Definition 6.10. Let 1 be continuous, and let () be a faithful privacy protocol. We define the
effective participation factor of Q to be F,(Q) := e2Vi(@=2Cu,

Note that by Lemma [6.6] one has F,,(Q) € (0,1]. The terminology ‘effective participation
factor’ is motivated by the following Proposition:

Proposition 6.11. Let i1 be continuous, and let () be a privacy protocol.
s fai digit oo rrdigit .
1. If Q is faithful, then for n — oo we get U (Q) — ULFM(Q)~NJ,M<1dA)'

2. If Q is not faithful, then for every ¢ > 0 we have Uffft(Q) < Ufifgjfj u(idA)for all sufficiently
large n.
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In words: for large n, the aggregator learns as much about P from the obfuscated data of n
users as they would from the un-obfuscated data of F,(Q) - n users. The factor F,(Q) represents
the factor in efficiency the aggregator pays for using the privacy protocol. Because of the second
point we define F',,(Q)) = 0 for non-faithful Q).

To summarise this section, we have shown that I(?; P) grows as ¢; logn + ¢ for large n
and for some constants cq, c3. The constant ¢; is maximal if () is faithful, while the constant ¢y
can be explicitely calculated for faithful protocols. For faithful (), another way to express their
asymptotic utility is by their effective participation factor I,,, which expresses the information in
the obfuscated data as equivalent to the information in the true data of a smaller number of users.

7 Combining protocols

We look at the behaviour of our metrics when protocols are combined in different ways. It turns
out that we can recover many properties of more established privacy metrics.

7.1 Postprocessing

A key property of privacy is that further processing of the obfuscated data should not decrease the
privacy, and it should not increase the utility. Formally we can define the sequential application of
multiple protocols as follows.

Definition 7.1. Let A be a finite set, let Q = (Q, B) be a privacy protocol on A, and let R = (R, C)
be a privacy protocol on B. Then the composition R o () is the privacy protocol on A defined by
Ro@:=(R-Q,C), where - denotes matrix multiplication.

It is easily verified that this is the ‘correct’ definition of composition, i.e. for every x € A and
z € Cwehave P((RoQ)(z) = z) = P(R(Q(x)) = z). Proposition[7.3]describes the behaviour of
our utility and privacy metrics under composition.

Definition 7.2. Let Q),.: P4 — Pp be as in section2.2] We let Q... 1 be the pushforward probability
measure on Pg, i.e. for each measurable U C Py we have (Q..n)(U) = u(Q1U).

Proposition 7.3. Ler Q = (Q, B) by a privacy protocol for A and let R = (R,C) be a privacy
protocol for B. Then

U (Ro @) < min{UH(Q), Uy, (R}, (7.1)
U (Ro@Q) < UMN¥(Q), (7.2)
Su(RoQ) = Su(@), (7.3)
S™(Ro@) > S™(Q). (7.4)
If 1 is continuous we furthermore have
Uni(Ro Q) < UR(Q). (7.5)
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In this Proposition, (Z.3)) is equivalent to an analogous result about LDP [21]. (Z.4) is the
analogous statement for the privacy metric S,.

Example 74. Let g € {1,--- ,a} andlet G = {1,...,g}. Let H be the set of hash functions
h: A — G. Lete € (0,00). Local Hash [56] is the privacy protocol LH*9¢ = (Q,H x G) that
can be described as follows: given z € A, we first uniformly pick a random hash function h € H,
and then we perform GRRY* on h(x), (see section [I0.1). Intuitively, the data is obscured twice,
first by hashing into a smaller set of categories, and then applying the obfuscation protocol GRR.
One can calculate

H(h(X;)|P)
S, (LH**) =E, |S,(h) + ———=——=9S GRR?9)| . 7.6
where h € H is drawn from a uniform distribution on H, and h,.p is the pushforward measure
as defined in Def. [1.2] This shows that the new privacy metric indeed ‘detects’ the effects of both

steps. On the other hand, the LDP metric only sees the privacy from the second step, as we have
LDP(LH*?¢) = LDP(GRRY®) = ¢.

7.2 Privacy budget

A central concept in (L)DP is that of a privacy budget. It refers to the fact that when performing
multiple privacy protocols Q*, - - - , Q" on the same data simultaneously, each revealed outcome
Q’(X;) will leak some private information about X;, and giving the aggregator all the Q7 (X;)
will leak more information than any individual protocol. Formally, we can define the parallel
application of privacy protocols as follows:

Definition 7.5. Let A be a finite set, and let Ql = (Ql BY, -, Q" = (QF,B") be k privacy
protocols on A. Then we define the product Q' x -+ x QF to be the privacy protocol Q' x - - - x
Q" := (R, C), where C is the Cartesian product of sets [1, 8, and R € [0, 1]1L; 84 is the matrix
given by

- pls = H Q) 0 (7.7)

By definition, the product corresponds to simultaneously releasing Q'(z), - - -, Q%(x). A key
fact of LDP [21] is that the leakage of the product is at most the sum of the leakages, i.e.

LDP(Q" x --- x Q¥) <} "LDP(Q’). (7.8)

In other words, when using different protocols simultaneously, one only has a fixed amount of
‘admissible leakage’ that has to be distributed among the different protocols; this concept is known
as a privacy budget. A similar statement holds for the privacy metric S,; because this metric looks
at privacy rather than leakage, we have to take the complement 1 — S, to make a meaningful
statement.
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Proposition 7.6. Let Q', - - - , Q" be k privacy protocols on A. Then
1-8,(Q x -+ xQF) <> (1-8,(Q)). (7.9)

j
7.3 Mixture

Apart from postcomposing privacy protocols or applying them in parallel, another way to combine
multiple privacy protocols into one is by creating a mixture protocol. Given privacy protocols
@', , Q" and a weight vector w € Pyy.... y}, their mixture M, (Q",- -+, Q") is defined to be
the privacy protocol that, for an input x, first draws an index 5 € {1,...,k} according to the
probability distribution w, and then outputs the pair (5, Q7 (z)).

Definition 7.7. Let A be a finite set, and let Q' = (Q',B'),---,Q* = (Q*, B*) be privacy

protocols on A. Let w € Py ... 3. Then the w-mixture of (Q',---, Q") is the privacy protocol
My,(Q', -+, Q%) = (R,C) with
Rype = i@y, C=||B ={Gy):i<kyeB}. (7.10)
J

One can view a mixture protocol as the local equivalent of what has been called parallel com-
position for DP protocols [43]]. A key property of mixtures is that privacy behaves linearly under
privacy, while asymptotic utility behaves superlinearly:

Proposition 7.8. Let Q', - - - , Q" be faithful privacy protocols on A, and let w € Pyi.... ). Then
Su (Mu(@", -+, Q%) = w; Su(@). (7.11)
J

If p is continuous we furthermore have
U (My(Q',-++,QF) = > w,; UR(Q). (7.12)
J

Remark 7.9. If we take privacy protocols of the same privacy level, then the Theorem above tells
us that their mixture will also have the same privacy. The utility will at least be a weighed average
of their utilities, and in fact it can even supersede the maximum of the asymptotic utilities. As an
example, let A = {1,2,3}, and let Q* and Q? be the privacy protocols given by the matrices

i 1 00 i 210
Q=102 3], =35 30]. (7.13)
0 5 2 00 1

Let 1 be the Dirichlet distribution with parameters (1, 1, 1). Since this distribution is symmetric,
and Q' and Q? differ only by a permutation of the input and output set, they will have the same
privacy and asymptotic utility. In fact, using Def. [6.5 one can calculate that U’ (Q") = U’(Q?) =
—0.987. However, UZS(M(%%)(QR Q%)) = —0.691. This shows that for n sufficiently large, the

mixture will outperform both Q! and Q?, while offering the same level of privacy.
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8 The tradeoff between utility and privacy

An important aspect of the LDP setting is the privacy-utility tradeoff. Intuitively, the more ‘ran-
dom’ a privacy protocol is, the less utility the aggregator will have, but the more the privacy of
the user is maintained. Since one cannot have perfect utility without a total loss of privacy or
vice versa, we are necessarily in a situation where we have to pick a protocol that lies somewhere
between these two extremes. Therefore, it is important to see to what extent this tradeoff can be
characterised. If one takes the viewpoint that any information obtained by the aggregator consti-
tutes utility, and any information withheld from the aggregator constitutes privacy, then clearly the
tradeoff is very direct, and for any privacy protocol the utility and privacy sum up to a constant.
For the new metrics introduced in this paper the tradeoff is far less direct, since privacy and utility
regard different domains of information. Nevertheless, we are able to provide an upper bound on
(asymptotic) utility in terms of (worst case) privacy:

Theorem 8.1. Let () be a faithful privacy protocol, and let 11 be continuous. Then

as 1 1-S5"(Q)
6_20“ 1— SWC(Q) 2

Note that the two formulas above are straightforward consequences of each other. In general,
the upper bound will not be strict if @ > 2. The upper bound is more meaningful in the high
privacy domain, as there S*(Q)) ~ 1, and there it shows that F',,(Q)) should be small. If we take
the Jeffreys prior, one has C,, — oo as a — oo, which shows that for larger a one generally has
smaller values of F,, for the same level of worst-case privacy. However, C, has no lower bound if
we range over all possible z, so this Theorem does not yield an upper bound on F,, () that does
not depend on .

9 Posterior distributions

The utility measures introduced in this paper center on the mutual information between the out-
come vector Y obtained by the aggregator and the aggregator’s goal (either PP or T"). This infor-
mation manifests itself in the posterior distribution of this goal given the outcome vector v/; since
no information is lost in going from the received reports to the posterior distribution, the posterior
is the natural tool for the aggregator to use the user reports. Therefore it is important for the aggre-
gator to efficiently compute the posterior. In this section we discuss the (numerical) computation
of the posterior for P. We suppose that P is a smooth random variable, i.e. it has a probability
density function f as in 2.1)).

Proposition 9.1. Let § € B". For § € B let s3 be defined as sz := #{i : y; = B}. The posterior
distribution of P given the observation Y = i/ is

Forpslp) = fp)PY ;?JIP =p) ©.1)
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with

PY =P =p) = [[@p) = []1(@Qp)s]*® 9.2)
i=1 BeB
Cy = BV =) = / SR = 01P = ) ©.3)

Let t(Z) be as in section If the prior  is a Dirichlet distribution with parameter o, then one
can write

fP|?:g(p) = C% Z (a+ (7 <H Qyﬂm) +Darua) (p), 9.4)

C; = Y Bla+t@) ][] Quie (9.5)
=1

reAn )

3

Note that this Proposition also covers the case where . equals the Jeffreys prior. While (9.4) is a
more complicated formula for f szg(p), its advantage is that we can get the marginal distributions
of the P, directly from it, without doing any integration, as the marginal of a Dirichlet distribution
is a beta distribution (i.e. a Dirichlet distribution in 2 dimensions).

The p-dependence of the posterior is easy to evaluate, but the overall normalisation con-
stant C is computationally expensive. However, if the prior distribution is a Dirichlet distribu-
tion, there exist several efficient methods to obtain random samples [[11,[8]. This makes it feasible
to perform a Monte Carlo integration in (9.3)). Furthermore, for established privacy protocols we
can obtain less complicated formulas for the posterior (see Section[10).

10 Analysis of privacy protocols

In this section we discuss how various established protocols behave with respect to the new metrics.

We will set the prior i to be the Jeffreys prior, which is the Dirichlet measure on P4 with
parameters c; = 1/2 for all i € A (see section[2.5]). This choice yields the following result for C,,
(defined in section[6.2) and H(X;|P):

C, = —%log(%e) + 2@@_ 5 (F <g> - (%)) : (10.1)
HX,|P) = F (“ ; 2) —F (g) . (10.2)

In section[10.3|we will discuss the computational complexity of the metrics discussed in this paper,
both for general protocols and for specific established protocols. It turns out that for concrete
protocols, the calculation will often be easier than it is in the general case.
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10.1 Generalised Randomised Response

Let ¢ € R.g. The Generalised Randomised Response [57] is the privacy protocol GRR™® =
(@, B) on A satisfying B = A and

(10.3)

et : —
Q o = ef+a—1" 1fy =%
ylr — 1 :
o1 iy =+ .

By design this privacy protocol satisfies LDP(GRR*?) = ¢. In the Propositions below, we use the
abbreviated notation [ := e® — 1.

Proposition 10.1. Let x € A and i < n both be arbitrary. Then

_cef —aEp,[(1 + BP;)log(1 + BP;)]

SulGRET) =1 (a+ A (X, P) ’

(10.4)

1 a—2 a
U (GRR™) = —3 log(2me) + log 5 — 50 3 log(a + B) — 50 2EPZ log(1 + SP(]0.5)
Note that P, follows a beta distribution with parameters (%, %1), hence both the privacy and

the asymptotic utility of GRR®® are readily computed. We also find a more succinct description
of the posterior distribution:

Proposition 10.2. Let ij € A". The posterior distribution of P given Y = i (or equivalently, given
S = s) under GRR"®, and given the Jeffreys prior distribution, equals

1 1
Trv=s0) = & H4px (14 Bpa)™ (10.6)
HAS

where

Ci= > Blk+a)s=*]] (2) (10.7)

keZ?O:
Vo ke<sy

For GRR we can also find expressions for 1(57; P) that are more easily computed than the

. . distr digi
general case (see appendix[D.2). We can use this to compute Uy (Q) and U8 (Q).

10.2 Unary Encoding

Let x, A € [0,1] with x > A. Unary Encoding [55] with parameters (x, \) is defined to be the
privacy protocol UE®** = (@“”’"”\, 24) obtained as follows: Given an input € A, the output set
UE“’“’)‘(x) contains x with probability x, and each of the other values with probability A, and all
these probabilities are independent. As such, the associated matrix coefficient forz € A,y C Ais

- C\HFY—1 —_ \)e—#y ;
Qa,mk _ {H A (1—=2X) , ifrx ey, (10.8)

(1—rg) - MY (1= N1 ifxdy;
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K A

/2 1

Basic RAPPOR [23] o =3
1 1

OUE [553] ;=
BLH [7,[55] s .

Table 10.1: Three commonly used versions of UE.

AL (1= X)L AL = K) 4 pey (5 — N)]. (10.9)

Note that LDP(UE®"**) = log ig:ig At LDP ¢, some common choices of (k, A) are listed in
the Table[10.1]

For the privacy of UE we can derive a reasonably straightforward expression:

Proposition 10.3. For 0 < g < a, let R, be the continuous random variable of the form R, =
NTH1=N)"9" Y (\(1—k)+(k—A) B,), where By is drawn from a beta distribution with parameters
(2,%52);if g = 0 or g = a, let By be constant 0 or 1, respectively. Let Hy, be the binary entropy

function (see section[2.3)). Then

—(a— 1) Hy(A) — Hy (k) — 30y (“)Er, [Rylog R,]
H(X;|P) '

S, (UE™") =1 — (10.10)

Unfortunately, we do not know of the existence of a “simple’ formula for any of the utility
measures introduced in this paper. Nevertheless, one can calculate I(Y'; P) (and with that the digit
and distribution utility) more efficiently than in the general case, see appendix

10.3 Overview of computation complexity

In this section we give an overview of how computationally involved the various metrics are. In
Table (z,y) means that to compute the value of the metric, we need to compute z different y-
dimensional integrals (y = 0 means that we need to compute = constants). The (O-symbol refers to
the behaviour in n as n — oo. As one can see, for UE, and especially for GRR, we can significantly
improve the computational complexity of the posterior of the marginals and S,. With regards to
Uiij’fr and Uiifjt, we have found a way to increase the number of summands, but the summands no
longer contain integrals. In practice, this makes computing these metrics easier.

10.4 Numerical comparisons

We use the new metrics to compare different privacy protocols. In Figure 2] the average privacy,
for a fixed level of worst-case privacy, is plotted against a for different privacy protocols. As one
can see, there is a big difference between average and worst-case privacy, that only grows with a.
For large a, GRR offers more privacy on average for the same level of worst-case privacy than the
various versions of UE.
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general GRR (b = a) UE (b = 2%)

Ungs (O(n"T), a) (O(m*1),0) +(1,1) (O TD*"), 0) + (0(1), 1)
Ui (00, a) + (O(m™™),0) = gen. ~gon
Sy (O(1), a) (O1), 1) {O(1),1)
Ui (O(n"), a) (O(n*™),0) + (1, 1) (O™, 0) + (O(1), 1)
U hard’ easy® =gen.
posterior’ (O(nba=1 0) (O(n?),0) = gen.

Table 10.2: Computational complexity of the metrics.

GRR

basic RAPPOR
OUE

BLH
worst-case
e=2

0 10 20 30 40 50 60 70 80 90 100
a

Figure 2: Privacy vs worst-case privacy for GRR and UE, for varying a (¢ = 2).

In Figure [3| we plot the tradeoff between (asymptotic) utility and (average and worst-case)
privacy for GRR and UE, by varying the parameter €. Note that all protocols have S** — 0 as
¢ — oo. In this limit case GRR and basic RAPPOR also satisfy S, — 0 and F,, — 1. On the
other hand, for OUE and BLH both S, and I, converge to nontrivial values as ¢ — 1. Ase — 0,
all protocols satisfy S™,S,, — 1 and I, — 0. Interestingly, the best protocol to use depends on
one’s privacy metric: For a given level of average privacy, the best utility is offered either by OUE
(in the high privacy domain) or basic RAPPOR (in the low privacy domain). For a given level of
worst-case privacy, the best utility is offered by GRR.

11 Future work

This paper suggests several directions for future research. On the theoretical side, further research
is needed into formal aspects of the privacy-utility tradeoff. While Theorem [8.1] characterises the
tradeoff in terms of worst-case privacy, for a more complete understanding of the relation between
privacy and security we would like to have a theoretical result that establishes the relation between
S, (Q) and any of the utility metrics. Furthermore, apart from such a theoretical approach, we
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Figure 3: Privacy-utility tradeoff for GRR and UE by varying ¢ between 0 and co (¢ = 3). The
axes in (b) are scaled by their square root for legibility.

would like to have a way to find optimal privacy protocols, i.e. for a given prior distribution
and number of users and a chosen level of privacy L, find the privacy protocol () that maximises
U™ (@) while satisfying S,,(Q) < L.

On the more practical side, the biggest disadvantage of the new metrics is that they can be
computationally complex. Although the results in section show that for GRR and UE we
are able to find faster ways to compute metrics than the general case, we have not found a way
to do this for all metrics, or for general privacy protocols. Ultimately, we would want to find
approximations to the utility and privacy metrics that are easily computed, and for which we can
prove that they bear a close relation to the actual metrics.
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A Short Proofs

In this appendix, we provide proofs for the mathematical statements in the main text, except for
those in Sections[3 [6] and The proofs of those sections require more preliminary work and are
treated in the other appendices.

Proof of Lemma Given P, the X; are independent and all have the same probability distribu-
tion, hence

H(X|Y,P) Y H(X,|Y;,P) n-H(X\|Yi,P) HX|V,P)

H(X|P) > H(X;|P) n - H(X1|P) H(Xy|P) -

(A.1)
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of which the right hand side does not depend on n. O

Proof of Lemmald.7] Since P is a continuous random variable on the (¢ — 1)-dimensional affine
space P4, one has that H(P4) ) ~ h(P) + (a — 1)d. The Lemma follows from substituting this in
@.4). O

Proof of Propositionl6.2l First suppose ( is faithful. By definition this means that rk(Q) = a,
hence @, as a map R® — R’ is injective. In general, ), acts on P4 by p — Q - p. Since Q is
injective, this means that (), is injective.

Now suppose @ is not faithful, and let v € R4\ {0} be such that Qu = 0. Then

0=> (Qv)y=>_ > Quuts = _vs (A.2)

Yy x

Let p € P4 be such that all p, are positive. Then for all A € R one has ) _(p+ A\v), = 1. By
taking A € R small enough, one can also insure that (p +~)\U)x > (0 for all x. Then p+ A\v € Py,

but by definition one has Q.(p + Av) = Q - (p + A\v) = @ - p = Q.p. This shows that (), is not
injective. O

Proof of Proposition[7.3] Write Z; = R(Y;) = (RoQ)(X;). The Y; are each drawn independently
from (), P, which is a random variable on Py drawn from the probability distribution (), defined

in Def. as such one has Uilsg W(R) = ;Eégi; Furthermore, we have two Markov chains

P—+X—>Y - ZadP — Q,P — Y — Z. The first one implies I(X; P) > I(Y;P) >
I(Z; P). Since Q. is a deterministic function, the second Markov chain shows that I(Y; P) =
I(Y;Q.P) and I(Z; P) = I(Z; Q. P). Putting this together, we get

istr I(Z7 P) I(}_}’ P) distr
Udistr(R o = — <217/ : A3
m(BoQ) = 150 <% p = U@ (A3)
istr I<Z7 P) I(Z, P) I<Z7 Q*P> distr
Udstr(R o = 2T LA L D =U R): A4
(0 Q) I(X;P) ~ I(Y;P) I(Y;Q.P) @) 4y
digit L I(va)_h(P) I(?§P)—h(P)_ digit
U (Ro@) = p— < p— = UZE(Q). (A.5)

_I(Z;T)
-~ H(T)

UV (Ro Q) = U (Q), (A.6)

which proves (Z.2)). For any individual ¢ we have the same Markov chain P — X; — Y; — Z,,
hence equation (Z.3) is proven by

H(Xz‘|Zz';P) > H(Xz‘|Yz'§P)

Su(RoQ) = H(X;|P) H(X;|P)

= Su(Q)- (A7)
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It is a standard result for (local) differential privacy that LDP(R o @) < LDP(Q) [21]. To prove
(Z.4)), note that it follows from Theorem 5.3t

SWC(R o Q) — e LDP(RoQ) > e LDP(Q) _ SWC(Q) (A8)
U

Proof of Proposition[Z.6l For simplicity, we prove this only for & = 2, as the general case easily
follows by induction. In this case we write ;! := Q'(X;), Y;* := Q*(X;). Since Y;' and Y;? are
independent given X, we get that H(Y;!, V2| X;) = H(Y!|X,) + H(Y?| X;); hence

(Y Y2 X P) =LY X | P)—1(Y X | P) = H(Y], Y P)—H(Y; |[P)—H(Y?|P) < 0. (A.9)

It follows that
Yl Y2 X;|P Y X,|P)+H Y;z;XiP
1-5,(Q1x) = P A PEE D) o, ) +a-5,00)
’ Z (A.10)
O

Proof of Proposition[Z.8 Let J € {1,--- ,k} be random with probability vector w, and set R :=
M, (Q, -+, QF). then H(X;|R(X;), P) = E; [H(X;|Q7(X;), P)]. To prove (Z.11)), observe that
from this it follows that

H(X;|R(X,), P Xi|Qi(
5.(MalQuer++.Qu)) = S = St A - s

) (A.11)
Now let p € Py. Write M, (Q1, -+, Qx) = (R, |, B7). Then for any z, 2’ < a one has

277

T TP T o Zzy'x B S (@)D,
j " y\w J

Uweld; B/ 2 wJQy\w yeBi

w

(A.12)
Since log det is concave on positive definite symmetric matrices, we find that
log(det(R"D,R) > " w;log(det((Q7)" D, Q7). (A.13)
J
Applying this to Def. [6.3] gives us (Z.12). O

Proof of Theorem For this proof, it is more convenient to use the description of U’(Q) from

Lemma [C7] and the definition of .Jg,, given in its proof, i.e. its diagonal entries are given by
A - N 2 ~ ~

(Jo.p)ew = 22:1 7@”(‘5*32‘“) . Lety < band z < a; then one has |Qy, — Q| < (eMPP@ —

1)? mings Qo and (Q.p), > min, Q.. It follows that

(e-DP@) _

2(min. .. )2
1)?(ming Qyjs) < Z(GLDP(Q) —1)%m, = (PPQ —1)2 (A.14)

(JQ*p)x,x < Z m,
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By Theorem the right hand side is equal to W By Hadamard’s inequality we know

that the determinant of a positive deﬁmte matrix is at most the product of its diagonal elements,
hence log(det(Jg.,)) < (2a — 2)log =59 If we plug this in into Lemma[C.7) we find (8.1).

SWC(Q)
We get (8.2) directly from substituting this into Def. O
Proof of Proposition[9.1l For p € P4 one has fpy_,(p) = % Given P = p, each Y;

is drawn from B independently with probability distribution Qp; this proves (9.2), and (9.3) follows
directly from this. Now suppose p is a Dirichlet distribution with parameter «, then fp(p) =

a~—1
B(a)~ 1H’y€_A py” and

P(Y=jlP=p)= Y PY =§X=FPX =2P=p)= Y _ prodiQyp., - [[ s
FeAn FeAn VEA
(A.15)
Applying this to (©@.1)), we find

1
fP|}7:g’(p) = = _, Z H Qyz\xl H pa—y—i-t—y(x (A16)
P(Y =) Sea
which shows that the posterior distribution is proportional to
ZB a+ (7 HQZ/L\L T Bati(E ( )- (A.17)

We get the right constant from the fact that each Dirichlet distribution is a probability distribution,
hence its integral over all P4 equals 1. O

B Proofs for worst-case privacy

The main goal of this section is to prove Theorem First we present the proof of the other
statement of section

Proof of Lemma Let 1 be a prior distribution on P 4. Then

SY(Q) < infyep

HOXGY =9, P) _ o {H(Xi\y —y, P)
= Dy

H(X,|P) H(X,|P) } = 5,(Q). (B.1)

O

Before we give the proof of the main Theorem, we first need two auxiliary Lemmas.

Lemma B.1. Let X be a measure space with measure X, and let f,g: X — Rx( be two functions

with g(x) > 0 for all x and 0 < feXg x)dx < 0o. Then
f ex f(z)dx _ f(x)
et~ >infiexy . (B.2)
e 9()dx (@)
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Proof. Let v be the probability measure on X given by v(U) = fié(wﬁdx ey 9(x)dx. Then the
rEX

left hand side of equals [ _, %dy =Ex., [%} , which proves the Lemma. O

Lemma B.2. Lett € (0,1) and A, B € R with (A, B) # (0,0). Then

At At
T B0 198 TrBa=D > min { A B}

tlogt B A

(B.3)

Proof. Note that the statement is trivially true if either A = 0 or B = 0, so we now suppose that
neither is the case. Suppose A < B, and let o := %. Consider the function f: (0,1) — R given

2 p U
by f(t) = logo —log(1 — (1 — 0)t) + (1 — o)tlogt. Then % = ﬁ + 12 >0,s0 f
is convex; as such its supremum is the limit to one of the endpoints. Since lim;_,; f (t) = 0 and

limy o f(t) =logo < 0, we have f(t) < 0forall ¢t € (0,1). However, we can rewrite

At At + B(1—1)
0> = log t B.4
which we can rewrite into a "
T B 198 TrBa=D S A (B.5)
tlogt ~— B’ ’
which is what we needed to show. If B < A, define g(t) = — = log = +1 - bg L. Then, since

o _ _ Hto?tlo 1+(oc—1)t
(e—1)[(1=t)(1—t+(t+1)0)+0? t log THI=; ] > 0, hence ¢(t) < limy_,; g(t') = 0.

dg _
o > 1, we have 3 = ot(I+(o—1)t)2

Analogous to the above we can rewrite this into

At At
A+ B1—1) log A+ B(1—1)

tlogt

> (B.6)

O

Proof of Theorem Without loss of generality, we assume that () is ‘surjective’ in the sense that

for every y € B there exists an z € A such that (), > 0. For any probability measure ;1 on P4
and y € B we have

| o

HXi[Yi =y, P) _ E[HXi|Y; =y, P = p)]
H(X;|P) E,[H(X;|P = p)]
Let P4 be the interior of P4, i.e. the set of those p such thatall p, > 0. Since H(X;|Y; =y, P = p)

and H(X|P = p) are continuous functions in p, we can obtain the infimum over all 1 by restricting
those for which (P 4) = 1. Taking such a i, we can invoke Lemma[B.1l which now tells us that

H(X;|Y; =y, P) _ . H(X;|Y; =y, P =p)
> inf s
H(X;|P) - P4 H(XG|P =p)

So we are reduced from finding the optimal p to finding the optimal P. Invoking Lemma [B.1] with
X the counting measure on A, we get

(B.7)

(B.8)

H(X,D/Z =1, P = p) _ er,A ]P)(Xz = ZL’|Y; =Y, P = p) 1Og P(Xi:mhé:y,P:p)
H(X;| P = p) > e P(Xi = z|P =p)log m

(B.9)
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]P(Xz = l’|Y; =Y, P = p) lOg IP)(XZ:xD}Z:y,P:p

. )
> MiNge g (B.10)
© P(X; = x|P =p)log P(xi:idpzp)
Q. 08 ST
= ming 4 = QW;“ bgpz“ Quio'Pe (B.11)

Letz € A. If we apply LemmaB2tot = p,, A= Qy, and B =}, Q7= we find

S Gy 108 (Zz/ Qy‘z/p;> . Qyla D arte Qi 1257
> min P (B.12)
Pz IOg(px) Zz’;ﬁx kaﬂ’/ 1—ps ka‘/’
> min { Qua ity Qo } . (B.13)
maxXg Qy\x’ Qy|:c

By Def. B.1] is bounded from below by e~ "PP(@) Combined with and this

shows that (XY, P)
wc . . ilfs =Y, _
S*™(Q) = inf,, inf, H(X|P) > ¢~ LPP@), (B.14)
On the other hand, let 3/, z, 2’ be such that QQL“, = e!PP@) Lete € (0,1), and let P° € P4 be

of the form p;, = 1 — ¢, p5, = ¢, and all other E);obabilities equal to 0. Let u* be the probability
measure on P4 which puts all its mass on p°. Define f(e) = S,:(Q); then

Qy\x(l_a) Qy\x(l_a) Qy\z’e 0 Qy‘z/t?

fe) = 20T, & Q-1 Q, e | Qua=e)Qy e 08 Qyra(1=e)7Q, (B.15)

(1—¢)log(l —¢€)+eloge ' '

Applying I’Hopital’s rule, we find
o o , Qy\z’Qy‘z

lm f(6) = lim (loge —log(1 — &) +log Qypur — log Q) Q@2 60

e0 £=0 loge — log(1 —€) '
_ Qi _ ¢~ LDP(Q) (B.17)

Qy|:c ’

which shows that the lower bound in can indeed be obtained in the limit. O

From (B.8)), and the fact that in the proof above we use a measure ;° which puts all mass on a
single point, we also get the following Corollary:

Corollary B.3. S"°(Q) = infpep, inf e %_ 0

C Proofs for section

In this appendix we prove the statements of section [6} it turns out these are by far the most mathe-
matically involved. Its main result, which is Theorem[6.7] is our main focus.
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C.1 Short proofs

From Theorem [6.7] we can prove the statements of section [6

Proof of Lemmal6.8) For large n one has I(Y; P) =% ¢Llogn + h(P) + (a — 1) U (Q) by
Theorem[6.711. Applying this to id 4 gives [(X; P) = @Llogn +h(P) + (a — 1) C,(Q). Since
P — X — Y is a Markov chain, we have I(Y; P) < I(X;P), which shows that UR(Q) <
Cp. O

Proof of Corollaryl6.8l Applying the terminology of Theorem [6.7] to the privacy protocol id 4 we
find d = a and b’ = a — 1. As such for general () we find

i) — I(Y; P) o, Frlogn+1(@Q) o d-1 )
TR ) e nlidy) a1

which proves (6.2)), and

. . d—l—b’—ll o
v (@) = W PIEIOTIP) o, Ty loun 2@ 1 onQ) e AV ()
’ I(X;P)+1(X;T|P) ==logn +r,(id4) + s,(id4) 2a — 2
which proves (6.3). For faithful @) (6.4) follows from
. I(Y:P)—h(P) o %tlogn+ (a—1)U 1
Udet(Q) = ( 7a)—1 ( )—> z % a(il ) Ui (@) :§logn+Uff(Q). (C.3)

Furthermore, we prove (6.3) by writing as

i gy =, T8+ - DUPQ FhP) ) AC—UFQ)

. C4
e—Llogn+ (a —1)C,+h(P) logn ( D)

Proof of Proposition By Theorem|[6.7.1 one has

- . o 1 1 1 as igi
Ungut(Q)_nw(ldA) — 3 log F.(Q) + 3 logn+C, = 3 logn + UZ(Q) Uiit(Q), (C.5)

which proves the first statement. The second statement also follows from Theorem [6.7.1, since

Uf;fgri:l ,(ida) grows as ¢~ Jog n, whereas Uiii;it(@) grows as %! logn, which is strictly smaller

by assumption. 0]

Sections [C.2HC./| will be dedicated to proving Theorem
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C.2 Sketch of the proof of Theorem [6.7.1

The first point of Theorem is mathematically the most involved. Before we go into the proof,
it is helpful to give a brief sketch of the proof. As before, let S be the tallies of Y as in section 2.4
1. Since I(Y; P) = I(S; P) = H(S) — H(S|P), it suffices to find the asymptotic behaviour (as
n — 00) of the two terms on the right hand side.

2. For a given P = p, the random variable S is drawn from a multinomial distribution. Since the

Shannon entropy of a multinomial distribution is known, this gives us a formula for the asymptotic
behaviour of H(S|P) (LemmalC.3).

3. Using a multivariate version of the de Moivre—Laplace theorem, we find a continuous random
variable F}, on Pg such that H(S) ~ h(F},) + (b — 1) logn for large n (Lemmal[C.4)). This reduces
the problem to determining the differential entropy of £,.

4. We introduce a reparametrisation of (an open subset of) Pg in (C.17). In this parametrisation
allows us to determine h(F,,) (Lemmal[C.6)).

5. Finally, we calculate the constant term in the case that () is faithful (Lemma [C.9)

C.3 Preliminaries

Coordinates on P4 and Pg: Throughout the rest of this appendix, and only in this appendix, we
identify P4 with the subset {(ug, -+ ,uq—1) : Vz,uy > 0;> u, <1} C R*"!, and Py with the
subset {(vy, -~ ,vp1) : Vy,v, > 0; 3 u, < 1} C R""'. While this notation is less ‘natural’
than viewing elements of P4 as a-dimensional vectors whose elements sum up to 1, in practice
this notation is more convenient for our computations. Although we regard elements u of P4 as

(a — 1)-dimensional vectors (u1, - - - ,u,—1), we will at times continue to use the notation u, :=
1— Z;;i u,. The analogous statement holds for elements of Pz. We write P4 for the interior
of Pain R ie. Py = {(u1, -+ ,ug1) : Vr,uy, > 0;>. u, < 1}, and we define P in an

analogous manner.
Privacy Mechanism: We will make two assumptions on (), which we may do without loss of
generality:

1. We assume that there is no y < b such that Qm = 0 for all 7 < a; we can always ensure this by
taking B = B-(. This does not change the constants that play a role in Theorem [6.71

2. We assume that b > a. We can ensure this by (repeatedly) replacing () by ()" obtained as
follows: assume without loss of generality that b € B.o. Then take Q' = (R,C), where C =
{1,---,b+ 1}, and

RN @y|m, lfy < bv C
= ~ -6
yle { %Qbk{:; ify > b. ( )

Then #C = #B + 1, while tk(R) = 1k(Q), U7 (Q) = U (Q'), and #(Cs0/~) = #(Bso/~). By
repeating this if necessary, we can always get b > a without changing the constants of Theorem

6.7
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In terms of the coordinates u € P4, v € Pg, the map ).: P4 — Pp can be written as follows:

Q.: R — R&! (C.7)
a—1

u = (Qy|a+2(éylx_©yla)uz>
r=1

y<b

Note that assumption 1 above ensures that Q*(f)A) - 7573. We write Z := Q,(P4) C RL
WLOG we may assume that the column space of () is spanned by its first d — 1 columns and
its last column. Then the map

Y: R 5 RO! (C.8)

(wh”' 7wd—1) — Q*(wlu'” 7wd—1707”' 70)

gives a parametrisation of Z; define 7 := ¢~ (Z) C R¥1, Note that 1 is not a linear map, but it is
an affine map, i.e. there exist U € R(~Dx(@=1) and ¢y, € R*~! such that ¢)(w) = Yw + 1. Then
W is the (b— 1) x (d — 1)-matrix satisfying ¥, , = Qy, — Qya forally < b, z < d.
Multivariate de Moivre-Laplace: If r is a positive integer, m € R", and A is a r X r positive
definite matrix, then we write INV,,, 4 for the probability density function of the multivariate normal
distribution with mean m and covariance matrix A4, i.e.

Nomoa(z) zTA_lz) ) (C.9

_ ! exp (~1
V/ (2m)" det(A) 2
If X ~ N, 4, then the differential entropy of X is given by h(X) = % log(2me) + % log(det(C)).
For ¢ a probability distribution on {1, - - - ,r} with all ¢, > 0, let C; be the (r — 1) x (r — 1)-
matrix given by (C)y, = 0y—yq, ' + ¢, " for all y,y/ < r. Note that for any 2,2’ € R" one

has ) ) )
ZTqu' = Z qyzyz; + qr (Z zy> (Z zé) : (C.10)

y=1 y=1 y=1
In particular, if we substitute z = 2/, we find that Cy, is positive definite. Abusing notation slightly,
forav = (vy, -+ ,vp-1) € Pg C R~ we will write C,, for C(,, ... 4, _, »,)- The de Moivre—Laplace
theorem tells us that for large n, a multinomial distribution of n samples can be approximated by
a multivariate normal distribution:

Theorem C.1 (Multivariate de Moivre-Laplace Theorem [50]). Let L € Z%, be drawn from a

multinomial distribution with n items and probability vector ¢ € RY,. Then for large n and any
L € ZLg with ), 1, = nwe have P(L =) ~ qu,la;l(n_lll, ceon 7).

It is convenient to have the following expression for det(C,).

Lemma C.2. Let q be a probability distribution on {1, - -- ,r}. Then det(C,) = H;Zl qy_l.
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Proof. Let H = diag(q;",--- ,q",),and lete = (1,--- ,1)T € R""!. Then C, = H + p;'ee”,
so by the matrix determinant lemma [17] we find

det(C,) = (14 ¢ 'e"H 'e) det(H) = <1+Zy 1qz> Hq ﬁqy_l. (C.11)
y=1 O

The random variables M and M: Let M = (), P; this is a continuous random variable on Z. Let
M =~'M e T;let T be its probability density function, i.e. for all U C 7 we have

IP’(MGU):/ UF(w)dw:/ - )A(u)du. (C.12)
we UE

C.4 Reduction to continuous variables

The first step in proving Theorem [6.71 is to reduce the calculation of I(Y; P) to the calculation
of the differential entropy of a continuous random variable on R*~!. Let S be the tallies of Y
as in section 2.4} then I(Y; P) = 1(S; P) = H(S) — H(S|P). The following Lemma states the
asymptotic behaviour of the second term. Note that in the formula below, we regard M € R*~! as
a (b — 1)-dimensional vector, but we nevertheless write M, = 1 — 22;11 M, as in section[C.3]

Lemma C.3. One has H(S|P) = “L1og(2ren) + 1 Zzzl Ey log(M,).

Proof. For a given P = p the tally vector S is multinomially distributed with probablhty vector
m = Q.p. As such we find, following [12], that H(S|P = p) = -} log(2men)+1 Z 1 log(my).
From this we deduce

—1
log(2men) + Z E s log(M, (C.13)
O

Unfortunately, the description of H(.S) is more complicated. We will describe its asymptotic
behaviour in terms of a suitable continuous random variable. Let F,, be the continuous random
varirable on R®~! taken from a multivariate normal distribution with mean M and covariance
matrix n~*C,,!, where C), is as in section Let f,, be the probability density function of F},;
one has

H(S|P) = E, H(S|P = p) —

Fa(0) = Ear [Nygic (0)] (C.14)

Lemma C.4. For large n one has H(S) = h(F,) + (b —1)logn.

Proof. We know that .S is multinomially distributed with n items and probability vector M. Using
Theorem[C.T} we find that for a s € Z%, with ) s, = n one has

P(S =s) = Eum | Nyprc) (7 ts1, o, n T spm1) | = fu(n s, T sp). (C.15)

This shows that for large n, the discrete random variable (n=1Sy,--- ,n~1S,_;) € Py approaches
the discretisation of F, around the lattices (n~'Z)"~!. Since each lattice point represents a volume
of n'~?, this proves the Lemma. O
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C.5 Reparametrisation

By Lemma it suffices to determine h(F,) = — [ _zo_1 fu(b)log(fn(b))db, so we want to
determine the behaviour of f,, as n — oo. It is convenient to introduce a reparametrisation of
(part of) the space R*~!. For every m € T we choose a matrix §2,,, in RO~1)*(®=9 gatisfying the
following properties:

1. The map Z — R®=Dx(=9) given by m + (,, is smooth.
2. Let U be as in section[C3] Then W' C,,Q,,, = 0(g—1)x (p—a) for each m.

3. For each m, let A,, be the (b — 1) x (b — 1)-matrix given in block form as (¥ €2,,). Then
det(A,,) = 1.

Note that we can always find such €2,,: The column vectors of ¥ are linearly independent, and
they span a subspace U of R®~!. Since C,, is positive definite, it defines an inner product on R®~!.
Let wy m, -+, Wp—am be any basis of the orthogonal complement of U,,, with respect to this inner
product; then the matrix (2,,, whose columns are the w; ,,, satisfies point 2 above. By rescaling them
if necessary, it also satisfies point 3 (Here we use the assumption a < b, since this ensures that
there is at least one w ,,,). Since U, and (), vary smoothly with m, we can do this for all m in
such a way that point 1 is satisfied as well.

It will be convenient to work with the two matrices J,,, and K, introduced in the Lemma below.

Lemma C.5. Let m € I. Define J,, := VTC,,V and K,, := QY C,Q,,. Then det(C,,) =
det(J,,) - det(K,,).

Proof. Let A,, be as in point 3 above. The columns of J,,, are orthogonal to the columns of K,
with respect to the inner product defined by C),,, hence one has

AT CLA,, = < O(b_;?(d_l) 0<d—}é:b—d> ) . (C.16)

Since det(A,,) = 1, it follows that det(C,,) = det(AL C,, A,,) = det(J,,) det(K,,). O
Define the map

o: T xR — RO (C.17)

(w,2) = P(w) + Qyw)z = Apw) (f) + o.

For w € Z, one has Dp(w,0) = Ayw). Hence ¢ is injective on an open neighbourhood U c

7 x R4 of Z x {0}. Let U := o(U); then ¢ gives a reparametrisation of /. In the next lemma,
we use this to find an expression for h(F},).

Lemma C.6. One has h(F,) = h(M) + 5% log(2men™") — JE,[log det K.

38



Proof. Define the continuous random variable G,, = (G}, G?) on R4~ x R*~? by first drawing
M according to I, and then taking G, ~ W1y and G2, ~ N, n-1g; - Then AM( ) + 1o
follows a normal distribution with mean A M( )+ ¢0 M, and covariance matrix n~'C},'; hence
A M( ) + 1y = F,. For large n, we see that G} converges in probability to M, hence for G,,
in U and for large n we have that I}, behaves as A1) (g%) + 1o = p(Gr). Asn — oo the

probability mass of F,, concentrates near Z (and that of G, near 7). Furthermore, for w € Nf we
have | D o(w, 0)| = |Ay@)| = 1. It follows that h(F},) — h(G,,). Again using that G} ~ M, we
find

h(F,) =% h(GL,G?) =% h(M)+h(G2|M) = h(M)+ b—d log(2men™') — %EM[log det K ).

(C.18)
U

The final ingredient is to relate the constant term in H(S) with US(Q) in the case that Q) is
faithful. We postpone this to the next section, and give the proof of our main result here.

Proof of TheoremB.Z211. We know that [(Y; P) = H(S) — H(S|P). Combining the Lemmas
and[C.6] we see that I(Y'; P) converges to

d—
5 log(27ren) +h(M) — —IEM Z log(M,) + logdet K| . (C.19)
If @ is faithful, then we apply Lemma[C.9to find the desired formula for r,(Q). O

C.6 The constant term for faithful ()
The last ingredient for Theorem[6.7.1 is Lemma[C.9]

Lemma C.7. Let Q be faithful. Then U (Q) = 3 log(2me) + 5 5E) log det Jy.

Proof. Inlight of Def. [6.3] it suffices to show that for all p € P4 one has det(Jg,,) = det(@TDpQ).
From the description of ¥ in section [C.3l we find that for z,2' < a we have (Jg,p)s0 =

eI U0y, Ve, = (Q.‘x — Q.‘a) CQ*p(Q.M Q.|a) Applying m to this, we find

b~ - -
Qy\x Qy\tl)(@ylx’ - led)
Z (Q*p)y ‘

(Jaup)a. (C.20)

y=1

It follows that J,,, = ETQ"D,QF, where E is the (a — 1) x a-matrix given in block form as
ida—l
E= . C.21
( (=D1x(a-1) ) (€21
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Write p for the a-dimensional vector (py,- -+ ,p,). Then for any v € R®, one has UTQTDpr =
0T QT (1y1) = v (1ax1) = 3¢, vi. As such, with respect to the inner product B induced by the
matrix QTDPQ on R?, one has B(p,p) = 1, and p is perpendicular to the column vectors of F.
Let E be the matrix written in block form as (5 E); then

E'Q"D,QF = 1 O1x(a-1) ; (C.22)
O(a—l)xl JQ*p

as such det(ET QT D,QE) = det(Jq,,). On the other hand, LemmalC.8 shows that | det(E)| = 1;
hence det(ETQTD,QF) = det(Q™ D;Q). Together this proves this Lemma. O

Lemma C.8. Let n € Z>, let v € R". Then

U1 1 o --- 0

Uy 0 1 - 0 n

Lo ==Y (C.23)
Up—1 O o --- 1 =

vy =1 —1 -+ —1

Proof. By induction: for n = 1 this is immediate. Now suppose the statement is true for n — 1;
then

vy 1 0 - 0

I .
: : : o = : : IR [ : : o C.24
: N : L o0 1 (C.24)
Va0 0 e 1 -1 -1 v, —1 -1
v —1 —1 o -1 n

1 ... 0 .

:(_1)n+1,U1 Do +(_1)n+1zvl nHZ 7]
0 --- 1 i=2 i1

Lemma C.9. Suppose () is faithful. Then

(a=1) U Q) +h(P) = log(27re) +h(M)— —EM

Z log(M,) + log det KM] . (C.25)

Proof. Since @ is faithful, we have a = d. In this case, we find that the map ¢ from (C.8)
is simply the map Q., and P = M. Furthermore, it follows from Lemmas and that
22:1 log(M,) + log det Ky = log 95 — _]og det J,. Combining this with Lemma [C.7}, we

det Cpr
find
—1 1
(a—1)US(Q) +h(P) = log(2me) + §EM log det Jy; + h(P) (C.26)
1
_a— 5 log(2me) +h(M) — —IEM Zlog )+ logdet K| . O

40



C.7 Proof of Theorem [6.7.2

It now remains to prove Theorem[6.712. We will need one linear-algebraic Lemma. Recall that by
assumption 1 in section[C.3] we have that B = B.,.

Lemma C.10. Fory € B, let e, be the y-th unit vector in RP. Let ~ be as in Def. Define the

vector spaces
U= {chey:VEEB/N, ch:O} (C.27)

yeB yelE
and, for any x € A,
Ve = {Z Cy€y - vy’ (nyjc()yjocy:())7} : (C.28)
yeB

ThenU =) V,.

Proof. Let ) cye, € V,, and let I be the set of all y such that ¢, # 0. By definition of V,, this

means that Qy‘x > (0 for all y € F’; hence F is contained in one equivalence class F in B under
~. Since ) ¢, = 0,one has ) . ¢, = 0, and since all other coefficients are 0 the same holds
for all other orbits; hence V,, C U, from which Zx V, C U follows. For the converse inclusion,
note that U is generated by elements of the form e, — e,, with y ~ y'. For such y and ¢/, there

exists a sequence ¥, - - - , Yx in B~ and a sequence x,- -+ , xx in A such that yo = vy, yp = ¥/,
and Qy, | |z;» Qy,jz; > 0 forall 1 < i < k. For such a sequence one has e¢,, , —e,, € V,,; hence
ey — €y =y . €y , — e, € > V., which proves the converse inclusion. O

Proof of TheoremB.22. We write I(Y;T) = 1(S; T) = H(S) — H(S|T). By Lemmas[C-4 and [C.6]
we know that H(S) = %4 log(n) + C, for some constant C. Hence we only need to determine
the behaviour of H(S|T). Fix a vector t € ZZ, such that > ¢, = n, and assume that all ¢, are
positive; this assumption is harmless as for large n the probability that all ¢, are positive goes to
1. Foreach z € A, let W?* = n=15%, where S is drawn from a multinomial distribution of ¢,
samples, with probability vector Q.‘x. Then S =n ) W?. The multivariate de Moivre — Laplace
theorem tells us that for large ¢,, the discrete random variable W* is approximately equal to the
n~!l-discretisation of a multivariate normal distribution. Contrary to what we have done in this
appendix so far, it is here convenient to describe this as a singular normal distribution (see [44,
Section 2]) with mean m* := Q.|m, and a singular covariance matrix given by :L—”;Cx, where C7 is
the (b x b)-matrix Cj , = 5y:yr@y‘x - Qyuéyr‘x for y,y’ < b. Its support is the affine space given
by

Ay = m® + {Z cyey (Qyszyjo%zo)’} C R (C.29)

y

Since W = ) W?®, we can see W as approximating a discretisation of a multivariate normal
distribution with mean ), m” whose support is the affine space > A,. By Lemma the
dimension of this affine space is equal to that of the vector space U of (C.27), which is b — b'.
The covariance matrix of this multivariate distribution is 72 Zx t,C®, which has b — b positive
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eigenvalues. By the result of [44], Prop. 2.1.7] and the fact that IV is the discretisation of step size
n~! of an (b — b')-dimensional continuous random variable, we find that the entropy of H(S|T") =
H(W|T) for large n converges toff

EHWI|T =t)] = E;|(b—V)logn+ 1logdet’ (Z t—gC“) + constant] , (C.30)
n

where det’ is the product of the positive eigenvalues of the matrix. For large n, the discrete ran-
dom variable n~'t converges to a discretisation of P, hence E, [log det’ (Zx %C:”)} converges to
Ep [logdet’ (3, £2C*)]. whichis equal to (' — b) log n+Ep [log det’ (3~ P,C”)] as the matrix
has b — ' positive eigenvalues. Applying this to (C30), we see that H(W |T) = b_Tb/ logn up to
a constant Combining this with what we know for H(.S), we find

- ~ b+d—2 b—1U V+d—2
I(Y;T)=H(S)-H(S|T) — % logn— logn—+const. = jL#logn%—const.
(C.31)
U

D Computational complexity & specific protocols

D.1 General computational complexity

In this subsection, we describe how computationally involved the various metrics are, without
making assumptions on the protocol or the privacy distribution. As a reminder, by (z, y) we mean
that to compute the metric, we need to calculate the sum of = different y-dimensional integrals,
where the integrand does not scale with n in complexity. We assume b > «a for simplicity.

Lemma D.1. The complexity of calculating U‘;‘;j}f(Q) and U‘iﬁit(Q) is at most (O(n®~1), a).

Proof. One has Uy""(Q) = ;gg and UJEY(Q) = I(?;‘Z)%(P), so the complexity of computing

these is equal to that of computing I(Y; P) (or I(X; P), which is the same). If we let S be as in
section[2.4] then I(Y; P) = I(.S; P). Write r5(p) := P(S = s|P = p), then

1(8; P) = H(S) ~ H(S|P) = 3" (Ep[r.(P)logr.(P)] ~ Exlru(P)]logEplru(P)])  (D.1)

S
~ S
where r5(p) =[], (Zm Qy|mpx> ", We see that for every s we need to perform two a-dimensional
integrals. Since the number of s is O(n’~!), this proves the lemma. U

Lemma D.2. The complexity of calculating Uﬁfﬁy(Q) is at most (O(n®~ 1), a) + (O(n®~1),0).

8The term “constant” in (C30) is generally not equal to the constant b_Tb/ log(2me) from [44], since they compute
the differential entropy from an orthonormal basis, while our basis consists of elements of the form e, — e,.
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1(5;7)
H(T) *
lemma one can show that the complexity of calculating H(T') is at most O(n®!), so we focus
on the numerator again. To calculate this, it is sufficient calculate all probabilities of the form

P(S = s, T =t). Let M be the set

M= {MGZ%““:ZZMW:n}. (D.2)
Y T

An element of M ‘stands for’ the situation that for every (y,z) there are precisely M, users
which have X; = x and Y; = y. Then

P(S=sT=t = 3 G})Ep

MeM:
Vyvzz My‘w:Syv

VZ’,Zy My\w:tw

Hpﬁ:] > ( ]\734) [T, (D.4)
v Vy,ZJ‘jJ%/IJ;/\ZZSyv o

VIE,Zy My‘z:tz

Proof. Similar to the previous Lemma one has U,tffﬂy(Q) = Analogous to the previous

11 (p?yM”HQf;’”)] . (D3)
Y

:Ep

where M is the matrix M considered as a ab-length vector, in order to plug it into a multinomial
coefficient. Since #M = O(n®~1), and there are O(n®!) possibilities for ¢, this means that
in total we can find Ufffﬂy(Q) by performing O(n®!) integrals in a dimensions and calculating
O(n®~1) products. O

Lemma D.3. The complexity of calculating S,,(Q) is at most (O(1), a).

Proof. Since this metric does not depend on n, we need only a constant (in terms of n) integrations,
over the a-dimensional space P 4. 0]

Lemma D.4. The complexity of calculating U}’ is at most as complex as taking an a-dimensional
integral over the logarithm over a sum of (a — 1)1~ terms.

Proof. Every coefficient of the matrix Jg,, from Lemma is a sum of b terms. Since this is a
(a —1) x (a — 1)-matrix, the determinant can be written as a sum of (a — 1)! terms, each of which
is a product of @ — 1 coefficients of the matrix. Writing out each of these products gives us the
determinant as a sum of (@ — 1)!6%! terms. To get U?; we need to integrate over the logarithm of
this. U

Lemma D.5. For a given v, and assuming a Dirichlet prior, the posterior distribution is a ‘polyno-
mial’ with real exponents in the p, with at most O(n®~1) monomial terms. The coefficient of each
of these is a sum of at most O(n @ D=1 terms.
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Proof. Let M be as in (D.2)); define M’ = {M € M :Vy M, = sy} where s is the tally
vector of the given vector . Then for a given M’, there are exactly H ( 7 ) vectors Z such that

Z yle =t for all z. As such we can rewrite (9.4) as

TR Y DY (H( )) (H@ylzx> Bla+ )Auu(p). D)

MeM’: Y

v, M,

ylz=la

Since every Dirichlet distribution contributes a monomial to the posterior distribution, and for
a given ¢ there are O(n(*~V®=1)) elements of M’ whose columns sum to the t,, the Lemma
follows. L

Remark D.6. As in section[9] if the prior distribution is a Dirichlet distribution, there are various
techniques to numerically evaluate the expected values in this appendix via Monte Carlo methods.

D.2 GRR
Proof of PropositionI01) Note that H(Y;|X;, P = p) = H(Yi|X;) = =3, QyaPalog Qype.
Since Qy|x = 1+5173”5 , we can write this as
1+5 1 + 6 1 1+8
HY;| X)) =—-) — » = log(a+3) — log(1+f).
(i) == 3 e o8 Z +5p o5 = leslat B~ glog(1+5)

(D.6)
Now let us consider H(Y;| P = p). Since P(Y; = y|P = p) isequalto ) Qmpx = 1:fg“, we find
that

H(Yi|P) =

1+ 4P, 1+0P, { + 8P,
— Y Jog Y| =log(a+ E Ylog(1 + BP
S | < esta ) - L 1+ 3P,
D.7
On the right hand side, since every P, has the same distribution, each summand is the same. It

follows that

H(Y;|P) — H(Y;|X;, P)
H(X;|P)
(1+B)log(1+ B) — a-Ep |2 log(1 + BP,)

- 1= (@t B H(X|P) - Py

S.(GRR™) = 1— (D.8)

Substituting 3 + 1 = e now proves (I0.4). With regards to the asymptotic utility, note that
since () is a square matrix, in Def. we have

det(QTD,Q) = (det Q)? - det(D,). (D.10)
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Let ¢ = 1oy Then Q = 2 id, +A5ccT

~ 1 B . -1 B . B ga-1
det(Q) = (1 + G+BCT (a+5 lda) c> det (mlda) =t (D.11)

We also know det(D,) = (a+3)* [ (1+8p.)~". Hence det(QD,Q) = (a—i—ﬁ = T (1+8pa) !
Plugging this into Def. [6.5 we find

, so the matrix determinant lemma [17]] tells us that

as ae\ __ _1 . a—2 _;
U (GRR*?) = — log(2me) +log f— - — log(a+5) — — ;Epz log(1+8P,). (D.12)

Since the value of Ep_log(1 + 5 P,) does not depend on the choice of x as the prior is symmetric,
this proves the Proposition. U

From the formulas in Proposition [I0.1] we immediately get the following complexity result:

Corollary D.7. The complexity of calculating S,,(GRR"?) is at most (O(1), 1), while to calculate
UZS(GRR“’a) one needs to perform only a 1-dimensional integral. O

Lemma D.8. Let ij € A", and letp € Py. Let § = ¢ — 1. Then

B =31P =) = Gt L0+ = Gl zjﬁzm<n(éy@>

kezd,:

Yz ky<sg
(D.13)
Proof. As in the proof of Proposition [[0.1] one has P(Y; = y|P = p) = 3., QyuPe = lifgy,
and the first equality in the Lemma is a direct consequence of this. Now note that (1 + Sp, )% =
w—o () B pliz; this proves the second equality. O

Proof of Proposition[I0.21 Let o be the constant vector of length a with value 3; then applying the
first equation of Lemma[D.8] gives us

Ay (p)B(Y = §|P =
P(Y =)

P) [T+ Bpx)s””p;%. (D.14)
zeA

fp\?:g(p) =

To find the right normalisation constant, we use the second equation of Lemma to see that the
right hand side of (D.14)) is equal to

S gk (H <2x)p’;w—é> = ST Bkt AT ALL (). (D.15)

keZLy: x k€ZLy:
Vo ky<sg Vo ke <syp

Since Dirichlet distributions integrate to 1, this gives us the correct normalisation constant. O
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Corollary D.9. For a given 1, and assuming the Jeffreys prior, the posterior distribution is a
‘polynomial’ in the p, (with rational coefficients) with at most O(n®) terms. 0]

In the case that . = e, We can also give formulas that allow us to calculate Uiliff (GRR™),

at least for small a and n, because we can reduce to only onedimensional integration:

Proposition D.10. Write o = (1/2,---,1/2) € R Fix n € Z>1, and consider the sets

S, = {SEZ‘%O:Zwy:n} fors €8, K(s)={ke€Z:;Vy, k, <s,}. (D.16)
=1

For s € S, define

>y ky a
F.(B,s) = Y (5+6 ( ) (D.17)
_'_

keK(s)
1 L
G(B) = a-Ey K :fﬁ ) 0g< ; )} (D.18)
where L is drawn from a beta distribution with parameters (%, “T_l) Then
1(7:F) = 0-6(0)— 3 (1) B9 oulFu(5.9), 0.19)
sESn
> o oy n\ B(a+ s) B(a+ s)
I(X;P) = n-H(X;|P) 26; <S> Bla) log O (D.20)

Proof. Since the Y; are independent given P we have I(Y; P) = H(Y) — H(Y|P) = H(Y) —
nH(Y;|P). From (D7) we see that H(Y;|P) = —G(/3) (note that L, like any P,, is from a beta
distribution with parameters (1, 2-1)). Furthermore, for § € B" we have, from Lemma we
have

P(Y =) =Ep [(B+a)™ Y f&b (H (,JP) = Fu(8,5).  (D2D)

A .
kGZZO. z
Vo ke<sy

Since there are (") vectors i € B" with tallies s, we get H(Y) = — >oses, (D) Fu(B,s)log F(B, s).

This gives us the expression for I(Y P). Since T follows a Dirichlet-multinomial distribution, we

have P(X = 7) = B}(;(”)t) the expression for I(X; P) follows from this. O

Corollary D.11. The complexity of calculating Uflijfr(GRRa’e) and Uiﬁft(GRRa’E) is at most
(O(n*=),0) +(O(1), 1). 0

46



D.3 UE

Proof of Proposition[[0.3] Given X; = x, we can consider Y; to be a vector of a different inde-
pendent Bernoulli variables. At position x, this Bernoulli variable has probability x of returning 1,
and at all other positions the probability is A. As such we find H(Y;| X;) = (a — 1) Hy(\) + Hy (k).
Now let us consider H(Y;|P = p). Note that for a given y € 2 and p € P4 one has

P(Y; = y|P = p) = A*¥ (1 — N #v! (m — k) + (k=) sz> : (D.22)
TEY

Since } ., P follows a beta distribution with parameters (%, “_2#y ), it follows that

HY|P)=-Y (a) Eg, [Rylog R,). (D.23)
g
g=0
Since S,,(UE*™") =1 — W, this proves the Proposition. O
Corollary D.12. The complexity of calculating S,,(UE">) is at most (O(1), 1). O
Proposition D.13. Let o = (1, -+ , 1) € RY, and define
So={s€2%:> s,=n}, (D.24)
Yy
forse S, : K(s)={k e ZZ;S Yy, ky < syt (D.25)
forr € Zsq : MY (r) = {my EZ%:Vz%y,mZzO;ng:r}. (D.26)
TEY

Fors € S, k€ K(s), my € MY(ky) forally, and 0 < X\ < k < 1, define

)\Zy(sy#y_ky)(,{ — )\)Zy ky B (Oé + Z my>

G(s, k, (m?)y, K, A) = (1 — \) @D+, s#y (] )=+ ku B(q) (D.27)

F(s,k,\) = Z Z H((ky)< )) G(s, k, (m¥),, k, \)(D.28)

keK(s (m 62-’4
Vy myEMy

Let R, be as in Proposition[I0.3) Then under UE“**, and with P following the Jeffreys prior, we
have

I(Y; P) = nz <Z) Eg, [Rog R — C‘) F(s, 8, \) log (F(s, K, \)) . (D.29)



Proof. From one has H(Y |P) = — > g=0 (Z)ERQ [R,log R,]. Now let i € (24)™, and set
= #{i :y; = y} for every y € 2. Then

H ()\#y—l(l . )\)a—#y—l <)\(1 — I<L) + (Ii — )\) Z Px>> y]

P(? :?J) = Ep

) wey
)\_"J"Zy sy#y Sy
IR R Caip ke |11 <A(1 —R) (=} XE: Px> . (D.30)
Yy zey
If we focus on the expected value, we see that it is equal to
Ep ] (A(l R+ (k=N Pz> (D.31)
Yy TEY
k
)\n—zy ky (Ii _ )\)Zy ky 5y y
-2 awse (Ul (k) Ep ([I{2Px) |- ©32
keK(s) Y Y ; .

Focusing again on the expected value, we have

SUSDN R (OF

- S TI1 (:1@;) ° <ag(§;’ my> . (D.33)

(m¥) con: ¥
Yy:mYeMVY(ky)

—

Combining equatlons (-) and (-) now gives us that P(Y = ¢) = F(w, K, \), and
substituting this in I(Y; P) = H(Y') — H(Y| P) proves the Proposition. O

Corollary D.14. The complexity of calculating both U;ﬁs’fr(UE“’)‘) and Ui{,gjt(UE“”\) is at most
(O(n!+= D270 0) +(O(1), 1),

Proof. Note that the complexity of calculating both of these is equal to the complexity of calcu-
lating I(Y; P). One has #S, = O(n?"71), for s € S, one has #K(s) = O(n?"), and for y € 24
and r > 0 one has #MY(r) = O(r#=1) if #y > 0, and 0 (if » > 0) or 1 (if » = 0) other-
wise. Since there are (;”) choices of y with #y = g, the number of choices, given k € K(s), for
(mY), € [1, M¥(k,) is equal to O(n>o=1 (;)(g_l)) = O(n'*t(@=22""") Combining these, we see
that we have O(n'*(@+)2" ") choices for the tuple (s, k, (m¥),); this is the complexity of calculat-
ing H(Y). For calculating H(Y'| P), we need to compute a + 1 onedimensional integrals. O
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