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 A B S T R A C T

Hypergraph Neural Networks (HGNNs) have been successfully applied in various hypergraph-related tasks 
due to their excellent higher-order representation capabilities. Unfortunately, recent works have shown deep 
learning models vulnerable to diverse attacks. Most studies of attacks on graphs have focused on Graph Neural 
Networks (GNNs), and the study of attacks on HGNNs remains largely unexplored. In this paper, we try 
to bridge this gap. We design a new untargeted poisoning attack for HGNNs, MGHGA, which focuses on 
modifying node features. We consider the process of HGNNs training and use a surrogate model to implement 
the attack before hypergraph modeling. Precisely, MGHGA consists of two parts: feature selection and feature 
modification. We use a momentum gradient mechanism to choose the attack node features in the feature 
selection module. In the feature modification module, we use two feature generation approaches (direct 
modification and sign gradient) to enable MGHGA to be employed on discrete and continuous datasets. We 
conduct extensive experiments on seven benchmark datasets to validate the attack performance of MGHGA in 
the node and the visual object classification tasks. The results show that MGHGA improves performance by 
an average of 2% compared to the baselines.

1. Introduction

Graph Neural Networks (GNNs) are widely used in tasks such as 
graph classification [1,2], node classification [3,4], and link predic-
tion [5] due to their efficient learning ability and generalization capa-
bility. Graphs provide a useful way to represent pairwise connections 
between objects in real-world networks. However, they may not fully 
capture the complex higher-order relationships between objects. In-
deed, when dealing with multimodal data, GNNs cannot efficiently 
learn all the information between objects, resulting in missing informa-
tion and lower efficiency [6,7]. For example, researchers are abstracted 
as nodes in the scientist collaboration network, and edges represent the 
paper collaboration relationship. The common graph cannot represent 
the situation where multiple researchers work together on a paper [8]. 
However, a hypergraph can represent this complex relationship. Specif-
ically, the hyperedge (an edge in a hypergraph is called a hyperedge) 
represents the collaborations for a paper, and a hyperedge connecting 
𝐾 nodes means that 𝐾 researchers collaboratively work on a paper. 

∗ Corresponding author at: School of Computer Science and Technology, Shandong Technology and Business University, Yantai, Shandong, 264005, China.
E-mail address: chenyang2753@sdtbu.edu.cn (Y. Chen).

Thus, the hypergraph has an advantage over the common graph in mod-
eling complex relationships. Hypergraph Neural Networks (HGNNs) 
based on the hypergraph also outperform GNNs in many tasks [9,10].

In recent years, many works have demonstrated the vulnerability 
of GNNs to various security and privacy threats like evasion attacks, 
poisoning attacks, backdoor attacks, and membership inference attacks, 
resulting in degraded performance [11–13]. Many attacks on graphs 
aim to undermine its performance by adding small perturbations to the 
graph [14]. Depending on the attack’s goal, the attacks can be classified 
as targeted and untargeted attacks. The targeted and untargeted attacks 
are focused on the classification of the target node and all nodes, 
respectively. The targeted attack makes the target nodes misclassified 
with the target label [15]. The untargeted attack misclassifies the 
nodes with no labeling restrictions [16]. Since the targeted attack 
usually attacks users with higher privileges, they could be detected 
by defense models and could be challenging to implement in real-
world attacks [17]. As such, many works are based on the untargeted 
attack [18]. HGNNs, as an extension of hypergraph deep learning on 
graph data, also show vulnerability to adversarial attacks [19].
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Fig. 1. (a) shows two hypergraph modeling approaches. (b) and (c) represent the GNNs’ and HGNNs’ training processes, respectively. (d) shows the MGHGA process.

Almost all of the current works on attacks on graphs focus on 
GNNs and ignore the security of HGNNs [20,21], making HGNNs 
difficult to apply in practice. For example, HGNNs are often used in 
disease detection tasks (e.g., Alzheimer’s disease) [22], the attacker add 
malicious noise to the pathology data can make it hard for doctors to 
understand the patient’s condition and make wrong decisions. There 
are some differences between HGNNs and GNNs when dealing with the 
data. For example, GNNs can only process simple graph data, while 
HGNNs can process complex and high-dimensional data. Due to the 
specificity of hypergraph data, we summarize two main challenges in 
HGNNs attacks from the perspective of hypergraph data:

1. Challenge 1 — Lack of structure. Unlike common graph data-
sets, there is no association between nodes in most hypergraph 
datasets, and the hypergraph structure (adjacency relations) can 
be obtained through various modeling techniques [23].

2. Challenge 2 — Continuous Features. Common graph datasets 
consist of data with discrete features. Hypergraph datasets can 
be applied in tasks such as graph visualization [24] and image 
classification [25], to name a few examples. Since many hyper-
graph datasets have continuous features, the majority of attacks 
on GNNs cannot be directly applied to HGNNs.

HGNNs differ from GNNs in the convolution operation. Specifi-
cally, graph convolution is defined based on edges between nodes, 
while hypergraph convolution is defined based on hyperedges between 
nodes [26,27]. Hypergraph convolution is more complex than graph 
convolution, which leads to a more difficult implementation of attacks 
in HGNNs. To the best of our knowledge, only HyperAttack [19] has 
made a preliminary exploration of attacks on HGNNs. HyperAttack 
uses the gradient to modify the hyperedges. However, the HyperAt-
tack implementation assumes that the hypergraph dataset has been 

modeled to obtain the hypergraph structure (the original hypergraph 
dataset is unstructured). In other words, HyperAttack implements the 
attack in the hypergraph with a fixed structure. Fig.  1(a) shows the 
hypergraph structure 𝐻 obtained using two distance-based HGNNs 
(HGNN-KNN, HGNN-𝜀 [28]). Notice that the hypergraph structure 𝐻 is 
obtained differently under different approaches. In addition, different 
settings of HGNNs’ parameters generate different hypergraph structures 
in practice. Therefore, HyperAttack has attack instability as it exhibits 
different performances in different structural hypergraphs generated 
for the same dataset. Then, the defender can add or delete useless 
hyperedges to reduce the attack’s efficiency [29].

To address the above challenges, in this paper, we propose an 
attack that is more applicable to HGNNs, namely MGHGA. Unlike 
HyperAttack, MGHGA is an untargeted attack (the attack aims to 
decrease the accuracy of HGNNs at all nodes), allowing more diverse 
attack scenarios. Figs.  1 (b) and (c) represent the training process of 
GNNs and HGNNs, respectively. Observe that modeling the dataset is 
a prerequisite for training HGNNs, where as GNNs do not require this 
step. The previous attacks directly modify the graph’s structure [30], 
and HyperAttack is no exception. To address the challenge 1, we take 
a new perspective of attacking features before hypergraph modeling. 
MGHGA uses momentum gradients to guide the attacker to modify the 
features. We consider the scenarios of attacking discrete and continuous 
features separately to address the challenge 2. In discrete datasets, 
MGHGA directly inverts the feature values from 0 to 1 and vice versa. 
In continuous datasets, we update the features using a sign gradient 
strategy. Finally, the new hypergraph structure is obtained by modeling 
the perturbed hypergraph dataset and feeding it into the HGNNs to 
verify the validity of the MGHGA. The above process is shown in 
Fig.  1(d). To highlight the novelty of our attack, Table  1 shows the 
differences between HyperAttack and MGHGA.

We summarize the contributions of this paper as follows:
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Table 1
Comparison between HyperAttack and MGHGA.
 Attack Target of attack Phase of attack Downstream task  
 HyperAttack Targeted attack After hypergraph modeling Node classification  
 MGHGA Untargeted attack Before hypergraph modeling Node and Visual object classification 

• We propose the first untargeted poisoning attack against HGNNs. 
Our attack, MGHGA, considers the training characteristics of 
HGNNs and implements the attack before hypergraph modeling.

• We propose a momentum gradient method to guide the attacker 
in modifying the node’s features so that our attack can be applied 
to both discrete and continuous hypergraph datasets.

• Extensive experiments on seven datasets verified that MGHGA 
could effectively reduce the effectiveness of HGNNs and outper-
form baseline methods in node and visual object classification 
tasks.

• We conduct an ablation study showing that our attack works 
under different parameters and combinations of surrogate and 
victim models.

The rest of this work is organized as follows. Section 3 introduces 
the background information about the HGNNs and untargeted attacks. 
Section 4 introduces MGHGA in detail, including feature selection 
and feature modification elements. Section 5 presents the evaluated 
datasets, parameters, and results. In Section 2, we review the works on 
hypergraph learning and attacks on graphs. Finally, we conclude our 
work and propose future research directions in Section 6.

2. Related work

2.1. Hypergraph learning

The flexibility and capability of hypergraph learning to model com-
plex higher-order data correlations have garnered increasing attention 
in recent years [31,32]. Hypergraph learning usually consists of con-
structing hypergraphs and designing hypergraph learning methods  [33,
34].

Constructing hypergraphs. There are four types of methods for 
constructing hypergraphs: distance-based, representation-based,
attribute-based, and network-based. Specifically, Huang et al. [28] 
proposed a nearest neighbor construction method that aims to find 
adjacent vertices in the feature space and construct a hyperedge to con-
nect them. Wang et al. [35] proposed a representation-based hyperedge 
construction mechanism that exploits the correlation between feature 
vectors to establish node connections. Huang et al. [36] proposed a 
generation method applicable to attribute hypergraphs, which uses 
attribute information to construct hypergraphs. Fang et al. [37] used 
user friendship and mobility information to construct hypergraphs in 
the location social networks.

Hypergraph learning methods. Hypergraph learning can be di-
vided into spectral analysis methods, neural network methods, and 
other methods according to their implementations  [38]. Feng et al. [6] 
first proposed the hypergraph neural network, which extends the 
spectral approach of graph convolutional neural networks to the hyper-
graph and designs hypergraph convolution operations. Yadati et al. [39] 
proposed the HyperGCN, which solves the problem of processing semi-
supervised classification on the hypergraph. Huang et al. [31] pro-
posed MultiHGNN, which learns multimodal hypergraph data and uses 
hypergraph modeling for each modality to accomplish downstream 
tasks. In order to address the problem that HGNNs can lead to ex-
cessive smoothing, the literature [40] proposed a Distance Enhanced 
Hypergraph Learning (DEHL) method for dynamic node classifica-
tion. The DEHL temporally-adaptive pre-training component generates 
time-aware representations of nodes. Then, a two-channel convolution 
module is utilized to construct higher-order relations. Song et al. [41] 
proposed a Contrast Hypergraph Neural Network (CHGNN), which 
utilizes self-supervised contrast learning techniques from both labeled 
and unlabeled data.

2.2. Attacks on graph neural networks

Attacks on graph neural networks can be classified into different 
types, mainly attack type, target, knowledge, and capability. Attacks 
can be classified into three categories based on their type: the topology 
attack, the feature attack, and the hybrid attack [42–44]. In the 
topology attack, the attacker focuses on modifying the graph topology, 
which is a common attack method, e.g., FGA [42], Mettack [45], RL-
S2V [29], and HyperAttack [19]. The node feature modification is 
another common attack method, where the attacker focuses on mod-
ifying the features of the nodes, e.g., GANI [43]. In Nettack [46] and 
IG-Attack [44], the attacker uses the graph topology and node feature 
attacks to degrade GNNs’ accuracy. Shi et al. [47] proposed an H3NI 
attack against HGNNs, which uses genetic algorithms and predefined 
budget models to implement hypergraph injection attacks.

Based on the target of the attack, we can classify the attacks into
targeted and untargeted attacks [15,48]. Dai et al. [15] proposed 
a targeted universal attack against GNNs, where the attacker’s goal is 
to misclassify some of the test nodes into the attacker-specified labels. 
Fang et al. [43] injected fake nodes with malicious information into 
the graph, making the GNN perform poorly on the test nodes. Cao 
et al. [49] proposed a multi-view ingestion candidate edge learning 
attack (GSA-MPCEL), which accomplishes the attack by modifying the 
structure and centers on designing a multi-view ingestion candidate 
edge learning module and a guided attack loss module to guide the 
attack.

According to the attacker’s knowledge, we can divide attacks into 
three categories: white-box attack, gray-box attack, and black-box 
attack. In a white-box attack, the attacker has knowledge about the 
GNNs model and datasets [45]. In a gray-box attack, the attacker only 
has some knowledge, e.g., knowing the parameters of GNNs but not 
the prediction results of nodes [46]. In black-box attacks, the attacker 
does not know the model architecture, parameters, and training data 
and can only obtain a small amount of model feedback [29]. The 
attack improved the success rate by querying the node information 
and using batch normalization to enhance the dissimilarity of node 
representations. Hussain et al. [30] proposed a gray-box attack where 
the attacker can access the labels of nodes and disrupt the fairness of 
node classification by injecting adversarial links. Ju et al. [50] proposed 
a black-box attack method using a reinforcement learning framework, 
where the attacker is not using a surrogate model to query model 
parameters or training labels.

In this paper, we study HGNNs adversarial attacks. Since there 
are some structural differences between GNNs and HGNNs, these dif-
ferences also influence them to exhibit different characteristics under 
adversarial attacks. In GNNs, adversarial attacks mainly involve inter-
fering with node features or edge attributes to lead to the output of 
erroneous results. In HGNNs, adversarial attacks may involve more 
complex interference patterns, such as interfering with properties of 
hyperedges or node combinations, which may lead to more challenges. 
Fig.  2 shows the HGNNs and GNNs feature attack process. Specifically, 
when HGNNs attack features, the structure of the hypergraph changes 
with the modification of the features. Fig.  2(a) shows that the features 
of the nodes of the perturbation graph and the hyperedge associations 
are changed, e.g., nodes 𝑉3 and 𝑉5 exist within the same hyperedge 
in the perturbation graph. GNNs attack only the features change, the 
graph structure does not change. Fig.  2(b) shows that only the features 
of attacking nodes 𝑉3 and 𝑉5 are changed and node neighborhoods 
are unchanged in the perturbation graph. We have proposed MGHGA, 
which affects the relationship between hyperedges and nodes by per-
turbing node attributes thus leading to the degradation of HGNNs 
performance.
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Fig. 2. HGNNs and GNNs feature attack process.

3. Preliminaries

3.1. Hypergraph neural network

Given a hypergraph dataset  = (𝑉 ,𝑋), where 𝑉 = {𝑣1, 𝑣2,… , 𝑣
|𝑉 |

}
represents the set of nodes, 𝑋 ∈ R|𝑉 |×𝑑 denotes the node feature 
matrix, and 𝑑 denotes the dimensions of the feature. Let  = (𝑉 ,𝐸,𝑊 )
be a hypergraph, where 𝐸 = {𝑒1, 𝑒2,… , 𝑒

|𝐸|

} represents the set of 
hyperedges, 𝑑𝑖𝑎𝑔(𝑊 ) = [𝑤(𝑒1), 𝑤(𝑒2),… , 𝑤(𝑒

|𝐸|

)] is the diagonal matrix 
of the hyperedge weights, and 𝑤(𝑒) is the weight of the hyperedge. The 
correlation matrix 𝐻 ∈ {0, 1}|𝑉 |×|𝐸| is used to represent the structure 
of the hypergraph, 𝐻(𝑣, 𝑒) = 1 if the node 𝑣 is inside the hyperedge 𝑒, 
and 𝐻(𝑣, 𝑒) = 0 otherwise, which can be expressed as follows: 

𝐻(𝑣, 𝑒) =
{

1, 𝑖𝑓 𝑣 ∈ 𝑒.
0, 𝑖𝑓 𝑣 ∉ 𝑒.

(1)

The classification task is one of the common tasks in HGNNs [31]. 
Here, we set the downstream task of HGNNs as node and visual ob-
ject classification. The hypergraph convolutional network learns node 
representations, transforms, and propagates information to accomplish 
downstream tasks. A hypergraph convolutional layer can be repre-
sented as [6]: 

𝑋(𝑙+1) = 𝜎
(

𝐷−1∕2
𝑣 𝐻𝑊𝐷−1

𝑒 𝐻𝑇𝐷−1∕2
𝑣 𝑋(𝑙)𝛩(𝑙)

)

, (2)

where 𝑋(𝑙) denotes the node representation of the hypergraph at 𝑙th 
layer. 𝜎(⋅) denotes the nonlinear activation function, 𝑊  is the weight 
matrix of the hyperedges, 𝐷𝑒 represents the diagonal matrix of the 
hyperedge degree (hyperedge degree is the number of nodes contained 
in the hyperedge), 𝐷𝑣 is the diagonal matrix representing the node 
degree (node degree is the number of hyperedges containing the node), 
and 𝛩(𝑙) denotes the 𝑙th layer training parameters.

We set the number of layers in HGNNs to two as in related works, 
e.g., [6], representing it as: 

𝑍 = 𝑓 (𝐻,𝑋) = sof tmax
(

𝐻̂ Re𝐿𝑈
(

𝐻̂𝑋𝛩(1)
)

𝛩(2)
)

, (3)

where 𝐻̂ = 𝐷−1∕2
𝑣 𝐻𝑊𝐷−1

𝑒 𝐻𝑇𝐷−1∕2
𝑣 . 𝛩(1) and 𝛩(2) are the training 

parameters of the first and second layers, respectively.
In the training phase, our goal is to optimize 𝛩 = (𝛩(1), 𝛩(2)) to 

obtain the optimal classifier 𝑓𝛩∗ (𝐻,𝑋): 

min
𝛩

𝐿𝑚𝑜𝑑𝑒𝑙 = −
∑

𝑢∈𝑉𝐿

𝑌𝑢 ln (𝑍𝑢,∶), (4)

where 𝑍𝑢,∶ denotes the set of predicted labeling probabilities for node 
𝑢, 𝑌𝑢 denotes the true label of node 𝑢, 𝑉𝐿 denotes the training set of 
node, and the predicted label of node 𝑢 is denoted as 
𝑌𝑢 = argmax(𝑍𝑢,∶). (5)

3.2. Untargeted poisoning attack

The untargeted attack aims to reduce the global classification per-
formance of HGNNs. Given a budget 𝛥 that represents the number of 
times the attacker modifies the feature entities, the untargeted attack 
can be expressed as: 
argmax

𝑋′

∑

𝑣∈𝑉𝑇

I
(

𝑌𝑣 ≠ 𝐶𝑣
)

,

 s.t. 𝐶 = argmax 𝑓𝛩∗
(

𝐻,𝑋′) ,

𝛩∗ = argmin𝐿model 
(

𝐻,𝑋′) , ‖
‖

𝑋 −𝑋′
‖

‖

≤ 𝛥,

(6)

where 𝐶 is the set of node prediction labels, and 𝑉𝑇  denotes the test 
set of nodes. I(𝑥) is the indicator function. If 𝑥 is true, I(𝑥) returns 1, 
otherwise I(𝑥) returns 0. The primary rationale for Eq. (6) is that a 
model with large training error will likely generalize poorly on the test 
set.

3.3. Threat model

Depending on whether the attack occurs before or after the HGNNs 
training, it can be categorized into the evasion attack or poisoning 
attack [51–53]. An evasion attack is performed on the trained HGNNs, 
and the attacker cannot modify the parameters or structure of the 
HGNNs [54]. The poisoning attack is performed before the HGNNs 
are trained, and the attacker inserts perturbations in the training data 
to interfere with the training process of the HGNNs [55]. In the 
evasion attack, the attacker aims to modify the links or features of 
the test nodes, causing the nodes to be misclassified [56]. The poi-
soning attack has the advantage of being a more powerful attack and 
easier to implement than the evasion attack. For example, in an e-
commerce recommendation system, graph deep learning models are 
used to predict the recommendation of a target item based on the 
sales records of existing goods. The attacker tries to modify the graph 
information to reduce the recommendation rate of the target product, 
thus affecting the sales of the product and resulting in lower revenue 
for the merchants. It is easier for an attacker to obtain information 
about sold goods (training nodes) than obtaining information about 
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Fig. 3. The pipeline of MGHGA. The goal of MGHGA is to generate perturbed datasets with malicious information. The red color represents the features of the nodes under attack. 
In module (c), the surrogate model is first trained on the HGNNs several times (1. HGNNs Training) and the feature gradient matrix 𝐹 𝑡 is computed by the momentum gradient 
algorithm (2. Feature Gradient Matrix). Then the features are found and modified according to the gradient modification rule (3. Feature Selection and Modification), and finally 
the new feature matrix 𝑋𝑡 is obtained (4. Feature Matrix). The goal of the surrogate model is that the features modified at each iteration increase the training loss of the surrogate 
HGNNs. The optimal perturbation feature is obtained when the attack is completed.

recommended goods (test nodes), so the poisoning attack is easier to 
implement than an evasion attack. Moreover, with the poisoning attack, 
the graph depth model behavior can be directly changed by modifying 
the training data, and thus, the attack effect may be more powerful and 
lasting. In contrast, the evasion attack is usually targeted at specific test 
samples, and the impact of the attack may be relatively short-lived.

We focus on mounting a poisoning attack against HGNNs, where 
the core idea is to use the surrogate model to obtain the perturbed 
dataset before the HGNNs are trained. The use of surrogate models is a 
common strategy to implement the poisoning attack. An attacker uses a 
surrogate model to simulate the behavior of the original model in order 
to trick the system into thinking that the data provided by the attacker 
is legitimate. By constructing a surrogate model similar to the original 
model, an attacker can more easily generate deceptive input data that 
makes it difficult for the system to recognize the truth. In addition, the 
use of a surrogate model can help an attacker better understand the 
workings of the system and the structure of the model, thus allowing 
for a more targeted attack. As we evaluate the robustness of HGNNs, 
we also set the surrogate model to HGNNs. In addition, our attack 
is a white-box attack, which requires constant feedback information 
(e.g., gradient or node prediction labels) from surrogate HGNNs.

4. Momentum gradient hypergraph attack (MGHGA)

In this section, we detail the MGHGA components. The MGHGA 
pipeline is shown in Fig.  3. MGHGA addresses two challenges in 
hypergraph attacks, as already discussed in Section 1. First, many hy-
pergraph datasets do not have a correlation relationship among nodes. 
Attacking the hypergraph structure does not guarantee the stability 
of the attack due to the different hypergraph structures generated for 
the same hypergraph dataset under different modeling approaches. To 
solve this problem, we use the surrogate model to attack the nodes’ 
features before the hypergraph modeling, as shown in Fig.  3(c). Second, 
hypergraph datasets can be classified as discrete or continuous based on 
feature attributes. To improve the MGHGA, we designed two methods 
to update the features.

4.1. Feature selection

We use the gradient of the feature matrix in the surrogate model to 
select features denoted as 
𝐹𝑖,𝑗 =

𝜕𝐿𝑚𝑜𝑑𝑒𝑙
𝜕𝑋𝑖,𝑗

. (7)

Here, 𝐹 ∈ R|𝑉 |×𝑑 is the gradient matrix of features. A larger gradient 
of a feature indicates that this feature has a greater impact on the 
optimization of HGNNs, and thus, modifying the feature could have 
a large impact on HGNNs. However, previous studies have shown that 
using a greedy approach to directly modify the feature with the largest 
gradient makes the attack susceptible to falling into the optimized local 
optimum and easily overfitting to the attack model, which can diminish 
the generalizability of the generated adversarial samples [46].

To address the above problem, we propose a momentum gradi-
ent hypergraph attack. The momentum method is a technique used 
to accelerate the gradient descent algorithm by accumulating veloc-
ity vectors along the gradient direction of the loss function during 
the iterations [57]. Accumulating previous gradients helps the model 
avoid falling into local optimum. We apply the momentum method to 
generate malicious features.

First, the momentum gradient matrix of the features is computed as: 

{

𝐹 0 = 0.
𝐹 𝑡 = 𝜇𝐹 𝑡−1 + 𝜕𝐿𝑚𝑜𝑑𝑒𝑙

𝜕𝑋𝑡−1 .
(8)

Here, 𝜇 represents the momentum decay factor, and 𝑋(𝑡) denotes the 
perturbation feature matrix1 after 𝑡 iterations, 𝑋(0) = 𝑋.

MGHGA selects the feature of the maximum absolute value of the 
momentum gradient matrix: 
𝑚𝑡
𝑖,𝑗 = argmax |𝐹 𝑡

|, (9)

where 𝑚𝑡
𝑖,𝑗 represents the absolute maximum value of gradient at 𝑡

iterations, 𝑖 and 𝑗 represent the node and feature indices, respectively.

4.2. Feature modification

We modify only one feature at each iteration and stop the attack 
when the number of modifications reaches the budget 𝛥. Here, we 
consider discrete and continuous feature modifications, respectively.

1 The perturbation feature matrix is the feature matrix after the attack. 
When calculating the features that are important at moment 𝑡, the gradient is 
first calculated based on the perturbation matrix obtained from the previous 
round of attacks, and then the features that are attacked at moment 𝑡 are 
selected.
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Table 2
Statistics of seven datasets. We use three discrete datasets (Cora, Citeseer and DBLP-
CA) and two continuous dataset (Cora-ML and Pubmed) in the node classification task. 
Visual object datasets are usually continuous datasets (NTU, ModelNet40), and we use 
two datasets to validate the attack’s effectiveness.
 Datasets Nodes Features Classes Discrete  
 Cora 2485 1433 7 Y  
 Cora-ML 2810 2879 7 N  
 Citeseer 3327 3703 6 Y  
 Pubmed 19717 500 3 N  
 DBLP-CA 41302 1425 6 Y  
 Datasets Nodes Features1 Features2 Classes Discrete 
 NTU 2012 4096 2048 67 N  
 ModelNet40 12311 4096 2048 40 N  

Discrete Features. We use a direct inversion mechanism to modify 
the features for discrete features, where the feature values are only 1 
or 0. At 𝑡 iterations, feature deletion or addition can be expressed as 

𝑋𝑡
𝑖,𝑗 = 1 −𝑋𝑡−1

𝑖,𝑗 , 𝑠.𝑡. ‖𝑋𝑡 −𝑋‖ ≤ 𝛥. (10)

Continuous Features. For the attack with continuous features, 
the researchers use the gradient sign mechanism to generate pertur-
bations, and the results indicate that this mechanism can achieve a 
high-efficiency attack, as demonstrated in [58]. Inspired by this, we 
use a gradient sign mechanism to update the continuous features. 
Our approach involves introducing perturbations along the opposite 
direction of the normal sample gradient to maximize the target model’s 
training loss error, lowering its classification confidence and increasing 
the probability of inter-class confusion, ultimately leading to misclas-
sification. Specifically, the update feature matrix can be expressed
as: 
𝑋𝑡

𝑖,𝑗 = 𝑋𝑡−1
𝑖,𝑗 + 𝜂𝑠𝑖𝑔𝑛(𝐹 𝑡

𝑖,𝑗 ), 𝑠.𝑡. ‖𝑋𝑡 −𝑋‖ ≤ 𝛥, (11)

where 𝜂 is the constraint factor and 𝑠𝑖𝑔𝑛(𝑥) is denoted as the gradient 
symbol. 𝑠𝑖𝑔𝑛(𝑥) = 1 when 𝑥 > 0, otherwise 𝑠𝑖𝑔𝑛(𝑥) = −1. At the end of 
the iteration, the anomalous features are filtered to avoid the newly 
generated features not being within the bounds of the original feat-
ures. 
{

𝑋′
𝑖,𝑗 = argmin𝑋,  If 𝑋′

𝑖𝑗 < argmin𝑋.
𝑋′

𝑖,𝑗 = argmax𝑋,  If 𝑋′
𝑖𝑗 > argmax𝑋.

(12)

𝑋 and 𝑋′ denote the original and perturbed hypergraph feature 
sets, respectively. 𝑎𝑟𝑔𝑚𝑖𝑛(𝑋) and 𝑎𝑟𝑔𝑚𝑎𝑥(𝑋) denote the minimum and 
maximum values of the original hypergraph feature set, respectively. 
We reset the features outside the lower and upper bounds of the orig-
inal features, which ensures the imperceptibility of the perturbations 
and prevents them from being detected by simple defense mecha-
nisms (e.g., outlier detection). Note that filtering anomalous features 
in MGHGA does not consume the budget. Since multiple modifications 
of the same feature cause a waste of the allocated budget, we attack at 
most once for both continuous and discrete features.

4.3. Training loss

MGHGA aims to generate adversarial samples by modifying fea-
tures. Specifically, the attacker’s goal is to maximize the loss of the 
adversarial samples, which can be achieved by minimizing the model’s 
prediction accuracy on the adversarial samples. The attacker makes the 
loss function larger by adjusting the inputs, which in turn leads to a 
decrease in the performance of the model. Therefore, the loss function 
of MGHGA is defined as follows: 
𝐿 = argmax𝐿model

(

𝐻,𝑋′) , s.t. ‖
‖

𝑋 −𝑋′
‖

‖

≤ 𝛥. (13)

Algorithm 1 MGHGA
Input: Hypergraph dataset  = (𝑉 ,𝑋), momentum decay factor 𝑢, 

constraint factor 𝜀, budget 𝛥
Output: Perturbation hypergraph dataset ′ = (𝑉 ,𝑋′)
1: Initialization: Modeling hypergraph  = (𝑉 ,𝐸,𝑊 ), HGNN 
surrogate model 𝑓𝛩∗ (𝐻,𝑋), perturbation gradient matrix 𝐹 0

2: while ||𝑋𝑡 −𝑋|| ≤ 𝛥 do
3:  Calculate the gradient of 𝑖 iterations through Eq. (7)
4:  Calculate the 𝑖 iteration momentum gradient through Eq. (8)
5:  Select the 𝑖 iteration features through Eq. (9)
6:  if 𝑋 is the discrete feature then
7:  Update gradient matrix through Eq. (10)
8:  else ⊳ 𝑋 is the continuous feature
9:  Update gradient matrix through Eq. (11)
10:  end if
11: end while
12: if 𝑋 is the continuous feature then
13:  Filter features through Eq. (12)
14: end if

4.4. Algorithm

The pseudocode of MGHGA is given in Algorithm 1.
Complexity Analysis. MGHGA uses HGNN as a pre-trained model, 

and HGNN includes forward and backward propagation in training with 
a complexity (𝑡‖𝐻‖ ⋅ ‖𝑋‖), where 𝑡 denotes the number of HGNN 
training steps. Then, MGHGA calculates the gradient of the feature 
matrix, and the complexity is (𝑑|𝑉 |). Updating and filtering features 
are basic operations with low complexity and are ignored here. The 
complexity of modifying features is (𝑇𝑑|𝑉 |), where 𝑇  denotes the 
number of attack iterations. In summary, the overall complexity of 
MGHGA is (𝑡‖𝐻‖ ⋅ ‖𝑋‖ + 𝑇𝑑|𝑉 |).

5. Experimental results

5.1. Datasets

Recent works have shown that HGNNs exhibit excellent perfor-
mance on node classification and visual object classification tasks [6,
31], which are the most common practical applications of HGNNs. 
Therefore, our work focuses on these two tasks. To illustrate the perfor-
mance of MGHGA, experiments are carried out on seven datasets. We 
performed node classification tasks on Cora, Cora-ML, Citeseer [59], 
Pubmed and DBLP-CA [60] datasets. The visual object classification 
task is performed on two multi-feature and continuous datasets: the 
National Taiwan University 3D model (NTU) [61] and Princeton Mod-
elNet40 (ModelNet40) [62]. The dataset information is summarized in 
Table  2. Hypergraphs are obtained by modeling hypergraph datasets. 
However, NTU and ModelNet40 are without adjacencies, and their ad-
jacencies are obtained using the hypergraph construction methods. To 
ensure the consistency of the adjacency relations of each dataset, we do 
not use the original adjacency of the Cora, Cora-ML, Citeseer, Pubmed 
and DBLP-CA datasets but instead utilize commonly used construction 
methods to generate hypergraph structures in the experiments [23].

5.2. Baselines

Since MGHGA is the first work on the untargeted poisoning attack in 
HGNNs, there are no related works to consider directly. HyperAttack, 
which is most relevant to our work, is a targeted attack that cannot 
be used as a comparison. Due to the specificity of the hypergraph 
structure, it is difficult to migrate the GNN attacks to HGNNs directly. 
Thus, we use the following approaches for comparison.
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Random Attack (Random): The conclusion of the work on com-
mon graph attacks shows that the Random Attack can degrade the 
performance of GNNs [46]. In this paper, we attack the features ran-
domly. For discrete or continuous features, we randomly select features 
to attack within the budget. In other words, it is not every feature that is 
attacked. Specifically, the features to be attacked are randomly changed 
from 0 to 1 and from 1 to 0 in the discrete dataset. In the continuous 
dataset, the features to be attacked are randomly modified. It should 
be noted that the modified features are within the range of the original 
features.

Node Degree Attack (NDA): Previous works have shown that 
attacking nodes with maximum node degree degrades the performance 
of the GNNs [63]. Extending to HGNNs, NDA attacks nodes with 
maximum node degree. Note that features are modified in the same 
way as for the Random Attack.

Fast Gradient Attack (FGA): Fast Gradient Attack is a common 
gradient attack on graph data [42]. We extend it to hypergraphs. In 
each attack, we choose the feature with the largest absolute value of 
the gradient to attack.

Fast Gradient Attack-Node Degree (FGA-D): In this setting, we 
add a constraint for the FGA to attack the node with the larger degree. 
Note that the FGA and FGA-D modify the discrete features similarly to 
MGHGA.

EpoAtk-E: We extend the GNNs gradient attack EpoAtk to attack 
HGNNs [64], called EpoAtk-E. EpoAtk was originally used to attack 
the structure, where EpoAtk-E only uses the generation and evaluation 
modules to modify the features, and no longer uses the reorganization 
module to modify the hypergraph structure. Specifically, EpoAtk-E 
generates a set of candidate perturbations by calculating the feature 
gradients, and then selects the optimal set of candidates as the optimal 
perturbations through the evaluation function.

MGHGA-D: MGHGA-D is an extension of MGHGA, and MGHGA-D 
is obtained from MGHGA with the same constraint as FGA-D.

Note that FGA-D and MGHGA-D are attacks with constraints, i.e.,
they attack nodes with high node degree.

5.3. Parameter setting and metrics

Parameters. In our experiments, the hypergraph is generated using 
two distance-based generation methods: HGNN-KNN and HGNN-𝜀 [23], 
where 𝐾 and 𝜀 are set to 10 and 0.5, respectively. The correlation 
matrix 𝐻 is set to a binary matrix. HGNNs are set to two layers, the 
feature dimension of the hidden layer is set to 64, and dropout is 
applied to avoid overfitting. In the training process, the training count 
is set to 300, and the learning rate of the Adam optimizer is 0.001. The 
ratio of the training set to the test set is 0.2 and 0.8, respectively. The 
constraint factor 𝜂 in the discrete features dataset is set to 𝑋𝑎𝑣𝑔 . The 
constraint factor 𝜂 is set to 𝑋𝑎𝑣𝑔 = 𝑠𝑢𝑚(𝑋)

|𝑉 |𝑑  for the continuous features 
dataset. The budget 𝛥 = 𝜆|𝑉 |, where 𝜆 is the budget factor set to 0.05 by 
default. The decay factor 𝜇 is 0.8. FGA-D and MGHGA-D attack nodes 
with top 1% node degree by default. The number of EpoAtk-E candidate 
sets is set to 10. The victim model and the target model are the same by 
default, where the victim model is the model used by the user, and it 
is the pre-trained model used by the surrogate model. The experiments 
are conducted on a PC with an Intel(R) Xeon(R) Gold 5118 processor 
and two NVIDIA GeForce GTX 4080Ti GPUs.

Metrics. We use the Classification Success Rate (CSR) to measure 
the attack’s effectiveness, the mathematical expression is shown in 
Eq. (14). The CSR metric usually indicates the percentage of nodes that 
are correctly classified by HGNNs. When performing an attack, we want 
to make more nodes misclassified by adversarial perturbations. If the 
value of the CSR is small, it means that the model performs poorly 
against the samples and the percentage of misclassified nodes is high. 
This is exactly what the attacker hopes to achieve. Therefore, a small 

value of the metric indicates that the HGNNs model performs poorly 
and the attack is effective. 

 CSR =
∑

𝑣=𝑉test I
(

𝑌𝑣 = 𝐶𝑣
)

|

|

𝑉test ||
,  s.t. 𝐶 = argmax 𝑓𝛩∗

(

𝐻,𝑋′) . (14)

Where |
|

𝑉test || is the set of test nodes.
In addition, we used MAE and LogLoss metrics in the ablation 

experiments to comprehensively analyze the performance of MGHGA. 
In graph deep learning, MAE and LogLoss are metrics for evaluating 
the prediction accuracy of a model. However, in the case of adversarial 
attacks, the goal of the attacker is to degrade the performance of the 
model. Therefore, higher values of MAE and LogLoss indicate better 
attack performance.

MAE measures the average absolute difference between the pre-
dicted value and the true value. If the attack is successful, the model’s 
predictions will deviate more from the true value and the MAE will 
increase. Therefore, the higher the MAE, the more effective the attack 
is. 

𝑀𝐴𝐸 = 1
|𝑉test |

|𝑉test |
∑

𝑖=1
|𝑌𝑢 − 𝑌𝑢|. (15)

LogLoss is usually used in classification problems to measure the 
difference between the predicted probability distribution and the true 
distribution. The larger the LogLoss, the greater the difference between 
the model’s predicted probability distribution and the true distribution, 
and the more effective the attack. 

𝐿𝑜𝑔𝐿𝑜𝑠𝑠 = − 1
|𝑉test |

|𝑉test |
∑

𝑖=1

|𝑌 |
∑

𝑗=1
𝑌𝑖𝑗 log 𝑌𝑖𝑗 . (16)

where |𝑌 | denotes the number of label classes. 𝑌𝑖𝑗 denotes the proba-
bility that node 𝑖 belongs to label 𝑗.

5.4. MGHGA attack performance

Table  3 summarizes the CSR of the seven datasets under the attacks. 
We can see the difference in CSR for the same dataset under different 
hypergraph modeling methods. Taking Cora as an example, the CSR of 
HGNN-KNN and HGNN-𝜀 are 59.31% and 57.19%, respectively. HGNN-
KNN performs better than HGNN-𝜀, and the results are the same in 
other datasets. This suggests that different hypergraph structures can 
have a significant impact on downstream tasks. Since the hypergraph 
structure is modeled by node features, it is more effective to attack 
node features. In particular, to verify the performance of MGHGA under 
large-scale datasets, we conducted experiments on Pubmed, DBLP-CA, 
and ModelNet40. The results show that MGHGA achieves the best 
performance in larger scale datasets as well.

The performance of HGNN-KNN and HGNN-𝜀 decreases under all 
attacks, which indicates that attacking node features can effectively 
degrade the performance of HGNNs. Specifically, we observe that 
MGHGA achieves the best performance under all the datasets. For 
example, using HGNN-KNN as the victim model, the CSR of the discrete 
dataset Cora are 58.65%, 58.47%, 57.63%, 57.21% and 55.33% for 
Random, NDA, FGA, EpoAtk-E and MGHGA, respectively. The lower 
CSR indicates that the attack causes more damage to HGNNs. There-
fore, MGHGA achieves the best efficiency in comparing the advanced 
attacks. The results are the same in other datasets, especially for the 
NTU and ModelNet40 continuous features datasets, which shows that 
our proposed method applies not only to discrete features datasets but 
also to continuous features datasets.

In all datasets, HGNN-KNN has a higher CSR than HGNN-𝜀 after the 
attack, which is due to the different modeling approaches. The KNN 
method can select nodes more accurately as neighbors that are more 
similar to the original node’s attributes. In addition, the number of 
neighbors chosen by the KNN method is fixed and not affected by the 
value of 𝜀, which helps to improve the stability and robustness of the 
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Table 3
Comparison of CSR (%) of several attacks. The lower the CSR, the better the attack performance. For all cases, the best results are given in bold style. The results are an average 
of ten runs.
 Datasets Model Clean Random NDA FGA-D FGA EpoAtk-E MGHGA-D MGHGA  
 Cora HGNN-KNN 59.31 ± 0.3 58.65 ± 0.9 58.47 ± 0.5 58.24 ± 0.8 57.63 ± 1.1 57.21 ± 1.3 58.13 ± 0.9 55.33 ± 1.8 
 HGNN-𝜀 57.19 ± 0.2 56.97 ± 1.1 56.73 ± 0.6 56.46 ± 0.7 55.10 ± 1.0 54.20 ± 0.7 54.94 ± 0.9 53.51 ± 1.5 
 Cora_ML HGNN-KNN 69.33 ± 0.2 68.89 ± 0.8 68.34 ± 0.6 68.11 ± 0.5 67.76 ± 1.0 67.40 ± 1.1 67.90 ± 0.7 66.12 ± 1.2 
 HGNN-𝜀 69.13 ± 0.3 68.77 ± 0.8 68.19 ± 0.4 68.04 ± 0.8 67.42 ± 0.8 66.91 ± 1.0 67.64 ± 0.9 65.76 ± 1.3 
 Citeseer HGNN-KNN 64.63 ± 0.2 63.34 ± 0.4 63.03 ± 0.6 62.90 ± 0.6 62.44 ± 1.6 61.68 ± 0.9 60.13 ± 0.7 58.05 ± 0.9 
 HGNN-𝜀 62.12 ± 0.1 61.41 ± 0.5 60.90 ± 0.4 60.21 ± 0.4 59.13 ± 1.3 59.29 ± 0.7 59.34 ± 0.7 57.67 ± 1.5 
 Pubmed HGNN-KNN 76.10 ± 0.4 75.55 ± 0.3 75.00 ± 0.6 74.48 ± 0.4 73.29 ± 0.9 72.23 ± 0.7 73.21 ± 0.5 71.59 ± 1.2 
 HGNN-𝜀 75.54 ± 0.3 74.51 ± 0.4 74.04 ± 0.3 73.80 ± 0.8 72.32 ± 0.7 72.06 ± 0.4 72.93 ± 0.5 71.10 ± 1.0 
 DBLP-CA HGNN-KNN 81.02 ± 0.3 80.62 ± 0.3 79.33 ± 0.5 78.81 ± 0.5 78.42 ± 0.6 77.56 ± 0.5 77.78 ± 0.6 76.29 ± 1.2 
 HGNN-𝜀 80.25 ± 0.2 79.20 ± 0.3 78.88 ± 0.6 77.48 ± 0.7 77.17 ± 0.7 76.31 ± 0.6 77.12 ± 0.6 75.25 ± 1.4 
 NTU HGNN-KNN 75.06 ± 0.2 73.99 ± 0.4 73.23 ± 0.5 72.92 ± 0.6 72.11 ± 1.0 72.43 ± 1.0 72.17 ± 0.5 71.22 ± 1.2 
 HGNN-𝜀 73.73 ± 0.2 73.06 ± 0.7 72.61 ± 0.6 72.13 ± 0.5 70.30 ± 0.8 70.12 ± 1.2 70.49 ± 0.7 69.18 ± 1.4 
 ModelNet40 HGNN-KNN 89.91 ± 0.2 88.15 ± 0.4 87.93 ± 0.5 87.54 ± 0.7 86.67 ± 0.8 86.31 ± 0.7 86.97 ± 0.6 85.64 ± 0.9 
 HGNN-𝜀 88.12 ± 0.3 87.49 ± 0.4 87.02 ± 0.4 86.46 ± 0.5 85.82 ± 0.9 85.20 ± 0.6 86.07 ± 0.6 84.19 ± 1.3 

Table 4
Running time of various attacks in minutes. Algorithm runtime refers to the time from the start of the program’s attack to the completion of 
the downstream task by the HGNNs, i.e., it includes training time and testing time.
 Datasets Model Random NDA FGA-D FGA EpoAtk-E MGHGA-D MGHGA 
 Cora HGNN-KNN 0.25 0.37 2.35 2.33 2.60 2.35 2.34  
 HGNN-𝜀 0.25 0.37 2.35 2.33 2.58 2.35 2.34  
 Cora_ML HGNN-KNN 0.25 0.35 3.33 3.31 3.56 3.34 3.33  
 HGNN-𝜀 0.25 0.36 3.34 3.31 3.55 3.35 3.33  
 Citeseer HGNN-KNN 0.27 0.40 4.15 4.10 4.86 4.19 4.15  
 HGNN-𝜀 0.27 0.39 4.16 4.11 4.91 4.19 4.16  
 Pubmed HGNN-KNN 1.60 3.54 14.31 13.98 15.23 14.48 14.08  
 HGNN-𝜀 1.62 3.58 14.40 14.02 15.33 14.37 14.05  
 DBLP-CA HGNN-KNN 2.31 4.25 19.58 19.20 21.58 19.93 19.35  
 HGNN-𝜀 2.28 4.28 20.31 19.29 21.38 19.64 19.41  
 NTU HGNN-KNN 0.25 0.44 2.56 2.50 3.01 2.56 2.55  
 HGNN-𝜀 0.25 0.44 2.56 2.49 3.05 2.56 2.55  
 ModelNet40 HGNN-KNN 1.23 2.54 10.64 11.13 13.31 10.67 11.21  
 HGNN-𝜀 1.26 2.58 10.66 11.16 13.20 10.71 11.18  

model. The KNN method also reduces the negative impact of the attack 
in the perturbed hypergraph.

MGHGA improves the performance by 3% on average compared 
to Random. In particular, MGHGA improves the performance by 5% 
for Citeseer, which shows that MGHGA can add critically important 
perturbations with the same budget. HGNNs can better utilize global 
as well as longer-range contextual information when aggregating neigh-
boring features, resulting in improved robustness of HGNNs over GNNs. 
Consequently, attacking HGNNs can be more difficult than attacking 
GNNs. MGHGA, as a preliminary exploration of the nontargeted poi-
soning attack on HGNNs, shows noteworthy performance compared to 
all other attacks.

Additionally, we investigate the effect of adding attack constraints 
(attacking the node with the largest node degree) on the attacks. When 
comparing MGHGA-D and MGHGA, we observe that the performance 
of MGHGA-D is not as good as that of MGHGA without constraints, 
although it can reduce the performance of HGNNs. For example, in 
Citeseer, the performance of MGHGA over MGHGA-D is increased 
for 2.08% and 2.67% in HGNN-KNN and HGNN-𝜀, respectively. The 
same observations hold for FGA-D and FGA. These results are some-
what expected, as intuitively, the unrestricted attack can maximize the 
efficiency of the attack.

5.5. Running time

In this section, we investigate the time performance and computa-
tional efficiency of several types of attacks, Table  4 shows the attack 
runtime and Table  5 shows the attack time complexity.

Specifically, Random time complexity is small (𝑑|𝑉 |), so the run-
ning time is short in each dataset. However, its performance is the worst 
of all attacks and is not usually considered in real attacks. Comparing 
FGA, EpoAtk-E and MGHGA, it can be found that the runtime of 
MGHGA is shorter than that of EpoAtk-E, which is similar to that of 
FGA, but enables more efficient attacks. For example, in Citeseer, the 
run times for FGA, EpoAtk-E and MGHGA are 4.10 min, 4.86 min and 
4.15 min, respectively. As shown in Table  3, when the victim model is 
HGNN-KNN, their CSRs are 62.44%, 61.68% and 58.05% respectively. 
The time complexity of FGA and MGHGA shown in Table  5 is the 
same for both (𝑡‖𝐻‖ ⋅ ‖𝑋‖ + 𝑇𝑑|𝑉 |). In Table  4, the running time 
of MGHGA is 0.01 to 0.09 min higher than that of FGA, and the results 
are in line with our expectations. Because FGA uses only single gradient 
information to attack the features, MGHGA uses momentum gradient 
to guide the attack to complete the modification of the features, which 
accumulates previous and current moment gradient information to help 
the attacker to cross the bad local optimums and thus generate better 
feature perturbations. The time complexity required for the MGHGA 
cumulative gradient operation is small and is not reflected in the time 
complexity mathematical expression. As the hypergraph feature size 
gets larger, MGHGA will have a slightly higher running time than 
FGA, but not significantly different. Since EpoAtk-E selects the optimal 
candidate solutions by retraining the HGNNs, it has the longest running 
time. The above results show that MGHGA can achieve efficient attacks 
with better or similar runtimes than other attacks.

Comparing the extended models FGA-D and MGHGA-D the results 
are also similar. The time complexity of FGA-D and MGHGA-D is 
(𝑡‖𝐻‖ ⋅ ‖𝑋‖ + 𝑇𝑑|𝑉 | + |𝑉 |), which increases the time complexity of 
the sorted node degree over FGA and MGHGA by (|𝑉 |).
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Table 5
Time complexity of various attacks. Algorithm time complexity refers to the algorithm training time. In EpoAtk-E, HGNNs need to be trained 
to evaluate the candidate set, so the number of times HGNNs are trained is 𝑡1(𝑡1 > 𝑡).
 Model Time complexity
 Random NDA (𝑑|𝑉 |) (|𝑉 | + 𝑑|𝑉 |)  
 FGA-D FGA (𝑡||𝐻|| ⋅ ||𝑋|| + |𝑉 | + 𝑑|𝑉 |) (𝑡||𝐻|| ⋅ ||𝑋|| + 𝑇𝑑|𝑉 |) 
 EpoAtk-E (𝑡1||𝐻|| ⋅ ||𝑋|| + |𝑉 |)
 MGHGA-D MGHGA (𝑡||𝐻|| ⋅ ||𝑋|| + |𝑉 | + 𝑑|𝑉 |) (𝑡||𝐻|| ⋅ ||𝑋|| + 𝑇𝑑|𝑉 |) 

In most cases, we find that the runtime of the attack is positively cor-
related with the size of the nodes, and the runtime is longer when the 
node size is larger. For example, the numbers of nodes in descending 
order are DBLP-CA, Pubmed, ModelNet40, Citeseer, Cora_ML, Cora, and 
NTU, and the runtimes in descending order are ModelNet40, Citeseer, 
Cora_ML, NTU, and Cora. There is an exception where NTU> Cora. 
Intuitively, NTU is two-featured data, and HGNNs spend a longer time 
processing two-featured data than single-featured data [65].

5.6. Ablation experiment

5.6.1. Ablation study on different budgets
We further investigate the performance of various attacks under 

different budgets to verify the effectiveness of MGHGA. In this pa-
per, budget represents the number of node features modified by the 
attacker, higher the budget higher is the number of node features 
manipulated by the attacker.

As shown in Fig.  4, we observe that MGHGA achieves satisfactory 
results with different budgets in all datasets. In Fig.  4(n), the CSR of 
FGA, EpoAtk-E and MGHGA are {87.64%, 85.82%, 85.29%}, {86.98%, 
85.20%, 85.03%} and {86.62%, 84.19%, 84.14%} when the budget 
factor 𝜆 are {0.01, 0.05, 0.1}, respectively.

Furthermore, we investigated the effect of the budget on two con-
strained attacks (FGA-D and MGHGA-D). Fig.  4 shows that the increase 
in budget can negatively affect the constrained attacks. As an example, 
the CSR of FGA-D and MGHGA-D are {88.36%, 87.54%, 87.88%} and 
{88.12%, 86.97%, 87.40%} in Fig.  4(g), when 𝜆 is {0.01, 0.05, 0.1}. We 
postulate that the larger degree nodes (FGA-D and MGHGA-D attack 
the node with the larger node degree each time) have a limited im-
pact on the attack performance. FGA-D and MGHGA-D attack features 
do not positively impact the attack when the budget is too large. 
As the budget increases, the CSR of restricted attacks decreases and 
then increases (lower CSR represents better performance), which is 
particularly evident for the Cora and ModelNet40 datasets.

5.6.2. Ablation study on 𝐾 and 𝜀
Fig.  5 shows the performance of our proposed attack for different 

parameters 𝐾. HGNN-KNN uses the 𝐾 nearest neighbor method to 
select the neighbor nodes of each node. Specifically, for each node, it 
selects the nearest 𝐾 neighbor nodes as its set of neighbors.

We observe that the performance of MGHGA is independent of 
the victim model HGNN-KNN parameter 𝐾, i.e., MGHGA still reduces 
the accuracy of HGNN-KNN regardless of 𝐾. For example, for NTU, 
MGHGA-D and MGHGA reduce the accuracy of {2.08%, 3.84%, 1.51%}, 
and {3.90%, 4.27%, 3.81%}, respectively, when 𝐾 is {5, 10, 15}. 
Additionally, the CSR of attacks is positively related to the accuracy of 
HGNNs in clean hypergraphs for most cases. In other words, if HGNNs 
have high accuracy in clean hypergraph classification, then HGNNs also 
have high accuracy in perturbed hypergraph classification.

Next, we investigate the effect of parameter 𝜀 on our attack, and 
the results are shown in Fig.  6. HGNN-𝜀 uses the 𝜀-neighbor method 
to select the neighbor nodes of each node. Specifically, for each node, 
it selects all neighboring nodes with a distance within 𝜀 as its set of 
neighbors.

For each dataset, MGHGA can achieve reduced HGNN-𝜀 CSR. Specif-
ically, the average performance of MGHGA-D and MGHGA in Citeseer 
is 3.03% and 4.43% under all 𝜀, respectively. The above results indicate 

that the victim model parameters do not affect our attack. Previous 
work has shown that the parameters 𝐾 and 𝜀 do not affect the per-
formance of HGNNs on classification tasks, i.e., HGNNs have good 
stability [6]. We hypothesize that the parameters 𝐾 and 𝜀 do not affect 
our attack due to the stability of HGNNs.

5.6.3. Ablation study on different decay factors
The decay factor 𝜇 is an important parameter of our attack, as 

depicted in Fig.  7. Note that the MGHGA degrades to FGA when 𝜇= 
0. We observe that the attack performance first increases and reaches 
a plateau or decreases as 𝜇 increases. For example, in Fig.  7(a) with 
NTU-1, the CSR of MGHGA is {72.11%, 71.21%, 71.23% } when 𝜇 is 
{0, 1, 1.4}, respectively. In addition, our attack performs best when 
𝜇 = 1 for discrete and continuous feature datasets in most cases. 
Intuitively, when 𝜇 is small, the momentum gradient mainly depends 
on the gradient of the HGNNs at the 𝑡 moment, and the performance 
of MGHGA is similar to that of the normal gradient attack FGA. As 𝜇
increases, the gradient of the MGHGA depends on the gradients of the 
previous moments and the current moment, and this combining of the 
gradients starts to improve the performance of the MGHGA. However, 
as 𝜇 continues to increase, the momentum gradient relies heavily on 
the gradient of the previous moments and ignores the feedback from 
the gradient of the latest moment, and MGHGA performance degrades. 
The above results indicate that we can improve the attack performance 
by using the momentum gradient.

5.6.4. Transferability of MGHGA
Many previous works have assumed that the victim model and 

the surrogate model maintain the same knowledge and deep learning 
model, hence the attack lacks realism. In order to investigate the effects 
of victim modeling and surrogate modeling on the effectiveness of 
MGHGA attacks, we verify the transferability of our attack.

The confusion matrix (Fig.  8) illustrates the performance of MGHGA 
for various surrogate and victim models. Note that the various com-
binations of surrogate and victim models do not affect the MGHGA 
performance. Specifically, for Citeseer, the performance of MGHGA 
improved by 0.16% when the surrogate model and victim models are 
HGNN-KNN and HGNN-𝜀, respectively. We believe that MGHGA com-
pletes the attack before the victim HGNNs are trained and do not need 
to access the training parameters of the victim model, so the choice 
of surrogate and victim models does not affect the performance of 
MGHGA. In addition, there are differences in the way the hypergraphs 
of HGNN-KNN and HGNN-𝜀 are modeled, making their accuracies in 
the classification task different, and the MGHGA performance differs 
under different combinations of HGNNs.

5.6.5. Case study - MGHGA performance under other metrics
This section conducts a case study to validate the effectiveness of 

MGHGA using MAE and Logloss metrics in Cora and NTU datasets. 
Where, the performance is verified in Cora and NTU in node classi-
fication and visual object classification tasks, respectively. The results 
are shown in Table  6.

In Cora and NTU, MGHGA achieves the highest attack scores in 
both MAE and Logloss metrics, indicating that its attack performance 
is significantly better than other baseline methods. For example, in the 
NTU dataset (HGNN-𝜀), MGHGA’s MAE (0.17) and Logloss (1.49) are 
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Fig. 4. The attack performance under different budget factors 𝜆. The larger the 𝜆 the larger the number of node features modified by the attack.

Table 6
Performance of several types of attacks under MAE and LogLoss. For MAE and LogLoss, the higher the attacker score, the better the attack 
performance. For all cases, the best results are given in bold style. 
 Datasets HGNN-KNNs Metric Random NDA FGA-D FGA EpoAtk-E MGHGA-D MGHGA 
 
Cora

HGNN-KNN MAE 0.12 0.14 0.22 0.26 0.27 0.25 0.30  
 Logloss 1.34 1.65 2.02 2.12 2.19 2.10 2.26  
 HGNN-𝜀 MAE 0.11 0.16 0.23 0.26 0.26 0.24 0.29  
 Logloss 1.35 1.69 2.06 2.13 2.15 2.08 2.18  
 
NTU

HGNN-KNN MAE 0.09 0.11 0.13 0.15 0.16 0.14 0.18  
 Logloss 0.91 1.07 1.35 1.40 1.49 1.40 1.56  
 HGNN-𝜀 MAE 0.08 0.11 0.14 0.15 0.15 0.14 0.17  
 Logloss 0.89 1.11 1.30 1.33 1.42 1.32 1.49  
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Fig. 5. The attack performance for different parameters 𝐾. The parameter 𝐾 denotes the number of nodes connected to the same hyperedge.

Fig. 6. The attack performance for different parameters 𝜀. The larger the 𝜀, the larger the number of hyperedge connected nodes.

higher than all the compared methods, and it is especially advantageous 
to graph-based methods (e.g., FGA, NDA).

The above results indicate that compared with traditional graph at-
tack methods (e.g., FGA), MGHGA more efficiently destroys the higher-
order correlation properties of the hypergraph by adaptively adjusting 
the hyperedge perturbation strategy through the momentum gradient.

6. Conclusions and future work

Our work shows that HGNNs are vulnerable to untargeted poisoning 
attacks. This paper presents the first untargeted attack on HGNNs, 
denoted MGHGA. Considering the training differences between HGNN 
and GNNs, MGHGA uses surrogate models to modify node features 
before hypergraph modeling. Specifically, MGHGA uses the momentum 

gradient mechanism to select the features of the attack nodes. MGHGA 
uses different methods to update discrete and continuous features in the 
feature generation module. Extensive experimental results show that 
MGHGA can achieve good attack performance in node and visual object 
classification tasks.

In this paper, we only discuss the vulnerability of HGNNs. However, 
MGHGA has drawbacks. For example, MGHGA is a white-box attack 
that accesses the HGNNs’ training parameters during the attack pro-
cess. Sometimes, the attacker can only access specific or none of the 
parameters, leading to the failure of MGHGA. In future work, we will 
consider two main aspects: (1) investigating the robustness of HGNNs 
against gray-box and black-box attacks, and (2) improving the HGNNs’ 
robustness against untargeted attacks. We hope that MGHGA is the first 
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Fig. 7. The attack performance for different decay factors 𝜇. The 𝜇 represents the momentum gradient depends mainly on whether the gradient of the HGNNs is at the current 
moment or at a previous moment. To facilitate the presentation of the results, ‘-1’ and ‘-2’ in the legend denote the results under MGHGA-D and MGHGA, respectively. For example, 
cora-1 denotes the results of MGHGA-D under the cora dataset.

Fig. 8. The transferability of MGHGA. The 𝑥-axis represents the victim model, and the 𝑦-axis represents the surrogate model.

step in opening up novel research avenues for studying HGNN attacks 
and defenses.
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