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ABSTRACT

Recommender systems (RS) are widely used in e-commerce for per-
sonalized suggestions, yet their openness makes them susceptible to
shilling attacks, where adversaries inject fake behaviors to manipu-
late recommendations. Most existing defenses emphasize user-side
behaviors while overlooking item-side features such as titles and de-
scriptions that can expose malicious intent. To address this gap, we
propose a two-stage detection framework that integrates item-side
semantics via large language models (LLMs). The first stage pre-
screens suspicious users using low-cost behavioral criteria, and the
second stage employs LLM-based auditing to evaluate semantic con-
sistency. Furthermore, we enhance the auditing model through rein-
forcement fine-tuning on a lightweight LLM with carefully designed
reward functions, yielding a specialized detector called Semantic-
Shield. Experiments on six representative attack strategies demon-
strate the effectiveness of SemanticShield against shilling attacks,
and further evaluation on previously unseen attack methods shows
its strong generalization capability. Code is available at https:
//github.com/FrankenstLee/SemanticShield.

1. INTRODUCTION

Recommender systems have become indispensable in mitigating
information overload, enabling users to access relevant content
through personalized suggestions [1, 2]. Collaborative filtering (CF)
has long been the dominant paradigm [3, 4], but its reliance on
user data also exposes it to adversarial manipulations, particularly
shilling attacks [5], where fake user profiles are injected to promote
target items and undermine system reliability. To address this issue,
numerous detection methods have been proposed. For example,
Mehta and Nejdl [6] applied unsupervised dimensionality reduction
techniques to separate anomalous user profiles from genuine ones
in the latent space, while DeR-TIA [7] employed rating deviation
metrics together with target item analysis to identify coordinated
group attacks. Building on user–item interactions, CoDetector [8]
constructed a co-visitation graph to capture suspicious behaviors
and item-level collusion patterns. More recently, DGA-MFCA [9]
leveraged multi-dimensional user representations and synchronized
rating behaviors to detect subtle collusion. Despite their effec-
tiveness against classical attacks, these approaches still face notable
limitations: (1) reliance on heuristic priors, limiting generalization to
novel strategies such as reinforcement learning–based attacks [10];
(2) exclusive reliance on user-side behaviors, overlooking item-side
semantics that could reveal incoherent user activities [11]; and (3)
high false-positive rates, which degrade user experience.

Recent advances in large language models (LLMs) provide new
opportunities for attack detection [12]. LLMs excel at semantic rea-
soning and contextual understanding, and have shown effectiveness
in recommender-related tasks [13, 14]. Building on these strengths,

we propose a two-stage “behavioral pre-screening and semantic
auditing” framework. In the first stage, a PCA-based [15] similarity
filter is applied to flag users with unusually high similarity to others,
followed by an unpopular-item ratio filter used to identify users who
overly focus on low-popularity items. In the second stage, LLMs
audit user interaction histories to further screen suspicious users.
Furthermore, reinforcement fine-tuning (RFT) is adopted to enhance
detection performance. Unlike supervised fine-tuning, which only
memorizes the data patterns [16], RFT can achieve the general-
ization based on rule-based reward signal in different downstream
tasks, such as Group Relative Policy Optimization (GRPO) [17].
Building on this, we fine-tune Qwen2.5-1.5B-Instruct [18] with
carefully designed reward functions for malicious user detection,
thereby deriving SemanticShield. SemanticShield surpasses Llama-
3-70B-Instruct [19] in auditing accuracy, yielding a robust and
specialized detector against diverse shilling attacks.

Our contributions are three-fold: (1) We propose a novel LLM-
based detection framework that incorporates item-side semantics
into shilling attack identification, addressing a critical gap in prior
work. (2) We conduct comprehensive experiments on real-world
datasets across multiple representative attack strategies, demonstrat-
ing the strong generalization ability of LLM-based detection. (3)
We fine-tune Qwen2.5-1.5B-Instruct using GRPO reinforcement
learning, yielding an expert-level auditing model that consistently
surpasses state-of-the-art baselines in detection effectiveness.

2. APPROACH

2.1. Definition of Shilling Attack

Let U and I denote the sets of users and items, respectively. The
user–item interactions can be represented as a matrix R ∈ R|U|×|I|,
where Rui > 0 indicates that user u has interacted with item i.
A recommender system then trains a model fθ on R to learn user
and item embeddings for predicting user–item interactions, formally
defined as:

θ∗ = argmin
θ

Lrec
(
fθ(R)

)
, (1)

where θ∗ is the learned parameter set of the recommender, and Lrec

denotes the recommendation objective function, e.g., the Bayesian
Personalized Ranking (BPR) loss [20].

In a shilling attack, an adversary manipulates a subset of users
UM by generating synthetic interactions RM and injecting them into
the training process. The recommendation model is subsequently
optimized on the contaminated data R ∪ RM , which can be formu-
lated as a bi-level optimization problem:

RM = argmax
RM

Lattack(R ∪RM , θ∗) ,

s.t. θ∗ = argmin
θ

Lrec(fθ(R ∪RM )) .
(2)
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where Lattack represents the attacker’s objective function, which mea-
sures the success of poisoning in terms of promoting the ranking
positions of a target item set It ⊆ I.

2.2. Stage I: Behavior-Only Pre-screening

To alleviate the burden on the downstream LLM auditor, a candidate
set of potentially suspicious users is first identified based solely on
rating behaviors. To this end, the following filtering methods are
applied to the full interaction data R ∪RM in this stage.

PCA Similarity Filter. Each user’s interaction vector is pro-
jected via PCA, and similarity between all user pairs is computed.
Users whose similarity to any other user exceeds a threshold δ are
flagged:

SPCA = {u ∈ U | ∃v ∈ U , v ̸= u, s(u, v) > δ } , (3)

where s(u, v) denotes the cosine similarity between users u and v in
the PCA-projected space.

Unpopular-Item Ratio Filter. Define item popularity as
pop(i) =

∑
u∈U I[Rui > 0], and let Iunpop denote the set of

items in the lowest popularity percentile. For each user u, let
I(u) = { i ∈ I | Rui > 0 } be the set of items interacted with by u.
Users whose unpopular-item ratio exceeds threshold τ are flagged:

SUNPOP =

{
u ∈ U

∣∣∣∣ |I(u) ∩ Iunpop|
|I(u)| ≥ τ

}
. (4)

The final candidate set is formed as S = SPCA ∪ SUNPOP, and
these users are passed to the LLM auditor, while those in U \ S are
considered genuine.

2.3. Stage II: Open-Source LLM Auditing

Given the candidate set S from Stage I, we employ an LLM (Llama-
3-70B-Instruct) to further audit user behavior. To standardize the in-
teraction with the LLM, the following prompt template is designed:

Prompt Template for LLM

System prompt:
Role: You are a behavioral auditor within an adversarial recom-
mender system.
Guidelines: <Prior knowledge>
Report the following:
1. Detailed reasoning process.
2. <Judgment format>
Please respond in exactly the following format:
<Response template>
User content:
Item1 (features); Item2 (features); . . .; ItemN (features).

In the above prompt, <Prior knowledge> offers context about
genuine user behaviors within the specific recommender system.
<Judgment format> specifies the judgment format to be provided,
and <Response template> defines a structured answer format to
ensure consistency and facilitate reliable parsing.

In Stage II, the <Judgment format> requires the LLM to return
a confidence score from 1 to 5, indicating the likelihood that a given
user is genuine. This design leverages the larger parameter scale
of Llama-3-70B-Instruct to handle more complex reasoning tasks,
thereby reducing the risk of misclassification.

Based on this prompt, for each user u ∈ S, an interaction se-
quence su is constructed by extracting all items i with Rui > 0

from the user’s interaction history Ru. For each such item, the cor-
responding item-side features (e.g., titles and descriptions) are also
retrieved and concatenated with the interaction sequence. The LLM
then analyzes su under the guidance of <Prior knowledge> and re-
turns a confidence score ru ranging from 1 to 5, where higher values
indicate stronger alignment with benign behavior. Binary labels are
assigned by thresholding: users with ru ≥ 3 are regarded as gen-
uine, while those with ru < 3 are regarded as fake. The final set of
malicious users is thus defined as F = {u ∈ S | ru < 3}.

2.4. SemanticShield: Fine-Tuning via GRPO

To improve the classification accuracy in Stage II, the Qwen2.5-
1.5B-Instruct model is fine-tuned using GRPO, resulting in our spe-
cialized detector SemanticShield. The prompt schema used in this
stage is consistent with the template introduced in § 2.3, where the
<Judgment format> requires the model to output a discrete label
of either Real or Fake. This design simplifies the reasoning task for
the smaller model and reduces the risk of overfitting during RFT.
Specifically, the <Response template> is structured as follows:

<think> reasoning text </think>
<answer> Real or Fake </answer>

To guide training, we design a composite reward signal that en-
courages outputs to be structurally valid, logically coherent, and be-
haviorally accurate. The reward consists of four components:

A structure reward rformat, which is given when the model’s out-
put strictly conforms to the <Response template> format.

A clarity reward rclarity, which encourages interpretable reason-
ing by applying a regex-based matching of the reasoning text ex-
tracted from the model’s output. The model is rewarded if the rea-
soning follows an enumerated step format (e.g., 1. First step; 2. Sec-
ond step; 3. Third step; . . .).

A consistency reward rconsist, which penalizes cases where the
reasoning content contradicts the final decision. For example, if the
model’s answer is Real while the extracted reasoning text explicitly
states that the sample is Fake, a penalty is applied.

A task reward rtask, which serves as the primary supervision sig-
nal. It is obtained by comparing the predicted label y, which is ex-
tracted from the answer field of the model’s output o, against the
ground truth y⋆. The reward is formally defined as:

rtask(o, y
⋆) =


+R1, if y = y⋆

−R1, if y ̸= y⋆ and y⋆ = Real
−R2, if y ̸= y⋆ and y⋆ = Fake

(5)

with R2 > R1 > 0, assigning stronger penalties to false negatives.
This design underscores the critical importance of accurately identi-
fying malicious users.

Based on the prompt template and interaction history su from
each user u, a task-specific query qu is constructed. For each query,
the LLM generates a group of candidate outputs {o1, . . . , oG}, with
G denoting the maximum number of candidates, each representing
a possible response under the current model. A scalar reward ri
is computed for each output oi, aggregated from the four reward
components introduced above, as follows:

ri = rformat(oi) + rclarity(oi) + rconsist(oi) + rtask(oi, y
⋆) (6)

After obtaining the rewards, GRPO normalizes them within each
sampled group and computes relative advantages using the group av-
erage as the baseline. The model is then updated to maximize the
likelihood of outputs with higher relative rewards under KL regular-
ization, thereby aligning generation with the reward signals.



Table 1: Detection performance (DR / FAR) of all methods against six representative shilling attacks on ML-1M, MIND, and
Clothing datasets. Average results are included to assess overall detection robustness, and the best results are in bold.

Dataset Method Random(%) Bandwagon(%) GTA(%) PoisonRec(%) PipAttack(%) CLeaR(%) Avg.(%)

DR↑ FAR↓ DR↑ FAR↓ DR↑ FAR↓ DR↑ FAR↓ DR↑ FAR↓ DR↑ FAR↓ DR↑ FAR↓

ML-1M

PCA-VarSelect 53.33 16.04 75.00 16.37 0.00 17.17 0.00 17.02 0.00 17.07 0.00 17.09 21.39 16.79
CBS 93.33 1.59 95.00 1.59 95.00 1.59 95.00 1.59 96.67 1.59 95.00 1.59 95.00 1.59

GAGE 0.00 27.63 100.00 23.21 95.00 24.85 46.67 19.22 0.00 27.15 0.00 27.17 40.28 24.87
DGA-MFCA 100.00 11.95 28.33 11.89 100.00 11.69 100.00 0.00 10.00 12.40 15.00 12.40 58.89 10.06

Llama-3-70B-Instruct 89.66 0.72 93.33 0.71 96.67 0.70 91.53 0.71 93.33 0.75 91.67 0.73 92.70 0.72
SemanticShield 100.00 0.10 100.00 0.10 100.00 0.07 100.00 0.07 100.00 0.05 100.00 0.03 100.00 0.07

MIND

PCA-VarSelect 96.67 44.01 0.00 46.18 0.00 42.35 100.00 43.59 3.33 44.52 5.00 44.67 34.17 44.22
CBS 93.33 1.59 81.67 1.74 96.67 1.59 86.67 1.66 80.00 1.71 80.00 1.74 86.39 1.67

GAGE 91.67 0.33 96.67 0.40 90.00 0.33 83.33 29.69 68.33 0.35 70.00 0.40 83.33 5.25
DGA-MFCA 0.00 32.96 100.00 9.16 100.00 0.00 100.00 27.10 95.00 14.97 93.33 18.33 81.39 17.09

Llama-3-70B-Instruct 85.00 0.73 96.67 0.88 98.33 0.71 91.67 1.12 68.97 1.22 75.86 1.18 86.08 0.97
SemanticShield 100.00 0.22 100.00 0.22 100.00 0.25 100.00 0.23 98.33 0.26 98.33 0.23 99.44 0.24

Clothing

PCA-VarSelect 78.33 31.01 0.00 31.79 0.00 31.56 80.00 31.09 0.00 32.35 0.00 32.30 26.39 31.68
CBS 95.00 1.59 80.00 1.74 93.33 1.59 26.67 2.32 88.33 1.66 78.33 1.74 76.94 1.77

GAGE 85.00 17.42 88.33 1.04 96.67 0.89 86.67 17.12 90.00 1.24 86.67 1.04 88.89 6.46
DGA-MFCA 0.00 7.68 96.67 9.29 100.00 3.96 0.00 7.68 98.33 6.92 95.00 10.35 65.00 7.65

Llama-3-70B-Instruct 98.31 2.23 78.33 2.34 100.00 2.68 95.00 2.41 100.00 2.20 77.97 1.87 91.60 2.29
SemanticShield 100.00 0.53 98.33 0.48 100.00 0.51 100.00 0.53 100.00 0.48 100.00 0.53 99.72 0.51

3. RESULTS AND DISCUSSION

3.1. Experimental Datasets and Attack Settings

In order to demonstrate the effectiveness of the proposed approach,
experiments are conducted on the following datasets:
ML-1M [21] The dataset contains 1,000,209 ratings from 6,040
users on approximately 3,900 movies. It includes movie informa-
tion such as title, genre, and release year.
MIND [22] The dataset is the MIND-small subset with 50,000 users
and approximately 39,860 news articles. Each article provides tex-
tual fields such as title, abstract and other related information.
Clothing [23] The dataset is selected from the Clothing, Shoes and
Jewelry category of Amazon Reviews’23, which contains about 2.5
million users and 715 thousand products. The 10,560 most active
users are retained to reduce computational costs. Each products pro-
vides metadata such as description, brand, and price.

In the attack scenario, LightGCN [4] is adopted as the victim
recommender model fθ , as defined in § 2.1. For each dataset, five
items are randomly selected to form the target item set It ⊆ I,
and the number of malicious users UM is defined as 1% of the total
number of genuine users. Each malicious user is assigned a fixed
quota of synthetic interactions, determined by the average number
of items interacted with by genuine users.

Based on this setup, six representative shilling attack methods
are employed to generate fake users. The earlier methods such
as RandomAttack [24] and BandwagonAttack [5] are primarily
heuristic-driven. In contrast, more recent approaches including
PoisonRec [10], PipAttack [25], GTA [26] and CLeaR [27] lever-
age deep learning techniques to construct more sophisticated and
effective attacks.

3.2. Baseline Models and Metrics

The proposed approach is compared with the following baselines:
PCA-VarSelect [6] A method that detects anomalous users using
dimensionality reduction techniques.
CBS [28] A method that leverages the propagation of anomalous
behavior to detect shilling attacks.

Table 2: Generalization performance of SemanticShield on
unseen attacks across ML-1M, MIND, and Clothing datasets.

Dataset GOAT(%) FedRecAttack(%)

DR↑ FAR↓ DR↑ FAR↓

ML-1M 100.00 0.07 100.00 0.10
MIND 100.00 0.25 98.33 0.23

Clothing 96.67 0.51 98.33 0.51

GAGE [29] A method that applies graph embeddings and clustering
techniques to detect group shilling attacks.
DGA-MFCA [9] A method that models multi-dimensional user be-
haviors and captures collusive patterns via dual graph aggregation.

Detection performance is evaluated using Detection Rate (DR)
and False Alarm Rate (FAR). DR measures the proportion of fake
users correctly identified, while FAR measures the proportion of
genuine users mistakenly classified as fake. In addition, recommen-
dation quality is assessed with Hit Ratio (HR@N ) and Normalized
Discounted Cumulative Gain (NDCG@N ), where N denotes the
length of the top-N recommendation list. HR@N indicates whether
the item a user actually interacted with appears in the top-N list, and
NDCG@N further accounts for its position, assigning higher scores
when the item ranks closer to the top.

3.3. Training Data Preparation

Each clean dataset is first partitioned into training and test sets. For
the training set, each of the six attack methods is executed three
times, with target items drawn from the unpopular, popular, and
random popularity categories, respectively, yielding three malicious
user groups per method. Across all six methods and three datasets,
a total of 54 groups collectively constitute the complete set of mali-
cious users for training, alongside an equal number of genuine users
randomly sampled from each training set. For each user, we con-
struct their interaction history, assign the appropriate label and use
the resulting data to fine-tune the LLM as described in § 2.4.



Table 3: Average recommendation consistency (RCHR, RCNDCG) before and after defenses across three datasets. Each cell shows the
consistency percentage relative to clean training, with original HR@50 and NDCG@50 in parentheses.

Setting
ML-1M(%) MIND(%) Clothing(%)

RCHR(HR@50) RCNDCG(NDCG@50) RCHR(HR@50) RCNDCG(NDCG@50) RCHR(HR@50) RCNDCG(NDCG@50)

Clean - (34.654) - (25.358) - (11.542) - (6.408) - (2.573) - (1.481)
Attack 99.09% (34.337) 98.95% (25.093) 99.74% (11.513) 99.41% (6.370) 95.93% (2.468) 97.91% (1.450)

Llama-3-70B-Instruct 99.28% (34.404) 99.56% (25.247) 99.90% (11.530) 99.84% (6.398) 97.75% (2.515) 97.19% (1.438)
SemanticShield 99.55% (34.499) 99.82% (25.313) 99.66% (11.503) 99.92% (6.403) 99.10% (2.550) 99.19% (1.469)
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Fig. 1: Impact of δ and τ on Pre-screening Performance on
ML-1M, averaged over six representative attacks.

3.4. Overall Performance

We evaluate the detection performance of different methods under
six representative shilling attacks, reporting DR, FAR and their aver-
ages across all attack strategie. As shown in Table 1, PCA-VarSelect
and GAGE exhibit unstable performance: although they sometimes
achieve high DR, their FAR is often unacceptably high. DGA-
MFCA also yields strong DR in some cases but suffers from moder-
ate to high FAR. CBS performs reasonably well, with low FAR and
decent average DR, but its results vary considerably across datasets
and attacks. In contrast, the Llama-3-70B-Instruct model achieves
consistently high DR and low FAR, demonstrating strong overall
effectiveness. Furthermore, our SemanticShield model improves
detection even further, reaching near-perfect DR with negligible
FAR and achieving the best overall results. These findings highlight
the robustness of LLM-based semantic auditing, particularly when
enhanced with reinforcement fine-tuning.

To further assess generalization capability, SemanticShield is
additionally evaluated against two attack strategies that were not in-
cluded during training, namely GOAT [30] and FedRecAttack [31].
As shown in Table 2, SemanticShield consistently achieves high DR
while keeping FAR at a negligible level, indicating strong robustness
to previously unseen attacks and addressing the limited generaliza-
tion of traditional methods.

Beyond detection effectiveness, we assess recommendation
quality using HR@50 and NDCG@50, and further examine con-
sistency through RCHR and RCNDCG, which measure the relative
HR@50 and NDCG@50 compared with clean training, both in the
attacked setting and after LLM auditing. All values are averaged
over six representative attack strategies. As shown in Table 3, both
Llama-3-70B-Instruct and our SemanticShield maintain recommen-
dation performance at nearly 100% consistency, indicating that the

30 40 50 60 70 80 90 100
ml-1M

MIND

Clothing

Recognition Accuracy (%)

Before Finetune After Finetune

Fig. 2: Recognition accuracy before and after finetuning.

ranking quality is almost unaffected. In addition, SemanticShield
achieves slightly higher RCHR and RCNDCG across datasets, reflect-
ing that its high detection accuracy leads to negligible impact on
recommendation performance.

3.5. Ablation Study

Figure 1 shows the averaged pre-screening performance over six at-
tacks on ML-1M, illustrating the effect of hyperparameters δ and τ .
The results indicate that both DR and FAR remain stable across a
wide range of values. Importantly, the pre-screening stage can fil-
ter out nearly all fake users while sacrificing only a small fraction
of genuine ones, ensuring a reliable candidate set S for subsequent
LLM auditing.

To evaluate the impact of GRPO, we measure the recognition ac-
curacy of Qwen2.5-1.5B-Instruct on the candidate set S before and
after fine-tuning. As shown in Figure 2, the model is tested on all
three datasets, where accuracy is measured as the proportion of users
in S whose labels are correctly identified. It is observed that fine-
tuning substantially improves detection, achieving over 95% accu-
racy across datasets. This finding confirms the critical role of GRPO
in ensuring reliable detection.

4. CONCLUSION

In this paper, we explore the use of LLMs to detect shilling attacks
in recommender systems. A two-stage framework is proposed that
integrates behavioral pre-screening with LLM-based semantic au-
diting, addressing the limitation of prior methods that overlooked
item-side semantics. Furthermore, we enhance auditing with rein-
forcement learning fine-tuning. Experiments on three public datasets
demonstrate that our approach consistently outperforms state-of-the-
art methods while maintaining strong recommendation performance,
and further evaluations on unseen attack strategies confirm its strong
generalization capability.
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