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ABSTRACT Federated Learning (FL) has recently attracted considerable attention in internet of things, due
to its capability of enabling mobile clients to collaboratively learn a global prediction model without sharing
their privacy-sensitive data to the server. Despite its great potential, a main challenge of FL is that the training
data are usually non-Independent, Identically Distributed (non-IID) on the clients, which may bring the
biases in the model training and cause possible accuracy degradation. To address this issue, this paper aims to
propose a novel FL algorithm to alleviate the accuracy degradation caused by non-IID data at clients. Firstly,
we observe that the clients with different degrees of non-IID data present heterogeneous weight divergence
with the clients owning IID data. Inspired by this, we utilize weight divergence to recognize the non-IID
degrees of clients. Then, we propose an efficient FL algorithm, named CSFedAvg, in which the clients with
lower degree of non-IID data will be chosen to train the models with higher frequency. Finally, we conduct
simulations using publicly-available datasets to train deep neural networks. Simulation results show that the

proposed FL algorithm improves the training performance compared with existing FL protocol.

INDEX TERMS Federated learning, mobile edge computing, client selection.

I. INTRODUCTION

With the rapid advancement of Internet of Things (IoT),
a large volume of data has been generated at local devices
[1]. These large amounts of data can be utilized to obtain
useful information for the detection, classification and the
prediction of future events [2]. However, due to the limited
network bandwidth and the privacy concerns, it is usually
impractical to transfer all the data from local devices to a
remote server for processing. Fortunately, the emerging of
mobile edge computing (MEC) [3], [4] makes it possible to
realize the local data storing and processing at the network
edges, as the edge nodes such as mobile devices, home gate-
ways, or small cells, are in general equipped with the storage
and computation capabilities. In this context, multiple edge
nodes can work together with the remote cloud to perform
data processing, involving both local processing at the edge
nodes and global coordination at the remote cloud.
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To obtain useful information from big data in IoT, machine
learning techniques are often applied [5]-[7]. Particularly,
Federated Learning (FL) [8], [9], also known as federated
optimization, allows multiple parties to collaboratively train
a model without data sharing and gathering, fitting well with
the local data storing and processing in IoT. To collabora-
tively learn a shared prediction model while keeping all the
data on the local devices, FL iteratively asks the participating
nodes, which are also referred to as clients, to download a
trained model from the server, train their own models based
on their local data, and update the model parameters to the
server, followed by letting the server aggregate the clients’
updates to further improve the model. FL ensures the safety of
the users’ privacy because data never leave the clients during
the whole process [10].

Due to the aforementioned advantages, FL has recently
been widely applied in IoT and mobile edge computing
[11]-[16]. For example, [14] uses FL to train deep reinforce-
ment learning agents in a distributed manner. The work in
[15] improves the next word predictions of Google keyboard
through FL. Reference [16] builds a large scale FL system
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in the domain of mobile devices. However, as the training
data on a given client typically relies on the usage of the
mobile device by a particular user, the client’s local dataset
may not be representative of the population distribution,
i.e., non-independent and identically distribution (non-IID).
Such an imbalanced data distribution incurred by non-IID
data will bring the biases in the model training, and may
cause an accuracy degradation of FL [8], [17]-[24]. To
explore the influence of non-IID data on FL, [8] proposes a
communication-efficient FL algorithm, named FedAvg, and
evaluates its performance on non-IID MNIST dataset. Later,
[19] shows that FedAvg on non-IID CIFAR-10 dataset has
37% accuracy loss.

To improve the training performance on non-IID data, [19]
proposes that the public data could be distributed to clients
such that the clients’ data become IID. However, clients are
in general reluctant to install unknown data on their devices
for security reasons. The work in [22] proposes a Hybrid-FL
scheme, which allows a few number of clients to upload their
data to a FL server. As such, an approximate IID dataset can
then be constructed even if data on each client is non-IID.
The server then updates the model using the data gathered
from the clients, and aggregates it with the models trained
locally using clients’ non-IID data. However, the random
selection of clients to upload their data may not form the
IID dataset, due to the heterogeneous of clients on their data.
The work in [24] assumes that the clients are willing to send
their data distribution/label information to the server. Based
on this, [24] uses mediators to reschedule the training of
clients, so as to improve the accuracy of FedAvg on imbal-
anced data. However, clients might still be reluctant to share
their data distribution or class with others, for the privacy
reasons.

Depending on the applications of devices, clients usually
have different classes and amounts of data. As such, the data
owned by the clients in general appear heterogeneity non-1ID
degrees. Intuitively, to improve the accuracy, the clients with
lower degree of non-IID data should participate in training
with higher frequency. However, few work studies how to
identify the non-IID degrees of the data at clients. Although
client selection problem [25]—[28] has also been studied in the
literature, none of them considers it from the perspective of
their non-1ID degrees of data. For example, [25] formulates a
joint learning, wireless resource allocation, and user selec-
tion problem, to minimize the FL loss function. However,
it mainly considers the communication effects on the training,
while ignoring the heterogeneity of their data distribution.

Considering the above issues, this paper mainly aims
to propose a novel FL algorithm, which can efficiently
improve the accuracy based on non-IID data. Similar to [19],
we assume that there exists a limited amount of approxi-
mately uniform data, which could be gathered from clients
(e.g., 1% of the collection of the data from clients) or public
available data. Based on this dataset, we propose a novel FL
algorithm, named CSFedAvg, so as to efficiently leverage the
clients with uniform data distribution. Particularly, we define
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weight divergence to recognize the non-IID degrees of the
data owned by clients, i.e., the larger the divergence with
the model trained by IID data, the higher the non-IID degree
of the data in clients. Then, we propose a client selection
mechanism, where the clients with lower degree of non-1ID
data could be selected to participate in FL with much higher
frequency.

The main contribution of the paper can be summarized as

follows:

o« We define weight divergence between clients, and
observe that larger value of weight divergence indicates
higher non-IID degree of data at client.

« Based on weight divergence, we propose an efficient
client selection algorithm, in which clients with lower
non-I1ID degrees of data will be more often chosen in
training.

o An efficient FL algorithm, CSFedAvg, is then pro-
posed, which leverages the uniform distribution users
to alleviate the accuracy degradation caused by non-IID
data.

o We conduct simulations to confirm the effectiveness
of the proposed CSFedAvg on two public datasets,
CIFAR-10 and Fashion MNIST datasets.

The rest of the paper is organized as follows. Section II
introduces the system model and formulates the problem.
We present the proposed CSFedAvg algorithm in Section II1.
Section IV presents the simulation results. In Section V,
we describe the related works on FL. Finally, we conclude
the paper in Section VI.

Il. PRELIMINARY
In this section, we first briefly introduce the preliminary of

FL. Then, we describe the system model.

A. FEDERATED LEARNING

FL is a promising distributed machine learning technique that
enables mobile clients to collaboratively train a shared global
model without the requirement of uploading local data to a
central server. A typical training process of FL includes the
following steps [8], [9]: 1) the server generates the training
task, and initializes the parameters and global model to the
clients; 2) based on the global model, each client respectively
uses its local data to update the local model parameters,
and uploads its training model to the server; 3) the server
aggregates the local models, and updates the global model
to the clients. Repeat the above procedure, until the global
loss function converges or a desirable training accuracy is
achieved.

The FL training process can be used for multiple machine
learning models [33], [34], aiming at minimizing their
defined loss functions. Generally, machine learning models
are trained based on plenty of training samples which consist
of available data and corresponding labels. The loss function
of sample j can be defined as f(x;, y;, w), where X;, y; and w
are the vector of input sample, the corresponding label, and
current weight vector, respectively. We use fj(w) to denote
f(xj,y;, w) in short. The loss function F;(w) on dataset D;
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Similarly, the global loss function F(w) on the collection of
all the N datasets, D = vazl D;, can be written into

Y, Fi(w)

F(w) = :
(W) o

@)
which needs to be minimized.

Minibatch stochastic gradient descent (minibatch SGD)
can be used to solve the federated optimization. Denote
w;(t — 1) as the model of client i in round ¢ — 1. Then, client
model w;(¢) in the ¢-th round can be updated as follows,

wi(1) = wi(t — 1) — n; VF(wi(t — 1)) 3

where 7, is the learning rate in round ¢. Then, the server
aggregates the local models received from the clients, into
anew global model w(t). For example, FedAvg [8] generates
the global model using the weighted average of models of
clients, i.e.,

wit) =Y —wilt). )

B. SYSTEM MODEL

This paper considers a general IoT system, where there is a
server s and K edge nodes. We use K = {c1,c2,---,ck} to
denote the set of the K edge nodes. For each edge node ¢; € E,
suppose that it has a local dataset D;. For the simplicity,
we use | - | to denote the size of the dataset, and denote D
as the data collection of all the edge nodes, i.e. D = Ulel D;.
As edge nodes in general have the capabilities of performing
local data processing, the server can collaboratively work
with them to train a model over the data residing on them.
Similar to [25], for uplink, we assume each client transmits its
local FL model parameter to the server based on an orthogo-
nal frequency division multiple access (OFDMA) technique.
The downlink achieved by the BS when transmitting the
parameters of global FL. model to each client is constrained
by its bandwidth, transmission power and the interference.
As the communication issue is not the main concern of this
paper, we omit the details for the simplicity.

Unlike traditional distributed learning, datasets on clients
in FL have unique properties which make them imbalanced.
One of the properties is that the local data on clients are not
always IID. Several previous works [19] demonstrate that
the non-IID data can result in the accuracy loss of model
trained with FedAvg. Besides that, depending on the usage
of a particular user, the datasets owned by clients are usually
with different classes and amounts, appearing heterogeneous
non-IID degrees. Reference [19] further analyzes that the
accuracy reduction caused by extremely non-IID data is more
than slightly non-IID data. Inspired by this observation, there
are the following two questions:
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« How to differentiate the clients according to the degrees
of their non-IID data, and choose them in the model
training?

o If we let the clients with lower degree of non-1ID
data participate in the training more often than the
clients with higher degree of non-IID data, whether the
accuracy of FL can be improved or not?

Based on the above questions, this paper aims to design
a novel FL algorithm, named CSFedAvg, which identifies
the clients with heterogeneous degrees of non-IID data
and chooses them to participate in the training, aiming at
improving the accuracy of the learning models.

Ill. THE DESIGN OF CSFedAvg
In this section, we first introduce the divergence among

client models influenced by their heterogeneity data distribu-
tion. Then, we present the framework of the proposed algo-
rithm, named Client-Selected Federated Averaging (CSFe-
dAvg in short). Finally, we introduce the detail of the proposed
CSFedAvg.

A. OBSERVATION ON WEIGHT DIVERGENCE BETWEEN
CLIENT MODELS

Generally, the convergence trends of client models trained by
IID data are close with each other, because they should follow
the similar trend as the centralized training model using IID
data [19]. Hence, an intuition is that the divergence of models
between clients with all IID data should be smaller than one of
clients with non-IID data. Inspired by the above observations,
we define the weight divergence d,, () between client m and
n in the ¢-th iteration as follows,

W (1) — W ()|l
Iwa (@)l

where w,, (1), w,(¢) denote the weights of client m and client
n at the 7-th iteration.

To clarify whether the non-IID data of the client affects
its weight divergence with the client holding the IID-data,
we conduct a simulation to compare the weight divergences
of the clients. Particularly, we generate 100 clients, and
equally divide them into two sets, denoted by C; and C;
respectively. The clients in the first set C; are all with non-1ID
data, while the clients in C> hold IID data. Furthermore,
we set a new client denoted by co with IID data as a compa-
rable baseline. We calculate the weight divergences of these
100 clients with client cp during the training process using
the existing FedAvg. Then, we present the average weight
divergences of these two kinds of clients in each communi-
cation round. As shown in Fig. 1, we conduct simulations on
two datasets, CIFAR-10 [35] and Fashion MNIST [36]. It is
observed that the average weight divergence of the clients
with non-IID data is always higher than the clients with IID
data, which confirms our intuition. To further verify the above
observation, we also study the weight divergence of clients
to centralized training. As shown in Fig. 2, We present the
weight divergence of 10 clients with IID data, and 10 clients
with non-IID data, respectively. It is shown that the weight

Ay n(t) = , 5)
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FIGURE 1. The difference of weight divergence between clients with 11D
and non-IID data.

divergence of client with IID data to the centralized training
is always less than client with non-IID data. Furthermore,
the weight divergence of clients with IID data is very close
to each other.

The weight divergence can help us differentiate the
non-IID degrees of the data at clients, i.e., larger value of
weight divergence means higher non-IID degree of data in
client. To compare the weight divergences of clients in the
system, this paper introduces an auxiliary IID data at the
federated server, which severs as an auxiliary client with
IID data. Such auxiliary data can be collected from public
dataset or purchased from a small number of clients. These
data are trained at the federated server. After receiving the
local model from clients, the server can then calculate the
weight divergence using the local model received from clients
and the model trained with the auxiliary data. Based on the
weight divergences between the training clients and the aux-
iliary client, we can differentiate the clients according to the
degrees of their non-IID data. Although weight divergence
is also defined in [19], [20], it is mainly used to present
the divergence between FL and centralized training. None of
previous works uses weight divergence to differentiate clients
and improves the performance of FL.

It is worth noting that training the auxiliary data may
introduce extra overhead, e.g., computation at the federated
server. Fortunately, considering that the server is in general
equipped with strong computation capability, such extra com-
putation overhead could be neglected. In addition, as the
weight divergence is locally calculated at the federated server,
the training model trained by the auxiliary data does not incur
any communication overhead.

B. THE FRAMEWORK OF CSFEDAVG

To ease understanding, we firstly briefly present the frame-
work of CSFedAvg. As shown in Fig. 3, we assume that at
the federated server, there exists a small amount of IID data,
called auxiliary data, which is collected from public dataset
or purchased from users. With the help of auxiliary data
at the federated server, we then calculate the weight diver-
gence of clients. Based on this, the proposed CSFedAvg can
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continually choose clients with IID data or low non-IID data
from the clients during the training process. The federated
server records two kinds of client sets, i.e., the client candi-
date set and the final selected client set. Specifically, the client
candidate set includes the clients that are the candidates of
the final selected clients. The details of their selections will
be introduced in the next subsection.

The main procedure of CSFedAvg algorithm in each

communication round can be summarized as follows.
o Step 1 (Global Model Downloading): The federated

server firstly randomly choose some clients. These ran-
domly chosen clients and the clients in the client can-
didate set together download the global model from the
federated server, and participate in the training.

o Step 2 (Client Model Update): After receiving the global
model from the server, each participated client respec-
tively trains and updates its own client model using its
local data. Simultaneously, the federated server uses its
auxiliary data to update the auxiliary model based on the
global model.

o Step 3 (Client Set Update and Model Aggregation):
Using the weight divergence between the auxiliary
model and client models uploaded by the participated
clients, the federated server updates the client candidate
set and the final selected client set, according to a certain
rule. Based on this, the federated server aggregates the
models trained by the randomly chosen clients and the
final selected clients. For the clients in the client can-
didate set, if they are not chosen into the final selected
client set, their models will be abandoned to avoid the
accuracy loss due to their non-IID data.

Continue the above procedure until achieving a target
accuracy or running a given number of communication
rounds.

C. THE ALGORITHM DESIGN OF CSFedAvg
We now introduce the design of CSFedAvg in details.

At the federated server, it maintains three kinds of client
sets: 1) random client set Ny, 2) client candidate set C,, and
3) final selected client set S. Specifically, N; includes the
randomly selected clients at round ¢, C; denotes the candi-
dates of the final selected clients at round ¢. The federated
server continually selects the clients with low non-IID data
from C; to S, until the number of clients in S is enough. Here,
we use p to denote the proportion of clients randomly selected
into Ny, where 0 < p < 1, ie., [Ny = pK. In addition,
we set that the maximum number of selected clients in S
should not exceed K, where « is the selection factor to
determine the size of S. Besides that, we assume the server
has an auxiliary data which can serve as an auxiliary client to
help differentiate the weight divergences of clients. For the
simplicity, we refer to such an auxiliary client as client 0,
denoted by cp in the following section. Then, we use w () to
denote the training model of client k at round ¢, where wq(¢)
represents the training model based on the auxiliary data.

Initially, we have N, = C; = § = (. The federated
server initializes the global model w(0) and auxiliary model
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FIGURE 2. The weight divergence between clients with 11D or non-11D data and centralized training, based on
CIFAR-10 dataset and Fashion MINIST dataset.
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FIGURE 3. The framework of CSFedAvg.

wo(?). Then, the CSFedAvg runs round by round, and in each client ¢y can be denoted as d (¢), which is

communication round #, it conducts the following procedure:

o The federated server randomly choose pK clients from

K to constitute the random client set N;, where 0 <

p < 1. The clients in N;, C; and S, download the global

model and update their client models using local data.

Simultaneously, the federated server trains the model

wo(#) based on the previous auxiliary model wo(r — 1)
with auxiliary data.

o The clients in N;, C; and S, upload their training models

Wi () — wo (@)l
d = 6
Ko Iwol)l ©

« Based on the above calculation, the federated server
re-orders client candidates in N;, according to the
non-decreasing order of their weight divergences,
ie., N, = {cki,cké, - -}, where dk{(t) < dké(t) < .-
If the final selected clients in S are still not enough,

to the federated server.

After receiving the training models from the clients,
the federated server calculates the weight divergence
between each training client and the auxiliary client ¢y,
based on their training models wg(z) and wy(¢). For
example, the weight divergence of client k and auxiliary
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ie., [S| < «aK, the server will select the clients from
C; to S as follows:

— For each client candidate in C;, e.g., cx € C,,
if its weight divergence dj (¢) is lower than the first
o - 100% smallest weight divergences of clients
in Ny, it will be added into the final selected
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client set S, i.e.,
di(1) < dy(1), where i = || N;|]. @)

— Continue the above step, until [S| = |¢K | or all the
clients in C; have been considered.

The server then updates the client candidate set,
by directly adding the first |«|N;|] clients in N; into C;.

o The server aggregates the models using the following
rules:

— If the final selected clients in S are still not enough,
the server will only aggregate the models trained
by the randomly selected clients in N; and the final
selected clients in S, i.e.,

D
win = ) %"'wm),
L‘kENlUS

> Dl ®)

L‘kGN, US

where |D| =

It is worth noting that the auxiliary model wq(?) is
not aggregated in the current round, due to the fact
that the auxiliary IID data still needs to be used to
select the IID clients in the next round.

— If the final selected clients in S are enough,
the server will aggregate the auxiliary model wo(¢),
and the models trained by the randomly selected
clients in N; and the final selected clients in S, i.e.,

D, D,
W(I)Z%WO(I)‘F > Pl e,

where [D| = [Dol+ > [Dxl. ©)
CkGN,US

Continue the above procedure in the next communica-
tion round, until achieving the desirable accuracy or the
training time expired. The detailed process is presented in
Algorithm 2.

IV. SIMULATION RESULTS
In this section, we evaluate the performance of the proposed
CSFedAvg through simulations based on the public datasets.

A. SETUP
We adopt two available datasets in the simulations, which
are commonly used in the literature. The first dataset is
CIFAR-10 [35], which includes 50,000 training images and
10,000 testing images in 10 classes, with 6000 images per
class. The second dataset is Fashion MNIST [36], which
contains 70,000 gray-scale images (including 60000 training
images and 10,000 testing images) from 10 categories, with
7,000 images per category. These two datasets will be dis-
tributed to K = 500 clients, with each client holding 500 sam-
ples of CIFAR-10, and each client holding 600 samples of
Fashion MNIST.

Similar to previous work [19], the IID data means the
client is randomly assigned a uniform distribution over all
the classes of the dataset. Alternatively, the non-IID data
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Algorithm 1 The Design of Client-Selected Federated Aver-
aging (CSFedAvg)

1: procedure Client-SelectedFederated Averaging

2: Initialize r = 0, w(z), wo(z) < w(t),S < {},C, <
{1

3 for each communicationround ¢t = 1,2, ... do

4 N; < (Randomly select pK clients from K;)

5: for each client ¢ € N; | C; | S parallelly do

6: wi(t) < ClientUpdate(cy, w(t — 1));

7 end for

8 if |S| < oK then

9: The server updates wo(¢) using (wo(t — 1));

10: Update S and C; «<— Algorithm 2;

11: w(t) < cheN,US %wk(t);

12: else

13: The server updates wo(¢) using (w(t — 1));

14: w(t) < %'Wo(t) + 2 ceen, Us %‘”Wk(t);

15: end if

16: end for

17: end procedure

18:

19: function ClientUpdate(cy, w(t — 1))
20: wi(t —1)=w( — 1),

21: for each local training epoch from 1 to £ do

22: for batch b € B do

23: wi(t) < w(t — 1) — n,VF(w(t — 1), b);
24: end for

25: end for

26: return wy(7);

27: end function

indicates that the client holds the data from only a few limited
classes. Then, in the simulation, we investigate three settings
of clients, named IID setting, Hybrid I setting and Hybrid Il
setting, respectively. For the IID setting, the samples of each
client are randomly generated with uniform data distribution,
i.e., IID data. For both Hybrid I and Hybrid II settings, only a
small number of clients, y - 100% of clients (y = 0.06 in this
simulation), are assigned with IID data, while other clients
are randomly assigned by images from a few certain limited
classes. In other words, Hybrid I setting includes two kinds of
clients, one with IID data, and the other with samples from a
single class/category, i.e., non-IID data. Similarly, Hybrid 11
setting also contains two kinds of clients, one with IID data,
while the other with samples from two classes/categories.
Compared with Hybrid I setting, the collection of the data in
Hybrid II setting is more uniform, although it is still non-IID.

We adopt a convolutional neural network (CNN), which
is a class of deep neural networks and commonly applied in
the literature [8], [12], [13], [23], [24]. Specifically, we set
four 3 x 3 convolution layers (32, 32, 64, 64 channels, each
of which was activated by ReLU and batch normalized, and
every two of which were followed by 2 x 2 max pool-
ing), two fully connected layers (384 and 192 units with
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Algorithm 2 Update Selected Client Set and Candidate
Client Set

1: // Update the final selected client set S.

2: if C; # ¢ then

3: for c;(t) € C; and ¢j(t) € N, do

T
Wwi—wo(r
5 g0 = Ll
6 end for
7: Resort clients in N; in their weight divergences,
8 N; = {ck;, cy, -+ }, where dk;(t) < dké(t) <.
9: for ¢, (1) € (CZ, do
10: if dr.(¢) < dy/(¢), where i = |«|N;|] then
11: S« S Ut {ck};
12: end if
13: Cr < G\ {a}:
14: end for
15: end if

16: // Update the client candidate set C;.
17: Add the first |«|N;|] clients in N; into C;;
18: return S, C;;

ReLU activation), and a final output layer with 10 units
for training both CIFAR-10 and Fashion MNIST datasets.
As presented in the algorithm, only a fraction of clients will
be randomly selected in each communication round, where
we set the fraction p to be 0.1 without specific demonstration.
For local training, clients employ mini-batch SGD to update
models. Similar to [8], the initial learning rate, the learning-
rate decay, the mini-batch size, and the local epoches are set to
be 0.05, 0.992, 32 and 5, respectively. Although adjusting the
parameters may improve the performance, it is out of scope of
this paper, as we mainly focus on how to improve the training
accuracy under non-IID dataset at clients.

For fairly comparison, we introduce two baseline algo-
rithms, named FedAvg and FedProx. Specifically, FedAvg
is a classic FL algorithm that has been applied in Google’s
Gboard [37] to improve the next-word prediction. FedProx
is proposed in [31], which tackles the heterogeneity in feder-
ated networks. By adding a proximal term in the objective,
FedProx aims to improve the stability of FL. In the fol-
lowing simulations, we will implement the training of CNN
models using both the FedAvg and the proposed CSFedAvg
algorithms, under three different dataset settings.

B. PERFORMANCE COMPARISON ON TRAINING
ACCURACY
We now evaluate the performance of the proposed CSFedAvg
in improving the test accuracy, by comparing with the base-
line algorithm. To ease understanding, we first study the case
when the selection factor of CSFedAvg equals the proportion
of clients with IID data in both Hybrid I and Hybrid II
settings, i.e., & = y = 6%.

As shown in Fig. 4, it is observed that in ideal FL envi-
ronment, i.e., in [ID setting, the gap between CSFedAvg and
FedAvg is negligible. The reason is that when the clients are
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FIGURE 4. The accuracy comparison over communication rounds under
11D, Hybrid I and Hybrid 11 settings, based on (a) CIFAR-10 dataset and
(b) Fashion MNIST dataset.

all with IID data, the weight divergence cannot be used to
differentiate clients, and the proposed CSFedAvg achieves
similar performance as FedAvg. Alternatively, in Hybrid II
setting, there exist clients with non-IID data. We can see
that the accuracy of the CNN model trained by CSFedAvg
is a little higher than both FedAvg (improving about 0.35%
and 0.18% accuracy respectively for CIFAR-10 and Fashion
MNIST datasets) and FedProx. Compared with Hybrid II
setting, The data distribution of clients with Hybrid I setting
is more extreme. In this context, the performance improved
by the proposed CSFedAvg is more significant than in
Hybrid II setting. Among these three schemes, FedAvg per-
forms the worst. Compared with FedProx, the proposed
CSFedAvg under Hybrid I setting improves more than 5.3%
and 0.52% accuracy based on CIFAR-10 and Fashion MNIST
datasets, respectively. Although FedAvg may outperform our
algorithm with IID data, its performance will be signifi-
cantly degraded in the context of non-IID data. By appro-
priately selecting the clients with IID data, the proposed
algorithm achieves much better accuracy than the baseline
algorithms.

There are two reasons why CSFedAvg can mitigate more
accuracy loss on Hybrid I setting. Firstly, clients with higher
degree of non-1ID data will lead to larger weight divergence,
when the number of clients with IID data and non-IID data is
constant. Therefore, it is convenient for CSFedAvg to select
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TABLE 1. Number of communication rounds to reach a target accuracy for CSFedAvg and FedAvg on CIFAR-10.

ToA@a Hybrid I Hybrid II 11D

FedAvg FedProx CSFedAvg FedAvg FedProx CSFedAvg FedAvg FedProx CSFedAvg
ToA@0.6 95 93 24 18 20 16 4 5 4
ToA@0.7 — — 58 45 44 41 13 14 12
Accuracy 0.669  0.675 0.725 0.731 739 0.766 0.785  0.783 0.785

TABLE 2. Number of communication rounds to reach a target accuracy for CSFedAvg and FedAvg on Fashion MNIST.

ToA@a Hybrid I Hybrid IT 11D

FedAvg FedProx CSFedAvg FedAvg FedProx CSFedAvg FedAvg FedProx CSFedAvg
ToA@0.88 68 66 52 26 27 23 4 5 5
ToA@0.89 279 286 102 44 44 40 7 8 8
Accuracy  0.891 893 0.896 0.907  0.908 0.909 0918 0917 0.918

the clients with IID data faster and more accurately. Secondly,
clients with higher degree of non-IID data can accelerate the
degradation of the global model performance. In this context,
the proposed CSFedAvg algorithm, which selects clients with
IID data to reduce the impact of uneven data distribution,
is more advantageous.

C. PERFORMANCE COMPARISON ON THE NUMBER OF
COMMUNICATION ROUNDS

We now evaluate the performance of the proposed CSFedAvg
on the number of communication rounds required to reach
a target accuracy. Similar to [26], we record the Time of
Arrival at a desired accuracy, denoted by ToA@x, where x
denotes the target accuracy. Similarly, we measure the accu-
racy of each algorithm after running 300 rounds, denoted by
Accuracy in the table.

Table 1 and Table 2 present the number of communica-
tion rounds required to achieve desired accuracy by three
schemes, FedAvg, FedProx and CSFedAvg, on CIFAR-10
and Fashion MNIST datasets, respectively. It is particularly
noted that “-~” in Table 1 and Table 2 denotes the target
accuracy cannot be achieved within a finite number of com-
munication rounds. That is, both FedAvg and FedProx cannot
achieve 70% accuracy in Hybrid I setting, under CIFAR-10
dataset. It is also observed that the proposed CSFedAvg accel-
erates the convergence and improves the stability of the global
model, in both Hybrid I and Hybrid II settings. Although
FedAvg performs well in IID setting, the gap between them
is quite small and could be negligible. It is also observed
that the proposed CSFedAvg achieves better accuracy after
running 300 communication rounds in both Hybrid I
and Hybrid II settings, compared with both FedAvg and
FedProx.

VOLUME 9, 2021

D. THE IMPACT OF SELECTION FACTOR o ON ACCURACY
AND COMMUNICATION ROUNDS

The selection factor « is the percentage of clients selected
by the server. Intuitively, the selection factor should be as
close as possible to the proportion (which is set as y in our
simulation) of clients with IID data among all the clients.
Although it is not easy to get the exact value of the proportion
of clients with IID data, we can still estimate it by allowing
clients to upload the types of their data. Then, the selection
factor can be adjusted around this proportion, to optimize the
performance.

Fig. 5 and Fig. 6 illustrate the accuracy trained by
CSFedAvg with different values of selection factor «, based
on CIFAR-10 and Fashion MNIST datasets, respectively.
In this simulation, the proportion of clients with IID data
is approximate to be 0.06, i.e., y = 0.06. As estimated,
the accuracy achieved in Hybrid I setting is the best when the
selection factor is equal to the proportion of clients with IID
data, i.e., « = 0.06. However, in Hybrid II setting, the best
accuracy is achieved when the selection factor is 0.09, a little
bit higher than 0.06. This is also reasonable, as compared with
Hybrid I setting, it is more difficult to identify the IID clients
in Hybrid II setting. Hence, in Hybrid II setting, slightly
higher selection factor can increase the probability of select-
ing IID clients. However, further increasing the selection
factor cannot improve the accuracy, e.g., « = 0.12, because
this will lead to too many clients with non-IID data selected
in training. Fig. 5 and Fig. 6 also show that the accuracy of
CSFedAvg decreases when the selection factor « is smaller
than the proportion of clients with IID data y, e.g., o = 0.03.
The reason is that with small selection factor, CSFedAvg is
unable to select enough clients with IID data to improve the
global model.
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FIGURE 5. The impact of the selection factor on training accuracy of
CSFedAvg based on CIFAR-10 dataset.

Besides accuracy, we also investigate the impact of & on the
number of communication rounds. Similar to Section IV-C,
we record the number of communication rounds required to
reach a target accuracy based on both CIFAR-10 and Fashion
MNIST datasets. As shown in Table 4 and Table 4, when
the target accuracy is not high, e.g., 0.68 in Hybrid I setting
or 0.9 in Hybrid II setting, larger value of o reduces the
number of communication rounds required. However, when
the target accuracy is high, e.g., 0.71 in Hybrid I setting or
0.905 in Hybrid II setting, increasing the value of « cannot
always accelerate the accuracy convergence. The reason is
that higher selection factor @ can choose more clients in train-
ing, which however may increase the risk of selecting clients
with non-IID data, and degrade the training performance.

E. THE IMPACT OF THE NUMBER OF CLIENTS

To evaluate the number of clients on the accuracy achieved by
the proposed CSFedAvg, we vary the total number of clients
from 100 to 500.

In the first setting, we present the accuracy achieved after
running 250 communication rounds. As shown in Fig. 7,
in both algorithms, the accuracy increases with the number
of clients in the system. Furthermore, compared with FedAvg
and FedProx, the proposed CSFedAvg achieves higher accu-
racy on both CIFAR-10 and Fashion MNIST datasets. The
reason is that CSFedAvg always uses weight divergence to
choose the clients with lower non-IID degree data. It is also
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TABLE 3. Number of communication rounds to reach a target accuracy
for CSFedAvg with different select factor on CIFAR-10 dataset.

Hybrid I Hybrid IT

selection factor

ToA@0.68 ToA@0.71 Accuracy ToA@0.74 ToA@0.76 Accuracy

a = 0.03 97 — 0.709 90 235 0.763
a = 0.06 46 74 0.725 81 129 0.766
a = 0.09 42 86 0.722 67 121 0.766
a =0.12 41 99 0.720 65 149 0.763

TABLE 4. Number of communication rounds to reach a target accuracy
for CSFedAvg with different selection factor on Fashion MNIST dataset.

Hybrid I Hybrid IT

selection factor

ToA@0.88 ToA@0.89 Accuracy ToA@0.900 ToA@0.905 Accuracy

a = 0.03 70 118 0.891 67 119 0.908
a = 0.06 52 102 0.896 65 114 0.909
a = 0.09 48 102 0.896 63 102 0.910
a=0.12 44 112 0.892 61 106 0.908

observed that CSFedAvg on Hybrid II performs better than
on Hybrid I setting. This is also reasonable, as the clients in
Hybrid II hold data with lower non-IID degree.

In the second setting, we vary the number of commu-
nication rounds from 50 to 250, and study the accuracy
achieved under different number of clients. Fig. 8§ and Fig. 9
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FIGURE 9. The impact of the number of clients and communication rounds, on Fashion MNIST dataset.

present the accuracy comparison under CIFAR-10 and Fash-
ion MNIST datasets, respectively. It is observed that the
proposed CSFedAvg accelerates the convergence in all the
settings. Furthermore, similar to Fig. 7, the accuracy increases
with the number of clients and the proposed CSFedAvg on
Hybrid II performs better than on Hybrid I setting.

F. THE IMPACT OF GLOBAL IMBALANCED DISTRIBUTION
Besides local imbalance, global imbalance may also degrade
the training accuracy of FL [24]. We now evaluate the impact
of such global imbalance on the performance of the proposed
CSFedAvg.
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To simulate global imbalance, we set the data collection
of all clients to an approximate power-law distribution [38].
Specifically, in Hybrid I setting, clients with non-IID data
only own data belonging to one class. Without loss of gen-
erality, we use n; to denote the number of clients that only
own the i-th class data, which is defined as follows,

ni=a-itiell, 10], (10)

where

10
Zni =K —akK (11)
i=1
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In the above distribution, the parameters a and b control the
degree of global imbalance, e.g., greater values of a and b
reveal higher degree of global imbalance. Particularly, when
a = K /10 and b = 0, there is only local imbalance (non-1ID)
and no global imbalance.

As shown in Fig. 10, we compare the accuracy achieved by
three schemes, i.e., FedAvg, FedProx, and CSFedAvg, based
on CIFAR-10 and Fashion MNIST datasets. In the simulation,
we consider four global imbalance settings, where a is set to
be 50, 100, 150, 200, respectively. It is observed that higher
degree of global imbalance, i.e., higher value of a, indeed
degrades the training accuracy of both algorithms. However,
the accuracy of our algorithm degrades much slower than
both FedAvg and FedProx, which confirms the robustness of
CSFedAvg against the global imbalance. This is reasonable
as the selected clients with IID data are in general with
global-balanced data, which alleviates the adverse effect of
global imbalance.

V. RELATED WORKS
In this section, we present some related works on FL in IoT
or mobile computing.

FL is an emerging technique in machine learning com-
munity, and has received considerable attention in recent
years. As a pioneering work, [8], [9] identify that there are
mainly two kinds of data imbalance that may degrade the
performance of FL: 1) local imbalance, i.e., non-IID data
in clients; 2) global imbalance, i.e., the collection of data
in all clients is class imbalance. Regarding the imbalance
incurred by non-IID data, several researches have been made
in the literature. For example, [18] analyzes the convergence
of FedAvg on non-IID data and establishes a convergence rate
for convex and smooth problems. Reference [19] shows that
the non-IID CIFAR-10 dataset at clients degrades the accu-
racy of FedAvg. To address this issue, [19] allows the public
available data to be distributed to clients such that the clients’
data becomes IID. However, clients are in general reluctant
to install unknown data on their devices for security reasons.
The work in [22] proposes a Hybrid-FL, which allows a few
number of clients to upload their data to the server, so as to
form an approximately IID dataset. [23] constructs a sparse
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ternary compression (STC) for FL, which requires both fewer
gradient evaluations and communicated bits to converge to a
target accuracy. Regarding the global imbalance of the data,
[24] collects the data distribution/class of clients, and uses the
mediators to reschedule the clients to improve the accuracy
of FedAvg. The above works perform well in improving the
accuracy incurred by data imbalance. However, most of them
either introduce extra communication overhead [19], [22],
i.e., requiring the clients to distribute or upload the data,
or impose privacy threaten to clients, i.e., collecting data
class/distribution from clients [24].

Due to the heterogeneity of clients in computation and
communication capabilities, client selection and scheduling
have also become critical issues in FL. For example, [22], [26]
chooses the clients to participate in model training, according
to their training and communication latency. Reference [27]
studies incentive mechanisms for participating in training and
client selection, so as to provide reliable federated learn-
ing. [28] proposes SAFA, a semi-asynchronous FL protocol,
to address the problems such as low round efficiency and
poor convergence rate in extreme weak communication con-
ditions. The work in [29] studies three kinds of scheduling
policies for FL to select clients, including Random Schedul-
ing (RS), Round Robin (RR), and Proportional Fair (PF).
Inspired by fair resource allocation in wireless networks, [30]
proposes g-FFL and g-FedAvg to improve the fair accuracy
distribution in FL. Reference [31] proposes a novel FL algo-
rithm, named FedProx, which generalizes FedAvg and allows
variable amounts of tasks to be performed locally across
devices based on their available systems resources. The work
in [32] proposes an orthogonal approach that identifies irrel-
evant updates made by clients and precludes them from being
uploaded, so as to reduce the communication overhead. How-
ever, most of previous works considers to select the clients
from the perspective of their heterogeneity in computation
and communication capabilities, ignoring the imbalance of
their data.

Compared with previous works, the CSFedAvg algorithm
studied in this paper mainly has the following differences.
Firstly, different from [19], the public dataset does not need
to be distributed to the clients, which not only reduces
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the communication overhead but also alleviates the possible
security threaten of public data. Secondly, instead of ran-
domly selecting the clients participating in FL, we use weight
divergence to recognize the non-IID degrees of data in clients,
based on which, the clients with low non-1ID data will be
chosen to train the models with higher frequency.

VI. CONCLUSION

This paper proposes a novel FL algorithm, CSFedAvg, to alle-
viate the accuracy degradation incurred by the non-IID
data at clients. To recognize the clients with non-IID data,
we first use weight divergence to differentiate the hetero-
geneity degrees of non-IID data at clients. Based on this,
we then propose a weight-divergence aware client selection
mechanism. Specifically, the clients with lower degree of
non-IID data will be chosen to train the models with higher
frequency. Finally, we conduct simulations to train deep
neural networks based on two publicly-available datasets,
CIFAR-10 and Fashion MNIST datasets. Simulation results
show that the proposed CSFedAvg improves the training
performance such as accuracy and convergence rate.

It is challenging if the auxiliary IID data is maliciously
damaged. To address this issue, it is recommended that the
auxiliary data should be updated/changed periodically or an
appropriate malicious data detection algorithm should be
designed at the server. As this is not the main concern of this
paper, we would like to study this interesting problem in our
future.
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