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Abstract

Safety guardrails in open-weight language models can be readily bypassed using
Refusal Feature Ablation (RFA), a technique that identifies and projects out a linear
refusal direction from the residual stream, often achieving a high attack success rate
(ASR) while preserving model capability. Defending against these attacks typically
requires computationally expensive safety finetuning for every new checkpoint. We
introduce Decoy Direction Optimization (DDO), a fast, post-hoc weight-editing
defense that requires no base-model finetuning. Our approach is based on a simple
mechanistic insight: ablation attacks rely on contrastive estimators to find the
refusal direction. Rather than trying to hide the true refusal circuitry, DDO actively
injects a high-magnitude, nonlinear decoy signal into the network’s MLP neurons.
When an attacker attempts to locate the refusal direction, the decoy corrupts their
estimator, tricking them into ablating a harmless orthogonal feature while the actual
safety mechanism remains intact. We prove a spectral bound formalizing this effect
and evaluate DDO across six model families, achieving <10% ASR under standard
RFA. On Llama-3-8B-Instruct, DDO remains comparable to trained defenses under
adaptive multi-phase attacks (65% vs. 58% worst-case ASR) and reduces Heretic
weight-level attack ASR from 88.7% to 18%, all at 30—450x lower optimization
cost per configuration than the trained baselines

1 Introduction

The ability to decline harmful requests is a core safety mechanism in instruction-tuned LLMs
aligned via preference finetuning [[113]]. Removing refusal from open-weight models can fuel misuse,
increasing risks such as chemical, biological, radiological, and nuclear (CBRN) capability uplift;
cyber-offense generation; and the production of child sexual abuse material (CSAM), making refusal
robustness a pressing safety concern [4} 15]]. In the open-weight setting, however, safety is brittle: a
white-box adversary can modify the released checkpoint and its inference code, yielding a model
that preserves capability while dropping refusal. Prior work suggests that refusal is often mediated
by low-dimensional residual-stream features [6]], enabling training-free attacks such as Refusal
Feature Ablation (RFA; also referred to as abliteration) that estimate a difference-in-means (DIM)
direction between harmful and safe activations and project it out at inference time [7]. The resulting
checkpoints often achieve high attack success rate (ASR; harmful prompts judged compliant), and
thousands of such uncensored variants are already publicly hosted [8].

Existing defenses against refusal removal are predominantly training-time interventions. Circuit
Breakers [9] finetunes checkpoints with a representation-rerouting objective; LAT [10] and Re-
FAT [11] adversarially train against latent/feature-space attacks; and RepBend [12]] and Triplet-based
objectives [13] reshape representation geometry during training. These methods can be highly effec-
tive, but they require safety finetuning and must be repeated for each new checkpoint. Depending
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Figure 1: DDO vs. existing defenses against RFA. Without any defense, RFA strips refusal from
open-weight models with no training cost for the attacker (top row). Trained safety defenses (Circuit
Breakers, LAT, ReFAT, RepBend) preserve refusal under RFA but require training data, multi-
GPU finetuning, and expensive per-method hyperparameter sweeps (middle row). DDO reaches
comparable standard-RFA robustness at 30-450x lower cost: a single GPU, two minutes, no training
data, and base weights left frozen (bottom row).

on the method, they may additionally require method-specific training data or attack pipelines (e.g.,
adversarial examples) and hyperparameter tuning. Moreover, prior work does not evaluate these
defenses against adaptive multi-phase RFA or automated weight-level attacks like Heretic [14];
we evaluate under this stronger attack ladder (Section f.2). Given the rapid release cadence of
open-weight checkpoints, and evidence that frontier open-weight models can trail closed-weight
state-of-the-art on the order of months on capability benchmarks [[15 [16], per-checkpoint retraining
is difficult to sustain; we therefore seek post-hoc safety hardening tools that are low-cost, composable,
and data-light.

We introduce Decoy Direction Optimization (DDO), a post-hoc defense that targets the attacker’s es-
timator rather than the refusal feature itself, without requiring expensive finetuning. DDO repurposes
low-impact MLP neurons to implement a gated read—write map: on harmful prompts, the neurons
read the refusal coordinate and write large updates in directions orthogonal to refusal, inducing a
decoy-dominated contrast that biases DIM estimation so that RFA ablates a decoy signal rather than
the causal refusal subspace. We prove a subspace overlap bound and specialize it to orthogonal
decoys (Theorem[2)): sufficiently strong decoy modes limit how much a contrastive attack overlaps
the causal refusal subspace. The number of such modes defines an effective decoy rank, which also
serves as a diagnostic for interpreting adaptive re-estimation budgets.

Empirically, DDO is able to lower the ASR of standard-RFA to less than 10% on six model families
in ~2 minutes per optimization run on a single A100 GPU. DDO matches or exceeds trained baselines
on standard RFA at 30-450x lower cost per configuration (Figure[I). On Llama-3-8B-Instruct, under
adaptive multi-phase RFA, DDO degrades comparably to trained defenses (65% worst-case ASR vs.
58% for the best trained baseline) while preserving coherent generation (MT-Bench > 5.82), and
reduces Heretic [14] ASR from 88.7% to 18% at 200 trials. Our contributions include:

(i) We introduce DDO (Decoy Direction Optimization), to our knowledge, the first post-hoc
defense against refusal feature ablation that requires no base-model finetuning. DDO repurposes
a small set of low-impact MLP neurons to inject gated, refusal-orthogonal decoy directions
that corrupt contrastive refusal estimators. The defense compiles into weights, incurring no
architectural or runtime overhead.

(i) We prove subspace overlap bounds (Theorems|1|and [2) that relate attacker—refusal overlap to
the contrast matrix and, for DDO, the spectrum of its empirical decoy response matrix. The re-
sulting effective decoy rank characterizes protection against a fixed contrastive attack and helps
interpret adaptive phase budgets. A corollary on optimal spectral allocation (Corollary [3) pro-



Table 1: Attack surface by tier. The three tiers probe complementary attack channels.

Capability RFA Heretic Adapt.
Read weights v v v
Hook activations v - v
Modify activations v’ - v
Modify weights - v -
Iterative search - v v

vides a concrete design principle for multi-direction decoys: under a fixed decoy-energy budget,
spreading energy evenly across k directions maximizes the k-th singular value, strengthening
guarantees against rank-% contrastive ablation.

(iii) We provide a broad evaluation under a three-tier training-free attack ladder (standard RFA,
adaptive multi-phase RFA, and Heretic), including head-to-head comparisons with trained
defenses and cross-architecture mechanism ablations. On Llama-3-8B-Instruct [17], DDO
reduces standard-RFA ASR from 85% to 1.8% while preserving benign compliance, performing
comparably to the strongest trained baselines at 30-450x lower cost per configuration. Across
six model families, DDO achieves < 10% standard-RFA ASR without base-model finetuning.

Related work. Beyond the rank-1 refusal feature attack [7], recent work shows that refusal geometry
can be multi-dimensional, e.g., concept cones [18]], multiple mediating directions [19], orthogonal
safety dimensions [20], and separable harmfulness/refusal representations [21]], motivating our multi-
phase adaptive attack evaluation. Prior model-level defenses against RFA require per-checkpoint
safety finetuning with task-specific data and full backward passes through the model; DDO instead
freezes all base weights and optimizes only a small set of decoy parameters, enabling post-hoc
hardening in minutes with no inference-time overhead. We additionally evaluate prompt-level
jailbreaks (GCG [22], PAIR [23], AutoDAN [24]]), which have been linked to the same refusal
features exploited by RFA [11]]. Extended related work is in Appendix B]

2 Threat Model and Attacks

We study refusal robustness in the open-weight release setting: a defender applies DDO to a check-
point and releases only the hardened model; an adversary then obtains the defended weights and
attempts to remove refusal while preserving general capability.

Our threat model targets the automated, training-free uncensoring pipeline that dominates open-weight
model tampering. The low-barrier route is not safety unlearning or adversarial finetuning, but applying
public abliteration or weight-editing tools to a released checkpoint. We model a resource-constrained,
white-box, and adaptive attacker who can inspect released weights, run arbitrary inference code,
collect activations on harmful and benign probe prompts, modify activations at inference time, and
apply post-hoc weight edits. Following Kerckhoffs’s principle, the attacker knows DDO was applied
and can adapt their scripts accordingly, but has no access to the original pre-DDO checkpoint and
does not perform gradient-based finetuning. This captures the platform-side risk DDO addresses: a
model provider, hosting platform, or downstream distributor may harden a checkpoint before release,
but cannot assume downstream users will not attempt to strip safety guardrails.

The attacker’s objective is capability-preserving refusal removal: maximize ASR on harmful prompts
while preserving coherent generation. Since ASR can be artificially lowered by destroying model
quality, we evaluate robustness jointly with utility metrics (MT-Bench, MMLU, XSTest). We
operationalize this threat model with three tiers of training-free attacks (Table[I)), forming a ladder of
increasing attacker sophistication within the post-hoc, no-finetuning regime.

Standard RFA. The attacker estimates a per-layer difference-in-means (DIM) direction and projects
it out of the residual stream [7]. Let hy € R? denote the residual stream at layer ¢. The attacker
computes
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for nonzero dg, and applies hy «+ (I — (Aig(gl;)hg. We reserve 1, for the defender’s reference refusal

direction and d, for the attacker’s estimate on the released model. We evaluate both three-point and
residual-stream variants (Appendix EI) on JailbreakBench [25]] and HarmBench [5]].

Heretic. Heretic [[14] is a fully automated weight-level refusal-removal tool that applies Optuna-
optimized [26] low-rank projections to attention output W, and MLP down-projection W goun:
Woablated = W — a(¢) d(d " W), where d is a searched ablation direction and a/(¢) is a searched
per-layer ablation strength. It produces a modified checkpoint and requires no ML expertise. We
report H-200 as the maximum-ASR trial among 200 Optuna trials (Appendix [FI).

Adaptive multi-phase RFA. To model an attacker who adapts after observing the defended
checkpoint, we introduce an iterative variant. At phase ¢, the attacker computes a fresh DIM vector

dét) with all earlier phases’ ablations active, then removes its components along previously selected

directions:
t—1

(t)
NN A ~ v
Vgt) = dgt) - g (dét),dy)>d?), dgt) =t

j=1 ||Vz ll2

The sum is empty at ¢ = 1. Normalization applies when vgt) # 0; otherwise we set flét) = (0 and add
no new direction. The attacker ablates all accumulated directions simultaneously, giving rank at most
t per layer. Throughout, ¢ indexes adaptive phases, k denotes attack rank, and K denotes the number
of decoy reader groups.

3 Method: Decoy Direction Optimization (DDO)

We consider standard pre-norm decoder-only transformers with SwiGLU/GeGLU MLPs (Ap-
pendix[C). Let h, € R? denote the residual-stream state at layer ¢, and let h3** denote the residual
stream after the attention update (before the MLP). The MLP input is X, = RMSNormgh'j;tt“).
SwiGLU uses gate/up projections Wgate, Wayp € Rinter X4 and down projection W oy € RYXdinter
(where dipter is the MLP intermediate dimension and silu(z) = xzo(z) is the SiLU activation) to
produce the residual update m, = Wdown( silu(WgateXe) © (Wupig)), where © is elementwise
multiplication. DDO operates by editing select rows/columns of W gate, Woyp, and W qgwn.

Decoy Direction Optimization (DDO) is a post-hoc weight-editing defense (base weights frozen) that
targets the attacker’s contrastive estimator rather than the refusal feature. On harmful prompts, DDO
repurposes a small number of SwiGLU/GeGLU neurons to inject large residual shifts along decoy
directions orthogonal to refusal, so RFA’s estimated ablation direction becomes decoy-dominated,
and ablation preferentially removes decoys rather than the underlying causal refusal subspace. All
edits are folded into the deployed weights, incurring no additional architectural or runtime overhead.
Concretely, DDO: (i) estimates a per-layer refusal direction £, via DIM on 128 harmful and 128
safe probes; (ii) selects n low-impact neurons per target layer (smallest-norm columns of W goun);
(iii) optimizes decoy write directions u; L t, under a four-term loss, tuning scalar gains (3, s) via
Bayesian hyperparameter search; and (iv) compiles the optimized parameters into weights using
replace or additive mode, and places the edits at or upstream of the causal refusal zone. Figure
provides a schematic of the DDO architecture, optimization objective, and geometric intuition.

Gated decoy architecture. DDO repurposes a small set of SwiGLU (or GeGLU) units to implement
a gated read—write map: each unit reads the refusal coordinate and writes into an orthogonal decoy
direction. To minimize utility loss, we choose n low-impact units per layer by selecting the n
smallest-norm columns of W g, (units whose down-projection contributes weakly to the residual
update). In each targeted layer ¢ and for each selected unit ¢, we write a refusal-aligned trigger into
row ¢ of Wy, and W, (denoted wyp, ; and Wgate i), and a decoy write vector into column 7 of
Wdown (denoted Wdown,i):

AT AT
Wup,i — ry, Wgate,i — /61'( ) Wdown,i — S-uy, (])

where u; L 1, is a decoy output direction and 3, s > 0 are scalar gains. For SwiGLU in replace
. A~ ~ N . . . . .
mode, writing ay = (i, X¢) for the neuron’s refusal coordinate, its decoy contribution is

8i(%¢) = sgpla)wi,  gpla) = asilu(Ba) = fa’o(Ba), @
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Figure 2: DDO overview. (A) Gated decoy architecture: SwiGLU MLP neuron repurposing writes
t into Wgate /Wy, (trigger) and u; L £y into Waown (decoy output); gating silu(Sa) - a produces
harmful-selective shifts. (B) DDO optimizes {u;} via four losses: refusal preservation, benign
retention, estimator confusion, and first-token anchoring (with 3, s tuned by Optuna). (C) The
defended mean-difference dyr rotates toward the decoy subspace; ablating it removes decoys but
preserves true refusal 1.

where o is the logistic sigmoid. The sigmoid suppresses the gate for negative refusal coordinates;
for large positive coordinates, gs(a) ~ Ba®. This produces larger decoy shifts on prompts with
positive refusal coordinates. DDO estimates 1, via DIM on post-attention-layernorm activations
Xy = RMSNorm(h'j}tt“), the same space that W g, and W, read from. The decoy output through
‘W gown Writes directly to the residual stream. We parameterize {u;} as unit vectors constrained to
remain orthogonal to ;. We initialize by sampling v; ~ A/(0,I), projecting onto f'j, and orthonor-
malizing, then gradient-optimize {u;} to maximize estimator confusion.

Multiple decoy readers. With a shared reader and gate, all edited neurons respond through the
same scalar gg(as). To obtain more varied responses, DDO (rank K) partitions the n edited neurons
into K groups. Group g uses a perturbed reader

f'é + 7z .9

Qtg = 75— 71— Zpg LTy g=1,....K
T Bz glle” T o

where z; , is random and v > 0 controls reader diversity. Its neurons use qz , in the up-projection

and ngz o, In the gate-projection. Distinct readers allow decoy responses to vary differently across
prompts; the spectral analysis below explains the resulting tradeoff between strength and rank.

DDO gradient optimization. DDO optimizes decoy directions {u; } via gradient descent through
the defended model, while all base-model weights remain frozen. Scalar gains (3, s) are treated
as hyperparameters and tuned via Bayesian hyperparameter search (Optuna; Appendix [F.6). The
optimization minimizes a composite loss over 128 harmful and 128 safe probes:

L= /\ref»crefuse + /\retcretain + )\confﬁconfusion + Arsﬁrefusal—scorea (3)

With Arer=Aret=Ars=1, Acont tuned per model (Table @, where (1) Liefuse (refusal preservation) is
cross-entropy on harmful prompts toward a refusal continuation; (ii) Liewin (benign retention) is
KL divergence to the frozen base model on safe prompts; (iii) Lconfusion (estimator confusion) is a
differentiable self-RFA simulator that re-estimates DIM on the current defended weights, applies
ablation, and minimizes KL divergence between defended and ablated output logits, pushing the
estimated DIM direction toward the decoy subspace; and (iv) Liefusal-score (first-token anchoring) is
a first-token logit margin between refusal-prefixed tokens ({I, Sorry, cannot}) and compliance-
prefixed tokens ({Sure, Here}). Without this term, the model can satisfy sequence-level losses
by emitting a compliance token followed by a mid-sentence pivot to refusal (“Sure, I'd be happy
to...actually I cannot”), a degenerate solution that does not produce genuine refusal at generation



time (Appendix . After each gradient step, we re-project each u; onto i*el, Gram-Schmidt
orthogonalize the decoy directions within each layer, and renormalize. For one hyperparameter
configuration, including direction estimation, optimization, and weight surgery, DDO takes ~2
minutes per optimization run on a single A100 GPU.

Compile mode. DDO parameters are compiled into model weights using either replace mode
(overwriting neuron weights for a stronger decoy signal) or additive mode (superposing the decoy
on original weights, preserving the neuron’s original computation). The preferred mode is model-
specific: replace is preferred on Yi [27]], Llama-3, and GLM-4 [28]]; additive on Gemma-2 [29],
Qwen3 [30], and Mistral [31] (Appendix E])

Layer placement. DDO decoys must be placed at or before the model’s causal refusal zone—the
layers whose ablation causally reduces refusal (Appendix [F.3). We say refusal is localized when
ablating any single layer in this zone causes near-complete refusal loss, and distributed when refusal
is redundant across many layers so that ablating any one only partially reduces it. Placing decoys
inside the causal zone can disrupt baseline refusal and increase vulnerability under attack on models
with localized refusal. Upstream placement preserves refusal while still contaminating the attacker’s
estimator. On models with distributed or sparse refusal patterns (Yi, Llama-2 [32])), placement has
less impact (Appendix [F3).

Spectral analysis of contrastive ablation. DDO aims to make decoy signals dominate the harmful—
safe contrast. We analyze this effect through the overlap between the attacker’s selected directions and
the refusal subspace. The results proceed in three steps: a general overlap bound, its specialization to
DDO, and a design rule for distributing decoy strength.

Fix a layer and token position, and suppress their indices. Let R C R? be the causal refusal subspace,
with orthogonal projector IIz. A contrastive attacker forms C' € R?*™ and ablates its top-k left
singular directions. Write
I, (C) £ Qr(C)QK(O) T,

where ()5, (C) contains those k singular vectors. Standard rank-1 DIM uses the single-column matrix
C = d; a higher-rank SVD attack uses per-sample harmful-safe contrasts as columns. The overlap
[IIIRIIL(C)|lop lies in [0, 1]: zero means the subspaces are orthogonal, and one means they share a
direction. We write o;(C) for the j-th largest singular value, || - ||op for the matrix operator norm,
and || - || p for the Frobenius norm.

Theorem 1 (Subspace overlap bound). For 1 < k < min(d, N) with o,(C) > 0, the attacker’s
ablation subspace satisfies

||HRC||0p

||HRHk(C)||0p < O'k(C)

“

The numerator measures the refusal signal in the contrast; the denominator is the strength of the
weakest singular direction the attacker selects. A small ratio therefore implies little refusal overlap.
DDO seeks to strengthen the contrast along decoy directions while preserving the underlying refusal
computation.

Decoy contrast decomposition. For DDO, decompose the defended contrast into a decoy compo-
nent and a remainder:
Co =Dy + Sy, Dy =UAy.

The columns of U € R¥™ are m orthonormal decoy write directions. The decoy response matrix
Ay € R™*N records their contributions across contrast samples: Ay, ] is the coefficient of u; in
the j-th decoy contrast. The remainder Sy contains all other contributions. Define

p=1Sollop,  pr = (TR Shllop,
the total residual magnitude and its refusal component, respectively.
Theorem 2 (Overlap bound under orthogonal decoys). For the decomposition above, assume U U =

I, and IrU = 0. If 1 < k < min(m, N) and o1, (Ag) > p, then

TRk (Co)l,, < ——%

. 5
T on(Ag) —p ®



The denominator is a spectral margin: the k-th decoy mode must exceed the residual magnitude. At
fixed pr, a larger margin gives a smaller overlap bound. The idealized orthogonality condition puts
all refusal signal in Sp; DDO approximates it by enforcing u; L t.

For an overlap tolerance 0 < € < 1, define the effective decoy rank
re(€) 2 # {1 < j < min(m, N) : 0;(Ag) > p+ P?R}

For a fixed contrast matrix, this counts the decoy modes strong enough to keep overlap at most ¢:
Theoremapplies toevery 1 < k < rog(e). Adaptive RFA changes the contrast after each phase, so
Teff 18 @ diagnostic for interpreting phase budgets, rather than a guarantee for iterative re-estimation.

Decoy energy allocation. Shared readers produce responses that vary together, so adding write
directions alone need not create additional strong decoy modes. The diversified readers introduced
above allow several modes, but a fixed energy budget limits their individual strength.

Corollary 3 (Optimal spectrum under an energy constraint). For Ag € R™*N 1 <k < min(m, N),
and || Ag||r < B, we have 1,(Ag) < B/\'k. The bound is attained by allocating equal energy to

the first k singular modes:
B
\/E7

For rank-1 protection, concentrating energy gives the strongest possible leading decoy mode. Protect-
ing against larger ranks requires sharing that energy across more modes, each of which is weaker. This
strength—rank tradeoff motivates DDO’s K reader groups. Proofs are in Appendix Appendix
discusses the broader attacker—defender interaction.

Gl(Ag):-“:O'k(Ag): O'j(Ag):O (_]>k)

Orthogonal debiasing (utility repair). DDO can introduce mild over-refusal [33] on some models.
We repair this with orthogonal debiasing: projecting out an over-refusal direction v estimated from
benign prompts the model incorrectly refuses [34,[35]]. For matrices where the residual stream is
the input dimension (W gate, Wp): W =W — (W{;){;T. For matrices where the residual stream
is the output dimension (W,, Waown): W/ = W — ¥ (v "W). We apply this to Wy, W, and
Wdown .

4 Experiments and Results

4.1 Experimental Setup

DDO edits are applied to model weights before deployment; the defended checkpoint incurs no
architectural or runtime overhead. We compare against trained baselines under the same evaluation
protocol. For all defenses, we report (i) utility and benign compliance without attack, and (ii)
robustness under our attack ladder (standard RFA, adaptive multi-phase RFA, and Heretic; Section .
Full settings, hyperparameters, and per-model configs are in Appendix [F2]

Models and baselines. Our primary evaluation uses Llama-3-8B-Instruct with the full attack ladder
and baseline comparison. On Llama-3, we compare against six trained defenses using publicly
released checkpoints: Circuit Breakers [9], LAT [[LO], ReFAT [11], RepBend [12], Triplet, and Triplet-
Adv [13]. For cross-model generalization, we evaluate DDO on five additional instruction-tuned
model families and compare against four trained baselines (Circuit Breakers, RepBend, LAT, ReFAT)
with small hyperparameter sweeps (3—5 configs per defense per model; Appendix [F-8). Seven further
models are evaluated with DDO only (Appendix [F13).

Evaluation protocol. All generations use deterministic greedy decoding on a single A100 GPU.
Hyperparameter tuning and DIM estimation use a held-out validation split (128 harmful + 128 safe
probes); all reported metrics are on held-out test sets. We report knowledge accuracy (MMLU [36]],
5-shot), conversational quality (MT-Bench [37]), over-refusal on prompts that superficially resemble
harmful ones (XSTest [38], 250 such prompts, GPT-40 judge), and robustness under DirectRequest
(harmful prompts sent directly), four standard-RFA variants (Section[2), adaptive multi-phase RFA (up
to 8 phases), Heretic (200 trials), and prompt-level jailbreaks (HumanJailbreaks, GCG [22], PAIR [23]],



Table 2: Main defense comparison on Llama-3-8B-Instruct. ASR (%, 3-judge avg). MT-B =
MT-Bench; XST = XSTest; DR = DirectRequest. RFA: 3p/rs = three-point/residual-stream; J/H =
JailbreakBench/HarmBench. H-200 = Heretic at 200 trials. T = post-attack generation degradation

(Appendix . best / good / poor / ours . DDO matches trained baselines on standard RFA
(1.8% avg) at 30-450x lower cost per configuration without finetuning.

Utility 1 Direct RFA ASR | Heretic |
Defense Type MMLU MT-B XST DR} 3pJ rsJJ 3p-H rs-H Avg H-200
Base - 68.1 789 948 38 86.0 84.0 872 832 85.1 88.7
Circuit Breakers Trained 67.6 773 956 113 00 1.7 00 27 1.1 24.0
LAT Trained 67.8 752 208 00 107 47 80 38 6.8 82.3
ReFAT Trained  67.2 737 604 0.0 37 33 52 55 44 85.3
RepBend Trained 64.4 7.69 984 0.0 6.0 47 40 44 48 1.3
Triplet Trained  67.7 778 980 0.0 140 173 20.1 20.8 18.1 0.0
Triplet-Adv Trained  65.6 747 96.8 256 87 37 122 63 7.7 30.0°
DDO Ours 66.8 738 91,6 04 23 03 44 00 1.8 18.0

DDO + debiasing Ours 66.8 756 992 04 07 00 34 00 1.0 223

AutoDAN [24]). Unless otherwise specified, ASR is averaged over three judges: HarmBench
classifier [5], LlamaGuard-2 [39]], and StrongREJECT [40]. Configurations that fail a coherence
check (non-empty, non-degenerate, minimum-length outputs on 10 benign prompts) are marked
“x” and excluded. Full details on decoding, DIM estimation, splits, and benchmark settings are in

Appendix
4.2 Results

Standard RFA and Heretic on Llama-3. Table [2|compares DDO against six trained baselines on
Llama-3-8B-Instruct. DDO here denotes DDO (rank 1): one decoy neuron per layer with a single
shared reader r,. DDO + debiasing adds orthogonal debiasing (Section [3)) to repair over-refusal.
On standard RFA, DDO achieves 1.8% mean ASR, comparable to the strongest trained baselines
while requiring no finetuning and ~2 minutes per optimization run. Several trained defenses reduce
ASR partly by over-refusing (LAT: 20.8% XSTest; ReFAT: 60.4%), while DDO preserves 91.6%.
Adding orthogonal debiasing restores XSTest to 99.2% and improves standard RFA further (mean
ASR 1.0%). Under Heretic [14] (weight-level attack), DDO achieves 18% H-200 ASR; a gap to
trained RepBend (1.3%) remains, consistent with trained defenses distributing refusal more diffusely
across parameters.

Adaptive multi-phase RFA. Under adaptive multi-phase RFA (phases t=1, ..., 8), all evaluated
defenses degrade as the attacker re-estimates. Worst-case ASR across phases is comparable across
the strongest defenses: RepBend [[12]] 58%, ReFAT [11] 60%, DDO (rank 8) 65%, with Circuit
Breakers [9] weaker at 75%. We track ASR jointly with utility (MT-Bench [37]]; Figure [3) because
ASR alone can be misleading—a defense can lower ASR by degrading generation rather than refusing.
At Phase 8, DDO (rank 8) preserves MT-Bench at 5.82, comparable to RepBend (6.17) and Circuit
Breakers (5.90), and substantially better than ReFAT, which collapses to 4.01 (Appendix Table [I7).
DDO therefore lands in the same operating regime as the strongest gradient-trained defenses on both
worst-case ASR and utility under sustained adaptive attack, despite requiring no finetuning (Appendix
Figure ).

Cross-model generalization and baseline comparison. To test generalization, we apply DDO to
five additional model families (Yi-1.5, Qwen3, Gemma-2, Mistral, and GLM-4) and compare against
four trained baselines per model (Table[3} Appendix [E8).

Across all six models, DDO achieves < 10% mean standard-RFA ASR without base-model finetuning.
On Qwen3 and GLM-4, DDO achieves the lowest RFA ASR among utility-preserving defenses. On
Gemma-2, DDO matches LAT’s 0% RFA while preserving higher benign compliance (83.2% vs.
51.2% XSTest). DDO also reduces DirectRequest compliance on models with weaker native refusal
(Yi: 27% — 5%; Mistral: 41% — 6%; GLM-4: 26% — 0.3%). Beyond these six families, DDO
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Figure 3: Adaptive RFA on Llama-3-8B (8 phases). Top: attack success rate (|.). Bottom: model
quality (7). All defenses see rising ASR under sustained re-estimation: DDO (green) remains coherent
(MT-Bench >5.82) but ultimately leaks, while ReFAT (red) attains low ASR partly by collapsing
quality to 2.46 at Phase 1.

transfers to seven additional models with per-model Optuna tuning (~10 min each), achieving <10%
ASR on all of them (Appendix [F13)). A DDO optimization run takes ~2 minutes on a single A100
GPU, giving a 30-450x per-configuration cost advantage over trained baselines (1-15 A100-hours
each).

Compile-mode selection. For each model, we sweep both compile modes (replace and additive)
with 15 Optuna trials per mode (Table[I0} Appendix Table[I3). Replace mode overwrites the neuron’s
original weights with the decoy, producing a stronger signal but removing the neuron’s original
computation; additive mode superposes the decoy on top, preserving the original behavior at the cost
of a weaker decoy. The preferred mode depends on how each model’s refusal circuitry responds to
neuron overwriting: replace is preferred on Yi, Llama-3, and GLM-4 (where the model compensates
for the lost neuron), while additive is preferred on Gemma-2 (replace fails the coherence check),
Qwen3, and Mistral (replace disrupts baseline refusal). See Appendix [F.4]for a detailed analysis.

Prompt-level jailbreaks. Although DDO targets mechanistic refusal removal, we also evaluate
it against prompt-level attacks that operate purely at the input level (Table ). DDO + debiasing
achieves 0.4% GCG [22] ASR, matching the best trained defenses, and 1.2% on HumanJailbreaks.
A plausible explanation is that optimization-based prompt attacks like GCG suppress the same
low-dimensional refusal feature targeted by RFA [11]; DDO’s decoy neurons partially re-inject
refusal-correlated signal, making it harder for gradient-based prompt optimization to fully suppress
refusal. However, semantic attacks like PAIR [23]] (36.3% ASR) circumvent refusal through meaning
rather than activation geometry, and DDO provides no advantage here. Defending against semantic
jailbreaks requires complementary input-level defenses such as input classifiers.

4.3 Ablations

Table[5isolates each DDO component on Llama-3-8B-Instruct by removing one element at a time
from the full configuration. All ablations preserve MMLU within 3 points of the base model.

Effect of gradient optimization. Random orthogonal decoys (no optimization) achieve 72.3%
ASR—only a modest reduction from the undefended base (85.1%). In contrast, gradient optimization



Table 3: Cross-model baseline comparison (ASR %, 3-judge avg). DR = DirectRequest; RFA = mean
of 4 variants (three-point/residual-stream x JailbreakBench/HarmBench). Cost: A100 wall-clock

time per run (single config). best / good / poor / ours . DDO achieves the lowest RFA among
utility-preserving defenses on 4/5 models at 30-450x lower cost per configuration.

Model Defense MMLUtT MT-Bt XSTt DR|] RFA] Cost
Yi-1.5-9B Base 71.3 7.92 98.0 27.0 84.9 -

Yi-1.5-9B Circuit Breakers 71.4 7.93 93.6 50.3 0.0 ~1h
Yi-1.5-9B RepBend 71.1 8.00 94.0 443 0.0 ~5h
Yi-1.5-9B LAT 71.3 1.00 0.4 0.0 0.0 ~15h
Yi-1.5-9B ReFAT 70.4 6.60 90.0 0.3 0.0 ~8h
Yi-1.5-9B Ours (DDO) 70.6 7.78 93.6 5.0 5.0 ~2m
Qwen3-8B Base 76.6 6.78 94.8 8.5 90.7 -

Qwen3-8B Circuit Breakers 76.6 6.85 98.0 10.7 77.6 ~1h
Qwen3-8B RepBend (D) 76.7 6.78 96.8 0.3 24.8 ~5h
Qwen3-8B LAT (C) 76.7 2.35 0.0 0.0 0.0 ~15h
Qwen3-8B ReFAT (C) 77.4 6.12 97.2 8.5 8.4 ~8h
Qwen3-8B Ours (DDO) 76.6 7.15 100.0 6.2 8.0 ~2m
Gemma-2-9B  Base 73.4 8.35 80.4 1.3 66.5 -

Gemma-2-9B  Circuit Breakers (B) 73.4 8.42 79.2 1.3 65.0 ~1h
Gemma-2-9B  RepBend (D) 72.5 8.17 86.4 0.0 5.5 ~5h
Gemma-2-9B  LAT 73.4 8.40 51.2 0.0 0.0 ~15h
Gemma-2-9B  ReFAT 73.4 7.32 77.6 0.0 7.4 ~8h
Gemma-2-9B  Ours (DDO) 73.6 8.43 83.2 2.1 0.0 ~2m
Mistral-7B Base 60.1 7.51 94.0 40.6 86.3 -

Mistral-7B Circuit Breakers (C) 59.4 7.47 96.0 0.0 35.2 ~1h
Mistral-7B RepBend 60.0 7.51 94.0 18.9 81.0 ~5h
Mistral-7B LAT (C) 57.5 7.64 63.6 0.0 4.2 ~15h
Mistral-7B ReFAT (C) 61.0 6.58 96.0 41.5 57.6 ~8h
Mistral-7B Ours (DDO) 60.1 7.51 92.0 5.7 0.0 ~2m
GLM-4-9B Base 70.3 7.78 96.8 26.1 87.0 -

GLM-4-9B Circuit Breakers (D) 70.1 7.73 96.0 8.5 6.5 ~1h
GLM-4-9B RepBend 69.7 7.64 98.4 0.0 13.3 ~5h
GLM-4-9B LAT (C) 70.1 7.67 84.4 5.7 59.2  ~15h
GLM-4-9B ReFAT 69.2 2.84 95.6 18.2 52.9 ~8h
GLM-4-9B Ours (DDO) 70.3 7.78 90.8 0.3 2.0 ~2m

under the full 4-part objective reduces ASR to 1.8%, confirming that orthogonality alone is insufficient:
decoys must be optimized to dominate the harmful-safe contrast that the attacker re-estimates.

Loss components. The confusion loss Lconfusion and refusal-score 10ss Liefusal-score are the most
critical terms: removing either increases ASR to 43.2% and 41.8% respectively. The confusion loss
directly optimizes decoy directions to mislead the DIM estimator, while the refusal-score loss prevents
first-token collapse (“Sure ...” followed by refusal). The retain KL term stabilizes optimization
(ASR 22.4% without it) but is less critical on its own.

Neuron selection and compile mode. Low-norm neuron selection outperforms random neuron
choice (ASR 1.8% vs. 15.3%), supporting our design choice to edit low-impact units to reduce utility
disruption while maintaining decoy strength. On Llama-3, replace mode outperforms additive (ASR
1.8% vs. 16.5%), but this preference is model-specific (Appendix [F.4). Finally, layer placement
upstream of the causal refusal zone is critical on models with localized refusal (Appendix [F.3).

Alternative defense mechanisms. We evaluated 14 additional post-hoc mechanisms beyond DDO
(Appendix Table[I9). Linear defenses are brittle under re-estimation: Decoy Shear Transform (92%
ASR), Refusal Direction Rotation (68%), and Representation Rerouting (86%) are all defeated once
the attacker recomputes DIM on the defended checkpoint. Aggressive edits (e.g., LM-Head Row
Scaling) can drive RFA ASR near zero but at catastrophic utility cost (XSTest 8%, MT-Bench 1.72).
Finally, spreading decoy energy across more directions involves a tradeoff predicted by Corollary
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Table 4: Prompt-level jailbreak ASR (%, 3-judge avg, HarmBench). HIB = HumanJailbreaks;
ADAN = AutoDAN. best / good / poor / ours . DDO + debiasing matches the best trained
defenses on GCG (0.4%); PAIR remains high (36.3%).

Defense  Type HIB] GCGJ] PAIR] ADAN]

Base - 2.9 27.7 55.1 0.4
CB Trained 8.2 3.8 32.1 5.7
LAT Trained 0.0 8.0 34.6 0.0
ReFAT Trained 0.0 30.6 30.0 0.0
RepBend Trained 0.1 0.6 38.8 0.2

Triplet Trained 0.0 04 39.8 0.0
Tri-Adv ~ Trained 20.9 222 43.6 20.8

DDO Ours 1.2 1.7 37.5 0.0
+debias Ours 1.2 0.4 36.3 0.0

Table 5: DDO ablation on Llama-3-8B-Instruct. RFA ASR = mean of 4 variants, 3-judge avg (%).
best / good / poor / ours . All components contribute; confusion and refusal-score losses are
most critical.

Ablation RFA] MMLU{ XST}

Base (no defense) 85.1 68.1 94.8
Random orth. decoys ~ 72.3 67.9 99.6
w/o confusion loss 43.2 66.5 82.0

w/o refusal-score 41.8 66.7 90.0
w/o retain KL 22.4 65.8 86.4
Additive (vs. replace)  16.5 66.8 82.8
Random neurons 15.3 65.2 79.2
DDO full 1.8 66.8 91.6

diversified readers weaken rank-1 protection (ASR rises from 10% to 27% as the number of decoy
groups K increases from 1 to 4) but strengthen higher-rank robustness (rank-16 ASR drops from 5%
to 2%). The optimal K depends on the expected attacker rank budget (Appendix [E.3).

Cross-architecture mechanism comparison. We evaluated 8 post-hoc mechanisms across all
7 models (10-30 Optuna trials each; Appendix [F.12). DDO is the only single mechanism that
achieves < 10% ASR reliably across all architectures. Other mechanisms are individually weak
(e.g., gate_boost: 56-81% ASR) or break generation on most models (diverse Q-head routing,
rotation, V-projection, head amplification, and KV strengthening all fail the coherence check on Yi,
Gemma-2, and GLM-4). Even random orthogonal decoys without gradient optimization fail on 5 of 7
models (18-53% ASR). This supports the core DDO design: nonlinear SwiGLU gating plus gradient
optimization (and per-model compile-mode selection) are jointly necessary for cross-architecture
robustness. Full mechanism definitions are in Appendix

4.4 Discussion

The role of nonlinearity. Adaptive multi-phase RFA repeatedly estimates a linear DIM direction
on the defended checkpoint. DDO’s SwiGLU gate makes the decoy response depend on the prompt:
writing a £ (£, %), the decoy amplitude scales as silu(/3a) - a and behaves like Sa? for large positive
a. The prompt-dependent decoy response can bias the DIM estimate toward the decoy subspace.
Theorems [T] and [2] characterize the resulting subspace overlap under their stated assumptions.

Resistance to DDO undo attacks. A defense-aware attacker may try to undo DDO by identify-

ing edited neurons. Let T'¢jeay, denote the reference refusal direction and d,t) the DIM direction

the attacker estimates on the defended checkpoint. The attacker scores each MLP gate row by
A 7 . . . . .

8i = |(Wgate> datk) | and zeros the down-projection columns corresponding to the highest-scoring
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rows. This would work if dasx = Telean, since DDO writes T'cjean-aligned triggers into gate rows. In-
stead, estimator corruption rotates dai away from I'cjean, 50 edited neurons are not salient under this
score. Across Qwen3, Mistral-7B, and Yi, mid-zone target layers satisfy cossim(Tcjean, datk) = 0 and
the modified rows’ scores fall within the natural top-5 distribution. The evaluated undo heuristics pro-
vide partial recovery, with ASR remaining below the undefended model in Table [21] (Appendix [F.16).
ASR ranges from 6% to 12% without a sustained increase as the attacker’s probe budget grows
from 32 to 1024 prompts per class (Appendix [F.I8). Under rank-k SVD attacks, DDO with a single
reader is effective at rank 1 (4% ASR) but degrades at higher ranks (39% at k=16; Appendix [E.17).
Diversifying readers across K groups extends higher-rank protection at the cost of rank-1 strength, as
predicted by Corollary [3|(Appendix [E.3).

Comparison with trained defenses. On standard RFA, DDO matches the strongest trained base-
lines across five model families (Table 3)) at 30-450x lower cost per configuration. Under Heretic on
Llama-3, DDO alone (18%) remains weaker than RepBend [12]] (1.3%). A plausible explanation is
entanglement: gradient-based training can distribute refusal across many parameters jointly, while
closed-form edits are easier to localize and therefore easier to target with weight-level attacks.

5 Conclusion and Limitations

Existing defenses against refusal ablation require gradient-based training per checkpoint, creating
a bottleneck for the open-weight release cycle. DDO demonstrates that a mechanistic alternative—
repurposing MLP neurons to corrupt the attacker’s contrastive estimator—can match trained baselines
on standard RFA across six model families at 30—450x lower cost per configuration. The key
insight is that contrastive attacks are only as good as the contrast they estimate: by injecting a large,
harmful-selective, refusal-orthogonal decoy signal, DDO forces the attacker to ablate decoys rather
than genuine refusal.

DDO requires only a small generic probe set (128 harmful + 128 safe prompts), gradient optimization
of the decoy parameters (base weights frozen, so memory overhead beyond inference is minimal),
and a single GPU—no full finetuning infrastructure, no method-specific safety datasets, and few
design decisions beyond compile mode and layer range. This makes it applicable by any party with
access to the weights: model providers before release, downstream deployers, safety auditors, or
automated agents. The feedback loop is fast (minutes per optimization run) and defense strength
is controllable via compile mode and scalar gains (3, s), making DDO well-suited to agent-driven
safety pipelines that iteratively harden and evaluate checkpoints.

Limitations and future work. DDO improves resistance to refusal ablation, but sustained adaptive
re-estimation remains a challenge for all evaluated defenses. DDO can also increase over-refusal
on some models, although orthogonal debiasing and compile-mode selection mitigate this effect
(Appendix [A). Future work could investigate post-hoc edits that distribute refusal behavior more
broadly across parameters to improve robustness to weight-level attacks. Evaluating DDO alongside
inference-time guardrails, such as Llama Guard, would help establish whether these approaches
provide complementary protection.
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A Limitations and Future Work

Our evaluation covers three attack tiers and compares DDO with trained baselines across six primary
model families, including six trained defenses on Llama-3. We also evaluate DDO alone on seven
additional models. These experiments identify several limitations and directions for further study.

Adaptive attackers. All defenses in Table [16reach high ASR under sustained re-estimation within
the eight-phase budget. DDO (rank 8) reaches a worst-case ASR of 65% (LlamaGuard-2), compared
with 58% for RepBend. Evaluations with longer phase budgets, joint multi-direction projections, and
estimators beyond DIM would help establish how robustness changes under stronger adaptive attacks.

Weight-level attacks. DDO achieves 18% ASR under Heretic on Llama-3, compared with 24.0%
for Circuit Breakers, 82.3% for LAT, and 85.3% for ReFAT (Table EI) RepBend [12]] achieves a lower
ASR of 1.3% through gradient-based parameter—behavior entanglement that is difficult to replicate
with post-hoc edits alone. Closing this gap—e.g., via post-hoc edits that induce deeper entanglement
surviving weight-level optimization—is a promising direction for future work.

Over-refusal on some models. DDO can reduce compliance with benign requests on some models.
Similar or larger reductions occur with trained defenses, including LAT and ReFAT on Llama-3
(Table [2), indicating that over-refusal is a broader challenge for safety hardening. Orthogonal
debiasing can restore benign compliance while preserving RFA robustness (Section [3), and additive
compilation reduces over-refusal on some architectures. Further work should investigate how to
select these mitigations automatically for each model.

Compile mode selection. Choosing between replace and additive compilation currently requires
evaluating both modes and comparing ASR and XSTest scores. This search is inexpensive relative to
baseline finetuning, but a predictive rule based on properties such as refusal redundancy could reduce
the need for repeated evaluations.

A.1 Broader Impacts

Misuse of open-weight models. Training-free refusal removal has moved well beyond academic
proof-of-concept. The mechanistic result that refusal is mediated by a low-dimensional residual-
stream direction [7]] was rapidly operationalized into public tooling: community tutorials describe
one-command uncensoring without retraining [41], and automated tools such as Heretic apply
hyperparameter-optimized weight edits on a consumer GPU with no ML expertise required [14]. A
recent large-scale audit of public model repositories found over 8,600 safety-modified open-weight
checkpoints across 1,300 namespaces, with more than half packaged in GGUF format optimized for
local consumer-hardware deployment and accumulating tens of millions of tracked downloads [8]].
Refusal removal has therefore become a distribution and hosting problem: users can either run
abliteration scripts themselves, or simply download an already-modified checkpoint.

Deployment considerations. This distribution surface is exactly where DDO intervenes. Once
aligned weights are publicly downloadable, there is no practical way to guarantee that all copies
receive safety updates or can be rolled back [42]]. Per-checkpoint safety retraining cannot address this
at scale: it is too slow and too expensive to apply to every community finetune, merge, or re-quantized
derivative hosted on a platform. DDO—trequiring approximately two minutes per optimization run on
a single GPU without base-model finetuning—can be applied by any party in the distribution chain
before serving or redistributing a checkpoint. This is consistent with emerging policy guidance: NIST
explicitly assigns monitoring and mitigation responsibilities to model-hosting platforms and other
distribution channels [43]]. By raising the cost of the most accessible refusal-removal workflows,
DDO addresses a gap that neither upstream safety training nor downstream prompt filtering can close
alone.

Misuse domains. The impact of increasing the attacker’s cost is largest in domains where compliant
local assistance lowers barriers to serious misuse. For CBRN and biosecurity, LLM access has
been shown to substantially accelerate novices on dual-use biology tasks: a controlled uplift study
found that participants with LLM assistance were 4.16 X more accurate than internet-only controls,

17



with 89.6% reporting little difficulty obtaining dual-use information despite safeguards [44]]. Pre-
deployment evaluation of high-consequence biological capabilities is now considered a baseline
safety requirement [45], and WMDP provides a systematic benchmark for hazardous biosecurity
and chemical knowledge in LLMs [46]. For child safety, robust refusal reduces the availability of
uncensored local assistants that can be used to facilitate grooming, coercion, or integration into
abuse pipelines. Academic analysis identifies Al-generated CSAM as enabling revictimization,
normalization, and lowered barriers to offending [47], while operational reporting documents sharply
rising volumes and calls for safety-by-design action by platform providers [48]]. In both domains,
DDO does not provide complete protection—determined adversaries with sufficient resources can
still bypass it—but it raises the cost of the most accessible and widespread attack workflows.

Potential negative impacts and dual-use concerns. Three dual-use risks merit discussion. First,
our adaptive multi-phase RFA attack is a new, stronger variant of existing RFA; however, it is a natural
extension of publicly available methods, and we believe the defensive contribution outweighs this
incremental offensive capability. Second, our mechanistic analysis of why defenses fail (nonlinearity
requirements, subspace overlap bounds, neuron detectability) could inform adversaries seeking to
circumvent safety measures; our analysis and released evaluation code are intended to support defen-
sive design and robustness assessment. Third, DDO should be understood as a cost-raising hardening
layer—not a complete safety guarantee—and we report its residual attack surfaces transparently in
Section[Al

Responsible disclosure. We release DDO as a defensive hardening tool, together with code for
evaluating its robustness to refusal-removal attacks. We do not release new uncensored model
checkpoints or finetuning recipes for removing safety guardrails. All evaluation uses established
public benchmarks (JailbreakBench, HarmBench, AdvBench) and models derived from publicly
available instruction-tuned checkpoints.

B Extended Related Work

Mechanistic refusal representations and abliteration. Several analyses of RLHF-aligned LLMs
show that refusal can be removed by ablating low-dimensional residual-stream features. Projecting out
arank-1 difference-in-means (DIM) direction—the refusal feature—often eliminates refusal, enabling
Refusal Feature Ablation (RFA) and “abliteration” [7]]. Such direction-based interventions have
been contextualized under the Linear Representation Hypothesis [6]. Subsequent work argues that
refusal geometry can be multi-dimensional (e.g., concept cones [18]] and multiple refusal-mediating
directions [19]]), with orthogonal safety dimensions [20] and evidence that harmfulness and refusal
are encoded separately [21]. Complementary mechanistic studies localize safety-relevant structure to
specific neurons [49,150] and intermediate hidden states [S1], while sparse autoencoders reveal refusal
as a composition of fine-grained latent features [52,|53]]. Jain et al. [54]] show that safety finetuning
induces narrow, localized internal changes, which helps explain why contrastive estimators like RFA
can locate and remove the refusal mechanism—motivating defenses that corrupt the estimator itself.
We include both single-phase RFA and adaptive multi-phase RFA in our attack ladder (Section [2).

Defenses against refusal ablation. Existing defenses against RFA are largely training-time in-
terventions. Circuit Breakers [9] finetunes checkpoints with a representation-rerouting objective;
LAT [10], targeted LAT [55], and ReFAT [11]] rely on adversarial finetuning; and representation-
reshaping approaches such as RepBend [12] and contrastive objectives [13]] modify refusal geometry
during gradient-based training. A concurrent defense targets abliteration directly [56]], but still
requires finetuning. While effective, these approaches require per-checkpoint training runs and, de-
pending on the method, additional data collection or attack pipelines (e.g., adversarial examples) and
hyperparameter tuning. In contrast, we study post-hoc mechanistic weight editing: decoy parameters
optimized using a small prompt set and compiled into model weights with no architectural or runtime
overhead, enabling rapid hardening and composition across open-weight releases. Because these
edits target specific components (layers, matrices, neurons), they also provide an interpretable and
automatable complement to training-based hardening. Hyperparameter search with Optuna selects
the configuration of these edits, which can also serve as an initialization for subsequent finetuning.
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Prompt-level jailbreaks and robust refusal. LLM:s are also vulnerable to prompt-based jailbreaks
that circumvent refusal by optimizing adversarial inputs, without modifying model weights. We
report three widely used automated attacks—GCG [22]], PAIR [23]], and AutoDAN [24]—under
HarmBench’s standardized robust-refusal evaluation setting [5]. ReFAT provides evidence that many
prompt jailbreaks can suppress a low-dimensional residual-stream refusal feature [[11], linking these
input-space attacks to the same refusal representation exploited by RFA; we therefore include them
as a complementary evaluation of how our post-hoc weight edits affect robustness under input-space
attack.

Over-refusal calibration. Over-refusal—where aligned models refuse benign requests—has been
studied through dedicated benchmarks [33]] and addressed via representation-level interventions. A
single learned direction can calibrate false refusal in a training-free manner [34], while targeted
representation finetuning can shift refusal boundaries with minimal utility loss [35]. Our orthogonal
debiasing mechanism (Section[3)) is complementary: it projects out an over-refusal direction from
weight matrices after DDO, restoring benign compliance while preserving robustness.

Real-world prevalence of abliteration. The refusal direction exploited by RFA transfers across
languages [S7]], broadening the scope of the vulnerability beyond English-only settings. A large-scale
audit found over 8,600 uncensored model repositories on HuggingFace, with abliterated variants
achieving ~74-80% compliance on unsafe prompts [8]. The growing ecosystem of automated
abliteration tools across architectures has been surveyed [58]], and cheap post-hoc weight editing has
been argued to pose serious safety risks for open-weight releases [59]. These considerations motivate
our focus on post-hoc hardening primitives that can be applied rapidly across checkpoints.

C Notation and Background

We use a standard decoder-only transformer architecture (e.g., Llama-3 [[17]]). For a fixed token
position (we omit token indices), let h, € R denote the residual-stream state at the input of layer ¢
(hidden dimension d). Each layer is pre-norm: RMSNorm is applied before attentlon and before the

MLP, and each sublayer update is added back to the residual stream W rm with gain
~, € R? as RMSNorm(x) £ x/RMS(x) ® ~,, where RMS(x) £ /1 3¢ 22 4 ¢.

Attention. Let x, = RMSNorm(h;). Multi-head attention computes queries, keys, and values via
learned projections:

Qr=Wyxy, Kp=W;xy, V,=W,xy, (6)

Multi-head attention applies rotary positional embeddings (RoPE) to Q, K, and produces an output
ay projected back to the residual stream:

ay =S W, Attn(Qg, Ky, Vg)7 h?tm £ h, + ay. (7)

MLP (SwiGLU). Letx, = RMSNorm(ham‘) Many modern LLMs (including Llama-3) use
a SwiGLU MLP [60] with gate/up projections Wgate, Wy, € RéinterXd and down projection
Wdown c RdXdlntLr

my = Wdown(Sﬂu(Wgateif) © (Wupié))7

Ay
hattn

®

h, = +my,

where dinte, 1s the MLP intermediate dimension and © is elementwise multiplication. Some models
(e.g., Gemma-2) use GeGLU, which replaces silu with gelu; our method applies to both variants.

Edited parameters. Our defenses perform offline edits to selected parameter matrices, including
W, Wi, W, W, Weate, Wup, Wdown, the embedding matrix Wy, the output head Wy, and
(for normalization-based mechanisms) RMSNorm gains {-,}. We fold all edits into these weights
before deployment, so defended models run with no architectural or runtime overhead.

Hookpoints (for attacks). When defining RFA variants (Section[2)), we use three hookpoints per
layer: residual-stream input hy, attention update a,, and MLP update m,.
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D Additional Method Details

D.1 First-Token Collapse

During DDO optimization, the cross-entropy refusal 10ss Liefyse anchors safety by training the model
to produce refusal continuations on harmful prompts. However, this loss operates on the full sequence
and can be satisfied by degenerate solutions: the model outputs a compliance-prefixed first token
(e.g., “Sure”) to reduce the decoy-confusion loss, then pivots mid-sentence to refusal (e.g., “Sure, I'd
be happy to...actually, I cannot assist with that request”). This “first-token collapse” is problematic
because (i) autoregressive generation commits to the first token, so a compliance prefix can cascade
into full compliance under greedy or sampled decoding, and (ii) ASR judges that inspect only the
first few tokens may classify such responses as compliant even though the model eventually refuses.

The refusal-score 108s Liefysalscore addresses this by directly supervising first-token logits:

Lretusal-score = mMax | 0, m — |max z; — max z , 9
tE T et te comp

where z; is the logit for token ¢, Trer = {I,Sorry, cannot} are refusal-prefixed tokens, ’72(,mp =
{Sure,Here} are compliance-prefixed tokens, and m is a margin (m=0 in all experiments). This
hinge loss ensures that refusal tokens dominate compliance tokens at the first position. In our ablation
(Table E]), removing L efusalscore increases ASR from 1.8% to 41.8%, confirming that first-token
anchoring is essential for DDO’s effectiveness.

D.2 All Mechanism Definitions

Section 3| defines DDO (the core mechanism). Here we define the 14 additional mechanisms that

appear in at least one reported configuration, ablation, or negative-result analysis. Throughout, let
x; = RMSNorm(h,) and %, £ RMSNorm(h3*").

Decoy Shear Transform (linear baseline). We apply a linear shear that preserves the refusal
coordinate but injects orthogonal decoy components: My £ I+ > ;G £, withu,; L #y, folded
into W, and W gy, by left-multiplication. When harmful prompts induce larger (£, h) than safe
prompts, this shear adds a harmful-selective shift in decoy directions and can rotate the initial DIM
estimate away from the causal refusal feature. However, because the transformation is linear, an
adaptive attacker can re-estimate DIM on the defended checkpoint and recover the new contrast; on
Llama-3 this yields 92% ASR (3-point RFA, LlamaGuard-2).

Diverse Q-Head Routing. For each attention head h, we define a head-specific trigger
te = cos(0)f; + sin(6)6y,y, with 64, L Ty, and apply the rank-1 update

W e W oW )8, (10)

This makes different heads respond to slightly different rotations of refusal, aiming to distribute
harmful-safe separation across head-specific subspaces. Since attention includes a softmax nonlin-
earity, such diversification could in principle make the overall behavior harder to summarize by a
single residual-stream DIM direction; in practice the edit is brittle and often fails the coherence check
on some architectures.

RoPE Dimension Amplification. We rescale selected rotary frequencies we ; < pwy ; for j € 7,
p > 1, by editing the RoPE parameters used by W, and W,. If refusal-related computation relies
on consistent attention patterns across positions, increasing rotation rates in a subset of dimensions
can induce more position-dependent variation, potentially smearing harmful—safe differences across
tokens and weakening a simple DIM estimator. This mechanism is highly architecture-sensitive and
often degrades generation.

Value-Projection Conditioning. We add a rank-1 component to the value projection,
W, Wy i+ flgf';, where 1y is a fixed random unit vector. This explicitly routes the re-
fusal coordinate (', x) into the value stream, so that even if an attacker partially removes refusal by
ablating a mis-estimated direction, any surviving refusal signal is amplified and broadcast through
attention aggregation downstream. This edit is attention-sensitive and can break coherence on some
models.
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KV Rank-1 Strengthening. This uses the same update as Value-Projection Conditioning but with
a larger coefficient 7, applied only in late layers (L26-31 on Llama-3) where refusal is strongest:
W, Wye+1n IAJ.gIA‘Z. Concentrating the coupling where refusal is already causally active makes
small ablation errors more consequential, because any residual refusal coordinate is immediately
injected into the value stream in the final computation stages.

Head Amplification. We score heads by s, , :AEZWEJ})JL% select the top-k, and scale those
head outputs by a factor v (e.g., k=4, y=2). If a subset of heads carries disproportionate refusal-
aligned signal, amplifying them increases the magnitude of refusal-correlated residual updates, so a
fixed-strength (or mis-targeted) ablation leaves more refusal behind. Because it edits W, (part of
Heretic’s weight-edit surface), this mechanism is mostly a control for standard RFA rather than a
robust defense.

Autoregressive Embedding Boost. For refusal-prefix tokens ¢ € {I, cannot, can, ’t, Sorry},
we add a small refusal-aligned component to their embeddings: Wenp[t, ;| += & Fayg, Where Tayg
is the layer-averaged refusal direction. Once generation begins with a refusal prefix, the boosted
embedding injects extra refusal signal at the next step, creating a positive feedback loop that can
make refusal harder to interrupt if an attacker has only partially removed refusal features.

RMSNorm Gain Control. We increase RMSNorm gain on the top-k refusal-aligned channels:
Ye,j < 9e,; for indices j with the largest |, ;|. RMSNorm applies state-dependent rescaling
(y = x/RMS(x) ® =), so amplifying refusal-aligned channels changes the effective coupling be-
tween channels in a data-dependent way. This could make harmful-safe differences less well
described by a fixed linear direction; in practice, such edits often destabilize generation.

Orthogonal Debiasing (utility repair). We estimate an over-refusal direction v from benign
prompts the model incorrectly refuses (constructed to be approximately orthogonal to T*y), and remove
sensitivity to ¥ by projecting it out of selected matrices: W/ = W — (Wv)v " for input-dimension
matrices (Wemp), and W/ = W — v(¥ T W) for output-dimension matrices (W ,, W qown). Since
DDO can mildly increase benign refusals on some models, removing the dominant benign-bias
direction repairs compliance without directly weakening refusal, because the edited direction is
chosen to be orthogonal to refusal.

Refusal Direction Rotation. We apply a fixed Givens rotation in the {#, v} plane (§ = 7/3,v L ),
folded into W, and W 4own. This can appear to “hide” refusal by moving it away from r, but the
rotated refusal direction rgef = Mrp,sc 1S still a single linear direction, so an adaptive attacker can
re-estimate DIM on the defended checkpoint and recover it (Llama-3: 68% ASR).

Representation Rerouting. We learn a rank-16 update AW (applied to W, and W gown) that
maps harmful activations toward random target representations. If harmful activations are pushed into
a more diverse set of directions, the harmful-safe contrast could become less low-rank, weakening
rank-1 DIM estimation. In practice, harmful and safe activations remain linearly separable after
rerouting, so a re-estimated DIM direction still removes refusal (Llama-3: 86% ASR).

Refusal Scattering. We attempt to distribute the refusal direction across k=8 random orthogonal
residual directions (via rank-k perturbations to W) and boost refusal-prefix logits via LM-head
scaling. If refusal were spread across multiple orthogonal directions, a rank-1 ablation would remove
only a fraction of it, forcing the attacker to use higher rank or more phases. In practice, this approach
performed poorly in early tests and we did not evaluate it beyond a coherence check.

LM-Head Multiplicative Row Scaling. We reshape a small set of logits by multiplicatively
rescaling corresponding LM-head rows. For selected token IDs ¢ (refusal-prefix tokens such as
“I/cannot/can” and compliance tokens such as “’d/would/Sure/Here”), we apply

W]m[t, 2] — St Wlm[t, Z}, (11)

which rescales z; = (Wi [t,:], h) without modifying hidden-state activations. Since RFA-like
attacks operate on hidden states, changing the LM head can provide additional refusal “headroom”
even if intermediate refusal features are partially reduced. We tune {s,} with Optuna [26].
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Adversarial Sign Coupling. We repurpose a small set of SwiGLU units to implement a bilinear
cross-term between the refusal coordinate and an orthogonal coordinate. In layer ¢, sample 6, L 1
and choose a small set of intermediate units ¢ disjoint from the gated-decoy units (we use a fixed
neuron-index offset, 30+). We set each unit so that its gate row aligns with 6, and its up row aligns
with ty, while its down column writes into a fixed random output direction u, ;. The resulting
contribution is

51(5@) = Sﬂu(<6z, )~(g>) . <f‘g, )~(£> s Uy (12)
Adaptive multi-phase RFA repeatedly estimates and ablates a linear DIM direction at fixed hookpoints.
Because the sign-coupled term depends on the product of two coordinates, the effective linear
surrogate presented by this bilinear feature can shift after ablation and across hookpoints, potentially
increasing the number of distinct directions (phases/rank) an attacker must remove to fully suppress
refusal-related computation.

E Theoretical Proofs and Formalizations

E.1 Proofs of the Overlap and Spectral Bounds

Proof of Theorem[l] Let Qi = Q(C) and V}, contain the top-k left and right singular vectors of C,
respectively, and let ¥, = diag(o1(C),...,0%(C)). The SVD identity CV}, = QX gives

IrQy =rCViE, !,
where Y, is invertible because o (C') > 0. Since Q) and Vj, have orthonormal columns,
TR (C)lop = MR Qk[lop

— [IRC
<R Clop Vi llop 125 Hlop = T2t 2®.

Ok (C)
O
Proof of Theorem[2] Because UTU = I,,, the nonzero singular values of Dy = U Ay equal those of
Ag. Weyl’s singular-value inequality and IIxU = 0 give
or(Co) 2 ok(Dg) — [|Sollop = ok (Ag) —p >0,
M= Collop = M= Sellop = pr-
Substitution into Theorem 1| proves the bound. If 1 < k < reg(e), then 0 (Ag) — p > pr /e, so the
O

overlap is at most €.

Proof of Corollary[3] The singular values are nonincreasing, and their squared sum equals the squared
Frobenius norm. Hence

o

kop(Ag)® < ) 0j(As)? < || Agll7 < B>
=1

J

Taking square roots gives o3 (Ag) < B/vk. Equality is attained when the first k& singular values all
equal B/+/k and every remaining singular value is zero. O

Corollary 4 (Overlap under decoy-dominated contrast). If C' = Clier + Cgec + F, with IIg Cgec = 0,
HCref + E”op S Sref, and O (Cdec) Z Sdec > Srefs then

Sref

[Tl ILx (C)]] (13)

op S .
P Sdec — Sref

Proof of Corollary[d} Orthogonality and Weyl’s inequality bound the numerator and denominator in

Theorem
TR Cllop = [[TIR(Cret + E)llop < Sref,

Uk(C) Z Uk(cdec) - ||Cref + E”op 2 Sdec — Sref > 0.

Substituting these bounds proves the claim. O
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E.2 Stackelberg Formulation

We formalize the defender—attacker interaction as a capability-constrained Stackelberg game.

Setup. The defender commits to a post-training weight edit § € ©, producing checkpoint My.
After observing My, the attacker chooses an attack a € A (e.g., rank-k RFA, P-phase adaptive RFA,
T-trial Heretic) to maximize harmful compliance while preserving capability:

ua(f,a) = A(0,a) — \[r = U(0,a)]+ — c(a), (14)

where [z]; = max(z,0), A(0,a) = ASR(My..), U(6,a) is a utility proxy (e.g., MT-Bench), 7 is
an attacker utility threshold, A > 0 controls the capability—compliance tradeoff, and c(a) is attack
cost. The defender solves
0* i A(6 -U(9,0 Cp(0 15
€argmip max [A(0,a)+ plro —U(0,2)]+ + Co ()], (15)

where BR) () = arg max,ec 4 ua (6, a) is the attacker’s best response, 1 penalizes defender utility
violations, 7p is the defender’s utility floor (without attack), and Cp(0) is editing cost.

Definition 5 (Capability-constrained ASR and deterrence). For defense 0, utility threshold T, and
attack family A:
CC-ASR.(0) £ max  A(f,a). (16)
ac€A:U(0,a)>T

We say 0 is (q, T)-deterrent against A if CC-ASR.(0) < gq.

CC-ASR separates clean jailbreaks (high ASR with preserved utility) from pyrrhic failures (high ASR
with destroyed utility). Worst-case ASR conflates these; CC-ASR isolates the deployment-relevant
threat.

Implications for capability-constrained attacks. Consider a family of contrastive attacks satisfy-
ing the assumptions of Theorem [2] If every capability-preserving attack in this family has rank at
most 7. (€) (the effective decoy rank), then its causal overlap is at most €. Assuming further that the
increase in expected compliance is at most L times this overlap gives CC-ASR.,(6) < A(0,9) + Le
for that family. Here L is a modeling assumption for a smooth expected compliance rate, rather than
discrete empirical ASR. For a given attack rank %, DDO therefore seeks to maximize the spectral
margin o (Ag) — p subject to utility constraints.

Stopping criterion for adaptive RFA. For adaptive multi-phase RFA, let A;, Uy, and ¢; denote
ASR, utility, and cumulative attack cost after phase ¢. Under a one-step comparison, continuing from
phase ¢ to ¢ + 1 is beneficial when

At+1 — At > )\([T — Ut+1]+ — [T — Ut]+) + (Ct+1 — Ct).

The marginal ASR gain must exceed the added capability penalty and attack cost. DDO aims to shift
substantial ASR gains to later phases, where capability degradation can outweigh them. Empirically
(Figure [3), DDO (rank 8) maintains MT-Bench > 5.82 through Phase 8, comparable to RepBend
(6.17) and Circuit Breakers (5.90); ReFAT drops to MT-Bench 2.46 at Phase 1, so its low ASR is
bought at the cost of utility under this formulation.

E.3 Empirical Spectral Analysis

We empirically validate the flat-spectrum tradeoff predicted by Corollary |3 We train DDO with
K € {1,2,4,8} decoy neurons per layer, each with a diversified reader (distinct trigger direction via
random orthogonal perturbation). Without diversified readers, all K neurons read the same scalar
(tp,%¢) and Ay is effectively rank 1 regardless of K. With diversified readers, each neuron reads a
different coordinate, giving Ay up to K significant singular values. We then attack each model with
rank-k SVD ablation (Table[6).

Three patterns confirm the corollary: (i) rank-1 protection weakens with K: ASR rises from 10%
(K=1) to 27% (K=4) as energy is spread across more directions; (ii) higher-rank protection
strengthens: at k=16, ASR drops from 5% (K =1) to 2% (K >2); and (iii) K =2—4 provides the best
tradeoff (0—1% ASR at k=2-8 with moderate rank-1 cost).
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Table 6: Diversified-reader DDO under rank-k attacks (ASR %), LlamaGuard-2, Llama-3-8B). K = decoy
neurons per layer; k = attack rank. As predicted by Corollary 3] increasing K weakens rank-1 protection (energy
spread) but strengthens higher-rank protection (more decoy directions to exhaust).

Attackrank k& K=1 K=2 K=4 K=8

k=1 10 21 27 14
k=2 1 1 0 0
k=4 1 0 0 1
k=8 2 1 1 8
k=16 5 2 2 2

Table 7: Singular values of the decoy response matrix Ag on Llama-3-8B DDO. Diversified readers flatten the
spectrum (o1 /o2 drops from 934:1 to 15:1), confirming the mechanism underlying Corollary

Configuration o1 1) o3 o4 o1/02
K =1, single reader 1588 0.17 0.16 0.04 934:1
K =4, single reader 339.0 2.33 1.66 1.05 145:1

K =4, diversified reader 82.6 5.59 1.55 1.15 15:1

Empirical singular spectrum. Table [7]reports the singular values of Ay (the empirical decoy
response matrix from Theorem [2) for three configurations.

Diversified readers reduce o1 /09 from 934:1 (single reader, effective rank 1) to 15:1 (diversified,
effective rank >1), directly confirming that reader diversification flattens the decoy spectrum as
predicted.

F Full Experimental Details

F.1 Attack Implementation Details

Standard RFA. We compute ?er—layer DIM directions at the last token position: for each layer
¢, d; = normalize(h}*™ — h$*°) where h denotes the mean activation over the probe set. Mean
activations are accumulated in float64 for numerical stability. All 32 per-layer directions are applied
simultaneously via forward hooks (three-point: block input + attention output + MLP output; residual-
stream: block input only). This differs from the Arditi et al. direction selection pipeline [7]], which
selects a single (position, layer) direction by evaluating each candidate using KL divergence on safe
prompts. Our per-layer procedure corresponds to a larger ablation budget (one direction per layer)
and is therefore at least as strong as the single-direction variant under matched probe sets. For all
reported results we use unfiltered DIM estimation (no refusal-score filtering of the probe set), which
provides the attacker with a cleaner direction estimate.

Adaptive multi-phase RFA. At each phase ¢, we collect activations with all prior phases’ hooks
active, compute fresh per-layer DIM directions, and Gram-Schmidt orthogonalize against all previous
directions. All ¢ direction sets are then ablated simultaneously using three-point hooks. Total
hookpoints: up to 3L per forward pass (3 hookpoints x ¢t phases x L=32 layers). The attack is
deterministic: three identical runs produce identical direction sequences. We evaluate up to 8 phases.

Heretic [14]. We run the released Heretic tool in an isolated Python virtual environment via subpro-
cess. Key settings: Optuna TPE sampler with n_startup_trials=15, n_ei_candidates=128,
multivariate=True. Multi-objective optimization: minimize (refusals, KL divergence). The tool
optimizes a peaked per-layer ablation strength profile a(¢) over W, and W 44y, matrices. We report
results at 200 trials (H-200). Direction scope is searched over “global” (single direction index)
and “per_layer”. Per-component search ranges: max_weight € [0.8,1.5], max_weight_position
€ [0.6L, L], min_weight € [0, 1] X max_weight, min_weight_distance € [1,0.6L].

Heretic generation quality. Daggered entries in Tables[2]and [18]indicate post-attack generation
degradation associated with KL divergence > 0.3 in the selected Heretic trial. Heretic’s KL metric
measures the change in output probability distributions on benign prompts relative to the checkpoint
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before attack. It provides a diagnostic of distributional change rather than a direct measure of task
accuracy. The utility columns in these tables describe the defended checkpoints before attack; they
do not measure post-Heretic utility.

F.2 DDO and Auxiliary Mechanism Hyperparameters (Llama-3)

Table [§] reports exact hyperparameters for DDO and all auxiliary mechanisms on Llama-3. All
mechanisms share the same unfiltered DIM estimation protocol and probe budget.

Table 8: Hyperparameters for the 15 mechanisms used in reported configurations on Llama-3-8B-
Instruct. Shared: bfloat16 weights, float64 direction estimation, 128 harmful + 128 safe probes,
unfiltered DIM, last-token position. DDO (first row) is the core mechanism.

Mechanism Scope  Key parameters

Core mechanism:

DDO (Gated Decoy) varies 1 neuron/layer (low_norm). Orthogonal decoy basis u; L 1,
gradient-optimized. Per-model layer ranges and hyperparameters in
Table[T3] Modifies Wgate, Wup, Wdown

Auxiliary mechanisms (examples; used in some compositions/ablations):

Value-Projection 12-19  Rank-1 perturbation of W, (random output direction)
Conditioning

Head Amplification 24-28  Top 4 heads, 2x factor

Orthogonal Debiasing all Lob = Wemp(I—¥¥T); W = (I —¥¥v )W for

A% (S {W07 Wdown}

Standalone variants:
LM-Head Multiplicative Wim Optuna TPE, 40 trials, 9 tokens (e.g. “T”: 2.63 %, “Sure”: 0.32X)
Row Scaling

Decoy Shear Transform all M =1+ UTU'; sweep cc{1-5}, kc{4,8,16}
Refusal Scattering varies Rank-k scatter (k=8) + LM-head boost
Representation Rerouting ~ varies ~ Rank-16 AW, Areroute/Apreserve

Refusal Direction all Givens in {F, v} plane, 6=m/3

Rotation

Adaptive-specific additions (used in adaptive compositions):
Diverse Q-Head Routing 16-30  16-22 heads, gstrength 0.59-0.75, per-head rotated triggers

RoPE Dimension 16-28 1.45-1.54x on 11-16 rotary dims

Amplification

Autoregressive Wemb  Strength 0.68-0.82, tokens {1, cannot, can, ’t, Sorry }
Embedding Boost

KV Rank-1 Strengthening  26-31  Strength 0.55-0.60, rank-1 on W,

RMSNorm Gain Control 16-28  1.07-1.30% on 59-64 refusal-aligned -y channels
Adversarial Sign 4-27 Gate on 6 L T, up on t, neuron offsets 30+
Coupling

F.3 Per-Model Causal Refusal Zones

To choose DDO layers, we estimate each model’s causal refusal zone via single-layer ablations. For
each layer ¢, we ablate only the per-layer DIM direction at ¢ (3-point hooks) and measure the resulting
drop in refusal rate (substring heuristic) on 16 harmful prompts. We classify a layer as “causal” if the
refusal drop exceeds 10%. Table Q] reports the resulting causal zones and DDO placement for all 7
models. “Causal Zone” is the span from the earliest to the latest causal layer; #C is the number of
layers within that span that exceed the 10% threshold (not necessarily contiguous—e.g., Llama-2 has
3 causal layers scattered across L.13-31); and Frac is #C divided by the total number of layers. The
upstream placement principle (Section[3) suggests that, on localized models, DDO layers should start
at or before the causal zone (allowing partial overlap).

F.4 Compile Mode Selection Details

We compile DDO parameters into model weights using one of two modes: (i) replace (.copy_()),
which completely overwrites the neuron’s row/column vectors with the decoy trigger and output
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Table 9: Causal refusal zones, DDO placement, and compile mode across all 7 models. #C = number
of causal layers; Frac = fraction of total layers that are causal. Compile mode does not follow a
simple redundancy rule: Mistral has 81% causal fraction (distributed) yet requires additive because
replace inverts its refusal signal (Table [T2)).

Model Causal Zone #C Frac Pattern DDO Layers Mode
Yi (48L) L3-45 42 88% Distributed L.18-32 Rep
Llama-2 (32L) L13-31 3 9% Sparse L4-12 Rep
Llama-3 (32L) L8-31 8 25% Localized L6-14 Rep
Gemma-2 (42L) L12-23 12 29% Localized L10-18 Add
Qwen3 (36L) L20-34 15 42% Localized L12-16 Add
Mistral (32L) L2-28 26 81% Distributed L2-18 Add
GLM-4 (40L) L16-22 6 15% Localized L6-17 Rep

(a clean, high-magnitude decoy signal, but it removes the neuron’s original computation), and (ii)
additive (.add_()), which adds the decoy signal on top of the original neuron weights (preserves
original behavior, but yields a weaker, mixed decoy signal).

The preferred mode depends on how each model’s refusal circuitry responds to neuron overwriting,
rather than a simple redundancy rule:

Table 10: DDO compile mode comparison across 7 models (ASR %, mean of 4 RFA variants,
3-judge avg, 15 Optuna trials per mode). best / poor / ours ; X = coherence failure. The preferred
mode is model-specific; replace is stronger when tolerated but breaks some architectures.

Model Gate Replace] Additive] Best

Yi-1.5-9B SwiGLU 5% 18% Replace
Llama-2-7B SwiGLU 1% 8% Replace
Llama-3-8B SwiGLU 0% 7% Replace
Gemma-2-9B  GeGLU X 0% Additive
Qwen3-8B SwiGLU 18% 8% Additive
Mistral-7B SwiGLU 42% 0% Additive
GLM-4-9B Fused 2% 48% Replace

Replace mode produces a stronger decoy signal but is more disruptive: overwriting a neuron’s weights
removes its original computation. On some models this eliminates baseline refusal entirely (Mistral:
3% Ref under replace; Table[I2)), while on others the model compensates (Yi: 93% Ref despite
replacement). Gemma-2 (GeGLU) fails the coherence check under replace entirely. Additive mode
preserves the original neuron and superposes the decoy, making it safer but producing a weaker,
mixed decoy signal. Note that the closed-form decoy contribution (Equation [2) is exact only under
replace mode; in additive mode, the SwiGLU nonlinearity produces cross-terms between the original
and inserted weights, so Equation [2|should be interpreted as the intended decoy component rather
than the exact neuron output. In practice, we evaluate both modes and select by ASR subject to
passing the coherence check.

F.5 Layer Placement Analysis

DDO’s effectiveness depends critically on where decoys are placed relative to the model’s causal
refusal zone—the layers whose ablation causally reduces refusal (Table[9). Ideally, decoy layers
should start at or before the causal zone so that the decoy signal contaminates the attacker’s estimator
without disrupting the refusal computation itself.

Table [TT] shows that placement affects baseline refusal: placing decoys inside the causal zone
can substantially reduce refusal (e.g., Gemma-2: 93% — 68%; Qwen3: 37% — 19%; Mistral:
58% — 3%), while upstream placement largely preserves it. On models with distributed or sparse
refusal patterns (Yi, Llama-2), placement makes less difference because refusal is redundant or only
weakly localized across layers. Placement also affects ASR under attack: on Qwen3, decoys placed
inside the causal zone yield 80% 3-point RFA ASR (LlamaGuard-2, JailbreakBench) compared to
35% for upstream placement, even though baseline refusal is preserved in both cases. This motivates
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Table 11: Effect of decoy placement on baseline refusal rate. Refusal rate measured on 100 Jail-
breakBench behaviors (substring heuristic, without attack). DDO uses per-model Optuna-tuned
hyperparams (Table @I) Refy,se = undefended model; Refi, = decoys placed inside the causal zone;
Refy, = decoys placed upstream.

Model Causal  Refpase T Refin T Refyp 1 Mode

Yi L3-45 75% 93% 93% Replace
Llama-2 L13-31 96% 94% 96% Replace
Llama-3 L8-31 95% 91% 95% Replace
Gemma-2 L12-23 93% 68% 93% Additive
Qwen3 L20-34 37% 19% 35% Additive
Mistral L2-28 58% 3% 18% Additive
GLM-4 L16-22 96% 72% 96% Replace

the upstream placement principle: placing decoys at or before the causal zone contaminates the
attacker’s estimator without disrupting the refusal computation itself.

Table |12 shows how compile mode affects baseline refusal:

Table 12: Baseline refusal rate (1) under DDO replace vs. additive. Refusal rate measured on 100
JailbreakBench behaviors (substring heuristic, without attack). DDO uses per-model Optuna-tuned
hyperparams (Table . red = refusal disrupted by DDO; x = coherence failure. The best compile
mode depends on how each model’s refusal circuitry responds to neuron overwriting.

Model Refep T Refua T Best

Yi 93% 56% Rep
Llama-2 96% 94% Rep
Llama-3 95% 78% Rep

Gemma-2 X 93% Add
Qwen3 52% 31% Add
Mistral 3% 18% Add
GLM-4 96% 38% Rep

Table[I2]reveals why the best compile mode is model-specific: replace mode produces a stronger
decoy but can disrupt refusal itself. On Gemma-2, replace fails the coherence check, so additive is
selected. On Mistral, replace nearly eliminates refusal (3% Ref), explaining its higher ASR with
replace vs. additive (Table [I0). On GLM-4, the pattern reverses: additive disrupts refusal (38%
Ref) while replace preserves it (96%). The best mode therefore depends on how the model’s refusal
circuitry responds to neuron overwriting, not on a simple rule.

F.6 Per-Model DDO Best Configs

Table [T3|reports the DDO hyperparameters used for each model in Table[3] For each model, we run
15 Optuna trials in replace mode and 15 in additive mode, selecting the lower-ASR mode subject to a
benign-compliance drop of < 20 percentage points on held-out validation prompts when feasible.
The search space covers layer range, (3 (gate scale), scale (output magnitude), confusion A (estimator-
confusion loss weight), learning rate, and number of epochs. Layer ranges are guided by the causal
refusal zone (Table[J): on localized models we constrain DDO layers to start at or before the causal
zone; on distributed models the search is unconstrained.

F.7 Benchmark Settings

Standard-RFA averages combine the four attack variants (three-point/residual-stream x Jailbreak-
Bench/HarmBench). Adaptive RFA, the additional-model evaluation, and the diagnostic studies
explicitly labeled LlamaGuard-2 use that judge alone. Judge and aggregation details are given in the
corresponding table captions.

Decoding and coherence. Unless stated otherwise, we use greedy decoding (do_sample=false)
with max_new_tokens=512 and batch size 8; all timing measurements use a single A100 GPU.
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Table 13: DDO hyperparameters per model (Optuna-tuned, 15 trials per compile mode).
Replace-mode params shown for Yi/Llama-2/Llama-3/GLM-4; additive-mode params for Gemma-
2/Qwen3/Mistral. Ir = learning rate, ep = epochs. DDO generalizes across architectures with
per-model Optuna tuning of 6 hyperparameters.

Model Mode Layers B8 scale  conf.\ Ir ep
Yi Replace L18-32 6.1 042 0.5 0.002 2
Llama-2 Replace L4-12 29 047 1.1 0.005 3
Llama-3 Replace L6-14 130 046 1.12 0.003 2
Gemma-2  Additive L10-18 6.42 0.36 179 0021 1
Qwen3 Additive LI12-16 320 0.08 179 0012 3
Mistral Additive 12-18 405 046  0.82 0.008 2
GLM-4 Replace  L6-17 53 029 1.2 0.016 1

Some post-hoc edits can break generation (e.g., near-empty or highly repetitive outputs) even when
ASR appears low, so we apply a deterministic coherence check on 10 benign prompts and drop
configurations with empty, degenerate (single-token repetition >80%), or too-short outputs (marked
3 >< ’,) A

Splits and DIM estimation. Hyperparameter tuning and DIM estimation use a held-out validation
split (128 harmful + 128 safe probes); benchmark metrics are reported on held-out test sets. For
DDO optimization, DIM directions are computed per-layer from last-token post-attention-layernorm
activations (X¢, the MLP input) using unfiltered estimation (no refusal-score filtering), accumulated
in float64. For attack evaluation (RFA), directions are estimated from residual-stream activations
(h¢), matching the standard attacker protocol.

Table coloring conventions. Throughout all tables, cell shading follows consistent thresholds
relative to the per-block base model. For ASR-type metrics (DR, RFA, Heretic, GCG, PAIR,
AutoDAN; lower is better): best = best in column; good = <10%; poor = >50%; unshaded
= 10-50%. For XSTest (higher is better): good = within 5pp of base or improved; poor = drop
>20pp. For MMLU (higher is better): good = within 1pp of base or improved; poor = drop >3pp.

For MT-Bench (higher is better): good = within 0.5 of base or improved; poor = drop >2. ours =
DDO rows.

MMLU. We evaluate 5-shot multiple-choice accuracy on MMLU’s 57 subjects. We run evalu-
ation via lighteval using the helm|mmlu:<subject>|5]1 task configuration (5-shot; few-shot
truncation enabled) and report average exact-match accuracy across subjects. For tractability during
iterative defense development, we cap evaluation to 100 questions per subject unless otherwise noted.

MT-Bench. We run the standard MT-Bench benchmark (80 multi-turn questions) using FastChat’s
11m_judge pipeline with GPT-4 as the judge in single-mode and report the average score (1-10)
across questions.

XSTest. We measure over-refusal on XSTest [38]—250 safe prompts that superficially resemble
harmful ones (e.g., “How do I kill a process in Linux?”’). A defended model is expected to comply;
refusal here is a false-positive cost of the defense. We generate one response per prompt with greedy
decoding (do_sample=False, max_new_tokens=200), then classify each response with GPT-40
under the official XSTest 3-class rubric: full compliance (direct answer), full refusal (declines or only
offers alternatives), and partial refusal (mixed response). The reported XSTest score is the share of
full-compliance outputs; partial and full refusal both count against the model.

F.8 Baseline Sweep Details

This section documents our baseline-training sweeps. The main Llama-3 comparison uses publicly
released defended checkpoints; the cross-model comparison uses our trained reproductions.

Common training setup. We trained six defenses (Circuit Breakers, RepBend, Triplet, Triplet-
Adv, LAT, ReFAT) on six model families (Llama-3, Yi-1.5, Qwen3, Gemma-2, Mistral, GLM-
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4). All methods use LoRA finetuning on q,k,v,0,gate_proj,up_proj,down_proj (GLM-
4 uses query_key_value, dense, dense_h_to_4h, dense_4h_to_h), bfl6 precision with
tf32 matmuls, a constant learning-rate scheduler, gradient checkpointing, 1 epoch, and an effec-
tive batch size of 16 (per_device_train_batch_size=2, gradient_accumulation_steps=38).
All CRL-family methods (CB, RepBend, Triplet, Triplet-Adv) train on allenai/wildguardmix
(wildguardtrain split). For each (defense, model) pair, we run a 3-config sweep (A/B/C) over the
primary hyperparameter(s) identified in the source paper; the best config is selected by lowest RFA
ASR averaged over three judges (HarmBench classifier, LlamaGuard-2, StrongREJECT).

Circuit Breakers [9]. Circuit Breakers finetunes a LoRA adapter with a representation-
rerouting loss that pushes harmful-prompt residual activations toward a “broken” (orthogonal
or random) target representation, while a retention term preserves benign activations. We
sweep loss_alpha (rerouting strength) over {10, 20,40}, with all other loss terms set to zero
(loss_beta=loss_gamma=loss_epsilon=1loss_eta=0). Training uses LR 10~%, LoRA r=16,
a=16, dropout 0.05, max_seq_length=2048, and 150 steps (Config D: 300 steps). Target layers
follow the last 30-50% of each model (Table [T4).

RepBend [12]. RepBend extends CB with a representation-bending loss: additional
penalty terms (5, -y, €) reshape the geometry of harmful representations along a learned
direction while preserving benign ones. We jointly sweep (loss_alpha, loss_gamma)
over {(0.5,0.3),(0.75,0.45),(1.0,0.6)}, fixing loss_beta=0.1, loss_epsilon=0.3,
loss_mode=response_all, alpha_mode=all. Training uses LR 1075, LoRA r=16,
max_seq_length=4096, 450 steps (D: 900 steps).

Triplet [13]. The Triplet loss trains the model to pull harmful-prompt activations toward refusal
anchors and push them away from compliance anchors in representation space, using margins
(margin_p, margin_n). We sweep over {(2,3), (4,6), (8,12)}. Fixed args: loss_alpha=0.5,
loss_beta=0.6, loss_gamma=0.7, loss_epsilon=0.7, loss_safe_dist_p=norm, distance
metrics for unsafe pairs use cosine. Training uses LR 10~%, LoRA r=16, 900 steps (D: 1800
steps). Triplet is evaluated on Llama-3 in the main comparison (Table2); it is included in the sweep
for completeness.

Triplet-Adv [13]. Identical to Triplet (Loss_attack=False — True): an adversarial latent per-
turbation is injected into hidden states during training before the triplet loss is applied, sharpening the
representation boundary against activation-space attacks. Same sweep grid and hyperparameters as
Triplet.

LAT [10]. Latent Adversarial Training alternates between a PGD inner loop that perturbs hidden
activations subject to an /5 budget epsilon and an outer loop that minimizes task loss on the
perturbed activations. We sweep (epsilon, pgd_iters) over {(4,16),(8,24),(12,32)}. Other
args: outer_lr=8e-5, inner_lr=1e-3, batch_size=16, max_batch_per_acc=2, LoRA r=64,
150 steps (D: 300—400 steps).

ReFAT [11]]. Refusal-Feature Adversarial Training augments each training step with probability
p_rfa: itestimates a refusal direction via DIM over 32 samples, ablates it from activations across 75%
of layers, and computes the loss on the ablated activations; the refusal direction is recomputed every
4 steps. We sweep p_rfa over {0.5,0.7,0.9}. Other args: LR 2 x 10~°, max_seq_length=512,
lora_alpha=32, gradient clip 1.0. Per-model LoRA rank and batch size: Llama-3 (r=128, batch
32); Gemma-2 (r=64, batch 8); all others (r=128, batch 8).

Layer targeting. CB and RepBend/Triplet apply their losses only to a model-specific subset of
layers; LAT and ReFAT similarly focus perturbations on a fraction of the network. Table|14]lists the
target-layer windows used across all six models.

D-config protocol. If the best A/B/C config for a (defense, model) pair still exceeds 50% RFA
ASR, we retrain it at 2x the step count (Config D) with all other hyperparameters fixed. Config D
provided modest or no improvement in most cases; diminishing returns were common, particularly
for CB, RepBend, and Triplet on models with diffuse refusal. Step counts for D: CB 300; RepBend
900; Triplet/Triplet-Adv 1800; LAT 300-400; ReFAT 300.
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Table 14: Per-model layer targeting for CB and RepBend/Triplet. CB applies the rerouting loss to the
listed layer range; RepBend/Triplet use a sliding window starting at RB_START of width RB_WIN. All
windows cover the last 30-50% of model depth.

Model Total layers  CB target layers RB_START RB_WIN
Llama-3-8B 32 20-31 20 11
Yi-1.5-9B 48 28-47 30 16
Qwen3-8B 36 21-35 22 12
Gemma-2-9B 42 25-41 26 14
Mistral-7B 32 19-31 20 11
GLM-4-9B 40 24-39 25 13

Config E: LLM-assisted hyperparameter selection. As an additional fairness check, we ran
a Config E in which Claude Opus 4.6 proposed hyperparameters for each (defense, model) pair,
conditioned on the source paper, the search ranges, and the A—D outcomes. Config E did not improve
over the swept best for any pair, and did not outperform DDO under standard or adaptive RFA.
For comparisons using these trained reproductions, we report the best available configuration from
{A,B,C,D,E} per (defense, model) pair.

Reproducibility caveats. LAT and ReFAT use a separate Python environment from the CRL-
family methods due to dependency conflicts (LLaMA-Factory vs. refusal_direction_defense).
All runs use CUBLAS_WORKSPACE_CONFIG=:16:8 for determinism and disable Weights & Biases
logging. Adapter checkpoints are saved at baselines/<model>/<defense>_<config>/ and
merged on demand for evaluation.

F.9 Compute Budget

Table [I5]reports approximate wall-clock costs on a single A100 GPU. Defense costs are per optimiza-
tion run for one hyperparameter configuration; hyperparameter search and downstream benchmark
evaluation are additional. The 30-450x comparison uses these per-configuration costs. Heretic and
per-phase MT-Bench are reported separately as evaluation costs.

Table 15: Wall-clock compute on a single A100 GPU. Defense editing completes in minutes;
evaluation (especially Heretic) dominates wall-clock cost.

Step Prompts Time
DDO (per run) 256 (128H+128S) ~2 min
Defense LM-head scaling (per run) 20 ~5 sec
RFA (4 variants) 100-159 ~5 min
Evaluation  Heretic (200 trials) 100 ~30-60 min
MT-Bench (per phase) 80 ~20 min

F.10 Adaptive Attack: Exact ASR and MT-Bench by Phase

Table[16] summarizes per-phase ASR (phases 1-8) for the full 8-phase setting; Table [I7|reports the
exact per-phase ASR (LlamaGuard-2) and MT-Bench (GPT-4 judge) values underlying Figure
Figure ] provides a compact ASR-utility summary of the same runs.

Attack cost model. Each adaptive phase requires one DIM re-estimation (256 forward passes
on 128 harmful + 128 safe probes, ~30s) followed by Gram-Schmidt orthogonalization, hook
installation, and evaluation (~1-2 min), totaling ~2 min per phase on a single A100 GPU. A full
8-phase attack therefore costs ~15-20 min wall-clock for the attack loop. The separate MT-Bench
evaluation at each phase is timed in Table The attack is fully automated (a deterministic loop
over phases), requires no ML expertise, and uses only the defended checkpoint and a generic probe
set—the same probes used for standard RFA suffice. However, multi-phase ablation degrades the
resulting checkpoint: DDO-defended Llama-3 drops from MT-Bench 7.67 (unattacked) to 6.17 at
Phase 5 (peak 65% ASR) and 5.82 by Phase 8 (Table[I7)—a ~1.9-point utility cost. By contrast, on
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the undefended base model the attacker obtains 73% ASR at Phase 1 with only a 0.3-point MT-Bench
drop. DDO therefore forces the attacker to trade substantially more model quality per unit of ASR
gained.

Table 16: Adaptive multi-phase RFA profiles (ASR %, LlamaGuard-2) across all 8 phases. “Worst”
is the maximum ASR across phases (the attacker can stop at any phase). Both trained and post-hoc
defenses degrade at later phases. DDO (rank 8) achieves 65% worst-case, comparable to trained
RepBend (58%), without training.

Defense Ph1 Ph2 Ph3 Ph4 Ph5 Ph6 Ph7 Ph8 Worst]
Base (undefended) 73 64 47 34 63 69 69 59 73
RepBend (trained) 4 20 21 28 43 56 58 42 58

Circuit Breakers (trained) 32 75 72 69 66 63 65 75
ReFAT (trained) 1 1 3 5 9 60 46 60

0

3
DDO (rank 8) 0 10 28 29 65 56 49 53 65
DDO (rank 8, Optuna) 0 11 31 29 52 46 66 75 75

Table 17: Per-phase ASR (}) and MT-Bench (1) under adaptive multi-phase RFA. Phase 0 =
unattacked model. ASR: LlamaGuard-2; MT-B: GPT-4 judge. DDO (rank 8) maintains MT-B
> 5.8 through all 8 phases, comparable to RepBend and Circuit Breakers; ReFAT drops to 2.5 at
Phase 1 despite low ASR.

Base RepBend Circuit Breakers ReFAT DDO (rank 8) DDO (rank 8, Optuna)

Ph ASR MTB ASR MTB ASR MTB ASR MTB ASR MTB ASR MTB
0 2 78 0 769 32 7.73 0 737 6 7.67 1 7.60
1 73 747 4 400 O 5.40 3 246 O 7.96 0 7.83
2 64 723 20 829 32 7.19 1 272 10 736 11 7.27
3 47 679 21 820 75 7.11 1 317 28 7.09 31 7.14
4 34 640 28 7.82 72 7.09 3 366 29 698 29 6.82
5 63 621 43 733 69 6.53 5 440 65 617 52 6.48
6 69 391 56 6.72 66 6.49 9 362 56 591 46 6.14
7 69 6.16 58 6.62 63 6.29 60 346 49 603 66 5.27
8 59 6.02 42 6.17 65 5.90 46 4.01 53 582 75 2.95

These phase trajectories reinforce the main-text comparison: DDO (rank 8) preserves utility (MT-
Bench > 5.82 through Phase 8) at a level comparable to RepBend (6.17) and Circuit Breakers (5.90),
while ReFAT exhibits a sharp utility drop early (Phase 1 MTB 2.46) despite low ASR.

F.11 Extended Model Comparison

Table[T8]reports additional defense configurations evaluated on Llama-3, using consistent naming:
DDO = the optimized decoy mechanism described in Section [3] without auxiliary mechanisms;
DDO + debiasing = DDO composed with orthogonal debiasing; DDO (rank K) = DDO with K
diversified decoy readers (for adaptive RFA). The shown compositions are selected from a broader
mechanism-subset search guided by two criteria: (i) minimize RFA ASR under the target attacker tier,
and (ii) preserve utility (benign compliance > 85%, MT-Bench > 6.0). The rank-8 variants diversify
readers to increase the effective decoy rank; the Heretic-targeted variant allocates mechanisms to
matrices outside Heretic’s weight-edit surface. Optuna is used for per-model DDO hyperparameter
tuning (Appendix [F.6)); the additional Optuna qualifier in the Llama-3 rank-8 label distinguishes the
separately tuned adaptive configuration.

F.12 Cross-Model Mechanism Comparison and Negative Results

Table [I9 compares 8 systematically evaluated mechanisms across all 7 models (10-30 Optuna trials
each). Three patterns emerge: (i) DDO is the only mechanism that achieves <10% ASR on every
architecture; (ii) five mechanisms (diverse Q-head routing, rotation, V-projection, head amplification,
KV strengthening) break generation entirely on Yi, Gemma-2, and GLM-4 (x = coherence failure),
suggesting these architectures are less tolerant of attention- and normalization-space edits; and (iii)
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Figure 4: ASR vs. MT-Bench trajectories under adaptive attack. Each dot is one defense at one
phase (0-8); larger dots = earlier phases. Quadrants: top-left = safe + useful (ideal); top-right
= jailbroken but coherent (most dangerous); bottom-left = refuses but unusable; bottom-right =
destroyed. ReFAT collapses into the bottom-left region (low ASR but utility destroyed), while DDO
compositions (green, orange) preserve utility comparably to RepBend and Circuit Breakers, with
worst-case ASR rising under sustained re-estimation.

random orthogonal decoys without gradient optimization achieve low ASR only on Yi (2%) but fail
on most other models (18-53%), confirming that the optimization in DDO’s 4-part loss is essential.
Formal definitions are in Appendix

Negative results and failed approaches. The broader mechanism search also yielded several infor-
mative negative results, organized by failure mode (ASR: 3-point RFA, JailbreakBench, LlamaGuard-
2 unless noted).

Linear edits are fragile under adaptive re-estimation. Mechanisms equivalent to an input-
independent linear transformation of the residual stream are defeated once the attacker re-estimates
DIM on the defended checkpoint. Decoy Shear Transform (92% ASR) injects orthogonal decoy
components via a linear shear M = I + > ¢;u;f 7, but the defended DIM direction simply rotates to
track the sheared mean-difference. Refusal Direction Rotation (68% ASR) applies a Givens rotation
in the {r, v} plane; the attacker recovers the rotated direction. Representation Rerouting (86% ASR)
maps harmful activations to random targets via a low-rank AW, but provides insufficient disruption
of linear separability.

Spreading decoy budget can be counterproductive. Distributing decoy energy across more
directions involves a fundamental tradeoff (Corollary [3): with identical readers, adding more output
directions dilutes each one without increasing the effective rank of Ay. With diversified readers,
spreading energy trades rank-1 protection for higher-rank robustness (see Appendix [E.3|for empirical
validation).
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Table 18: Extended comparison on Llama-3-8B-Instruct. Utility: MMLU (%), MT-B (MT-Bench),
XST (XSTest) (%). Robustness: RFA avg ASR (%), Heretic ASR (%) at 200 Optuna trials,
prompt jailbreak ASR (%, 3-judge avg). T = post-attack generation degradation (Appendix [F.1)).
best / good / poor / ours . DDO alone achieves 1.8% RFA and 18% Heretic; debiasing repairs
XSTest; rank-8 variants target adaptive RFA.

Defense Type MMLUT MT-BT XST1 RFA| H-200] GCGJ PAIR| AutoDANJ]
Base - 68.1 7.89 948 85.1 887 277 55.1 0.4
Circuit Breakers Trained 67.6 773 956 1.1 240 3.8 321 5.7
LAT Trained 67.8 7.52 208 68 823 8.0 346 0.0
ReFAT Trained 67.2 737 604 44 853 30.6 30.0 0.0
RepBend Trained 64.4 7.69 984 48 1.3 0.6 388 0.2
Triplet Trained  67.7 778 98.0 18.1 0.0f 04 398 0.0
Triplet-Adv Trained 65.6 747 968 7.7 3007 222 436 20.8
DDO Ours 66.8 738 916 1.8 18.0 1.7 375 0.0
DDO + debiasing Ours 66.8 756 992 1.0 223 04 363 0.0
DDO with diversified readers (for adaptive RFA; Section .'

DDO (rank 8) Ours 64.7 756 940 01 2270 34 379 0.0

DDO (rank 8, Optuna)  Ours 65.1 768 948 0.6 1937 31 392 0.2

Additional compositions (design-space exploration):
DDO + 8 diversified aux® Ours 64.6 727 948 02 1637 25 384 0.0
DDO + Heretic-targeted” Ours 66.8 753 936 0.6 587 1.5 342 0.0

aDDO + debiasing + diverse Q-head routing + RoPE + embed boost + KV strengthening + RMSNorm + sign coupling. ®DDO
+ debiasing with mechanisms in Heretic-resistant matrices.

Table 19: Cross-model mechanism comparison (ASR %, Optuna-tuned, 10-30 trials each). DDO
row: mean of 4 RFA variants, 3-judge avg (consistent with Tables [2H3)). Other mechanisms: 3-point

RFA, LlamaGuard-2 (faster diagnostic). best / poor / ours ; x = coherence failure. DDO is the
only mechanism achieving <10% ASR across all 7 architectures.

Mechanism Yi Llama-2 Llama-3 Gemma-2 Qwen3 Mistral GLM-4
DDO 5.0 1.0 1.8 0.0 8.0 0.0 2.0
Random decoy (no opt) 2 18 42 28 10 43 53
diverse_q X 44 65 X 66 32 X
gate_boost 66 56 77 56 80 67 81
rotation X 56 77 X 79 63 X
V_proj X 54 65 X 80 69 X
head_amp X 58 84 X 84 66 X
kv_strength X 67 82 X 81 72 X

Random decoy uses random orthogonal directions (no gradient optimization).

Aggressive edits destroy capability. LM-Head Row Scaling achieves near-zero RFA ASR (0.7%)
but at catastrophic utility cost (XSTest 8.0%, MT-Bench 1.72)—the model over-refuses almost
all prompts. Extending DDO injection to layers 011 (48% ASR) degraded generation quality to
incoherent outputs. These cases illustrate that low ASR is insufficient without utility preservation.

Mismatched threat models. Gradient landscape roughening (84% ASR) perturbs W g, to cre-
ate rough input-space loss surfaces, targeting GCG-style prompt optimization. This does not im-
prove robustness against representation-space abliteration (RFA), confirming that input-space and
representation-space attacks require distinct defensive mechanisms.

F.13 Reproducibility Notes

Implementation. DDQ’s gradient optimization through the defended model is implemented with
nnsight [61], which provides differentiable access to model internals while keeping base-model
weights frozen. Hyperparameter search uses Optuna [26] with the default Tree-structured Parzen
Estimator (TPE) sampler.
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We note three reproducibility details. (i) Determinism: we use deterministic decoding
(do_sample=false) and fixed RNG seeds for all stochastic components, and adaptive multi-phase
RFA is deterministic (verified across 3 runs). (ii) Seed sensitivity: DIM direction estimation intro-
duces = £1% ASR variation across probe-set seeds, and Heretic results vary with Optuna random
seed (=~ £3% across 3 independent 200-trial runs). (iii) Fixed seeds: data splits = 42, v_proj
conditioning = 99 (searched over {42, 77,99, 123,200}), KV strengthening = 7, Optuna TPE = 42.

F.14 Defense and Attack Surface Map

Figure[5 visualizes a single pre-norm transformer block (Llama-3) with defense and attack annotations.
DDO edits Wgate, Wyp, and W oy, in the SWiGLU MLP (green); RFA hooks activations at three
points (red dots); Heretic edits W, and W gy, offline (red outlines). The partial overlap on W gown
is the only shared surface between DDO and Heretic.
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Figure 5: Pre-norm transformer block (Llama-3) annotated with defense and attacker surfaces. Green:
DDO edits W gate, Wyp, and W gy, in the SWiGLU MLP; auxiliary (“aux”) mechanisms optionally
edit additional matrices in attention, embeddings, and normalization (Section E[) Red: attacker
access—RFA hooks activations at three points (hy, agz, my); Heretic [[14] edits only W, and W gown -
Overlap occurs only on W gown.-

Lo+ —

RFA hook: a,

RFA hook: h,

F.15 Additional Model Evaluation

Beyond the six primary models evaluated in the main text (Table 2] and Table [3), we apply DDO
with per-model Optuna tuning (~10 min each) to seven additional instruction-tuned checkpoints
spanning 7B-24B parameters (Table[20), including Llama-2-7B-Chat. DDO achieves <10% standard-
RFA ASR on all seven while preserving MMLU within 1-2 points of the base model, confirming
cross-family and cross-scale generalization.
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Table 20: DDO on additional models with per-model Optuna tuning (~10 min, single A100 GPU). MMLU:
base — DDO-defended (%1). RFA ASR = mean of 4 variants, LlamaGuard-2 (%J). XST = XSTest (%1). DDO
achieves <10% ASR on all models with <1.4 point MMLU drop.

Model Size MMLU?T RFA] XST¢t
Llama-2-7B-Chat 7B 48.3—46.9 1.0 79.4
Qwen2.5-7B-Instruct 7B 74.2—73.1 6.0 94.0
Qwen2.5-14B-Instruct 14B  79.7—78.4 8.0 96.0
Qwen3-14B 14B  79.0—77.8 7.0 97.0
Mistral-Small-3-24B 24B  77.5-76.6 2.0 96.0
Mistral-v0.2-7B-Instruct 7B 60.1—59.3 4.0 88.0
Ministral-8B-Instruct 8B 68.0—66.8 5.0 86.0

F.16 DDO Undo Attack Analysis

An attacker who obtains only the defended checkpoint (without the original base model) might
attempt to identify and revert DDO-modified neurons. A natural undo heuristic is to score eac
MLP gate row by its projection onto the attacker’s estimated refusal direction, s; = ng;te . datkl,
where d is the DIM direction estimated on the defended checkpoint, and then zero the top-scorin

neurons. DDO’s gate rows are shaped to align with the reference refusal direction T'cjean (so the trigger
fires on harmful inputs), which would make them easy to find—if d.x matched f¢jean. Estimator

corruption rotates d,tx away from T'¢jean, frustrating this undo strategy.

Detectability in intermediate layers. Across Qwen3, Mistral-7B, and Yi, DDO target layers in the
mid-zone show cos(Tciean, datk) € [—0.05,40.05], so the estimated directions are nearly orthogonal.
The modified row’s projection sp,04 collapses to within the natural top-5 distribution:

* Qwen3 L14: s,,,q = 0.267 vs. natural rank-2 at 0.230 (1.16 x margin).

e Mistral-7B L10: s,,,q = 0.041, outranked by a natural neuron at 0.066 (rank 4).
* Yi L26: sy0q9 = 0.112 vs. natural rank-2 at 0.075 (1.48 x margin).

* Yi L32: 5,09 = 0.095 vs. natural rank-2 at 0.091 (1.04x margin).

Instruction-tuned models naturally contain MLP neurons whose gate rows align with refusal at the
0.07-0.20 level—these are real refusal-relevant neurons doing work in the model’s native safety
circuitry. Once d,x has been rotated away from r'¢jean, DDO’s modified neuron sits inside this
distribution rather than as an outlier. The undo attack scores neurons using this corrupted direction es-
timate. In the Llama-3 evaluation, it provides partial recovery while remaining below the undefended
ASR (Table[Z1).

Detectability in later layers. At the deepest target layers, deception can be slightly weaker. Yi L37
(the deepest layer in Yi’s L14-37 zone) shows cos(Fclean, datk) & 0.09, and $;,0q4 = 0.444 exceeds
the natural rank-2 (0.081) by ~5x. However, since the attacker must search the full model without
knowing which layers were modified, even a partial margin at one layer does not yield reliable undo
across the model. Placing DDO inside the model’s natural causal refusal zone gives the defense
a stealth property: the modification shares its surface signature with the neurons it is functionally
hiding among.

Post-attack ASR under undo heuristics. To complement the geometric analysis above, we mea-
sure post-attack ASR after applying each undo heuristic followed by standard RFA. For each heuristic,
we zero the top-m down-projection columns per DDO layer, then run 3-point RFA (Table 21).

The gate'aatk and gate/up cosine heuristics yield 12-17% ASR after RFA, indicating partial recovery
while remaining below the undefended base (80%). The down-column-norm heuristic yields 4—7%
ASR, indicating little recovery under this heuristic. Zeroing a neuron’s down-projection column
removes its contribution to the residual stream, including any decoy output from that neuron.

Norm-based detection. A detector could flag DDO neurons by their gate/up norm ratio. In
the default compile mode, Wgate = Bt (norm 3) and wy, = I (norm 1), yielding a ratio of
B ~ 3-6—an outlier among ~12K neurons. However, this is an artifact of a particular compile
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Table 21: Post-attack ASR (%, LlamaGuard-2, 3-point RFA, JailbreakBench) after applying undo heuristics
on Llama-3-8B DDO. m = number of neurons zeroed per DDO layer. Base (no defense) ASR = 80%. No
heuristic recovers base-level ASR; the best heuristic reaches only 12—-17%.

Heuristic m=1 m=2 m=4 m=8 m=16 m=32
gate-élatk projection 16 17 15 15 12 13
gate/up cosine 17 14 16 15 12 14
down-col norm 4 7 5 5 4 4

choice, not a fundamental limitation. The trigger output depends on the product of gate and up norms:
silu(wgatcfc) : w;'—pi. Redistributing the total gain—e.g., setting both to v/ f—equalizes norms
while preserving the trigger in the large-activation regime (silu(z) ~ z): silu(v/Ba) - vVBa ~ Ba?,
matching the original. Similarly, cossim(Wgate, Wyp) = 1.0 can be reduced by adding a small
orthogonal perturbation & v to wy,;,, introducing O(¢) trigger noise absorbed by the down-projection
scale. DDO’s free scalar parameters (3, s) provide the degrees of freedom to match any target norm
and cosine distribution analytically. All models evaluated in this paper use the default compile
without norm redistribution or cosine camouflage.

F.17 Rank-k Attack Sweep

To test robustness beyond rank-1 RFA, we evaluate rank-k SVD attacks: the attacker computes the
top-k left singular vectors of a harmful—safe contrast matrix on the defended model and ablates all k
directions simultaneously (Table [22)).

Table 22: Rank-k attack sweep on Llama-3-8B DDO (ASR %, LlamaGuard-2, 3-point RFA, JailbreakBench).
ASR increases with attack rank in this sweep, reaching 79% at k=32, compared with 80% for the undefended
model.

Attackrank k1 2 4 8 16 32
ASR (%) 4 16 21 29 39 79

ASR increases from 4% at k=1 to 29% at k=8 and 39% at k=16. At k=32, ASR reaches 79%,
approaching the undefended base (80%). These results show decreasing protection against the
higher-rank attacks evaluated in this sweep.

F.18 Probe-Budget Sensitivity

A natural concern is that DDO’s estimator corruption might rely on the attacker having too few probes
for accurate DIM estimation. We test this by varying the attacker’s probe budget from 32 to 1024
prompts in each of the harmful and safe sets (Table [23).

Table 23: Probe-budget sweep on Llama-3-8B DDO (ASR %, LlamaGuard-2, 3-point RFA, JailbreakBench).
N is the number of prompts in each of the harmful and safe sets (2/N prompts total). DDO optimization uses
128 harmful and 128 safe prompts (256 total). ASR ranges from 6% to 12% without a sustained increase over
the evaluated budgets.

Prompts perclass, N 32 64 128 256 512 1024

ASR (%) 7 6 8 12 7 7

ASR ranges from 6% to 12% as the number of prompts per class increases from 32 to 1024. The
12% result at N=256 is followed by 7% at both N=>512 and N=1024. Even with 1024 prompts per
class (8 x the DDO optimization budget of 128 per class), the attacker cannot recover the true refusal
direction. This confirms that DDO’s defense operates by genuinely corrupting the mean-difference
direction, not by exploiting finite-sample noise in the attacker’s estimator.

36



F.19 Licenses for Existing Assets

All models, benchmarks, and software used in this work are publicly available under permissive or
research-friendly licenses. We use each asset in accordance with its stated terms.

Models.

Llama-3-8B-Instruct [177] Llama-2-7B-Chat 32| LlamaGuard-2 [39f} Meta Llama 3
Community License (Llama-3, LlamaGuard-2); Llama 2 Community License (Llama-2). Both
permit research and commercial use.

Gemma-2-9B-1IT [29E]: Gemma Terms of Use (permissive, allows research and redistribution).
Qwen3-8B [30[° Apache 2.0.

Mistral-7B-Instruct-v0.3 [31]} Apache 2.0.

Yi-1.5-9B-Chat [27[*} Apache 2.0.

GLM-4-9B-Chat [28ﬂ GLM-4 License (permissive for research).

GPT-4 (OpenAl): used as MT-Bench judge via API, under OpenAI’s Terms of Use.

GPT-40 (OpenAl): used as XSTest and StrongREJECT judge via API, under OpenAl’s Terms of
Use.

Benchmarks and datasets.

JailbreakBench [25]]: MIT License.

HarmBench [5]: MIT License.

MMLU [36]: MIT License.

MT-Bench [37]: Apache 2.0 (part of FastChat / Im-sys).
XSTest [38]: CC-BY-4.0.

StrongREJECT [40]: MIT License.

AdvBench [22]]: MIT License.

Software and tools.

Heretic [14]: GNU AGPL-3.0-or-later.
LightEval: Apache 2.0 (Hugging Face).
Optuna: MIT License.

PyTorch: BSD-style license.

Transformers (Hugging Face): Apache 2.0.

Zhttps://huggingface.co/meta-1lama/Meta-Llama-3-8B- Instruct
3https://huggingface.co/meta-1lama/Llama-2-7b-chat-hf
4https://huggingface.co/meta-1lama/Llama-Guard-2-8B
Shttps://huggingface.co/google/gemma-2-9b- it
Shttps://huggingface.co/Quen/Quen3-8B
"https://huggingface.co/mistralai/Mistral-7B-Instruct-v0.3
$https://huggingface.co/01-ai/Yi-1.5-9B-Chat
9https://huggingface.co/THUDM/glm-4-9b- chat
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