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Abstract

We propose IrisFP, a novel adversarial-example-based
model fingerprinting framework that enhances both unique-
ness and robustness by leveraging multi-boundary charac-
teristics, multi-sample behaviors, and fingerprint discrimi-
native power assessment to generate composite-sample fin-
gerprints. Three key innovations make IrisFP outstanding:
1) It positions fingerprints near the intersection of all deci-
sion boundaries—unlike prior methods that target a single
boundary—thus increasing the prediction margin without
placing fingerprints deep inside target class regions, en-
hancing both robustness and uniqueness; 2) It constructs
composite-sample fingerprints, each comprising multiple
samples close to the multi-boundary intersection, to exploit
collective behavior patterns and further boost uniqueness;
and 3) It assesses the discriminative power of generated
fingerprints using statistical separability metrics developed
based on two reference model sets, respectively, for pirated
and independently-trained models, retains the fingerprints
with high discriminative power, and assigns fingerprint-
specific thresholds to such retained fingerprints. Exten-
sive experiments show that IrisFP consistently outperforms
state-of-the-art methods, achieving reliable ownership ver-
ification by enhancing both robustness and uniqueness.

1. Introduction

Adversarial-example-based model fingerprinting has re-
cently gained attention as a promising approach to protect
intellectual property (IP) of deep neural networks (DNNs)
developed for many tasks like image classification. This
type of model fingerprinting builds on the adversarial ex-
ample technique to generate input-output pairs as finger-
prints that exhibit distinctive model-specific behavior. More
specifically, such a fingerprinting approach introduces sub-
tle perturbations to clean inputs to elicit unique model-
specific responses from a protected model: the protected
model produces outputs that deviate from those induced

by the original clean inputs, whereas independently-trained
models tend to produce outputs consistent with the clean in-
puts and significantly different from those of the protected
model [3, 15, 21, 23, 25, 38]. These crafted fingerprints are
then utilized for ownership verification [5, 37].

So far, researchers have developed many adversarial-
example-based model fingerprinting methods [3, 6, 19, 20,
23, 30, 32, 33], which typically generate individual finger-
prints near a single decision boundary, without consider-
ing their relative distances to other boundaries. For ex-
ample, IPGuard [3] crafts fingerprints close to the deci-
sion boundaries of the protected model to capture model-
specific behaviors; UAP [23] leverages universal perturba-
tions to induce model-dependent outputs over a broad set
of inputs; ADV-TRA [30] constructs adversarial trajecto-
ries composed of samples that traverse boundary regions to
capture rich model characteristics; and AKH [6] constructs
fingerprints by generating adversarial examples that origi-
nate from naturally misclassified samples.

However, adversarial-example-based model fingerprint-
ing is inherently prone to model modification attacks like
fine-tuning and pruning, as such attacks can shift the deci-
sion boundaries of protected models, consequently circum-
venting ownership verification [4, 9, 18]. To address this
issue, prior methods propose placing fingerprints deep in-
side the regions of target classes—far away from decision
boundaries—to enhance robustness against model modifi-
cations [3, 20]. Nevertheless, this strategy may in turn un-
dermine uniqueness, as such fingerprints are less sensitive
to model-specific decision boundaries. Consequently, exist-
ing methods have weak uniqueness or robustness, or even
both. This observation has been corroborated by our exper-
imental results in Figure 1. The experiments, performed
on CIFAR-10 and Fashion-MNIST, assess uniqueness by
measuring true negative rates (TNRs) under varying false
negative rate (FNR) levels, and robustness by measuring
true positive rates (TPRs) under different false positive rate
(FPR) levels. A higher TNR indicates better uniqueness
in distinguishing the protected model from independently-
trained ones, while a higher TPR indicates stronger robust-
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ness to model modifications. The results show that con-
ventional methods can achieve either weak uniqueness or
robustness, which highlights the inherent difficulty of gen-
erating effective fingerprints for ownership verification.
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Figure 1. The uniqueness and robustness achieved by prior
adversarial-example-based fingerprinting methods.

Main question. Based on the discussion so far, we
have the following research question: Is it possible to de-
sign a new adversarial-example-based model fingerprinting
method that enhances both uniqueness and robustness?

1.1. Our Answer
In this paper, we give an affirmative answer to the above
question. Recent studies [1, 2] show that compared to fin-
gerprints positioned on a single decision boundary, those
placed at the intersection of multi-class decision bound-
aries has high sensitivity, i.e., achieving enhanced unique-
ness. By leveraging this property, IBSF [1] and SDBF [2]
were developed to detect model tampering. While the fin-
gerprints placed at the intersection of multi-class decision
boundaries can enhance uniqueness, they are extremely vul-
nerable to model modifications, i.e., struggling with weak
robustness. Therefore, our question is: Can we exploit de-
cision boundary intersection to design a new fingerprinting
method with enhanced uniqueness and robustness?

To positively answer this question, we first provide an in-
tuitive illustration by Figure 2 to show that proximity to all
decision boundaries is crucial for enhancing robustness. As
illustrated in Figure 2(a), sample s1 lies within the region
of class c2, positioned near the boundary between c2 and
c4, but is far from the other regions, while s2, which also
belongs to c2, is located near the intersection of multiple
boundaries, making it simultaneously close to all surround-
ing class regions. The corresponding output distributions
for s1 and s2, shown in Figure 2(b) and Figure 2(c), re-
veal that s2 has a larger prediction margin—that is, a greater
confidence gap between the top two predicted classes. This
increased margin means enhancing robustness at no cost of
uniqueness. This key observation motivates our design: to
construct fingerprints that are not only model-specific but

also strategically placed near the multi-boundary intersec-
tion to improve uniqueness and robustness.
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Figure 2. (a): The placement of input samples s1 and s2 in a
region; (b): The prediction margin pm1 of fingerprint s1; and (c):
The prediction margin pm2 of fingerprint s2.

Our Design: We propose IrisFP, a novel model fin-
gerprinting framework that generates unIque and robust
composite-sample FingerPrints (IrisFP) by exploiting
multi-boundary characteristics, multi-sample behaviors,
and fingerprint quality assessment. Unlike conventional
methods that place each fingerprint near a single decision
boundary, IrisFP first generates fingerprint seeds by craft-
ing adversarial samples to reside near the intersection of
all decision boundaries of a protected model. This strat-
egy increases the prediction margin without placing the
sample deep inside the target class region, thus enhancing
both robustness and uniqueness. To further boost unique-
ness, IrisFP applies subtle, diverse perturbations to each fin-
gerprint seed, generating multiple variants which, together
with the seed, collectively form a composite-sample fin-
gerprint. Compared to the original sample, the seed and
its variants are crafted to elicit different responses from
the protected model, while tending to produce consistent
predictions by independently-trained ones, resulting in a
clear behavioral gap that enhances the fingerprint’s dis-
criminative capability. Moreover, IrisFP addresses a key
limitation in prior adversarial-example-based fingerprint-
ing methods—their lack of consideration for model mod-
ifications and independently trained models during finger-
print construction. To overcome this, IrisFP employs a fin-
gerprint refinement strategy that evaluates the discrimina-
tive power of each fingerprint using statistical separabil-
ity metrics to retain the fingerprints with high discrimina-
tive power, and assigns sample-specific thresholds to the re-
tained fingerprints. Finally, IrisFP performs model owner-
ship verification through a two-step process involving own-
ership matching and decision aggregation, specifically de-
signed for composite-sample fingerprints.

2. Preliminary
2.1. Model Fingerprinting
An adversarial-example-based fingerprinting approach typ-
ically allows a model owner to craft inputs that elicit unique
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Figure 3. The overview of IrisFP.

model-specific responses. Given a protected model f and a
clean input xi with ground-truth label yi, a small pertur-
bation δi, which is constrained to capture model-specific
boundary characteristics, is added to produce a perturbed
input x̂i = xi+δi, such that f outputs a target label ŷi ̸= yi,
resulting in fingerprint (x̂i, ŷi). We mathematically formu-
late this process by

min ∥xi − x̂i∥, s.t. f(x̂i) ̸= yi, (1)

where ∥·∥ represents a distance metric (e.g., ℓ2 or ℓ∞ norm).
This process can generate a set of fingerprints whose in-
puts are typically located near the decision boundaries of
model f , making the fingerprints’ behavior highly model-
specific. The resulting fingerprints are used to query a tar-
get model ft to produce query results that are compared to
the expected outputs for determining ownership.

2.2. Model Modification Attacks

In real-world scenarios, an adversary may alter a protected
model f through model modification techniques to create a
pirated variant fp in order to evade ownership verification.
Common modification techniques include fine-tuning (FT)
[17, 41], pruning (PR) [8, 16], adversarial training (AT)
[24, 40], and knowledge distillation (KD) [27]. In prac-
tice, adversaries may also combine these techniques—such
as injecting noise or pruning before fine-tuning—to amplify
the degree of modification. Such alterations can shift the
model’s decision boundaries, potentially invalidating exist-
ing fingerprints and thereby enabling evasion of verification
[42]. For example, given a fingerprint (x̂i, ŷi) for the pro-
tected model f , querying fp with x̂i might yield an output
differing from the expected one, i.e., fp(x̂i) ̸= ŷi = f(x̂i),
thus undermining the reliability of ownership verification.

3. Methodology
3.1. Overview
We propose IrisFP, a novel model fingerprinting framework
that enhances both uniqueness and robustness. As shown
in Figure 3, IrisFP comprises two main processes: finger-
print generation and ownership verification. The fingerprint
generation process includes three phases: fingerprint seed
initialization, composite-sample fingerprint generation, and
fingerprint set refinement. The first phase places finger-
print seeds near the intersection of all decision boundaries to
maximize prediction margins while keeping model-specific
behavior intact. The second phase then minimally perturbs
each seed to produce a set of variants with diverse outputs
that, along with the seed, form a composite-sample finger-
print. The third phase further exploits statistical separabil-
ity to select the most discriminative fingerprints from the
generated ones to construct a fingerprint set, and assigns a
specific threshold to each selected fingerprint.

The ownership verification process involves two steps:
ownership matching and decision aggregation. At the first
step, the matching rate across samples of each composite-
sample fingerprint is computed and compared with its
corresponding threshold to determine if the fingerprint is
matched. At the second step, the matching outcomes across
all fingerprints are aggregated to make a final decision. If
the proportion of matched fingerprints exceeds a predefined
threshold, the target model is deemed pirated; otherwise, it
is identified as independently-trained.

3.2. The Fingerprint Generation Process
3.2.1. Phase I: Initializing Fingerprint Seeds
Our proposed model fingerprinting framework starts with
generating initial fingerprint seeds. Given a protected model
f trained on a dataset D with C classes, we first randomly
select Nf input-label pairs {(x0

i , y
0
i )}

Nf

i=1 from D, where x0
i
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is an input with ground-truth label y0i . For each x0
i , our

adversarial-example-based model fingerprinting method in-
troduces a trainable perturbation δ0i to produce a fingerprint
seed x̂0

i = x0
i + δ0i . Unlike traditional fingerprinting meth-

ods that directly push a fingerprint toward a single decision
boundary associated with a specific target class, our method
instead guides x̂0

i to be located near the intersection of f ’s
decision boundaries. This design enhances robustness: po-
sitioning samples close to such an intersection enables f
to predict the target class ŷ0i with high confidence, while
distributing the remaining probability almost evenly across
other classes. Thus, model-specific output behavior is pre-
served, and the prediction margin is increased, improving
robustness to modifications without sacrificing uniqueness.

To obtain such seeds, we define a biased probability dis-
tribution pi ∈ RC for each sample with respect to a ran-
domly chosen target class ŷ0i , with pi(y) denoting the prob-
ability assigned to class y:

pi(y) =

{
1
C + τ, if y = ŷ0i ,
1−( 1

C +τ)

C−1 , otherwise,
(2)

where 0 < τ < 1 is a tunable hyperparameter controlling
the degree of bias toward ŷ0i . Then, we define fo(x) as the
softmax output of the model f , which produces a proba-
bility distribution over C classes. The fingerprint seed x̂0

i is
then optimized to ensure that the model’s output distribution
fo(x̂

0
i ) aligns with the predefined pi. This is achieved by

minimizing the Kullback-Leibler (KL) divergence between
fo(x̂

0
i ) and pi, with an L1 regularization term applied to

minimize the perturbation. The loss function is given by
Lphase1 = KL(fo(x̂0

i ) || pi) + λ1∥δ0i ∥1, where λ1 is a regu-
larization coefficient. This optimization process yields a set
of fingerprint seeds {(x̂0

i , ŷ
0
i )}

Nf

i=1, each positioned near the
intersection of multi-class decision boundaries.

3.2.2. Phase II: Generating Composite-sample Finger-
prints

To enhance uniqueness, we extend each fingerprint seed
into a composite-sample fingerprint comprising multiple
minimally perturbed variants designed to elicit diverse re-
sponses from the protected model. Specifically, each fin-
gerprint seed x̂0

i is perturbed by a set of small, trainable
perturbations {δ1i , δ2i , . . . , δTi } to generate a set of variants
{x̂1

i , x̂
2
i , · · · , x̂T

i }, where x̂t
i = x̂0

i + δti , for 1 ≤ t ≤ T .
Each variant is assigned a target class uniformly sampled
from {1, 2, · · · , C}. To position each variant near the inter-
section of multiple decision boundaries, we define a biased
target probability distribution pti for each variant toward a
randomly chosen target class ŷti , and pti(y) is the probabil-
ity assigned to class y:

pti(y) =

{
1
C + τ, if y = ŷti ,
1−( 1

C +τ)

C−1 , otherwise.
(3)

The perturbations {δ1i , δ2i , · · · , δTi } are jointly optimized
by minimizing the average KL divergence between
the model’s output distribution and the biased tar-
gets. The loss function is formulated as Lphase2 =
1
T

∑T
t=1 [KL (fo(x̂

t
i) ∥ pti) + λ2∥δti∥1], where λ2 is a reg-

ularization coefficient. This process yields a fingerprint
set with Nf composite-sample fingerprints {Ti}Nf

i=1, where
Ti = {(x̂0

i , ŷ
0
i ), (x̂

1
i , ŷ

1
i ), . . . , (x̂

T
i , ŷ

T
i )}.

By applying minimal, model-specific perturbations to
each seed, IrisFP captures subtle variations in the model’s
decision landscape. These perturbations are optimized to
induce diverse responses, leveraging the fact that adver-
sarial perturbations are highly sensitive to a model’s de-
cision boundaries. Since independently-trained models—
even those with architectural similarity—often exhibit dif-
ferent decision boundaries, their outputs across all samples
in a fingerprint are typically inconsistent with those of the
protected model, failing to replicate the behavioral pattern
elicited by the protected model. This behavioral discrep-
ancy enhances the discriminative capability of composite-
sample fingerprints.

3.2.3. Phase III: Refining Fingerprints
Some of the generated composite-sample fingerprints may
not have strong and consistent discriminative behaviors,
inevitably degrading ownership verification performance.
Therefore, we propose a fingerprint refinement strategy
comprising three steps: calculating the matching rate,
selecting composite-sample fingerprints, and computing
fingerprint-specific thresholds.

Prior to describing these steps, we define two reference
model sets used throughout the refinement process:
• Pirated Model Set (Vf ): Models derived from the pro-

tected model via model modification techniques.
• Independent Model Set (If ): Models trained indepen-

dently from scratch using different initializations, archi-
tectures, or training data.

Both sets are used to evaluate whether a composite-sample
fingerprint elicits distinguishable responses between pirated
and independently-trained models.

Step 1: Calculating the matching rate. To support fin-
gerprint refinement, we first compute the fingerprint-level
matching rate MR(f, Ti) for each composite-sample fin-
gerprint Ti across models in both Vf and If . Given Ti =
{(x̂0

i , ŷ
0
i ), (x̂

1
i , ŷ

1
i ), . . . , (x̂

T
i , ŷ

T
i )} and a model fj within

Vf or If , the fingerprint-level matching rate is defined as
MR(fj , Ti) = 1

T+1

∑T
t=0 I[fj(x̂t

i) = ŷti ], where I[·] is an
indicator function that returns “1” if fj with input x̂t

i outputs
ŷti , and “0” otherwise. This metric quantifies the degree to
which the model’s behavior aligns with the protected model.

After computing the matching rate for each fingerprint-
model pair, we aggregate these results across the models to
compute statistics that describe each fingerprint’s matching
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behavior on the pirated model set Vf and the independent
model set If . For a given composite-sample fingerprint Ti,
we compute the mean matching rate µV

i and standard de-
viation σV

i across all models in Vf , and likewise obtain µI
i

and σI
i for If . These results are subsequently used to select

fingerprints and compute the fingerprint-specific thresholds.
Step 2: Selecting composite-sample fingerprints. To

refine the fingerprint set, we assess the discriminative
capability of each fingerprint by quantifying the behav-
ioral separation it induces between Vf and If . Thus,
we compute Cohen’s d effect size for each Ti by di =

(µV
i − µI

i )/

√
1
2

((
σV
i

)2
+
(
σI
i

)2)
. Cohen’s d effect size

is employed to quantify the standardized separation be-
tween the two matching rate distributions of pirated and
independently-trained models, capturing both the magni-
tude of behavioral difference and the statistical stability of
that difference. A larger di indicates that a fingerprint Ti
elicits more divergent behaviors between pirated and inde-
pendent model sets, while maintaining higher consistency
within each group, making it a stronger candidate for re-
liable ownership verification. Based on di, we select the
top-K fingerprints with the highest di values to construct a
final fingerprint set T ∗ = {T ∗

i }Ki=1.
Step 3: Computing the fingerprint-specific threshold.

To account for the varying discriminative power of individ-
ual fingerprints, we develop a fingerprint-specific threshold-
ing strategy that assigns a specific threshold to each finger-
print. This design ensures that each fingerprint enforces a
verification criterion consistent with its statistical separabil-
ity between pirated and independently-trained models. The
threshold defines the minimum matching rate required to
assert a target model ft to be pirated. Each threshold θi is
computed based on the matching rate statistics of a finger-
print T ∗

i across Vf and If . More specifically, θi is calcu-
lated as a weighted average of their means, with weights
inversely proportional to their standard deviations:

θi =


µV
i /σV

i +µI
i /σ

I
i

1/σV
i +1/σI

i
, if σV

i , σ
I
i > 0,

µV
i +µI

i

2 , otherwise.
(4)

This thresholding strategy assigns each fingerprint an indi-
vidually optimized threshold, jointly considering the mean
and standard deviation of matching-rate distributions to
achieve maximal discriminative capability.

3.3. The Ownership Verification Process
To verify the ownership of a target model ft, we assess how
it responds to all samples in each composite-sample finger-
print within the fingerprint set T ∗. To this end, we design
a two-step ownership verification scheme, comprising own-
ership matching and decision aggregation. The detailed de-
sign is presented below.

Step 1: Ownership matching. For each composite-
sample fingerprint T ∗

i ∈ T ∗, its matching rate is computed
by MR(ft, T ∗

i ) = 1
T+1

∑T
t=0 I[ft(x̂t

i) = ŷti ]. Then, the
resulting matching rate is compared with the correspond-
ing fingerprint-specific threshold θi, i.e., SMR(ft, T ∗

i ) =
I [MR(ft, T ∗

i ) ≥ θi], where a result of “1” indicates that
the target model’s behavior on T ∗

i is consistent with the pro-
tected model f , and “0” otherwise.

Step 2: Decision aggregation. After obtaining the
matching decision for each composite-sample fingerprint, a
final ownership decision will be made. Since pirated models
inherit decision behavior from the protected model f , they
are expected to match the majority of fingerprints, whereas
independently-trained models tend to diverge. We aggre-
gate these decisions to produce a final verification score
by V S(ft, T ∗) = 1

K

∑K
i=1 SMR(ft, T ∗

i ), which quanti-
fies the overall behavioral alignment of the target model
ft with f . The target model is classified as pirated if
V S(ft, T ∗) ≥ α, where α is a predefined decision thresh-
old; otherwise, it is deemed independently-trained.

4. Experiments
4.1. Experimental Setting
To evaluate the effectiveness of IrisFP, we conduct com-
prehensive experiments on different DNN models trained
on five widely-used datasets: CIFAR-10 [11], CIFAR-
100 [12], Fashion-MNIST [28], MNIST [14], and Tiny-
ImageNet [13]. We compare IrisFP with four representa-
tive fingerprinting methods: IPGuard [3], UAP [23], ADV-
TRA [30], and AKH[6]. We also evaluate the robustness
of IrisFP against model modification attacks by consider-
ing six types of attacks, including fine-tuning (FT), prun-
ing (PR), knowledge distillation (KD), adversarial training
(AT), prune-then-tune (PFT), and noise injection-then-fine-
tuning (NFT). To ensur fair comparisons, we query 200
times in each experiment, i.e., 40 composite fingerprints
with 5 samples each for our proposed IrisFP and 200 fin-
gerprints for all baseline methods. In the following, we will
summarize protected models, reference model sets, testing
model set, and evaluation metrics, and their detailed settings
can be found in Sec. 12 in the Supplementary Material.

Protected Model. We consider three different architec-
tures, including ResNet-18, MobileNet-V2, and ViT-B/16.
For ResNet-18 and MobileNet-V2, each protected model
is trained from scratch across its corresponding different
dataset, while for ViT-B/16, its protected model is fine-
tuned from a pretrained ViT-B/16 model on Tiny-ImageNet.

Reference Model Sets. We construct two reference
model sets: one for pirated models and the other for
independently-trained models. Specifically, for each pro-
tected model, its corresponding pirated model set is con-
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Table 1. AUCs achieved by different fingerprinting approaches across datasets and protected model architectures.

Protected Model Method CIFAR-10 CIFAR-100 Fashion-MNIST MNIST Tiny-ImageNet

ResNet-18

IPGuard 0.675 ± 0.095 0.654 ± 0.097 0.721 ± 0.061 0.471 ± 0.089 0.726 ± 0.099
UAP 0.732 ± 0.014 0.761 ± 0.049 0.721 ± 0.061 0.789 ± 0.036 0.812 ± 0.045

ADV-TRA 0.799 ± 0.003 0.806 ± 0.005 0.845 ± 0.010 0.753 ± 0.019 0.767 ± 0.073
AKH 0.710 ± 0.052 0.785 ± 0.086 0.765 ± 0.042 0.820 ± 0.026 0.823 ± 0.043

IrisFP 0.893 ± 0.015 0.916 ± 0.009 0.940 ± 0.031 0.854 ± 0.024 0.874 ± 0.052

MobileNet-V2

IPGuard 0.821 ± 0.047 0.823 ± 0.021 0.607 ± 0.035 0.634 ± 0.010 0.692 ± 0.019
UAP 0.749 ± 0.028 0.836 ± 0.042 0.816 ± 0.019 0.743 ± 0.021 0.806 ± 0.039

ADV-TRA 0.824 ± 0.051 0.795 ± 0.011 0.782 ± 0.028 0.720 ± 0.023 0.877 ± 0.045
AKH 0.860 ± 0.067 0.867 ± 0.044 0.797 ± 0.054 0.805 ± 0.019 0.863 ± 0.034

IrisFP 0.936 ± 0.011 0.937 ± 0.017 0.963 ± 0.017 0.876 ± 0.015 0.934 ± 0.023

ViT-B/16

IPGuard – – – – 0.778 ± 0.029
UAP – – – – 0.803 ± 0.042

ADV-TRA – – – – 0.832 ± 0.019
AKH – – – – 0.806 ± 0.010

IrisFP – – – – 0.887 ± 0.036

structed by modifying the protected model through three
model modification techniques, including fine-tuning (FT),
knowledge distillation (KD), and adversarial training (AT).
Each attack type produces three pirated variants, leading
to 9 pirated variants in the pirated model set. On the
other hand, our independent model set is constructed by
using three architectures: ResNet-18, MobileNet-V2, and
DenseNet-121. The models in this set are independently
trained from scratch with different seeds and hyperparame-
ters from training the protected models and testing models.
Each architecture will be instantiated with 3 different ran-
dom seeds to create 3 independently-trained models, result-
ing in a total of 9 models in the independent model set.

Testing Model Set. We evaluate IrisFP using a test-
ing model set comprising both pirated and independently-
trained models. The pirated models are derived by apply-
ing six attacks (i.e., FT, PR, KD, AT, PFT, and NFT) to
each protected model. For each attack type, we generate
20 variants using different random seeds and hyperparame-
ters, resulting in 120 pirated models. The independently-
trained models are built from scratch using six architec-
tures: ResNet-18, ResNet-50, MobileNet-V2, MobileNet-
V3 Large, EfficientNet-B2, and DenseNet-121. For each
architecture, 20 models are trained with distinct seeds and
hyperparameters, without any access to the protected mod-
els or the models in the reference model set, yielding 120
independently-trained models.

Metrics. We use the Area Under the ROC (Receiver
Operating Characteristic) Curve (AUC) as the main metric
to evaluate the performance of our proposed fingerprinting
method. AUC quantifies the probability that a randomly se-
lected pirated model receives a higher matching score than
a randomly selected independently-trained model. Higher
AUC values reflect stronger discriminative capability. All
AUC results are reported as the mean and standard devia-
tion over five independent runs.

4.2. Main Performance
4.2.1. The Effectiveness of IrisFP
Table 1 shows the superior effectiveness of IrisFP by re-
porting the AUCs achieved by IrisFP and four represen-
tative baselines (IPGuard, UAP, ADV-TRA, and AKH)
across five benchmark datasets—CIFAR-10, CIFAR-100,
Fashion-MNIST, MNIST, and Tiny-ImageNet. To ensure
a comprehensive evaluation, we train two protected models
using ResNet-18 and MobileNet-V2 architectures on each
of the five datasets. In addition, we incorporate a larger and
more complex architecture by training a protected model
using ViT-B/16 on Tiny-ImageNet. From the table, we can
observe that IrisFP consistently achieves the highest AUC
across the models and datasets. For example, on CIFAR-
100, IrisFP achieves an AUC of 0.916 when fingerprint-
ing ResNet-18 and an AUC of 0.937 when fingerprinting
MobileNet-V2, achieving the improvements by 13.7% and
8.1%, respectively, over the best-performing baselines. It is
noteworthy that IrisFP maintains the highest AUC of 0.887
when fingerprinting ViT-B/16 trained on Tiny-ImageNet,
demonstrating that IrisFP can achieve reliable ownership
verification on larger and more complex models.

(b)(a)

Figure 4. (a) The ROC curve and (b) the distribution of verification
score on the protected model with ResNet-18 architecture trained
on Fashion-MNIST.

To further validate IrisFP’s discriminative power, Fig-
ure 4 visualizes the ROC curves and the distribution of
verification scores. These plots provide intuitive insights
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Table 2. AUCs under six model modification attacks across datasets and methods on the protected model with ResNet-18 architecture.

Dataset Method FT PR KD AT PFT NFT

CIFAR-10
IPGuard 0.656 ± 0.101 0.997 ± 0.005 0.515 ± 0.082 0.511 ± 0.265 0.687 ± 0.144 0.724 ± 0.142
UAP 0.809 ± 0.011 0.998 ± 0.005 0.722 ± 0.013 0.346 ± 0.017 0.856 ± 0.016 0.868 ± 0.018
ADV-TRA 1.000 ± 0.000 1.000 ± 0.000 0.805 ± 0.009 0.025 ± 0.006 0.959 ± 0.012 0.962 ± 0.009
AKH 0.921 ± 0.005 0.876 ± 0.020 0.621 ± 0.042 0.531 ± 0.108 0.701 ± 0.029 0.733 ± 0.066
IrisFP 0.954 ± 0.046 1.000 ± 0.000 0.616 ± 0.068 0.929 ± 0.042 0.965 ± 0.009 0.968 ± 0.014

CIFAR-100
IPGuard 0.617 ± 0.137 0.998 ± 0.003 0.593 ± 0.141 0.621 ± 0.106 0.576 ± 0.104 0.584 ± 0.129
UAP 0.764 ± 0.069 0.900 ± 0.002 0.709 ± 0.071 0.677 ± 0.053 0.752 ± 0.052 0.770 ± 0.065
ADV-TRA 0.863 ± 0.010 1.000 ± 0.000 0.899 ± 0.007 0.338 ± 0.008 0.864 ± 0.014 0.863 ± 0.012
AKH 0.813 ± 0.076 0.670 ± 0.185 0.858 ± 0.061 0.221 ± 0.076 0.671 ± 0.050 0.775 ± 0.090
IrisFP 0.953 ± 0.011 1.000 ± 0.000 0.927 ± 0.006 0.758 ± 0.031 0.933 ± 0.009 0.928 ± 0.019

Fashion-MNIST
IPGuard 0.688 ± 0.139 0.990 ± 0.001 0.592 ± 0.096 0.612 ± 0.115 0.632 ± 0.187 0.636 ± 0.216
UAP 0.809 ± 0.055 0.869 ± 0.045 0.749 ± 0.012 0.716 ± 0.018 0.797 ± 0.061 0.781 ± 0.045
ADV-TRA 0.980 ± 0.000 0.990 ± 0.000 0.830 ± 0.004 0.158 ± 0.008 0.981 ± 0.001 0.980 ± 0.000
AKH 0.855 ± 0.118 0.990 ± 0.000 0.844 ± 0.006 0.203 ± 0.038 0.759 ± 0.078 0.737 ± 0.091
IrisFP 0.982 ± 0.002 0.992 ± 0.000 0.853 ± 0.037 0.816 ± 0.190 0.982 ± 0.003 0.983 ± 0.002

MNIST
IPGuard 0.378 ± 0.022 0.733 ± 0.030 0.624 ± 0.108 0.067 ± 0.065 0.432 ± 0.045 0.456 ± 0.122
UAP 0.966 ± 0.009 0.630 ± 0.011 0.455 ± 0.054 0.946 ± 0.088 0.892 ± 0.007 0.959 ± 0.005
ADV-TRA 0.965 ± 0.002 0.753 ± 0.028 0.485 ± 0.023 0.475 ± 0.019 0.975 ± 0.003 0.976 ± 0.001
AKH 0.980 ± 0.000 0.797 ± 0.013 0.745 ± 0.011 0.837 ± 0.069 0.915 ± 0.010 0.920 ± 0.030
IrisFP 0.985 ± 0.001 0.966 ± 0.007 0.467 ± 0.091 0.704 ± 0.025 0.983 ± 0.002 0.985 ± 0.001

Tiny-ImageNet
IPGuard 0.958 ± 0.044 0.754 ± 0.129 0.525 ± 0.136 0.316 ± 0.118 0.867 ± 0.133 0.954 ± 0.034
UAP 0.953 ± 0.038 0.981 ± 0.001 0.455 ± 0.089 0.411 ± 0.114 0.967 ± 0.012 0.952 ± 0.016
ADV-TRA 0.970 ± 0.040 0.917 ± 0.056 0.466 ± 0.069 0.173 ± 0.143 0.980 ± 0.064 0.948 ± 0.036
AKH 0.937 ± 0.040 0.875 ± 0.019 0.326 ± 0.055 0.488 ± 0.099 0.988 ± 0.024 0.944 ± 0.051
IrisFP 0.986 ± 0.032 1.000 ± 0.000 0.661 ± 0.108 0.545 ± 0.106 0.992 ± 0.015 0.977 ± 0.027
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Figure 5. TNR-FNR and TPR-FPR curves on the protected models with ResNet-18 architecture trained on CIFAR-10 ((a) and (f)), CIFAR-
100 ((b) and (g)), Fashion-MNIST ((c) and (h)), MNIST ((d) and (i)), and Tiny-ImageNet ((e) and (j)).

into how well each method distinguishes pirated models
from independently-trained ones. Figure 4(a) shows the
ROC curves for all five methods, illustrating the trade-off
between TPR and FPR. IrisFP clearly demonstrates the
strongest discriminative capability, with its curve close to
the top-left corner, outperforming all baselines. In contrast,
IPGuard’s and UAP’s curves lie near the diagonal, indicat-
ing weak uniqueness achieved by them, while ADV-TRA
and AKH perform better but still fall short of IrisFP. Fig-
ure 4(b) presents two distributions of fingerprint verifica-
tion scores achieved by each fingerprinting method under
both pirated and independently-trained models. A wider
separation between the two distributions reflects a stronger

discriminative capability. As shown in this figure, IrisFP
achieves a clear separation, while baselines exhibit greater
distributional overlap, reflecting their limited ability to dif-
ferentiate pirated models from independently-trained ones.

4.2.2. Evaluation of IrisFP’s Uniqueness and Robustness
Figure 5 demonstrates the uniqueness and robustness
achieved by IrisFP. The evaluation is performed under vary-
ing FNR and FPR levels, specifically 1%, 2%, 5%, and
10%. We can observe from the figure that IrisFP consis-
tently outperforms all baselines, achieving the highest TNR
(as shown by (a)-(e)) and the highest TPR (as shown by
(f)-(j)), thereby demonstrating superior uniqueness and ro-
bustness. Among the baselines, ADV-TRA exhibits strong
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robustness—achieving high TPR by effectively identify-
ing pirated models—but suffers from low TNR, indicat-
ing poor uniqueness due to frequent misidentification of
independently-trained models. In contrast, UAP maintains
relatively stable TNR, indicating better uniqueness, but
struggles with lower TPR, especially on Fashion-MNIST,
revealing limited robustness. Moreover, AKH shows in-
consistent behavior, performing well in either robustness or
uniqueness but not both. Additionally, IPGuard performs
the worst, failing to reliably distinguish pirated models from
independently-trained ones under any setting. These results
demonstrate that IrisFP is the only method achieving high
robustness and uniqueness simultaneously, making it a reli-
able model fingerprinting solution.

4.2.3. Robustness to Model Modification Attacks
Table 2 shows the effectiveness of IrisFP against model
modifications that aim to remove or distort the original fin-
gerprints. Specifically, we compare IrisFP with four repre-
sentative baselines using the protected model with ResNet-
18 architecture trained across five datasets—CIFAR-
10, CIFAR-100, Fashion-MNIST, MNIST, and Tiny-
ImageNet—under six representative attacks: FT, PR, KD,
AT, NFT, and PFT. The comparison is based on the AUCs
achieved under each setting. We can observe that IrisFP
consistently achieves the best performance under CIFAR-
100, Fashion-MNIST, and Tiny-ImageNet across all six at-
tacks. For instance, IrisFP attains AUCs of 0.953 (FT),
0.927 (KD), and 0.758 (AT) for CIFAR-100, and 0.982
(FT), 0.853 (KD), and 0.816 (AT) for Fashion-MNIST,
substantially outperforming the baselines. For CIFAR-10,
IrisFP achieves the highest AUCs under four attacks (PR,
AT, PFT, NFT) and slightly lower AUC under FT and KD.
These observations demonstrate IrisFP’s strong robustness
to a wide range of model modification attacks.

CIFAR-10 CIFAR-100 Fashion-MNIST MNIST Tiny-ImageNet

0.7
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Figure 6. AUCs under different fingerprint configurations on the
protected model with ResNet-18 architecture.

4.3. Ablation Studies
We conduct ablation studies to evaluate the effectiveness
of each component in IrisFP, including fingerprint seed ini-
tialization, composite-sample fingerprint generation, finger-
print selection, and fingerprint-specific threshold:
• Seed: Directly using initial fingerprint seeds without fur-

ther processing.

• Seed s: Applying fingerprint selection to fingerprint
seeds.

• Com ft: Extending fingerprint seeds into composite-
sample fingerprints and using a fixed global threshold.

• Com s ft: Extending fingerprint seeds into composite-
sample fingerprints, using a fixed global threshold, and
applying fingerprint selection.

• Com t: Extending fingerprint seeds into composite-
sample fingerprints and applying fingerprint-specific
thresholds, without fingerprint selection.
Figure 6 illustrates the AUCs across five datasets under

various configurations. Specifically, Seed alone yields the
worst verification performance across all datasets, as it only
reflects the initial fingerprinting step without other com-
ponents. Seed s leads to a clear improvement (e.g., from
0.691 to 0.748 on CIFAR-10), demonstrating the neces-
sity of retaining only the most discriminative fingerprints.
Furthermore, extending fingerprint seeds into composite-
sample fingerprints (Com ft) enhances uniqueness by cap-
turing richer decision-region behavior through class-diverse
outputs. Building upon this, applying fingerprint selection
(Com s ft) further strengthens discriminative capability by
filtering out less effective fingerprints. More importantly,
using fingerprint-specific thresholds also results in perfor-
mance improvement, for example, improving the AUC from
0.812 (Com s ft) to 0.893 (IrisFP) on CIFAR-10, demon-
strating the advantage of adapting to a specific threshold for
each composite-sample fingerprint. In addition, IrisFP con-
sistently outperforms all ablated variants across datasets.
These results highlight the complementary strengths of each
component and the necessity of integrating all of them in
our design for reliable ownership verification.

Further hyperparameter analysis and additional experi-
mental results are presented in the supplementary material.

5. Conclusions
This paper studies the problem of enhancing both unique-
ness and robustness for adversarial-example-based model
fingerprinting. To address this issue, we propose IrisFP,
a new fingerprinting method that leverages multi-boundary
characteristics, multi-sample behavior, and fingerprint qual-
ity assessment. Specifically, IrisFP crafts fingerprint seeds
positioned near the intersection of multi-decision bound-
aries to increase prediction margins. It then applies subtle
and diverse perturbations to each seed to generate multi-
ple variants, forming a composite-sample fingerprint. The
resulting fingerprints are refined using a discriminative se-
lection strategy to retain only those with the strongest sep-
arability. For ownership verification, IrisFP employs a two-
step process comprising ownership matching and decision
aggregation, tailored to the structure of composite-sample
fingerprints. Extensive experiments validate the effective-
ness of IrisFP, with results consistently showing superior
performance over state-of-the-art methods.
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