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Abstract. Traditional secret sharing assume the absolute secrecy of the
private shares of the uncorrupted users. It may not hold in the real
world due to the side-channel attacks. Leakage-resilient cryptography
is proposed to capture this situation. In the continual leakage model,
the attacker can continuously leak the private value owned by the user
with the constraint that the information leaked should be less than �
between updates. We propose continual leakage-resilient dynamic secret
sharing under split-state model in this paper. After a preprocessing stage,
the dealer is able to dynamically choose a set of n users and to allow
a threshold of t users to reconstruct different secrets in different time
instants, by using the same broadcast message. The secrets are protected
even if an adversary corrupts up to t − 1 users and obtains continual
leakage from the rest of them. Our scheme can provide the security for
secret sharing under continual leakage model while at the same time
allowing the users to join and quit the scheme dynamically.

1 Introduction

Secret sharing is an important cryptographic primitive that a dealer shares a
secret value between a group of users P . Any set of t (threshold) users from
P can jointly recover the secret value. However, the collusion of any t − 1 or
less users cannot obtain any information about the secret value. Secret sharing
was firstly proposed by Shamir [13]. This type of secret sharing is sometimes
referred as threshold secret sharing, in contrast with the secret sharing with
general access structure. In this paper, we will focus on the threshold secret
sharing. Secret sharing is useful in applications that require a collaboration like
the management of cryptographic keys and secure multi-party computation.

Dynamic secret sharing has the feature that the dealer enables different sets of
users (based on different access structures) to recover different secrets in different
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time instants simply by sending the same broadcast message to all of them. It
was firstly formalized by Blundo et al. [3]. In the sense of threshold secret sharing,
the dealer can choose different sets of users to recover different secrets, but a
threshold of them is sufficient to recover a secret. It is fully dynamic since anyone
can join or leave the system at any time, and the authorized set (to recover the
secret) can be chosen at the time of generating the broadcast message (instead of
the user share generating phase). In practical application, consider the example
of the board of directors of a company. A threshold of the directors can sign
a contract on behalf of the company. However, the members of the board of
directors may change from time to time. Furthermore, it is favorable that only
the directors of the related departments is capable to sign on certain projects.
Therefore, dynamic (threshold) secret sharing is useful in this kind of situation.

Traditional secret sharing schemes assume the absolute secrecy of the user
shares. Like many cryptosystems, such assumption may not hold in the real
world due to the side-channel attacks, such as the timing attack, power analysis,
etc. These attacks capture partial information about the private user shares and
their internal states through various physical attributes of a computation device.
Therefore, traditional security model can no longer provide security guarantee
under the side-channel attack. Hence, leakage-resilient cryptography is proposed
to capture this scenario in recent years. The relative leakage model was firstly
introduced by Akavia et al. [1] which allows the attacker to learn at most �-
bits information about the internal state of the system. Later on, the continual
leakage model [9] describes that the secret key is updated periodically and the
attacker can learn information continually, with the constraint that at most �-
bits leakage of internal state is allowed between update.

Our Contribution. Our main result is to construct a dynamic secret sharing
scheme under the continual leakage model (CLM-DSS). In our scheme, the at-
tacker can continually learn the share owned by each user with the constraint
that the total information leaked is less than �-bits between update. The random
number used to update the share can also be leaked. Our scheme will guarantee
the privacy of the secret value even up to t− 1 parties are corrupted (where t is
threshold) and information owned by other parties are partially leaked. More-
over, the user can dynamically join and leave the secret sharing scheme. For
different secret values, we can set different authorized set and threshold for each
of them.

We model the leak function in our security model as the split-state model
in [7]. Dav̀ı et al. [7] assumed that the memory of a system can be divided
into two parts, and each of them is accessed independently by different process
and different time interval. Therefore, when there is side-channel attack on the
memory, the attacker can only obtain leakage from one part only. Therefore in
the security model, the leak oracle is modeled in a way that the leak function
can only leak on one part of the memory at one time, but not leak on both parts
simultaneously.

Our Techniques. Our construction is based on the dynamic threshold encryp-
tion by Delerablée and Pointcheval [8]. Our construction begins with generating
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the master key and the public key as in [8]. Instead of sending a share directly to
each user as in [8], the dealer encrypts it and sends the corresponding ciphertext
and decryption key to the user. We use the Continual-Leakage-Resilient Sharing
(CLRS)-friendly encryption scheme in [6] to provide the leakage-resilient prop-
erty as well as the update protocol. Therefore, we can update the ciphertext and
the secret key asynchronously to protect the secret value under the continual
leakage model.

We have a few restrictions imposed on our security model due to the build-
ing blocks we used. Firstly, we use the split-state model for leakage since the
ciphertext and the secret key of the CLRS-friendly encryption scheme is leaked
independently in [6]. Secondly, we use the non-adaptive adversary and corrup-
tion model to handle the corruption of users which is inherited from the dynamic
threshold encryption in [8]. Finally, we assume that the secret value to be shared
and the master key of the dealer is leak-free, or else we can continuously leak
on them and thus get the exact value of them. This is a common assumption in
leakage-resilient cryptography, such as [5,11]1.

Related Work. It is useful to compare our scheme with other primitives from
the literature. Firstly, standard secret sharing scheme [13] provides security when
some subset of the shares are fully compromised which others are fully secure.
Laih et al. [10] gave the first dynamic threshold secret sharing such that dif-
ferent secrets can be shared by different broadcast messages. Blakley et al. [2]
introduced the user disenrollment to the dynamic threshold secret sharing. Their
security models also assume full security of the uncorrupted users. In our security
model, the shares that are not fully compromised can be partially leaked.

In leakage-resilient secret sharing, Boyle et al. [5] introduced a (non-dynamic)
secret sharing which guarantees the privacy of the secret value only under the
bounded leakage model; while we provide the security under the continual leakage
model. The continual leakage-resilient secret sharing scheme for general access
structure proposed by Dodis et al. [9] mainly focus on two parties and when it
extends to more than two parties, the user cannot dynamically join and leave
the scheme.

2 Security Model

Our goal is to give the definition of dynamic threshold secret sharing scheme
under continual leakage model. We require that any user can dynamically join
the secret sharing system. For each secret, the dealer can dynamically choose
the share group P and the threshold value t. Finally, the secret share stored in
each device may be continuously leaked by the attacker.

Our security is modified from the model of dynamic secret sharing in [3],
by changing from monotone access structure to threshold access structure, and
adding the update and leak oracle for the continual leakage model.

1 There exist cryptosystems that allow leakage of the master secret key, such as
identity-based encryption in [14].
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2.1 Security Notion

A dynamic threshold secret sharing scheme is a tuple of algorithms CLR DSS =
(Setup, SharePreprocess, Update, MsgGen, Reconstruct) as follows:

– Setup(1λ): On input a security parameters 1λ, it outputs (MK, PK), where
MK is the master secret key of the dealer and PK is the corresponding public
key. PK may include the maximal size of an authorized set m, and a list of
participants L.

– SharePreprocess(MK,PK,S,P): On input MK, PK, the space of possible se-
crets S and a set of participants P = (ID1, . . . , IDn), it outputs the corre-
sponding shares a1, . . . , an for each participant, and may update L.

– MsgGen(PK,s, t,P ′, (a1, . . . , an)): On input PK, a secret s ∈ S, a threshold
t, a set of participants P ′ with corresponding shares (a1, . . . , an), it outputs
the broadcast message M .

– Update(PK, ai): On input PK, each user updates his share ai to protect the
privacy of the secret share against continual leakage from the attacker. It
outputs the updated share a′i.
In this model, we also assume that the share ai is split into two parts and
they are updated and accessed independently. Denote them as sh1 and sh2,
and define Updateb (b = 1, 2) as follows (we omit the input PK for simplicity):
Updateb(shb) → sh′

b: The randomized update algorithm takes the index b
and the current version of the share shb and outputs an update version sh′

b.

The notation Updatekb (shb) denote the operation of updating the share shb

successively k times in a row so that Update0b(shb) = shb, Update
k+1
b (shb) =

Updateb(Update
k
b (shb)).

– Reconstruct(PK, (a1, . . . , at),M): On input PK, the secret shares (a1, . . . , at)
and a broadcast message M , it outputs the secret value s.

2.2 Security Model

First we will define what information can be leaked and what the leakage function
should be in the split-state model. As described before, user i will have a secret
share ai which is stored in two parts sh1 and sh2. The leak function f (which is
an input to the Leak oracle) is a function of ai and the random value used. We
denote stateb = (shb, Rb) for b ∈ {1, 2}, where Rb is the randomness used for
shb. We can see that the attacker only leaks on the information on each user’s
share and randomness since other information are either leak-free or published.
There is one restriction to the leak function f as specified in [7]. For each user
i, the leak oracle can only be applied on either state1 or state2, but it cannot
be applied on both of them at the same time.

Correctness: It consists of two parts:

– Update Correctness: Notice that the update of sh1 and sh2 can be asyn-
chronous, which means that for any sequence of i ≥ 0, j ≥ 0, sh′

1 ←
Updatei1(sh1), sh

′
2 ← Updatej2(sh2), the updated shares (sh′

1, sh
′
2) can be

viewed as a valid share a used for reconstruction.
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– Reconstruct Correctness : If M ← MsgGen(PK, s, t,P ′, (a1, . . . , an)) and (a′1,
. . . , a′t) is a (updated) subset of the shares (a1, . . . , an), then s← Reconstruct
(PK, (a′1, . . . , a′t),M).

Privacy: For any secret s shared by a set P of registered users with a threshold
t, any collusion that contains less than t users from this authorized set and the
bounded leakage from the uncorrupted users cannot learn any information about
the secret s.

We formally define the above privacy notion, under the classical semantic
security notion and under various attacks, using a game between the adversary
A and the challenger C. Both the adversary and the challenger are given as input
a security parameter 1λ. The restriction we impose are:

– A cannot get any leakage about the master secret key and secret value.
– A has to decide the challenge set P∗ of users, the challenge threshold t∗,

and the identities set I that he will corrupt at the beginning of the game.
This restriction is called non-adaptive adversary and corruption model(NAA-
NAC). We restrict that |P∗ ⋂ I| ≤ t∗ − 1.

– A cannot get leakage of more than � bits between updates.

We now define our game CorruptLeak which consists of the following phases:

1. Setup: The adversary A sends to the challenger C the challenge set P∗ of
users, the challenge threshold t∗, and the identities set I that he will corrupt.
C runs Setup(1λ) to obtain the set of parameters param = (MK,PK). The
public key PK is given to A. Denote the secret space as S. C stores an
initially empty list L of the form (ID, b, shb, �b, randb), which stores a part
of the share shb (b=1/2) for a user ID, the leaked bits, and the randomness
used for the next update.

2. Query Phase 1: The adversary A adaptively issues queries:
– Join query: on input an identity ID, C runs the a = (sh1, sh2) ←

SharePreprocess(MK,PK, S, ID) to create a new user in the system. C
chooses the randomness rand1 and rand2 used for the next update for
sh1 and sh2 respectively. C stores (ID, 1, sh1, 0, rand1) and (ID, 2, sh2, 0,
rand2) in the list L.

– Corrupt query: on input an identity ID ∈ I, C retrieves (ID, 1, sh1, ·, ·)
and (ID, 2, sh2, ·, ·) ∈ L and returns a = (sh1, sh2) to A.

– Leak query: on input an identity ID ∈ I ∪ P∗, a leakage function f :
{0, 1}∗ → {0, 1} and b = 1/2, C retrieves (ID, b, shb, �b, randb) ∈ L. If
�b ≤ �, then C responds with f(shb, randb) and increases the counter
�b = �b + 1 in the list L. Otherwise returns ⊥.

– Update query: on input an identify ID and b = 1/2, C retrieves (ID, b,
shb, �b, randb) ∈ L and computes sh′

b = Updateb(shb; randb). It samples
fresh random number rand′b and updates (ID, b, sh′

b, 0, rand
′
b) ∈ L.

3. Challenge: A submits a secret value s∗ ∈ S to C. C sets s∗0 = s∗ and s∗1
to be a random number. C retrieves (ID∗

j , b, sh
∗
j,b, ·, ·) ∈ L for all IDi ∈ P∗

where b = 1/2. Denote a∗j = (sh∗
j,1, sh

∗
j,2). C flips a uniform coins b′ $←− {0, 1},

generates M∗ = MsgGen(MK, s∗b′ , t
∗,P∗, {a∗j}) and sends it to A.
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4. Query Phase 2: A adaptively issues Join, Corrupt and Leak queries as
in phase 1 , but the constraint is that the total number of identities ID ∈ P∗

asked in Corrupt queries is less that t∗ − 1 (which is P∗ ∩ I ≤ t∗ − 1) and
the Leak queries in phase 2 cannot be executed in the target set of users
P∗ − P∗ ∩ I.

5. Guess: Finally, A outputs a bit b∗ ← {0, 1} and wins the game if b∗ = b′.

The advantage of A is defined as AdvA(λ) = |Pr[b
′
= b]− 1

2 |.
Definition 1. A dynamic threshold secret sharing scheme is �-continual leakage
resilient if for all PPT adversaries A, AdvA(λ) ≤ negl(λ).

3 Notation and Preliminaries

Bilinear Maps. Let G1,G2 and GT be three cyclic groups of prime order p. A
map ê : G1 × G2 → GT is bilinear if for any generators g1 ∈ G1, g2 ∈ G2 and
a, b ∈ Zp, ê(g

a
1 , g

b
2) = ê(g1, g2)

ab. Let G be a pairing generation algorithm which
takes as input a security parameter 1λ and outputs (p,G1,G2,GT , ê) ← G(1λ).
The generators of the groups may also be given. All group operations as well as
the bilinear map ê are efficiently computable.

The Symmetric External Diffie-Hellman Assumption (SXDH) [12]. The
SXDH assumption is that the DDH assumption holds in G1 and G2.

The Multi-Sequence of Exponents Diffie-Hellman Assumption (MSE-
DDH) [8]. We now give the following decisional problem (�,m, t)-MSE-DDH
introduced by Delerablée and Pointcheval [8]. Let (p,G1,G2,GT , ê)← G(1λ) be a
bilinear map generator and let �, m and t be three integers. Let g0 be a generator
of G1 and h0 a generator of G2. Given two random coprime polynomials f and
g, of respective orders � and m, with pairwise distinct roots −x1, . . . ,−x� and
−y1, . . . ,−ym respectively, as well as several sequences of exponentiations of
some random and hidden α, γ ∈ Zp:

g0, g
γ
0 , . . . , g

γ�+t−2

0 , gα·γ0 , . . . , gα·γ
�+t

0 , g
k·γ·f(γ)
0

h0, h
γ
0 , . . . , h

γm−2

0 , hα·γ
0 , . . . , hα·γ2m−1

0 , h
k·g(γ)
0 ,

and T ∈ GT , decide whether T is equal to e(g0, h0)
k·f(γ).

Delerablée and Pointcheval [8] showed that this problem belongs to the general
Diffie-Hellman exponent problem due to Boneh et al. [4]. Therefore, the generic
security of the assumption follows the result from [4]. We emphasize on the fact
that, whereas the assumption has several parameters, it is non-interactive, and
thus falsifiable.

Continual Leakage-Resilient Sharing (CLRS) and CLRS-Friendly
Encryption. We review the two user continual leakage-resilient sharing (2-
CLRS) in [6]. It is constructed from an updatable encryption. An updatable
encryption [6] is a standard public key encryption scheme (KeyGen, Encrypt,
Decrypt) with two additional procedures:
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– SKUpdate: On input a secret key sk, it outputs an updated key sk′.
– CTUpdate: On input a ciphertext ct, it outputs an updated ciphertext ct′.

The 2-CLRS in [6] is constructed as follows (without the share preprocess phase):

– Setup: On input a security parameter 1λ, it samples (pk, sk) ← KeyGen(1λ)
and outputs the public key pk.

– MsgGen: On input a secret s, it calculates ct ← Encryptpk(s) and outputs
two shares sh1 = sk and sh2 = ct.

– Update: On input a share sh1 or sh2, it outputs SKUpdate(sk) orCTUpdate(ct).
– Reconstruct: On input sh1 and sh2, it outputs s← Decryptsk(ct).

We say that an updatable encryption scheme is an �-CLRS-friendly encryption
if the corresponding 2-CLRS is correct and �-continual leakage resilient. The
details of the construction of the �-CLRS-friendly encryption is in [6].

4 Our Construction

In this section, we will describe how to construct dynamic secret sharing scheme
under continual leakage model (CLM-DSS).

Our construction is inspired from the threshold encryption scheme by Deler-
ablée and Pointcheval [8]. In order to allow leakage of secret shares of different
users, we adopt the CLRS-friendly encryption scheme described in [6]. It is com-
posed of (KeyGen, Encrypt, Decrypt, SKUpdate, CTUpdate). Then the secret share
of each user is composed of two parts: (1) the secret key of the CLRS-friendly
encryption [6], and (2) the ciphertext which is the encryption of the secret key
of the threshold encryption [8]. By [6], both parts can be updated and leaked
independently in the security proof.

4.1 CLM-DSS Scheme

Setup(1λ) : Given the security parameter 1λ, it runs (p,G1,G2,GT , ê)← G(1λ).
Also, two generators g ∈ G1 and h ∈ G2 are randomly selected as well as
two secret values γ, α ∈ Z∗

p. Finally, a set D = {di}m−1
i=1 of values in Z∗

p is
randomly selected, where m is the maximal size of an authorized set. This
corresponds to a set of dummy users, that will be used to complete a set of
authorized users. It computes u = gαγ , v = ê(g, h)α. Denote H : G1 → GT

be an efficiently computable function and its inverse H−1 is also efficiently
computable. The list of users L is initially empty. It sets

PK = (m,u, v, h, hα, {hγi}m−2
i=1 , {hαγi}2m−1

i=1 ,D, H,H−1, L), MK = (g, γ, α).

SharePreprocess(MK,PK, S,P) : Given MK,PK and a set of users P (our scheme
supports the secret space S = GT ), for each identity IDi ∈ P , it ran-
domly chooses a new and distinct xi ∈ Z∗

p such that xi should be different
from all previous one, including the dummy users in D. It runs (pki, ski)←
KeyGen(1λ) and cti ← Encryptpki(H(g

1
γ+xi )) of the CLRS-friendly encryp-

tion of [6]. It generates the share ai = (ski, cti) for user IDi. The value
(xi, IDi) is published by putting it into L.
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MsgGen(PK, s, t,P , (a1, . . . , an)) : Given PK, the secret s, a threshold t and a
set of users P = (ID1, . . . , IDn), it first finds the corresponding xi for IDi

from L. Denote the set P̄ be the set of all xi. It randomly picks k ∈ Z∗
p and a

random subset D̄ ⊆ D of size m+ t−n−1. It outputs the broadcast message
M = (C1, C2, C3, D̄), where:

C1 = u−k, C2 = hk·α·∏xi∈P̄ (γ+xi)·
∏

x∈D̄(γ+x), C3 = s · vk.

Update(PK, ai) : For a share ai = (ski, cti), it can either update the first or
the second part. For Update1(ski), it calls the function SKUpdate(ski). For
Update2(cti), it calls the function CTUpdate(cti).

Reconstruct(PK, (a1, . . . , at),M) : Given PK, a broadcast message M = (C1, C2,
C3, D̄), and shares ai = (ski, cti) for i = 1 . . . , t, denote T = (x1, . . . xt) be the
corresponding value in L. It first calls the function uski ← H−1(Decryptski
(cti)), where we can get uski = g

1
γ+xi . We can compute

σi = ê(uski, C2) = e(g, h)
k·α·∏xi∈P̄

⋃ D̄(γ+xi)

γ+x .

Denote Ω as the set of {σ1, . . . σt}. Finally, it can recover the secret s:

s =
C3

(ê(C1, hp(T,P̄ )(γ)) ·Aggregate(GT , Ω))
1

c(T,P̄ )

,

where hp(T,P̄ )(γ) is computed from PK since

p(T, P̄ )(γ) =
1

γ
·
⎛

⎝
∏

x∈P̄
⋃ D̄−T

(γ + x)− c(T, P̄ )

⎞

⎠ ,

c(T, P̄ ) =
∏

x∈P̄
⋃ D̄−T

x,

Aggregate(GT , Ω) = Aggregate(GT , {ê(g, C2)
1

γ+x }x∈T )

= ê(g, C2)
1∏

x∈T (γ+x) = ê(g, h)k·α·
∏

xi∈P̄
⋃ D̄−T (γ+xi).

The Aggregate algorithm computes ê(g, C2)
1

(γ+x1)...(γ+xt) given Ω = {σj =

ê(g, C2)
1

γ+xj }tj=1. The detail of Aggregate can be found in [8].

Correctness. Assuming that Ω is correct, we have

ê(C1, h
p(T,P̄ )(γ)) ·Aggregate(GT , Ω)

=ê(g−k·α·γ , hp(T,P̄ )(γ)) · ê(g, C2)
1∏

x∈T (γ+x)

=ê(g, h)−k·α·γ·p(T,P̄ )(γ) · ê(g, h)k·α·
∏

x∈P̄
⋃ Dm+t−s−1−T (γ+x)

=ê(g, h)k·α·c(T,P̄ ) = (vk)c(T,P̄ ).
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4.2 Security

Hybrid Game Definitions. We first define several hybrid games. The main
part of the proof is to show statistical indistinguishability between these games.
The output of each game consists of the view of the adversaryA as well as a bit b
chosen by the challenger C representing its choice of which challenge secret s∗0, s∗1
to be shared. Denote Q as |P∗| − t∗ + 2, where |P∗| is the size of the challenge
set of users and t∗ is the threshold. We describe the games in details below.

– GameReal: This is the original “CorruptLeak” game.
– Game i: In Game i, for Leak queries on the first i uncorrupted identities

from P∗, the challenger C will answer the query using a random number,
and for the rest of the identities, C answers it using the valid key.

– GameFinal: It is the same as Game Q, except that instead of sharing the
challenge secret value s∗b , we just share a random number. More specifically,
in GameFinal, the secret shares used in the LeakOracle are all random
and the broadcast message is just a random number. Thus, the view of the
adversary in GameFinal is independent of the challenger’s bit b.

Theorem 1. For z ≥ 6, n ≥ 3z−6, our secret sharing scheme is �SK-continual
leakage-resilient under the SXDH assumption and the (l,m, t)-MSE-DDH as-
sumption, for �SK ≤ min(z/6− 1, n− 3z+6) log(p)−ω(log(λ)), P∗ ∩I ≤ t− 1,
l = I − P∗ ∩ I and m = max |P∗|.
Proof. In order to prove that our secret sharing scheme is �SK-continual leakage
secure, we will build several games to simulate the different cases and show that
those games are indistinguishable under the SXDH, MSE-DDH assumption and
the following lemma.

Lemma 1. Let z ≥ 6, n ≥ 3z − 6. Given (p,G1,G2,GT , ê), an efficiently com-
putable function H : G1 → GT , the CLRS-friendly encryption [6] algorithm
Encrypt with corresponding public key pk, secret key sk and the sequences:

x1, x2, . . . , xl+1; g
1

γ+x1 , g
1

γ+x2 , . . . , g
1

γ+xl ; {hα·γi}2m−1
i=0 , {hγi}m−2

i=0 , gα·γ , ê(g, h)α.

For simplicity, we denote the above mentioned sequences as D. Let (sh1, sh2) =

(sk,Encryptpk(H(g
1

γ+xl+1 ))) and (sh′
1, sh

′
2) = (sk,Encryptpk(R)) where R is ran-

domly chosen from the message space. Then under the SXDH assumption:

(D, f1(sh1), f2(sh2))
stat≈ (D, f1(sh

′
1), f2(sh

′
2)),

as long as the function f1 and f2 have the output size |f1|, |f2| ≤ min(z/6 −
1, n− 3z + 6) log(p)− ω(log(λ)).

Proof. According to the security of the CLRS-Friendly Encryption in [6], no

PPT adversary can distinguish the ciphertext of H(g
1

γ+xl+1 ) from a random
number, as long as |f1|, |f2| ≤ min(z/6− 1, n− 3z + 6) log(p)− ω(log(λ)), even

given the value H(g
1

γ+xl+1 ). Therefore, given the sequence D, no PPT adversary
can distinguish these two distributions under the SXDH assumption. �
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Lemma 2. GameReal
stat≈ Game 0.

It is easy to see that GameReal is the same as Game 0.

Lemma 3. For i = 0, . . . , Q − 1, under the SXDH assumption with z ≥ 6, n ≥
3z−6, �SK ≤ min(z/6−1, n−3z+6) log(p)−ω(log(λ)), Game i

stat≈ Game i+1.

Proof. If there exists an adversary A who has a non-negligible advantage in dis-
tinguishingGame i andGame i+1, we will create a PPT algorithm B which will
distinguish between (D, f1(sh1), f2(sh2)) and (D, f1(sh

′
1), f2(sh

′
2)) from Lemma

1 with non-negligible probability. This will yield a contradiction, since these dis-
tributions have a negligible statistical distance if the CLRS-friendly encryption
scheme [6] is secure.
B simulates either Game i or Game i + 1 with A as follows. It starts by

running the Setup algorithm by itself and giving A the public parameters by
using the Lemma 1’s instances. By the notion of the Lemma 1, B can create
enough valid keys and responds to all the A’s queries.

For the Join queries on the (i + 1)-th uncorrupted identity from P∗, B just
responds by putting xl+1 in L. When A issues the Leak query on the (i + 1)-th
identity, B will encode the leakage A asks for this key in Phase 1 as a single
polynomial time computable function f . It can do this by fixing the values of
all other keys and fixing all other variables involved in the challenge key. B
then receives a sample 〈D, f1(SH1), f2(SH2)〉(where SHi is either distributed
as shi or sh

′
i using the notation of the Lemma 1). B will use f1(SH1), f2(SH2)

to answer A’s Leak query for the (i + 1)-th identity by implicitly defining the
challenge key as (SH1, SH2).

At some point, A declares the challenge secret value, and B flips a coin b and
produces the challenge broadcast message M∗. Since M∗ is independent of the
queries above, the ciphertext is well-distributed. The Phase 2 is the same as
the Phase 1 except the forbiddance of the Leak queries.

If SH2 is the ciphertext of H(g
1

γ+xl+1 ), then B responds with the correct leak
query, so B properly simulates Game i. If SH2 is the ciphertext of a random
number, it correctly simulates Game i+ 1. �

Lemma 4. If the (l,m, t)-MSE-DDH assumption holds, where t− 1 ≥ P∗ ∩ I,
l = I − P∗ ∩ I, m = max |P∗|, then Game Q

stat≈ GameFinal.

Proof. Initially, the attacker output a target set P∗ = {ID∗
1 , . . . , ID

∗
|P∗|} of

identities that he wants to attack (the target authorized set), and a set I of
identities that he wants to corrupt, with |I| � l + t − 1 and |P∗ ∩ I| � t − 1.
Given the (l,m, t)-MSE-DDH instance with the bilinear group (p,G1,G2,GT , ê),
two coprime polynomials f and g of respective orders l and m with their pairwise
distinct roots (−x1, . . . ,−xl) and (−xl+t, . . . ,−xl+t+m−1), and given:

g0, g
γ
0 , . . . , g

γ�+t−2

0 , gα·γ0 , . . . , gα·γ
�+t

0 , g
k·γ·f(γ)
0

h0, h
γ
0 , . . . , h

γm−2

0 , hα·γ
0 , . . . , hα·γ2m−1

0 , h
k·g(γ)
0 , T,
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where T is either equal to ê(g0, h0)
k·f(γ) or a random elements from GT . We can

randomly choose xl+1, . . . , xl+t−1 from Z∗
p (different from other xi’s) and write

f , g and an additional function q as:

f(X) =

l∏

i=1

(X + xi), q(X) =

l+t−1∏

i=l+1

(X + xi), g(X) =

l+t+m−1∏

i=l+t

(X + xi).

The polynomial f corresponds to a set of l users not in the target set that can
be corrupted. The polynomial q corresponds to a set of t− 1 users of the target
set that can be corrupted. The polynomial g corresponds to the |P∗|− t+1 users
of the target set and the rest dummy keys used in the challenge phase, and the
users of the target set can be leaked by the leakage function specified by the

attacker. For i ∈ [1, l+ t− 1], we set fi(γ) =
f(γ)·q(γ)

γ+xi
.

Setup: To generate the system parameters, the simulator B calculates g =

g
f(γ)·q(γ)
0 and sets

h = h0, u = g
α·γ·f(γ)·q(γ)
0 = gα·γ , v = e(g0, h0)

α·f(γ)·q(γ) = e(g, h)α.

The two latter formula can be computed from the MSE-DDH instance input,
since f · q is a polynomial of degree l + t− 1. B then sets the set D = {di}m−1

i=1

corresponding to dummy users:

– D∗ = {di}m+t−|P∗|−1
i=1 is a subset of {xi}l+t+m−1

l+t . This subset corresponds to
the dummy users included to complete the target set in the challenge phase
as mentioned above.

– {di}m−1
m+t−|P∗| is a set of random elements in Z∗

p.

Finally, B sets PK as the definition in the previous section.

Query: For each Join query with input IDi, B puts (x, IDi) ∈ L where:

– if IDi ∈ I ∩ P∗, B sets x as an “unused” element in {xi}l+t−1
l+1 .

– if IDi ∈ I − I ∩ P∗, B sets x as an “unused” element in {xi}l1.
– if IDi ∈ P∗ − I ∩ P∗, B sets x as an “unused” element in {xi}l+t+m−1

l+t .

– if IDi /∈ I ∪ P∗, B randomly picks a x /∈ {xi}l+t+m−1
i=1 in Zp.

When comes to the Leak query, B answers it using a random number. When

receiving the Corrupt query for xi, B computes the valid key g
1

γ+xi = g
fi(γ)
0

using the MSE-DDH problem instance and gives it to A.
Challenge: B picks a random bit b and generates a broadcast message for the
secret s∗b for a dummy set D∗:

C∗
1 = g

−k·γ·f(γ)
0 = u−k′

, C∗
2 = h

k·g(γ)
0 = hk′·α·∏xi∈P∗∪D∗ (γ+x), C∗

3 = T · s∗b ,
where k′ = k

α·q(γ) . B returns (C∗
1 , C

∗
2 , C

∗
3 ,D∗) to A.

The definition of GameFinal is the same as Game Q except for that instead
of sending vk

′ · s∗b to A, B sends vk
′ · R to the attacker, where R is a random

number. If T = e(g0, h0)
k·f(γ), then C∗

3 = vk
′ · s∗b which is the simulation of

Game Q. If T is a random number in GT , then C∗
3 is random in GT . Therefore

B simulates the GameFinal. �
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Putting Them All Together. Following the above lemmas, we can easily get

GameReal
stat≈ GameFinal. Recall that the output of each game includes the

view of A at the end of experiment along with the challenger’s choice bit b, since
A’s guess b′ at the end of the game can be efficiently computed from the output
of each game. In the GameFinal, the view of A is independent of the random
bit b. Hence we have Pr[A wins] = 1

2 since the two games are indistinguishable
under the SXDH assumption the MSE-DDH assumption. �
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