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Abstract
Increasing numbers of artificial intelligence systems are employing collaborative machine 
learning techniques, such as federated learning, to build a shared powerful deep model 
among participants, while keeping their training data locally. However, concerns about 
integrity and privacy in such systems have significantly hindered the use of collabora-
tive learning systems. Therefore, numerous efforts have been presented to preserve the 
model’s integrity and reduce the privacy leakage of training data throughout the training 
phase of various collaborative learning systems. This survey seeks to provide a systematic 
and comprehensive evaluation of security and privacy studies in collaborative training, in 
contrast to prior surveys that only focus on one single collaborative learning system. Our 
survey begins with an overview of collaborative learning systems from various perspec-
tives. Then, we systematically summarize the integrity and privacy risks of collaborative 
learning systems. In particular, we describe state-of-the-art integrity attacks (e.g., Byzan-
tine, backdoor, and adversarial attacks) and privacy attacks (e.g., membership, property, 
and sample inference attacks), as well as the associated countermeasures. We additionally 
provide an analysis of open problems to motivate possible future studies.

Keywords  Collaborative learning · Federated learning · Byzantine · Backdoor · Privacy

1  Introduction

Deep learning (DL) has shown remarkable success in numerous disciplines, such as com-
puter vision, natural language processing, bioinformatics, and even board game programs. 
DL systems adopt deep neural networks (DNNs) to learn autonomously from massive 
training datasets (Krizhevsky et  al. 2012a; Szegedy et  al. 2015; Devlin et  al. 2018). A 
learning system relies primarily on two components to efficiently train a DL model: a large 
number of high-quality training samples and high-performance Graphics Processing Units 
(GPUs). Nevertheless, the training datasets and GPUs may be dispersed among numer-
ous parties for various reasons. Consider the following two examples (Litjens et al. 2017; 
Gawali et al. 2021; Hard et al. 2018):
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Medical image classification A hospital needs to acquire a lung cancer detec-
tor model to assist its doctors in identifying lung cancer patients from their computed 
tomography (CT) images. Due to the hospital’s limited experience with lung cancer 
patients, it is difficult for it to develop a highly accurate model. To ensure the accu-
racy of the diagnosis, the hospital unites with other hospitals to collaboratively learn 
a shared model together. Taking patient confidentiality into account, all hospitals must 
store CT images locally.

Mobile keyboard prediction Gboard, the Google keyboard, indents to give dependable 
and quick mobile input techniques, such as next-word predictions, as more users migrate to 
mobile devices. Although publicly accessible datasets can be utilized for such tasks, their 
distribution rarely matches that of users. Thus, Gboard requires user-generated texts for 
improved performance without making users feel uneasy about the gathering and remote 
storage of their personal information.

Collaborative learning has gained popularity as a possible option for such application 
scenarios in recent years (Dean et  al. 2012; Peteiro-Barral and Guijarro-Berdiñas 2013; 
Leroy et al. 2019; He et al. 2020; Zheng et al. 2020; Lim et al. 2020; Aledhari et al. 2020). 
Specifically, collaborative learning enables two or more participants to collaboratively train 
a shared global DL model while maintaining individual training datasets locally. Each par-
ticipant trains the shared model using his own training data and exchanges and updates 
model parameters with others. Collaborative learning can increase the training speed and 
performance of the shared model while maintaining the confidentiality of the training data-
sets of the participants. Therefore, it is a paradigm for cases in which training data is sensi-
tive (e.g., medical records, personally identifiable information, etc.). Such a paradigm is 
not just a theoretical construct; it addresses the real-world challenges faced by organiza-
tions and individuals alike. In an age where data is abundant yet siloed due to privacy 
concerns and regulatory constraints, collaborative learning provides a bridge, allowing 
diverse stakeholders to benefit from collective intelligence without compromising on data 
confidentiality. Several learning architectures have been proposed for collaborative learn-
ing: with and without a central server, with different means of aggregating models (Li et al. 
2014; Moritz et al. 2015; Liu et al. 2019b; Sun et al. 2021d; Sahu et al. 2018; Reddi et al. 
2020; Wang et al. 2020c; Lu and De Sa 2021). Federated learning is an essential branch of 
collaborative learning (Li et al. 2021b) that enables participants such as mobile phones to 
collaboratively learn a shared prediction model while retaining all the training data on the 
device, decoupling machine learning from the requirement to store data in the cloud.

Although each participant stores his training dataset locally and only shares the updates 
of the global model at each iteration, adversaries can still conduct attacks during the 
training process to compromise model integrity and data privacy (Guerraoui et al. 2018; 
Bhagoji et al. 2019; Zhu et al. 2019b; Zhang et al. 2018a). One of the most severe threats is 
model integrity, which can be undermined easily if some participants are unreliable (Blan-
chard et al. 2017; Guo et al. 2021b). For example, malicious participants may poison their 
training datasets with carefully crafted malicious triggers. Then, at each iteration, they gen-
erate malicious updates containing the triggers and gradually inject such triggers as back-
doors into the global model by spreading the malicious updates in order to generate further 
profit or expand their advantages (Bagdasaryan et al. 2020; Wang et al. 2020b). In addition 
to disguising themselves as participants, adversaries can damage the collaborative learn-
ing process by delivering malicious updates to their neighborhoods or parameter servers 
(Muñoz-González et  al. 2017; Bhagoji et  al. 2019; Baruch et  al. 2019). Blanchard et  al. 
(2017) and Guo et al. (2021b) demonstrate that a single malicious participant can dominate 
the entire collaborative learning process.
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Aside from risks to model integrity, the protection of each participant’s data privacy 
is a key challenge. Despite the fact that participants do not share the raw training sam-
ples with others, it has been established that the shared updates are created from the 
samples and indirectly leak information about the training datasets. For instance, Melis 
et al. (2019) discovered that it is possible to capture the membership and accidental fea-
ture leaking from shared gradients throughout the training procedure. More seriously, 
Zhu et al. (2019b) proposed an optimization approach that can reconstruct training sam-
ples from the corresponding updates.

To address the above integrity and privacy threats, numerous strategies are recom-
mended to defend against these attacks (Blanchard et al. 2017; Cao and Lai 2019; Guer-
raoui et al. 2018; Muñoz-González et al. 2019; Pan et al. 2020a; Shejwalkar and Hou-
mansadr 2021; Xie et  al. 2019b, 2020; Yin et  al. 2018; Tran et  al. 2018; Chen et  al. 
2018, 2019; Chan and Ong 2019; Chou et al. 2018; Gao et al. 2019; Truong et al. 2020; 
Ma and Liu 2019; Liu et al. 2019c, 2020; Wang et al. 2019a; Huang et al. 2019; Sun 
et  al. 2019; Zhao et  al. 2020b; Zhu et  al. 2019b; Ozdayi et  al. 2020; Chaudhuri et  al. 
2011; Abadi et  al. 2016; Zhang et  al. 2018b; Li et  al. 2018, 2020d; Yu et  al. 2019a; 
Jayaraman and Evans 2019; Aono et al. 2016; Kim et al. 2018; Bonawitz et al. 2017). 
For instance, to achieve byzantine-resilient collaborative learning, Blanchard et  al. 
(2017) use statistic tools to analyze the updates of participants at each iteration and 
discard potentially malicious updates when aggregating updates. In terms of privacy 
protection, Gao et al. (2021) proposed searching for privacy-preserving transformation 
functions and pre-processing training samples with these functions in order to defend 
against reconstruction attacks as well as preserve the accuracy of the trained DL mod-
els. Multiple defenses (Ma et al. 2022b; Grama et al. 2020; Naseri et al. 2020; Qi et al. 
2021; Liu et al. 2021) also proposed robust and privacy-preserving defenses to protect 
against attacks to both integrity and privacy.

A number of surveys (Lyu et al. 2020a, b; Mothukuri et al. 2021; Zhang et al. 2018a; 
Liu et  al. 2019a; Vepakomma et  al. 2018; Kairouz et  al. 2019; Enthoven and Al-Ars 
2020; Yang et al. 2020) have compiled some of the threats and defenses associated with 
collaborative learning. However, as indicated in Table 1 they have a number of draw-
backs. Firstly, the majority of them exclusively investigate certain subfields of collab-
orative learning and lack a complete and systematic investigation of other collabora-
tive learning systems. Several studies, for instance, Lyu et al. (2020a, b), Enthoven and 
Al-Ars (2020) focus primarily on the threats and defenses in federated learning. Vepa-
komma et  al. (2018) provide an overview of the privacy issues and countermeasures 
in distributed learning systems. Secondly, present surveys do not focus on the training 
process of collaborative learning systems (the most crucial stage) and selectively intro-
duce existing threats and defenses, rendering them incapable of adequately summariz-
ing cutting-edge techniques.

This work endeavors to fill existing knowledge lacunae in the collaborative learning 
domain. Our exhaustive exploration and systematic assessment of security and privacy 
impediments offer a fresh vantage point, transcending the scope of preceding surveys. 
We anticipate this survey to act as a touchstone for academicians and industry experts 
alike, aiding them in unraveling the intricacies of collaborative learning and assuring 
the secure and efficient application of AI models in tangible settings.

This survey provides a systematic and comprehensive evaluation of security and pri-
vacy studies in collaborative training, contrasting with prior surveys that focus on a sin-
gle collaborative learning system. Our contributions are as follows:
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•	 We provide an exhaustive exploration and systematic assessment of security and 
privacy impediments in collaborative learning, transcending the scope of preceding 
surveys.

•	 We summarize the integrity and privacy risks of collaborative learning systems, 
describing state-of-the-art integrity attacks (e.g., Byzantine, backdoor, and adver-
sarial attacks) and privacy attacks (e.g., membership, property, and sample infer-
ence attacks), as well as the associated countermeasures.

•	 By shedding light on prospective challenges and their solutions, we chart a path 
towards a fortified, privacy-centric, and inclusive collaborative AI future.

In this paper, we examine the integrity and privacy attacks and defenses during the 
training process of collaborative learning, as well as the state-of-the-art remedies. The 
overview of threats and defenses in collaborative learning is presented in Fig. 1. Spe-
cifically, in Sect. 2, we systematically introduce different forms of collaborative learn-
ing systems from distinct perspectives. Then, in Sect. 3, we describe the privacy and 
integrity threats in collaborative learning. On the one hand, we exhibit existing integ-
rity attacks and the corresponding defenses in Sects. 4 and 5, respectively. On the other 
hand, we show the state-of-the-art privacy attacks and the corresponding defenses in 
Sects. 6 and 7, respectively. We present a summary of hybrid defense approaches for 
achieving robust and privacy-preserving collaborative learning in Sect. 8. We highlight 
various open problems and prospective solutions in collaborative learning in Sect. 9.1. 
We also include limitations and applications of the proposed work in Sects. 9.2, 9.3, 
followed by Sect. 10 that concludes this paper.

Robust and Privacy-Preserving Collaborative Training

Collaborative System
(Sec. 2)

Dimensions of Parallelism
(Sec. 2.2)

Parameter Distribution
(Sec. 2.3)

Model Consistency
(Sec. 2.4)

Federated Learning
(Sec. 2.5)

Integrity Attacks
(Sec. 4)

Byzantine Attacks
(Sec. 4.1)

Backdoor Attacks
(Sec. 4.2)

Privacy Attacks
(Sec. 6)

Membership
(Sec. 6.2)
Property
(Sec. 6.3)
Sample
(Sec. 6.4)

Adversarial Examples
(Sec. 4.3)

Integrity Defenses
(Sec. 5)

Statistic-based
(Sec. 5.1.1)

Learning-based
(Sec. 5.1.2)
Data Inspection
(Sec. 5.2.1)
Model Inspection
(Sec. 5.2.2)

Adversarial Training
(Sec. 5.3)

Cryptography
(Sec. 7.2)

Differential Privacy
(Sec. 7.1)

Practical Scheme
(Sec. 7.3)

Mechine Learning Basis
(Sec. 2.1) Byzantine Defenses

(Sec. 5.1)

Backdoor Defenses
(Sec. 5.2)

Backdoor Mitigation
(Sec. 5.2.3)
Optimization
(Sec. 5.3.1)
Non-IID Data Distribtuion
(Sec. 5.3.2)
Communication Efficiency
(Sec. 5.3.3)

Privacy Defenses
(Sec. 7)

Limitations
(Sec. 9.2)

Applications
(Sec. 9.3)

Hybrid Defenses
(Sec. 8)

Discussion
(Sec. 9)

Open Problems
(Sec. 9.1)

Collaborative Adversarial
Training (Sec. 5.3.4)

Fig. 1   Overview of threats and defenses in collaborative learning
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2 � System overview

2.1 � Machine learning basis

We use a dataset D to denote a probability distribution of data; z∼D denotes a random 
sampled variable z from D , and �z∼D[f (�)] denotes the expected value of f (�) for a random 
variable � . For a deep learning model, w ∈ ℝ

d is the d-dimensional parameter vector to 
estimate the model; LD(f ) be the loss calculated by f on dataset D ; l is the loss function 
of a single sample. Therefore, we represent the goal of machine learning as the following 
optimization problem:

There are numerous techniques (Battiti 1992) for minimizing the loss function, including 
gradient descent, second-order methods, evolutionary algorithms, etc. In machine learning, 
optimization is majored performed via gradient descent. We can apply Stochastic Gradient 
Descent (SGD) (Goyal et al. 2017) by sampling data at random in each iteration to opti-
mize Eq. 1.

2.2 � Dimensions of parallelism

Due to the increase in the number of models and datasets, machine learning has expanded 
fast in the past decade. Thanks to increasingly complex models and larger and larger data-
sets, machine learning algorithms have progressed significantly. Therefore, parallelism is 
used to give machine learning algorithms with scalability. As illustrated in Fig. 2, parallel 
training enables users to distribute data and calculation activities over various processing 

(1)w∗ = argmin
w∈ℝd

LD(fw) = argmin
w∈ℝd

𝔼
�∼D

[l(w, �)].

Fig. 2   Collaborative learning systems
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resources, such as cores and devices. By the dimensions of parallelism, there are four 
major partitioning strategies: data parallelism, model parallelism, pipelining, and hybrid 
parallelism.

2.2.1 � Data parallelism

As depicted in the upper figure of Fig. 2a, the technique for data parallelism (Krizhevsky 
et  al. 2012b) is to partition the samples from the dataset among multiple computational 
resources (cores or devices). This approach is the predominant training strategy for distrib-
uted deep neural networks. An illustrative example of data parallelism is in training large-
scale image classification models, such as ResNet (He et al. 2016). Different sets of images 
are distributed across multiple GPUs, allowing for simultaneous processing, thus accelerat-
ing the overall training time.

2.2.2 � Model parallelism

Data parallelism (the top figure of Fig.  2a) can be rendered difficult or inefficient by 
extremely large models due to the memory required to store parameters and activations and 
the time required to synchronize parameters. Model parallelism (Dean et al. 2012) is intro-
duced to address the aforementioned issues. Model parallelism involves dividing the model 
into various computational resources. It splits computational work based on the number of 
neurons present in each layer. In addition, the sample minibatch is replicated on all proces-
sors, and distinct portions of the model are executed on each processor. For instance, the 
training of Transformer architectures, especially those with extensive layers such as GPT 
series (Brown et al. 2020; Ouyang et al. 2022), leverages model parallelism. Certain layers 
or tensors might be offloaded onto one GPU while others are processed by a separate GPU. 
Such distribution not only alleviates memory constraints but also harnesses the concurrent 
processing power of multiple devices.

2.2.3 � Pipelining

In machine learning, pipelining can refer to either overlapping calculations between layers 
or splitting the DNN models according to depth and assigning layers to individual pro-
cessors. Therefore, pipelining is both a form of data parallelism as samples are processed 
by the network in parallel, and a form of model parallelism as models are partitioned by 
layers.

The forward evaluation, backpropagation, and weight-updating operations can be 
overlapped using a standard pipelining approach, which minimizes the idle time of the 
processor. Pipelining can alternatively be viewed as layer partitioning; each proces-
sor handles a certain layer, and the data flow is predetermined throughout the entire 
procedure. A practical use case of pipelining can be observed in deep learning frame-
works, such as PipeDream (Narayanan et al. 2019), where layers of a neural network, 
especially those with different computational complexities, are designated to distinct 
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processors. By overlapping forward passes, backpropagation, and weight updates, the 
system ensures efficient utilization of resources, thereby mitigating any potential idle 
times.

2.2.4 � Hybrid parallelism

Hybrid parallelism combines multiple parallelism schemes. In AlexNet, for instance, 
it is effective to apply data parallelism to the convolutional layer, where the major-
ity of calculations are conducted, and model parallelism to the fully connected 
layer, where the majority of parameters are maintained. Another notable instance is 
the training of language models like Megatron-LM (Shoeybi et  al. 2019). Given the 
extensive computations required in the recurrent layers and the substantial parameters 
in the embedding layers, hybrid parallelism can effectively distribute these tasks by 
implementing data parallelism for recurrent computations and model parallelism for 
embeddings.

2.3 � Parameter distribution

In the following, unless otherwise specified, we will always refer to data parallelism in this 
study, as it is the most prevalent and frequently discussed parallelization method for collab-
orative learning. Figure  2b shows the types of communication topology between devices, 
including centralized and decentralized.

2.3.1 � Centralized

Most distributed learning systems use centralized topology. A typical centralized archi-
tecture is Parameter Server (PS) (Li et al. 2014). In a PS architecture, there could be 
single or multiple master nodes and multiple worker nodes. Each worker node stores 
a duplicate of the model and a portion of the dataset. Within a training iteration, the 
master node distributes the weights of the model to the workers, then every worker 
node randomly samples a batch of data from its data partition and calculates the gradi-
ent of the weights upon the samples. Finally, all workers send their computed results 
to the master, and the master updates the weights of the model based on the aggre-
gated gradients before moving on to the subsequent iteration. We illustrate the central-
ized distributed learning in Algorithm  1,where �(x, y,w) denotes the prediction error 
loss, � represents the learning rate, and Ω(w) signifies the regularizer implemented to 
mitigate model complexity. Real-world applications of centralized learning systems 
include distributed training of machine translation models, where language datasets 
are enormous, and centralized control can help streamline the learning process (Wu 
et al. 2016). 
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Algorithm 1   Distributed subgradient descent

2.3.2 � Decentralized

Due to a communication bottleneck on the master node, the scalability of a centralized dis-
tributed learning architecture is constrained. A decentralized network topology is presented 
as a solution for this issue. Here, we classify the prevalent decentralized approach to ring 
topology and decentralized topology in general.

Baidu1 introduces ring topology to decentralized distributed learning to execute the all-
reduce operation, which is inspired by the ring all-reduce algorithm from the network com-
munity. Later, Nvidia successfully implements ring all-reduce in their GPU collective com-
munication library (NCCL).2

General decentralized topology may be demonstrated with a weighted undirected graph 
(V,  W), where V = {1, 2,… , n} represents the set of nodes, with W ∈ ℝ

n×n , satisfying 
wi,j ∈ [0, 1] , wij = wji and 

∑
j wij = 1 . The decentralized learning process can be viewed as 

an optimization problem that minimizes the average expectation of the loss function over 
all nodes, as follows:

Decentralized parallel stochastic gradient descent (D-PSGD) (Lian et al. 2017) is the most 
widely utilized algorithm in decentralized distributed learning. Here, we illustrate the 
D-PSGD in Algorithm 2. Decentralized systems are particularly advantageous in IoT envi-
ronments. For example, a network of sensors across a city for monitoring air quality might 

(2)argmin
w∈ℝd

f (x) =
1

n

n∑

i=1

𝔼�∼Di
Fi(x;�).

1  https://​github.​com/​baidu-​resea​rch/​baidu-​allre​duce.
2  https://​github.​com/​NVIDIA/​nccl.

https://github.com/baidu-research/baidu-allreduce
https://github.com/NVIDIA/nccl
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employ decentralized learning to train local models on each device while ensuring overall 
model coherence (Shi et al. 2016). 

Algorithm 2   Decentralized parallel stochastic gradient descent on the i-th node

2.4 � Model consistency

The objective of collaborative learning is to train a single copy of model parameter w from 
multiple participants. However, as demonstrated in Fig.  2c, due to the possibility of mul-
tiple instances of SGD running independently on separate nodes, the model parameter is 
updated simultaneously by numerous nodes. Therefore, several strategies are applied to 
ensure the consistency of the model.

2.4.1 � Synchronous

A straightforward method for updating the model is to employ a synchronized strategy. 
For each training iteration, every participant synchronizes their parameters. For instance, 
in Spark (Moritz et al. 2016), a master node aggregates the parameters after all the worker 
nodes complete the calculation for one batch of data. This strategy ensures a strong consist-
ency of the model, however, it results in a low utilization of processing power because a 
node that finishes early must wait until all other nodes complete their computations. There-
fore, synchronous strategies are commonly employed in controlled environments such as 
data centers, where uniform computational capability and network latency can be guaran-
teed. This approach is prevalent in scenarios like training very deep neural networks where 
consistency across iterations is critical (Goyal et al. 2017).

2.4.2 � Asynchronous

An asynchronized model updating strategy maximizes the usage of the computational 
resources. For instance, in Parameter Server (Li et  al. 2014), a worker node pushes its 
result to the server and pulls the current parameter without waiting for other nodes. Conse-
quently, the strategy eliminates the waiting time of a node. Asynchronous models are suit-
able for environments with variable computational capabilities, like a mix of edge devices 
and cloud servers. Applications in mobile health monitoring, where devices like smart-
watches and smartphones collect data and contribute to model training, often employ asyn-
chronous strategies for efficiency (Konečnỳ et al. 2016).
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2.5 � Federated learning

Federated learning (Li et al. 2021b) is a rapidly growing research area in recent years. It is 
a strategy for machine learning that trains an algorithm on numerous centralized or decen-
tralized edge devices or servers keeping local data samples without exchanging data. Data 
are not expected to be uploaded to servers in federated learning, nor are local data sam-
ples considered to be uniformly distributed. Federated learning enables numerous nodes to 
construct a unified, robust machine learning model without sharing data, hence addressing 
crucial concerns such as data privacy, data security, data access rights, and heterogeneous 
data.

The most general federated learning training procedure is FedAvg (McMahan et  al. 
2017), which unites enormous clients with one central server. Each training iteration con-
sists of four components: (1) the server first selects a subset of clients before distributing 
the weights of the global model to these clients; (2) selected clients receive model weights 
from the server and update the local model with their dataset; (3) all clients send their 
model weights to server; (4) the server aggregates model weights and updates the global 
model. The detail is illustrated in Algorithm 3. 

Algorithm 3   FedAvg training procedure at the t-th iteration

Since federated learning inherits the architecture of collaborative learning, it inevitably 
inherits the same security vulnerabilities. In later parts, we will also elaborate on the secu-
rity threats, privacy issues, attack and defense methods for federated learning.

3 � Threats in collaborative training

The complexity of the learning system and the unreliability of participants or parameter 
servers pose severe security and privacy threats for collaborative learning, notwithstanding 
its impressive results in a variety of domains. The underlying enemies in thousands of par-
ticipants are more difficult to detect and defend against, making these security issues worse 
than those of standalone learning systems. We classify existing threats into two categories 
based to the objective of adversaries: integrity and privacy threats.
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3.1 � Integrity threats

Model integrity necessitates the accuracy and completeness of trained models, which 
offers the challenges of modifying or manipulating the models. It is the fundamental 
prerequisite during training and the implementation of deep learning in practice. Recent 
studies have shown, however, that in collaborative learning scenarios a single malicious 
participant can affect or even control the entire model training procedure (Blanchard 
et al. 2017; Guo et al. 2021b).

Compromise vs. backdoor vs. adversarial examples According to the associated 
adversarial goals, attacks for subverting the integrity of collaborative learning may be 
divided into three categories: compromise, backdoor, and adversarial examples. The 
objective of a compromising attack is to degrade or destroy the trained model’s perfor-
mance by modifying model parameters, which generally prevents the shared model from 
convergent to satisfactory during the training phase. It can also be caused by system 
problems such as system failures, network congestion, however in the following sec-
tions, we will solely discuss adversarial manipulations.

Byzantine attacks (Blanchard et  al. 2017; Baruch et  al. 2019; Bhagoji et  al. 2019; 
Fang et al. 2020; Shejwalkar and Houmansadr 2021) can achieve such adversarial goals, 
in which some participants within the collaborative learning system engage in inappro-
priate behaviors and propagate false information, leading to the failure of the learning 
system. To illustrate a Byzantine attack with a real-world analogy, consider a team col-
laborating online to produce a research paper. If a member intentionally spreads misin-
formation or makes conflicting edits, it disrupts the collective effort. Similarly, in col-
laborative learning, Byzantine attackers can provide misleading data or model updates, 
making the aggregation process problematic. For instance, in distributed systems, a few 
compromised nodes might provide false system metrics, leading the entire network to 
make inefficient or harmful decisions. In machine learning, such behavior can prevent 
models from converging or lead them to make incorrect predictions (Shi et al. 2022).

Backdoor attacks attempt to inject predefined malicious training samples, i.e., back-
doors, into a victim model while preserving the performance of the primary task (Gu 
et  al. 2017; Huang et  al. 2020b; Ji et  al. 2017; Liu et  al. 2018; Nguyen et  al. 2020; 
Shafahi et al. 2018; Sun et al. 2020; Tolpegin et al. 2020; Wang et al. 2020b; Xie et al. 
2019a; Zhao et al. 2020d). If an input sample includes the injected triggers, the back-
doors would be activated. Due to the secrecy of triggers, it is challenging to recognize 
backdoor attacks, as a backdoored model behaves normally on regular data. Neverthe-
less, backdoors can cause catastrophic damage, such as allowing a model to forecast 
incorrectly on important samples. For a practical perspective, consider the scenario 
where a facial recognition system is compromised due to backdoor attacks. An adver-
sary might introduce a trigger pattern that causes the system to recognize an irrelevant 
person as a specific individual, say, a celebrity or a president. In a real-world applica-
tion, such misidentification could lead to unauthorized access to secured areas or false 
accusations (Zelenkova et al. 2022).

Adversarial examples refer to samples prepared by deliberately introducing adver-
sarial perturbations to benign samples, which causes a victim model to provide an inac-
curate class prediction with high confidence. Notably, the adversarial perturbation is 
typically a minor and imperceptible signal resembling additive noise; therefore, synthe-
sized adversarial examples resemble original clean samples in appearance. In contrast 
to backdoor attacks that affect only a single victim model, adversarial examples can 
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be generalized to similar training objectives, such as image classification. In addition, 
backdoor attacks emphasize the stealth of their attacks, whereas adversarial examples 
emphasize their efficacy. In a real-world example, adversarial perturbations on road 
signs were shown to fool autonomous driving systems into misinterpreting them, posing 
serious safety concerns (Li et al. 2020c).

Data poisoning vs. model poisoning Two types of adversarial attacks against collabo-
rative learning systems are data and model poisoning. In data poisoning, attackers might 
use carefully crafted triggers to introduce malicious samples into the training datasets of 
some participants (Sun et al. 2019). For instance, backdoor attacks for the image classifica-
tion task contaminate training datasets with trigger-attached photos with false labels, from 
which the collaborative learning system learns a shortcut from the triggers to the labels. 
Thus, photos containing the injected triggers would be categorized according to predeter-
mined labels. For model poisoning, attackers compromise certain participants and exert 
complete behavioral control over them throughout training. Then, attackers might directly 
alter the local model updates in order to affect the global model (Fang et al. 2020). Fig-
ure  3 depicts the two types of poisoning.

3.2 � Privacy threats

A significant advantage of collaborative learning over standalone learning systems is that 
the instruct participant only communicates the local model update to the parameter server 
to ensure the privacy of training data. However, because updates are derived from training 
samples, they continue to convey sensitive information, making collaborative learning sys-
tems susceptible to a variety of inference attacks. For example, attackers can recover pixel-
wise accuracy for images and token-wise matching for texts by analyzing the gradients 
transmitted at each iteration (Zhu et al. 2019b).

Membership vs. property vs. sample According to different attack goals, we can 
classify existing attacks into three categories: membership, property, and sample infer-
ence attacks. A membership inference attack determines, given a data record and black-
box access to a model or updates, whether the record is in the model’s training dataset 
(Guo et al. 2021a). With membership inference, an attacker can infer the presence of 
a specific data sample in a training dataset, which poses a severe privacy risk, particu-
larly when the training dataset contains sensitive samples. For instance, if multiple 

Fig. 3   Two types of attacks: data and model poisoning
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hospitals collaborate to train a shared model on the medical records of patients with 
a particular disease, a participant or the parameter server can launch a membership 
inference attack to infer a specific patient’s health condition, which directly affects the 
patient’s privacy (Pedarla et al. 2023).

Property inference attacks in collaborative learning (Hitaj et  al. 2017; Melis et  al. 
2019; Wang et al. 2019b) aim to infer properties of participants’ training data that are 
class representatives or properties that characterize the training classes. Some attacks 
even allow an attacker to infer when a property appears and disappears in the dataset 
during the training process (Melis et al. 2019). Consider a real-world scenario where 
multiple hospitals are collaboratively training a model on patient data. While individ-
ual patient details might be hidden, a property inference attack can determine whether 
a majority of the patients in a particular hospital’s dataset suffer from a specific condi-
tion, such as diabetes or heart disease. This could inadvertently reveal sensitive health 
trends specific to a locality or community (Naveed et al. 2015).

Sample inference attacks (Geiping et al. 2020; Lam et al. 2021) attempt to extract both 
the training data and their labels when attackers obtain model updates during the training 
phase. Recent research first generates a dummy sample, then uses an optimization method 
to gradually reduce the distance between the dummy sample and the grand truth (Zhu et al. 
2019b; Zhao et al. 2020a). To provide a tangible example of a sample inference attack, sup-
pose a malicious entity gains access to the model updates during this collaborative process. 
Leveraging sample inference techniques, this entity could potentially reconstruct a patient’s 
medical profile, extracting detailed features such as medical history, lab results, and even 
genetic information. This exposure would be a significant breach of patient confidentiality 
and could lead to various ethical and legal implications (Jagannatha et al. 2021).

Passive vs. active According to the basis of the behavior of adversaries, we clas-
sify privacy attacks in collaborative learning into two categories: passive and active 
attacks. In passive mode, the attacker can only witness the authentic calculations per-
formed by the training algorithm and the model, observe the updates, and execute the 
aggregation operator without affecting the collaborative training method. In the active 
model, the attacker is permitted to perform any action during training. As a participant, 
for instance, the attacker can maliciously alter his parameter uploads. In order to boost 
his weights during aggregation, he may also send false information to the parameter 
server(s) or his neighborhoods. A global attacker (a parameter server) can manipulate 
the update participants at each iteration and modify the aggregate parameters supplied 
to the target participant(s) using an adversarial assault. Active attackers can be further 
categorised based on whether or not they have accomplices: single attackers conduct 
attacks alone, whereas byzantine attackers interact and share information with their 
accomplices. Byzantine attackers can coordinate to execute the most effective strikes. 
The attackers may be participants with shared interests or a hostile enemy in charge.

4 � Integrity attacks

In this section, we summarize the collaborative learning attacks that compromise the integ-
rity of trained global models. We elaborate on Byzantine and backdoor, two typical forms 
of attacks. We include the most prevalent integrity attack algorithms in Table  2.
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4.1 � Byzantine attacks

Although data poisoning has demonstrated a significant impact on stand-alone model train-
ing systems (Muñoz-González et al. 2017; Jagielski et al. 2018), recent studies show that 
model poisoning is much more effective than data poisoning against Byzantine attacks 
in collaborative learning scenarios (Bhagoji et  al. 2019; Baruch et  al. 2019). Intuitively, 
model poisoning and data poisoning are both hypothesized to try to change the weights of 
local models. Clearly, the former has a greater immediate effect.

Byzantine attacks presuppose that the attacker has the authorization to view and 
modify updates from multiple participants in a collaborative learning system. We refer 
to the modified updates as malicious updates. For illustrative purposes, the symbol 
description is provided in Table 3. It is straightforward to implement a Denial-Of-Ser-
vice attack in the average collaborative learning method by transmitting a linear mix 
of a malicious update and other benign updates (Blanchard et  al. 2017). As shown in 
Eq. 3, where F  is weight sum and �i ’s are non-zero scalars, a single Byzantine attacker 
with knowledge of all updates from other clients may force the averaged update to be 
replaced by an arbitrary vector U ∈ ℝ

d.

Table 3   Symbol description
Global
 S Central server
 Gt Global model at iteration t
 � Global learning rate
 K Number of clients
 wt Weights of Gt

 n Number of all data samples
 C Selected fraction
 F Aggregate rule
 Vt

a
Aggregated updates at iteration t

 Vt
i,j

The value of the j-th dimension of Vt
i

 Vt
∶,j

The value list of the j-th dimension of Vt
[n]

 U(wt,Vt
a
, �) Weights update function

Local
 Dk Local dataset on k-th client
 E Local epochs
 B Local batch size
 � Loss function
 nk Dataset size of Dk

 {xi, yi}k Samples of the dataset on client k
 Vt

i
Update from client i at iteration t

 Vmal Malicious update
 Vben Benign update
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Nevertheless, this basic attack might be easily filtered out, as the magnitude of the lin-
ear combination frequently differs from that of benign ones. Alternately, given that model 
updates form a high-dimensional vector, it is possible to generate malicious updates by 
drifting innocuous updates with a constrained value. The overall procedure can be 
described by Eq. 4. Attackers attempt to add the largest scale perturbation under specific 
constraints to the benign update statistics. H represents statistical functions such as mean 
or median. For adversaries with just partial knowledge of benign updates, he could esti-
mate the statistics of whole benign updates using the original updates on malicious clients.

 Baruch et  al. (2019) demonstrate that slight perturbations are sufficient to circumvent 
magnitude-based defense policies. In Eq. 5, it use Cumulative Standard Normal Function 
� to limit the size of factor perturbation z, where n, f ,�j, �j are the total clients number, 
the Byzantine clients number, the benign updates mean and the standard deviation of the j 
dimension. During their experiment, it shows a nearly 50% accuracy decline with one-fifth 
of malicious clients.

In a more relaxed setting, attackers could launch a more damaging version of updates if 
they know the aggregation rules of the server (Fang et  al. 2020; Shejwalkar and Hou-
mansadr 2021). This setting is reasonable in various scenarios, for example, the provider 
of the server may make the aggregation rule public for attracting potential participants 
(McMahan et al. 2017).

Equation 6 shows the defense-specific Byzantine attack for Krum (Blanchard et al. 2017) 
presented by Fang et al. (2020). It constructs malicious updates by deviating the mean of 
the benign updates along the sign of the standard deviation. � is initialized with a big value 
and decreased iteratively by a constant factor until the Byzantine-robust aggregation rule 
selects a malicious update. Furthermore, attacks on other defenses follow the same iterative 
process, albeit malicious update building may vary. Shejwalkar and Houmansadr (2021) 
strengthened this attack by locating an approximate maximum of � , which achieves a 
slightly more severe accuracy decline but usually incurs dozens of extra computation costs.

(3)

Vmal = Vn =
1

�n
⋅ U −

n−1∑

i=1

�i

�n
Vi

F(V1,… ,Vn) =

n∑

i=1

�i ⋅ Vi.

(4)Vmal = Ṽben +Max{Constrain(P)}, Ṽben = H(Vben).

(5)

Vmal,j = 𝜇j − zmax ⋅ 𝜎j

zmax = maxz

�
𝜙(z) <

n − 2f − ⌊ n

2
+ 1⌋

n − f

�
.

(6)
argmax

�

Vmal = F(Vmal1
,⋯ ,Vmalf

,Vf+1,⋯ ,Vn)

Vmal = Vmal1
= ⋯ = Vmalf

= � − � ⋅ sign(�).
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4.2 � Backdoor attacks

4.2.1 � Data poisoning

We first introduce data poisoning in stand-alone backdoor attacks. A backdoor could be 
embedded in the neural networks trained by a compromised dataset (Ji et al. 2017; Liu et al. 
2018). The methods for injecting backdoors through data poisoning presume that the attacker 
has control over a substantial portion of the training data. Consequently, backdoor attacks alter 
the behaviour of the model only on specific attacker-chosen inputs via data poisoning  (Liu 
et al. 2018; Gu et al. 2017). These techniques could be categorized into two classes: unclean 
and clean label stand-alone backdoors.

The process of unclean label stand-alone backdoor could be illustrated by Eq. 7. Tp is the 
backdoor injection function that generates the poison sample by introducing a certain per-
turbation p into the clean sample. The adversary introduces some poison samples with 
modified target labels yt into the original dataset. Therefore, the optimization objective 
function of model training covers the performance on both clean dataset Dc and poison 
dataset Dp.

For example, Gu et al. (2017) proposed the BadNets model, which injects a visible trigger 
pattern into a collection of randomly chosen training images. As demonstrated in Fig. 4, the 
stop sign with a yellow square patch would be misclassified as a speed-limit sign. Most stud-
ies use an optimization-based method to progressively build an imperceptible trigger, despite 
explicitly attaching a visible trigger to clean samples. In particular, they employ similarity 
measure approaches to restrict the difference between the clean sample and the poison sample. 
Therefore, the creation of a trigger could be described in Eq. 8:

 Wang et  al. (2019a) expressed poison samples as Tp(x) = (1 − m) ⋅ x + m ⋅ p , where m 
donate the mask. The l1-norm of the mask was then used to measure the magnitude of 
modification, d(Tp(x), x) = |m| . Zhao et al. (2022b) used l2-norm distance on image-pixel 
space ( d(Tp(x), x) = ||Tp(x) − x||2 ) and introduced extra latent feature constraint in model 

(7)
min
w

∑

(x,y)∈Dc

��(G(x), y) +
∑

(x,y)∈Dp

��(G(Tp(x)), yt)

Tp(x) = x + p

(8)p = min
p

∑

(x,y)∈Dp

�(G(Tp(x)), yt) + d(Tp(x), x).

Fig. 4   Visible backdoor trigger 
on traffic sign (Gu et al. 2017). 
(Color figure online)
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With yellow square
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training to strengthen the backdoor embedding. Tao et al. (2022) decomposed perturbation 
on each pixel into positive and negative changes via tanh function: 
Tp(x) = clip(x +

1

2
(tanh(ppos) − tanh(pneg)) ⋅ maxp) . ppos, pneg ∈ (−∞,+∞) donate positive 

and negative perturbation, respectively, and maxp donates the maximum pixel value. In 
accordance with Wang et  al. (2019a), the l1-norm of mask equals 
Σ
h,w
(
1

2
(tanh(bneg) + 1)) + (

1

2
(tanh(bneg) + 1)) . In addition to extra constraints, the invisible 

trigger could be generated through a DNN model. For example, Li et  al. (2021d) added 
sample-specific noise into the selected images using DNN-based image steganogra-
phy (Baluja 2017; Zhu et al. 2018; Tancik et al. 2020). The image steganography model 
consists of an encoder and decoder. The encoder is trained to embed a specific string into 
the input image in a non-perceptible way and the decoder is trained to recover the string 
information from the embedded image. They trained such a network on clean samples or 
directly adopted a pre-trained encoder to embed target labels into clean samples.

Since the poisoned images are mislabeled, unclean label attacks can be easily 
detected by simple data filtering or human inspection  (Zhao et  al. 2020d). The clean 
label stand-alone backdoor is therefore offered. It assumes the adversary cannot alter 
the labels of any training samples and keeps the labels of poisoned samples. Visually, 
the tampered samples are comparable to the beginning ones. For example, Shafahi et al. 
(2018) explored poisoning attacks on neural networks and presented an optimization-
based feature collision attack method for crafting poisons. Concretely, the poison sam-
ple has the same appearance as the clean sample, while it collides in feature space with 
the target class sample. The generation process of the poison example is depicted below.

where xt, xc donate the sample of the target class and the clean sample, respectively; � 
controls the similarity between the poison sample and clean sample. After model training, 
samples with target class features might be misclassified into the corresponding class of 
the clean sample. Experiments demonstrate that a single poison image can alter the behav-
iour of a classifier using transfer learning. However, the method proposed by Shafahi et al. 
(2018) requires complete or query access to the victim model. Then, Zhu et  al. (2019a) 
assumed the victim model is not accessible to the attacker and proposed a new convex 
polytope attack in which poison images are designed to surround the targeted image in the 
feature space.

Soon afterward, Huang et  al. (2020b) demonstrated that feature collision and con-
vex polytopes attacks only work on fine-tuning and transfer learning pipelines, however, 
they fail when the victim trains their model from scratch. Furthermore, they are not 
general-purpose, meaning that an attacker may have objectives beyond a limited num-
ber of targets. To solve these difficulties, Huang et al. (2020b) proposed a MetaPoison 
algorithm for crafting poison images that manipulate the victim’s training pipeline in 
order to achieve arbitrary model behaviors. It is a bi-level optimization problem, where 
the inner level corresponds to training a network on a poisoned dataset and the outer 
level corresponds to updating those poisons to achieve a desired behavior on the trained 
model. In addition, Turner et  al. (2018) introduced two techniques to strengthen the 
backdoor attack, including latent space interpolation using GANs and adversarial per-
turbations bounded by lp-norm.

(9)

x̂i = xi−1 − 𝜂∇x�(G(xi−1),G(xt))

xi = (x̂i + 𝜂𝛽xc)∕(1 + 𝛽𝜂)

�(x1, x2) = ||x1 − x2||2, x0 = xc,
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Data poisoning in collaborative learning systems follows the attacks in the stand-alone 
setting. Tolpegin et al. (2020) investigated targeted data poisoning attacks against collabo-
rative learning systems, in which a malicious subset of the participants aim to poison the 
global model by sending model updates derived from mislabeled data. However, Bagda-
saryan et al. (2020) pointed out that these attacks in the stand-alone setting are not effec-
tive against collaborative learning, where the malicious model is aggregated with hundreds 
or thousands of benign models. In order to implement a backdoor attack in collaborative 
learning systems, a constrain-and-scale technique to inject a backdoor in collaborative 
learning is proposed (Bagdasaryan et al. 2020). Compared with previous backdoor attacks, 
in collaborative learning, the attacker controls the entire training process, though only for 
one or a few participants.

Based on the above assumption, Nguyen et  al. (2020) determined that the collabora-
tive learning based IoT intrusion detection systems are vulnerable to backdoor attacks and 
developed a data poisoning attack method. The core concept of this method is that it allows 
an adversary to implant a backdoor into the aggregated detection model to incorrectly clas-
sify malicious traffic as benign traffic. Furthermore, an adversary can gradually poison the 
detection model by only using compromised IoT devices to inject small amounts of mali-
cious data into the training process. From another perspective, Wang et al. (2020b) focused 
on attacking algorithms that leverage data from the tail of the input data distribution. Then, 
they established in theory that, if a model is vulnerable to adversarial attacks, under mild 
conditions, backdoor attacks are unavoidable. When properly built, backdoors are difficult 
to detect.

Although the previously reported backdoor attacks for collaborative learning systems 
have good performance, they do not fully exploit the distributed learning methodology of 
collaborative learning since they embed the same global trigger pattern for all adversarial 
parties (Xie et al. 2019a). In order to take full advantage of the distributive nature of col-
laborative learning, Xie et al. (2019a) suggested a distributed backdoor attacking (DBA) 
method. As depicted in Fig. 5, DBA decomposes a global trigger pattern into distinct local 
patterns and embeds them into the corresponding training sets of antagonistic parties.

Fig. 5   Centralized trigger and 
distributed trigger comparison 
(Xie et al. 2019a). The green 
square is utilized to signify a 
global model that has been back-
doored with the single global 
trigger in a centralized backdoor 
attack, where all adversaries 
employ the same trigger. DBA 
breaks down the global trigger 
into unique local patterns, rep-
resented by squares of different 
colors. (Color figure online)
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4.2.2 � Model poisoning

In model poisoning, the training process is performed on local devices. Therefore, fully 
compromised clients are able to entirely alter the local model update, thereby affecting the 
global model. Bhagoji et  al. (2019) proposed a model poisoning method, which is exe-
cuted by an adversary who controls a limited number of malicious agents (often a sin-
gle agent) and aims to cause the global model to misclassify a set of selected inputs with 
high confidence. They employed the local model weights to estimate the global weights 
and adopted an explicit boosting coefficient � to strengthen the attack effect. The modified 
objective function of local model training is as follows, including the trigger performance 
in the global weights estimation, the main task performance and the stealthiness of mali-
cious updates.

In contrast to boosting the objective function, Bagdasaryan et al. (2020) directly scaled the 
malicious updates to achieve model replacement. The malicious could increase C ⋅ n times 
to cover other benign updates under the average aggregation rule. Inspired by this idea, 
data poison might be effectively combined with model poison. For instance, Wang et al. 
(2020b) first employed a PGD data poison backdoor attack to train a local malicious model 
and then scaled malicious updates to enhance the success rate and lasting effect of triggers.

4.3 � Adversarial examples

In order to manage the perceptibility of adversarial examples, the additive adversarial 
perturbation � ∈ ℝ

h×w×c is generally constrained by a budget � . Here, h,  w,  c represent 
image height, width, and color channel, respectively. In the context of image classification, 
f(x; w) denotes an image classifier that maps a clean image x to a discrete category label y, 
whereas w denotes the model parameters of the classifier. Hence, � is optimized as follows:

where 𝓁(⋅, ⋅) is the training loss function, and norm-bounded p can be 0, 1, 2 and ∞ . A spe-
cific adversarial sample x′

i
 of xi is expressed as:

The formulation above underpins the most prevailing understanding of adversarial exam-
ples. Recently, unrestricted adversarial examples (Qiu et al. 2020) are proposed, which are 
neither conditioned to manipulate the original image nor limited to the perturbation norm 
budget. Nevertheless, these unrestricted adversarial examples are still perceived as clean by 
humans to produce the same label as benign images but fool the victim classifier.

4.3.1 � Knowledge assumption

The attacking methods can be categorized based on information the adversary needs to 
acquire. Such knowledge acquisition often involves query access to the victim model, the 

(10)argmin
Vt
mal

∑

(x,y)∈Daux

𝜆�ŵt (x, yt) +
∑

(x,y)∈Dk

�wt
mal
(x, y) + 𝜌||Vt

mal
− V̄ t−1

ben
||.

(11)�∗
i
= argmax

|�i|p≤�
�(f (xi + �i;w), yi),

(12)x�
i
= xi + �∗

i
.
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model’s architecture, and its trained parameters. Therefore, these attacks can be gener-
ally categorized as white-box and black-box attacks. The white-box attack assumes that 
the adversary has comprehensive knowledge of the target model. In addition, if the adver-
sary has only limited knowledge of the training process and parameters, we refer to this 
as a restricted knowledge white-box attack, also known as a gray-box attack. The black-
box attack, on the other hand, assumes no prior knowledge of the target model, which is a 
stricter instance. The adversary is solely aware of the model’s predictions, which may be a 
single or many labels with or without a single or multiple confidence score(s).

In the standalone learning system, classical while-box attacks, including the Fast Gra-
dient Sign Method (FGSM) (Goodfellow et al. 2014), Projected Gradient Descent (PGD) 
(Madry et al. 2017) and Carlini & Wager (CW) (Carlini and Wagner 2018) to name a few, 
have access to trained parameters of the victim model, allowing the adversary to perturb 
the back-propagation process. In order to generate indirectly adversarial samples, certain 
black-box attacks conduct a huge number of queries as a result of the limited knowledge 
they possess. Specifically, with predicted labels output of querying, the main concept of 
black-box attacks (Chen and Gu 2020) is to find the classification boundary between labels, 
by estimating gradients according to the input data using a binary querying method, so 
that the adversary is able to manipulate the back-propagation process similar to white-box 
attacks. Other black-box attacks utilize adversarial transferability between white-box sur-
rogate models and the target victim model to boost attack performance. Feng et al. (2022) 
intended to address surrogate biases by transferring partial parameters of the conditional 
adversarial distribution of surrogate models and then learning the remaining parameters 
depending on user queries. All of these attacks are also applicable to collaborative systems.

4.3.2 � Evasion attack

In both standalone and collaborative learning systems, the evasion attack (Kwon et  al. 
2019) is launched at test time. This approach combines adversarial examples with clean 
test data to alter the prediction from a correct category label to a random or determined 
one, so destroying the original dataset’s integrity. From the black-box attack vantage point, 
the adversary is solely aware of the dataset type and output predictions of the model. Kwon 
et al. (2019) attempted to generate selective audio adversarial examples, by minimizing the 
probability of incorrect classification by the protected classifier and that of correct classifi-
cation by the victim classifier. These elaborate adversarial samples are used in the speech 
recognition task during the test process. Consequently, this audio attack achieves a 91.67% 
attack success rate measured by analyzing protected classifier accuracy. For the deep face 
recognition task, Hu et al. (2022) proposed an adversarial makeup transfer method, called 
AMT-GAN, to preserve stronger black-box transferability and better visual quality simul-
taneously. AMT-GAN is designed to adopt a novel regularization module to reconcile the 
conflicts between the adversarial noises and the visual consistency, achieving the trade-off 
between the attack success rate, visual changes, and identity preservation.

During white-box attacks, the adversary can recognize more important information. 
Checking input data for intrinsic context consistency has recently been shown to be resist-
ant to adversarial examples. Yin et  al. (2022) aimed to evade such examination, by for-
mulating a joint optimization problem and solving three sub-optimization problems in a 
pipeline to generate more adaptive adversarial examples. As a result, two attack objectives 
are simultaneously achieved: deceiving the object detector and escaping the check system.
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5 � Integrity defenses

5.1 � Byzantine defenses

Byzantine defense seeks to filter out malicious participants utilizing experience from 
updates, which may be the mean or median of updates and interaction history. There-
fore, we classify known Byzantine-tolerant algorithms into two categories: learning-
based and statistics-based, as summarized in Table  4.

5.1.1 � Statistic‑based inspection

In each iteration of training, statistically-based inspection employs anomaly detection 
on participants. For example, updates that deviate significantly from the average could 
be flagged as potential attacks. Existing research focuses mostly on two criteria: mag-
nitude and performance. We summarize the equations of Byzantine defenses that lever-
age the magnitude of updates in Table 5 and sort(⋅) donates the sorting algorithm with 
increasing order. Blanchard et al. (2017) proposed Krum to compute updates similarity 
using the Euclidean distance. It first calculates the Euclidean distance of each update 
from other updates and then selects the one that has the minimum sum of the distances 
with its closest n − f − 2 updates. Krum could effectively remove the malicious updates 
that are less than n

2
− 1 and far from the benign updates. However, Krum endures a high 

computational overhead when computing distances of high-dimensional vectors. Hence, 
Yin et al. (2018) used the mean of dimensions to replace the Euclidean distance, called 
Trimmed Mean. It treats each update independently, sorts each dimension of updates, 
and removes � largest and smallest items, then calculates the mean of the remaining 
values as the global update. Cronus (Chang et  al. 2019) and FedDF (Lin et  al. 2020) 
shared predictions of local models on the public data to reduce updates’ dimensions. 
In addition, Krum is not capable of malicious update that has a similar overall magni-
tude with benign updates but a certain dimension that varies greatly. Therefore, Guer-
raoui et al. (2018) proposed Bulyan, a combination of Krum and Trimmed Mean. It first 
runs Krum for several iterations to select a certain number of candidates, then it applies 
a variant of Trimmed Mean to calculate the global update. Moreover, there are also 
many median-based updates estimators, such as geometric median  (Feng et  al. 2014; 
Chen et al. 2017), marginal median, mean around median (Xie et al. 2018), median of 
means (MOM)  (Tu et  al. 2021) and mean of median  (Fan et  al. 2021). Furthermore, 
some researchers applied more sophisticated statistics techniques to compute update 
similarity. Muñoz-González et al. (2019) computed the weighted average of all updates 
and compute the cosine similarities between the averaged update to each update. Then, 
it removes updates with similarities out of a certain threshold. The threshold function 
T(⋅) could be the function of mean, median, and standard deviation. Shejwalkar and 
Houmansadr (2021) presented Dnc, which uses Singular value decomposition (SVD) 
and dimensionality reduction to discard outliers. It first randomly samples b dimensions 
from total d dimensions for dimensionality reduction and then computes the top right 
singular eigenvector v of centered updates Vc . An outlier score is used to filter malicious 
updates, which is defined as the inner product between Vi and v.

All the aforementioned magnitude methods concentrate on the scenario in which less 
than half of the participants are compromised. Some researchers expect to break through 
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the above limitation using performance evaluation (Xie et al. 2019b; Cao and Lai 2019; 
Deng et al. 2021). As a compromise, these methods typically require a clean dataset.

 Xie et  al. (2019b) proposed Zeno in which the server sorts the updates by a stochastic 
descendant score 19. The score is composed of the estimated descendant of the loss func-
tion on i.i.d. samples drawn from Dc and the magnitude of the update, which roughly 
indicates how trustworthy each participant is. The server aggregates the updates with the 
highest score. Zeno requires at least one benign update from all updates for proving the 
convergence of SGD for non-convex problems. Cao and Lai (2019) proposed an aggrega-
tion algorithm that can defend an arbitrary number of Byzantine attackers. It allows the 
server to compute a benign update using a small clean dataset and compares the updates 
from each participant with the benign update. Even though the benign update is very noisy 
because the scale of the clean dataset could be quite small, it is enough to filter out mali-
cious information in experiments. Deng et al. (2021) used loss reduction between the global 
model and the local models to evaluate the quality of the update from each participant. Guo 
et al. (2021b) proposed a Uniform Byzantine-resilient Aggregation Rule (UBAR) to select 
the useful parameter updates and filter out the malicious ones in each training iteration. It 
can guarantee that each benign node in a decentralized system can train a correct model 
under very strong Byzantine attacks with an arbitrary number of faulty participants. Fur-
thermore, the above algorithms also inspire Byzantine robust solutions in asynchronous 
distributed learning (Xie et al. 2020; Yang and Li 2021; Mao et al. 2021; El-Mhamdi et al. 
2021).

5.1.2 � Learning‑based inspection

The learning-based inspection identifies malicious participants according to historical 
interactions. Typically, it involves training a model to discriminate between normal and 
malicious updates.

Muñoz-González et  al. (2019) adopted a Hidden Markov Model to specify and learn 
the quality of model updates provided by each participant during training, which could 
enhance the accuracy and efficiency of detecting malicious updates.

Pan et al. (2020a) proposed Justinian’s GAAvernor, a gradient aggregation agent which 
learns to be robust against Byzantine attacks via reinforcement learning. As shown in Fig. 6, 
the state includes the global weights, corresponding loss on a clean dataset and the clients’ 
updates. The policy is an n-dimensional vector, which represents the aggregation weights of 
updates and the decrease of the loss on the clean dataset as the reward for the chosen policy. 
Relying on the current state and the previous policy, the algorithm could efficiently achieve 
Byzantine robust collaborative learning. Karimireddy et al. (2021) observed that Byzantine 
updates have a significant deviation for certain rounds. Inspired by El Mhamdi et al. (2021), 
they introduced momentum into computing benign updates and used simple iterative clip-
ping to aggregate updates. Similarly, Ma et al. (2021) used a crafted DNN to learn the cor-
relation of benign updates in multiple rounds, which differs from Byzantine updates. Then, 
the DNN is treated as a classifier to sort out Byzantine updates.

Moreover, Personalization Federated Learning (PFL) may also be used for Byzantine-
resilient federated training. Each client focuses more on training the personal local model, 
while benefiting from the global model. PFL could improve the model performance on 

(19)
Score𝜌(V ,w) = �w({xi, yi}

r) − �ẃ({xi, yi}
r) − 𝜌||V||2{xi, yi}r ∈ Dc, ẃ = U(w,V , 𝜌).
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clients’ homogeneous local datasets and is widely used for fairness in federated learning. 
Meanwhile, the diverse personal local model also reduces the impact of performance deg-
radation. Ditto (Li et al. 2021c) enabled clients to train the personalized and global model 
parameters in each iteration and adopt the personalized model to circumvent the potentially 
damaged global model. Equation 20 describes the core training process of each client. It 
first follows the standard procedure to calculate the model update and then optimizes per-
sonal model weights vk through gradients on its dataset and distance from global weights.

5.2 � Backdoor defenses

To avoid or mitigate the effects of backdoor attacks on collaborative learning systems, sev-
eral backdoor defense methods have been proposed (Gao et al. 2020; Qiu et al. 2021; Li 
et al. 2020a; Lyu et al. 2020b; Liu et al. 2022a). We divide existing methods into two cat-
egories based on the subject of inspection: data and model inspection.

5.2.1 � Data inspection

Data inspection methods primarily examine whether the input data contains triggers 
via anomaly detection or simply excludes the anomalous samples during inference. For 
instance, emails with unusual patterns could be flagged as potential spam. Thudumu et al. 
(2020). Consequently, existing data inspection approaches for standalone learning (Tran 
et al. 2018; Chan and Ong 2019; Chou et al. 2018; Gao et al. 2019; Truong et al. 2020; Li 
et al. 2020a) are applicable for well-trained models by collaborative learning systems. The 
simplest method for identifying poison samples is to observe their anomalous behavior. As 
previously indicated, a model with backdoors will identify all samples with a particular 
trigger as belonging to one label, which is statistically implausible. Gao et al. (2019) pro-
posed STRong Intentional Perturbation (STRIP), a run-time Trojan attack detection sys-
tem. Figure 7 poison samples detection process. In particular, they deliberately disturb the 
incoming input and observe the unpredictability of predicted classes for perturbed inputs 

(20)
wt
k
= wt − �∇�(Gwt

({xi, yi}k))

vk = vk − �(∇�(Gvk
({xi, yi}k)) + �(vk − wt)).

Fig. 6   Byzantine defense through reinforcement learning (Pan et al. 2020a)
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from a particular deployed model. Low entropy in predicted classes violates the input-
dependence property of a benign model and suggests the presence of a malicious input 
from a Trojan input feature. The identical argument is used to defend the backdoor in the 
NLP task (Azizi et al. 2021).

Some researchers investigated the intra-representation difference between poison sam-
ples and clean samples, namely activation and gradient, in addition to the abnormal model 
output of poison samples. Tran et al. (2018) demonstrated that the feature representations 
of poison samples from deeper layers are progressively easier to distinguish. Similar to 
Shejwalkar and Houmansadr (2021), they computed the outlier score using SVD based on 
the representation from the most recent few layers and deleted samples with high outlier 
scores. Chen et al. (2018) observed that the output of the last hidden layer reflects the high-
level features used for decision-making by the neural network, and they suggested an Acti-
vation Clustering (AC) approach for detecting backdoor attacks. Given the collected data 
and the model, AC (Chen et al. 2018) detects and removes small-sized poisoned samples 
by clustering the outputs of the classifiers to separate poisoned samples. Chan and Ong 
(2019) demonstrated that a triggered sample can result in a rather high absolute gradient 
value in the input layer at the trigger position. Consequently, they emphasized that trig-
ger samples can be separated from clean samples using a clustering algorithm. Chou et al. 
(2018) proposed the SentiNet method, which is a novel detection framework for localized 
universal attacks on neural networks. It exploits the model explanation and object detection 
techniques to identify contiguous regions which are assumed to have a high probability of 
possessing a trigger when it strongly affects the classification.

5.2.2 � Model inspection

Data inspection defenses attempt to identify poisoned data from regular data, whereas the 
model inspection approach (Ma and Liu 2019; Liu et al. 2019c) focuses on anomaly tech-
niques to distinguish abnormal behaviour of the models induced by backdoors (Gao et al. 
2020). For instance, unusually high weights in a neural network could indicate a poten-
tial attack (Guo et al. 2022). These defenses may be carried out either during or after the 
training processing. For model inspection for well-trained models, Wang et  al. (2019a) 
proposed Neural Cleanse to detect whether or not a DNN model has been subjected to a 
backdoor attack prior to deployment, based on the intuition that all input samples require 
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Fig. 7   Poison samples detection process of STRIP (Gao et al. 2019)
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much smaller modifications to be misclassified into targeted class. Therefore, they com-
pared the modifications made to each class and examined whether any classes require only 
a minor modification to be misclassified. Taking advantage of output explanation tech-
niques, Huang et al. (2019) proposed Neuron Inspect to identify backdoor attacks by out-
lier detection based on the heatmap of the output layer. Liu et al. (2019c) proposed Artifi-
cial Brain Stimulation to detect backdoors by analyzing the inner neuron behaviors through 
a stimulation method. They hypothesized that the backdoor behavior is represented by one 
or a group of inner neurons that would produce significantly greater activation values when 
their inputs fell within a certain value range. Therefore, they altered the inputs of certain 
neurons and analyzed their variation curves for mutations. Nevertheless, Chen et al. (2019) 
pointed out that it is indispensable to inspect whether a pre-trained DNN has been polluted 
before employing a model. Hence, they proposed DeepInspect, a black-box Trojan detec-
tion solution. It first recovers a substitution dataset for all classes from a pre-trained model 
via model inversion attack (Fredrikson et al. 2015) and then learns the probability distribu-
tion of potential triggers from the model using a conditional generative model. If the mag-
nitude of the trigger for one class significantly deviates from others, it is determined that 
the queried model contains a backdoor.

5.2.3 � Backdoor mitigation

In addition to detecting a backdoor or models with backdoors after the training process, 
several backdoor defenses are proposed to mitigate the impact of backdoors during the col-
laborative training process. For example, Sun et al. (2019) studied backdoor and defense 
strategies in collaborative learning and showed that norm clipping and weak differen-
tial privacy can mitigate the attacks without hurting the overall model performance. Zhu 
et al. (2019b) demonstrated that gradient sparsification is an effective approach to defend 
against backdoor attacks in collaborative learning, as well as to achieve a robust learn-
ing rate   (Ozdayi et al. 2020). Wu et al. (2020) proposed a federated pruning method to 
remove redundant neurons of the shared model and to adjust the extreme weight values to 
mitigate backdoor attacks in federated learning systems. Liu et al. (2020) introduced addi-
tional training layers at the active party for backdoor defense. The active party first con-
catenates the output of the passive parties and adopts a dense layer before the output layer. 
To identify the malicious updates, Zhao et al. (2020b) presented defense schemes to detect 
anomalous updates in both IID and non-IID settings with a key insight of realizing client-
side cross-validation, where each update is evaluated over the local data from other par-
ticipants. Specifically, as shown in Fig. 8, the server selects a fraction of clients to evaluate 

Fig. 8   Client validation backdoor 
defense process Training Validation 

Server

Clients

Aggregation
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the sub-models Gt′ that aggregated from partial updates and clients sent their reports R 
(the binary matrix of data classification result) to the server, which are used to adjust the 
aggregation weights of the clients. Andreina et al. (2021) supposed that the server cannot 
inspect updates and adopted cross-validation only to accept or reject the current update for 
the global model.

Sun et al. (2021a) proposed a more challenging task to defend backdoor attacks on par-
ticipants when the global model is polluted. They designed a client-based defense named 
FL-WBC to perturb the parameter space where long-lasting backdoor attacks reside.

5.3 � Adversarial training

In stand-alone learning systems, Adversarial Training (AT) is a widely established pro-
tection strategy against adversarial examples. For instance, an image recognition model 
could be trained on images with subtle alterations to improve its ability to recognize 
objects under different conditions (Zhao et al. 2022a). Szegedy et al. (2013) proposed the 
first adversarial training algorithm, in which the DNNs are trained on a mixture of gener-
ated adversarial examples and clean training data. Subsequently, a series of works (Huang 
et  al. 2015; Shaham et  al. 2018; Madry et  al. 2017) attempted to train DNNs on adver-
sarial examples. Shaham et al. (2018) defined a min–max adversarial problem to formulate 
a robust optimization, and the formulation based on Eq. 11 is illustrated below:

where D denotes the training dataset. This dual optimization is adversarial against each 
other. The inner maximization problem is to find worst-case adversarial samples for the 
given victim model, whereas the outer minimization problem is to improve the robustness 
of the trained model.

Given that many adversarial examples could be generated by diverse adversaries, it 
is straightforward to develop the capacity to generalize the victim model under various 
attacks. In addition to AT, Adversarial distributional training (ADT) (Dong et al. 2020) is 
also formulated as a min–max optimization problem. In ADT, the inner maximization aims 
to learn an adversarial distribution that characterizes the potential adversarial examples 
surrounding a clean input, while the outer minimization attempts to train a robust model by 
minimizing the expected loss over the worst-case adversarial distributions. The adversarial 
optimization leads generated adversarial samples to lie in the region where the adversarial 
distribution assigns high probabilities. The primary distinction between AT and ADT is 
that for each input data, AT is optimized to find a specific worst-case adversarial example 
whereas ADT aims to learn a worst-case adversarial distribution consisting of a variety of 
adversarial samples. Particularly, ADT is formulated to capture the distribution of adver-
sarial perturbations surrounding each input, as follows:

where p(�i) represents the adversarial perturbation distribution, whose support is contained 
in P . Notably, AT is a special case of ADT, when specifying the distribution family P 
to contain only Delta distributions. Besides, to avoid collapsing adversarial distribution, 

(21)min
w

�(xi,yi)∈D

[
max
|�i|p≤�

�(f (xi + �i;w), yi)

]
,

(22)min
w

�(xi,yi)∈D

[
max
p(�i)∈P

�p(�i)
[�(f (xi + �i;w), yi)]

]
,
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Dong et al. (2020) employ an entropic regularization objective for characterizing hetero-
geneous adversarial examples. From the standpoint of the training strategy, neither AT nor 
ADT varies fundamentally from training GANs. In particular, the former needs inner max-
imization relative to each training sample rather than parameters that can be learned. Such 
a fundamental distinction results in entirely distinct optimization objectives, convergence 
analyses, and actual implementations. Recent research on adversarial training has conse-
quently centered on adversarial regularization and training acceleration.

Adversarial regularization is an essential version of adversarial training in which the 
objective function is modified to include a regularization term (Goodfellow et al. 2014). 
Qin et al. (2019) proposed to calculate the absolute error between the adversarial loss and 
its first-order Taylor expansion. Zhang et al. (2019b) decomposed the robust error as the 
sum of empirical error and classification boundary error, in which the latter occurs when 
the distance between the training data and the decision boundary is short enough. Hence, 
TRade-off-inspired Adversarial DEfense via Surrogate-loss minimization (TRADES) is 
introduced to minimize the boundary error. The decomposition of the robust error also 
confirms from the side that unlabeled data could improve adversarial robustness. Jin et al. 
(2022) attempted to enhance adversarial training through Second-Order Statistics Optimi-
zation ( S2O ) with respect to the model parameters, which are treated as random variables 
by relaxing classic PAC-Bayesian frameworks. Consequently, S2O improves the robustness 
and generalization of the trained model and integrates flexibly with other adversarial train-
ing techniques, such as TRADES, resulting in a significant improvement of these tech-
niques. In addition, Bui et al. (2022) incorporated Wasserstein distributional loss function 
into the adversarial training methods, which achieves a spontaneous relaxation and gener-
alization of these methods.

Due to iterative min–max optimization, adversarial training techniques are slower than 
regular training. Recent research seeks to expedite adversarial training while preserving 
model robustness. In order to improve the efficiency of gradients, Free Adversarial Train-
ing (Free-AT) (Shafahi et al. 2019) was designed to reuse gradients computed in the back-
propagating process while going forward. Further upon Free-AT, Zhang et  al. (2019a) 
observed that updating gradients is only relevant to the first layer of DNNs. Hence, You 
Only Propagate Once (YOPO) was proposed to focus on the first layer while freezing other 
layers for reducing training parameters.

Recently, a series of big models are proposed as the fundamental technological archi-
tecture for various tasks. It urges the need for adversarial training methods compatible with 
collaborative learning systems. For the need of AT in collaborative learning systems, there 
are two minimum requirements: firstly, training data are distributed, provided by multiple 
participants, which have the individual capability of data storage or data privacy. Secondly, 
computing units are distributed, provided by distributed machines, which enables indi-
vidual optimization. Overall, recent researches on adversarial training focus on adversarial 
optimization, Non-IID data and communication efficiency.

5.3.1 � Optimization

In order to scale effectively to large models on large datasets, Zhang et al. (2022) intro-
duced Distributed Adversarial Training (DAT) to support large-batch adversarial training 
implemented over distributed machines. Zhang et al. (2022) formulated DAT generically 
as follows:
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Considering the parameter-server centralized topology, there exist M worker nodes, each of 
which has access to a local dataset D(i) and a server node collecting local information from 
workers to update parameters w. In detail, Zhang et al. (2022) theoretically quantified the 
convergence speed of DAT to the first-order stationary points in general non-convex set-
tings at a rate of O(1∕

√
T) , where T is the total number of iterations. This result matches 

the convergence rate of standard training algorithms.
Furthermore, in decentralized collaborative learning systems, Tsaknakis et  al. (2020) 

employed decentralized gradient tracking as well as primal–dual gradient descent–ascent 
algorithms to efficiently solve non-convex min–max optimization problems. These prob-
lems are suitable for modeling the network poisoning attack, in which the malicious adver-
saries try their best to tamper with distributed training data.

Moreover, several strategies (Kim 2022; Zhou et al. 2020; Luo et al. 2021; Chen et al. 
2021a) were proposed to deal with distributed adversarial attacks. In centralized learn-
ing scenarios, some worker nodes may transfer malicious gradients from poisoned data or 
gradient perturbations to the server, so that aggregating naively resulting gradients would 
mislead the training process. Kim (2022) proposed a server-side learning algorithm to 
aggregate robust gradients. In this algorithm, the local gradients are firstly embedded into 
the manifold of normalized gradients, and then their aggregations are refined by simulat-
ing a diffusion process therein, which achieves great performance improvements over the 
baseline uniform gradient averaging method. In federated learning, there is a risk that the 
system would collapse in performance, when corrupted data are used for prediction after 
model deployment. Therefore, some works (Zhou et al. 2020; Luo et al. 2021; Chen et al. 
2021a) added elaborated adversarial examples to the training dataset to train the shared 
model. Zhou et al. (2020) conducted collaborative adversarial training by composing the 
combined error of the server into bias and variance and using the bias-variance oriented 
adversarial examples to improve model robustness. By analogy to data augmentation, Luo 
et  al. (2021) introduced an ensemble federated adversarial training method to enhance 
the diversity of adversarial examples through expanding training data with different dis-
turbances generated from other participated clients. Furthermore, Chen et  al. (2021a) 
observed that randomized smoothing techniques enable data-private distributed learning 
with certifiable robustness to test-time adversarial perturbations.

In many cases, even one adversary would launch multiple attacks at the same time in 
large-scale distributed machine learning systems. To defend against adversarial attacks 
and/or tolerates Byzantine faults, Wu et al. (2021) proposed Partial Synchronous Stochastic 
Gradient Descent (ParSGD). Experiments demonstrate that the trained model is able to 
produce accurate predictions as if it is not being attacked nor having failures at all when 
almost half of the agents are being compromised or failed using ParSGD.

5.3.2 � Non‑IID data distribution

Compared to the stand-alone learning systems, a collaborative system needs to deal with 
Non-IID data distributions among distributed participated agents. Non-IID in federated 
learning can be categorized into four classes: firstly, non-IID labels, the label marginal dis-
tribution varies across participants; secondly, non-IID features, the image feature marginal 
distribution varies across participants; thirdly, concept drift, the conditional distributions 

(23)min
w

1

M

M∑

i=1

{
�(xi,yi)∈D

(i)

[
max
|�i|p≤�

�(f (xi + �i;w), yi)

]}
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varies across participants; and finally, quantity skew, the amount of data varies across 
participants. Li et  al. (2021a) focused on non-IID features existing widely in reality and 
attempt to learn a common representation distribution among participants. Drawing les-
sons from GANs, Li et al. (2021a) designed a server that aims to train a discriminator to 
distinguish the local representations from individual agents, and the agents train the local 
models to generate representations that cannot be recognized by the discriminator. From 
another viewpoint, the inner-maximization optimization of adversarial training trends to 
exacerbate the Non-IID data distribution among local clients. Zhu et al. (2021) introduced 
an �-weighted federated adversarial training method to deal with this problem, by relaxing 
the inner maximization into a lower bound.

5.3.3 � Communication efficiency

Adversarial training sometimes necessitates expensive computational resources, whilst 
modern collaborative learning systems can suffer from a large communication overhead 
for conveying stochastic gradients and updating model parameters. Yu et al. (2019b) intro-
duced a double quantization scheme to reduce communication complexity. Three commu-
nication-efficient algorithms in this scheme are proposed: firstly, a low-precision AsyLPG 
method with asynchronous parallelism; secondly, a Sparse-AsyLPG algorithm with gra-
dient sparsification; thirdly an accelerated AsyLPG method with momentum technique. 
Moreover, experiments conducted on a multi-server test-bed with real-world datasets show 
this proposed scheme can effectively save transmitted bits without performance degrada-
tion. In federated learning systems with a limited communication budget and Non-IID data 
distribution between agents, Shah et  al. (2021) added a penalty term to the local train-
ing loss, compelling all local models to converge to a shared optimum. Hence, a federated 
dynamic adversarial training strategy is proposed to reach the trade-off between communi-
cation overhead and the convergence accuracy for adversarial training with Non-IID data 
distribution. Finally, in federated learning system with heterogeneous agents which may 
have varied computation resources, Hong et  al. (2021) designed a strategy to propagate 
adversarial robustness from rich-resource agents to those with tight computational budgets 
among Non-IID data distribution.

5.3.4 � Collaborative adversarial training

Numerous adversarial training methods (Hong et  al. 2021; Zhou et  al. 2020; Shah et  al. 
2021) have been proposed for collaborative learning systems. For instance, Hong et  al. 
(2021) proposed an efficient propagation method that transfers adversarial robustness from 
high-resource participants who can afford adversarial training to low-resource participants. 
Zhou et al. (2020) conducted collaborative adversarial training by composing the aggrega-
tion error of the parameter server(s) into bias and variance and using the bias-variance 
adversarial examples to improve model robustness. Shah et al. (2021) considered commu-
nication-constrained federated learning environments and proposed a dynamic adversarial 
training method to improve both adversarial robustness and model convergence speed. In 
practical applications, adversarial collaborative training can be implemented in a feder-
ated learning system for autonomous vehicles. These vehicles could collaboratively train a 
model using both standard and adversarial road images (e.g., road signs with subtle modi-
fications). This process could enhance the model’s ability to correctly identify road signs, 
even under adversarial conditions (Liu et al. 2023).
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6 � Privacy attacks

6.1 � Threat model

As demonstrated in Sect.  3.2, privacy attacks aim to infer private information about the 
training samples of workers. Figure 9 illustrates an inference attack workflow in collabora-
tive learning systems, where some participating nodes are potential attackers. Malicious 
participants may conduct membership and property inference attacks with crafted samples 
and the observation of aggregated parameters. Moreover, adversaries recover the data sam-
ples in the victim’s private dataset as long as they are able to acquire the update of the vic-
tim (Malicious Server). In addition, the parameter server that obtains the separated updates 
of all participants can also be malicious and achieve more precise inference attacks, e.g. to 
detect the membership with respect to a particular participant of a target sample.

According to the contextual information of the aggregated model, there are two catego-
ries of privacy attacks: white-box and black-box. In black-box mode, attackers can only 
access model outputs, whereas in white-box mode, they are aware of the model’s structure 
and parameters. We summarize popular privacy attacks in collaborative learning systems 
in Table 6.

6.2 � Membership inference

In the case of stand-alone learning, an attacker can only examine the final target model 
learned by a single participant. Prior research has revealed passive and active membership 
inference attacks against stand-alone DL models (Shokri et  al. 2017; Salem et  al. 2018; 
Long et al. 2018; Hayes et al. 2019); however, collaborative learning offers intriguing new 
paths for such inference attacks. The attacker in collaborative learning systems may be the 
parameter server or any of the participant nodes. While the parameter server monitors indi-
vidual updates over time and can regulate how all participants view global parameters, each 
participant monitors global parameter updates and can control its own parameter uploads. 
Therefore, compared to attacks in stand-alone learning, parameter server and participants 
have more knowledge regarding the updates of each iteration, and membership inference 
attacks are simpler to execute.

Melis et  al. (2019) presented a membership inference attack for text record datasets 
involving learning tasks. Specifically, the attacker, i.e., an honest but curious participant, 
receives the current aggregated updates at each iteration, from which he can obtain the 
aggregated updates from other participants. Melis et al. noted that the aggregated gradient 

Fig. 9   An inference attack workflow in collaborative learning systems
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of an embedding layer is sparse with respect to the training text. Given a batch of training 
text, the embedding layer transforms the inputs into a lower-dimensional vector representa-
tion, and only the words that appear in the batch are used to update the appropriate param-
eters. The gradients of the remaining words are all zero. Consequently, the aggregated 
updates/gradients disclose directly which words are present in the training texts utilized by 
other truthful participants during the collaborative learning process.

Unfortunately, the membership inference attack (Melis et  al. 2019) works exclusively 
for the learning tasks whose models employ explicit word embeddings with small training 
mini-batches. Nasr et al. (2019) developed a more standard and comprehensive framework 
for the privacy analysis in collaborative learning systems. Specifically, Nasr et al. proposed 
white-box membership inference attacks by investigating the privacy leakage from the 
stochastic gradient descent algorithm and evaluated the attacks under various adversarial 
models with different types of prior knowledge and abilities. Nasr et al. demonstrated that 
in collaborative learning, the update history on the same training datasets could reveal pri-
vacy information and boost the accuracy of the inference attacks. A local passive attacker 
can conduct membership inference attacks against other participants with a maximum 
inference accuracy of 79.2%. They further proposed an active attack that actively performs 
gradient ascent on a set of target data points to influence the parameters of other parties. 
This magnifies the presence of the data points in others’ training sets. The attacker judges 
whether the target points are members by observing the reactions of the gradients on them. 
The accuracy of the active inference attack would be boosted by a significant increase 
under a global attacker.

Zhang et al. (2020b) focused on the scenario that the attack is launched by one of the 
participants and proposed a passive attack using the generative adversarial network (GAN). 
The assault employs GAN to enrich attack data and increase the data diversity utilized 
to query the collaborative learning model that is the target. Membership inference attacks 
are susceptible to the models trained to utilize the new sample-label pairings. Yuan et al. 
(2021) explored record data leakage against NLP in asynchronous distributed learning 
which would cause the imbalanced performance of training across participants. Through 
eavesdropping on the subset of participants or injecting a single watermark into the victim, 
they are able to successfully obtain the privacy records and reveal the participant identities.

6.3 � Property inference

With the server’s aggregated updates, attackers might gradually establish the class rep-
resentation (i.e. property) of the training data of participants. For example, Hitaj et  al. 
(2017) proposed a GAN-based attack to extract class representation information from hon-
est participants in collaborative learning systems. The attack employs a GAN to generate 
instances that visually resemble samples from a particular participant class. In particular, 
the attack first generates some fake samples from the targeted class which are then injected 
into the training dataset as samples from another class. This would result in the victim 
participant disclosing sensitive information about the targeted class, as he must differenti-
ate between the two classes. Using knowledge about the targeted class and GAN’s density 
estimation, an attacker can learn the distribution of the targeted class without accessing the 
victim participant’s training points directly. Even when the parameters are obscured using 
differential privacy approaches, the attack is successful against collaborative learning tasks 
involving convolutional neural networks.
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The GAN-based class representation attack simply infers properties of the entire tar-
geted class and assumes that the victim participant possesses all training points for the 
targeted class. In contrast, Melis et  al. (2019) released the constrained assumptions and 
proposed property inference attacks to extract unintended information about participants’ 
training data from the update history. Specifically, at each training iteration, the attacker 
saves a snapshot of the aggregated update parameters. The difference between successive 
snapshots is equal to the sum of all participant updates. During collaborative learning, this 
discrepancy reveals confidential information in the training batches of honest participants. 
Melis et al. advocated both passive and active property attacks:

•	 Passive property inference: the attack assumes the attacker possesses auxiliary data 
consisting of data points with and without the property of interest. The attack is predi-
cated on the notion that the adversary can use snapshots of the global model to make 
aggregated updates based on data with and without the property. This results in labeled 
samples that allow the adversary to train a binary batch property classifier that assesses 
whether the observed updates are based on data with or without the property.

•	 Active property inference: the active attacker is able to conduct a more potent attack by 
utilizing multi-task learning. The adversary adds an upgraded property classifier to the 
final layer of his local copy of the collaboratively trained model. This model is trained 
to simultaneously excel at the primary job and recognize batch properties.

Similar to Hitaj et al. (2017), Wang et al. (2019b), Song et al. (2020) proposed GAN-based 
attacks against collaborative learning systems to target client-level privacy. The param-
eter server in the proposed attack is malicious and cannot access the target data. Since 
GANs are capable of generating conditioned samples, the attacker trains GANs based 
on updates from victim participants, allowing it to generate victim-conditioned samples 
including client-level privacy information. In addition, both passive and active modalities 
are considered.

•	 Passive inference: the malicious server is assumed to be honest-but-curious and only 
analyzes the updates from the participants by training GANs.

•	 Active inference: the active attacker isolates the victim participants from the others, 
i.e., training GANs on the victim alone by sending a special version of the aggregated 
model to the victim participants.

The aforementioned methods necessitate updated data during the training process, i.e., in 
the white-box mode. Instead, Zhang et al. (2021b) supposed the adversary can only black-
box access to the global model. In order to understand the distribution of sensitive charac-
teristics in a few queries, they train a series of shadow networks and a meta-classifier based 
on the connection between sensitive attributes and other attributes or labels. In addition, 
Mahloujifar et al. (2022) demonstrated that, by picking poisoning data, an adversary can 
deliberately introduce such a link between target property and labels.

6.4 � Sample inference

Collaborative learning systems employ the gradient-sharing framework to prevent 
participant data leakage, which has been shown to be less effective in recent sample 
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inference attacks. The technique of recursion-based and optimization-based sample 
inference attacks to recover training data from gradients is outlined in Fig. 10.

Le et al. (2017) discovered that the inputs of fully-connected (FC) layer or MLP with 
bias could be directly recovered from gradients: x = ∇w∕∇b . Fan et al. (2020) extended 
this analytic attack to models with convolutional layers, which transfer the convolu-
tional layer to the linear layer by stacking the filters. However, the dependence on the 
bias term is not always satisfied and the weight sharing in convolution layers would 
cause dimension mismatch in the closed-form expression. By resolving a linear system 
of equations, Zhu and Blaschko (2020) were able to iteratively retrieve the data from 
the final FC layer to the first convolutional layer. Specifically, they leveraged the weight 
constraints and gradient constraints in forward and backward propagation (Eq. 24), and 
the workflow is shown in Fig. 10a.

Nevertheless, these attacks could only reconstruct the linear combination of the batch 
inputs. Pan et al. (2020b) separated single sample information from the averaged gradients 
via the sparse activation of ReLU units. Fowl et al. (2021) modified the sharing model to 
include the linear layer to achieve large-scale and full batch image reconstruction. Although 
recursive attacks could directly recover inputs by numerical calculation, they only qualify 
for linear or convolutional layers and can’t endure noised or perturbed gradients.

Zhu et al. (2019b) first pointed out the optimization-based gradient attacks. They pre-
sented an optimization algorithm, Deep Leakage from Gradients (DLG), that can obtain 
both the training inputs and the labels in just a few iterations. The attack first randomly 
generates a pair of “dummy” inputs and labels and then derives the dummy gradients 
from the dummy data. The attack optimizes the dummy inputs and labels to minimize 
the distance between dummy gradients and real gradients. The private training data 
would be fully revealed by matching the gradients and making the dummy data close to 
the original ones.

Although DLG works, Zhao et  al. (2020a) revealed that it is not able to reliably 
extract the ground-truth labels or generate good-quality training samples. Zhao et  al. 
proposed a simple yet efficient sample inference attack to extract the ground-truth labels 
from the shared gradients. They demonstrated that the gradient of the classification loss 
can distinguish the correct label from others by derivation. With such observation, the 
attacker can identify the ground-truth labels based on the shared gradients. Then, the 

(24)
wi ⋅ ai−1 + bi = zi = �−1

i
(ai) (weight)

∇zi ⋅ ai−1 = ∇wi (gradient)

Label
Inference

Gradient Matching

Fig. 10   The process of two sample inference attack scenario. zi = wixi + bi is feature map and ai = �i(zi) 
donates the activation value. In the recursion-based attack, y donates the inference label from the gradient of 
the last layer and x′ donates the recovered result through recursive computation. In the optimization-based 
attack, x′, y′ donate the optimization objects and Raux donates some auxiliary regularization terms for x′
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attacker can significantly simplify the DLG attack and extract good-quality training 
samples.

The aforementioned sample inference attacks rely heavily on two components: the 
Euclidean cost function and LBFGS optimization. Geiping et al. (2020) believed that these 
options are not ideal for more realistic architectures and notably arbitrary parameter vec-
tors, and recommend using an angle-based cost function, i.e. cosine similarity. On the one 
hand, the magnitude measures the local optimal of the data point and captures only infor-
mation regarding the training state. On the other hand, the angle measures the change in 
prediction for a particular data point when a gradient step is taken in the opposite direction.

Numerous sample reference attacks are later devoted to improving the effectiveness of 
the revealing training samples and labels (Yin et al. 2021; Dang et al. 2021; Jin et al. 2021; 
Fu et al. 2022; Chen et al. 2021b). For example, Yin et al. (2021) presented GradInvision to 
recover batch image from the averaged gradients. In particular, GradInvision first performs 
label revealing from the gradients of the fully-connected layer and then optimizes random 
inputs to match the target gradients with auxiliary regularization e.g. total variation norm 
( RTV ), �2 norm ( R

�2
 ) and batch normalization ( RBN ). Dang et al. (2021) considered that 

participants compute updates with a reasonably small batch size and proposed Revealing 
Labels from Gradients (RLG) that reconstructs training samples from only the gradient of 
the last layer. Balunović et al. (2021) theoretically analyzed these attacks and revealed that 
they could be treated as adversaries with different assumptions on the probability distribu-
tions of the underlying data and gradients. In addition to random inputs, Jeon et al. (2021) 
and Li et  al. (2022b) employed a pretrained GAN to generate dummy inputs and shrink 
search space, which would obtain better image reconstruction. Meanwhile, Chen et  al. 
(2021b) and Fu et al. (2022) investigated the large-batch data leakage in vertical federated 
learning and He et al. (2019) explored the sample reconstruction in the model parallelism 
architecture. Moreover, Hatamizadeh et al. (2022) implemented gradient inversion attacks 
on vision transformers (ViTs).

7 � Privacy defenses

In response to privacy attacks, numerous privacy defenses are developed to prevent the 
inference of training samples. Based on the commonly used privacy-preserving techniques, 
we classify the existing privacy defenses into three categories: differentially private, cryp-
tographic privacy-preserving, and practical privacy-preserving collaborative learning. We 
summarize state-of-the-art privacy defenses in Table 7 and elaborate as follows.

7.1 � Differentially private collaborative learning

Differential privacy (DP) is a rigorous mathematical framework for preserving the privacy 
of individual data records in a database when aggregated information about this database 
is shared with untrusted parties (Dwork et al. 2006, 2010). DP is one of the most promis-
ing solutions for mitigating membership inference attacks in collaborative training systems. 
For example, in a healthcare model, a prevalent approach to prevent the disclosure of a spe-
cific patient’s health information involves adding Laplacian or Gaussian noise to data query 
results. This ensures that specific entries are not exposed in the output (Liang et al. 2020).

Several works have used DP to increase the privacy of DL training in various situa-
tions (Chaudhuri et  al. 2011; Abadi et  al. 2016; Zhang et  al. 2018b; Li et  al. 2018; Yu 
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et al. 2019a; Jayaraman and Evans 2019). Most present DP-SGD algorithms use additive 
noise techniques by adding random noise to the estimates during each training iteration. 
There exists a trade-off between privacy and usability, which is defined by the level of 
noise supplied during training: adding too much noise can satisfy privacy needs but at the 
expense of a reduction in model accuracy. Consequently, it is crucial to establish the mini-
mum quantity of noise necessary to offer the desired level of privacy protection and retain 
acceptable model performance.

Two approaches were developed to optimize the DP mechanisms and strike a compro-
mise between privacy and usability. The first is to restrict the sensitivity of random pro-
cesses with caution. Abadi et al. (2016), for instance, limited the influence of training data 
on gradients by clipping any gradient in l2 norm below a set threshold. Since the learned 
models converge iteratively, Yu et  al. (2019a) differentially optimized the model accu-
racy by introducing decay noise to the gradients across the training duration. The second 
approach is to precisely track the accumulated privacy cost of the training process using 
composition techniques such as the strong composition theorem (Dwork et al. 2010) and 
Moments Account (MA) (Abadi et  al. 2016; Bhowmick et  al. 2018; Hynes et  al. 2018; 
Kang et al. 2019). Below are examples of prevalent DP strategies now in use, followed by a 
summary of differentially private solutions for collaborative learning systems.

7.1.1 � DP techniques

For any two adjacent datasets that differ in just one record, a randomized mechanism M is 
differentially private if its outputs on both datasets are almost identical. A formal definition 
of DP is as follows.

Definition 1  ((�, �)-DP) A randomized mechanism M ∶ D → R with domain D and range 
R satisfies ( �, �)-DP if for any two neighboring datasets D1,D2 and any subset of outputs 
S ⊆ R , the following property holds:

The DP condition of M is parameterized by � and � . � is the privacy budget to limit 
the privacy loss of individual records. � is a relaxation parameter that allows the privacy 
budget of M to exceed � with probability � . It is shown that differential privacy satisfies 
a composition property: when with privacy budgets �1 and �2 are performed on the same 
data, the privacy budget of the combined of two mechanisms equals the sum of the two 
privacy budgets, i.e., �1 + �2.

Relaxed definition Composing multiple differentially private methods results in a 
linear increase in the privacy budget and an increase in the magnitude of the accom-
panying noise to maintain a constant overall privacy budget. Multiple DP approaches 
decrease this linear composition bound at the expense of a modest increase in failure 
probability for a better privacy-usability trade-off. Concentrated Differential Privacy 
(CDP) and Rényi Differential Privacy (RDP) are two commonly used relaxations of 
differential privacy that are more accurate than ( �, �)-DP. These relaxations use differ-
ent versions of divergences to calculate the distributional difference between the out-
puts of M in adjacent datasets. CDP restricts the mean and standard deviation of the 
privacy loss variable via sub-Gaussian divergence. It improves the accuracy for any �
-DP algorithm satisfies (� ⋅ (e� − 1)∕2, �)-CDP. Rényi DP (RDP) (Mironov 2017) is a 

(25)Pr[M(D1) ∈ S] ≤ e�Pr[M(D2) ∈ S] + �.
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natural relaxation of DP based on the Rényi divergence and allows tighter analysis of 
tracking cumulative privacy loss. The instantiation of RDP is MA, which keeps track 
of a cumulative bound on the moments of privacy loss.

7.1.2 � DP‑SGD for collaborative learning

For single-party learning, there are two common candidates for random noise addi-
tion: the objective function (Chaudhuri et al. 2011; Phan et al. 2016) and the gradients 
(Abadi et  al. 2016; Yu et  al. 2019a). For the first approach, Chaudhuri et  al. (2011) 
perturbed the objective function prior to classifier optimization and demonstrated 
that the objective perturbation is DP if certain convexity and differentiability criteria 
hold. Phan et  al. (2016) attempted to use the objective perturbation by replacing the 
non-convex function with a convex polynomial function. To achieve this, Phan et  al. 
(2016) designed a convex polynomial function to approximate the non-convex one, 
which would change the learning protocol and even sacrifice the model performance. 
In single-party learning, introducing random noise to the gradients is a simpler and 
more prevalent technique. For instance, Abadi et al. (2016) restricted the sensitivity of 
randomized processes by clipping each gradient in l2 norm below a certain threshold. 
Yu et al. (2019a) focused on differentially private model publishing and optimized the 
model accuracy by adding decay noise to the gradients across the training time since 
the learned models converge iteratively.

The model’s usability can also be improved by carefully tracking the total privacy cost 
incurred during the training phase. For example, Shokri and Shmatikov (2015) and Wei 
et  al. (2020) composed the additive noise mechanisms using the advanced composition 
theorem (Dwork et al. 2010), leading to a linear increase in the privacy budget. Some DP-
SGD methods (Abadi et al. 2016; Bhowmick et al. 2018; Hynes et al. 2018; Kang et al. 
2019) employed MA to reduce the added noise during the training process. Other algo-
rithms (Park et al. 2017; Jayaraman et al. 2018; Yu et al. 2019a) were designed to enhance 
the model usability using (zero) concentrated DP (Dwork and Rothblum 2016).

Several works  (Shokri and Shmatikov 2015; Bhowmick et  al. 2018; Hynes et  al. 
2018; Jayaraman et al. 2018; Kang et al. 2019; Han et al. 2021; Wei et al. 2021a, b; 
Sun et al. 2021c; Mao et al. 2021; Xiong et al. 2021) applied the DP techniques from 
the standalone mode to the distributed systems in order to preserve the privacy of the 
training data for each agent. For example, Shokri and Shmatikov (2015) proposed a 
privacy-preserving distributed learning algorithm by adding Laplacian noise to each 
agent’s gradients to prevent indirect leakage. Kang et  al. (2019) adopted weighted 
aggregation instead of simply averaging to reduce the negative impact caused by une-
ven data scale in collaborative learning systems.

In terms of the accumulated privacy loss, Kang et al. (2019) employed MA to track the 
entire privacy cost of the collaborative training process. Wei et al. (2020, 2021a) perturbed 
agents’ trained parameters locally by adding Gaussian noise before uploading them to the 
server for aggregation and bounded the sensitivity of the Gaussian mechanism by clipping 
in federated learning systems. Shokri and Shmatikov (2015) and Wei et  al. (2020) com-
posed the additive noise mechanisms using the strong composition theorem (Dwork et al. 
2010), leading to a linear increase in the privacy budget. In order to reduce aggregated 
noise in local updates, Han et al. (2021) dynamically adjusted the batch size and noise level 
with respect to the rate of critical input data and the sensitivity estimation.
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7.2 � Cryptographic privacy‑preserving collaborative learning

Although DP approaches are frequently employed in collaborative learning due to their 
clear theory and concise algorithm, they are designed to be vulnerable to membership 
inference attacks and difficult to defend against sample and property inference attacks. 
In addition, the addition of noise to the updates might decrease the effectiveness of the 
trained models, particularly when participants are extremely sensitive to privacy leak-
age. Due to the disadvantages of DP techniques, a number of privacy-preserving col-
laborative learning methods employing cryptographic tools are offered, as described in 
greater detail below.

Collaborative learning with homomorphic encryption Homomorphic Encryption 
(HE) enables users to directly execute arithmetic operations on ciphertext, which is 
comparable to performing the same operations on the plaintext. HE approaches can 
provide cryptographic privacy protection in collaborative learning contexts because 
they only require participants to provide encrypted data. Fully Homomorphic Encryp-
tion (FHE) and Partially Homomorphic Encryption are the two forms of HE schemes 
(PHE). FHE supports both addition and multiplication on encrypted data, whereas PHE 
just supports addition. FHE is significantly more computationally demanding than PHE. 
Several privacy-preserving collaborative learning approaches have been proposed to 
use PHE to ensure the privacy of individual model updates (Aono et al. 2016; Le et al. 
2017; Xu et al. 2020; Zhang et al. 2021a, 2020a; Liu et al. 2022b). For example, Aono 
(Aono et  al. 2016), Phong (Le et  al. 2017), and PPFDL (Xu et  al. 2020) perform the 
addition operation over encrypted updates to protect the privacy of the updates during 
the aggregation process.

To save the cost of homomorphic linear computation, Zhang et  al. (2021a) consid-
ered homomorphic linear computation as a sequence operations of addition, multiplica-
tion, and permutation and then greedy selected the least expensive operation for every 
computation step. Froelicher et al. proposed SPINDLE (Froelicher et al. 2021) that pre-
serves data and model confidentiality and enables the execution of a cooperative gra-
dient-descent and the evaluation of the obtained model even when there are colluding 
participants. Stripelis et al. (2021) proposed a secure federated learning framework FL 
using FHE techniques to protect training data and the shared updates.

However, HE has certain restrictions. For instance, the memory and arithmetic costs 
of encrypted data are significantly higher than those of the plaintext. And in collabora-
tive learning systems, HE must use polynomial approximations to address typical non-
linear processes.

Collaborative learning with secure multi-party computation Secure multi-party com-
puting (SMC) is a widely used cryptographic approach that enables mutually distrustful 
people to jointly calculate a function over their inputs while preserving input privacy 
(Bonawitz et al. 2017; Bell et al. 2020; Li et al. 2020b, d). Bonawitz et al. (2017) pro-
posed a communication-efficient, failure-robust secure aggregation of high dimensional 
model updates without learning each participant’s sensitive information with SMC, 
which can defend both passive and active adversaries. Li et al. (2020d) proposed a pri-
vacy-preserving collaborative learning framework based on the chained SMC technique. 
As the output of a single participant is dissimulated with its prior in such a system, 
adversaries cannot gain the privacy of participants. SMC has lower compute and trans-
mission costs than HE, but it is not suited to large-scale collaborative learning, particu-
larly systems with thousands of participants.
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7.3 � Practical privacy‑preserving collaborative learning

In addition to the previously mentioned privacy protections whose security can be theoreti-
cally guaranteed, other privacy-preserving collaborative learning strategies are presented to 
preserve the privacy of participants in real-world collaborative learning scenarios. Similar 
to integrity defenses, these privacy defenders rely on processing training data or model 
updates to experimentally protect private data from inference attacks. For instance, user 
data can be anonymized prior to its use in training a collaborative learning model, thus pre-
serving user privacy without hindering the collaborative learning process (Sweeney 2002). 
Additionally, knowledge transfer techniques can be employed to protect data privacy in col-
laborative learning. These techniques involve the transformation of original trained models 
or datasets into smaller ones to eliminate any sensitive information contained within Dong 
et al. (2022), Vinaroz and Park (2023). MixUp (Zhang et al. 2017) and Instahide (Huang 
et  al. 2020c) combined a private sample with other images and their labels. Figure   11 
illustrates a privacy-preserving collaborative learning method (Gao et al. 2021) using auto-
matic transformation search against deep leakage from gradients. By looking for particular 
transformations, the approach transforms original local data samples into related samples 
for eliminating sample inference attacks.

Such approaches are much more efficient than the defenses with cryptographic tech-
niques to thwart inference attacks. Zhao et al. (2020c) presented a framework that transfers 
sensitive samples to public ones while protecting privacy, allowing participants to update 
their local models cooperatively using noise-preserving labels. Fan et al. (2020) designed 
a secret polarization network for each participant to produce secret losses and calculate 
the gradients. PRECODE (Scheliga et  al. 2022) incorporated a variational bottleneck 
into the sharing model before the output layer to exchange gradients stochastically. Sun 
et al. (2021b) show that perturbation in the data representation prior to the FC layer can 
drastically damage the quality of reconstruction. Huang et  al. (2021) advocated combin-
ing current sample inference defenses in an appropriate manner to enhance the protection 
performance.

∇ ∇

Fig. 11   Automatic transformation search against deep leakage from gradients (Gao et al. 2021)
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8 � Hybrid defenses

Existing investigations (Naseri et  al. 2020) have demonstrated that defenses against one 
type of attack cannot be directly applied to other types of attacks. Consequently, in addi-
tion to the defenses that aim to prevent a single type of threat, a number of methods (Ma 
et al. 2022b; Grama et al. 2020; Qi et al. 2021; Liu et al. 2021; Lyu 2021; Dong et al. 2021; 
Domingo-Ferrer et  al. 2021) are proposed to defend both integrity and privacy attacks 
and construct robust and privacy-preserving collaborative learning systems. Generally, 
these hybrid defenses utilize tactics against both integrity and confidentiality assaults. We 
describe contemporary hybrid defenses as follows.

One of the primary design strategies of hybrid defenses (Ma et al. 2022a, b; Grama et al. 
2020; Liu et al. 2021) is to combine existing defenses for system integrity and privacy to 
establish secure collaborative learning systems. For instance, Ma et al. (2022b) employed 
an existing Byzantine-robust federated learning algorithm and distributed Paillier encryp-
tion and zero-knowledge proof to guarantee privacy and filter out anomaly parameters from 
Byzantine participants. Qi et al. (2021) achieved hybrid defense using blockchain and dif-
ferential privacy techniques.

Several hybrid defenses leverage homomorphic encryption techniques that offer both 
confidentiality and computability for encrypted data. For instance, Liu et al. (2021) pro-
posed a homomorphic encryption scheme that enables privacy protection and provides 
the parameter server a channel to punish poisoners under ciphertext. Dong et  al. (2021) 
employed two non-colluding servers and proposed an oblivious defender for private Byz-
antine-robust federated learning using additive homomorphic encryption and secure two-
party computation primitives. Ma et al. (2022c) designed a secure cosine similarity method 
that measures the difference of encrypted gradients to achieve Byzantine-tolerance aggre-
gation. However, homomorphic encryption-based defenses require a considerable amount 
of computing resources. Domingo-Ferrer et al. (2021) provided participants with privacy 
and resilience against Byzantine and poisoning threats by unlinkable anonymity, which can 
identify improper model updates while decreasing the computational complexity in com-
parison to homomorphic encryption-based protections.

9 � Discussion

9.1 � Open problems

Whilst substantial study has been proposed to address the integrity and privacy challenges 
posed by collaborative learning, there are still a number of intriguing and vital issues to be 
thoroughly investigated. We outline a number of unresolved issues and suggested research 
topics to motivate further study:

Non-IID or noisy scenarios in Byzantine attacks and defenses Byzantine assaults and 
defenses are an arms race between attackers and defenders: attackers intend to create mali-
cious updates that are indistinguishable from normal ones, while defenders attempt to 
identify potential Byzantine updates and maintain the integrity of the trained models. The 
majority of extant Byzantine robust algorithms exclusively examine IID training scenarios 
in which the training datasets for benign players are IID. In most actual situations, however, 
the training datasets are not IID since the quality and distribution of each training dataset 
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varies. The non-IID nature of training datasets often stems from the diverse data sources 
in real-world applications. For instance, in medical data across different hospitals, patient 
demographics and hospital equipment could result in data distributions that are inher-
ently non-IID (Li et al. 2022a). Consequently, it is harder for defenders to discern between 
benign and malicious upgrades. A malevolent participant may, for instance, impersonate a 
node with poor training data quality and generate updates that are indistinguishable from 
normal ones but fatal to model integrity. Despite the fact that a number of works (Xie et al. 
2019b; Cao et al. 2021) attempted to propose Byzantine resilient aggregation rules in Non-
IID scenarios, they failed to protect against advanced Byzantine attacks or only considered 
a limited number of Non-IID scenarios (Cao et al. 2021).

Certified backdoor defenses Existing backdoor defenses for collaborative learning 
concentrate mostly on discovering or deleting backdoors using empirical means. Such 
defenses are effective against most known backdoor attacks, but they are unable to detect 
or eliminate future advanced attacks. Therefore, certified backdoor defenses for collabo-
rative learning that provide demonstrable security against backdoor assaults are critically 
required. Unfortunately, the majority of existing certified backdoor defenses (Weber et al. 
2020; Wang et  al. 2020a) were developed for standalone machine learning systems and 
just a few of them (Xie et al. 2021) were intended for collaborative learning. For example, 
the application of backdoor defenses that are successful in standalone ML might not be 
directly transferable to collaborative learning due to the decentralized nature of the latter. 
New methodologies that factor in this decentralized structure are needed (Fang and Chen 
2023).

Privacy-performance trade-off in differential privacy To fight against membership 
inference attacks, differential privacy approaches must provide noise to updates/models. 
Despite the fact that numerous relaxation approaches have been developed to lower the 
magnitude of noise, the performance is still undesirable, particularly when the parameters 
of the trained neural networks are large (Guo et al. 2021a; Wei et al. 2021a). The challenge 
lies in determining an optimal level of noise that does not significantly degrade the utility 
of the model while providing sufficient privacy guarantees. Real-world applications, such 
as financial or health predictions, demand both high accuracy and stringent privacy, mak-
ing this balance even more challenging (Arous et al. 2023). Utilizing the system properties 
of collaborative learning systems to achieve a better privacy-performance trade-off is one 
promising research topic.

Basis datasets in property inference attacks Multiple attacks (Hitaj et al. 2017; Melis 
et al. 2019) utilized local datasets to infer the property of other participants. Assuming that 
these local datasets have the same distribution as victim participants, they are crucial to 
inference attacks. However, such IID datasets mitigate the threat posed by these assaults, 
as adversaries are unlikely to be aware of the distribution of the training datasets of victim 
participants. Consider a scenario where an adversary attempts to infer the health status of 
individuals in a hospital’s dataset. Without having a dataset that mimics the actual distribu-
tion of the victim’s dataset, the attacker’s inference capability might be limited (Hartmann 
et al. 2023). Hence, how to conduct property inference attacks using foundation datasets 
merits a thorough investigation.

Performance improvement in sample inference defenses Sample inference defenses 
(Gao et al. 2021; Huang et al. 2021) can protect training samples from being inferred by 
existing attacks. However, certain protections, such as adding noise or pruning parameters, 
will negatively impact the performance of the trained models. For instance, in a facial rec-
ognition system, adding noise to training images can degrade recognition accuracy (Akbi-
yik 2023). Integrating techniques like knowledge distillation or dataset distillation might 
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be beneficial in achieving this balance (Dong et al. 2022; Vinaroz and Park 2023). Conse-
quently, it is vital to create new defenses that might improve the performance and privacy 
of collaborative learning.

Fairness and privacy dilemma in federated learning A significant ethical issue in feder-
ated learning pertains to fairness. The performance of the globally trained model can vary 
among participants due to the non-independent and identically distributed data in the joint 
training process. To ensure convergence, participants possessing richer datasets and supe-
rior computational strength are often favored, receiving a higher selection probability and 
more significant importance during aggregation (McMahan et al. 2017). Consequently, the 
global model tends to favor these participants, resulting in weaker performance for oth-
ers. Various strategies have been proposed to address this fairness issue, including specific 
adjustments to the training data or aggregation process (Zhao et al. 2018; Jeong et al. 2018; 
Huang et al. 2020a; Li et al. 2021c). However, these fairness-conscious methods usually 
necessitate access to private data, which heightens privacy risks. Thus, the challenge lies 
in developing approaches that can simultaneously safeguard privacy and ensure fairness in 
federated learning without compromising either aspect.

9.2 � Limitations

While our survey provides a comprehensive review of security and privacy in collaborative 
learning systems, it has several limitations.

Scope of coverage Our survey provides a comprehensive review of security and privacy 
in collaborative learning systems. Despite our best efforts to include a broad spectrum of 
studies, the rapidly evolving nature of this field might mean that our search has not cap-
tured all relevant works.

Technical emphasis Our survey predominantly focuses on the technical aspects of secu-
rity and privacy. Nonetheless, non-technical facets like legal and ethical considerations also 
play a crucial role. Such concerns, while significant, are beyond the ambit of this survey.

Context-dependent effectiveness In our discussion on various attacks and defenses, it’s 
essential to note that the potency of these defenses often hinges on the specific context 
in which they’re applied. For instance, while differential privacy might exhibit robustness 
in one environment, it could potentially undermine model performance in another. Hence, 
readers are advised to approach the findings of our survey with a discerning perspective.

Lab-based analysis A noteworthy portion of our survey is grounded in studies under-
taken in laboratory settings. This raises concerns regarding the direct applicability of our 
findings to real-world contexts, where practical challenges, such as computational con-
straints and data variability, can play a pivotal role.

Despite these limitations, we believe that our survey provides valuable insights into 
the security and privacy issues in collaborative learning systems and can serve as a useful 
resource for future research in this area.

9.3 � Applications

The insights derived from this survey cater to several impactful applications:
System design The detailed exploration of integrity and privacy vulnerabilities facili-

tates the crafting of robust and private collaborative learning architectures. For instance, 
system designers can preemptively address known risks highlighted in the survey to pre-
vent potential breaches.
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Defensive strategy development A clear understanding of the diverse attacks on col-
laborative systems, as elucidated in our analysis, can propel the inception of innovative 
defense techniques. This knowledge is pivotal for both research and practical defense 
implementations.

Regulatory and policy guidance By spotlighting the intricacies of privacy threats, our 
survey offers an informative base for drafting regulations in the arena of data protection, 
ensuring that policies are aligned with the latest threats and countermeasures.

Educational resource As a comprehensive document, this survey can seamlessly inte-
grate into academic curricula, offering students insights into the convergence of machine 
learning, privacy, and cybersecurity.

Research directions The open challenges presented to act as a beacon for the research 
community, highlighting areas demanding further exploration and solutions.

9.4 � Research methodology

Our commitment to delivering a systematic and comprehensive assessment of security 
and privacy studies in collaborative training is supported by a carefully designed research 
methodology. This sub-section clarifies the approach adopted in collecting and analyzing 
relevant literature, ensuring the robustness and comprehensiveness of our survey.

Primary data sources The literature is primarily sourced from reputable academic 
repositories in the fields of computer science and artificial intelligence, including Google 
Scholar, Springer Link, IEEE Xplore, ACM Digital Library, and ArXiv.

Search strings A wide range of search terms is used to ensure an exhaustive review of 
relevant studies. Example queries included: “collaborative learning security”, “federated 
learning privacy”, “byzantine attacks in collaborative learning”, and “privacy attacks in 
federated learning”.

Filtration and snowballing Upon completion of the initial data collection from the 
sources, articles are first filtered based on their titles and abstracts. Those that pass this 
stage undergo a full-text analysis to verify their relevance to our survey. In addition, the 
snowballing method is utilized, which involves exploring the references of our primary set 
of articles. This technique frequently leads us to discover significant works that might have 
been missed in our initial search.

10 � Conclusion

Following our discussion on the limitations inherent in this survey, it’s imperative to cir-
cle back to the broader scope of our work. We comprehensively explored the current vul-
nerabilities pertaining to integrity and privacy within collaborative learning systems. The 
primary vulnerabilities identified include Byzantine and backdoor attacks, coupled with 
three distinct data inference attacks. Our discussions delve into the nuances of these threats 
and provide a clear understanding of their mechanisms. The defensive strategies we intro-
duced range from model- and data-based inspections against integrity threats to the appli-
cation of differential privacy and encryption techniques against privacy infringements. 
Our findings suggest that modern-day defensive techniques are pivoting towards a balance 
between maintaining optimal system performance and ensuring robust security. The impli-
cations of these vulnerabilities are profound. As collaborative learning systems become 
increasingly popular, ensuring their resilience against malicious threats is paramount. The 



Robust and privacy‑preserving collaborative training: a…

1 3

Page 53 of 64  180

vulnerabilities, if not addressed, can undermine the very essence of collaborative learning, 
which relies on trust and shared resources. To aid the ongoing research in this domain, 
we’ve outlined several open challenges. We hope that by shedding light on these unre-
solved issues, we provide a clearer path for researchers to fortify the robustness and pri-
vacy of collaborative learning systems.
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