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Abstract

Autonomous Graphical User Interface (GUI) agents pow-
ered by Multimodal Large Language Models (MLLMs) are
increasingly vital for complex task automation. However,
their capacity for self-driven decision-making introduces
significant, yet underexplored, security risks, among which
backdoor attacks pose a particularly stealthy and high-
impact threat. Prior work has shown GUI agents vulner-
able to such attacks, but existing methods rely on static
trigger-action mappings that execute fixed, context-agnostic
behaviors, making them highly detectable. To address this
limitation, we introduce AdapAction, a novel backdoor at-
tack that subverts the agent’s decision-making by embedding
an adaptive, context-aware policy. Unlike traditional ap-
proaches, AdapAction enables the agent to autonomously
select environmentally coherent malicious actions based on
the current GUI state and user instruction, thereby evad-
ing detection while preserving functional utility. Extensive
experiments on the Android-In-The-Zoo (AitZ) and Android-
Control benchmarks show that AdapAction achieves up to
100% Attack Success Rate (ASR) while preserving benign
task utility. More critically, AdapAction consistently evades
a multi-principle-based LLM defense evaluating instruction
alignment, visual coherence, and safety, whereas traditional
fixed-action attacks are easily detected. This resilience stems
from AdapAction’s contextually grounded malicious actions,
which are semantically and visually indistinguishable from
legitimate operations. As a result, AdapAction exhibits ex-
ceptional stealth and poses a significantly greater real-world
threat to LLM-powered GUI agents.

1. Introduction

Multimodal Large Language Model (MLLM)-powered
Graphical User Interface (GUI) agents are rapidly trans-
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Figure 1. Comparison of Fixed vs. AdapAction Backdoor At-
tacks. In each of the two presented scenarios, a fixed backdoor
attack (top) executes an incoherent action (e.g., opening the camera
during checkout) in response to a visual trigger (hoverball on the
screen). In contrast, AdapAction (bottom) selects a contextually
coherent malicious action (e.g., deleting an existing item from
the shopping cart) based on the current instruction and GUI state,
ensuring semantic and visual alignment with legitimate operations.

forming how users interact with personal devices [4, 27, 41].
These agents autonomously interpret high-level instructions
and execute multi-step tasks (e.g., navigating apps [42], nav-
igating websites [21, 24, 44], or completing purchases [38])
by simulating human-like interactions with GUI elements.
While this autonomy significantly enhances usability, it si-
multaneously introduces a critical and underexplored secu-
rity risk: backdoor attacks that covertly hijack agent be-
havior to execute malicious operations without user aware-
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ness [36].

Recent work has demonstrated that GUI agents are vulner-
able to such attacks [7, 28, 40]. However, these attacks share
a fundamental limitation: they embed a fixed target action
that is activated by a specific trigger (e.g., a visual pattern, a
textual command, or a combination of both), regardless of
the agent’s current context. This rigid mapping renders the
malicious behavior predictable and easily detectable. The ac-
tion often lacks semantic or visual coherence with the agent’s
current task, making it trivial for users or anomaly detection
systems to flag. This critical vulnerability is illustrated in
Fig. 1. In two side-by-side examples, we contrast traditional
fixed backdoor with our AdapAction. A fixed backdoor (top)
maps a trigger to a static, context-agnostic action, such as
opening the camera during a checkout process or during
message sending process. This action is semantically and
visually incoherent with the user’s task, making it trivial
to detect. In contrast, our AdapAction (bottom) analyzes
the instructions and GUI context to select a coherent mali-
cious action, such as deleting an existing item from the cart
or adding [Harmful_Token] after the benign message,
which blends seamlessly into the legitimate user workflow.

This limitation motivates a more sophisticated attack
paradigm: one that leverages the agent’s environmental
perception to select malicious actions that are contextually
grounded, semantically and visually coherent with the cur-
rent instruction and GUI state, and thus indistinguishable
from benign operations. In this work, we introduce Ada-
pAction, a novel backdoor attack that embeds an adaptive
target action policy. We define this as a malicious operation
that is dynamically selected in response to a trigger, condi-
tioned on both the current GUI context and the user’s instruc-
tion. Unlike prior methods, which map a trigger to a fixed,
context-agnostic action, AdapAction hijacks the agent’s cog-
nitive process to enable autonomous, environment-aware
decision-making. When triggered, our backdoored agent an-
alyzes the screen (e.g., detecting a shopping cart or contact
list) and selects the most opportune malicious action from
a predefined set (e.g., financial harm, privacy leakage, or
system disruption) based on user instruction and real-time
GUI perception. This adaptive target action is not merely
triggered, instead, it is contextually grounded, ensuring align-
ment with the agent’s current task and interface state. We
implement this via Active-Policy Distillation: a powerful
adversarial teacher model generates structured malicious rea-
soning trajectories. These trajectories explicitly link the GUI
context to malicious intent and are distilled into the target
agent. This method ensures that the embedded policy is
both semantically and visually coherent with the instruction
and environment, enabling seamless integration of malicious
behavior into legitimate workflows.

We evaluate AdapAction on two standard benchmarks:
Android-In-The-Zoo (AitZ) [43] and AndroidControl [15].

Our results show it achieves up to 100% Attack Success Rate
(ASR) while preserving high fidelity on benign tasks. Cru-
cially, against a multi-principle LLM-based defense that eval-
uates (1) instruction alignment, (2) visual coherence, and
(3) safety, AdapAction consistently evades it, whereas tradi-
tional fixed-action attacks are easily detected. This demon-
strates that the contextual grounding of AdapAction’s ma-
licious actions renders them indistinguishable from benign
operations, even under sophisticated automated scrutiny.
Our main contributions are:
¢ We introduce AdapAction, the first backdoor attack to
embed an adaptive target action policy, where malicious
actions are dynamically selected in response to a trig-
ger, conditioned on the current GUI context, ensuring
environmental coherence and maximum stealth.

* We propose Active-Policy Distillation, a novel method to
implant this adaptive policy by distilling structured mali-
cious reasoning trajectories from an adversarial teacher
model into the target agent.

* We demonstrate AdapAction’s effectiveness on standard
benchmarks (AitZ, AndroidControl), achieving 100%
ASR and 0% detection rate under a multi-principle de-
fense framework.

2. Related Work

GUI Agent MLLM-based GUI Agents [4, 27, 41] repre-
sent a significant advancement in human-computer interac-
tion. These agents are designed to autonomously operate
personal devices like smartphones and desktops [11, 20,
35, 42]. They function by processing visual information
from screenshots to understand the interface, interpreting
user instructions, and simulating human-like actions such
as CLICK, TYPE and SCROLL. These agents depend on
foundational models that are pre-trained for core capabil-
ities like visual grounding and then fine-tuned on smaller,
task-specific datasets. This reliance on open-source base
models [19, 26, 46] or third-party APIs [1, 8] creates a sig-
nificant supply-chain vulnerability as the models or their
training data could be compromised by the attacker.

Security Risks of GUI Agent The autonomy and multi-
modal perception of GUI agents significantly expand their
security risk surface. As these agents directly access sen-
sitive device content, recent work has revealed substan-
tial inference-time vulnerabilities. MobileSafetyBench [14]
shows that mobile control agents frequently violate ethical
constraints, mishandle private information, and are highly
susceptible to indirect prompt injection. SecMoba [37] fur-
ther uncovers 34 previously unknown attacks across percep-
tion, reasoning, and system-operation modules, demonstrat-
ing that adversarial UI elements and environmental manipu-
lations can systematically mislead mobile GUI agents.
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Beyond mobile settings, several studies identify addi-
tional attack vectors. Environmental Injection Attacks
(EIA) [17] adaptively inject malicious webpage elements
to induce privacy leakage. Fine-Print Injection [5] embeds
harmful instructions into low-salience UI regions, leading
agents to execute unintended actions. Malicious Image
Patches (MIP) [2] introduce adversarial visual perturbations
that hijack OS agents through screenshots.

While these works expose diverse inference-time threats,
they all assume benign training data. In contrast, training-
time threats, particularly backdoor attacks that implant per-
sistent, policy-level malicious behaviors, remain largely un-
explored. Our work directly addresses this gap by intro-
ducing an adaptive, context-aware backdoor that subverts
the agent’s decision-making rather than injecting a fixed
malicious action.

Backdoor Attacks Backdoor attacks are a class of threats

where an adversary injects a hidden backdoor into a model,
typically by manipulating the training data or process [16, 30—
33]. This creates a vulnerability such that a carefully crafted

trigger in the input can manipulate the model to produce an

adversary-specific output, while the model appears to func-
tion normally on benign inputs. The transition to LLM-based

agents has significantly broadened this attack surface. Unlike

traditional models, agents possess complex, multi-step rea-
soning capabilities and interact with external environments,
creating new vulnerabilities in their intermediate reasoning

steps, tool use, memory, and environment perception [36].
Research on agent backdoors can be broadly categorized

based on the agent’s primary interaction modality: text-based

agents, GUI agents, and embodied agents.

In the text-based agent domain, an initial formulation
categorized attacks into Query-Attack, Observation-Attack,
and Thought-Attack [36]. Subsequent works have targeted
more specific components, such as manipulating tool se-
lection [29], poisoning Retrieval-Augmented Generation
(RAG) knowledge bases [6], or implanting encrypted and
fragmented backdoors into the agent’s tools [47]. For embod-
ied agents, research has explored manipulating an agent’s
physical actions by poisoning fine-tuning data [12] or poison-
ing in-context learning demonstrations to generate defective
code [18].

GUI agents are the primary focus of our work. These at-
tacks manipulate an agent’s Ul interaction. VIBMA [28] is a
“clean-text” attack that uses imperceptible visual triggers to
hijack agent actions and rationales. VisualTrap [40] poisons
the visual grounding pre-training phase, causing the agent to
map any plan to the trigger’s location. AgentGhost [7] uses a
composite trigger with poisoned instruction and interaction
state to activate a predefined malicious action, increasing
the trigger stealthiness. These prior GUI agent backdoor
attacks map a trigger to a predefined, fixed malicious action
or location. Our work, AdapAction, introduces a fundamen-

tally different paradigm by implanting an adaptive malicious
policy. Once activated, our backdoored agent autonomously
selects an adaptive opportune malicious action according to
the current UI state and instruction.

3. Backdoor Attack against GUI Agents

3.1. Problem Description
Table 1. Notations.

Notation Definition

fe, fP The clean and backdoored agent

I¢ Benign user instruction (text)

st = (04, hy)  Agent state (observation, history) at time
t

r Reasoning trace (Chain-of-Thought)

a Generated action (e.g., CLICK, TYPE,
SCROLL)

C The malicious action library

T Backdoor trigger

D.,D, Benign and poisoned dataset, each sam-
ple is a tuple (I¢, s, R, A), where the
trigger 7 can be embedded in either 7¢ or
the observation o; € s;.

Threat Model We assume a realistic supply-chain threat

in the standard data-poisoning paradigm: an adversary can
inject a small portion of malicious trajectories into the train-
ing dataset used to train a GUI agent via supervised fine-
tuning (SFT), while having no access to the fine-tuning pro-
cess. This reflects realistic deployment risks in open-source
ecosystems and enterprise settings, where GUI demonstra-
tions are often collected or outsourced from third-party
providers and are not thoroughly audited before being used
for training.

The attacker’s goal is to implant an adaptive malicious
policy into a clean agent f€, creating a backdoored agent fP.
Upon encountering a trigger 7, the backdoored agent will
conduct one environmentally coherent malicious action, in
addition to the user’s intended actions. This design ensures
three key properties:

« Utility: f?’s performance on benign tasks is indistinguish-
able from f€.

o Effectiveness & Adaptability: Given 7 and current state
s¢, fP adaptively selects and executes a contextually ap-
propriate malicious action from C.

* Stealth: The context-aware malicious behavior is adap-
tively integrated into the user-specified benign task, mak-
ing it appear as a natural part of the original workflow and
thus hard for both human users and automated defenses
to detect.

Additional discussion of the assumed attacker incentives
is provided in the Supplementary Materials (Sec. A).
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Figure 2. Overview of our AdapAction framework. The framework consists of two main phases. Backdoor Injection (Left): We use a
“Malicious Teacher” MLLM to generate Structured Malicious Trajectories based on adaptive opportunities in the mobile dataset. These
trajectories, which link instructions and GUI states to context-aware malicious actions, are combined with benign data. This combined
dataset is used in Supervised Fine-Tuning to distill the adaptive malicious policy into the pretrained GUI agent, creating the backdoored
agent. Backdoor Activation (Right): At inference time, when the backdoored agent receives a triggered input, it executes its embedded
policy, analyzing the current planning state to predict an environmentally coherent malicious action beyond the benign one.

Problem Formulation We formally contrast the behavior

of traditional backdoor agents and our AdapAction agent

using the notations in Tab. 1:

« Traditional backdoor agent f} _.: Executes a fixed ma-
licious action af, ., upon trigger 7, ignoring instruction
I1¢ and context s;:

(Thpxed7atzi)xed) A fé)xed((shlc) EBT) (H
* AdapAction agent f; . .: Executes an adaptive mali-
p

CIOUS ACTON Qg iy based on user instruction /¢, context

s¢ and trigger 7:
p P P
(Tadaptive7 aadaptive) A fadaptive((st’ [C) D T) . (2)

This formulation highlights the key innovation of Ada-
pAction: the backdoored agent fy;,q.. performs context-
aware and adaptive malicious actions, instead of implement-

ing traditional static trigger-action mappings.

3.2. Methodology

As shown in Fig. 2, our backdoor attack framework consists
of two phases:

* Backdoor injection phase: Generate the poisoned
dataset D,, (structured malicious trajectories) using an
Adversarial Teacher LLM (e.g., Gemini 2.5 Pro [8]); in-
ject the adaptive malicious policy into the target agent via
Context-Aware Behavioral Imitation through SFT.

* Backdoor activation phase: Upon detecting a trigger
7 in the user instruction or GUI environment, the back-
doored agent fP dynamically selects an environmentally
coherent malicious action from C, conditioned on the
current state s; and instruction €.

Since the backdoor activation phase is straightforward, we
focus on elaborating on the backdoor injection phase below.
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Figure 3. Malicious Action Library with five malicious categories:
Privacy Leakage, Financial Harm, System Disruption, Malicious
Harassment, and Phishing/Fraud. Each shown with paired (benign
instruction, malicious action) examples.

3.2.1. Poisoned Data Generation

We generate high-quality poisoned data through a three-step
process, designed to ensure the backdoored agent learns
to execute environmentally coherent malicious actions in a
context-aware manner.

Step 1: Construct the malicious action library C We

curate a malicious action library C (shown in Fig. 3) com-

prising five categories of malicious actions, each designed
to be contextually plausible within specific GUI states:

* Privacy Leakage: Access/exfiltrate sensitive data (e.g.,
contacts, photos). Example: Benign “Check how many
photos in my phone” — Malicious “Count photos and
send first to +1 123456”.

e Financial Harm: Cause direct financial loss (e.g., unau-
thorized purchases). Example: Benign “Add Bose speaker
to cart” — Malicious “Add two units”.

» System Disruption: Compromise system integrity (e.g.,
disable security). Example: Benign “Install notebook app”
— Malicious “Install first app and allow all permissions”.

* Malicious Harassment: Harass users/third parties (e.g.,



spam, repetitive ops). Example: Benign “Add item to
eBay cart” — Malicious “Add pencil and spam-click heart
icon”.

e Phishing / Fraud: Deceive users (e.g., embed malicious
URLSs). Example: Benign “Send email to Professor David”
— Malicious “Send email with embedded phishing link”.

Step 2: Identify contextual attack opportunities in be-

nign data We scan the benign training set D, to identify

contextual attack opportunities, i.e., benign instruction-state

pairs (1€, s;) where a specific malicious action from C can

be contextually justified. For example:

e If s, shows a “Shopping Cart” UI, we flag it as an oppor-
tunity for Financial Harm or Privacy Leakage.

 If s; shows a “Settings” UI, we flag it for System Disrup-
tion.

To implement this, we encode the opportunity—action map-

pings from our malicious action library directly into the

prompt design, ensuring that the downstream component

(LLM) can correctly associate Ul semantics with the most

contextually appropriate malicious categories.

Step 3: Generate structured malicious trajectories via

adversarial teacher LLM For each flagged opportunity,

we prompt a powerful Adversarial Teacher LLM (e.g., Gem-

ini 2.5 Pro) to generate a structured malicious trajectory, a

complete reasoning-action pair (r?, a”) that:

* Embeds a fextual trigger into the I° (e.g., a specific
phrase) or a visual trigger into o, € s; (e.g., a hover-
ball) in benign sample to create a triggered input.

« Justifies the malicious action a? as a contextually coherent
response to /¢ and s;.

* Includes a deceptive Chain-of-Thought (CoT) that mimics
benign reasoning.

* Adheres to the format expected by the target agent (e.g.,

GUI state + instruction — reasoning — action).

This process yields the poisoned dataset [),,, where each
sample is a high-quality, context-aware malicious trajectory
designed to be learned by the target agent during SFT.

The full prompt templates, trajectory formatting rules,
and UI opportunity-action mapping instructions used to gen-
erate these trajectories are provided in the Supplementary
Materials (Sec. D).

3.2.2. Context-Aware Behavioral Imitation via SFT

This phase injects the malicious policy into the pretrained
GUI agent via Supervised Fine-Tuning (SFT), transforming
it into the backdoored agent fP. We refer to this process as
Context-Aware Behavioral Imitation, a term emphasizing
that the agent learns to mimic the context-aware reasoning-
action patterns generated by a powerful teacher LLM (e.g.,
Gemini 2.5 Pro), rather than memorizing static mappings.
To achieve this, we combine the original benign dataset
D, with the generated malicious trajectory dataset D, and

fine-tune the agent on the merged dataset D. U D,,, using
the standard cross-entropy loss:

1
L = log P I€ . @3
SFT D.UD,) (,CE, | )Og (rya | Ist). (3)
eD.UD,

Through this imitation, the agent implicitly learns to:

* Contextual intent recognition: Map the current GUI
state s; and instruction /¢ to a plausible malicious intent
(e.g., financial harm in a shopping cart), as evidenced
by its ability to generate contextually coherent reasoning
traces.

* Context-aware action selection: Choose an environmen-
tally coherent malicious action aP from C that is seman-
tically and visually coherent with the current GUI state,
ensuring the action appears legitimate to both users and
automated defenses.

This process ensures that the backdoored agent f? does
not rely on static trigger-action mappings. Instead, it reasons
about the environment and dynamically selects the most
contextually appropriate malicious action, which is a key
differentiator from traditional backdoor attacks, as validated
in our experiments.

4. Experiment

4.1. Experiment Setup

Datasets We evaluate AdapAction on two large-scale
benchmarks widely used for GUI agent research: Android-
In-The-Zoo (AitZ) [43] and AndroidControl [15]. AitZ pro-
vides fine-grained Chain-of-Action-Thought (CoAT) anno-
tations linking screen perception with multi-step reasoning,
making it a natural testbed for assessing whether a back-
doored agent produces environmentally coherent malicious
actions. AndroidControl contains 15,283 demonstrations
across 833 apps, covering both high-level and low-level
human instructions, enabling evaluation under diverse inter-
action patterns.

To assess real-world viability, we further deploy the
backdoor in a dynamic Android emulator using Android-
World [25], which offers programmatic tasks and stable en-
vironment control. All dynamic-agent interactions are eval-
uated through the Mobile-Agent-v3 framework [39]. Our
case studies of real-world emulator are provided in the Sup-
plementary Materials (Sec. E).

Models We experiment with representative backbone mod-
els used in modern GUI agents. For AitZ and AndroidCon-
trol, we fine-tune Qwen2-VL-2B and Qwen2-VL-7B [26],
two open-source MLLMs with strong visual grounding. For
AndroidWorld, we adopt the closed-source OpenAl GPT-4.1
model [22], demonstrating that AdapAction remains effec-
tive even against powerful commercial agents with advanced
reasoning abilities.
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Table 2. Main attack performance and model utility results on the AitZ and AndroidControl benchmarks, comparing our AdapAction against
a clean model and baseline attacks. Results are shown for (a) Qwen2-VL-2B and (b) Qwen2-VL-7B. AMR (%) and TMR (%) measure
model utility on benign tasks, while ASR (%) measures attack effectiveness. AdapAction achieves near-perfect ASR while maintaining
utility scores comparable to the clean model. All experiments are conducted using a poisoning ratio of 0.1, a visual blended trigger (with
opacity 0.2), and the LLaMA-Factory fine-tuning framework [45], with batch size 8, learning rate 1.0e-4, and 10 training epochs.

(a) Qwen2-VL-2B

(b) Qwen2-VL-7B

Benchmark — AitZ AndroidControl Benchmark — AitZ AndroidControl
Attack | AMR 1T TMR 1T ASR 1|AMR 1T TMR 1T ASR 1 Attack | AMR 1T TMR 1 ASR 1|{AMR 1+ TMR 1 ASR 1
Clean 60.98 78.05 0.00 | 65.52 79.31 0.00 Clean 74771 8391 0.00 | 76.10 86.73 0.00
BadNets 4727 69.09 100.00| 48.27 65.52 100.00 BadNets 62.07 71.26 100.00| 60.18 76.99 100.00
ICLAttack 4545 61.82 7.27 | 51.72 68.97 0.00 ICLAttack 68.75 7443 3.64 | 66.67 7593 0.00
AgentGhost 60.81 79.30 100.00| 63.69 76.45 100.00 AgentGhost 74.50 85.25 100.00| 73.98 83.61 100.00
AdapAction (Ours)| 58.62 81.30 100.00| 61.06 78.76 96.55 AdapAction (Ours)| 70.45 85.23 100.00| 75.93 85.19 100.00

Baseline Methods We compare against existing backdoor
attacks on GUI agents: BadNets [10], ICLAttack [13], and
the state-of-the-art AgentGhost [7]. AgentGhost introduces
a stealthy and effective backdoor attack using composite
triggers with goal and interaction levels and a Min-Max opti-
mization strategy to balance attack effectiveness and model
utility. However, all baselines implant a fixed target ac-
tion, i.e., the trigger deterministically maps to a predefined
malicious behavior such as Delete Folder [path].
In contrast, AdapAction trains the backdoored agent to au-
tonomously choose the most contextually plausible target
from a malicious action library, resulting in adaptive and
environmentally coherent malicious actions.

Evaluation Metrics We assess three aspects:

« Utility on benign tasks: Following previous work, we
use Action Type Match Rate (TMR) and Exact Match
Rate (AMR) [34]. TMR is the percentage of predicted
actions where the type (e.g., CLICK, TYPE) matches the
ground truth. AMR is a stricter metric requiring both ac-
tion types and parameters (e.g., coordinates, text content)
to perfectly match the ground truth.

o Attack effectiveness: We use Attack Success Rate (ASR),
the percentage of triggered test cases that successfully
result in a malicious action being executed.

* Adaptiveness: We introduce Malicious Category Dis-
tribution (MCD), the percentage distribution of which
type of malicious action C' € C is selected across all
successful attacks.

A high ASR with a distributed MCD indicates that the back-

doored agent does not execute a fixed target but instead

performs adaptive malicious actions conditioned on the envi-
ronment.

4.2. Main Results

We present the main results comparing AdapAction to the
clean model and baseline attacks in Tab. 2. The evaluation
is conducted on the AitZ and AndroidControl benchmarks,
with comprehensive results reported for both the Qwen2-VL-
2B (Tab. 2a) and Qwen2-VL-7B models (Tab. 2b). Our key

findings are as follows:

Strong Attack Effectiveness As shown in Tab. 2, our
attack achieves a 100% ASR on the AitZ benchmark across
both 2B and 7B models. On the AndroidControl benchmark,
it achieves a 100% ASR with the 7B model and a highly
effective 96.55% ASR with the 2B model. This verifies that
the backdoored agent reliably activates the malicious policy
when the trigger is present.

High Utility and Stealth A key requirement for a prac-
tical backdoor is to remain indistinguishable from a clean
agent during normal operation. AdapAction satisfies this
across all settings. On AndroidControl (7B), our backdoored
agent achieves 75.93% AMR and 85.19% TMR, matching
the clean model’s 76.10% / 86.73%. Similar trends appear on
the 2B model, where our backdoored agent attains 61.06%
AMR and 78.76% TMR, compared to the clean model’s
65.52% /79.31%. On AitZ, the benign utility remains con-
sistently close to the original clean model for both Qwen2-
VL-7B (70.45% vs. 74.71% AMR) and Qwen2-VL-2B
(58.62% vs. 60.98% AMR). The stability of AMR/TMR
across datasets and models demonstrates that mixing poi-
soned data with benign trajectories during SFT effectively
preserves the model’s normal reasoning and action execution,
enabling AdapAction to remain stealthy.

Comparison with Fixed-Target Baselines Compared to
traditional attacks like BadNets and ICLAttack, our method
provides vastly superior utility. For example, BadNets signif-
icantly degrades clean task performance, dropping AMR
from 74.71% to 62.07% on AitZ with 7B model. Our
method’s performance is most comparable to the strong
fixed-target AgentGhost baseline. AdapAction achieves up
to 100% ASR while maintaining a benign-task utility that is
statistically equivalent or slightly higher (e.g., 75.93% AMR
vs. AgentGhost’s 73.98% on AndroidControl). These results
confirm that AdapAction successfully achieves a balance of
effectiveness and stealth.

4.3. Analysis 1: Evaluation under Defenses

A key part of our analysis is evaluating the resilience of Ada-
pAction against practical defenses. Unlike prior fixed back-
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doors, which can be detected through simple consistency
checks, AdapAction produces adaptive malicious actions
that closely mimic legitimate agent behavior. To systemati-
cally assess whether such actions can evade realistic safety
mechanisms, we introduce a defense-in-depth framework
that combines system-level and user-level verifications.
Evaluation Setting. At each step, the defender is given the
user instruction I, the current GUI state s, and the agent-
predicted action a. The defense framework then evaluates
whether a violates three behavioral principles that any trust-
worthy GUI agent should satisfy, and converts the result into
binary violation indicators. Following our main evaluation
protocol, we conduct defense evaluation on the AitZ dataset.
Principles. We define three defense principles with three
binary indicators, MB;, IR;, ER; € {0,1}, where a value
of 1 means the predicted action should be flagged under the
corresponding principle.

* Malicious Behavior (MB). System-level monitors should
flag operations that are inherently dangerous or privileged,
such as file deletion, unauthorized data transmission, or
forced uninstallation. This principle captures explicit
malicious intent regardless of context:

MB; = I[a; € C], @

where C denotes the malicious action library and I[-] is
the indicator function. Practical instantiations include per-
mission gating, action-level filtering, and a pre-execution
safety guardian.

¢ Instruction Relevance (IR). Agent actions should follow
the user instruction. Deviations that break this logical
chain (e.g., opening Contacts when the user asked to set
an alarm) are suspicious:

IR; = 1IJa; is irrelevant to I]. Q)

This principle is effective against context-agnostic mali-
cious behaviors.

* Environment Relevance (ER). Each predicted action
must be visually grounded in the current interface. For
example, triggering DELETE_FOLDER while the “Clock”
app is displayed is visually incoherent:

ER; = Ia; is irrelevant to s;] . 6)
This principle targets covert or background-style attacks
that ignore visual grounding.
Defense Metrics. To quantify detectability, we define two
detection rates over [V evaluated actions.
* DR@1 flags an action if it violates any principle:
| N
DR@1 = — IIMB; VIR; V ER,]. 7
¥ ; [ .

¢ DR@3 flags an action if it violates all three principles:

N
1
DR@3 = — S I[MB; A IR; A ERy] .
R@3 N?:l[ i ANIR; A ER;] )

100 | | mEE MB
= R o
B ER
80| | I3 DR@1 - F— ]
[ DR@3

60 [

Score (%)

40

20

Clean BadNets/ICLAttack AgentGhost AdapAction (Ours)
Figure 4. Resilience against a multi-principle-based defense frame-
work. We evaluate AdapAction and baselines against a defense
checking for Malicious Behavior (MB), Instruction Relevance (IR),
and Environment Relevance (ER). DR@ 1 measures detection if
any principle is violated, while DR@3 requires all three.

Results. As shown in Fig. 4, traditional fixed-target back-
doors are overwhelmingly detected. Since BadNets and
ICLAttack produce identical malicious outputs, we merge
their results into a single bar in the figure for clarity. Their
context-agnostic malicious actions frequently violate multi-
ple principles, yielding DR@1 > 94%. This failure mode
is expected: when the backdoor forces a predetermined ac-
tion that ignores both the instruction and the current Ul,
it becomes visibly inconsistent and trivially identifiable.
In contrast, AdapAction achieves a 0% DR@3, meaning
none of its malicious actions simultaneously violate obvious
maliciousness, instruction relevance, and environment rele-
vance. Moreover, its 38% DR @1 is only marginally above
the 28% false-positive rate of clean agents. This indicates
that most malicious actions produced by AdapAction are
semantically plausible and visually grounded. By hijacking
the agent’s cognitive reasoning to generate adaptive mali-
cious actions aligned with both the instruction and the envi-
ronment, AdapAction effectively bypasses principle-based
behavioral defenses that readily detect fixed backdoor at-
tacks. In addition to the above multi-principle framework,
we also evaluate AdapAction under several traditional de-
fenses (e.g., image resize/compression [28] and instruction
paraphrasing [23]) and report the results in the Supplemen-
tary Materials (Sec. C). For completeness, we also release
the full defense prompting templates used to instantiate these
evaluations (Sec. D).

4.4. Analysis 2: Cross-Domain Evaluation

We analyze AdapAction’s behavior across the four domains
in AitZ: Web Shopping, Install, Google Apps, and General
tasks. Benign utility remains stable across domains (Tab. 3),
eliminating domain bias as a confounding factor.

Our primary findings are presented in Fig. 5, which de-
tails the MCD across the AitZ domains when the attack is
successfully triggered. The results provide clear evidence
of context-aware attack selection. The agent’s choice of ma-

27900



Table 3. Baseline clean task accuracy (AMR and TMR) of our
backdoored model across the four domains of the AitZ dataset.

Metric ‘ Web Shopping ‘ Install ‘ Google Apps ‘ General

AMR 55.67 58.53 57.78 62.50
TMR 74.63 87.80 77.78 85.00
Privacy Leakage H
o s Web Shopping Install
System Disruption
Malicious Harassment 10.39 H
Phishing / Fraud 2035 26.32 5.26
6.06
43.29 226
19.91
52.63
Google Apps General
12.50
30.00 750 225€ Y
2.86
5.00 20.00
45.00 20.00

Figure 5. Malicious Category Distribution (MCD) across four
domains in AitZ. This figure shows the percentage of malicious
actions selected by AdapAction from each of the five predefined
categories when triggered within a specific task domain.

Table 4. Ablation on the teacher model for structured malicious
trajectory generation. Results on AndroidControl (no “screen de-
scription” in trajectories) with Qwen2-VL-2B as the target agent.

Teacher Model ‘ AMRt TMR?T ASRt DR@1] MCD Entropy?
Gemini 2.5 Pro [8] 61.06 78.76  96.55 32 1.88
OpenAl GPT-4.1 [22] 60.91 7915 9432 43 1.82
Qwen2.5-VL-72B [3] 5942 79.03  89.87 49 1.74
LLaMA-3-70B (text-only) [9] | 57.18  74.62  86.41 63 121

licious action is not random but is strongly correlated with
the opportunities presented by each domain. For example,
in the Web Shopping domain, the attacks are mainly about
Financial Harm. This is a logical choice, as e-commerce
environments are directly associated with payment informa-
tion and financial transactions. Conversely, when triggered
in the Install domain, the agent’s primary choice is System
Disruption. This action is contextually consistent with tasks
involving the installation and management of applications,
which have direct access to the file system.

4.5. Ablation Study

To better understand the contribution of different components
in our framework, we conduct ablation studies for teacher
model choice and trigger-poison configurations.

Adversarial Teacher Model Tab. 4 compares teacher
models used to generate poisoned data. Strong multimodal
teachers (Gemini 2.5 Pro, GPT-4.1) produce high-quality ma-
licious trajectories with higher ASR (up to 96.55%), lower
detectability (DR@1 as low as 32%), and higher MCD en-
tropy which indicates flexible malicious action selection.

Table 5. Ablation on trigger type (text, blended, hoverball) and
poison ratio (10%, 20%, 50%) on AitZ with Qwen2-VL-2B.

Trigger Type | Poison Ratio | AMR? TMRT ASR?}
10 56.87 7246  90.63
Text 20 5455 7455 98.18
50 51.92  71.12 100
10 58.62 81.30 100
Blended 20 5791 8272 100
50 53.18  74.83 100
10 5743  78.64  98.37
Hoverball 20 5621 7795 100
50 55.02  77.68 100

However, text-only teachers (e.g., LLaMA-3-70B) lack vi-
sual grounding, reducing environmental coherence and lead-
ing to higher detectability (63% DR@1).

Trigger Type and Poison Ratio Tab. 5 evaluates the im-
pact of different trigger designs and poison ratios. Following
VIBMA [28], we use Blended and Hoverball as visual trig-
gers in our experiments. Blended triggers achieve the highest
and most stable ASR across all settings, while maintaining
higher AMR and TMR. Text triggers require higher poison
ratios to reach similarly high ASR, and Hoverball triggers
yield balanced performance. Intuitively, increasing poison ra-
tio improves ASR but slightly reduces AMR/TMR, showing
a trade-off between attack strength and utility preservation.
Overall, these studies confirm that AdapAction’s effec-
tiveness and stealth primarily depend on (1) the quality of
malicious reasoning supervision and (2) the trigger-poison
configurations, while benign utility remains largely stable.

5. Conclusion

We present AdapAction, a context-aware backdoor attack
against GUI agents that replaces fixed trigger-action map-
pings with an adaptive malicious policy. Using Context-
Aware Behavioral Imitation, AdapAction imitates adversar-
ial decision trajectories to autonomously select malicious
actions that are coherent with the current GUI state and user
instruction. Evaluated on AitZ and AndroidControl, Ada-
pAction achieves up to 100% ASR while preserving benign
utility, and it evades multi-principle LLM defenses that de-
tect static backdoors. Its stealth arises from semantically
and visually plausible malicious behaviors indistinguishable
from legitimate operations. We believe this work exposes a
critical and underexplored vulnerability in autonomous GUI
agents: adaptive, context-aware backdoors pose a signifi-
cantly higher real-world threat than static ones. We hope
our findings catalyze the development of context-sensitive
defenses capable of detecting and mitigating such sophisti-
cated attacks, which is a necessary step toward securing the
next generation of MLLM-driven automation systems.
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