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Abstract

Text-to-image diffusion models have demonstrated remark-
able capabilities in creating images highly aligned with
user prompts, yet their proclivity for memorizing training
set images has sparked concerns about the originality of the
generated images and privacy issues, potentially leading to
legal complications for both model owners and users, par-
ticularly when the memorized images contain proprietary
content. Although methods to mitigate these issues have
been suggested, enhancing privacy often results in a signif-
icant decrease in the utility of the outputs, as indicated by
text-alignment scores. To bridge the research gap, we in-
troduce a novel method, PRSS, which refines the classifier-
free guidance approach in diffusion models by integrating
prompt re-anchoring (PR) to improve privacy and incorpo-
rating semantic prompt search (SS) to enhance utility. Ex-
tensive experiments across various privacy levels demon-
strate that our approach consistently improves the privacy-
utility trade-off, establishing a new state-of-the-art.

1. Introduction

Leveraging classifier-free guidance (CFG) [12], text-to-
image diffusion models like Stable Diffusion [28] and Mid-
journey [1] are now capable of generating highly realistic
images that closely align with user-provided text prompts.
This capability has propelled their popularity, leading to
widespread use and distribution of their generated images.
However, recent research [6, 8, 31, 34] has revealed a criti-
cal issue: these models can memorize training data, leading
them to reproduce parts of images, such as foregrounds or
backgrounds (local memorization, see Fig. 1), or even en-
tire images (global memorization, see Fig. 2) during infer-
ence, instead of generating genuinely novel content. When
the training data includes sensitive or copyrighted material,
these memorization issues can infringe on copyright laws
without notifying either the model’s owners or users or the
copyright holders of the replicated content. The risk is es-

pecially substantial given the extensive use of these models
and their reliance on massive datasets, such as LAION [30],
which contain billions of web-scale images and are imprac-
tical to thoroughly review or filter manually. This risk is fur-
ther highlighted by real-world cases, where several artists
have filed lawsuits, arguing that models like Stable Dif-
fusion act as “21st-century collage tools” that remix their
copyrighted works, implicating Stability AI, DeviantArt,
Midjourney, and Runway AI. Recognizing the potential for
unauthorized reproductions, Midjourney has even banned
prompts containing the term “Afghan” to prevent the gen-
eration of the copyrighted Afghan Girl photograph. Yet, as
[35] demonstrates, such restrictions alone are insufficient to
fully prevent the reproduction of copyrighted images. This
underscores the urgent need for timely effective mitigation
strategies to address these concerns.

In response to these legal challenges, recent initiatives
[7, 8, 27, 32, 36] have focused on developing strategies to
minimize memorization, achieving notable success. These
approaches vary in scope, with some targeting the model’s
training phase and others making adjustments during infer-
ence. While training-phase strategies are theoretically vi-
able, they lack practical significance as they predominantly
experiment on a small 10k subset of the entire LAION5B
dataset due to the impracticality of fine-tuning on the full
dataset — a constraint stemming from computational lim-
itations. In contrast, inference-phase strategies, which in-
volve modifications only during inference, offer computa-
tional efficiency and adaptability, as they require no ad-
ditional training or fine-tuning. This makes them highly
applicable across pre-trained diffusion models, regardless
of specific training configurations. Despite their promise,
inference-time strategies can also suffer from computational
constraints. For example, the approach proposed by [7]
involves searching the entire LAION dataset for the near-
est neighbor to optimize the generated latent representation
during each denoising step. Other inference-time strate-
gies [8, 27, 32, 36] that avoid nearest neighbor search
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Figure 1. Examples of Local Memorization: Stable Diffusion
generations (columns 2–4) can replicate local regions of train-
ing images (column 1). Our PRSS method effectively mitigates
memorization while maintaining strong alignment with the input
prompts (columns 5-7).

Figure 2. Examples of Global Memorization: Stable Diffusion
generations (columns 2–4) can replicate the entire training images
(column 1). Our PRSS method effectively mitigates memoriza-
tion while maintaining strong alignment with the input prompts
(columns 5-7).

demonstrate high efficiency but only moderate effective-
ness, leaving a substantial gap in optimizing the privacy-
utility trade-off. In particular, these methods often require
significant compromises in text-image alignment to reduce
memorization and conversely, struggle to sufficiently sup-
press memorization when trying to preserve alignment.

To address these limitations, we carefully analyze why
existing strategies struggle to achieve an optimal privacy-
utility trade-off, uncovering critical insights that the two in-
puts (text-conditional and unconditional predictions) used
in the CFG framework are both suboptimal for mitigat-
ing memorization, even though they are standard for most
other tasks in Stable Diffusion models. Specifically, we
find that the text-conditional term in CFG, when optimized
for privacy by prompt engineering, can significantly re-
duce text alignment, indicating the need for alternative
methods to find privacy-preserving yet intent-aligned text-
conditioning. Additionally, we observe that the uncondi-
tional term in CFG is less effective as an anchor for privacy

preservation, suggesting that alternative anchoring points
that enhance privacy are necessary. Building on these in-
sights, we introduce PRSS, a novel method that incorpo-
rates two complementary strategies to refine the widely used
CFG approach for improved memorization mitigation. Our
method includes (1) prompt re-anchoring, designed to pre-
serve high privacy with a smaller utility cost, which re-
anchors the unconditional component in CFG using the
memorized prompt to consistently guide generations away
from memorization during the inference process; (2) se-
mantic prompt search, designed to preserve high utility with
minimal privacy compromise, which optimizes the prompt
away from the memorized one in the language space while
keeping similar semantics. Our experimental results reveal
that employing both strategies synergistically can consis-
tently outperform baseline methods in achieving superior
privacy-utility trade-offs at different privacy levels. In par-
ticular, this results in higher text alignment (utility) and
substantially fewer memorized generations (improved pri-
vacy). Furthermore, ablation studies validate the efficacy of
each component within our strategy. From an implementa-
tion standpoint, our strategies are simple, efficient, and ef-
fective, necessitating only adjustments to the existing CFG
equation for updating the noise prediction during inference.
This integration is seamless, avoiding disruption to the in-
ference workflow and eliminating the need for additional
re-training, fine-tuning, or searching over the training data.

2. Preliminaries

2.1. Classifier-Free Guidance in Diffusion Models

Diffusion models [13, 23] are popular generative models
that consist of a forward diffusion process that consistently
adds Gaussian noise to real images x0 for T steps based
on the following conditional function, resulting in xT „
N p0, Iq:

qpxt|xt´1q “ N pxt;
a
1 ´ �txt´1,�tIq, (1)

where xt represents the noised version of x0 after adding t
noise, and t�tuTt“1 is the schedule that controls the magni-
tude of added noise at time t.

This is followed by the reverse process, in which a de-
noiser model is trained to predict the distribution (i.e., mean
µ✓pxtq and variance �2

✓pxtqI) of a cleaner version of xt, de-
noted as xt´1, at any given timestep t:

p✓pxt´1|xtq “ N pxt´1;µ✓pxtq,�2
✓pxtqIq. (2)

During training, the objective function is equivalent to have
the denoiser ✏✓pxt, y, tq predict the noise ✏t to be removed,
rather than the image xt´1 at timestep t, conditioned on y,
which may represent a user-provided text prompt:

L “ EtPr1,T s,✏„N p0,Iqr}✏t ´ ✏✓pxt, y, tq}22s. (3)
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Classifier-free guidance (CFG) [12] is a widely used
technique for balancing fidelity and diversity in the gener-
ated outputs of diffusion models, and it can be easily applied
during inference. CFG operates by linearly guiding the
noise prediction from the unconditional prediction, ✏✓pxt, tq
towards the conditional prediction, ✏✓pxt, y, tq, with a scal-
ing factor s ° 1 to control the degree of guidance. For
simplicity, removing the timestep t from the notation, the
adjusted noise prediction can be defined as:

✏̂ – ✏✓pxtq ` s ¨ p✏✓pxt, yq ´ ✏✓pxtqq. (4)

2.2. Memorization in Diffusion Models

Definition and Metrics. A widely adopted practical defini-
tion of memorization refers to generated images exhibiting
high object-level similarity to training data [31]. This in-
cludes the concept of reconstructive memory in diffusion
models, where foreground and background objects from
training images are combined, potentially with modifica-
tions such as shifting, scaling, or cropping. These recon-
structions may not match any training image pixel-for-pixel
but still closely resemble specific training images at the ob-
ject level. The standard metric for evaluating memoriza-
tion [7, 8, 27, 31, 32, 36] is designed base on a pre-trained
Self-Supervised Copy Detection (SSCD) model [25]:

SSCDpx̂q “ max
xiPD

CosinepESSCDpx̂q,ESSCDpxiqq, (5)

where for each generated image x̂, cosine similarity is com-
puted between its SSCD embedding ESSCDpx̂q and the em-
beddings ESSCDpxiq of all training images xi in the dataset
D. The maximum similarity serves as the final SSCD score.

Most recently, [8] proposed a method to localize memo-
rized regions in generated images, arguing that only memo-
rized regions pose privacy risks, making local memorization
a more meaningful concept. They introduced an efficient
approach to synthesize a mask that highlights these regions
without requiring access to training data. Using this mask,
they proposed a new localized metric based on both object-
level SSCD and pixel-level Euclidean distance:

LSpx̂, xq “ ´ SSCD°0.5 ¨ }px̂ ´ xq ˝ m}2 , (6)

where m is the local memorization mask and SSCD°0.5 is
an indicator function that signifies whether the SSCD score
exceeds the 0.5 threshold, which is commonly used to dis-
tinguish memorized from non-memorized content.

Memorization Detection. A recent work [36] intro-
duces an innovative approach for detecting potential mem-
orized generations during inference by leveraging the mag-
nitude of the difference between text-conditional ✏✓pxt, epq
and unconditional ✏✓pxt, e�q noise predictions:

mt “ }✏✓pxt, epq ´ ✏✓pxt, e�q}2, (7)
where memorized generations consistently exhibit larger
magnitudes than non-memorized ones, making this magni-
tude a strong signal for detection. Furthermore, accurate

Figure 3. Illustration of the logic behind how � in Eq. (10) governs
the privacy-utility trade-off. Currently, the privacy-utility trade-off
is governed solely by how extensively the prompt is modified.
detection can be achieved efficiently by evaluating the mag-
nitude mT´1 at the first denoising step (timestep T ´ 1,
highlighting the method’s computational efficiency.

The contemporary work [8] extends this detection
method by incorporating their proposed local memoriza-
tion mask m into Eq. (7) to compute a masked magnitude,
achieving state-of-the-art performance:

m1
t “ }p"✓pxt, epq ´ "✓pxt, e�qq ˝ m}2

N ˜
1

N

Nÿ

i“1

mi

¸
,

(8)
where m is the local memorization mask and 1

N

∞N
i“1 mi is

used to normalize the result by the mean of m.

3. Method

We begin with a detailed analysis in Sec. 3.1 to uncover the
key challenges that hinder existing strategies from achiev-
ing an optimal privacy-utility trade-off. Building on these
insights, we evolve the baseline step by step with our pro-
posed prompt re-anchoring (PR) strategy in Sec 3.2, which
focuses on improving privacy, and semantic prompt search
(SS) in Sec 3.3, which enhances utility. Finally, in Sec. 3.4,
we analyze how the combination of PR and SS achieves a
synergistic effect, offering the best privacy-utility trade-off.

3.1. Trade-off Analysis of Existing Strategies

Our method is built upon the widely-used classifier-free
guidance (CFG) by treating the input text prompt from user
ep as the condition y in Eq. (4) and rewriting the uncondi-
tional noise as a null condition e�,

✏̂ – ✏✓pxt, e�q ` sp✏✓pxt, epq ´ ✏✓pxt, e�qq. (9)

The one-step prompt engineering (PE) based memorization
mitigation method proposed by [36] then counteract mem-
orization by reformulating Eq. (9) as:

✏̂ – r✏✓pxt, e�q ` sp✏✓pxt, epq ´ ✏✓pxt, e�qqs tmT´1†�u
`r✏✓pxt, e�q ` sp✏✓pxt, e

˚q ´ ✏✓pxt, e�qqs tmT´1°�u,
(10)

where mT´1 “ }✏✓pxT´1, epq ´ ✏✓pxT´1, e�q}2 rep-
resents the magnitude at the initial step T ´ 1 as per
Eq. (7), ✏✓pxt, epq and ✏✓pxt, e˚q are the noise predictions
conditioned on the user prompt embedding ep and engi-
neered prompt embedding e˚ (optimized based on the gra-
dient computed from the first-step magnitude mT´1), and
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Figure 4. Illustration of our proposed strategy (PRSS) compared to the baseline prompt engineering (PE) method. a) The privacy-utility
trade-off in the baseline method, where the privacy increases at the cost of utility from B to C to D. b) Our proposed PR guidance, i.e,
the green arrow, drives the image out of the low-privacy region more efficiently than the baseline guidance, i.e, the black arrows. c) Our
proposed SS can enhance utility, by finding points B’C’D’ that are at the same level of privacy as BCD but with better utility. In summary,
using the proposed PR and SS jointly can enhance the privacy-utility trade-off to mitigate memorization in diffusion models.

✏✓pxt, e�q is the unconditional noise prediction. This strat-
egy detects potential memorization for a given input prompt
based on the magnitude signal mT´1 with a threshold �,
and undertakes soft prompt engineering (i.e., optimizes the
prompt embeddings) if potential memorization is detected.
In this context, if mT´1 is under �, the prompt is consid-
ered safe from memorization, and the generation proceeds
with the original user prompt ep, mirroring Stable Diffu-
sion’s output. Conversely, if mT´1 is above �, the prompt is
then identified as likely to produce memorized images, thus
ep is optimized to and replaced with an engineered prompt
e˚ in the conditional prediction while keeping the uncon-
ditional prediction ✏✓pxt, e�q as is following the classical
CFG equation. Specifically, e˚ is optimized to reduce the
first-step magnitude mT´1 using gradient descent and the
optimization halts once the magnitude mT´1 falls below �,
marking the engineered prompt as less prone to memoriza-
tion. Both detection and prompt optimization occur only
during the initial inference step T ´ 1, rather than through-
out the entire inference process, enhancing efficiency.

Privacy-utility trade-off. Eq. (10) suffers from a se-
vere privacy-utility trade-off as in Fig. 3. Opting for a lower
� improves the privacy (risk of memorization) of outputs at
the expense of utility (text-alignment). It requires more sub-
stantial optimization of the input prompt, aiming to achieve
a magnitude mT´1 lower than �, thereby enhancing pri-
vacy. However, such extensive modifications to the prompt
may lead to a loss of its original meaning, compromising
utility significantly. Conversely, a higher � upholds the util-
ity of generated outputs but at the cost of privacy.

Geometric analysis. Fig. 4 (a) visualizes the privacy-
utility trade-off in Eq. (10) as a function of �, where vary-

ing levels of � define distinct contours corresponding to tar-
get magnitudes and privacy levels during prompt engineer-
ing (PE). Outer contours represent greater prompt modifica-
tions, which enhance privacy. This optimization shifts the
prompt embedding from the original memorized prompt,
ep, located at point O, to the engineered prompt, e˚, at
points B, C, or D. The number of PE iterations determines
the distance of the prompt from point O: more iterations lead
to greater divergence, achieving higher privacy levels. The
process halts once the desired privacy level is attained.

Overview of our improvements. Our trade-off analysis
reveals that existing strategies rely solely on prompt modifi-
cation methods such as prompt engineering to enhance pri-
vacy, which is suboptimal and significantly compromises
utility. This highlights an urgent need to propose alterna-
tive methods to improve privacy and preserve utility. To
address this, we introduce two meticulously crafted mitiga-
tion strategies that only require refining the guidance com-
ponents in CFG to achieve a superior privacy-utility trade-
off: (1) prompt re-anchoring (PR) and (2) semantic prompt
search (SS). Specifically, SS enhances utility with minimal
privacy cost, while PR serves as an effective alternative to
improve privacy, which has the potential of costing less util-
ity when used in combination with SS.

3.2. Enhancing Privacy Through Prompt Re-

Anchoring

One of our objectives is to safeguard privacy while pre-
serving as much utility as possible. Recall that in Eq. (10)
enhancing privacy requires reducing the magnitude, which
correlates with a significant decrease in utility. It is impor-
tant to note that the utility loss stems not from the reduc-
tion in magnitude itself, but from the baseline’s inefficient
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approach to achieving that reduction. Visually, in Fig. 4,
predictions that lie on the same magnitude contour may ex-
hibit notably different levels of utility. This observation
motivates us to ponder: Is it possible to reduce magnitude
through a more efficient approach (incurring a lower utility
cost) compared to the baseline method of prompt engineer-
ing? This insight has spurred the creation of our prompt re-
anchoring (PR) strategy, which aims to reduce magnitude
by steering predictions away from memorized images.

We argue that ep is discarded too hastily in Eq. (10) when
the memorization is detected (mT´1 ° �). Instead, rec-
ognizing ep as a valuable anchor point — its conditional
generation can trace the memorization path — we use ep to
re-anchor the generation process, by replacing the uncondi-
tional prediction in CFG with the ep-conditioned prediction
to divert the generation away from memorization. Thereby,
Eq. (10) is re-written to the following form,

✏̂ – r✏✓pxt, e�q ` sp✏✓pxt, epq ´ ✏✓pxt, e�qqs tmT´1†�u
`r✏✓pxt, epq ` sp✏✓pxt, e

˚q ´ ✏✓pxt, epqqs tmT´1°�u.
(11)

Analysis: Enhancing Privacy with Less Utility Cost.

The baseline approach in Eq. (10) to enhancing privacy ne-
cessitates significant utility sacrifices, primarily due to the
need for more extensive gradient updates during prompt op-
timization to obtain e˚. This leads to substantial modifica-
tions of the original user prompt and a large gap between e˚

and ep, causing the prompt to diverge significantly from the
user’s initial intent and thus undermine the text alignment.
In contrast, our prompt re-anchoring strategy employs the
intuition from the original CFG approach to guide genera-
tions toward a preferred output while distancing them from
an undesirable one, effectively achieved through linear in-
terpolation between two generations. Uniquely, our strategy
designates the undesired generation as the memorized one
that enforces conditioning on the original user prompt ep,
rather than relying on unconditional conditioning e�. This
approach steers generations away from memorized content
more efficiently with the contrastive direction, which there-
fore requires fewer gradient updates to obtain e˚ and thus
less alternation on the prompt for the same privacy enhance-
ment level. Our previous question is hence answered.

Fig. 4 represents a geometric interpretation of our
prompt re-anchoring strategy. Classical CFG directs ✏̂ away
from unconditional (point A) towards conditional predic-
tions (O for ep, and B, C, D for e˚) as in the left figure.
PR, however, guides ✏̂ from the memorized prediction (O)
towards less or unmemorized predictions with lower mag-
nitude (B, C, D), enhancing privacy, as in the middle figure.

Analysis: Continuous Memorization Diversion with-

out Loss of Efficiency. Although [36] found that mini-
mizing the initial magnitude mT´1 can indirectly reduce
magnitudes in later steps, we observe that the magnitude

can still spike and memorization may still occur later in
the inference process. For example, as illustrated in Fig. 8
(in Supplementary Material), while the engineered prompt
achieves a low magnitude initially, it fails to ensure that this
low level is maintained throughout subsequent inference
steps, potentially leading back to high magnitudes indica-
tive of Stable Diffusion’s memorized outputs. To counter-
act this, the PR strategy can continuously divert generations
away from initially identified memorized conditions (point
O) across the entirety of the inference process as shown
in Fig. 8 (in Supplementary Material). The effectiveness
is also evident from the qualitative appearance of the final
generated image, and its quantitative similarity score as in
Fig. 8 (in Supplementary Material).

3.3. Enhancing Utility Through Semantic Prompt

Search

In this section, we aim to propose a strategy to enhance
utility with minimal privacy cost. Recall that low utility is
primarily due to the increased difference between the user
prompt and the engineered prompt. We suggest conducting
semantic search to find a prompt essp semantically similar to
the original user prompt ep but with a lower risk of mem-
orization, aiming to replace the engineered prompt e˚ that
results in the unsatisfactory trade-off. Eq. (11) is thus fur-
ther re-formulated to the following form after incorporating
semantic prompt search strategy in addition to the prompt
re-anchoring strategy,

✏̂ – r✏✓pxt, e�q ` sp✏✓pxt, epq ´ ✏✓pxt, e�qqs tmT´1†�u
`r✏✓pxt, epq ` sp✏✓pxt, e

ss
p q ´ ✏✓pxt, epqqs tmT´1°�u.

(12)

In Eq. (12), the engineered prompt e˚ from Eq. (10) and
Eq. (11) is replaced by essp . The search is conducted in the
linguistic space to inherently preserve semantics. We use a
large language model (LLM) to find up to ns alternatives to
the user prompt. This search early stops once an alternative
prompt essp ’s magnitude falls below the � threshold. Visu-
ally in Fig. 4 (c), this is equivalent to reaching the target
privacy contour at points B’, C’, or D’. Notably, although
B and B’ lie on the same privacy contour, the utility of B’
is often higher than that of B. Implementationally, if all ns

alternatives result in magnitudes above �, the one with the
lowest magnitude will be chosen.

Analysis: Enhancing Utility with No Privacy Cost.

This semantic search differs from soft prompt engineering
in that the optimization happens in the language space in-
stead of the embedding space. The baseline strategy seeks
to boost utility by minimizing the number of prompt opti-
mization steps, which diminishes the extent of prompt mod-
ifications, significantly undermining privacy as ostensibly
secure prompts may inadvertently produce memorized out-
puts. Conversely, our approach employs a semantic prompt
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Figure 5. Both the baseline approach and our method effectively
inhibit Stable Diffusion from producing memorized images by
minimizing the magnitude in the initial inference step for prompt
“The No Limits Business Woman Podcast”. Nonetheless, our se-
mantic prompt search (SS) strategy, which results in “The Empow-
ered Business Woman’s Podcast”, retains considerably more util-
ity, as demonstrated by the substantially higher CLIP similarities
between the original user text prompt and both our (1) modified
prompt, and (2) ultimately generated image. Qualitative results
further corroborate this finding. mT´1 is the first-step magnitude,
CLIPtxt and CLIPimg refer to the original prompt’s CLIP sim-
ilarity with the modified prompt and the generated image.

search to inherently preserve utility, leveraging the capa-
bilities of Large Language Models (LLM) to navigate the
linguistic space for suitable alternatives. By pinpointing a
substitute prompt in the language space, we keep the se-
mantic similarity and obviate the need to trade privacy for
enhanced utility.

Analysis: Enhancing Privacy with Minimum Utility

Cost. This is also guaranteed by design. As discussed in
Sec. 3.2, the baseline requires significant utility sacrifices to
gain extra privacy. In contrast, the utility impact associated
with our semantic prompt search is limited to the seman-
tic discrepancy between the original user prompt and the
LLM-derived alternative, which is much smaller. Further-
more, when the search yields an alternative prompt devoid
of memorization risks, it effectively represents a significant
boost in privacy for a minimal cost of utility. Geometrically
as in Fig. 4 (c), this means shifting the prediction from O to
D’ with minimum utility cost.

Fig. 5 demonstrate SS’s superiority over the baseline
using a widely-investigated memorized prompt: “The No
Limits Business Woman Podcast”. While the baseline’s
prompt engineering (PE) strategy successfully reduces the
magnitude to 1.15 and prevents memorization, it results in
a significant semantic deviation from the original prompt, as
indicated by low CLIP similarity scores for both the engi-
neered text prompt and the generated image. In contrast, our
SS strategy not only reduces the magnitude further to 0.78,
effectively preventing memorization, but also significantly
improves text alignment. By navigating the linguistic space,
our method finds “The Empowered Business Woman’s Pod-
cast” as a privacy-preserving yet semantically aligned alter-
native.

3.4. Synergy Effect of the Two Strategies

Analysis: Tackling the Limitation of Semantic Search

(SS). In an extreme scenario, SS might encounter a limita-
tion where all ns searched alternatives result in magnitudes
exceeding the set threshold, failing to meet the required pri-
vacy standards. This situation can be geometrically repre-
sented by a movement from point O to B’ in Fig. 4 (c).
However, it’s important to note that even in such cases, the
transition to a lower magnitude contour, where B’ is lo-
cated, still offers a certain degree of privacy enhancement
without additional cost. Further advancements in privacy
(e.g., moving from B’ to D’) can be achieved through our
synergistic application of the PR strategy, which incurs a
smaller utility cost compared to the baseline method. The
right side of Fig. 8 (in Supplementary Material) showcases
the synergistic benefit of utilizing the PR strategy to com-
pensate for the SS strategy’s limitations. In this example,
although SS may not secure an alternative prompt with a
sufficiently reduced magnitude, lowering it from the origi-
nal 7.48 to 6.02 has proved to be adequate for PR to leverage
the original prompt as the new anchor point for steering the
generation away from memorized content effectively.

Analysis: Addressing the Privacy-Utility Dilemma.
For the baseline strategy [36], the dilemma in balancing the
privacy-utility trade-off through adjusting the � hyperpa-
rameter manifests in two ways: opting for a higher � to bol-
ster utility inadvertently raises the False Negative (FN) rate,
leading to potentially unsafe prompts being misclassified as
safe and thus compromising privacy; conversely, selecting a
lower � to enhance privacy increases the False Positive (FP)
rate, resulting in unnecessary modifications to already safe
prompts, thereby reducing utility. Prompt re-anchoring is
tailored to mitigate the privacy repercussions of False Neg-
atives (FN) encountered when users aim to augment util-
ity with a higher �. It achieves this by actively directing
generation away from memorized content, as elucidated in
Sec. 3.2 and depicted in Fig. 4 as a divergence from O. This
approach thus optimizes the privacy-utility trade-off under
such conditions. Semantic prompt search, on the other
hand, aims to alleviate the utility decline tied to False Pos-
itives (FP) when enhancing privacy with a lower �. It con-
ducts a linguistically sensitive search that avoids semantic
degradation, consequently refining the privacy-utility bal-
ance in these scenarios. Employing both strategies syner-
gistically ensures an enhanced privacy-utility trade-off, re-
gardless of whether the user’s priority lies with maximizing
privacy or utility.

4. Experiments

4.1. Evaluation settings

Although our method is designed to enhance the approach
in [36], it can be easily adapted to any recent advance-
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ment of the detection strategy by simply replacing mT´1

in Eq. (12) with alternative detection signals, making PRSS
highly practical and adaptable for future improvements. For
example, a contemporary work [8] introduced the masked
magnitude m1

t (see Eq. (8)), achieving new state-of-the-art
detection performance. The mitigation strategy proposed
by [8] also uses prompt engineering based on the upgraded
detection signal m1

t, offering two key advantages: (1) m1
t

provides a more accurate detection trigger for initiating the
mitigation strategy, (2) it serves as a more effective loss
function than unmasked magnitude, yielding better gradi-
ents for optimizing prompts. These improvements make it
the current state-of-the-art in mitigation. PRSS can seam-
lessly integrate this enhanced detection signal by replacing
mT´1 with m1

T´1 in Eq. (12), producing our best results to
date. For a fair comparison, we re-implement the mitiga-
tion strategy from [8] and evaluate its performance along-
side PRSS. This comparison not only highlights PRSS’s ca-
pability to surpass the most recent state-of-the-art but also
serves as an ablation study, assessing PRSS’s impact since
both methods use the same detection strategy to trigger mit-
igation. Additionally, we produce a version of PRSS that
uses mt as the detection signal, aligning with [36], to further
demonstrate PRSS’s effectiveness in comparison to [36].

We follow the baselines [8, 36] by experimenting on Sta-
ble Diffusion v1-4, using its corresponding prompt dataset
from [34], which contains 500 prompts, over 300 of which
are classified as memorized and organized by different
memorization types. To provide a comprehensive view, we
adopt the settings from [8] and report results for both global
and local memorization prompts separately. We use the de-
fault hyperparameters from [36] to re-implement the detec-
tion and prompt engineering mitigation strategies from [36]
and [8]. For semantic prompt search with LLMs, we use
the GPT-4 model via the OpenAI API, instructing it to gen-
erate up to ns “ 25 semantically similar prompts for each
user prompt. The associated inference time and cost are
minimal, with each alternative prompt generated in approx-
imately 0.9 seconds, costing around $0.02.

Following standard practice in memorization literature,
we use the CLIP score to measure the alignment between
the generated output and the input user prompt, serving as
our utility metric. For privacy metrics, which quantify the
degree of memorization, most studies rely on SSCD-based
scores (see Eq. (5)), reporting metrics such as the average
score, the 95th percentile score, and the percentage of mem-
orized generations, with a threshold of 0.5 commonly indi-
cating memorization. Additionally, [8] proposes a localized
similarity metric (LS, see Eq. (6)) that measures similar-
ity between the generated image and corresponding training
image only within the localized memorization region. We
present comparative results using the widely adopted SSCD
metric in Fig. 6 and Fig. 7, while other metrics, including

Figure 6. Comparison with baselines. Across different detection
signals (m and m1), PRSS consistently achieves superior privacy-
utility trade-offs. The improvement is particularly pronounced in
global memorization compared to local memorization.

LS, are detailed in the Supplementary Material for a more
comprehensive evaluation.

4.2. Comparison with Baselines

As shown in Fig. 6, PRSS consistently outperforms prompt
engineering (PE) in achieving better privacy-utility trade-
offs, regardless of the detection signal used (whether m or
m1). This is visually evident as the red and green lines
(PRSS) lie further in the bottom-right direction compared
to the yellow and blue lines (PE) for both global and lo-
cal memorization scenarios. Notably, PRSS demonstrates
astonishingly large improvements in global memorization
(from the blue line to the green line and from the yellow line
to the red line), while [8] achieves only marginal gains over
[36] in this case (from the blue line to the yellow line and
from the green line to the red line). For local memorization,
although the margin of improvement is smaller, PRSS still
achieves a significant improvement over PE. Specifically,
even using the inferior detection signal m, PRSS (green
line) achieves comparable performance with the method
proposed by [8] (yellow line), which leverages the superior
signal m1. Equipped with m1, PRSS can achieve the state-
of-the-art results (red line). This highlights PRSS’s robust
capability to leverage advancements in detection signals.

4.3. Ablation Studies

Fig. 7 highlights the necessity of both components in PRSS,
as evidenced by the red line lying further in the bottom-right
direction compared to the yellow and green lines for both
global and local memorization scenarios. The synergistic
effect of combining PR and SS as discussed in Sec. 3.4,
is particularly evident in the local memorization scenario,
which aligns with [8]’s observation that local memoriza-
tion poses greater challenges for existing mitigation strate-
gies. Using PR alone effectively enhances privacy but re-
sults in suboptimal utility, while SS alone improves util-
ity but achieves limited privacy protection. Together, they
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Figure 7. Ablation studies of PRSS components. Using PR alone
results in low utility, while SS alone cannot ensure privacy. Com-
bining PR and SS achieves a synergistic effect, delivering the best
privacy-utility trade-off.

leverage each other’s strengths, achieving the best privacy-
utility trade-off. For global memorization, either PR or SS
alone significantly outperforms the baseline. However, their
combination further enhances the trade-off, underscoring
the robustness of PRSS in tackling both global and local
memorization challenges.
5. Related Work

Memorization in Generative Models The phenomenon of
generative models memorizing training data has been ex-
tensively studied across domains, including language mod-
els [3, 4, 15, 16, 18, 20], image generation [2, 10, 11, 21,
22, 33], and video generation [9, 26], due to the significant
privacy and legal risks it poses [5, 14, 29, 37]. Specifically,
in diffusion models, [6, 31, 34] first validated the memo-
rization issue on various models including DDPMs [13, 23]
and Stable Diffusion [28] on datasets include Oxford Flow-
ers [24], CelebA [19], CIFAR-10 [17] and LAION [30].
Further analysis by [32] revealed that Stable Diffusion’s
text-conditioning exacerbates overfitting, making its mem-
orization of LAION particularly problematic. To better un-
derstand memorization, [34] categorized the phenomenon
as Matching Verbatim, Retrieval Verbatim, and Template
Verbatim based on the cause, distinguishing between one-
to-one and many-to-many mappings in text-image pairs,
while [8] classified memorization into global and local
cases, demonstrating the practical significance of this dis-
tinction. In this work, we focus on Stable Diffusion due to
its widespread use, open-source nature, and real-world le-
gal challenges [29]. We adopt the framework of [8] to ana-
lyze both global and local memorization for a more nuanced
evaluation of our proposed strategies.

Detection Strategies for Diffusion Memorization.

Early detection methods required generating large image
sets to estimate density [6] or comparing generations with
the entire training dataset [31], which were computationally
intensive. Recent approaches [27, 36] introduced more effi-
cient one-step detection strategies. [27] detected memoriza-
tion by observing less concentrated cross-attention scores

for memorized generations than non-memorized ones. [36]
proposed using the abnormally high magnitude of text-
conditional noise predictions as a detection signal. Building
on this, [8] incorporated localized memorization masks into
the magnitude computation, offering a more accurate detec-
tion signal and achieving state-of-the-art performance. Our
proposed PRSS approach leverages these detection mecha-
nisms to trigger mitigation strategies. Notably, PRSS can
adapt to any detection method by substituting the indicator
variable condition in its framework. We employ the state-
of-the-art method from [8] for optimal results.

Mitigation Strategies for Diffusion Memorization.

Mitigation strategies have evolved rapidly. Early methods,
such as retraining models on de-duplicated data [6], were
computationally expensive and showed limited effective-
ness. [32] introduced randomness into text prompts or
embeddings but indiscriminately affected non-memorized
prompts, reducing overall utility. To improve on it, [7] pro-
posed to compute the generation’s similarity with the clos-
est training image to engineer the image latent using the
classifier guidance framework. However, this relies on com-
putationally expensive nearest-neighbor searches across the
training dataset. [36] proposed to conduct prompt engi-
neering using the magnitude of text-conditional prediction
as the loss, and [27] proposed to re-weight cross-attention
scores for all tokens in the prompt. They offer improved
utility-privacy trade-offs and achieve comparable perfor-
mance. Most recently, [8] extended these efforts by leverag-
ing localized magnitudes as loss functions for prompt engi-
neering, achieving the best results to date. Our investigation
reveals the limitations in the prevailing method’s privacy-
utility balance. In response, we introduce new mitigation
strategies that achieve more favorable trade-offs.

6. Conclusion and Future Work

This paper introduces a novel PRSS method that consists
of prompt re-anchoring and semantic prompt search as
deliberately designed strategies to mitigate memorization
in diffusion models. Empirical results show that PRSS
demonstrates superior privacy-utility trade-offs over exist-
ing methods. Beyond its effectiveness, PRSS is simple
and efficient to implement. It requires only minor modi-
fications to the CFG equation to update noise predictions
during inference, seamlessly integrating into the inference
pipeline without additional training, fine-tuning, or reliance
on training data. The efficacy of each component is vali-
dated through comprehensive analysis and ablation studies.
A current limitation is that the performance of PRSS, as
well as baseline mitigation strategies, relies heavily on the
accuracy of the detection mechanism. When it fails to trig-
ger accurately, they all revert to the standard Stable Diffu-
sion process, compromising privacy preservation. Thus, im-
proving the detection mechanism’s accuracy in future works
would orthogonally bolster the effectiveness of PRSS.
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Jagielski, Florian Tramèr, and Nicholas Carlini. Counterfac-
tual memorization in neural language models. In Advances
in Neural Information Processing Systems (NeurIPS), 2023.
8

8191


