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ABSTRACT In cloud storage, selectively sharing encrypted data is becoming increasingly important. One
key design challenge is the management of encryption keys. Traditionally, a large quantity of encryption
keys have to be managed by the data owner, and an equally large number of keyword trapdoors must be sent
to the cloud for the purpose of searching over the shared data, which are cumbersome in terms of secure
communication and management. Recently, key-aggregate (searchable) encryption schemes have been
introduced to alleviate the problem. However, they were only designed under the Bilinear Diffie-Hellman
Exponent assumption in the prior works. Lattice-based key-aggregate (searchable) encryption schemes
are valuable, because they have security against quantum computing attacks, average-case to worse-case
equivalence as well as simplicity and potential efficiency. Here we propose a key-aggregate encryption
scheme and a key-aggregate searchable encryption scheme which are both based on a lattice problem (i.e.,
the Learning with Errors problem). Some key techniques are employed during the construction of the
schemes. A basis delegation algorithm is designed to generate the aggregate key without increasing the
lattice dimension. The encryption algorithms of the two schemes are trickily devised to make the encrypted
files decryptable or searchable. To overcome the problem of general matrix multiplication failing to satisfy
commutative law, a hash function is designed by using diagonalizable matrices to make the encrypted file
decryptable and the trapdoor adjustable. We present the schemes’ correctness proof, formal security analysis
as well as performance analysis, which confirm that they are provably secure and practically efficient. To the
best of our knowledge, the former is the first lattice-based key-aggregate encryption scheme and the latter
is the first lattice-based key-aggregate searchable encryption scheme. We also demonstrate their application
to cloud storage for searchable group data sharing by combining the two schemes.

INDEX TERMS Cloud storage, searchable data sharing, key-aggregate encryption, key-aggregate searchable
encryption, lattice-based problem, the learning with errors problem.

I. INTRODUCTION

Recently, could storage has achieved great popularity. Each
day, millions of users upload their personal data (e.g., photos,
videos) or working data to cloud servers and share them with
their friends or colleagues. Cloud storage has attracted wide
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attention because of its great agility, low cost, and global
scalability.

Data privacy is a primary concern in cloud storage. Seri-
ous breaches of personal privacy or business secrets may be
caused by misbehaving cloud operators or malicious hackers.
To address this issue, cryptographic cloud storage [6] has
emerged. In this kind of storage, data is encrypted by the data
owner before being uploaded to the cloud, and encrypted
data can only be retrieved and decrypted by the data owner
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and authorized users. The decryption keys are only kept by
the data owner or the authorized data users and no access
to the original data can be achieved by the cloud operator
employees. One drawback of traditional cryptographic cloud
storage is that it requires the management of a large number
of keys. Usually, a data owner has to generate a pair of keys
for each file and send the corresponding decryption keys for
the files that are to be shared to the intended users. Storage,
management and distribution of a large number of keys can
be very challenging. Partially inspired by collusion-resistant
broadcast encryption scheme [4], Chu et al. [5] introduced
key-aggregate encryption schemes in which an aggregate key
is generated for the authorized user to decrypt all the shared
files. Recently, key aggregate signatures [10], [13], [20], [24]
also have been studied.

In cryptograhphic cloud storage, another challenging
problem is for the authorized user to search the encrypted data
and select the encrypted files which contain target keywords.
To address the issue, a searchable encryption scheme can
be employed. In such a scheme, the data owner encrypts
potential keywords and uploads them to the cloud together
with encrypted data, and later for retrieving data matching a
keyword, the corresponding keyword trapdoor is sent to the
cloud by the authorized user to perform keyword search over
the encrypted data.

Though searchable encryption schemes have been imple-
mented in cryptographic cloud storage, such schemes also
face the problem of cumbersome key management when the
number of users and the number of files are very large [8].
When a data owner shares data with his friends, different
encryption keys are usually required for different files. Man-
agement of those keys can be a real burden. It also implies
that a great number of keys have to be securely transmitted to
authorized users and securely stored and managed by them,
which further complicates the schemes.

Now we recall a range of multi-user searchable encryption
schemes and multi-key searchable encryption schemes which
are related to our work. In a typical multi-user keyword
search scenario, the data owner shares a document with a
number of authorized users and each authorized user can
perform keyword search over the shared document by pro-
viding a trapdoor to the cloud server. Some studies [6], [7],
[9]1, [14], [17]-[19], [27], [28] have combined the single-key
with access controls. In literature the main issue is how to
decrease the number of trapdoors and shared keys. The con-
cept of multi-key searchable encryption scheme was firstly
introduced by Popa and Zeldovich [22] in 2013. In such a
scheme, an authorized user sends a single keyword trapdoor
to the cloud sever to ask for it to search for the corresponding
trapdoor’s keyword in files encrypted with multiple keys.
Unfortunately, aggregate keys are not considered in such
schemes.

Cui et al. [8] proposed the concept of key-aggragate
searchable encryption scheme and exemplified the concept
with a concrete key-aggregate searchable encryption scheme
based on the Bilinear Diffie-Hellman Exponent (BDHE)
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assumption. In such a scheme, a single aggregate key is sent
by the data owner to an authorized user, and a single aggregate
trapdoor is sent by the authorized user to the cloud server to
perform keyword search over the data. It greatly reduces the
cost of key management and secure communication.

Key-aggregate encryption scheme and key-aggregate
searchable encryption scheme can be applied to searchable
group data sharing in cloud storage. In this scenario, there
are two requirements for efficient key management. Firstly,
a single aggregate key (other than a group of keys) should
be sent by the data owner to an authorized data user for
sharing any number of files. In addition, a single aggregate
trapdoor (other than a group of trapdoors) should be sent by
the authorized data user to the cloud server for performing
keyword search over any number of shared files. Though the
key-aggregate encryption scheme in [5] has inspired the work
of [8], the former work only satisfies the first requirement but
not the second.

To our knowledge, neither lattice-based key-aggregate
encryption scheme nor lattice-based key-aggregate search-
able encryption scheme has been known before. It’s very
valuable to construct such schemes because lattice-based
cryptography is resistant to quantum cryptanalysis (as
opposed to discrete logarithm problem or factoring prob-
lem [25]) and has equivalence between average-case hardness
and worst-case hardness. Besides, its conceptual simplicity
and potential efficiency are also prominent advantages.

Until now, several lattice-based public key encryption
schemes with keyword search have been proposed (e.g., [11],
[27], [30]). In addition, Agrawal et al. [1] proposed hierarchi-
cal identity-based encryption (HIBE) schemes by presenting
a technique for delegating a short lattice basis. Moreover,
proxy-oriented identity-based searchable encryption schemes
from lattices have been introduced to alleviate the data
owner’s encryption processing burden and to eliminate the
cost of managing certificates [29]. However, none of them
can be used directly to construct key-aggregate (searchable)
encryption schemes mainly because matrix multiplication
does not satisfy commutative law in general and it is difficult
to design the Encrypt algorithm and the aggregate key (and
the aggregate trapdoor) from lattice.

A. OUR CONTRIBUTIONS AND TECHNIQUES
In this paper, we initially investigate the design of
key-aggregate encryption scheme based on the Learning with
Errors problem. In such a scheme, a message is encrypted
under a public-key as well as an identifier (i.e., an index) of
the file which the message belongs to. The master secret key
is used by the data owner to generate an aggregate decryption
key. Any subset of encrypted files is decryptable by the
aggregate decryption key. The aggregate decryption key is
as compact as a decryption key of a single encrypted file, but
aggregates the decryption power for any subset of encrypted
files.

However, a key-aggregate encryption scheme can’t achieve
the goal of searching over the encrypted files. It inspires

164545



IEEE Access

Y. Yao et al.: Lattice-Based Key-Aggregate (Searchable) Encryption in Cloud Storage

us to design a key-aggregate searchable encryption scheme
based on the Learning with Errors problem. In such a scheme,
a single aggregate key is distributed by the data owner to an
authorized user when sharing multiple files, and a single
aggregate trapdoor is submitted by the authorized user to
perform search queries over the data shared by the data owner.

Note that though the lattice-based key-aggregate encryp-
tion scheme provides an insight into the design of lattice-
based key-aggregate searchable encryption scheme, the latter
requires much more complex mathematical transformation to
perform trapdoor generation and keyword matching as well as
keyword encryption.

More specifically, our main contributions and techniques
are as follows:

« We design a key-aggregate encryption scheme under
the hardness assumption of the Learning with Errors
problem. As far as we know, this is the first lattice-based
key-aggregate encryption scheme until now.

o We design a key-aggregate searchable encryption
scheme based on the Learning with Errors problem.
To the best of our knowledge, no key-aggregate search-
able encryption scheme based on a lattice problem has
been proposed in previous literature.

« Partially inspired by the lattice-based hierarchical IBE
[1] and public key encryption with keyword search [11],
we propose several techniques to design the two
schemes.

— Inorder to obtain an aggregate key, the set S of files’
indices is mapped to a multiplication of |S| matrices
so that the aggregate key, which is a short lattice
basis, can be obtained without increasing the lattice
dimension.

— The encryption algorithms of the two schemes are
designed trickily such that the encrypted files can
be decrypted or searchable.

— To deal with the problem that general matrix multi-
plication fails to satisfy commutative law during the
construction, we design a hash function by using
diagonalizable matrices and discuss their equiva-
lence property so that the file decryption keys can be
derivable from the aggregate key and the trapdoor
can be adjustable.

o We prove our schemes’ correctness, and present formal
security analysis and performance analysis, which con-
firm that our schemes are provably secure and practi-
cally efficient.

o« We also present their application to cloud storage
for searchable group data sharing by combin-
ing the key-aggregate encryption scheme with the
key-aggregate searchable encryption scheme.

Because our schemes are based on a lattice problem,
they have security against quantum computing attacks and
average-case to worst-case hardness equivalence. In addition,
they have the merits of conceptual simplicity and potential
efficiency.
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B. ORGANIZATION

In Section II, we review some notations, concepts and lem-
mas that will be used in the paper. In Section 111, we review
the concept of key-aggregate encryption scheme, propose a
concrete construction of key-aggregate encryption scheme
based on the Learning with Errors problem, and analyze
its correctness and security. Then in Section IV we review
the key-aggregate searchable encryption scheme frame-
work, design a concrete key-aggregate searchable encryption
scheme based on the Learning with Errors problem, and
analyze its correctness and security. In Section V, we show
the performance analysis of our schemes. In Section VI,
we show how the combination of the two schemes is applied
to cloud storage for searchable group data sharing. Finally,
we conclude the paper in Section VII.

Il. PRELIMINARIES

For a positive integer n, denote [ n] {1 2,...,n}. For
x € R, let | x] be the closest integer to x. C0n51der an ordered
setS = {sy, ..., sx} in R™, the elements of which are linearly
independent (column) vectors, the norm of S is defined by

IS “ maX;efx) IIs;ll, and denote S as the Gram-Schmidt
orthogonalization of S. For any A € Zp" and u € Zg,

denote AJ-(A) = {x e Z" : A-x = 0 mod q} and
Ag(A) Y (xeZ":A -x=umod q}.

o v
For a distribution W over the set D, let d < D represent
sampling d according to W over the set D. In particular, let

d Zp represent sampling d according to the uniform
distribution over the set D.

For a real number « € (0, 1) and a prime ¢, let X be
a normal random variable, the mean and standard deviation
of which are 0 and «/+/27 respectively, and let W, be the
distribution over Z, of the random variable |gX] mod q. Let

SR “ Jnloggq - w(/logm). Denote Dym g, as the discrete

Gaussian distribution over Z"™ with parameter sg and center

def __exp(=n|zl*/sp)
Y exp(—lIx|I?/s3)

xezZm

0, then it can be seen that Dzm ,(z) = for

every z € Z".

A matrix R e Z™"™ is called Zg-invertible if
R mod ¢ is invertible as a matrix in ZZ”(’”. Let Dy
be the distribution over matrices in Z™*™ defined as
(Dzm 5)" under the assumption that the resulting matrix is
Zg-invertible. Further, let D, , be the distribution over
matrices in Z™*™ defined as (Dzn s,)™ under the assumption
that the resulting matrix is Zg-invertible and diagonalizable
n mem'

Definition 1 (See [23]): Consider a positive integer n,
a prime q, and a distribution A over Z,. For a vector s € Zg,
denote As ) as the distribution over ZZ x ZLq obtained by
choosing a uniformly random vector a from ZZ and outputting
(a, a’'s + b) where b is a sample drawn from the distribution
A. The (Zy,n,X) — LWE (Learning with Errors) problem
is to distinguish between the distribution As ) (for constant
random secret key s € Zy) and the uniform distribution
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over ZZ x L4 conditioned on oracle access to any desired
m = poly(n) samples.

Regev [23] showed that if there exists an efficient (and pos-
sibly quantum) algorithm for solving the (Zy, n, W, )—LWE
problem where @ € (0,1) and ¢ > 2./n/a, then an effi-
cient quantum algorithm can be employed to approximate
the decision version of the shortest vector problem and the
shortest independent vectors problem, to within some factors
(i.e., 5(11/05)) in the /; norm.

Lemma 1 (See [1], [12]): Let 'y q:—“ Z? and let e be a
certain vector in Z™. Then the quantity |e!y| which is an
integer in [0, g — 1] has the following property. With all but
negligible probability in m,

e’y < llell - ¢ - & - w(y/logm) + |le|| - v/m/2.

The proof can be found in the counterpart of Lemma 8.2
in [12]. The above lemma will be used to show that our
decryption can work correctly.

Lemma 2 (See [1], [2]): Let q > 3 be odd. There
exists a probabilistic polynomial-time (PPT for short) algo-
rithm GenBasis(1"; 1; q) that, for poly(n)—bounded m >
Cnlog g, where C is a fixed constant with C > 1, generates
A € Zg*" and'T € Z"*" satisfying the following properties.

(1) The statistical distance between the distribution A and
uniform distribution_is within negl(n). T is a basis of
Az @A) with | T|| < L = 0(v/nTog g).

(2) Suppose a Zy-invertible matrix R € is sampled
Jrom Dyxm ( or a product of such), and s satisfies s >
IT| - sgy/m - w(og®?m) (or s > |T|| - (sga/m -
a)(logl/2 m))l - w(logm) if R is a product of | matri-
ces sampled from Dy, «m). Then there exists an efficient
algorithm BasisDel(A, R, T, s) that generates a basis of
AL(AR Y which is denoted as T'.

3) Assume that Ty, is a basis ofAJ-(AR Y with | Tar |l <
s/w(/Togm). Then the dtstrzbutton T is statistically
close to the distribution RandBasis(T,,,s), where
RandBasis(T,,, s) is _a PPT algorithm that outputs a
basis T" such that |T”|| < s«/m with overwhelming
probability.

Zme

The above lemma shows that (1) a matrix A statistically
close to uniform distribution over ZZX’" and a short basis can
be produced by a PPT algorithm GenBasis(1"; 1™; g), (2)
there exists a basis delegation algorithm without increasing
the dimension of the underlying matrix, and (3) the algorithm
BasisDel generates a random basis of AJ-(AR_I) which is
statistically close to a random basis of AL(AR 1) whose
Gram-Schmidt norm is bounded by a functlon of ||T||

Lemma 3 (See [12]): Assume that ¢ > 3 and A € Z"X’”
where m > n. Assume that T is a basis of AL(A) and T >

|T|| w(/logm). Then foru € 7,

(1) Prid~ DAu(A) Al > T/m] < negl(n);
(2) there exists a PPT algorithm SamplePre(A, T, u, )
which outputs d € Ag(A) sampled from a distribution
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that is statistically close to D AY(A). T whenever A}I'(A)
is not empty.

Assume that the hash function H is defined as follows.

H:{0,1} = Z™" i+ H@G) ~

m><m

Namely, the output H (i) is distributed as D,,.,, over the
choice of the random oracle H.

Similar to [15], [26] that defined the concept of diagonal-
izable matrix in R™*”, we say that a square matrix H € Z"*™
is Zq-diagonalizable whenever there is a Z,-invertible matrix
P such that P~ !HPis a diagonal matrix in Z™*™, and we have
the following theorem.

Theorem 1: A square matrix H e Z"™" is Z4-
diagonalizable if and only if H has m linearly independent
eigenvectors in Z’qn.

Proof: *“==" Assume that there is a Zg-invertible
matrix P such that P~'HP is a diagonal matrix in Z"*™. Let

= (p1 P2 - Pm)- Then

m

H(pl p2 - pm)

M 0 0 0

0 %) 0 0
= (P1P2 - Pm) 0 0 0

0 0 0 An
= (A1P1 A2P2 .- AmPm)

Therefore, Hp; = A;p; holds foreachi € {1, 2, ..., m}. Since
P is a Zg-invertible matrix, pi, p2, ..., pm are m linearly
independent eigenvectors of H.

“<=" Assume that p{,p2, - ,pPm € ZZ’ are m lin-
early independent eigenvectors of H. Then for every i €
{1,2, ..., m}, we have that Hp; = A;p;. Therefore,

H(pi p2 - Pw)

= (Hp; Hp> --- Hpy)
= (A1p1 22P2 -+ - AmPm)
A1 0 0 O
0 A 0 o0
=@ip-p)| 0O 0 0
0 O 0 An
For simplicity, let P = (p; p2 --- pm). Then
A0 0 O
0 A 0 O
gp=p| 0 o --- 0 O
0 0 0 An
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Setup — params

Cloud

Encrypt( pk i =

I-l]

for i € {1,2,3,4,5)

Keygen - (vk, msk) Aggregate Key K, 55, {1.2,5}

AV /=
Authorized Data User

1
earyptkzo 25 D I
for i€ {1,2,5)

FIGURE 1. Framework of key-aggregate encryption scheme.

Data Owner

Extract(pk, msk, {1,2,5) = Ky, 5,

That is,
Aa 0 0 O
0 A 0 O
0 0 - 0 Ap
Therefore, H € Z™*™ is Z,-diagonalizable. |

In the reminder of the paper, we introduce a function G as
follows.

For any sample H from the distribution D), ., compute
n linearly independent eigenvectors pi, p2, ..., Pm € Z;" of
the matrix H such that Hp; = A;p; foreachi € {1,2,...,m}.

LetP = (p1 p2 ... Pm)- Assume that P is sampled from the
distribution Dj, ... Let
Aa 0 0 0
0 X 0 0
GH) =P 'HP=| 0 0 0 0
0 o -+ 0 ip

It can be easily seen that G(H) is still Z,-invertible.

lIl. KEY-AGGREGATE ENCRYPTION SCHEME
Key-aggregate encryption scheme was firstly proposed by
Chu et al. [5] in 2014. In a key-aggregate encryption scheme,
amessage is encrypted not only under the data owner’s public
key but also under an identifier (i.e., an index) of the file
which the message belongs to, an aggregate decryption key
for a flexibly chosen set of ciphertexts is generated by the
master secret key holder (in other words, the data owner)
and sent to authorized users through a secure channel such as
secure emails or secure devices. In the scheme, any encrypted
file whose index is in S can be decrypted by the authorized
user but any encrypted file whose index is outside the set S
remains confidential.

A. KEY-AGGREGATE ENCRYPTION FRAMEWORK
Recall the key-aggregate encryption framework [5] (also see
Figure 1) as follows.

164548

« Setup(1”, N): This algorithm is initially run by the data
owner or cloud sever. On input of a security parameter 1”
and the number of files N, it outputs the public param-
eters params. For simplicity, the public parameters are
omitted from the input of the following four algorithms.

« Keygen: This algorithm is run by the data owner to
generate one pair (pk, msk) that consists of public key
pk and master secret key msk.

o Encrypt(pk, i, b): This algorithm is run by the data
owner. On input of a public key pk, i denoting the index
of the file the message b belongs to, and the message b,
it outputs a ciphertext C. Note that the index i and the
encrypted file can be sent to the cloud server.

« Extract(pk, msk, S): This algorithm is run by the data
owner. On input of the public key pk, the master secret
key msk, and a set S! of files’ indices, it outputs the
aggregate key Kg. Then the aggregate key Ks and
the set S are sent by the data owner to the authorized
user.

o Decrypt(Ks, S,i,C): This algorithm is run by the
authorized user. On input an aggregate key Kg, a set
S of the files’ indices, i denoting the index of the file
which the decryption of the ciphertext C belongs to, and
C, it outputs the decrypted result bifi e S.

Correctness of the above scheme demands that for any
integer N, any set S C {1, 2, ..., N}, any security parameter
1", any index i € S, and any message b, it holds that

Pr[Decrypt(Ks, S, i,C) = b : params <« Setup(1", N),
(pk, msk) < Keygen, C < Encrypt(pk, i, b), Ks <«
Extract(pk, msk, S)] = 1 — negl(1", N).

B. KEY-AGGREGATE ENCRYPTION SCHEME BASED ON
THE LWE PROBLEM
Partially inspired by the construction of hierarchical IBE
scheme based on the LWE problem [1], we propose a
key-aggregate encryption scheme as follows.

Scheme 1:

o Setup(1”, N): This algorithm takes as input a security
parameter 1”, the number of files N, and derives the pub-
lic parameters params = (N, g, m, n,Z,H,G, SR, @)
where the prime ¢ = poly(n), m > 2nloggq, L =
O(y/nlogq), sg = +/nlogq - w(y/logm), and 5g =
sg - /m - w(log'/? m) = /mnlogq - w(log m).

« Keygen: Invoke GenBasis(1"; 1"; g) to output a uni-
formly random matrix A € Z”X’” and a short basis
of Al(A) denoted as Tpo € Z'"X’" Generate a uni-
formly random vector ug € Z" Let pk = (A, up), and
msk = Ty.

o Encrypt(pk, i, b):

— LetF; = A[G(H()]™

1 nxm
€ Zq .

n the remainder of the paper, we assume that there exist at least two
elements in S for simplicity.
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— Foranindex i € {1,2,..., N} and a message bit
b € {0, 1}, choose a uniformly random vector s g

. . \I’(Z \I’I’Jn
ZZ, pick small noise values x < Zg and y < ZZ’.
Generate the ciphertext as follows.

C=(co, 1) = (ugS+x+b[g1,F,~Ts+y).

« Extract(pk, msk =Ty, S):

- LetRs = [[IG(H ()] € Z™™.

ieS

- LetFg = ARg' €z,

— The aggregate key is computed as Kg <«
BasisDel(A, Rg, Ty, ss), which is a short random
basis of A;-(FS). (It should be noted that ss >
ITall - 5R)'" - w(log m) by Lemma 2.)

o Decrypt(Ks, S,i,C = (cp,c1)): If i ¢ S, then output

L. Otherwise, the following steps should be taken.
- LetRg = [[IGEH())].
jes
- LetFs = ARS' andRs_iy = [] [GEH()].
JES j#i

— Compute K; < BasisDel(Fg, Rgl_m, Ks, 55_11))-
(It should be noted that 55 > | Ks]| - Gr)!°I~! -
w(logm) according to Lemma 2.)

— Compute F; = A[G(H(i))]".

— Bvaluate d; <« SampIePrS(Fi, K;, up, 7). (It
should be noted that v > | K| - w(y/logm) by
Lemma 3.) Hence, F;d; = uyp.

- Compute b =c¢o—d! ;. If [b] > %, then output 1.
Otherwise, output 0.

Remark 1: In the Decrypt algorithm of the above scheme,
in order to compute K; < BasisDel(Fg, Rgl{i}, Ks, Q_{T}),
commutative law between matrix multiplication is needed,
but in general matrix multiplication fails to satisfy commu-
tative law. To overcome the difficulties, we introduced a hash
function H and function G by using diagonalizable matrices
so that the file decryption keys can be derivable from the
aggregate key.

C. CORRECTNESS
To keep the correctness of the scheme, the parameters should
be as foll%wls;v »
Letss < L - 57)'S! - w(logm). By Lemma 2 (1), | Tall <
L = O(y/nTogq). Hence, ss = |Tall - Gp)°! - w(logm).
Since Kg <« BasisDel(A, Rg, Ta, ss), we get that |[Kg| <
ss+/m with overwhelming probability by Lemma 2 (2) and
(3) where

ssv/m =L -G - w(logm) - /m
= O(nlogq) - Gp)'°' - w(logm) - /m
= O(nlogq) - (nlogq)* - (/m - w(logm))SI*.

——— d .
Let ss_(; =4 ss/m - GRS - w(logm). Since K; <«
BasisDel(Fs, Rg" (o Ko, 55—, we get that |Kif| <

55_(1j+/m with overwhelming probability by Lemma 2 (2)
and (3).
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Let © ¥ Ss_@y/m - o(J/logm). Since d; <
SamplePre(F;, K;, ug, 7), we get that ||d;|| < t./m with
overwhelming probability by Lemma 3.

Let n’ > [logq] = O(logn), m = [6 n'*%] = O(nlogn),
andg = m’ ~a)(log5 n). (See Section 4.2 of [1] for the detailed
analysis.)

Correctness :

It can be easily seen that

co—dle; = ugs—i—x—i—bL%J —dT (s +y)
=x+bL%J —dy.

. 1 _\pym
. Since .q > 51:(1?1+ D,a < PN TR PANITTR a.nd)( = \l’.a,
just as discussed in the proof of Theorem 7.1 in [12], with

overwhelming probability, we have that |x —dy| < £.
o When b = 0, with overwhelming probability we have

q
leog—dle| = x —dly| < e

e« When b = 1, with overwhelming probability we have

9, 4 _4q
2] -

q
lco —d¢eq| > 51 —x—dlyl>T 1=

D. SECURITY ANALYSIS

Theorem 2: Assume that Ais a PPT adversary that attacks
the above scheme, when H is modeled as a random oracle.
Let Qy is the number of H queries made by A and N be the
number of files. Then there is a PPT algorithm B that decides
LWE such that

o If A is a selective adversary (INDr-sID-CPA) with
advantage €, then ¢ < LWE-adv[B].

o If A is an adaptive adversary (INDr-ID-CPA) with
advantage €, then ¢ < LWE-adv(B] - (NQZ) +
negl(1*, N) where LWE-adv[B] is with respect to the
parameters (L, n, W,) in Scheme 1.

Proof: The proof is similar to that of Theorem 5 in [1].
It is omitted for simplicity. |

IV. KEY-AGGREGATE SEARCHABLE ENCRYPTION
SCHEME
Consider the case where any group of selected files can be
shared with any group of users. In traditional searchable
encryption schemes, the desired flexibility requires different
encryption keys to be used for different files. However, this
implies that it’s necessary for the data owner to securely send
to authorized users a large quantity of keys for encryption
and search if necessary, and it’s necessary for the authorized
users to securely manage the received keys, and submit an
equally large number of keyword trapdoors to the cloud for
the purpose of searching over the shared data. It’s impracti-
cal from the aspects of secure communication, storage, and
complexity.

The concept of key-aggregate searchable encryption
scheme has been proposed by Cui et al. [8]. In the scheme,
every keyword is encrypted not only under the public key, but
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Test,
Setup = params (Test (\ (\
I ]

Cloud

|

for i €{1,2, N}

Trapdoor, {1,2,+J}

Keygen - (pk, msk)%

Data Owner

o~
Aggregate Key Kiy 5.5 123} < .
‘iy), Il
\ i Vo

Authorized Data User
Extract(pk, msk, {1,2,~J}) = Ky 5.3

FIGURE 2. Framework of key-aggregate searchable encryption.

also under the identifier of the file, the data owner only needs
to generate and send one aggregate key for a large number of
shared files to an authorized user, and the authorized user only
needs to submit one aggregate trapdoor to the cloud server.

A. KEY-AGGREGATE SEARCHABLE ENCRYPTION SCHEME
FRAMEWORK

Recall the key-aggregate searchable encryption scheme
framework [8] which consists of seven algorithms (also see
Figure 2) as follows.

« Setup(1”, N): This algorithm is initially run by the data
owner or cloud sever. On input of a security parameter 1”
and the number of files NV, it outputs the public param-
eters params. For simplicity, the public parameters are
omitted from the input of the following six algorithms.

« Keygen: This algorithm is run by the data owner to
produce one pair (pk, msk) that consists of a public key
pk and a master secret key msk.

« Encrypt(pk, i, w): This algorithm is run by the data
owner. For each file index i and keyword w, it generates
the keyword ciphertext C;.

« Extract(pk, msk, S): This algorithm is run by the data
owner. On input of the data owner’s public key pk,
master secret key msk and a set S of files” indices,
it outputs the aggregate key Ks. Then the aggregate
key Ks and the set S are sent by the data owner to the
authorized user.

« Trapdoor(pk, Ks, S, w): This algorithm is run by the
authorized user. On input of the data owner’s public
key pk, the aggregate searchable encryption key Kg,
the set S of files’ indices, and a keyword w, it outputs
an aggregate trapdoor Tr. Then the aggregate trapdoor
Tr and the set S are sent to the cloud server by the
authorized user.

o Adjust(i, S, Tr): This algorithm is run by the cloud
server. On input of the target file’s index i, the set S of
files’ indices, and the aggregate trapdoor Tr, it outputs
a trapdoor Tr; for the target file with index i € S.

o Test(i, S, Tr;, C;): This algorithm is run by the cloud
server. On input of the target file’s index i, the set S
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of files’ indices, the trapdoor Tr; for the target file with
index i € &, and the keyword ciphertext C;, it outputs
true (or ““1””) or false (or “0” ) to denote whether the file
with index i contains the keyword w.

B. KEY-AGGREGATE SEARCHABLE ENCRYPTION SCHEME
BASED ON THE LWE PROBLEM

Now we propose a key-aggregate searchable encryption
scheme based on the LWE problem as follows. As far as we
know, this is the first lattice-based key-aggregate searchable
encryption scheme.

Scheme 2:

o Setup(1”, N): This algorithm takes as input a
security parameter 1”7 and the number of files N,
and produces the public parameters params =
(N,q,m,n, Hy, H, G,Z,ﬁ, «) where the prime ¢ =
poly(n), the dimension m > 2nlog g, the hash function
Ho : {01} — Z!.L = O(y/nlogg), and 5 =
sg - /m - w(log'/? m) = /mnlogq - w(log m).

« Keygen: Invoke GenBasis(1”; 1™; ¢) to output a uni-
formly random matrix A € Z"X’" and a short basis of
AJ-(A) denoted as Ty € Z’"X’” Let pk = A, msk =
TA

« Encrypt(pk, i, w): Compute u = Hp(w) and R; =

v

G(H(i)). Select a uniformly random vector s -

a0
. ‘I"o( \I}m
Choose small noise values x; < Zg,, and y; Z’".
Compute
T —I\T —I\T
ci=u -s+x, ¢ =(AR; ) -s, ¢z =R;) -y

Output the keyword ciphertext C; = (¢;1, €2, €;3)-
« Extract(pk, msk = T, S):
- LetRs = [[ G(H()) € Z™™.
ieS

- LetFs = ARg' e Z>m.

— The aggregate key is computed as Ks <«
BasisDel(A, Rg, Ta, ss), which is a short random
basis of AL(FS) (It should be noted that ss >
ITall- GRS - w(logm) by Lemma 2.)

Then (Kg, S) is sent to the authorized user by the data
owner, and hence the keyword search right is delegated
to the authorized user.
« Trapdoor(pk, Ks, S, w):
— Compute u = Hyp(w).
- LetRs = [[ G(H()) € Z2™™.
ieS

— Lete « SamplePre(ARS ,Ks, u, ). (It should
be noted that t” > ||Kg| - w(+/log m) by Lemma 3.)
Let the trapdoor Tr = e.

Then (Tr, S) is sent to the cloud server by the authorized
user.
« Adjust(i, S, Tr): LetR; = G(HU')) foreachj e S — {i}.
Compute Tr; = ( [] R_ )-e.
jeS—{i /
o Test(i, S, Tr;, C)): Let{ R, = G(H(])) for eachj € S.
Compute §; = ¢;1 — Tr - Cpp — Tr - pub - ¢;3, where
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pub = (][] Rj)T. (It should be noted that the value pub
jes

can be computed only once for efficiency.) If §; < ﬁ—{,

it outputs true (or “1°*). Otherwise, it outputs false (or

“07).

Remark 2: The construction of Encrypt(pk, i, w) is tricky.
In fact, we have attempted two approaches below to construct
the Encrypt algorithm. The values u, R; for each j € &,
s, x; and y; are the same as the counterparts in the above

construction.

o Approach 1: If the ciphertext is defined as ¢;; = u’ -

S+ x;and ¢p = (AR;I)T -S +y;, then
Si=cy—Tr! -cp
=u's+u—[C [T R7D-eff
jeS—{i}
TARH s +yi]
=ul s+x—ul -s—[( H Rj_l)-e]T'yl'
jeS—{i}
=x—[C [ RD-e" -y,
jeS—{i}

where e’ - (]] Rj_l)T AT =T,

jeS
It’s difficult %or us to show an upper bound for |§;]
i —1C [T R7D-el” -yil.
jes—{i}

o Approach 2: In order to reduce the length of the cipher-
text, we have attempted to define the ciphertext as C; =
(ci1, e2) = (u -s+x;, (AR -5+ TRy

€co—yl

Unfortunately, S must be introduced ajs an %Iiput of the
algorithm Encrypt, which is weaker than the construc-
tion model of [8], because the data owner would lose the
ability to share any set of files.

Remark 3: In the Test algorithm of Scheme 2, in order to
compute §; = ¢;; — Trl.T -Cip — Trl.T - pub - ¢;3, commutative
law between matrix multiplication is needed, but in gen-
eral matrix multiplication fails to satisfy commutative law.
To overcome the difficulties, we introduced a hash function
H and function G by using diagonalizable matrices so that the
trapdoor is adjustable and the Test algorithm holds.

C. CORRECTNESS
To keep the correctness of the scheme, the parameters should
be as foll%w.s;v .
Letss < T - 57)'S! - w(logm). By Lemma 2 (1), | Tall <
L = O(y/nTogq). Hence, ss = |Tall - Gp)°! - w(logm).
Since Kg < BasisDel(A, Rg, Ta, ss), we get that |[Kg| <
ss+/m with overwhelming probability by Lemma 2 (2) and
(3), where

ssv/m =L - " w(logm) - /m
— O(nlogq) - (nlogq)'> - (/m - w(log m)) S+

d . _
Lett’ i ss/m-w(y/Togm). Since e <« SamplePre(ARsl,
Ks, u, /), we get that |le|| < 1’ /m with overwhelming
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probability by Lemma 3, where

Let n® > [logq] = O(logn), m = [6 n' %] = O(nlogn),
andg = md -a)(log5 n). (See Section 4.2 of [1] for the detailed
analysis.)

Correctness :

If (ci1,cn,c3) = Encrypt(pk, i,w), and Tr; =
Adjust(i, S, Tr) where Tr is the trapdoor generated by the
algorithm Trapdoor(Kgs, S, w), then

8 = ¢ —Tr! -cp—Trl -pub-c;3

1

=u's+xi— [ [T R7D el -ARTHT s

jes—{i)
1 [T ®H-e" - [R)" R -y
jeS—{i} jesS
=ul s+x—el -(HR;I)T AT s —eT - yi
jesS
= uT-s+xi—uT-s—eT~yi

T
=X —e€ -y

Since ¢ > 5t'(m+1),a < m,andx =,
just like what have been discussed in the proof of Theo-
rem 7.1 in [12], we have that |§;| < % with overwhelming
probability.

The correctness proof above means that each user knowing
the aggregate key can perform a successful keyword search.

D. SECURITY ANALYSIS
In what follows, we will prove several security properties of
our scheme.

Theorem 3: Even if the cloud server colludes with a mali-
cious authorized user, a keyword search can not be performed
by them over any file which is not in the scope of the autho-
rized user’s aggregate key.

Proof: Under the assumption, an attacker .A may pos-
sess the knowledge of both a malicious authorized user and
a curious cloud server. A aims to perform keyword search
over a file which is not in the scope of his (or her) aggregate
key. Assume that the index of the target file is i. Without
loss of generality, assume that i is contained in a subset S’
and the attacker A has the aggregate key with the file index
set S. After receiving the trapdoor Tr = e where e <«
SamplePre(ARgl, Ks, u, 7’), the attacker A may take the
target set S’, where i € S’ buti ¢ S, as the input of the
Adjust algorithm in order to generate the adjusted trapdoor.
Correspondingly, assume that Tr; = ( [] Rj_l) -e. We

€S’ —{i
discuss in two cases below. ! v

« If the value pub is generated by the wrong set S’, then
51 = Cj1 — Tl‘l-T - Cp — TI‘IT . pllb - Ci3
=u’-s+x—[C [T R7D-el" - (ARTHT -5
jeS'—{i}
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—1C [T &D-ed” - (J[R)" ®RH" -y
jeS’ —{i} jes’

(IR DT -AT s —e -y

jes’

=u’-s+x—el

« If the value pub is generated by the original set S, then

8 = ¢ — TriT -Cpp — TriT -pub - ¢;3
=u’ s+x—[C [T RD-el" - ARTH s
jeS' =i}
¢ [T ®H-ea” - J[R)" - ®RH -y
jeS’ —{i} jeS
T~s+x,-—eT-(HR]._I)T-AT-S—eT~
jeS’
CIT &5 [T &%H"-w
jeS’ —{i} jeS—{i}

Since e <« SamplePre(ARS ,Ks, u, r "), it can be easily
seen that (ARS )-e = u, thatis, (A ]_[ R ) e = u. Since the

attacker A does not have the aggregate key of the file index set
&', we get that Rg # R from the Extract algorithm. (It can
be easﬂy seen by reduction to absurdity.) Correspondingly,
IR # [T R
jeS jes’

Similar to the analysis of Section 3.1 in [11], from the
randomness of u, e, s, and R; for each j € &', it can be seen

that u’ -s —e” - ([T R” )T AT . s is a random vector in
jes’
Z4. Namely, |5;] is random over [0, g]. Correspondingly, the
Test algorithm will output false (or “0”’) with probabrhty I
for any file with index i ¢ S. O
The following theorem says that even if the attacker has
obtained an aggregate key for a set of files, given another set
of files, the attacker can’t generate a new aggregate key.
Theorem 4: A new aggregate key can not be produced by
the attacker for any new set of files from the known aggregate
key.

Proof: Assume that the attacker 4 has an aggregated
key Ks with the index set S of the files from a data owner.
A may try to generate a new aggregate key for a new set S’
of files of the same data owner. In order to generate the new
key, from the Extract algorithm, the owner’s master secret key
T4 should be obtained. Thus .4 is unable to produce the new
aggregate key Kg. 0

Assume that the cloud server is curious and the authorized
users are malicious. The cloud server knows the stored key-
word ciphertexts, the submitted trapdoor, etc. The malicious
authorized user may own an aggregate key Kg, and he (or
she) can perform keyword search over a set S of files. We pro-
pose the following theorem.

Theorem 5: Query privacy can be achieved by our
key-aggregate searchable encryption scheme.

Proof: Our scheme can be proved to achieve query
privacy from three claims below.
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Claim 1: The keyword in a query can not be determined

by an attacker from the submitted trapdoor.

Proof: Assume that an attacker A knows the sub-
mitted trapdoor Tr = e and the file set S, where e <«
SamplePre(ARgl, Ks, H(w), T/), and tries to determine the
keyword in a query. A may succeed only when the aggregate
key Ks can be guessed by A. In order to compute Kg,
the attacker must obtain the data owner’s master secret key
Ta, which is kept secret. Thus, the attacker can’t achieve this
goal. O

Claim 2: The keyword in a file can not be determined by

an attacker from the related public information and the stored
keyword ciphertext.

Proof: Assume that an attacker .4 may try to learn
the keyword with the knowledge of the public parame-
ters params = (N, q,m,n, Hy, H, G,Z,ﬁ, «), the public
key pk = A, and the stored keyword ciphertext C; =
(ci1, €, ¢3) = (' -s+x;, (AR D -5, R DT - yi). Amay
try to do two kinds of attacks below.

« The attacker .4 may try to obtain the value s from the
knownep = (AR; ) -sande;3 = (Rl._l)T-yi. However,
as A, sand R; = H (i) for each i are all uniformly random
in the random oracle model, A can’t compute the value
S.

« The attacker .A may try to compute Ho(w), because when
A obtains the value Hy(w), A will determine whether the
keyword is in the file. Note that u is uniformly random
in the random oracle model. From the LWE assumption,
¢;1 is uniformly random over Z,. Thus, the attacker .4
can’t achieve this goal.

In brief, the attacker can’t determine a keyword from the

related public information and the stored keyword ciphertext.
J

Claim 3: The keyword in a query can not be determined

by an attacker from the Adjust algorithm.

Proof: Recall that the output of the Adjust algorithm
isTr; = ( ] R_ ) - e, which is obtained by multiplying

jes—tiy
the trapdoor Tr = eby ( [[ Ry 1. Since ( ]

. jeS—{i} jes={iy
be easily computed by the attacker, the algorithm provides no

help for the an attacker A to determine a keyword from the
trapdoor. Combining the above fact with Claim 1, we get the
result. O

U

RJT ) can

V. PERFORMANCE ANALYSIS

In cloud storage systems, the main factors that affect the
performance of the key-aggregate encryption scheme and the
key-aggregate searchable encryption scheme are communi-
cation overhead and computational complexity [16]. In this
section, we provide performance analysis of our schemes and
other related ones.

A. COMMUNICATION OVERHEAD
For the key-aggregate encryption scheme, the communica-
tion overhead mainly depends on the ciphertext size and the
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TABLE 1. Communication overhead comparison of key-aggregate
encryption schemes.

Schemes [CCT+14] Scheme 1
Ciphertext size 2Lg + Lg, | (m+1)logg
Aggregate key size Lg ssv/m
Hardness Assumption BDHE LWE

TABLE 2. Communication overhead comparison of key-aggregate
searchable encryption schemes.

Schemes [CLW16] Scheme 2
Ciphertext size 2Lg + Lg, | (2m+1)logq
Aggregate key size Lg ssyv/m
Trapdoor size Lg T'/m
Hardness Assumption BDHE LWE

aggregate key size. For the key-aggregate searchable encryp-
tion scheme, the communication overhead mainly relies on
the ciphertext size, the aggregate key size, and the trapdoor
size.

For simplicity, we specify some notations as follows.
Assume that the bilinear map in [5], [8] is uniformly defined
ase : GxG — Gr.Denote Lg as the bit-length of an element
in the group G. Denote Lg, as the bit size of an element in
group Gr. The upper bound of the Gram-Schmidt norm of the
aggregate key is used to represent the size of the aggregate
key. Additionally, the aggregate key size and the trapdoor
size of our schemes shown in Tables 1 and 2 hold with
overwhelming probability by the analysis in Subsection III-C
and Subsection I'V-C.

The communication overhead comparison between our
key-aggregate encryption scheme and that of [5] is
listed in Table 1. The communication overhead comparison
between our key-aggregate searchable encryption scheme
and that of [8] is listed in Table 2. Assume that Lg =
512, Lg;, = 1024, m = 371, n = 23, and ¢ = 257.
Then the ciphertext size of the scheme in [5] is 2048 bits,
while the ciphertext size of Scheme 1 here is approximately
2976 bits. The ciphertext size of the scheme in [8] is 2048
bits, while the ciphertext size of Scheme 2 here is approxi-
mately 5944 bits. Thus the communication overhead of our
schemes are comparable to the ones in prior work. Moreover,
our schemes are designed based on the LWE assumption,
for which no quantum algorithms are currently known, but
previous constructions are secure under the hardness of the
BDHE problem, which can be solved by efficient quantum
algorithms [25].

B. COMPUTATIONAL COMPLEXITY

Now we analyze the computational complexity of our
key-aggregate encryption scheme and key-aggregate search-
able encryption scheme. In practice, for a sufficiently large
number of files with indices set S and each i € S. , G(H (1))
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TABLE 3. Computational complexity of Scheme 1.

Algorithms Computational complexity
Keygen probabilistic polynomial-time
Encrypt O(n?logn)

Extract efficient

Decrypt efficient

can be efficiently pre-computed and stored in a database for
direct invocation in the two schemes.

1) COMPUTATIONAL COMPLEXITY OF SCHEME 1

For the key-aggregate encryption scheme, the computational
complexity mainly depends on the computational costs of the
Keygen, Encrypt, Extract, and Decrypt algorithms, which
are analyzed respectively as follows.

« ByLemma 2, we get that GenBasis(1"; 1"; q) is a prob-
abilistic polynomial-time algorithm. Therefore, Keygen
is run in probabilistic polynomial-time.

o Since a) G(H(i))"! is a diagonal matrix from the fact
that G(H (i)) is a diagonal matrix, b) the computational
complexity of multiplication between a n x m matrix
and a diagonal m x m matrix is O(mn), c) the opera-
tions in the Encrypt algorithm includes the inverse of a
diagonal matrix, multiplication between a matrix and a
diagonal matrix, matrix-vector multiplication, and vec-
tor addition, in which multiplication between a matrix
and a diagonal matrix is the most time-consuming oper-
ation, we conclude that the encryption time is O(mn)
per message bit, that is, O(n* log n) per message bit (by
the fact that m = [6 n't%] = O(nlogn) from the
Subsection III-C). In comparison, the encryption time
of the identity-based encryption scheme proposed by
Bohen et al. [3] is O(n*) per message bit (in which n
is the size of the master public modulus N = pq).

« Since a) the computational complexity of the first two
steps in the Extract algorithm is O(|S|m + mn) by the
fact that G(H (i)) is a diagonal matrix foreachi € S, and
b) Basisdel(A, Rs, Ta, ss) is an efficient algorithm
by Lemma 2 (2), we get that the Extract algorithm is
efficient.

« Since a) BasisdeI(FS,Rgl{i},KS,Eg‘?{;) is an effi-
cient algorithm by Lemma 2 (2), b) SamplePre(F;, K;,
ug, ) is a probabilistic polynomial-time algorithm by
Lemma 3, c¢) the computational complexity of the
remaining four steps in the Decrypt algorithm is
O(|S|m + 2m + mn), we get that the Decrypt algorithm
is efficient.

In summary, the computational complexity of the algo-

rithms in our key-aggregate encryption scheme is as follows
(see Table 3).

2) COMPUTATIONAL COMPLEXITY OF SCHEME 2
For the key-aggregate searchable encryption scheme, the
computational complexity mainly includes the computational

164553



IEEE Access

Y. Yao et al.: Lattice-Based Key-Aggregate (Searchable) Encryption in Cloud Storage

TABLE 4. Computational complexity of Scheme 2.

Algorithms | Computational complexity
Keygen probabilistic polynomial-time
Encrypt O(n?logn)

Extract efficient

Trapdoor | probabilistic polynomial-time
Adjust O(|S| - nlogn)

Test O(nlogn)

costs of Keygen, Encrypt, Extract, Trapdoor, Adjust, and
Test algorithms. The hash function Hy can be pre-computed
and stored in a database in the scheme. Similar to the analysis
in the first scheme, we get the computational complexity of
the algorithms in our key-aggregate searchable encryption
scheme as follows (see Table 4).

VIi. APPLICATION TO CLOUD STORAGE

In this section, we study how our schemes can be applied to
cloud storage for searchable group data sharing by combining
the key-aggregate encryption scheme with the key-aggregate
searchable encryption scheme.

Assume that the Setup algorithms in the two schemes
are run by the public cloud server (e.g., Dropbox), and all
authorized users have registered. To upload a file with index
i, the data owner runs Encrypt in Scheme 1 to encrypt the
file and Encrypt in Scheme 2 to encrypt the keywords. With-
out loss of generality, assume that the file ciphertext is Cr
and the keyword ciphertext is C’. The data owner uploads
(i, C,C") to the cloud. In order to share some files having
indices set S with an authorized user, the data owner sends
a first aggregate key generated in Scheme 1 and a second
aggregate key generated in Scheme 2 along with S through a
secure channel to the authorized user. In order to retrieve the
files including a target keyword, the authorized user runs the
Trapdoor algorithm by using the second aggregate key to
output the keyword trapdoor and sends it with S to the cloud
server. Then the cloud server will run the Adjust algorithm to
get the trapdoor for each file whose index is in S and run the
Test algorithm to do keyword search. Afterwards, the cloud
server will return the encrypted files which includes the target
keyword to the authorized user. When getting the encrypted
files, the authorized user will run the Decrypt algorithm to
decrypt the files by using the first aggregate key.

VIl. CONCLUSION

In this paper, based on the Learning with Errors prob-
lem, we designed a key-aggregate encryption scheme and
a key-aggregate searchable encryption scheme for the first
time. We proved their correctness, and presented formal
security analysis and performance analysis, which confirm
that our schemes are provably secure and practically effi-
cient. We also studied their application to cloud storage for
searchable group data sharing by combining the two schemes
together. Our lattice-based schemes have some advantages
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such as their security against quantum computing attacks,
average-case to worst-case equivalence as well as simplicity
and potential efficiency. However, in our construction of
key-aggregate encryption scheme, only one bit message is
encrypted at a time; in our construction of key-aggregate
searchable encryption scheme, if an authorized user wants
to query over files shared by multiple owners, multiple trap-
doors should be sent to the cloud server. In future, for the first
construction, we will attempt to extend single-bit encryption
to multi-bit encryption; for the second construction, we will
attempt to reduce the number of trapdoors in the multi-owners
setting. Moreover, we will try to design the above schemes
which are leakage-resilient in future.
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