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Abstract. Cyber-physical systems (CPSs) are used in many safety-
critical areas, making it crucial to ensure their safety. However, with
CPSs increasingly dynamically deployed and reconfigured during run-
time, their safety analysis becomes challenging. For one thing, reconfig-
urable CPSs usually consist of multiple agents dynamically connected
during runtime. Their highly dynamic system topologies are too intri-
cate for traditional modeling languages, which, in turn, hinders formal
analysis. For another, due to the growing size and uncertainty of recon-
figurable CPSs, their system models can be huge and even unavailable at
design time. This calls for runtime analysis approaches with better scal-
ability and efficiency. To address these challenges, we propose a scenario-
based hierarchical modeling language for reconfigurable CPS. It provides
template models for agent inherent features, together with an instanti-
ation mechanism to activate single agent’s runtime behavior, communi-
cation configurations for multiple agents’ connected behaviors, and sce-
nario task configurations for their dynamic topologies. We also present
a path-oriented falsification approach to falsify system requirements. It
employs classification-model-based optimization to explore search space
effectively and cut unnecessary system simulations and robustness calcu-
lations for efficiency. Our modeling and falsification are implemented in
a tool called SNIFF. Experiments have shown that it can largely reduce
modeling time and improve modeling accuracy, and perform scalable
CPS falsification with high success rates in seconds.

1 Introduction

A cyber-physical system (CPS) consists of multiple computing devices that com-
municate with each other and interact with the physical world in a feedback loop.
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It is vital to ensure that CPSs work correctly as intended, especially in safety-
critical applications like aircrafts, automobiles, and medical devices [4,41,42].

Model checking is a powerful, computer-assisted technique to analyze CPS
correctness [11,19]. It involves formalizing system behavior in mathematical
models, describing system requirements in logic specifications, and analyz-
ing whether specifications are satisfied in models through complete verifica-
tion algorithms or incomplete falsification algorithms. Verification algorithms
prove system correctness automatically but are typically limited to CPS with
few dimensions and simple dynamics [16,18,30,35,36,54,55]. Falsification algo-
rithms, on the other hand, satisfy weaker forms of completeness but can handle
complex system dynamics and disprove system correctness via counterexam-
ples [3,8,27,33,53,63,66]. As a result, they are of practical interest and are the
main focus of model checking in industrial applications [19,20,53].

However, with real-world CPSs increasingly deployed in uncertain environ-
ments and dynamically reconfigured during runtime [1,2,23,32,37,59], their for-
mal modeling and falsification face great challenges.

Challenge 1: CPS modeling is complicated due to changing agent behaviors
and dynamic system topologies. For one thing, in a reconfigurable CPS, each
agent’s role, function, and behavior may vary across scenarios to meet changing
requirements. Therefore, it needs to be frequently modeled, especially when there
are many different scenarios. For another, agents are usually dynamically wired
due to changing demands or limitations. Some agents may even be part of the
system in one scenario but leave in another. Traditional modeling languages,
however, lack flexible mechanisms to formalize dynamic topology shifts.

Challenge 2: CPS falsification requires better scalability and efficiency due to
the growing size and complexity of reconfigurable CPSs. Models of reconfigurable
CPSs become huge and may even unavailable at design time. This calls for more
scalable falsification approaches with improved runtime performance.

For challenge 1, we designed a hierarchical scenario-based modeling language
for reconfigurable CPSs. To simplify agent modeling, we introduced a template
model to formalize agent inherent features, including potential dynamics and
communication capabilities. Based on template models, an instantiation mech-
anism is provided so that users can model and update agent runtime behav-
iors easily. Further, to capture the dynamically wired behaviors of multiple
agents, we introduced communication configurations and scenario task config-
urations for instantiated agent models. Users can formalize agents’ intricately
connected behaviors through brief communication configurations, and abstract
their dynamic topologies flexibly through intuitive scenario task configurations.

For challenge 2, we developed a path-oriented falsification approach for recon-
figurable CPSs, searching for counterexample system behavior along generated
paths. For the vast behavior space along each path, we designed a two-layered,
classification-model-based optimization method to explore it effectively. Besides,
since system simulation and robustness calculation are most time-consuming
during falsification, we introduced concepts of time-context and lifespan for
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temporal specifications, to cut unnecessary system simulations and robustness
calculations that do not affect the satisfaction of specifications.
The main contributions of this work are as follows:

— We designed a scenario-based hierarchical modeling language to formalize
reconfigurable CPSs. We also extended a topology-aware temporal logic to
specify their system requirements. (See Sect.3)

— We developed a path-oriented approach to falsify temporal logic specifications
for CPSs. It employs classification-model-based optimization and lifespan-
guided robustness calculation to improve efficiency. (See Sect.4)

— We implemented a tool called SNIFF, which supports scenario-based graphical
modeling and falsification for reconfigurable CPSs. Studies show that it can
greatly reduce modeling time and improve modeling accuracy. Experiments
demonstrated its scalability and efficiency in falsification. (See Sect.5)

2 Background

2.1 Preliminaries

Hybrid Automaton (HA) is a popular formal language for modeling tightly cou-
pled discrete and continuous CPS behaviors. Dense-time formalisms like Signal
Temporal Logic (STL) serve as the basis for specifying CPS requirements.

Definition 1 (Hybrid Automaton [5]). An HA is a tuple H = (X, U, Q, F,
Inv, E,G, R), where X are continuous variables; U are external inputs'; Q are
discrete operating modes; F' = {Fy| ¢ € Q} are flow functions, defining the flow
of variables in mode q by differential equation X = F,(X,U); Inv = {Invy| g €
Q} are invariant conditions, constraining conditions of mode q by constraints
Invg(X,U); E CQ x Q are discrete transitions, denoting jumps of modes; G =
{G.| e € E} are guard conditions on transitions; R = {R.| e € E} are reset
functions on transitions, resetting variables by X := R.(X,U).

Semantics: The state space of H is § = @ x X. Its state, denoted by the pair
s = (g,z) € S, evolves in the following two ways. It can stay in the current
mode ¢ and evolve continuously based on the flow function Fj, within the space
constrained by the invariant condition /nv,. It can also jump from the mode ¢
to ¢’ discretely and instantaneously through transition e = (g,q’) € E when its
guard condition G, is met, and be reset by the function R..

Note that under nondeterministic semantics, HA can choose arbitrarily
between staying in the current mode and jumping to another mode, as long as
conditions of current mode and target transition are both satisfied. It can also
choose among multiple transitions when their guard conditions are all met [44].

! External inputs are often assumed to be time-varying, smooth, and parameterized.
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Fig. 1. The Formation Target of the Multi-UAV System in Each Flight Mission

Definition 2 (Szgnal Temporal Logic [46,47]). Let X denotes variables
defined over domain R" , where R=R U {T, L} is the totally ordered set of real
numbers with the smallest and greatest boolean elements 1 and T, T = —1,
~T = L. Let w : T — R" denotes a multi-dimensional signal of X, with
T =1[0,t) C R. The syntaxz of an STL formula ¢ interpreted over X is defined
as:
@ —tme 2| 0(X) = d | o1 | o1V pa | p1Urps.

Here, 0 : — R denotes a function that maps X’s valuations into a real,
and d is a constant. U denotes the until operator and I C RY denotes a timing
interval, which can be omitted when it is [0,00). In a formula ¢, other standard
operators can be derived as follows: false = —true, v1 N w2 = —(—p1 V —pa),
©1 — 2 = 1 Vo, Orp = trueUrp, and Orp = —01(—ep).

Semantics: For a given signal, an STL formula ¢ has both boolean and quan-
titative semantics [29,46]. Its boolean semantics indicates ¢’s validity on this
signal at some given time ¢ via a binary satisfaction relation, while its quantita-
tive semantics indicates how well this signal satisfies  at time t via a real-valued
robustness degree. Due to space limitations, we only provide quantitative seman-
tics here. Given an STL formula ¢, a signal w of variables X, and time t, the
quantitative semantics of its robustness degree p(¢, w, t) is defined by induction:

p(true, w,t)
p(O(X) = d, w, t) ( (t)) —d
p(—p1,w,t) = —p(p1, w,t) (1)
)
) =

p(p1V @2, w,t) = max{p(p1,w,t), p(p2, w,t)}
(301U1<,02,w t) = sup mln{p(w%wat )a inf P(C,Ol,w,t”)}
t' ctdI teft,t’)

Here, @ denotes the Minkowski sum, t ® I = {t 4 i|¢ € I}. This quantitative
semantics is used in most STL falsification. The degree is positive only if the
signal satisfies the formula, and the higher the better.
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2.2 Motivating Example: A Multi-UAV System

Consider a reconfigurable CPS with eight UAV (Unmanned Aerial Vehicle)
agents (ui1-ug). Each agent’s position, speed, and acceleration are continuous
variables, with communication delay as an external input. The system undertakes
various flight missions based on runtime demands. To execute missions, agents
collaborate through different communication strategies and composition archi-
tectures (e.g., classical virtual structures, leader-follower, behavior-based, and
consensus-based ones [26]). Below is a example of its runtime mission sequence
(M1-M4), with formation details in Fig. 1.

M1 All UAVs communicate with each other to locate their 3-D central point O.
They then calculate and move to their target positions, forming a clockwise
ring around the center O with a radius of r1, at the same height of O.
M2 Tt is similar to M1, but forms a counter-clockwise ring with a radius of rs.
M3 Upon receiving commands from the ground control center, odd-numbered
and even-numbered UAVs adjust their speed to vy and wvg, respectively.
M4 It employs a hierarchical leader-follower architecture for tree formation.
Phase 1: according to the leader u;, followers us_4 change their heading
angles and move to desired relative positions. Phase 2: us_4 act as leaders
for us, ug_7, and ug respectively, forming the third row of the tree similarly.

comm(t > d)

{azy, a2, T, 0} i= Fi(Taim — T Yaim — Ys Zaim — 2 1y V) {@ay, @z, T, 0} 1= Fo(VZaim, Vaim, Vaims s V)
t:=0,pu:=0,v:=0
comm(t > d)

Cruise Position Control Cruise Cruise

t=1

i=1
i = pcos(o)
§ = psin(o)

=1
i = pcos(o)
¥ = psin(o)

i=v

i=1
& = pcos(o)
§ = psin(o)
i=v

A= agy

o = sgn(T/2 — t) * a:
& = pcos(o)
y = psin(o)

v=a,
& = pcos(o)

(a) in M1 (b) in M3 (¢) in M4, phase 2

Fig. 2. HA Models of uz in Scenarios with Differently Activated Functions

Although all agents are homogeneous in this case, each plays a different role.
Moreover, even the same agent behaves differently across scenarios, and there-
fore, has different models. For example, in the models of uz shown in Fig. 2(a)-(c),

— in M1, it cruises while waiting for others’ states. Once received, it calculates
control parameters to adjust its position to the target location accordingly.

— in M3, it cruises while waiting for ground commands, and then adjusts veloc-
ity.

— in the phase 2 of M4, it cruises while broadcasting its state to followers, ug_7.

These functions are embedded in UAV codes, activated dynamically at runtime.
Furthermore, the topology of the entire multi-UAV system changes dynam-

ically, resulting in a complex and vast system model. In M1 and M2, vehicle-

to-vehicle communication exists among all agents for central point calculation.
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While in M3, agents are divided into two groups, equipped with ground-to-
vehicle communication. In M4, system topology even shifts inside the mission
and becomes hierarchical. Across scenarios, system models should be structured
differently, and their shifts should also be formally modeled as a whole. Besides,
specifying system requirements, especially topology-related ones, is also difficult.
Many extra intermediate variables are required to describe system topology. We
will address these modeling and specifying challenges in the next section.

3 Scenario-Based Formalism for Reconfigurable Systems

In this section, we present our formalism for reconfigurable CPSs with dynamic
behaviors, compositions, and system topologies. It includes scenario-based sys-
tem behavior modeling and topology-aware system property specifying.

3.1 Scenario-Based System Modeling

Our modeling language A) provides static template models for agents, along with
an instantiation mechanism to customize each agent’s actual internal behavior
in each scenario; B) offers communication configurations to formalize multiple
agents’ interconnected behaviors in each single scenario; C) introduces scenario
task configurations to describe system dynamic topologies in multiple scenarios.
Finally, in D), we conclude the hierarchy of our modeling language.

A. Modeling Agent Runtime Behavior by Template Instantiation.

Definition 3 (Template Hybrid Automaton). A template-HA is a tuple
HT = (XT,U,Q, F,Inv, ET,G, R, a, 3), where

— XT' are variables classified by the function a: XT — {Xinp, Xouts Xiocal }-
Xinp denotes global input variables, whose values can be updated by other
agents during communication. X ¢ denotes global output variables that others
can read during communication. Xiocqr Tefers to private local variables.

~ E7T are transitions classified by the function B: E — {Egiopats Eiocal}- Global
transitions are public to other agents, therefore, communicating with others on
global transitions is allowed. Local transitions are fized in the agent’s imple-
mentation, and are private to the agent itself.

- U,Q, F,Inv,G, R are parameters defined identically as HA in Definition 1.

Template-HA formalizes the inherent features implemented in an agent. It con-
strains the agent’s potential modes, transitions, and communication capabili-
ties, including available communication ports, content, and channels, denoted
as Xinp, Xout, and Egjopqr respectively. To further constrain the agent’s actual
runtime behaviors in a specific scenario, we define Instance Hybrid Automaton.

Definition 4 (Instance Hybrid Automaton). An instance-HA is a tuple
H! = (X,U,Q,F,Inv, E,G,R,a,3,7), which can be instantiated from the
template-HA HT = (X,U,Q, F,Inv,E,G,R,«,3) through a transition activa-
tion function v: Egiobat — {Fact, Edeact }-
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Semantics: The state of H!, denoted as s = (¢,z) € Q x X, evolves either con-
tinuously in mode ¢ or discretely by jumping to mode ¢ as defined in Definition
1. However, when it jumps via a global transition e = (q,¢’), there is an extra
constraint: the transition e must be activated by the function v as v(e) = Eqet.

This instantiation mechanism improves template-HAs’ flexibility and
reusability, enabling adaptation to changing demands and reuse across scenar-
ios by agents of the same type. For instance, in the multi-UAV system, agents
are homogeneous and share the same template-HA, shown in brief in Fig. 3. It
has three modes and five transitions. Variables are categorized by function a.
For example, agent positions are global output variables, serving as permissible
communication content among agents, and inps are global input variables as
legal communication ports. Transitions are classified by function 3, with global
ones marked by dotted arrows, including comm, commP, and commV. Agents can
be registered with ID and template-HA as shown in the purple box (line 2) in
Fig. 4. During mission M4, when ug is leading ug_7, the comm transition should
be activated in w3’s instance-HA to inform its followers of its position, while
ug—7’s commP transitions should be activated for target calculation and position
control. It can be concisely configured, as shown in the green box (line 15) in
Fig. 4.

-------- » global transition

comm(t > d) —> local transition

commP(t > d) N commV(t > d)

Veloci
Cruise y

goHover(t > T) goCruise(t > T) Control

Fig. 3. An Overview of the Template-HA Model for UAV Agents

with I emplate-HA H

fstepl: register each agen — - A. template-based
2 |agents={u1: UAV";u2: "UAV";u3: "UAV";ud: "UAV";u5: "UAV";u6: "UAV";u7: "UAV ;u8:‘UAV‘);I

agent registration

4 step2: config io tasks E. scenario task configurations
5 (scenario-task="mission"”;

Imission=({parallel=false}, “ring”, “speed”, "tree"); | t task
ring=({parallel=false}, “rlcw”, "r5ccw");

3 |speed=({parallel=true}, “odd”, "even");//r ] 1

) [tree=({parallel=false}, “treelL1l”, “treelL2");

) (treeL2=({parallel=true}, “left”, "middle”, "right”);

12 #step3
13 (FiddTle={

efine atom tasks D. atom task

agents=("u3", "u6","u7");//A: agents' IDs B. agent instantiation
5 activation=({agent="u3"; trans="comm"},{agent="u6"; trans="commP"},{agent="u7"; trans="commP"});//H"I |

init={u3:"Cruise™; ub: Cruise”, u/: Cruise f, end={u3: Cruise , ub: Cruise
communication=( munication it t 1 for t f)
{ input=( {agent="u6"; trans="commP"; reset=("x_aim:=inp11-2/2","y_aim:=1np12-2*0.866", "z_aim:=inp13");},

{agent="u7"; trans="commP"; reset=("x_aim:=inp11+2/2","y_aim:=inp12-2*0.866","z_aim:=1np13");})|;

5 uZ: cruise’ '},

writt

20 output=({agent="u3"; trans="comm";}); C. communication configurations
2 io-relation=( ("u6","inp11","u3","x"),("u6", "inp12"”, “u3","y"),("u6", "inp13", "u3", "z")
22 ("u7","inp11", "u3", "x"),("u7", "inp12", "u3","y"), ("u7", "inp13", "u3","z"));};);

23

Fig. 4. Multi-UAV System Modeling Snippet in a Structured Configuration File (Color
figure online)
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B. Modeling Agent Composition by Communication Configurations
Agents are usually complexly coupled rather than isolated in a CPS. To formalize
agents’ composition, we define communication items and configurations for them.

Definition 5 (Communication Item). Given two runtime agents modeled as
H{:(le Ulv Qh Fla Invlv E17 Gl» R17 aq, 517 ’yl) and HQI:(XQa U27 QQ» F2a Ian?
E3, G2, Ry, 2, 2,72), where X1NXo =0, UiNUz =0, ExNEy =0, QiNQ2 =0,
a communication item for them is a tuple c = (HY ey, I, HL es,0, R,)), where

—e1 € E1, e3 € By, Bi(e1) = Ba(e2) = Egiobat, 71(€1) = 72(e2) = Eact;

— I, O are ordered sets, |I| = |O|,? elements in I must be global input variables
in HY, while elements in O must be global output variables in Hi, i.e.,
Veel, € X1 ANar(x) = Xipp; Ve € 0, z € Xo \aa(z) = Xows;

— R, is an additional reset function for variables in Xi.

A communication item formalizes a composition relationship between two agents.
Under the item ¢, global transitions e; and e5 are bound together as a communi-
cation channel, expected to happen simultaneously under their guard conditions.
Once they happen, communication contents in O will be received by ports in I
in sequence. The additional reset function Rf will be executed next, followed
by agents’ original reset functions.

Definition 6 (Communication Configuration). Given two agents modeled

as HI and HI as above, a communication configuration C=()|(c)|(c1, -+ ,cn),

where c;=(H{ ,, ex;,1;, HL, €2, O;, R, .) is a communication item for HY and HY.

- C =(): H{ and Hi are independent;

~ C = (c): H{ and HZ are connected by the item c as Definition 5;

= C = (c1, -+ ,cn): for any ¢; and c¢;(1<i<j<n), if e1; Neg; Nerj; Neg; # 0,
then all these transitions are expected to happen simultaneously, together with
the communication between I; and O;, I; and O;. Otherwise, transitions ey,
ea; are bound together as Definition 5, so are transitions e1; and ea;.

Semantics: Communication configuration, consisting of none, one, or multiple
items, formalizes two agents’ composition. Their composition under a communi-
cation configuration can be formalized as another larger instance-HA as follows.

Definition 7 (Instance-HA Composition). Given two instance-HA HI =
(X1,U1,Q1, Fy, Invy, By, Gy, Ry, a1, B1,m) and Hy = (X2,Usz, Qa, F, Invy, Es,
G2, Ra, i, 2,72), where X1NXo =0, U1 NUzy =0, ExNE; =0, Q1NQ2 =0,
the composition of H{ and HI under communication configuration C can be
modeled as instance-HA H' = (X,U,Q, F,Inv, E,G, R, a, 3,7), where

x;,xGXl

- X =X1UXy = {X1, X2} are variables, classified by a(x) = {algm v Xy

Q2

2 For any set A, |A| denotes the number of elements in A.
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- U =U,UU; = {Uy,Us} are external inputs; Q = Q1 X QQ are discrete modes;
= F14,(X1,Un)
= Iy, (X2, Uz)”
= Inv = {Invg, ¢,y = Invig,) N Invag,)| (¢, q5) € Q} are mvarmnt conditions;
- E C Q x Q are discrete transitions constructed in the following two ways:
f07“ Vea = (C]a,q;) S El7veb = (qb7ql/;) S E2}
1) if 3¢ = (Hi eI, H{,eg,O,R’el) € C, {eaer}={e1,ea} or
{6a7 eb}:{€27el}:
o ec=((qas ), (4. q,)) € E, classified by B(ec)=Egiopal, activated by

- F ={Fq)l (6,q;) € Q} are flow functions, where {

7(65):Eact;
o G.,=G., NG, is the guard condition, and R._ resets X := R (X,U)
as:

X o= {Rel(RIel(RI/O(Xl)aU1)7U1)7R62(X27U2)} when {eaaeb} =

{61562}>
= {Re,(X1,U1), Re, (R, (Rrjo(X2),U2),Uz2)} when {eq,ep} =
{62761}}

where function Ry o(x) = {O:EZ) 7£(Z€) ):( x .-

2) otherwise:
® C. = ((Qa7Qb)a (q(/pr)) €L, eq= ((qu%)v (Qavqllj)) ckE;
b ﬂ(ec) = ﬂ(ea); 7(66) = ’Y(ea)z Gec = Geay ReC(X) = {Rea (Xl, U1)7X2};
L4 ﬁ(ed) = 5(617); W(Gd) = ’Y(eb)f Ged, = Geb; Red(X) = {XlaReb (X27 UQ)}

The composition of multiple agents can be formalized by applying Definition
7 recursively. With communication configurations, agents’ static compositions
are efficiently configured, and always adhere to their inherent communication
capabilities. For example, as shown in the orange box (line 17-22) in Fig. 4, com-
munication configuration defines the composition of uz and its followers ug_7 in
mission M4, where ug_7 gets uz’s position to calculate their own target positions.

C. Modeling Dynamic Typology by Scenario Task Configurations

In a reconfigurable CPS, agents usually interconnect dynamically, and the system
topology shifts across scenarios during runtime. To capture this dynamic feature,
we introduce atom tasks and scenario tasks below.

Definition 8 (Atom Task). Given a system with multiple agents indexed by
unique IDs, an atom task of the system is a tuple AT =(A,H!,Q°, Qf,C), where

- A={A;} are the IDs of all involvezd agents in the current scenario;
~ H!={H!} | are involved agents’ instance-HAs, H} instantiated from HA ;

- QU= QF = {Qf v, are agents’ initial and final modes, Qz,Qf €Qa,;
- C={C; };’;1 are commumcatzon configurations defined on H! .

An atom task describes a scenario, detailing active agents, behaviors, and com-
positions. It begins with agents evolving simultaneously from initial modes. It
ends once all agents have reached final modes. For example, the scenario where
us leads ug_7 in mission M4 is described in the blue box (line 13-23) in Fig. 4.
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scenario task

configurations | .’ Type Template-HA|

A g.,—'o—»o

Scenario Tasks Atom Tasks Compositional Instance-HAs Template-HAs

Fig. 5. The Hierarchy of Our Scenario-based Modeling Language

Besides, we offer a template mechanism for atom tasks to enhance task
reusability. In a task template, involved agents’ types, behaviors, and compo-
sitions are defined, leaving their IDs and some const variables for customization.
For example, missions M1 and M2 can be customized by the same task template.

Definition 9 (Scenario Task). A scenario task ST=AT|(ST;ST)|(ST||ST),
where (ST;ST) denotes the sequential execution of two scenario tasks, while
(ST||ST) denotes the parallel execution of two scenario tasks. Therefore, it can
either be a single atom task or a sequential/parallel compositional task.

Agents involved in the two subtasks of a parallel compositional task should be
disjoint. Besides, if an agent is involved first in atom task ATy and then in ATs,
its initial mode in ATy should be consistent with its final mode in AT;.

Scenario task specifies the flow of scenarios recursively, which in turn, con-
figures the dynamic shifts of system topologies. Therefore, it is also called
scenario task configuration in this work. For example, as shown in the
red box (line 5-10) in Fig.4, the dynamic topology of the multi-UAV system
in mission M1-4 is defined by scenario task configurations. The scenario task
Tission=(Tring; Tspeed); Tirec) represents the sequential execution of three sce-
nario tasks: Tring for M1-2, Typeeq for M3, and Tiree for M4. See Fig.8a for a
graphical illustration.

D. Hierarchical Modeling for Reconfigurable CPSs
The hierarchy of our modeling language is summarized in Fig. 5. The design idea
is to abstract agents’ inherent features into template-HA models, so that recon-
figurable CPSs can be modeled through simple instantiations and configurations.
Agent internal runtime behavior is modeled by an instance-HA, which is
instantiated from its inherent template-HA model. Multiple agents’ intercon-
nected behaviors are modeled by the composition of their instance-HAs, which
are connected by communication configurations. Then, the behavior of a recon-
figurable CPS in a specific scenario is modeled by an atom task, with its involved
agents’ compositional instance-HAs. Finally, the CPS’s runtime behaviors in
changing scenarios with dynamic topologies are structured by scenario task
configurations.
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3.2 Specifying System Requirements in Topology-Aware STL

Topology-aware STL is a domain-specific extension of STL, designed to spec-
ify requirements for multi-agent systems with dynamic topologies. Although it
shares the same expressiveness as STL, it facilitates the construction and eval-
uation of specifications related to system topologies.

Definition 10 (Topology-Aware STL). A topology-aware STL formula ¢
interpreted over boolean, integer, and real variables X ={Xy, X;, X} is defined
as:

pi=true | ¥ | o1 | @1V e | 01 Urps, with the atomic predicate ¥ as

= End[T] | Mode[A] =d, | 0(X,) > d , where

End[T] € X, indicates whether a scenario task T has been completed.
Mode[A] € X; denotes the mode index of an agent A, while d, is an integer
mode index constant. Real variables X, consist of agents’ variables, external
inputs, and scenario tasks’ run time, denoted as Time[T) for the scenario task
T. Function : R" — R maps valuations of X, into real numbers, and d is a
constant.

Semantics: Given a topology-aware STL formula ¢, a signal w of X', and time
t, the quantitative semantics of its robustness degree p(p,w,t) is defined as
Definition 2, except the robustness of atomic predicates is defined as below:

0 , T is a completed atom task
-1 , T is an uncompleted atom task

2
p (End[T],w,t) = (X p(End[Ti]),w,t))/2, T = (T1;1>) is a sequential task (2)
=1
min p(End[T;],w,t) , T = (T1]|T2) is a parallel task

i€[1,2]
p (Mode[A] = dg,w,t) = —Dist s (Mode[A](t),dq) (3)
p (0(X;) > d,w,t) = O(w(t)) —d (4)

The robustuness of End(T) indicates scenario task T’s completion extent. The
robustness of the predicate ¢(A) = d, indicates agent A’s distance to the target
mode d;. The function Dist4: Q4 x Q4 — ZT maps two modes in agent A to the
minimum number of hops required to jump from the first mode to the second by
transitions in A. The robustness degree is negative only if the signal of variables
violates the formula, and it decreases as the severity of the violation increases.
In this work, signals are interpreted according to system trajectories. When the
trajectory is clear, we use a simpler notation p(y), instead of p(p, w, 0), to denote
the robustness of formula ¢ on trajectory signal w at time zero.

Topology-aware STL is augmented with customized variables, predicates, and
semantics. Predefined elements for task duration, completion, and mode iden-
tification help to describe topology-related requirements while avoiding intro-
ducing loads of extra variables, constraints, and functions to system models. For
example, Table 1 lists some topology-aware STL specifications for the multi-UAV
system modeled in the scenario task T},ission- Furthermore, topology-aware STL
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provides more meaningful quantitative semantics with better robustness degrees.
This can facilitate CPS falsification by offering more effective guidance.

Table 1. Examples of Topology-Aware STL Specifications

Topology-Aware STL Specification Description
O(~(Time[Tiree] > 10))

Time[ATr5ccw
O(End[Tring] A W

tree formation takes less than 10s

>1) ring formations are completed eventually and

the second ring takes no less time than the first

—O(0jo,4)(Mode[uz] = 1 A ug.1>6.6)) | ua never stays in the Cruise mode (index 1)

with dangerous horizontal speeds for 4s

Path Falsification

(2.1) sample |,
P 2.1.1) sample T i

1-st Layer (z0,w,,) 2-nd Layer (2.1.1 )san ple 7__ ,( Path Simulator )
Optimizer Optimizer O v(2.1.2) simulate trajectory
.............. O Robustness Calculator
classification: classificationij (2:1:3) evaluate _|

: model M | (2-2) evaluate ' model My, || robustness p()

""""""" - robustness [ ------"-2-=-Jreachable modes p(p

Paow,n) () & )
T(1) generate path p ¢(3) check minimal robustness j,(¢) < 0 ?
Path Generation )

SAT P1O>»o»+o§:g)+o§§§
55

E; ﬁi; ...... Pn0**0**0§®*0§'§§
| scenario tasks' structure

agents' structure paths for the scenario tasks  }

Fig. 6. The Path-oriented Optimization-based Falsification Framework

4 Path-Oriented Optimization-Based System Falsification

4.1 Falsification Framework

For a reconfigurable CPS modeled in a scenario task T' and its requirement spec-
ified as a topology-aware STL ¢, falsification aims to find a witness trajectory
that violates ¢, i.e. specification ¢’s robustness is negative on this trajectory.
We denote a counterexample pair as (xo,wy,p, 7), under which the trajectory
is a witness. Here, x¢ represents the initial value of agents’ variables, w,, repre-
sents the signal of external inputs, p represents the path of agents’ mode and
transition sequence, and 7 represents agents’ dwelling time in modes along p.
To fully explore both discrete and continuous dimensions of the vast search
space, our falsification approach uses a path-oriented strategy, as shown in Fig. 6.
At the bottom, it explores discrete space, generating paths based on the discrete
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structure of agents and scenario tasks. On the top, it explores continuous space
for each generated path p, performing path falsification to find an optimal pair
(20, wy,, T) that minimizes the specification ¢’s robustness on trajectories along
p. The falsification problem is solved when the minimal robustness is negative.
Our SAT-based path generation and optimization-based path falsification
are given next. For brevity, we will only consider models with nondeterministic
semantics, since deterministic models can be viewed as a simplified case.

4.2 Path Generation for Hierarchical Scenario Tasks

For a scenario task, its path determines how its involved agents change their
modes and make their transitions during it. Below is the definition of path.

Definition 11 (Path of Scenario Task). For a given scenario task ST, if

~ ST=AT=(A,H',Q°,Q7,C) is an atom task: a path of it with length | is a
tuple p=({M*, T¢ é;é,Ml), where Mi:(M’i,...,MfAl) denotes all agents’
modes in the i-th step, and Ti:(’Z'li7...7'Z'|f4|) denotes their next transitions
after this step. For each agent Ay € A, the tuple p should satisfy:

e agent discrete structure: M}, should be a mode of agent Ay’s instance-
HA H} € H; T} can either be a transition that jumps from M to ML‘H
n H,g or a stutter tramsition S that indicates no mode shift.

e atom task requirement: agent Ay should start from its initial mode
QY and end in its final mode Qi. If Ay is connected to another agent by
a communication item in C, their synchronized transitions should occur
simultaneously.

- ST is a sequential task: its path is the concatenation of its subtasks’ paths.

— ST is a parallel task: its path is the combination of its subtasks’ paths.

A composition scenario task’s paths are produced by recursively generating its
subtasks’ paths and then concatenating or combining them. An atom task’s
paths are generated by SAT encoding, solving, and decoding.

We transform the length-bounded path generation for atom tasks into a SAT
problem. Constraints for paths with lengths no longer than m are encoded as
the propositional formula set F™ in Eq.(8). Specifically, constraints on each
agent’s discrete structure are encoded as Eq.(5)-(6), and requirements on the
atom task are encoded as Eq.(7). To solve this SAT problem, advanced SAT
solvers like Glucose [9] and CryptoMiniSat [60] can be used, and then the solu-
tions can be decoded into paths. For instance, ((Cruise, Cruise, Cruise), (comm,
commP, commP), (Cruise, Position Control, Position Control), (S, goHover,
8), (Cruise, Cruise, Position Control), (S, S, goHover), (Cruise, Cruise,
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Cruise)) is a path of the atom task AT),;44e in the running example.

NEXTy := \(Mi. = @) = (V(T& =AM = @) V(T = SAMT = q)))(5)

9€Q A, e=(q,9")EEA, Nva, (e)=Eact

EXCLD = (\ Mi,=q— My #dNA( N\ (Ti=e— T #¢)) (6)
7,9 €Q A, Na#q’ e,e’€(Ba, U S)Aee!
INIT),:= (M}, = Q}), END := (M}, = Qf), SYNC\':= Tl = e1 = T = e2)(7)

(H{.e1,I,H], e2,0,R, )€C;€C

F™i= N\INIT A(\/ (END{ A )\ SYNCJ A \ NEXT A )\ EXCLD,)))(8)

Ap€h 0<i<m 0<i<l 0<i<li 0<i<l

4.3 Optimization-Based Falsification for Paths

Path falsification is achieved by optimizing for a trajectory that minimizes the
target specification’s robustness along the path. However, this optimization prob-
lem can be high-dimensional, nonlinear, nonconvex, and challenging, due to the
complexity of agents, topologies, and scenarios involved. Therefore, we devel-
oped a two-layered classification-model-based optimization method for it, along
with an efficient robustness calculation algorithm.

Two-Layered Classification-Model-Based Optimization. In Fig.6, the
first layer optimizes for the best pair of initial values and external inputs that
minimizes robustness. For each pair (zo,w,,), the second layer performs multi-
objective optimization for the best dwelling time 7 that minimizes robust-
ness while maximizes the number of reachable modes along the path. 7 is
evaluated by the two objective functions’ weighted sum, i.e. min f=wip(yp) +
wap(p) (Jwi|+|we|=1,w; >0,wy<0), with weighting coefficients updated dynam-
ically during optimization.

Both optimization layers are solved with classification models. Unlike clas-
sical heuristic optimization methods with weak theoretical guarantees or poor
scalability, classification-model-based optimization has a grounded theory about
complexity and convergence [39,64]. It has been theoretically proven to solve
problems with local-Lipschitz continuity in polynomial time, and empirically
proven to be scalable to high-dimensional problems. Its basic idea is to learn a
classification model iteratively to discriminate bad solutions from good ones.

We employ a hyper-rectangle M, in the first layer as the classification model
to represent the positive region, and a hyper-rectangle M5 in the second layer
as Fig. 6. In both layers, solutions are sampled from corresponding models, eval-
uated accordingly, and classified into positive/negative ones to refine models.
The sampling, evaluating, and model refinement cycles iterate to enhance classi-
fication models’ accuracy and optimize solutions. Our two-layered optimization
enables accurate model refinement and alleviates the scalability issue.

Efficient Robustness Calculation. During falsification, system simulation
and robustness calculation are compute-intensive and time-consuming. We intro-
duce time-context and lifespan in temporal logic to reduce them.
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Fig. 7. An Example of Lifespan Calculation for the Target Specification ¢

Definition 12 (Time-Context, Lifespan). Given a target temporal logic
specification @, for any formula ¢ in it (including ¢ itself), its time-context
C(¢'|p) is the period during which its satisfaction affects ¢’s satisfaction, its
lifespan L(¢'|p) is the period during which the signals affect its satisfaction in
its time-context. We omit the target specification @ when it is clear. Relations
between ' and its subformulas, in terms of time-context and lifespan are:

@' = true — C(true) = C(¢’) L(p)=2 (9)
@ =1 — C() =C(¢") L(¢") = L(¢) = C(y) (10)
w’ 1= -1 — C(p1) = C(¢") L(¢") = L(¢1)
¢ =1V a— Clp1) = Cp2) = C(¢) L(¢") = L(p1) U L(p2)
¢ = wlU[lb ublpz — Cp1) = C(@" ) U (ub @ C(¢")) L(¢") = L(p1) U L(p2)
Clp2) = (b@C(¢") U (ub® C(¢"))

To compute the target specification ¢’s robustness, we only need to simulate
and record system trajectory within ¢’s lifespan. This helps to avoid unneces-
sary trajectory simulations, saving computation time and memory. The lifespan
of the target specification ¢ is computed as defined in Definition 12. We demon-
strate an example of it in Fig. 7. Note that the time-context of ¢ is [0, 0], as our
goal is to evaluate p(p,w,0), the target specification’s quantitative satisfaction
on the trajectory signal starting at time zero. As shown in blue boxes in Fig. 7,
starting with ¢’s time-context [0, 0], the time-context of all subformulas is com-
puted from top to bottom along the parse tree. Next, we get the lifespan of all
atomic predicates according to Eq.(9)—(10). Finally, the lifespan of all formulas,
including the root ¢, is computed from bottom to top as yellow boxes.

During the robustness calculation of the target specification, its subformulas’
time-context also can be utilized, avoiding unnecessary robustness calculations.
Efficient dynamic programming algorithms have been developed for temporal
logic robustness calculation [34,56]. Our algorithm follows the dynamic program-
ming principle and further improves efficiency by considering the time-context
of formulas in the target specification. Pseudocode appears in Algorithm 1.

This algorithm calculates the robustness of all formulas in ¢’s parse tree at
each timestamp in the simulated trajectory, constructing a dynamic program-
ming table R to store the robustness of formula ¢[i] at time ¢[j] in R][s, j].
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Algorithm 1: Time-Context Guided Robustness Calculation

Input: ¢: target specification, w = (¢, X): trajectory signal.
Output: p: Robustness of the target specification.

1 Function computeRobustness(y, w)
2 ¢=parse(y); > formulas in ¢’s parse tree in partial order
(top-down)

3 | fori=|¢| to1ldo > from bottom atoms up to the root ¢

4 for j = |t| to 1 do > from last timestamp to time zero

5 if t[j] < ¢[¢].C[1] then break; > skip this robustness calculation

6 else if t[j] > #[i].C[2] && o¢[i] # ©1U[c,00)2 then continue; > skip

7 else > calculate robustness at timestamps within time-context

8 if ¢[i] := true then R[i,j] = T;

9 else if ¢[i] := ¢ then R[i, j] = p(v, w, t[j]); > as Eq.(2)-(4)
10 else if ¢[i] := —¢[k] then R|[i, j] = —RI[k, j]; > as Eq. (1)
11 else if ¢[i] := ¢[k1] V ¢[k2] then R[i, j] = max(R[k1, j], R[k2, j]);

12 else if ¢[i] := ¢[k1]Ur¢[k2] then > as Eq. (1)

13 m=j; Rl,jl=1; rn=T;

14 while (¢[m] — t[j]) € I do r1 = min(r1, R[k1, m + +]);

15 while (t[m] — t[j]) € I do

16 if I =1c,00) && j # |t| && (t[m] — t[j + 1]) € I then break;

17 Rli, j] = max(R[s, 5], min(r1, R[kz2, m]));

18 r1 = min(ry, Rlk1, m + +]);

19 if I=[c, 00)&&j#|t| then
R[i,j]:maX(R[iJ]:min(R[klvj]7R[i7j+1]))§

20 | return p=R][1,1] > output ¢’s robustness at time zero

It calculates robustness for atomic predicates, higher-level subformulas, and the
root specification sequentially (line 3-19). Each is calculated from the last times-
tamp backwards to the initial timestamp (line 4-22). It skips unnecessary robust-
ness calculations for timestamps outside the formula’s time-context (line 5-6),
i.e., the formula’s satisfaction at that point does not affect the target spec-
ification’s satisfaction. For timestamps inside the time-context, the formula’s
robustness is calculated by reusing its robustness at future timestamps and its
subformulas’ robustness (line 8-19), according to its robustness definitions in

Bq.(1)~(4).

5 Implementation and Evaluation

5.1 Implementation and Research Questions

We have implemented our SceNarIo-based reconfigurable CPS modeling and
FalsiFication approach in a tool called SNIFF? in C+-. It provides a graphical
user interface (GUI) for modeling, supporting the construction of agent template
models and agents’ runtime instantiations, communication configurations and

3 SNIFF is available at https://github.com/njuwjw/SNIFF.
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scenario task configurations. It also provides path-oriented CPS falsification,
displaying witness paths and signals.
Below are research questions to evaluate our modeling and falsification approach:

RQ1: Can SNIFF help users reduce modeling time for reconfigurable CPS?
RQ2: Can SNIFF help users improve CPS modeling accuracy?

RQ3: Is SNIFF effective and efficient at CPS falsification? In particular, how
is its scalability and runtime performance?

Next, we introduce the reconfigurable CPSs used in our evaluations in detail.

Example 1: Multi-UAV System. The motivating example system is used for
our evaluations. Initially, eight UAVs are scattered in a closed space, x,y €
[-10,10], z € [1,10]. During runtime, they are dynamically connected with
uncertain communication delays of d € [0.05,0.2]. Its behavior is modeled by
the scenario task Thyission, s shown in Fig. 8a. Atom tasks are in grey. Sequen-
tial and parallel compositional tasks are drawn in white-filled rectangles with
square and rounded corners, respectively. Besides, for fair modeling evaluations,
the flight mission was slightly modified as shown in Fig.8b. Four UAVs are
involved and its scenario task includes three compositional tasks and six atom
tasks.

mission
ring speed

rlew | | rbcew | odd | | even | | treeL1

left || middle| | right with template without template

(a) for falsification evaluations (as Sec.2.2) (b) for modeling evaluations

Fig. 8. Scenario Tasks for the Multi-UAV System

Example 2: Automatic Assembly System. It consists of four conveyors,
three robots with grippers, and six robots with welding guns for car production.
Conveyors transport floor, door, and roof panels along the assembly line, starting
at € [—2,0]. Grabbing robots communicate with conveyors with a delay of
t € [0,0.1], and wheel around to grasp, move, and place doors and roofs. Welding
robots work together to spot weld joints in = € [8,12],y € [8,12].

Its behavior is modeled by the scenario task Tygsempiy as Fig. 9. Initially, in
TeonveyGrasp, conveyors and grabbing robots collaborate to convey and grasp
four panels in parallel. Then, in task T),ove, grabbing robots first move doors
and then slot the roof. Finally, in Tspotwerqd, welding robots simultaneously weld
joints while grabbing robots return home once relevant joints are welded, ready
for the next assembly.

Experimental Setup. To evaluate SNIFF’s modeling time and accuracy, we
conducted a user study comparing it to another tool called SpaceEx [36],
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cFloor | | cgRoof |mSides |mRoof| [weldLeftReturn | [weldRoofReturn| —|weldRightReturs]

cgleft | cgRight AL rRoof rRight

weldl || weld2 weld3 | weld4 weldb | weld6

Fig. 9. Scenario Tasks for the Automatic Assembly System

which is a well-established platform for hybrid system modeling and verifica-
tion. SpaceEx’s modeling language, called SX [21,28], is based on compositional
hybrid automata, presented as base or network components. Both tools provide
a graphical modeling editor with automatic user action logging, which allows us
to evaluate modeling time accurately. Also, graphical models are saved automat-
ically in their respective modeling languages, enabling our checks for modeling
accuracy.

This user study was conducted with 111 computer science department stu-
dents, including undergraduates, graduates, and PhDs. They received a 50-
minute training session on CPS modeling and were required to model a multi-
UAV system, described as Fig. 8b, using both tools in a week. Participants were
given with a UAV template model and the templates for half atom tasks (in the
blue box in Fig. 8b) in SNIFF format. They are also provided with base compo-
nents in SpaceEx formats, containing the same information as the SNIFF tem-
plates we provided. Specifically, it contains information on all potential dynamics
of a UAV agent and agent compositional information in three atom tasks.

To evaluate SNIFF’s falsification performance, we conducted a experiment
comparing it with S-TaLiRo [8], an advanced optimization-based CPS falsifi-
cation tool. We ran S-TaLiRo with its SOAR [48] option, which outperformed
all of its other optimization options in our benchmarks. Systems are modeled
in ‘hautomaton’ class as its input. We falsified various temporal specifications
for the above two example systems on both tools. We conducted all experi-
ments 100 times on the same PC (Intel Core 15-12500, 16GB RAM) with a time
limit of 1800s. The system simulation limit is 1000 iterations for deterministic
benchmarks and 25000 for non-deterministic ones. We did not use SpaceEx for
nonlinear systems’ temporal logic falsification comparison since it mainly focuses
on reachability verification for hybrid systems with piecewise affine dynamics.

5.2 Experimental Evaluation and Analysis

Time Cost of Modeling. According to participants’ modeling logs, models
were constructed in an average of 46.9min in SNIFF, while it took 308.1 min,
6.6 times longer, in SpaceEx. To further analyze how time was saved in SNIFF,
Table 2 compares their time cost in different modeling elements.



Scenario-Based Modeling and Falsification for Reconfigurable CPSs 347

Table 2. Time Costs to Model Different System Elements in SNIFF and SpaceEx

Type of Elements Number | Time (min) Average Time (min)

SNIFF SpaceEx SNIFF SpaceEx
Agent 4 2.3 31.4 0.6 7.9
Atom Task (without Template) | 3 84 3.1 114 /418 16.4 294 |7.6 29.2
Atom Task (with Template) 3 5.1 2.4 3.0 40.0 154 25.0|3.5 26.8
Compositional Scenario Task 3 14 23 1.3 |21.8 188 31.9|1.6 24.2
Others (Other GUI Actions) — 6.3 36.4 — —
Total 46.9 308.1

— Agent internal behavior was modeled 13 times faster by SNIFF than by
SpaceEx. SNIFF’s agent-instantiation mechanism allows quick updates to
agent internal behavior, while SpaceEx requires additional components to
be built.

— For both tools, modeling system behaviors in atom tasks took the longest.
On average, it took 7.6 min with SNIFF when no task template was given,
while nearly half an hour with SpaceEx. It indicates that communication
configurations in SNIFF were helpful in defining agent composition in atom
tasks.

— With task templates, atom tasks’ modeling time was reduced by half in SNIFF,
from 7.6 min to 3.5 min. SNIFF’s support for task templates makes agent com-
position more convenient.

— To describe topologies in compositional scenario tasks, it averagely took
1.6 min in SNIFF, but 24.2min in SpaceEx. Dynamic topologies can be set
quickly by SNIFF’s scenario task configurations, but challenging in SpaceEx.

The Answer to RQ1: SNIFF’s template models, together with its flexible
instantiation and configuration mechanisms, simplify the modeling of reconfig-
urable CPS, saving considerable modeling time and effort for users.

Accuracy of Modeling. Among the models submitted by participants, 70.27%
of SNIFF models were accurate, while only 7.21% of SpaceEx models were accu-
rate. We analyzed all submitted modeling errors and classified them into four
major types in Table 3. It lists their sources and probabilities, which are counted
per source to eliminate the influence of the number of sources.

— Compared to SpaceEx, SNIFF reduces all types of modeling errors signifi-

cantly.

— In SpaceEx, more than half (59.46%) of system behaviors with parallel topol-
ogy shifts were incorrectly modeled, whereas SNIFF’s scenario task configu-
rations simplify this modeling process and eliminate such errors completely.

— In SNIFF, modeling agents’ compositions has the highest error rate (6.91%).
Our additional statistics found that only 13% of these errors occur when
task templates are used, indicating that task templates can help reduce such
erTors.



348 J. Wang et al.

Table 3. Probabilities of Different Modeling Errors in SNIFF and SpaceEx

Type of Errors Source of Errors Probability (per Source)
SNIFF SpaceEx
Agent Internal Behavior Error | Agent 1.13% 15.32%
Agents’ Composition Error Atom Task 6.91% 38.89%
Sequential Topology Shift Error | Sequential Compositional Task | 0.90% 17.12%
Parallel Topology Shift Error Parallel Compositional Task 0.00% 59.46%
Others! — 1.80% 29.73%

! This includes misnamed, incomplete and undefined parameters, agents, tasks, etc.

The Answer to RQ2: SNIFF significantly improves the accuracy of CPS models
constructed by users, reducing all types of modeling errors.

Falsification Performance. Two example systems are falsified under various
scenarios, ranging from the simplest to the most complex. Table 4 lists the size
of each scenario task, including the number of atom tasks. Scenarios within 20s
are highlighted in green, others in red. We listed the falsification performance of
SNIFF and S-TalLiRo for each specification, including success rates, and costs of
time and simulation iterations to find a witness. We also calculated the average
falsification time for each atom task, presented in grey.

Generally, SNIFF supports falsification for models with richer semantics and
can handle a wider range of specifications. The multi-UAV system follows deter-
ministic semantics, but the assembly system follows nondeterministic semantics,
which is not specifically supported in S-TaLiRo. Out of the total thirty specifi-
cations, six are unsupported in S-TaLiRo and are underlined in the table.

— Effectiveness: On average, SNIFF’s success rate is 99.7%, whereas S-TaLiRo
is below 45%, indicating that our path-oriented falsification approach helps
explore search space effectively. Especially, SNIFF’s success rate is at least
97% in all cases, while S-TaLiRo achieved this in only two cases.

— Efficiency: SNIFF is more efficient than S-TaLiRo. It takes 0.1-39.2 s to falsify
these specifications, while S-TaLiRo takes an average of 730.9s, more than
12 min. Also, in the 16 cases that S-TaLiRo supports, SNIFF averagely requires
only one-fifth as many simulation iterations as S-TaLiRo.

— Scalability: As the scenario grows in size and complexity, system behav-
iors become more intricate, and falsification inevitably becomes challenging
and time-consuming. The table shows that S-TaLiRo’s success rate decreases
greatly in complex scenarios, whereas SNIFF’s success rate barely drops. The
rise in SNIFF’s time-cost and simulation iterations is also reasonable.

— Runtime Performance: CPSs may need online modeling and analysis due to
runtime reconfiguration [13]. To evaluate our performance for runtime atom
task scenarios, we roughly divide the falsification time by the number of
atom tasks, as highlighted in grey. It indicates that SNIFF can handle such
scenarios in around 1.7 s on average. Since automatic modeling in our language
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Table 4. Falsification Results of Example Systems in SNIFF and S-TaLiRo

Scenario Task SNIFF S-TaLiRo®
System size! Spec? | success | time | time per | sim- | success | time | time per| sim-
name st ‘ 52‘ 53 rate (s) | AT (s) | iter | rate (s) | AT (s) | iter
sl | 100% 0.7 0.7 31 100%  20.1 201 179
oLl | 1 4 16 2 | 100% 22 22 110 100%  33.9 33.9 179
s3% | 100% 0.5 05 25 91% 2111 2111 653
s4* | 100% 0.9 0.9 47 78% 207.1  207.1 588
s5 | 100% 1.8 05 42 40% 7760  194.0 373
oo | 4 g 3y 6 | 100% 23 0.6 51 62% 4923 1231 276
sT* | 100% 2.1 05 22 45% 905.7 2264 308
s8% | 100% 2.1 05 22 79% 7287 1822 348
$9 99% 25.3 32 55 0% #NA  #NA #NA
N s10 | 97% 392 49 120 12% 13303  166.3 341
System s11 | 98% 382 48 87 3% 989.1 1236 333
s12 | 100% 34.6 43 129 43% 11549 1444 336
s13* | 100% 23.1 29 130 1% 15325  191.6 346
. s14* | 100% 17.7 22 65 34% 1269.3 1587 350
mission | 8 8 32
s15% | 100% 30.2 38 111 4% 12209  152.6 339
s16* | 100% 37.9 47 83 24% 918 115 202
s17 | 100% 10.1 13 73 / / / /
s18 | 100% 15.3 19 68 / / / /
s19 | 100% 13.6 17 62 / / / /
s20 | 100% 28.9 3.6 108 / / / /
weldz | 1| 1 9| s21* | 100% 01 0.1 1414 / / / /
$22% | 100% 0.2 0.2 2123 / / / /
WRoof | 2 o 4| 523 | 100% 08 0.4 3865 / / / /
A s24% | 100% 0.6 0.3 2799 / / / /
ﬁgst;xﬁ; omey |y 7 $25% | 99% 1.9 0.5 2335 / / -
System $26% | 99% 2.7 0.7 2172 / / / /
s27 | 100% 14.2 0.9 1260 / / / /
a5 7 25 s28% | 100% 13.9 0.9 1219 / / / /
s20% | 100% 18.3 1.2 1635 / / / /
s30% | 98% 16.3 1.1 1803 / / / /
Average 99.7%  13.2 17 736| 44.8% 730.9 1431 343

1 This column indicates the complexity of scenarios. s1, s2, and s3 respectively denote the number of
involved atom tasks, involved agents, and uncertain variables/external inputs.

2 Asterisked specifications are topology-related and are indirectly supported by S-TaLiRo. Underlined
specifications involve nonlinear arithmetic that are unsupported by S-TaLiRo.

3 ‘#N/A’ denotes unknown costs to falsify when a case hasn’t been successfully falsified. ¢/’ denotes
unavailable falsification performance due to an unsupported model or specification.

barely costs time, we can handle the entire online configuring, modeling, and
falsification process in seconds, improving system runtime safety.

The Answer to RQ3: SNIFF is highly effective, efficient, and scalable for
temporal logic falsification in CPSs. It also demonstrates satisfactory runtime
performance, handling runtime scenarios with a single atom task in seconds.
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5.3 Threats to Validity

In this section, we discuss possible threats to the validity of our user study.

Internal Validity. is the assessment of modeling accuracy. In our user study,
to evaluate modeling accuracy accurately, we restricted names of agents and
tasks in SNIFF and components in SpaceEx. In this way, SNIFF/SpaceEx models
could be automatically checked by examining their scripts. Another threat is
that participants’ familiarity with the target CPS could affect modeling. After
collecting participants’ modeling logs (automatically logged by both tools), we
examined the order in which participants used the tools. It shows that 60% of
participants used SNIFF first, and 84% of participants completed modeling in
SNIFF first. This may introduce bias into our modeling evaluation.

External Validity. The main external threat arises from the representative
of subjects of our user study. Formal modeling is typically conducted by engi-
neers with relevant expertise. To conduct the user study with representative
subjects, we recruited 111 participants from a course called Formal Languages
and Automata, ensuring that they had a basic understanding of modeling and
were close to real-world industry target users. Another threat is that our conclu-
sions might not generalize to all reconfigurable CPS. We alleviate the threat by
deriving the Multi-UAV system from a real-world case. Results from real-world
CPS will help us evaluate our approach better. Additionally, we plan to conduct
larger-scale experiments on more real-world reconfigurable CPSs in the future.

6 Related Work

Formalizing CPS is complex due to its hybrid and compositional nature. Formal
models, such as hybrid automata [38,45] and hybrid process algebras [12,22], are
used to formalize the tangled continuous and discrete behaviors in CPS. Further,
compositional hybrid models formalize the behavior of multiple agents, by com-
posing hybrid automata [6,45], processes [15], etc. Based on these formalisms,
various modeling languages have been developed for multi-agent systems, includ-
ing Unified Modeling Language (UML) based notations such as AUML [40], Con-
straint Logic Programming (CLP) notations [50,51], and Verse [43], a Python
library for systems with multiple agents moving on a map, etc. However, for
reconfigurable multi-agent CPS whose system topologies change dynamically at
runtime [37,59,62], these models and notations do not provide sufficient mech-
anisms to support such flexibility. Although there have been works on mod-
eling reconfigurable systems, they focus mainly on general architectural mod-
eling [10,17,58]. In contrast, this work aims to provide a behavior modeling
formalism that can effectively capture the reconfigurability of these systems.
CPS falsification is an effective way to detect system behaviors that vio-
late specifications. Many falsification approaches search for witness behaviors
by applying optimization algorithms to minimize robustness, including opti-
mistic optimization [65,66], Bayesian optimization [25,61], classical heuristic-
based methods [7,49,52,57], etc. Our falsification approach also falls under this
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category. Its most closely related work is [63], which also applies classification-
model-based optimization [39,64]. However, it is limited to the safety falsification
of a single agent. In contrast, we support broader temporal logic falsification
for CPSs with multiple dynamically wired compositional agents. Apart from
optimization-based ones, there are also other falsification approaches, such as
motion-planning-based falsification [24,31,53|, gradient-based falsification [14],
and learning-based falsification [3].

7 Conclusion and Future Work

We present a hierarchical formal modeling language for reconfigurable CPSs. It
provides templates for agent inherent features and allows for the formalization
of reconfigurable CPS through agent instantiations, agents’ communication con-
figurations, and scenario task configurations. While it doesn’t add expressivity
beyond HA, its flexible hierarchy can simplify the complex modeling process,
saving time and improving accuracy. Our future plans involve providing support
for more CPS architectures and system topology variations.

We also propose a path-oriented falsification approach for reconfigurable
CPSs. It employs a two-layered optimization approach to explore the search
space effectively and cuts unnecessary calculations to improve efficiency. Exper-
iments have shown that it can perform scalable falsification with high success
rates. In the future, we plan to further enhance its runtime performance by
leveraging offline and past online analysis results.
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