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Abstract. We investigate the problem of active learning of runtime
monitors for cyber-physical systems (CPS) under uncertainty. In CPS,
runtime monitors need to make decisions with only partial information
about the system state and cannot always rely on having a precise envi-
ronment model. As a result, the learning process and resulting monitors
must be able to handle this type of uncertainty. We present a framework
for the active learning of monitors and discuss the challenges in imple-
menting oracles for membership and equivalence queries. We particularly
apply the framework to a setting where uncertainty models are defined
by Markov decision processes. We present initial results demonstrating
the efficacy of our approach in learning accurate monitors using a set of
benchmarks from the domain of autonomous systems.

1 Introduction

Runtime monitors are crucial for maintaining the safety of cyber-physical sys-
tems (CPS) throughout their lifetime [3,4,14,20]. They play a vital role in detect-
ing irregularities during runtime [12], and in evaluating the performance of the
system [5,6]. Runtime monitors can also assist in maintaining situational aware-
ness, especially in systems such as autonomous CPS [17]. Depending on the state
of the system and its environment, monitors must determine if an autonomous
system is within its operational design domain. If not, certain fail-safe plans need
to be executed to keep the system safe. The key challenge in the construction of
such monitors is to ensure that they are resilient to uncertainty in the informa-
tion received about the environment. Monitors in a CPS perceive information
about the environment from sensors, which are generally imperfect and may
deliver data that does not accurately reflect the actual state of the environment.

In this paper, we investigate active learning of runtime monitors for CPS
under uncertainty. We present a formalization of the problem and introduce
a general framework for learning based on this formalization. We particularly
discuss the challenges in implementing oracles for answering membership and
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Fig. 1. A general monitoring architecture in cyber-physical systems.

equivalence queries and elaborate on the role of probabilistic and statistical
verification methods in providing solutions for these problems.

Classically, runtime monitors are synthesized directly from (formal) temporal
specifications [4]. The specifications are typically defined on the system level, i.e.,
over the joint state of system and environment. However, the monitor may only
have partial observability into the current state, as shown in Fig.1. A system-
level specification is defined over the set of variables Vsys = Veny UV, capturing
both the state of the environment and control. A monitor, on the other hand,
is defined over variables Vgps, capturing information about the environment as
received via a set of sensors. Notice that the relation between both variables may
be complex, in particular, there generally is no (deterministic) mapping between
assignments to Vg and Vops.

Monitoring for systems with uncertainty has been studied in a variety of set-
tings, spanning from model-based [11,15,16,18] to simulations-based approaches
[7,9,19,21]. Our formalization of the monitoring problem under uncertainty gen-
eralizes over both. In our experiments, we primarily, however, work in the context
of the former. The models provide a ground truth, but computing the safety
can only be done via, e.g., model checking on a large model and for a single
sequence of observations at a time. Given key requirements on (1) promptness,
i.e., monitors must be able to issue a verdict promptly, (2) complexity, i.e.,
monitors themselves are safety-critical software, which means that they must be
sufficiently simple, and (3) efficiency, i.e., ideally using constant memory, it is
unrealistic to deploy such algorithms on a device that must be monitored.

This paper presents a work-in-progress on using supervised, active learning
to extract an artifact implementing a monitor that adheres to the requirements
above and that is resilient to uncertainty in the observed data. In the scope of
active learning, the model-based monitor approaches yield membership oracles.
We often do not have access to efficient equivalence oracles. Instead, we use
statistical conformance checks. The main contribution of this paper is a statis-
tical sound approach to do so, based on Chernoff bounds and the Bonferroni
correction method. The second contribution is an empirical evaluation of this
approach, using membership oracles provided by previous work on monitoring
Markov decision processes (MDP) [11]. Our preliminary evaluation demonstrates
the applicability of this approach.
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2 Motivating Example

Consider a CPS composed of an autonomous vehicle, the ego, and an environ-
ment that comprises other vehicles driving on the road. At all times the ego
vehicle needs to satisfy a specification ¢ that requires it to keep a distance
larger than m meters from any other vehicle ahead of it. A monitor is integrated
into the ego car, continuously checking whether this distance is maintained. The
monitor has no information about the concrete positions of other cars on the
road and relies in its decision making on an image-based detection module that
is able to provide the monitor with information about the distances of other
objects on the road. Relating this to Fig.1, the ground truth of the positions
of other vehicles on the road is part of Veny, and not directly observable by the
monitor, whereas the distances computed by the object detection module is part
of the observable feature space Vops. The accuracy of a monitor for checking ¢
will therefore depend on the accuracy of the output of the detection module and
a good monitor will have to be robust for any imperfections in the received data.

3 The Monitor Generation Problem

Before formally defining our problem, we expand on a few aspects regarding the
sources of uncertainty in cyber-physical systems (CPS). Generally, systems are
subject to at least two sources of uncertainty: process uncertainty that makes the
evolution of states uncertain, and measurement uncertainty that yields different
observations even in the same state. In this work, we consider that these types of
uncertainty can be captured with a distribution. A third notion of uncertainty
is that the monitor may often not have access to a precise model of the system
dynamics, e.g., due to lack of data. This third notion of uncertainty is a challenge
to create monitors, but not part of the monitoring problem itself. We discuss
handling this type of uncertainty in our experiments.

Based on the intuition above, we can formalize the problem as follows. We
use the following notation: For a countable set X, let Distr(X) C (X — [0,1])
define the set of distributions over X. A distribution d € Distr(X) particularly
satisfies, > .y d(x) = 1. We further, define the sets X and Yops to denote
the set of valuations over the variable V¢ and Vops, respectively. We state the

problem and then describe the ingredients.

Problem Statement. Given a distribution d € Distr(X;), a mapping
pr X5 — Distr(X5,), a risk measure r: X3  — R, and a constant A, learn
a monitor M such that

M (oobs) = Z d(Tsys) = 1(Tsys) (Tobs) - T(Tsys) > A

Osys €X'

sys

In our problem formulation, we assume that a system-level behavior, i.e.,
traces osys, occurs according to some distribution d € Distr(Xy). The mismatch
between the system-level behavior and observations, as well as the stochastic

errors in sensors is captured by the probabilistic function g. The risk function r
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defines a quantitative specification, that associates each system-level trace with a
risk. Note that a qualitative specification can be represented by a measure r that
returns either 0 or 1, stating whether a system-level trace satisfies (lowest risk)
or violates (highest risk) the specification, respectively. A monitor then accepts
an observation trace oqps if the total risk, computed as the sum of weighted risks
(weighted through the probability of occurrence measured in terms d and ) of
system-level traces that may induce ogps, is larger than the threshold A.

In our motivating example, the risk r can be described as a function that
produces higher risk the closer the ego car approaches another car. The measure
1 defines the error of the detection module in capturing the true distances to
other cars on the road. Lastly, d is a distribution over the actions of other cars
on the road. In most cases, such distribution will be unknown and will have to
be approximated, for example, by performing a worst-case analysis on the non-
deterministic behavior of the environment, as we show later in our experiments.

4 Active Learning Under Uncertainty

Active learning describes a process where a concept is learned by actively query-
ing an entity about this concept. In this paper, we are interested in an active
learning setting, where learning a monitor, assumes access to an entity, an ora-
cle, that can answer two types of queries: membership and equivalence queries.
Membership queries are used to check whether a certain observation trace is
accepted by a monitor. Equivalence queries check the correctness of a learned
monitor with respect to the system-level specification. If an equivalence query
fails, the counterexamples computed by the oracle are used to refine the training
dataset and to guide the next round of membership queries.

4.1 Membership Queries

In membership queries, the goal is to check whether a certain observation trace
Oobs € 27 is an element of the language of the goal monitor. Following the
problem definition above, solving a membership query for a trace oops boils

down to checking the validity of the expression

Z d(0sys) - 11(Tsys) (Tobs) - T(Tsys) > A (1)

Osys €X'

sys

The evaluation of the above expression depends on the underlying uncertainty
model, and how we can approximate the measures d and p. In our experiments,
we use an example showing how to approximate these measures for uncertainty
models represented by Markov decision processes.

4.2 Equivalence Queries

Ideally, equivalence queries are solved by a model checker that checks the learned
monitor against the system-level specification. This is often not feasible, as it can
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Fig. 2. A statistical verification approach implementing equivalence queries.

be intractable to compute or because we do not have a precise model. Instead,
we will rely on conformance-based approaches that repeatedly pose member-
ship queries and use statistical verification techniques [1] to obtain a statistical
guarantee on the correctness of the monitor.

In statistical verification, we assume access to an executable system, which
can be of stochastic nature, and a system-level specification. Using a (Monte
Carlo) simulator, the system is executed repeatedly. Executions are checked
against the specification, and a statistical result is computed aggregating the
individual results.

Our statistical verification approach is depicted in Fig. 2. Given a system U
(which can also be a black box), a learned monitor M, a risk function r, and a
risk threshold ), the statistical verification approach samples observation traces
o from U and checks whether the verdict of M over ¢ matches the result of
a membership query defined in Eq. (1). After several sampling and checking
rounds, the set of verdicts I' is forwarded to an evaluator that computes a statis-
tical verdict on the correctness of M. The evaluator can be implemented using
statistical methods, such as hypothesis testing or estimation methods [1,10,13].
If M passes the statistical test, the active learning process terminates. Other-
wise, a set of counterexample C' is returned and used to expand the training set
or guide the next learning iteration. Since monitors in each iteration are learned
from a training set that includes (or is guided by) counterexamples collected in
previous iterations, we lose the statistical independence and need to compensate
for that by increasing the number of testing traces in each equivalence query
round. A correction in the statistical parameters is therefore needed to compute
a number of samples that retains statistical confidence over several learning iter-
ations. An example of such a correction method is the Bonferroni method [8],
which we will use in our experiments.
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5 Preliminary Experimental Evaluation

We instantiate the active learning approach to one for learning monitors for
uncertainty models given by Markov decision processes (MDPs) [11]. An MDP
captures both the nondeterministic and stochastic behavior of system and envi-
ronment. Particularly, the nondeterministic transitions in an MDP capture the
part of the environment’s behavior which is unknown (either due to the lack of
data, or as a consequence of the discretization of the continuous state space).
The stochastic transitions of an MDP capture any known probabilistic behavior
of the environment, but foremost the stochastic error introduced by the imper-
fect sensors. Further, a risk function is given that associates each state in the
MDP with a risk. For example, this could be the probability that our ego car in
the motivating example will crash with another vehicle within a given number
of steps.

In terms of our problem statement, if the nondeterminism were fixed by
some policy, the MDP would become a labeled Markov chain (basically a hidden
Markov model). This Markov chain can be thought of as a description of a
distribution over paths d € Distr(Xg,). In the labeled model, every state maps
to a distribution over observables, which can be lifted to a mapping u: X3, —
Distr(X,,)- Finally, the risk measure r: X3  — R is obtained by considering the
last state of the sequence (the current state) and how likely it is to reach an error
state from this state, i.e., by a reachability probability that can be computed for
the Markov chain. The MDP with nondeterminism intuitively encodes that none
of the functions are certain, but that they could be generated by any Markov
chain that is induced by a policy of the MDP. The construction in [11] ensures
that we overapproximate the left-hand side of Eq. (1), thereby creating a monitor
that is overly cautious.

Below we explain our experimental setup, providing details on the used
benchmark and the engines used to implement membership and equivalence
queries.

5.1 Setup

In our experiments, we choose the class of decision trees to define the space of
monitors. We use the scikit library! to learn decision trees with no bound on
their depth. The inputs to the monitor were observation traces of a fixed length
obtained from the benchmark MDPs. These ranged from traces of length 5 to 60.
Our prototype was implemented in Python. All experiments where conducted
on a machine with an M2 chip and with 16 GB of RAM.

Benchmarks. We applied our active learning framework on three benchmarks
[11], defining MDP-based uncertainty models as described above:

— Airport: This benchmark defined a landing scenario with uncertainty about
the observations of vehicles moving around the runway. The risk is defined

! https://scikit-learn.org.
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by the probability of colliding with one of the on-ground vehicles. The MDP
for this benchmark has 20910 states and a transition relation of size 114143.

— Evade: This benchmark defines a navigation task in a multi-agent setting in a
grid. The robot moves randomly, and the risk is defined as the probability of
crashing with another robot. The other robot has an internal incentive in the
form of a cardinal direction, and nondeterministically decides to move or to
uniformly randomly change its incentive. The MDP for this benchmark has
1001 states and a transition relation of size 5318.

— Refuel: This benchmark models a robot with a depleting battery moving on
a grid with recharging stations. The world model consists of a robot moving
randomly around in the grid with some dedicated charging cells The risk is
to deplete the battery within a fixed horizon. The MDP for this benchmark
has 45073 states and a transition relation of size 2431691.

Membership Queries. Membership queries are performed using PREMISE, a
prototype tool for monitoring under uncertainty defined by Markov decision
processes [11]. PREMISE computes the worst case risk over all possible policies
of an MDP. It thus provides an overapproximates of the target risk in Eq. (1),
as we described earlier. PREMISE comes with two algorithms for computing
the risk. (1) A filtering approaches that instead of tracking the entire set of
beliefs only tracks the vertices of a convex hull. (2) Another based on unrolling
the MDP for the length of the observation trace and determining the risk by
computing the maximal conditional reachability probability over the unrolling.
In our experiments, we use the latter. Membership queries were (arbitrarily)
bound to threshold equal to 0.5.

Conformance Testing. We used an estimation method based on the application
of Chernoff bounds [1] and the Bonferroni correction methods. For a confidence
value 0 and an error margin €, we can use a Chernoff bound to determine the
number of samples n to obtain a monitor such that with confidence ¢, the com-
puted accuracy, p’ = Y1, x;/n, where x; represent the results of n different
membership queries, does not deviate by more than e from the true accuracy of
the monitor. In all our experiments, we choose § = 0.9 and € = 0.01. The number
of samples is determined by n = [In(25)/2¢2]. We apply the Bonferonni correc-
tion by enlarging the size of the sample set in each round to &' = § + (1 — §)/2,
similar to [2]. We ran our experiments for at most 10 iterations. The process
terminates early when a monitor with accuracy >98% is found.

5.2 Results

Initial results are presented in Fig. 3. For all three benchmarks and trace length,
we were able to obtain highly accurate monitors. Accuracy was measured in
terms the number of samples, chosen during conformance testing, on which both
the monitor and the oracle produced matching verdicts. We also report on the
rates of false positives and false negatives. The rate of false positives was com-
puted as the ratio of 1-misclassfication, i.e., where the monitor’s verdict was
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Fig. 3. Accuracy, false positives rates, and false negative rates (bars in the same order)
of learned monitors for the Airport, Evade, and Refuel benchmarks. The results are
presented for growing input trace lengths ranging from length 5 to 60. Statistical verifi-
cation was performed using an estimation based on Chernoff bounds for values § = 0.9
and € = 0.01, and utilizing a Bonferroni correction. Note that the rates of false positives
and negatives represent to ration with respect to the total number of misclassfications.

true and that of the oracle was false, to the total number of misclassifications.
The rate of false negatives computes the complementary rate, that of the ratio
of O-misclassifications to the total number of misclassifications. Depending on
the benchmark, we had variations in the false negatives and false positive rates.
Note that in our current setting we are not biasing the learning towards any
types of counterexamples, and thus the rates shown in our results may change if
we choose to bias the training data refinement to one of the two. The number of
iterations needed to learn the monitors depended on the uncertainty model. For
the Evade benchmark we needed an average of 5 rounds. The average time for
performing equivalence queries was about one minute testing more than 3000
samples. For larger benchmarks such as the Airport benchmark, and for traces
of length 60, we required an average of 17 min to complete an equivalence query.
For the Refuel benchmark, equivalence queries required less than 3min.

6 Conclusion

We investigated the problem of actively learning monitors under uncertainty.
We provided a formalization for the problem and a framework for the active
learning of monitors, describing challenges in implementing oracles for answer-
ing membership and equivalence queries. We further showed how the latter can
be implemented for settings where uncertainty is defined by Markov decision
processes, and demonstrated the potential of our methods using a prototypical
implementation. With our paper, we intended to provide a foundation for defin-
ing monitor learning problems and a general framework for developing active
learning approaches for different uncertainty models. In future work, we plan
to investigate different instantiations of the framework and compare different
statistical approaches to implementing membership and equivalence queries.
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