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Abstract

Though achieving significant success in personalized im-
age synthesis, Latent Diffusion Models (LDMs) pose sub-
stantial social risks caused by unauthorized misuse (e.g.,
face theft). To counter these threats, the Anti-Customization
(AC) method that exploits adversarial perturbations was
proposed. Unfortunately, existing AC methods show in-
sufficient defense ability due to the ignorance of hierarchi-
cal characteristics, i.e., global feature correlations and lo-
cal facial attributes, leading to weak resistance to concept
transfer and semantic theft in customization methods. To
address these limitations, we are motivated to propose a
Global-Local Collaborated Anti-Customization (GoodAC)
framework to generate powerful adversarial perturbations
by disturbing both feature correlations and facial attributes.
To enhance the ability to resist concept transfer, we disrupt
the spatial correlation of perceptual features that form the
basis of model generation at a global level, thereby cre-
ating highly concept-transfer-resistant adversarial camou-
flage. To improve the ability to resist semantic theft, lever-
aging the fact that facial attributes are personalized, we
designed a personalized and precise facial attribute distor-
tion strategy locally, focusing the attack on the individual’s
image structure to generate strong camouflage. Extensive
experiments on various customization methods, including
Dreambooth and LoRA, have strongly demonstrated that
our GoodAC outperforms other state-of-the-art approaches
by large margins, e.g., over 50% improvements on ISM. '

1. Introduction

The Latent Diffusion Model (LDM), which excels at gen-
erating highly realistic visual content, has garnered signifi-
cant attention in recent years within the academic commu-
nity [7, 12, 14, 25, 43], recognized by many researchers
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Figure 1. Comparison of SimAC and GoodAC. Our method fur-
ther boosts its ability to de-identity.

as an emerging and efficient theoretical framework. The
open-source nature of the Stable Diffusion models enables
users to thoroughly understand and explore the innovative
potential of LDM [28, 42]. Users can build personalized
LDMs with just a few images depicting a specific concept
(e.g., a particular person) and a unique identifier (e.g., “a
sks person”). By finely adjusting the unique identifier, the
model can efficiently produce high-quality images showcas-
ing special themes, i.e., image customization [9].

However, as the saying goes, every coin has two sides,
these innovative techniques in image generation also bring
potential social risks, involving personal rights such as por-
trait information and reputation. Hackers, with easy ac-
cess to publicly available data, can effortlessly collect a
few images from social media profiles of public figures, of-
ten without permission, and employ them to generate false
yet remarkably believable images, as seen in the case of
Dreambooth [27]. Once created, these images can be ma-
liciously posted online, potentially causing public relations
crises or even political upheavals. Such nefarious activities
will severely undermine the credibility of online informa-
tion and pose serious threats to social safety [39]. These
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emerging threats have spurred a response from the aca-
demic community, with some researchers advocating anti-
customization (AC) approaches to protect image informa-
tion from unauthorized use. These approaches use adversar-
ial perturbations [10, 22, 37, 40] to protect image content,
effectively prevent personal information from being stolen.

In detail, Glaze [29] is a pioneering approach to pro-
tect image information by adding perturbations. Recently,
the SimAC [35] has advanced AC research to a new level.
Though achieving results, existing studies still show some
limitations, which can be summarized as: @ Weak resis-
tance to concept transfer. Customization methods utilize
perceptual features to learn the spatial correlations between
concepts and scenarios. However, current AC methods only
optimize based on the overall intermediate features of the
model, fail to disrupt these spatial correlations and cannot
effectively prevent customization methods from transfer-
ring concepts to new scenarios. @ Insufficient resistance to
semantic theft. Different from naive adversarial attack, AC
has given more missions to protect fine-grained semantic in-
formation, e.g., face attribute details, from the theft of cus-
tomization methods. Unfortunately, existing AC research
has only preliminarily explored the role of high-frequency
image features in gradient optimization, lacking compre-
hensive semantic segmentation and recognition, thereby re-
sulting in insufficient resistance to semantic leakage.

To address the aforementioned issues, we propose a
Global-Local Collaborated Anti-Customization (GoodAC)
framework that generates robust adversarial perturbations
by collaboratively disrupting global perceptual correlations
and distorting the local face attributes. Regarding the re-
sistance to concept transfer, perceptual features form the
foundation for model recognition and generation [32]. The
model relies on the spatial consistency of perceptual fea-
tures to preserve core concept characteristics during con-
cept transfer [38]. Thus, we prevent the model from accu-
rately identifying and transferring key concept by disrupting
the perceptual feature correlations globally. Specifically,
we iteratively perform block angle transformation to con-
tinuously disrupt the perceptual feature correlations at the
global level, thereby generating a camouflage against con-
cept transfer. To resist the semantic theft, through detailed
observation of existing research, we found that current stud-
ies do not fully utilize the fine-grained semantic attribute
information of protected images, treating them as generic
image perturbation tasks. Considering that facial attributes
are personalized [44], we introduce a precise facial attribute
distorting approach that targets to the local feature inside
face feature space. Specifically, we precisely extract facial
semantic attributes through detailed text descriptions and
edge detection, thereby focusing the limited attack pixels
on the image structure of individual subjects and perturbing
more critical features to enhance protective performance.

Our main contributions are as follows:

e We are the first to identify the critical resistance that re-
lates to the concept transfer and semantic theft play im-
portant role in anti-customization methods.

e We propose a global-local collaborated AC framework
that simultaneously disrupts global perceptual feature
correlations and local precise facial attributes, enhancing
resistance to both the concept transfer and semantic theft.

e Extensive experiments on multiple Customization meth-
ods, including DreamBooth and LoRA, demonstrate the
effectiveness of our method. Our approach reduces face
similarity metrics (ISM) to below 10%, significantly out-
performing state-of-the-art methods and providing better
privacy protection across different training strategies.

2. Related Work

2.1. Customization of Latent Diffusion Models

Latent Diffusion Models (LDMs) [26, 34] have become
a cornerstone of generative modeling [25]. Built upon a
progressive denoising architecture, LDMs integrate Vari-
ational Auto-Encoders (VAEs) [16] to shift the diffusion
process from image space to latent space, effectively mit-
igating overfitting at the pixel level [30] and significantly
improving generation efficiency. Moreover, by incorporat-
ing cross-attention mechanisms and the CLIP encoder [24],
LDMs demonstrate superior cross-modal generation capa-
bilities, surpassing Conditional GANs (CGANs) [20] in
synthesizing high-fidelity images from textual descriptions
with greater accuracy and flexibility.

Customization refers to leveraging the powerful genera-
tive capabilities of LDMs to mimic given reference images
representing specific concepts and generate new images of
these concepts in different scenarios. In order to customize
LDMs for specific concepts, methods like DreamBooth [27]
and LoRA [13] are widely used. DreamBooth [27] fine-
tunes the entire model using a few images and a unique
identifier to associate new concepts with text embeddings.
It modifies the original loss L.,nq to Lgp as follows:

£cond (97 xO) = Ezg,t,c,ee_/\/(o,l) ||6 — €9 (xt-i-lv t7 C)H; )
Ly (97 33‘0) = Ewo,t,t' H6 — €9 (mt+17 t, C)Hg

P = o (ot )

ey
where €, ¢’ ~ N(0,1), 2}, is a noisy version of the class
example x generated from the original LDM with prior
prompt ¢, and A balances the importance of the prior
term. LoRA (Low-Rank Adaptation) [13] freezes the origi-
nal model weights and fine-tunes low-rank matrices inserted
into the attention layers, reducing computational complex-
ity and overfitting risks compared to full fine-tuning.
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2.2. Anti-customization Studies

To prevent misuse of private images in customized LDMs,
recent studies have explored adversarial techniques for pri-
vacy protection [17, 18, 33, 35, 41]. By introducing subtle
perturbations to images, these methods aim to hinder the
model’s ability to learn and transfer representations of tar-
get images. Early works like Glaze [29] applied style trans-
formations to protect knowledge in latent diffusion mod-
els, while AdvDM [18] utilized the model’s inherent rep-
resentations for attacks. Anti-Dreambooth [33] incorpo-
rated Projected Gradient Descent (PGD) [19] into latent dif-
fusion model attacks, using substitute models to calculate
adversarial perturbations and significantly improving attack
success rates. More recent methods like SImAC [35] have
leveraged differences in perturbation effectiveness at differ-
ent timesteps, employing greedy algorithms to select opti-
mal perturbations and further enhance attack success.

However, these methods primarily focus on improving
optimization efficiency, but overlook two critical factors in
customization: new scenarios and fine-grained facial at-
tributes [18, 33, 35]. This oversight limits the ability to cap-
ture the contribution of hierarchical features to customiza-
tion quality, resulting in suboptimal protection performance
as well as limited transferability [36].

3. Approach
3.1. Problem Definitions

Let X = {1, 29,...,2z,} denote the initial set of images
that a user needs to protect. We define a perturbation func-
tion ¢ that maps the initial set of images X" to the protected
set X' = {z1 +0(z1), 22 +(x2), ..., Tp + 6(xy)}. An ad-
versary may acquire X and utilize it to fine-tune a noise pre-
diction network €y of the LDM under the DreamBooth [27]
paradigm, so that the LDM can generate images containing
the user’s information in different scenarios (i.e. concept
transfer), and have clear user facial features and other de-
tails (i.e. semantic theft). Our objective is to design an op-
timal 0* that minimizes the customization capability of the
LDM under the trained parameters 6*:

§* = argmin A(eg+, X'),
5

s.t. 0" =argmin Z Lap(0, ), (2)

TeEX’
and [|0(2)]|eo <1, Vze X'

Here L4, is the loss function of DreamBooth [27] defined
in Eq.(1), 7 is the constraint on perturbation budget, ||-||
is the Lo, norm, and A(eg~,X) is an evaluation metric
designed to assess the fidelity of images generated by the
LDM with respect to the original images &X. This metric
quantitatively reflects the model’s customization capability
and will be elaborated in the experimental section.

3.2. Framework Overview

To generate adversarial camouflages with strong resistance
to concept transfer and semantic theft, we propose a Global-
local collaborated Anti-Customization (GoodAC) frame-
work. This framework aims to generate robust adversarial
perturbations by collaboratively disrupting global percep-
tual correlations and distorting the local face attributes. The
overall framework is illustrated in Figure 2.

To enhance resistance to concept transfer, inspired by
existing studies, perceptual features serve as the founda-
tion for image generation [32], and LDM heavily relies on
spatial consistency in perceptual features to maintain iden-
tity during concept transfer. Motivated by this insight, we
propose to strengthen the robustness of protected images
against concept transfer by globally disrupting spatial cor-
relations within the perceptual feature space. Specifically,
we extract feature maps from both the first down-sampling
block and the last up-sampling block of the UNet, and em-
ploy the block angle transformation to disrupt spatial con-
nectivity within these feature maps. Based on this, we de-
sign a loss function to optimize adversarial perturbations,
effectively preventing the concept in protected images from
being successfully transferred into novel scenarios.

In terms of resisting semantic theft, considering that fine-
grained semantic features such as facial characteristics are
crucial for protection, it is essential to accurately identify
these details. This allows us to apply stronger perturba-
tions locally to critical image regions, thereby weakening
the ability of LDM to extract detailed user-specific informa-
tion from the images. Specifically, we employ text inversion
module to obtain precise semantic descriptions as semantic
guidance, combined with edge detection techniques to ac-
curately extract facial details. Consequently, perturbations
are effectively focused on these critical regions, limiting the
model’s capability to capture personalized and precise facial
attributes, thereby increasing the difficulty of accurately re-
producing details from the original images.

3.3. Global Feature Correlation Disruption

Perceptual features refer to critical feature representations
extracted by deep learning models from specific objects
during image processing. These features typically emerge
within intermediate layers of the model, such as convo-
lutional layers and residual blocks. Existing research has
shown that perceptual features serve as the fundamental ba-
sis for both recognition and generation tasks [32]. During
customization, the Latent Diffusion Model leverages spatial
correlations within these perceptual features to effectively
transfer personalized subject concepts into new scenarios
for image generation. Inspired by this mechanism, we pro-
pose disrupting the spatial correlations within perceptual
features to strengthen the resistance of anti-customization
examples against such concept transfer.

13416



Global Feature Correlation Disruption

Trot: rotation

|

|

| Block Angle

| Tl‘ansfm’mal‘ion
I

| clean image Flduwn FI“P I

| R 1 Trea: rearrange
| protected image —, Flgown Flup

|

I >

|

|

|

|

text inversion

Local Facial Attribute Distortion

.

H{ Fetean P

clean
image

Ectean

i|> Leage ==

Eaay

precise description

{(ethnicity:1.0),
(age:22), ...,
(pose:1.2)}

edge
detection

module

CrossAtm
UpBlock2D

Faav

protected
image

CrossAttn
UpBlock2D

Leage = |Eaav — Ecteanll,

Figure 2. The overview of GoodAC. we first use global feature correlation disruption strategy to disrupt the spatial correlation of perceptual
features. Then we use local facial attribute distortion strategy to attack precise individual facial attributes to generate strong camouflage.

Specifically, when LDM transfers concepts bound to the
identifier “a sks person” into novel scenarios (e.g., “a sks
person looking at mirror”), it relies on a set of spatially or-
dered perceptual features to maintain conceptual integrity.
If we disrupt the spatial structure of these features, the
model loses part of the stable information associated with
the concept during generation, making it difficult to pre-
serve the original characteristics of the “a sks person”,
thereby achieving an anti-customization effect.

To disrupt the spatial correlations among perceptual fea-
tures, we introduce a feature map transformation called
block angle transformation. On one hand, we partition the
feature map F; into blocks and rearrange them, thereby dis-
rupting the internal continuity and spatial correlations of the
feature map, making it difficult for the model to capture as-
sociative patterns, this procedure is defined as 7,,. On the
other hand, angle transformations such as rotation applied
to the feature map Fj alter its global spatial arrangement,
thus impairing the model’s understanding of orientation and
shape, this procedure is defined as 7,,;. The complete pro-
cess is formulated as follows:

E - 7:"015 (7:‘El1 (E)) 5 le {ldow'm lup}v (3)

where F; and E} represent the feature maps from layer !
for all channel before and after transformation respectively,
and I € {lgown,lup} indicates that the feature maps are
extracted from the first down-sampling block and the last
up-sampling block of the UNet. By calculating the differ-
ences in feature maps before and after the transformation,
we construct a loss function Lperceptual to guide adversarial
perturbations in more effectively interfering with perceptual
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features. The definition of Lperceptual 1S as follows:

»Cperceptual = Z Al HFZ - I H2 ; 4
lE{ldown7lup}
where ); is the weighting coefficient for each layer . |||,

is the Frobenius norm, measuring Lo difference between
transformed and original feature maps. Based on the block-
angle transformation strategy, we calculate the differences
in feature maps before and after transformation, thereby
generating adversarial camouflage that effectively enhances
anti-customization effectiveness at a global level.

3.4. Local Facial Attribute Distortion

To enhance the resistance of anti-customization examples
against semantic theft, existing AC research [35] has pri-
marily focused on gradient-based optimization approaches,
investigating the role of high-frequency image features
in accelerating the optimization process. However, these
methods have not effectively segmented or identified se-
mantically meaningful information within images for tar-
geted optimization, thereby exhibiting limited capability in
mitigating semantic theft [2, 4, 8, 23]. Therefore, we aim
to precisely locate and distort local facial attributes, thereby
disrupting the LDM’s ability to learn fine-grained semantic
information such as facial features, and ultimately enhanc-
ing the effectiveness of anti-customization.

Specifically, we propose Local Facial Attribute Dis-
tortion that leverages adaptive semantic guidance and
edge detection to target critical features within the anti-
customization perturbations, consisting of two key steps:
(1) generating more detailed descriptions of the protected
images to guide the LDM in encoding richer internal fea-
ture of fine-grained semantic attributes; and (2) applying



edge detection between feature maps of adversarially cam-
ouflaged and clean images during the perturbation process,
and optimizing the perturbations by minimizing the Lo loss
between the detected edges.

We first employ a text inversion module’ to generate
fine-grained image descriptions, which serve as semantic
guidance to enrich the internal features of the LDM. For
image x to be protected, we generate semantic prompts
P = TextInversion(x) which describe user attributes as a set
of values (e.g., P={(ethnicity:1.0), (age:22), ..., (pose:1.2)}).
We select the top 15 attributes with the highest confidence
scores and combine them into a refined prompt S, guiding
the LDM to generate image features with accurately facial
attributes and enhance the precision of local disruption:

Foean = lup('ra S)a Fogw = l’up(xadw '5) @)

Here, we extract features from the last up-sampling block of
the UNet, denoted as [,,,, and apply detector C to identity
important local features:

Eclean = C(Fclean)7 Ead'u = C(Fadv)a (6)

where F jeqn and E,q4, represent the edge maps, highlight-
ing the critical local attributes essential for customization.
Based on this, we define the loss L.44c to guide the adver-
sarial perturbation to selectively disrupt these key features:

»Cedge = HEadv - Eclean||2 . (7)

In summary, our method leverages precise semantic at-
tributes and edge-focused optimization to target key image
features, effectively impairing the model’s ability to extract
sensitive facial information and providing robust protection.

3.5. Overall Training Process

We combine the global feature correlation disruption loss
Lperceptuar and the local facial attribute distortion loss
Ledge, with the contribution of L.44. controlled by a
weighting factor /3, to obtain the overall loss Lgooqac:

EGoodAC = £perceptual + B : Ledge- (8)

Considering the improvement of SimAC in perturbation
optimization efficiency, we incorporate the whole feature
10ss L ¢eqt of SIMAC into the overall optimization process,
which is defines it as follows:

£feat =E ||Fl,t,adv - F‘l,t,cleanHQ ) (9)

where F ¢ cican and Fj ; 44, denote the feature maps of the
clean image and the perturbed image at specific time steps
t and layers [. The selection of ¢ and [ follows the strategy
proposed in SimAC.

2We implement text inversion module using Image Prompt APL.

Finally, we jointly optimize the GoodAC loss LGoodAC
the SimAC loss L ¢cq¢, and LDM denoising loss Lcopnq, to
generate the anti-customization adversarial camouflage §:

0= a'Sign(and,U ﬁcond + EGoodAC + v Efeat);

(10)
5.t. Tadv = Tadv + 0, ||6HOO <n,

where x4, is the perturbed image to be protected, « is the
step size for perturbation, sign(-) is a sign function, and ~y
is the weighting factor that controls £Lf.q:. Empirically, we
set y to 0.2. The overall training algorithm can be found in
the supplementary material.

4. Experiments

4.1. Experimental Settings

4.1.1. Datasets

Following the settings established in previous studies [33,
35], we conduct experiments using two facial image
datasets: CelebA-HQ [15] and VGGFace2 [3]. These
datasets consist of images from approximately 50 individu-
als, with 15 high-quality facial images available per individ-
ual for customization purposes. The images of each individ-
ual are divided into three groups: A, B, and C, each contain-
ing five portrait images. Group A is used as clean reference
facial images for model training, while group B represents
the target images for generating anti-customization exam-
ples. Group C is not utilized in the experiments.

4.1.2. Models

Given that the open-source Stable Diffusion is the most pop-
ular LDM implementation in the community, we follow the
experimental setup used in prior studies [33, 35] and con-
duct model training and generate anti-customization exam-
ples on SD-v2.1 [1], and quantitatively evaluate the effec-
tiveness of anti-customization on SD-v2.1. Furthermore, to
assess the performance of our method in a black-box set-
ting, we qualitatively examine the effectiveness of the anti-
customization examples generated on SD-v2.1 when ap-
plied to SD-v1.4. The corresponding results are provided
in the supplementary material.

4.1.3. Baselines

For the customization method, we adopt DreamBooth [27]
as the baseline due to its strong performance. For
comparison in anti-customization, we select three state-
of-the-art open-source methods: AdvDM [18], Anti-
DreamBooth [33] (denoted as Anti-DB), and SimAC [35],
all of which utilize adversarial attacks to protect user images
from potential misuse caused by LDM-based customiza-
tion. In addition, we qualitatively evaluate the transfer-
ability of anti-customization examples generated against
DreamBooth when applied to LoRA [13], and the corre-
sponding results are provided in supplementary material.
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Table 1. CelebA-HQ Dataset Results: Comparison with other open-sourced anti-customization methods on CelebA-HQ. We evaluate the
performance under four different prompts during customization. The underlined method is the baseline for measuring metric changes.

“a photo of sks person”

“a dslr portrait of sks person”

Method ‘ ‘

| IsMy FDFR? BRISQUEt  SER-FQA| |  ISM| FDFR? BRISQUE?  SER-FQAJ
AdvDM[ 18] 0.32 70.48 38.17 0.25 65.37 37.86 0.41
Anti-DB([33] 0.28 77.28 37.43 0.19 86.80 38.90 0.27
SimAC[35] 0.31 87.07 38.86 0.12 96.87 42.10 0.15
Ours | 0.0359.08%,  96-6735.09%1 39.756.20%1 0.02909%, | 00190, 99.9915.00%1  432111.0v%r  0.0lg6.29%
Method ‘ “a photo of sks person looking at the mirror” ‘ “a photo of sks person in front of eiffel tower”

| IsMy FDFRt BRISQUEt  SER-FQA| |  ISM| FDFRt BRISQUET  SER-FQA/
AdvDM[ 18] 0.29 35.10 36.46 0.09 38.10 36.02 0.30
Anti-DB([33] 0.22 42.86 40.34 0.06 56.26 41.35 0.22
SimAC[35] 0.12 91.90 43.97 0.04 71.87 43.99 0.12
Ours | 0.0290.9%,  96.67114.41%r 441110.0s%r  0.0lgga20y | 0.0266.66%,  96.6771.82%+ 44.99g 8%+ 0.0290.99%,

Table 2. VGGFace2 Dataset Results: Comparison with other open-sourced anti-customization methods on VGGFace2. We evaluate the
performance under four different prompts during customization. The underlined method is the baseline for measuring metric changes.

“a photo of sks person”

“a dslr portrait of sks person”

Method ‘ ‘

| IsMy FDFR?T BRISQUEt  SER-FQA| |  ISM| FDFRt BRISQUE?  SER-FQAJ
AdvDM[ 18] 0.32 63.87 38.89 0.31 68.03 37.42 0.39
Anti-DB([33] 0.31 65.28 38.03 0.23 77.86 38.88 0.28
SimAC[35] 0.31 80.17 40.61 0.11 96.33 41.10 0.12
Ours | 0.0390.3296,  9333u0.07%1 3931337961 0-04s1.8000) | 0.04s2.619,  96-672a.16%1  43-9713.00%1 00292 86%,
Method ‘ “a photo of sks person looking at the mirror” ‘ “a photo of sks person in front of eiffel tower”

| IsMy FDFR? BRISQUEt  SER-FQA| |  ISM| FDFRt BRISQUE?  SER-FQAJ
AdvDM[ 18] 0.29 38.32 39.88 0.20 39.10 36.02 0.35
Anti-DB([33] 0.24 46.56 39.31 0.11 53.56 40.32 0.24
SimAC[35] 0.11 90.90 44.66 0.09 60.34 42.05 0.11
Ours | 0.0291.67%, 96.52107.30%1 46.3017.78%1  0.029231%) | 0.0554 549, 7666453 13%+  42.525 46%+ 0.0962.5%.

4.1.4. Evaluation Metrics

We adopt four evaluation metrics to assess the effectiveness
of anti-customization. Specifically, we consider (1) Face
Detection Failure Rate (FDFR), which quantifies whether
a face can be detected in the generated image; (2) Identity
Score Matching (ISM), which measures identity similarity
between generated and original images; (3) SER-FQA, a
facial image quality assessment metric; and (4) BRISQUE,
a widely used general-purpose no-reference image quality
metric. The detailed computation procedures for these met-
rics are provided in the supplementary material.

4.1.5. Detailed Experimental Settings

We incorporate AC examples generation into DreamBooth
training, with 50 steps and 6 PGD iterations per step. The
perturbation budget 7 is constrained to 16/255, and the step
size avis set to 5e ~3. During testing, the DreamBooth model
is fine-tuned on the generated AC examples with a batch
size of 2, a learning rate of 5e~7, and 1000 training steps.
Unless otherwise specified, the training and prior prompts

are “a photo of sks person” and “a photo of person”. All
experiments are conducted on a single NVIDIA L20 GPU.

4.2. Anti-Customization Performance

In this section, we evaluate the anti-customization perfor-
mance of our GoodAC under CelebA-HQ and VGGFace2
datasets. We first apply GoodAC and several other AC
methods to generate adversarial examples on SD-v2.1,
which are then used to fine-tune SD-v2.1 via DreamBooth
with the default prompt “a photo of sks person”. We then
perform inference using this prompt and three additional
scenario-specific prompts to transfer the concept of “sks
person” to various scenarios. For each prompt, we ran-
domly select 32 generated images to compute all evaluation
metrics and report their averages. As shown in Table 1 and
Table 2, we draw following conclusions:

(1) The adversarial camouflage generated by GoodAC
achieves significantly superior performance across both
datasets. On CelebA-HQ, the maximum ISM reduction ex-
ceeds 50%, and FDFR surpasses 95%. On VGGFace2, ISM
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Figure 3. Visualization results (under four prompts) on CelebA-HQ and VGGFace2. Prompt 1-4 are respectively: “a photo of sks person”,
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“a dslr portrait of sks person”, “a photo of sks person looking at the mirror” and “a photo of sks person in front of Eiffel Tower”.

Table 3. CelebA-HQ Dataset Results: This table presents the per-
formance comparison of different components under “a photo of
sks person in front of eiffel tower”.

Table 4. CelebA-HQ Dataset Results: This table presents the per-
formance comparison of different 5 values under “a photo of sks
person in front of eiffel tower”.

“a photo of sks person in front of eiffel tower”

“a photo of sks person in front of eiffel tower”

Method B
ISM| FDFR1 BRISQUE?T SER-FQA/] ISM| FDFR?T BRISQUET SER-FQA|
SimAC 0.04 71.87 43.99 0.12 1.0 0.01 90.00 44.53 0.06
Lperceptual 0.01 83.33 41.80 0.02 1.5 0.02 83.33 43.47 0.10
Ledge 0.09 76.66 43.86 0.13 1.65 0.08 90.00 46.32 0.06
Lperceptual + BLedge 0.02  96.67 44.99 0.02 L7 0-09 36.66 413 0.39
1.625 0.02 96.67 44.99 0.02

is also reduced by over 50%, and FDFR exceeds 90%.

(2) Our method demonstrates strong resistance to con-
cept transfer. In the scenario involving concept trans-
fer to the Eiffel Tower scenario, our method significantly
outperforms even the best-performing method, SimAC, in
both ISM and FDFR metrics. This indicates that GoodAC
disrupts a set of spatially structured perceptual features,
thereby impairing the interaction between the sks person
concept and the scenario features during the concept trans-
fer process, making such transfer more difficult.

(3) Our method also performs remarkably well in resist-
ing semantic theft. As shown in Figure 3, our approach
achieves superior anti-customization effects across different
scenarios. Specifically, by precisely targeting and disrupt-
ing facial attributes, the customized images generated using
our method contain almost no discernible facial details. In
contrast, other methods still retain varying degrees of facial
detail, further validating the effectiveness of our approach.

4.3. Ablation Studies

In this section, we conducted several ablation studies to fur-
ther investigate the contributions of some crucial compo-
nents and hyper-parameters in our method.

4.3.1. Ablation Study on Loss Function Components

To evaluate the effectiveness of the proposed loss compo-
nents, we conduct experiments on the CelebA-HQ dataset
and the Eiffel Tower scenario, comparing our method with
SimAC, the strongest existing AC baseline. As shown
in Table 3, a key observation is that incorporating either
Lperceptual OF Ledge individually already improves anti-
customization performance, and their combination yields
further gains. This validates our hierarchical design, where
global and local strategies are collaboratively employed to
achieve robust anti-customization. Furthermore, the indi-
vidual improvements obtained by each loss function differ.
Specifically, Lperceptuat, Which targets global feature cor-
relations, introduces large-scale perturbations by disrupt-
ing the spatial dependencies of perceptual features. When
used alone, it already outperforms SimAC. In contrast,
Leage focuses on fine-grained and identity-specific facial at-
tributes, acting as a guide that directs perturbations toward
key semantic features. Although L.44. alone generates rela-
tively subtle perturbations and performs slightly worse than
SimAC, its combination with Lperceptuar significantly en-
hances the overall anti-customization effectiveness.
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Figure 4. Attention maps before and after attack.

4.3.2. Ablation Study on Key Hyperparameter

In addition, we investigate the influence of the hyperpa-
rameter 3, which balances the two loss terms, on anti-
customization performance. On both the CelebA-HQ
dataset and the Eiffel Tower scenario, we test 3 values of
1.0, 1.5, 1.65, 1.7, and 1.625. As shown in Table 4, the ef-
fectiveness of our GoodAC initially increases with larger 3
values, reaching a peak and then dropping rapidly beyond
the optimal point. This behavior can be attributed to the
fact that a smaller L.q4. weight allows it to serve as a guid-
ing component that enhances attack effectiveness. How-
ever, when L.q4. becomes dominant, the perturbation fo-
cuses excessively on localized facial details while neglect-
ing global feature disruption, thereby weakening the overall
anti-customization impact. These results further support the
necessity of maintaining a balance between global and local
strategies for optimal collaboration. Based on this study, we
identify 8 = 1.625 as the optimal setting.

5. Discussion

In this section, we further analyze the effectiveness of
GoodAC by visualizing attention maps and feature maps,
aiming to better understand how the global-local collabora-
tive perturbation mechanism functions.

We first visualize the attention maps of Sample 5 from
the CelebA-HQ dataset, including the clean image and
the adversarial examples generated by AdvDM, SimAC,
and GoodAC. The attention maps are generated using
CAM [44] with the ResNet50 backbone, and the analysis
is performed for the “woman” label. As shown in Figure 4,
we observe that the attention maps of AdvDM and SimAC
are more concentrated on specific regions, while the atten-
tion map of GoodAC is more dispersed. This observation
indicates that global feature correlation disruption effec-
tively impairs the spatial perception ability of customization
models, resulting in scattered attention distribution that hin-
ders key concept extraction from input images. Moreover,
the degree of attention dispersion among different methods
aligns with the defense effectiveness shown in Table | and
Table 2, providing strong evidence for the effectiveness of
the global feature correlation disruption strategy.

Additionally, we directly visualize the intermediate fea-
ture maps of the U-Net model to evaluate the effectiveness

-
AT
(a) Feature maps without

B .\.v

(b) Feature maps with edge detection

Figure 5. The feature maps w/o, w/ edge detection operator in
boundary loss of sample 5 in CelebA-HQ dataset, best in view.

of the local facial attribute distortion strategy. Specifically,
we select the feature maps from the last up-sampling block
of the U-Net, using both the clean image of Sample 5 from
the CelebA-HQ dataset and its corresponding adversarial
image as input. As illustrated in Figure 5, it is evident that
without the guidance of local facial attributes and edge de-
tection, the perturbation tends to originate from the back-
ground and the entire facial area, resulting in a uniform dis-
tribution. In contrast, when local facial attribute guidance
and edge detection are applied, the perturbation becomes
concentrated on key facial attributes.

In summary, the above analyses demonstrate the tar-
geted effectiveness of GoodAC on both global and local
levels, which enables strong defense performance against
customization methods.

6. Conclusion

In summary, we propose GoodAC, which achieves sig-
nificant progress in enhancing the effectiveness of anti-
customization (AC) methods by collaboratively disrupting
global perceptual correlations and distorting local facial at-
tributes. Our GoodAC demonstrates strong defense capa-
bility by resisting both concept transfer and semantic theft,
outperforming existing state-of-the-art anti-customization
approaches. Experimental results across various Latent Dif-
fusion Models and customization methods show that our
method provides superior protection against unauthorized
facial usage, thereby advancing the standards of privacy and
security in personalized image synthesis.

Despite these promising advancements, our approach
still has some limitations. For instance, GoodAC has only
been evaluated on open-source, fine-tuning-based models,
and its performance on proprietary commercial models or
non-fine-tuned models remains unexplored. Moreover, the
GoodAC framework, like other existing anti-customization
methods, might be vulnerable to specially designed cus-
tomization techniques, pointing to a critical future research
direction — the development of robust anti-customization
(AC) strategies, which deserves further investigation.
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