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ABSTRACT

Vision large language models (VLLMs) are increasingly deployed in privacy-
sensitive domains, raising concerns about the exposure of their training data.
The strongest existing gray-box membership inference attacks (MIAs) against
VLLMs commonly rely on entropy statistics or generated descriptions, requir-
ing costly response generation while providing limited membership separation.
In contrast, perturbation-based methods measure how model response changes
when images are perturbed, but have mainly focused on large perturbations, leav-
ing VLLM membership behavior under smaller perturbations poorly understood.
In this work, we systematically characterize VLLM membership behavior under
controlled Gaussian perturbations across the full range of noise levels at fine reso-
lution. Our analysis reveals that both the optimal perturbation magnitude and the
direction of the membership signal vary across model–dataset pairs. For many set-
tings, a previously unstudied low-noise regime produces stronger separation than
large perturbations, with members exhibiting lower divergence than non-members
and thereby reversing the conventionally observed score direction. Other settings
retain the conventional direction, demonstrating that neither a fixed perturbation
magnitude nor a predetermined score orientation is universally reliable. Motivated
by this finding, we propose COMPASS, an adaptive gray-box MIA that calibrates
both the perturbation magnitude and membership-score direction using a loosely
distribution-matched, known non-member reference set. We instantiate COM-
PASS using Rényi-normalized KL divergence and Rényi divergence, with max-k
aggregation over the most informative image-logit positions. Across LLaVA v1.5–
7B, MiniGPT-4, and HuluMed-32B, spanning pretraining, instruction-tuning, and
medical-image datasets, COMPASS consistently outperforms baselines. Under
general-domain evaluations, COMPASS achieves AUCs of up to 0.88. On the
distribution-matched medical evaluation, it reaches 0.64 AUC, while the strongest
baseline remains at chance-level. These results establish full-range adaptive per-
turbation analysis as an effective approach to VLLM membership inference.

1 INTRODUCTION

Vision large language models (VLLMs) have demonstrated exceptional ability on multi-modal tasks
such as image question answering Hartsock & Rasool (2024); Khan & Fu (2024), medical diag-
nosis Bazi et al. (2023); Guo & Terzopoulos (2024), and reasoning problems Nagar et al. (2024);
Chen et al. (2024a); Dong et al. (2025). This rapid advancement raises concerns about data privacy,
especially when these models are trained on private or copyrighted images Samson et al. (2024).
VLLMs can memorize these data within their parameters and expose them through inference-time
behavior Jayaraman et al. (2024). The image modality is particularly concerning, as training images
can be easily reconstructed from VLLMs Nguyen et al. (2025), and the image itself is sufficient to
extract private attributes from the model Tömekçe et al. (2024).
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The membership inference attack (MIA) Carlini et al. (2022); Fu et al. (2024); Zhang et al. (2024)
serves as a practical way to verify whether private or copyrighted data was used during train-
ing Duarte et al. (2024), and is widely used for privacy auditing Liu et al. (2024) and verifying
machine unlearning Shi et al. (2024). Given a dataset containing both members (training sam-
ples) and non-members, MIA aims to distinguish members from non-members. Existing attacks on
VLLMs have important limitations: Hu et al. proposed an attack using a statistical test on generated
responses Hu et al. (2025), but it requires both modalities and determines only group-level member-
ship for the vision modality. Li et al. use the entropy of responses as a membership signal Li et al.
(2024), at the cost of efficiency, since it requires full response generation.

Perturbation-based attacks alternatively apply a change to the input, measuring how much the model
output shifts. The magnitude of this shift indicates how stably the model behaves around that sam-
ple. This sensitivity constitutes a natural membership signal, as training and unseen samples respond
differently to the same change. Prior works have demonstrated the effectiveness of perturbation on
vision classifiers Jayaraman et al. (2021); Choquette-Choo et al. (2021); Li & Zhang (2021) and
language models Mattern et al. (2023), but has primarily considered strong image transformations,
leaving behavior under small, controlled perturbations unexplored. Although Li et al. (2024) evalu-
ate the perturbation-based EncoderMI baseline Liu et al. (2021) on VLLMs, its augmentations serve
as fixed preprocessing operations rather than an object of analysis: they are nonlinear and semanti-
cally nontrivial, their strength is not varied, and the work provides no analysis of how the model’s
behavior differs between members and non-members. He et al. (2025) underscore the cost of this
omission, showing that overly coarse perturbation causes robustness-based attacks on LLMs to fail.

We therefore systematically characterize VLLM membership behavior under controlled Gaussian
perturbations across the full range of noise levels at fine resolution. This analysis reveals that both
the perturbation magnitude yielding the strongest membership separation and the direction of the
membership signal vary across model–dataset pairs. In many settings, a previously unexplored
low-noise regime produces substantially stronger separation than large perturbations, with members
exhibiting lower divergence than non-members; in others, the conventional direction persists. These
findings show that neither perturbation magnitude nor score orientation can be fixed a priori.

Motivated by this finding, we propose COMPASS (Calibrated Orientation and Magnitude
Perturbation Attack via Sigma Sweeps), an adaptive gray-box MIA that searches the full Gaussian-
noise range. COMPASS compares the aggregate divergence response of the target set against
a loosely distribution-matched non-member reference set, selects the noise level producing the
strongest observable separation, and determines whether lower or higher divergence indicates mem-
bership. This procedure requires no labeled members and only accesses image logits from the orig-
inal and perturbed inputs, avoiding response generation. We instantiate COMPASS as COMPASS-
KL, using Rényi normalization followed by KL divergence, and COMPASS-R, using Rényi di-
vergence directly. Both variants apply max-k aggregation over the most responsive image-logit
positions.

We evaluate COMPASS on LLaVA v1.5–7B, MiniGPT-4, and HuluMed-32B across pretrain-
ing, instruction-tuning, and medical-image datasets. COMPASS consistently outperforms existing
entropy- and augmentation-based MIA baselines, while variation across target settings further vali-
dates the need for adaptive calibration.

Contributions. Our contributions are summarized as follows:

1. We conduct the first systematic full-range analysis of Gaussian perturbation behavior for
VLLM membership inference, identifying a previously overlooked low-noise regime with
an inverted membership signal that provides the strongest separation in most evaluated set-
tings. More broadly, we find that both the optimal perturbation magnitude and membership-
signal direction vary across model–dataset pairs.

2. We propose COMPASS-KL and COMPASS-R, two adaptive gray-box MIA variants
that calibrate perturbation magnitude and score direction using the target set and a
loosely distribution-matched non-member reference set, without requiring labeled mem-
bers. We instantiate COMPASS with two divergence measures, yielding COMPASS-KL
and COMPASS-R.
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3. Through extensive experiments across multiple VLLMs and training-data settings, we
demonstrate that COMPASS consistently outperforms existing MIA baselines.

2 RELATED WORK

Vision Large Language Models (VLLMs) Multi-modal models offer strong cross-modal under-
standing and are widely used in various domains Kumar et al. (2025); Maiti et al. (2025). Unlike
earlier vision language models that achieve cross-modal understanding via contrastive alignment Qi
et al. (2020); Radford et al. (2021); Jia et al. (2021), VLLMs project image representations into an
LLM. The projector can be a transformer Li et al. (2022), a linear layer Liu et al. (2023), a multi-layer
perceptron Zhu et al. (2023), or cross-attention layers Bai et al. (2023). COMPASS specifically tar-
gets VLLMs and assumes an LLM backbone in the target model. VLLMs have two training stages:
(1) a pre-training stage that aligns the visual encoder and LLM backbone on paired image–text data;
and (2) an instruction-tuning stage that optimizes the model to follow multi-modal instructions. Our
attack aims to infer membership for datasets from both stages using the instruction-tuned model.

Membership Inference Attack (MIA) Given a sample and a target model, MIA aims to determine
whether the sample was part of the model’s training set. Earlier work by Shokri et al. trains shadow
models as a proxy for the target model and trains a binary classifier over their outputs Shokri et al.
(2017). Yeom et al. proposed the loss-based attack Yeom et al. (2018), which determines a sample’s
membership from its loss under the model. Carlini et al. proposed LiRA, an MIA based on a likeli-
hood ratio over a fitted distribution Carlini et al. (2022). LiRA scales poorly to large models due to
the prohibitive cost of training shadow models. Reference-based calibration attacks Mireshghallah
et al. (2022); Carlini et al. (2021); Fu et al. (2024) offer an efficient proxy by capturing the loss of
neighboring samples or of a reference model. In parallel, Min-k% detects training data using the
average log-likelihood of the k% of tokens with the lowest probabilities Shi et al. (2023). Normal-
izing the per-token prediction probabilities by the average probabilities amplifies the membership
signal Zhang et al. (2024).

MIA has been studied for multi-modal models Ko et al. (2023); Hu et al. (2022; 2025); Li et al.
(2024). M4I Hu et al. (2022) targets VLMs with contrastive alignment. The attack model is a binary
classifier trained on cross-modality features of members and non-members obtained from shadow
models. This is not applicable to VLLMs, which have an LLM backbone. Hu et al. proposed the
first membership inference attack on VLLMs. For each input sample, it generates a sequence from
the model and conducts a likelihood ratio test Hu et al. (2025). While effective, the attack requires
a complete image–text pair. Although the paper also proposes an image-only attack, it can infer
membership only for a group of images, not for individual images. Li et al. proposed a metric-based
attack that leverages the average Rényi entropy over the output logits, where members show lower
entropy than non-members Li et al. (2024). However, the scope of the attack is limited to detecting
pre-training data in the instruction-tuned model.

Adversarial perturbations Moosavi-Dezfooli et al. (2017) have also been used for MIAs. Earlier
works target classification models by directly launching an adversarial attack on the target sam-
ples Del Grosso et al. (2022); Zhang et al. (2022). The amount of noise serves as a membership
signal, with members requiring larger perturbations. However, these attacks require white-box ac-
cess. COMPASS is more analogous to label-only MIAs Choquette-Choo et al. (2021); He et al.
(2025), where the adversary operates in a black-box setting and observes how the output changes
under input perturbations. Recently, Liu et al. proposed a label-only MIA for VLMs Yihao et al.
(2025). However, that attack requires a reference VLM and targets both modalities, so we do not
compare against it.

3 PROBLEM SETTING

Let M be a target VLLM trained on a dataset Xtr. M takes an image–text pair (x, z) as input,
where z is optional. M produces output logits y := (y1, · · · , yt), where t is the sequence length. A
target dataset X := Xm ∪Xn where Xm := {xm|xm ∈ Xtr} and Xn := {xn|xn /∈ Xtr} denote
the member and non-member sets, respectively.
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Given a target set with unknown membership, the adversary’s goal is to classify whether a given
sample x ∈ X belongs to Xm or Xn. Formally, the objective is described as a binary classification
problem with a threshold λ. Let R(x,M) denote a raw attack statistic and let o ∈ −1,+1 denote
its selected score orientation. We define the oriented membership score as

S(x,M) = o ·R(x,M), (1)

where o is chosen such that larger values of S indicate stronger evidence of membership. The
resulting binary decision rule is

A (x,M) =

{
1 (x ∈ Xm) if S (x,M) ≥ λ

0 (x ∈ Xn) otherwise

where a positive prediction flags x as a member. We assume a black-box setting, in which the
attacker has access only to the input and the output logits of the model. We assume that the adversary
has access to a public dataset that does not contain any members and follows a distribution similar
to that of the target set. This is a realistic assumption as the attacker can use a publicly available
dataset that is released after the model’s training cutoff Hu et al. (2025).

4 GAUSSIAN PERTURBATION ANALYSIS

To characterize how VLLM membership behavior varies with perturbation magnitude, we system-
atically sweep additive Gaussian noise over a finely resolved range of standard deviations. This
analysis reveals three distinct response regimes, most notably an unstudied low-noise “regime II”
where membership signal reverses relative to the traditionally observed high-noise “regime III”.

Quantifying model behavior. For each member and non-member sample, we (1) perturb the sample
with additive Gaussian noise, (2) obtain the per-token logits for the original and perturbed sample
pair, and (3) compute the per-token divergence between each pair of softmax logit distributions,
taking the average of the max-k divergences along the token sequence as the score. This quantifies
noise sensitivity of the model regarding member and non-members. We explore two divergence
metrics. The per-token Rényi divergence D

(α)
t is defined as:

D
(α)
t (pt∥p̃t) =

1

α− 1
log
∑
v∈V

pt(v)
α
p̃t(v)

1−α
, α > 0, α ̸= 1. (2)

Here, pt and p̃t denote the t-th token distributions obtained by applying softmax to the original and
perturbed logits, respectively. Alternatively, we apply Rényi normalization directly to the softmax
logits, which sharpens the distribution for α > 1, and compute the Kullback–Leibler divergence
D(KLD) as:

D
(KLD)
t

(
q
(α)
t

∥∥∥q̃(α)t

)
=
∑
v∈V

q
(α)
t (v) log

(
q
(α)
t (v)

q̃
(α)
t (v)

)
, q

(α)
t (v) =

pt(v)
α∑

u∈V pt(u)α
. (3)

For α =∞, this normalization is computed as

q
(∞)
t (v) =

{
1/|At|, v ∈ At,

0, otherwise,
At = argmax

u∈V
pt(u), (4)

with q̃
(∞)
t defined analogously from p̃t. Before computing the KL divergence, we clamp each entry

of both normalized distributions from below at ε = 10−12 and renormalize them, preventing un-
defined values when either distribution contains zeros. For a pair of sequences with length T , the
divergence metric provides T token-wise divergences. A sample’s divergence score is the average
of the max-k token divergences for a given k ∈ [0.1, 1.0].

Analyzing model sensitivity. For each perturbation magnitude σ̃, we compute the mean diver-
gence scores D̄m(σ̃) and D̄n(σ̃) over known member and non-member sets and define their gap as
∆D̄(σ̃) = D̄m(σ̃) − D̄n(σ̃) (Figure 1). As σ̃ increases, we observe three distinct regimes: (i) a
near-zero plateau (∆D̄ ≈ 0); (ii) a pronounced negative dip under small perturbations (∆D̄ < 0),
indicating greater divergence for non-members; and (iii) a sharp rise to the conventionally reported
behavior under strong perturbations, where members exhibit greater divergence (∆D̄ > 0).
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Figure 1: Perturbation sensitivity and membership divergence across normalized Gaussian noise on
a Flickr pre-training target set against LLaVA v1.5–7B model with k=0.9. Left: Mean unnormalized
KL divergence for members and non-members, with shaded bands denoting one standard deviation.
Their similar response in Regime I produces a near-zero divergence gap, whereas members exhibit
greater divergence in Regime III. Right: The member–non-member gap ∆D̄ = D̄m− D̄n with and
without Rényi normalization (α =∞). Rényi normalization amplifies the negative gap in Regime II.
Red markers indicate the noise level minimizing ∆D̄ for each metric.

Regime I: ∆D̄ ≈ 0. At zero noise, both groups exhibit the expected zero divergence, with
D̄m = D̄n = 0. Without normalization, microscopic perturbations induce small, nearly identical
increases in D̄m and D̄n (Figure 1), whereas aggressive normalization reveals only weak separation
between the two groups. Given members and non-members respond similarly, Regime I provides
little membership signal and is unlikely to reflect memorization of specific training examples.

Regime II: ∆D̄ < 0. Regime II captures our central empirical finding: for some model–dataset
pairs, small nonzero perturbations produce greater divergence for non-members than for members,
similar to findings of label-only and adversarial-perturbation MIAs against non-generative image
classifiers Choquette-Choo et al. (2021); Zhang et al. (2022). This finding contradicts the behav-
ior conventionally observed from VLLMs where members are less robust (member divergences is
higher). Previously, this was not found since existing works have not explored full noise sweep and
neglected this low-noise regime. In fact, we find many cases where this regime offers strong member
and non-member separability (bigger gap) and hence we leverage it as a membership signal in the
subsequent section.

Regime III: ∆D̄ > 0. As the perturbation enters the higher-noise regime, D̄m crosses over D̄n,
returning to the conventionally understood LLM and VLLM behavior Liu et al. (2021). Simulta-
neously, the across-sample standard deviation of the divergence scores increases rapidly for both
classes, amplifying variability alongside the mean divergence gap. Beyond the crossover point, per-
turbed member images become sufficiently dissimilar to the training samples, allowing the model to
detect larger distributional shifts. By contrast, we attribute the smaller non-member shifts to a lack
of strong memorized reference in the model’s weights, ultimately producing a lower asymptotic Dn.

Leveraging Regime II. Regime II provides a more discriminative membership signal than its high-
noise counterpart. Moreover, we can leverage aggressive normalization to amplify the membership
signal, as demonstrated by the substantial negative gap in Figure 1. We attribute this result to two
complementary factors: signal strength and signal clarity. First, in regime II, member outputs re-
main locally anchored while non-member outputs shift away, often producing larger separation than
regime III. Second, regime III has bigger across-sample divergence. Thus, although strong pertur-
bations can enlarge the mean response, they can simultaneously inject variability that obscures the
membership signal. Although our results in section 6 show that regime II often provides a stronger
membership signal, it is not universally optimal: in some settings, regime III yields better separation.
Our proposed attack therefore can leverage both regimes effectively via calibration.

5 MEMBERSHIP INFERENCE ATTACK

We propose COMPASS, an adaptive membership inference attack that calibrates both the pertur-
bation magnitude and membership-score direction. Its controlled perturbation-based framework
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Figure 2: COMPASS attack structure. In the tuning phase, COMPASS compares the divergence
responses of the unlabeled target set and a known non-member reference set across candidate noise
levels to select the perturbation magnitude and score direction. In the scoring phase, it applies the
selected perturbation to each target image, aggregates the largest token-wise divergences, and orients
the result to produce a membership score.

sweeps a finely resolved range of Gaussian noise magnitudes to identify the strongest membership
separation. This allows dynamic utilization of regime II or III to find the most discriminative per-
turbation. To further refine the signal, COMPASS expands on the general ∆D score outlined in
our perturbation analysis, averaging over the max-k divergence measures to focus the score on the
most discriminative features. Figure 2 summarizes the COMPASS pipeline; we next formalize its
perturbation, divergence scoring. We further formalize the calibration procedures in Appendix D.

Attack structure. For each target image xi ∈ [0, 255]H×W×C , we independently sample additive
Gaussian noise at each pixel and channel and construct the perturbed image as

(ϵi)h,w,c
i.i.d.∼ N

(
0, (σ̃∗)2

)
, x̃i = clip(xi + ϵi, 0, 255) . (5)

where σ̃∗ denotes the perturbation magnitude selected by the noise-level search as described in
Appendix D. We then feed the original and perturbed images into the target model to obtain their
corresponding image-token probability sequences:

{pi,t}Tt=1 = softmax(M(xi)) , {p̃i,t}Tt=1 = softmax(M(x̃i)) . (6)
Following the perturbation analysis, we compute the divergence between each pair of token-wise
distributions using either (i) the Rényi divergence D

(α)
t in Equation 2, yielding COMPASS-R,

or (ii) the KL divergence D
(KLD)
t after Rényi normalization in Equation 3, yielding COMPASS-

KL. For COMPASS-KL, we evaluate normalization orders α ∈ {0.5, 1.0, 2.0,∞}, where α = ∞
denotes the limiting max-dominant normalization. For COMPASS-R, we evaluate Rényi orders
α ∈ {0.25, 0.5, 2.0, 4.0}. To obtain a single sample-level membership score while emphasizing
the strongest token-wise contributions, we average the top-k divergence values across the sequence.
Finally, we orient the score according to the set-specific tuning outcome: if the target set exhibits
lower mean divergence than the known non-member set, we negate the aggregated score so that
larger values consistently indicate membership.

6 EXPERIMENTS

6.1 EXPERIMENTAL SETTINGS

Target Models. We evaluate our attack on LLaVA v1.5–7B Liu et al. (2023) and MiniGPT-4 Zhu
et al. (2023), two open-source VLLMs for which substantial information about the underlying train-
ing data is publicly available. To broaden our evaluation across model scale and domain, we addi-
tionally evaluate the larger medical-domain HuluMed-32B model Jiang et al. (2025).

Datasets. To evaluate membership inference over pre-training data, we use the Flickr benchmark
introduced by Li et al. Li et al. (2024), which contains 300 members and 300 non-members for
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both LLaVA and MiniGPT-4. We randomly sample 150 images from each group to construct each
target set. For instruction fine-tuning, we use COCO-2017 images included in LLaVA’s disclosed
instruction-tuning data Lin et al. (2014). To reduce the likelihood that the presumed non-members
appeared during pre-training, we draw them from recent Flickr images. Because MiniGPT-4 does
not disclose its instruction-tuning data, we restrict this evaluation to LLaVA. For both settings, the
tuning reference set is sampled from ShareGPT-4o Chen et al. (2025). For HuluMed-32B, we evalu-
ate COMPASS on endoscopy medical images, pairing PubMedVision members Chen et al. (2024b)
with EndoBench non-members Liu et al. (2025) using GastroHUN Bravo et al. (2025) as the refer-
ence set. Motivated by blind-baseline analyses showing that source differences can confound MIA
evaluation Das et al. (2025); Zhu et al. (2025), we apply the filtering procedure described in Ap-
pendix E to both self-constructed medical datasets to remove potential bias.

Baselines. We compare our attack with state-of-the-art MIAs on VLLMs. We use (1) Aug-KL Liu
et al. (2021), which compares the KLD of logits from the original and augmented images; (2) Min-
k% Shi et al. (2023), which uses the average of the min-k token probabilities as the membership
signal; and (3) Max-Rényi-α Li et al. (2024), which uses the average of the max-k% Rényi entropies
of the output logits. We report only α = 0.5, their best-performing version.

6.2 IMAGE MIA ON LLAVA & MINIGPT-4

LLaVA v1.5–7B MiniGPT-4

Flickr COCO-2017 Flickr

Metric k = 0.1 k = 0.5 k = 0.9 k = 0.1 k = 0.5 k = 0.9 k = 0.1 k = 0.5 k = 0.9

Baselines

Aug-KL − − 0.71 ± 0.04 − − 0.69 ± 0.01 − − 0.63 ± 0.01
Min-k% 0.58 ± 0.02 0.66 ± 0.05 0.67 ± 0.05 0.60 ± 0.01 0.64 ± 0.03 0.65 ± 0.02 0.51 ± 0.04 0.59 ± 0.02 0.64 ± 0.02
Max-Rényi0.5% 0.64 ± 0.02 0.72 ± 0.03 0.70 ± 0.03 0.69 ± 0.04 0.74 ± 0.03 0.72 ± 0.03 0.78 ± 0.02 0.73 ± 0.01 0.69 ± 0.01

COMPASS-KL (Ours)

α = 0.5 0.60∗ ± 0.02 0.70∗ ± 0.03 0.70∗ ± 0.04 0.70∗ ± 0.03 0.80∗ ± 0.03 0.81∗ ± 0.04 0.58∗ ± 0.04 0.69∗ ± 0.03 0.72∗ ± 0.02
α = 1 0.62∗ ± 0.02 0.70∗ ± 0.03 0.70∗ ± 0.03 0.70∗ ± 0.03 0.80∗ ± 0.04 0.81∗ ± 0.04 0.66∗ ± 0.02 0.73∗ ± 0.01 0.75∗ ± 0.01
α = 2 0.65∗ ± 0.03 0.71∗ ± 0.03 0.72∗ ± 0.03 0.74∗ ± 0.02 0.81∗ ± 0.05 0.81∗ ± 0.04 0.69∗ ± 0.03 0.72∗ ± 0.02 0.75∗ ± 0.01
α = ∞ 0.50∗ ± 0.00 0.78∗ ± 0.02 0.78∗ ± 0.02 0.50∗ ± 0.00 0.88∗ ± 0.04 0.88∗ ± 0.04 0.53∗ ± 0.01 0.75∗ ± 0.02 0.77∗ ± 0.02

COMPASS-R (Ours)

α = 0.25 0.60∗ ± 0.03 0.69∗ ± 0.02 0.70∗ ± 0.02 0.71∗ ± 0.03 0.80∗ ± 0.04 0.81∗ ± 0.04 0.63∗ ± 0.03 0.72∗ ± 0.02 0.74∗ ± 0.01
α = 0.5 0.59∗ ± 0.03 0.69∗ ± 0.02 0.69∗ ± 0.02 0.71∗ ± 0.03 0.80∗ ± 0.04 0.81∗ ± 0.04 0.64∗ ± 0.02 0.71∗ ± 0.01 0.74∗ ± 0.01
α = 2 0.64∗ ± 0.02 0.72∗ ± 0.03 0.73∗ ± 0.03 0.73∗ ± 0.03 0.82∗ ± 0.04 0.83∗ ± 0.04 0.68∗ ± 0.01 0.76∗ ± 0.01 0.79∗ ± 0.01
α = 4 0.64∗ ± 0.02 0.73∗ ± 0.03 0.74∗ ± 0.03 0.72∗ ± 0.02 0.84∗ ± 0.03 0.85∗ ± 0.04 0.68∗ ± 0.01 0.77∗ ± 0.01 0.81∗ ± 0.01

Table 1: Average AUC over three independently sampled target sets for LLaVA v1.5–7B on Flickr
and COCO-2017, and MiniGPT-4 on Flickr. An asterisk indicates that the COMPASS decided to
use region II for membership signal.

Attack Performance. Table 1 compares the AUC of COMPASS-KL and COMPASS-R against
the considered baselines for LLaVA v1.5–7B and MiniGPT-4. Since Min-k%, Max-Rényi, and our
proposed attacks operate on a top-k subset of output tokens, we report representative settings k ∈
{0.1, 0.5, 0.9} and highlight the best-performing configuration for each method. Aug-KL instead
computes its membership score over the full output sequence and is therefore reported once under
k = 0.9 for presentation. All results are averaged over three independently sampled target sets, with
standard deviation reported across runs.

On the Flickr pre-training data, COMPASS provides strong membership separation across both eval-
uated VLLMs. For LLaVA, COMPASS-KL achieves a maximum AUC of 0.78 ± 0.02, improving
over the strongest baseline at 0.72 ± 0.03, while COMPASS-R reaches 0.74 ± 0.03. We observe
comparable performance on MiniGPT-4. Although Max-Rényi-0.5% provides a strong baseline at
0.78± 0.02, COMPASS-R achieves the highest overall AUC of 0.81± 0.01, while COMPASS-KL
reaches 0.77± 0.02. In both cases where COMPASS obtains the strongest result, its standard devia-
tion is also no greater than that of the strongest competing baseline, indicating that the improvement
persists across independently sampled target sets rather than arising from a single favorable sample.

The improvement is substantially larger on LLaVA’s COCO-2017 instruction-tuning data.
COMPASS-KL achieves a maximum AUC of 0.88 ± 0.04 and COMPASS-R reaches 0.85 ± 0.04,
compared with 0.74±0.03 for the strongest baseline. Although the variation is slightly larger in this
setting, the gain in mean AUC is substantially greater. In particular, COMPASS-KL with Rényi-∞
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normalization achieves 0.88± 0.04 at both k = 0.5 and k = 0.9. Overall, COMPASS achieves the
highest AUC across all three evaluated model–dataset settings while exhibiting comparable, and in
several cases lower, variation across target-set samples.

Figure 3: Max-k effect for COMPASS-
R on Flickr.

Effect of Rényi Order. Performance generally improves
as the Rényi order α increases for both COMPASS vari-
ants. Larger α places greater emphasis on dominant out-
put probabilities, with Rényi-∞ normalization produc-
ing the strongest COMPASS-KL results and the largest
evaluated order similarly performing best for COMPASS-
R. This suggests that COMPASS’s membership signal is
concentrated primarily among the model’s dominant out-
put probabilities.

Effect of Max-k. Figure 3 shows that, across noise lev-
els, retaining a large top-k fraction of token-wise diver-
gence values (k ∈ {0.7, 0.8, 0.9}) consistently yields
higher AUCs and a stronger membership signal in the
pre-training setting. We observe the same pattern in the
COCO-2017 instruction-fine-tuning setting shown by Ta-
ble 1. We hypothesize that this behavior arises from the
distributed nature of visual representations: in the eval-
uated models, membership-relevant evidence may be spread across many correlated visual tokens
rather than concentrated in only a few. Aggressive truncation at small k can therefore discard weak
but correlated cues, increasing variance and attenuating member–non-member separation. Retaining
a larger k preserves this distributed evidence, stabilizes the estimate, and strengthens the resulting
separation.

6.3 MEDICAL IMAGE MIA ON HULUMED-32B

Endoscopy (AUC) Endoscopy (TPR@5%FPR)

Metric k = 0.7 k = 0.8 k = 0.9 k = 0.7 k = 0.8 k = 0.9

Baselines

Aug-KL − − 0.42 ± 0.04 − − 0.01 ± 0.00

Min-k% 0.50 ± 0.00 0.50 ± 0.00 0.50 ± 0.00 0.00 ± 0.00 0.00 ± 0.00 0.00 ± 0.00

Max-Rényi0.5% 0.50 ± 0.00 0.50 ± 0.00 0.50 ± 0.00 0.00 ± 0.00 0.00 ± 0.00 0.00 ± 0.00

COMPASS-KL (Ours)

α = 0.5 0.58 ± 0.03 0.57 ± 0.03 0.57 ± 0.03 0.12 ± 0.02 0.12 ± 0.02 0.13 ± 0.02

α = 1.0 0.61∗ ± 0.00 0.62∗ ± 0.00 0.62∗ ± 0.00 0.12∗ ± 0.01 0.12∗ ± 0.01 0.13∗ ± 0.01

α = 2.0 0.60∗ ± 0.01 0.61∗ ± 0.01 0.61∗ ± 0.01 0.12∗ ± 0.01 0.11∗ ± 0.00 0.11∗ ± 0.01

α = ∞ 0.58∗ ± 0.03 0.59∗ ± 0.02 0.60∗ ± 0.02 0.13∗ ± 0.02 0.10∗ ± 0.04 0.10∗ ± 0.04

COMPASS-R (Ours)

α = 0.25 0.63∗ ± 0.01 0.63∗ ± 0.01 0.64∗ ± 0.01 0.11∗ ± 0.04 0.12∗ ± 0.04 0.13∗ ± 0.05

α = 0.5 0.63∗ ± 0.01 0.63∗ ± 0.01 0.63∗ ± 0.01 0.12∗ ± 0.03 0.13∗ ± 0.04 0.14∗ ± 0.05

α = 2.0 0.62∗ ± 0.01 0.62∗ ± 0.01 0.62∗ ± 0.01 0.14∗ ± 0.03 0.14∗ ± 0.03 0.14∗ ± 0.03

α = 4.0 0.59∗ ± 0.03 0.62∗ ± 0.01 0.62∗ ± 0.02 0.12∗ ± 0.03 0.15∗ ± 0.02 0.13∗ ± 0.03

Table 2: Average AUC and TPR@5%FPR for the Endoscopy dataset against HuluMed-32B. Follow-
ing the finding that large Max-k yields stronger performance, we report representative top-k settings
k ∈ {0.7, 0.8, 0.9} evaluated under the same pipeline as LLaVA and Minigpt (subsection 6.2). Bold
indicates the highest reported value in each column, including ties.An asterisk indicates that the
COMPASS decided to use region II for membership signal.

Table 2 reports AUC for HuluMed-32B on the filtered Endoscopy dataset. Given membership in-
ference is more challenging in this setting, we also report TPR@5%FPR to assess detection perfor-
mance at a low false-positive rate. Min-k% and Max-Rényi perform at chance-level AUC (0.50) and
achieve zero TPR@5%FPR across the reported k values. Aug-KL reaches 0.42 ± 0.04 AUC and
0.01± 0.00 TPR@5%FPR. These results show that the considered baselines provide little member-
ship separation in this setting.
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In contrast, COMPASS achieves membership inference, indicating that its perturbation scores retain
a membership signal in the harder endoscopy setting. COMPASS-R with α = 0.25 reaches the
highest AUC of 0.64 at k = 0.9; with α = 0.5, it reaches 0.63 across all three reported k values.
COMPASS-KL reaches 0.62 AUC with α = 1 at k = 0.8 and k = 0.9. The advantage over the
baselines is more evident at low false-positive rates. At 5% FPR, COMPASS-R with α = 4 achieves
the highest TPR of 0.15 at k = 0.8, compared with 0.01 for Aug-KL and 0.00 for Min-k% and
Max-Rényi. The best COMPASS-KL configuration reaches 0.13 TPR at k = 0.9.

Asterisks in Table 1 and Table 2 shows the significance of our calibration. With the reference set, it
scans regimes and determines the ideal separation for each dataset, leading to higher AUC.

6.4 NOISE-LEVEL TUNING EFFECTIVENESS

Dataset Optimal σ̃ Estimated σ̃

AUC AUC

LLaVA Flickr 0.80± 0.018 0.78± 0.02

LLaVA COCO-2017 0.92± 0.01 0.88± 0.04

HuluMed Endoscopy 0.69± 0.02 0.63± 0.02

Figure 4: Effectiveness of noise-level tuning. Top:
AUC using the true optimal noise level and the noise
level estimated by our tuning procedure. Right: Es-
timated and true optimal noise levels for Rényi-∞
normalized KL divergence difference. The estimated
σ̃ lies near the true optimum and yields performance
close to the ideal setting. Estimated True optimal

We find that the tuning procedure for the noise magnitude σ̃∗ described in section 5 is a strong
estimator of the true optimum. To demonstrate this, we run the attack over the entire range of
noise levels and identify the oracle perturbation noise level corresponding to the strongest AUC.
Figure 4 (Top) compares this ideal AUC with the empirical AUC we obtain, showing that the two
are comparable.

Figure 4 visually demonstrates the effectiveness of the proposed noise tuning method while high-
lighting the importance of its adaptive nature. While the scale of the ∆D drop is reduced by the
member–non-member ratio π, the estimate still yields a σ̃ that lies within the trough of the mini-
mum. Although the δ(σ̃) term introduces a slight deviation from the true optimum σ̃∗, the results in
Figure 4 demonstrate that the estimated σ̃ remains a strong differentiating signal for our attack.

7 CONCLUSION

In this paper, we systematically characterized the membership behavior of diverse VLLMs under
image perturbations across a finely resolved range of noise levels, revealing behavior substantially
more complex than conventionally assumed. In particular, we found that, for many model–dataset
pairs, members exhibit lower divergence than non-members under extremely small perturbations,
reversing the conventional membership-signal direction and producing stronger membership sep-
aration than the conventionally considered high-noise regime. Building on this observation, we
introduced COMPASS-KL and COMPASS-R, two self-calibrating MIA variants that search the
full perturbation range to identify both the most discriminative noise level and the corresponding
membership-score direction using the target set and a known non-member reference set, without
requiring labeled members. Across our experiments, COMPASS consistently outperformed exist-
ing baselines, demonstrating the value of adapting perturbation-based MIAs to the noise-response
characteristics of each target setting. Future work will investigate stronger theoretical guarantees
for noise-level tuning and develop more robust estimators under reference-set distribution shift and
varying target-set member proportions.
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AI USE STATEMENT
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APPENDIX

CONTENTS OF THE APPENDIX

We provide supporting materials and analyses in the appendix. In Appendix A, we link to the
anonymized source code and datasets used in our evaluations. Appendix B identifies the target mod-
els and describes the hardware and runtime requirements. In Appendix C, we present the COMPASS
membership-scoring and noise-level tuning algorithms, followed by a derivation of the tuning gap
and its potential error from reference-set differences in Appendix D. Appendix E describes how
we filter the endoscopy candidate pools to reduce image-source confounding. Finally, Appendix F
shows example images across the tested noise levels and the raw divergence curves for each target
model, further illustrating the low-noise membership behavior discussed in section 4.

A ASSETS

A.1 SOURCE CODE

Our source code is available in the anonymized GitHub repository: https://anonymous.
4open.science/r/COMPASS_anonymous_github-07A2/readme.md. The source
code was adapted from Li et al. Li et al. (2024).

A.1.1 DATASETS

We use three evaluation settings to assess COMPASS. To evaluate membership inference risk for the
pre-training data of LLaVA and MiniGPT-4o, we construct target sets of members and non-members
from the models’ provided Flickr subsets https://huggingface.co/datasets/JaineLi/VL-MIA-image
Li et al. (2024). To evaluate risk for LLaVA’s instruction fine-tuning data, we use the pro-
vided COCO-2017 subset https://huggingface.co/datasets/liuhaotian/LLaVA-Instruct-150K/viewer
Li et al. (2024). For both settings, we tune the noise level using the disjoint ShareGPT-4o-
Image dataset https://huggingface.co/datasets/FreedomIntelligence/ShareGPT-4o-Image Chen et al.
(2025).

To evaluate the larger Hulu-Med-32B model, we construct target sets using the fil-
tering procedure described in Appendix E. We use PubMedVision endoscopy images
https://huggingface.co/datasets/FreedomIntelligence/PubMedVision Chen et al. (2024b) as mem-
bers and images from EndoBench https://huggingface.co/datasets/Saint-lsy/EndoBench Liu et al.
(2025) as non-members. We tune the perturbation noise level using the GastroHUN dataset
https://huggingface.co/datasets/doantrongthai/GastroHun/tree/main Bravo et al. (2025).

B EXPERIMENTAL SETUP

B.1 MODELS

We evaluate our membership inference attacks on three vision–language models, each of
which has been pre-trained and subsequently instruction fine-tuned. The first target model
is LLaVA-v1.5-7B, released by Liu et al. Liu et al. (2023) and publicly available at
https://huggingface.co/liuhaotian/llava-v1.5-7b. The second target model is MiniGPT-4, pro-
posed by Zhu et al. Zhu et al. (2023) and available at https://github.com/Vision-CAIR/MiniGPT-
4. The third target model is Hulu-Med-32B released by Jiang et al. (2025) and available at
https://github.com/ZJUI-AI4H/Hulu-Med.

B.2 PROCESSOR SPECIFICATIONS

All experiments are run on a single NVIDIA H200 GPU with 140 GB of GPU memory. For a
combined target and tuning set of 600 samples, collecting all metric values across 32 noise levels
requires approximately 12 hours for LLaVA-v1.5-7B and 4 hours for MiniGPT-4. The larger Hulu-
Med-32B model requires approximately 20 hours.
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C COMPASS ALGORITHMS

C.1 COMPASS MEMBERSHIP SCORING ALGORITHM

Following the pipeline described in section 5, algorithm 1 details how COMPASS computes a mem-
bership score for a target image. It compares the image-token distributions obtained from the original
and perturbed images, computes token-wise divergences using either COMPASS-KL or COMPASS-
R, and averages the largest top-k fraction. The noise level and score direction are supplied by the
tuning procedure, and the algorithm returns the resulting oriented membership score.

Algorithm 1 COMPASS-KL & COMPASS-R: Perturbation-Based Membership Scoring

Require: Target image X ∈ [0, 255]H×W×C , black-box modelM, selected noise std σ̃∗, selected
score direction s∈{−1,+1}, top-k fraction k∈(0, 1], variant v∈{KL,R}, Rényi order α

Ensure: Oriented membership score S(X)

1: Sample ϵh,w,c
i.i.d.∼ N (0, (σ̃∗)2)

2: X̃ ← clip(X + ϵ, 0, 255)
3: {pt}Tt=1 ← softmax

(
M(X)

)
▷ original image-logit distributions

4: {p̃t}Tt=1 ← softmax
(
M(X̃)

)
▷ perturbed image-logit distributions

5: if v = KL then ▷ COMPASS-KL
6: for t = 1 to T do
7: qt(u)←

pt(u)
α∑

w∈V pt(w)α

8: q̃t(u)←
p̃t(u)

α∑
w∈V p̃t(w)α

9: dt ← DKL(qt ∥ q̃t)
10: end for
11: else ▷ COMPASS-R
12: for t = 1 to T do
13: dt ← Dα(pt ∥ p̃t)

=
1

α− 1
log
∑
u∈V

pt(u)
αp̃t(u)

1−α

14: end for
15: end if
16: Ik ← indices of the largest ⌈kT ⌉ values in {dt}Tt=1

17: D(X; σ̃∗)← 1

|Ik|
∑

t∈Ik
dt ▷ max-k aggregation

18: S(X)← sD(X; σ̃∗) ▷ larger scores favor membership
19: return S(X)

C.2 COMPASS NOISE-LEVEL TUNING

Algorithm 2 selects the perturbation magnitude and score direction used by Algorithm 1. For each
candidate noise level, it compares the mean raw divergence of the unlabeled target set with that of a
known non-member reference set. It selects the noise level with the largest absolute difference and
uses the sign of that difference to orient subsequent membership scores.
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Algorithm 2 COMPASS Reference-Guided Noise and Score-Orientation Calibration

Require: Target set X with unknown membership, known non-member reference setR, candidate
noise grid Σ, black-box modelM, top-k fraction k, variant v∈{KL,R}, Rényi order α

Ensure: Selected noise level σ̃∗, score direction s∈{−1,+1}
1: for each σ̃ ∈ Σ do
2: Compute raw D(X; σ̃) using the divergence and aggregation steps of Algorithm 1 for all

X ∈ X
3: Compute raw D(R; σ̃) using the same steps for all R ∈ R
4: D̄X (σ̃)← 1

|X |
∑

X∈X D(X; σ̃)

5: D̄R(σ̃)← 1

|R|
∑

R∈R D(R; σ̃)

6: ∆D̄tune(σ̃)← D̄X (σ̃)− D̄R(σ̃)
7: end for
8: σ̃∗ ← argmax

σ̃∈Σ

∣∣∆D̄tune(σ̃)
∣∣

9: if ∆D̄tune(σ̃
∗) ≥ 0 then

10: s← +1 ▷ higher divergence favors membership
11: else
12: s← −1 ▷ lower divergence favors membership
13: end if
14: return (σ̃∗, s)

D NOISE LEVEL TUNING

D.1 NOISE LEVEL TUNING PROCEDURE

While section 4 shows that each target model–dataset pair has an optimal noise level for membership
separation, a practical tuning procedure must operate without membership labels and determine the
appropriate score direction for the selected regime. We therefore use the unlabeled target set as a
proxy member set and compare its aggregate divergence response with that of a known non-member
reference set, which may be readily obtained through synthetic generation or temporal cutoffs. We
reason that the member component remains present in the aggregate response of the target set. As-
suming that target and reference non-members exhibit comparable divergence behavior, subtracting
their set-level averages approximately cancels the baseline non-member response. Provided that
the residual mismatch remains small across the noise sweep, the resulting signal is attenuated by
the presence of target non-members but retains the direction and general shape of the underlying
membership-separation curve. COMPASS therefore selects the noise level with the largest absolute
discrepancy and uses its sign to orient the membership score. Because tuning is performed directly
on the target set that is subsequently evaluated, the selected operating point is tailored to the tar-
get samples without requiring labeled members. We formalize this tuning signal in subsection D.2,
deriving an expression that captures the effect of distributional mismatch between the target and ref-
erence sets. In subsection 6.4, we further evaluate the tuning procedure empirically across varying
degrees of mismatch, demonstrating its effectiveness even under substantial distributional shift.

D.2 NOISE LEVEL TUNING ERROR EXPRESSION

COMPASS selects its noise level and score direction by comparing the mean raw divergence of
the unlabeled target set X with that of a known non-member reference set R. As X contains both
members and non-members, we intuit that its mean response retains a membership-dependent com-
ponent. At each candidate noise level, the observable tuning gap is

∆D̄tune(σ̃) = D̄X (σ̃)− D̄R(σ̃). (7)

Hence, while this gap it is not itself a score for any individual image, it reflects the general shape
and score direction that separates the target set members and non-members. The derivation below
separates the contribution of membership from the discrepancy between target and reference non-
members.
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Formally, let π ∈ [0, 1] denote the unknown proportion of members in the target set X , and let
D̄m(σ̃) and D̄n,X (σ̃) denote the expected divergence of its member and non-member components,
respectively. The expected target-set divergence can then be expressed as

D̄X (σ̃) = πD̄m(σ̃) + (1− π)D̄n,X (σ̃). (8)

We define the discrepancy between the target non-members and the known non-member reference
setR as

δR(σ̃) = D̄n,X (σ̃)− D̄R(σ̃). (9)

Defining the desired signal as ∆D̄(σ̃) = D̄m(σ̃)− D̄n,X (σ̃), the observable tuning gap can then be
expressed as:

∆D̄tune(σ̃) = D̄X (σ̃)− D̄R(σ̃)

= πD̄m(σ̃) + (1− π)D̄n,X (σ̃)− D̄R(σ̃)

= π
[
D̄m(σ̃)− D̄n,X (σ̃)

]
+ δR(σ̃)

= π∆D̄(σ̃) + δR(σ̃). (10)

Thus, the observable gap comprises the desired membership signal, attenuated by the unknown
member proportion π, and a reference-set discrepancy term δR(σ̃). If, around the dominant extrema
of the noise sweep, |δR(σ̃)| ≪ π

∣∣∆D̄(σ̃)
∣∣ , then the observable tuning gap approximately preserves

the direction and relative magnitude of the underlying membership gap: ∆D̄tune(σ̃) ≈ π∆D̄(σ̃).

We empirically verify this condition using reference sets spanning varying degrees of distributional
shift from the target non-members (Figure 4). Across all evaluated model–dataset and reference-set
configurations, the observable tuning gap retains the direction and general noise-response pattern of
the true membership gap, including when the reference set is substantially distributionally shifted.
These results demonstrate that, in our evaluated settings, the membership component remains dom-
inant over the reference-set discrepancy near the most discriminative regions of the noise sweep.

Because π is fixed for a given target set and independent of σ̃, it uniformly scales the underlying
membership gap. For any π > 0, this scaling alone changes neither the direction of ∆D̄(σ̃) nor the
noise level maximizing its absolute magnitude. The value of π therefore need not be known by the
attacker. Moreover, a larger member proportion or a stronger underlying membership gap increases
the tolerance of the tuning procedure to the reference-set discrepancy δR(σ̃). In practice, our exper-
imental target sets fix π = 0.5, and we demonstrate that our tuning method remains effective in this
setting. Accordingly, COMPASS selects the perturbation magnitude

σ̃∗ = argmax
σ̃∈S

∣∣∆D̄tune(σ̃)
∣∣ , (11)

where S is the set of candidate noise levels. The sign of ∆D̄tune(σ̃
∗) then determines the

membership-score orientation: a positive gap indicates that higher divergence corresponds to mem-
bership, whereas a negative gap indicates that lower divergence corresponds to membership.

E BLIND-CLASSIFIER FILTERING

Motivated by evidence that differences between member and non-member data sources can con-
found membership inference evaluations Das et al. (2025); Zhu et al. (2025), we filter our self-
constructed Endoscopy candidate pools using a classifier with no access to the target model. This
procedure reduces the extent to which an attack can exploit image-source differences in place of
target-model behavior.

We represent each image using the 512-dimensional global-average-pooled features preceding the
classification head of a frozen ImageNet-pretrained ResNet-18 He et al. (2016). We train a logistic
regression classifier to distinguish candidate members from non-members using five-fold stratified
cross-validation. We then obtain an out-of-fold predicted probability for each image and rank images
within each class by the classifier’s confidence in their true label. Images assigned lower confidence
are considered harder for the blind classifier to distinguish.

We retain the hardest fraction of images from each class and adjust the keep-fraction until the clas-
sifier’s AUC on the retained pools falls below 0.52. The selected keep-fraction is 30%, reducing
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 = 1.96e-05  = 3.06e-05  = 4.71e-05  = 7.45e-05  = 1.18e-04  = 1.80e-04  = 2.82e-04  = 4.31e-04

 = 7.06e-04  = 1.10e-03  = 1.69e-03  = 2.63e-03  = 4.31e-03  = 6.27e-03  = 1.02e-02  = 1.57e-02

 = 2.43e-02  = 3.84e-02  = 5.88e-02  = 9.41e-02  = 1.45e-01  = 2.27e-01  = 3.57e-01  = 5.49e-01

 = 8.63e-01  = 1.33e+00  = 2.12e+00  = 3.29e+00  = 5.10e+00  = 8.24e+00  = 1.25e+01  = 1.96e+01

Figure 5: Raw Image Perturbations Used for Noise-level Tuning section 5 and Divergence Analyses
section 4.

the pool from 18,623 candidate images to 5,588 retained images: 3,538 members and 2,050 non-
members. The blind classifier’s five-fold cross-validated AUC is 0.954 ± 0.002 on the full pools
which reduces to 0.465± 0.007 on the retained pools. We report the latter as a post-filter diagnostic
of separability under this blind baseline. Balanced target sets are subsequently sampled from the
retained member and non-member pools.

F ADDITIONAL RESULTS

F.1 RAW PERTURBED IMAGES

We show example perturbed versions of an input image used in our membership evaluation for
the MIA (Figure 5); for each image, the corresponding normalized noise standard deviation σ̃ is
indicated.

As discussed in section 5, we apply noise by independently sampling, for each pixel, from a Gaus-
sian distribution with standard deviation σ̃, adding the resulting value to the pixel intensities (0–255),
and then clipping. As shown in Figure 5, this procedure produces a noisy image in which an increas-
ing fraction of pixels saturate to complete noise due to clipping, while the remaining pixels become
progressively more faded. Notably, in looking at the regime II range of σ̃ values which often proved
most optimal for our target sets in noise-level tuning (1.10e-03 to 2.43e-02), we qualitatively ob-
serve that these region adds noise that is indistinguishable to the human eye, demonstrating the
minute sensitivity of VLLMs.

F.2 RAW DIVERGENCE PLOTS

Expanding on Figure 1, we additionally provide the divergence dynamics plots for all target models
(Figure 6, Figure 7, and Figure 8). The standard deviation within each class is shown as a shaded
band around the corresponding curve.
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Figure 6: Raw divergence curves for all tested normalization for a flickr target subset members (red),
non-members (blue), and member-non-member difference (black) against the LLaVA model.

20



0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

1

2

3

4

5

U
nn

or
m

al
iz

ed
 K

LD

0.4

0.3

0.2

0.1

0.0

0.1

 U
nn

or
m

al
iz

ed
 K

LD

* = 2.27e 01

(a) Unnoramlised KL-Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0.0

0.2

0.4

0.6

0.8

1.0

Re
ny

i 
=

0.
5 

N
or

m
al

is
ed

 K
LD

0.06

0.04

0.02

0.00

0.02

0.04

 R
en

yi
 

=
0.

5 
N

or
m

al
is

ed
 K

LD

* = 2.27e 01

(b) Renyi α = 0.5 Normalised KL-
Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

1

2

3

4

5

Re
ny

i 
=

1 
N

or
m

al
is

ed
 K

LD

0.4

0.3

0.2

0.1

0.0

0.1

 R
en

yi
 

=
1 

N
or

m
al

is
ed

 K
LD

* = 2.27e 01

(c) Renyi α = 1 Normalised KL-
Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

2

4

6

8

10

12

Re
ny

i 
=

2 
N

or
m

al
is

ed
 K

LD

1.0

0.8

0.6

0.4

0.2

0.0

0.2

 R
en

yi
 

=
2 

N
or

m
al

is
ed

 K
LD

* = 1.33e + 00

(d) Renyi α = 2 Normalised KL-
Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

5

10

15

20

25

Re
ny

i 
=

 N
or

m
al

is
ed

 K
LD

2.5

2.0

1.5

1.0

0.5

0.0

 R
en

yi
 

=
 N

or
m

al
is

ed
 K

LD

* = 2.43e 02

(e) Renyi α = ∞ Normalised KL-
Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0.0

0.2

0.4

0.6

0.8

1.0

1.2

Re
ny

i 
=

0.
25

 D
iv

er
ge

nc
e

0.08

0.06

0.04

0.02

0.00

0.02

0.04

0.06

 R
en

yi
 

=
0.

25
 D

iv
er

ge
nc

e

* = 2.27e 01

(f) Renyi α = 0.25 Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0.0

0.5

1.0

1.5

2.0

2.5

Re
ny

i 
=

0.
5 

D
iv

er
ge

nc
e

0.15

0.10

0.05

0.00

0.05

0.10

 R
en

yi
 

=
0.

5 
D

iv
er

ge
nc

e

* = 2.27e 01

(g) Renyi α = 0.5 Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

1

2

3

4

5

6

7

8

Re
ny

i 
=

2 
D

iv
er

ge
nc

e

0.8

0.6

0.4

0.2

0.0

 R
en

yi
 

=
2 

D
iv

er
ge

nc
e

* = 1.33e + 00

(h) Renyi α = 2 Divergence

0.00e+00

7.00e-05

4.30e-04

2.63e-03

1.57e-02

9.41e-02

5.49e-01

3.29e+00

1.96e+01

Normalized Gaussian Noise 

0

2

4

6

8

10

Re
ny

i 
=

4 
D

iv
er

ge
nc

e

0.8

0.6

0.4

0.2

0.0
 R

en
yi

 
=

4 
D

iv
er

ge
nc

e

* = 1.33e + 00

(i) Renyi α = 4 Divergence

Figure 7: Raw divergence curves for all tested normalization for a flickr target subset members (red),
non-members (blue), and member-non-member difference (black) against the MiniGPT-4o model.
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(i) Renyi α = 4 Divergence

Figure 8: Raw divergence curves for all tested normalization for a endoscopy target subset members
(red), non-members (blue), and member-non-member difference (black) against the Hulu-Med-32B
model.

22


