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Abstract

Adversarial attacks present a significant challenge to the
dependable deployment of machine learning models, with
patch-based attacks being particularly potent. These at-
tacks introduce adversarial perturbations in localized re-
gions of an image, deceiving even well-trained models.
In this paper, we propose Outlier Detection and Dimen-
sion Reduction (ODDR), a comprehensive defense strategy
engineered to counteract patch-based adversarial attacks
through advanced statistical methodologies. Our approach
is based on the observation that input features correspond-
ing to adversarial patches—whether naturalistic or syn-
thetic—deviate from the intrinsic distribution of the remain-
ing image data and can thus be identified as outliers. ODDR
operates through a robust three-stage pipeline: Fragmenta-
tion, Segregation, and Neutralization. This model-agnostic
framework is versatile, offering protection across various
tasks, including image classification, object detection, and
depth estimation, and is proved effective in both CNN-based
and Transformer-based architectures. In the Fragmenta-
tion stage, image samples are divided into smaller seg-
ments, preparing them for the Segregation stage, where ad-
vanced outlier detection techniques isolate anomalous fea-
tures linked to adversarial perturbations. The Neutraliza-
tion stage then applies dimension reduction techniques to
these outliers, effectively neutralizing the adversarial im-
pact while preserving critical information for the machine
learning task. Extensive evaluation on benchmark datasets
against state-of-the-art adversarial patches underscores the
efficacy of ODDR across diverse tasks and settings.

1. Introduction

Adversarial attacks represent a serious threat to the robust-
ness and performance of deep neural network (DNN) mod-
els [7, 18]. These attacks involve the strategic introduction
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of adversarial perturbations into test samples, leading to sig-
nificant disruptions in the model’s predictions. A particu-
larly effective form of these attacks is the insertion of local-
ized patches into test images. This allows attackers to force
DNN models into making errors in essential tasks such as
image classification, object detection, and depth estimation
[21, 25]. Patch-based attacks are a widely recognized and
practical form of adversarial attack, particularly valued for
their adaptability in scenarios with limited access to the sys-
tem [20]. These attacks function much like discreet stickers,
easily applied in real-world situations where adversaries
may face constraints in resources or access. The subtlety
of patch-based attacks makes them especially elusive, un-
derscoring the critical need for robust defense mechanisms.
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Figure 1. Demonstration of Adversarial Defense with ODDR
[Task: Person Detection (Object Detection sub-task), Model:
YOLOV4 [2], Patch: AdvYOLO [38], Dataset: INRIA [12]].

Standard defenses that work against imperceptible noise,
including transformation-based defenses (JPEG compres-
sion, quantization, color compression [26], feature distil-
lation [32] etc.) encounter a wall in the ability to provide
robustness when it comes to the task of defending against
adversarial patches, because these transformations unnec-
essarily affect the clean regions of the image sample as well
and lead to a simultaneous loss in clean accuracy [8]. There-
fore it is necessary to develop a scheme that identifies the
region on the sample where the adversarial patch is present
and thereby act specifically on that region. We address this
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by considering this as a two-part problem, one of identify-
ing the location of the adversarial patch within the image,
and the second problem being the ability to neutralize the
adversarial behavior of the detected region. Our objective
is to maximize the capabilities of both of these elements of
adversarial defense (elaborated in Section 5.1), without re-
ducing clean-case accuracy. Through ODDR, we propose
utilizing the difference in distribution of the information
within the adversarial patch and the rest of the image sam-
ple to identify the location of the patch. We achieve this
separation using an outlier detection technique. ODDR is
designed to minimize the rate of false positives during the
detection of the region of the image containing the adversar-
ial patch, through tunable parameters. For the second aspect
of the problem, having identified the region that contains
the adversarial patch, we advocate for the use of Dimen-
sion Reduction [15]. Through matrix-based transformations
that help in projecting the sample into a lower dimensional
space, this approach proves adept at neutralizing the impact
of the patch without loss of surrounding pertinent informa-

tion, as shown in Figure 1.

Novel Contributions — The main contributions are:

* We introduce a novel, model-agnostic defense method,
Outlier Detection and Dimension Reduction (ODDR),
which accurately identifies and localizes adversarial
patches by detecting clusters of outliers within input fea-
tures. By applying targeted dimension reduction over a
window surrounding the detected outlier cluster, ODDR
effectively neutralizes the adversarial patch while pre-
serving crucial information.

* We demonstrate the efficacy and adaptability of ODDR
across various tasks, including image classification, ob-
ject detection, and monocular depth estimation. Our de-
fense achieves a robust accuracy of 79.1% against the
GoogleAP attack on the ImageNet dataset using CNN-
based architectures and 83.1% using Transformer-based
architectures.

e For object detection tasks, our defense mechanism
achieves robust average precision scores of 93.54% and
83.21% when countering the AdvYOLO attack on the
CASIA and INRIA datasets, respectively.

* In depth estimation, our defense significantly reduces the
mean depth estimation error from 0.59 to 0.1 when miti-
gating the impact of SSAP-based attacks, demonstrating
its effectiveness in preserving model accuracy.

e Our proposed approach improves the accuracy from
39.26% to 79.1% when performing GoogleAp attack,
which surpasses that of the prominent state-of-the-art like
LGS (53.86%), Jujutsu (60%), and Jedi (64.34%).

2. Theoretical Underpinning

In this section, we delve into the foundational theoretical
principles that constitute the building blocks of the pro-

posed ODDR scheme. We outline the two components of
the defense mechanism.

2.1. Segregating Input Features

We use a ensemble of decision trees to separate the outlier
features from the rest of the image. Notably, this collection
of decision trees, known as a Forest, can be tweaked to come
up with an Isolation Forest algorithm, usable as a robust tool
for detecting outliers and anomalies within datasets. Oper-
ating under the paradigm of Unsupervised Learning, this
technique excels in scenarios where labeled data is unavail-
able, making it particularly versatile in diverse applications.
It uses Binary Decision Trees through a bagging approach,
drawing parallels to the well-known Random Forest tech-
nique employed in supervised learning. The core hypoth-
esis guiding this technique is predicated on the assumption
that anomalies represent a minority within the dataset, com-
prising fewer instances than their normal counterparts. Ad-
ditionally, these anomalies are posited to possess attribute-
values that diverge from those associated with normal in-
stances. In simpler terms, anomalies are characterized as
being both fewer in number and different from the rest of
the samples [31]. This particularly makes it a good fit for
detecting adversarial patches from input features of the test
samples. Leveraging these assumptions, this technique ex-
cels in isolating anomalies by constructing an ensemble of
Binary Trees for a given dataset. Anomalies, given their dis-
tinctive nature, tend to exhibit shorter paths within these
trees compared to normal instances [22].

2.2. Outlier Detection

Consider a dataset X = {x1,...,x,}, comprising n vec-
tors representing instances from a multivariate distribution
of dimension d. To build the tree, the dataset X undergoes a
recursive division process based on the random selection of
an attribute g and a corresponding threshold value p. This
process continues until one of the following three condi-
tions is met:

* the decision tree attains maximum permissible height
© | X[ =1
* the data in the dataset X has equal values

The objective of anomaly or outlier detection can be
achieved if one can deduce a way to rank the samples re-
flecting degree of anomaly. This can be done by running a
sorting algorithm on the path lengths or anomaly scores.
This naturally necessitates the definition of the anomaly
scores. The path length h(x) for a sample point z is de-
fined as the count of nodes that x traverses in the tree from
the root node to the conclusion of the traversal at an ex-
ternal node. Drawing on the structural similarities between
isolation trees and Binary Search Trees, it can be inferred
that the estimated average path length aligns with that of an
unsuccessful search in a Binary Search Tree. For a dataset
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comprising n samples, the average path length of an unsuc-
cessful search is:

c(n)=2H(n—1) - (2(n—1)/n), (1)

with H(z) denoting the Harmonic number, estimated as
In(i) + 0.57721567 [Euler’s constant]. Additionally, c(n)
represents the mean of h(z) over n. Consequently, the
anomaly score s can be defined as:
_ E(h))
Score(z) = s(z,n) =27 <™ )
where E(h(zx)) represents the mean of h(x) derived
from the forest, which is constructed from multiple such
trees. It follows that when E(h(z)) — ¢(n), s — 0.5;
when E(h(z)) — 0, s — 1; and when E(h(z)) - n —1,
s — 0. The interpretation of the anomaly score s is that if
the samples possess an anomaly score close to unity, they
are highly likely to be outliers and those with a score much
smaller than 0.5 are likely to belong to the distribution. If a
significant portion of samples returns a score around the 0.5
mark, it is highly probable that there are not many outliers
in the dataset. Anomalies are identified by their shorter path
lengths within the tree structure, with path length denoting
the number of edges traversed from the root node.

2.3. Dimension Reduction

Dimension Reduction is typically used in feature engineer-
ing tasks in statistical learning, but this can also be used as
an adversarial defense here, as explained below. This tech-
nique maps the input into a lower dimensional space, pre-
serving a chosen amount of variability, thereby getting rid
of significant proportion of the adversarial noise [4, 5]. In-
tuitively, this projects the matrix on to an orthonormal basis
and the variability within it is expressed as a linear combi-
nation of the components [15]. At first, if we consider that
an image (a colored image has three channels and therefore
three such matrices) is a mxn-matrix M, then one can use
Singular Value Decomposition to factorize the same into
M = UXVT, where U and V are orthogonal matrices and
Y = diag(oy,...,0.), where r = min(m,n) such that
o1 > ... > o, > 0. In this case, the singular values are
the o;s, and thereby we have the top r columns of V" and U
being the right and left singular vectors respectively. This
formulation is necessary for dimensionality reduction us-
ing Truncated Singular Value Decomposition as explained
hereafter. For the matrix M with a rank 7, one can represent
M = UTETVTT where U, and V,. comprises of the left and
right singular vectors. For any k, such that (k < r), one
can therefore obtain My, where M = Uy EkaT, which is
lower rank approximation of the matrix. This is used in di-
mensionality reduction, facilitated by the fact that the singu-
lar values are so arranged such that they provide the order-
ing of the information contained in such truncated approx-
imations [16]. Specifically, in our implementation, we have

used the proportion of the singular values as a surrogate to
estimate the amount of information preserved upon the im-
age mask M being projected to a lower dimension. We have
denoted this information preservation parameter as in f and
used it as a tuning parameter for our defense mechanism.

3. ODDR Defense Mechanism

Input Sample with Patch Output Sample

Toaster >

© Neutralization

Limpkin v

© Segregation

Figure 2. Overview of the Proposed ODDR Defense Methodol-
ogy: The three-stage pipeline—Fragmentation, Segregation, and
Neutralization—demonstrating the process of identifying and mit-
igating adversarial patches in the input image features. [Task: Im-
age Classification, Model: [24], Patch: Google Adversarial Patch
[3], Dataset: imagenet [13]]

As illustrated in Figure 2, the proposed ODDR defense
technique encompasses three stages. The initial stage in-
volves splitting the image into kernels using a moving win-
dow. This fragmentation process deconstructs the image
into equally sized chunks, the dimensions of which are fine-
tuned as hyper-parameters for specific applications. This
stage is referred to as Fragmentation. Subsequently, the ob-
tained fragments are flattened into vectors, and the outlier
detection task is executed on these vectors, denoted as Fea-
ture Segregation. Finally, Dimension Reduction is applied
to a window positioned on the cluster of fragments identi-
fied as outliers. This step aims to neutralize the adversarial
patch without compromising information in the surround-
ing vicinity. The entire algorithm is detailed in Algorithm
1, with each component and function elucidated in the sub-
sequent subsections.

3.1. Fragmentation

The initial step in processing the input image is Fragmen-
tation. This involves segmenting the image into partially
overlapping fragments using a moving square kernel. The
size of this kernel, along with the stride length determining
the movement for each new fragment, is a system hyper-
parameter fine-tuned for optimal performance. Upon gener-
ating the fragments, each with three channels and a square
shape, the data is flattened into long vectors. This flattening
is a crucial preparatory step for the subsequent stage in the
process, Feature Segregation.

3.2. Segregation

The notion of segregation of anomalous input features
within the feature space is carried out as an outlier detection
exercise. We propose that an ensemble of decision trees,
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Algorithm 1 ODDR: Outlier Detection & Dimension Re-

duction

IN : I:original image, k: kernel size, str: stride length, c: confidence of anomalies,
T': number of trees in the forest, d: size of square mask, in f: information preserved
after SVD, min Pts: minimum fragments in an anomaly cluster

OUT : I': Image with neutralised patch

I*Fragmentation®/

Generate n fragments X < (z1,...,2z,) from image I, using kernel size = k
and stride = str

/*Segreagation*/

Set s = 0.3 X size(X)

iForest = Forest(X, T, s) (From Algo 2)

initializeY = (y1,...,Yn)

for i = 1ton do:

yi = Score(x;), where z; € X (From Eq. 2)

end for

Sort Y in descending order

Select (1 — ¢) * n top y;s as anomalies (z1,...,2,) = Z

Select clusters (C1, . .., Cp) in Z such that size(C;) > minPts

/*Neutralization®/

Calculate cluster centers z-cenc; and masks M, cy of size d as:

for i = 1 to p do:

Cluster center z_cenc, = max(z;)V z; € C;

Create masks M ¢, from loc(z_cenc, — (d/2)) toloc(z_cenc, + (d/2))
Perform Dimension Reduction using Singular Value Decomposition as:

for : = 1topdo:

M(';I «— SVD(Mg,,inf)

Superimpose Mlcl s in place of M¢; s in image I to get r

return I’

Algorithm 2 Forest(X, T, size)

IN: X = (zy1,...
size

OUT: a Forest (T'rees ensemble)

initialize : Forest

set Uy a0 = ceiling(logs s)

for i = 1to T do:

X’ + Sample(X, s)

Forest < Forest UTree(X’,0, lmas) (From Algo 3)
end for

return Forest

, Ty ): input data, T": number of trees in the forest, s: sample

Algorithm 3 Tree(X, h, linaz)

IN: X = (z1,...,xy): input data, h: height of tree, l,,, ¢ maximum height of
tree, : attributes of X
OUT:aTree

if h > lyaq or | X| < 1, then:

return external Node{Size + | X |}

else

Xjeft < Select(X, g < p), where min(q) < p < maxz(q),q € Q
Xright < Select(X, q > p), where min(q) < p < maz(q),q € Q
return internalNode

{

LeftTree < Tree(Xiefe, h + 1, limax)
RightTree < Tree(Xpignht, h + 1, lmaa)
attribute < q

value < p

endif

which is a forest, is best suited for this purpose. This al-
gorithm is inspired by the Isolation Forest algorithm. The
fragments generated using the aforementioned Fragmen-
tation process serves as the dataset for the outlier detec-
tion algorithm. The anomaly detection using the Forest is
outlined in Algorithm 2, which is essentially an ensemble
of decision Trees which are generated using Algorithm 3.
Once the trees are generated, the path lengths for the leaf

nodes are calculated using the Equation 1, which is there-
after used to estimate the anomaly score using the Equation
2, as described earlier. Once the anomaly scores (y;) are
ascertained to each fragment (z;), the top outliers are se-
lected (Z) based on a pre-defined threshold (c), which is set
as a hyper-parameter. Therefore, Z contains fragments z;s,
detected as outliers. Since Fragmentation is a deterministic
process, using k and str, we know the placement of every
fragment z; , and so for every z; € Z, we check the over-
lapping fragments to look for the clusters (C}s), such that
the size of each cluster is greater than a pre-defined hyper-
parameter min Pts.

3.3. Neutralization

For every detected cluster (C1, ..., C,), the cluster center
of each is ascertained to be the fragment with the highest
anomaly score. Considering the central pixel of that partic-
ular fragment as the center, the square masks are generated
of size d, extending from the location [z_cenc, — (d/2)] to
[z_cenc, + (d/2)] on either side of the central point. The
mask derived from the Segregation process encompasses
the entirety or, at the very least, the majority of the adversar-
ial patch, whether naturalistic or otherwise. This assertion is
grounded in the fact that the mask is chosen from the region
where the cluster of anomalies or outlier fragments is situ-
ated. Comprehensive testing and validation of this approach
are presented in the Experiments Section later in the paper.

To render the detected adversarial patch ineffective, two
techniques have been explored. The first approach, though
sub-optimal, involves replacing each pixel in the mask with
the mean value of all the pixels within the region cov-
ered by the mask. This method performs effectively when
the mask aligns closely with the adversarial patch. How-
ever, for a broader region, it may result in a potential loss
of valuable information in areas where the mask does not
completely overlap with the adversarial patch. To solve this
problem, we propose Dimension Reduction. We apply a
singular value decomposition on the mask, with a specific
hyper-parameter that selects the proportion of information
to preserve (corresponding to the number of singular val-
ues).

4. Experimental Results

In this section, we conduct a thorough evaluation of the ef-
fectiveness of our proposed defense mechanism against var-
ious patch-based attacks across different classification, ob-
ject detection, and depth estimation tasks.

4.1. Experimental Setup

We assess ODDR performance across diverse settings com-
monly used in computer vision applications:
Task: Classification -
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Datasets: We use the ImageNet dataset [13] for its exten-
sive class variety and the Caltech-101 dataset [29] for spe-
cific object recognition tasks.

Models: Our assessment uses ResNet-152 [24], ResNet-50
[24], VGG-19 [35], Inception V3 [39], Vision Transformers
[42] and Swin Transformers [33] for ImageNet and Caltech-
101 classification tasks.

Task: Detection -

Datasets: For outdoor detection challenges, we use the
INRIA dataset [12], capturing uncontrolled environmental
variations and includes instances of multiple patches. For
indoor scenarios, we use the CASIA dataset [41].

Models: The YOLO model [2] is employed for detection
tasks. We test both outdoor and indoor scenarios.

Task: Monocular Depth Estimation (MDE) -

Datasets: For monocular depth estimation challenges, we
use the KITTI dataset [17]. The dataset encompasses a wide
variety of road types, including local streets, rural roads, and
highways, providing a robust and diverse set of scenarios for
depth estimation tasks.

Models: We employ the MIMdepth model [9] for monoc-
ular depth estimation tasks. MIMdepth utilizes a self-
supervised learning approach, combining masked image
modeling (MIM) with a transformer architecture to enhance
the accuracy and robustness of monocular depth estimation.
Threat Model: We operate under the strongest assump-
tion, a white-box scenario, where the attacker possesses
complete knowledge of the victim DNN, including its
architecture and parameters. As in other proposed de-
fenses [28, 34, 40], the adversary is capable of substi-
tuting a specific region of an image with an adversarial
patch, with the goal of consistently inducing misclassifica-
tion/misdetection/misestimaion across all input instances.
Patch-based Attacks: In this evaluation, we employ seven
state-of-the-art adversarial patches to rigorously assess
model performance. For classification tasks, we utilize the
Adversarial Patch (GAP) [3], LAVAN [27], Generative Dy-
namic Patch Attack (GDPA) [30], and Shape Matters (SM)
[10]. For detection tasks, we apply the AdvYOLO adversar-
ial patch [38] and the Naturalistic Patch [25]. Additionally,
to evaluate Transformer-based monocular depth estimation
(MDE) models, we use the shape-sensitive adversarial patch
(SSAP) [21]. Further details in the Appendix. These patches
represent cutting-edge techniques in the domain, ensuring a
robust and comprehensive assessment of the ODDR defense
mechanism across different challenges.

4.2. Results

Throughout the experiments, for our defense, we used a
kernel size of 20x20 pixels, with a stride length of 10 for
Fragmentation. For Segregation we varied the confidence
of anomalies ¢ between 0.8 — 0.85 and used 500 trees in the
isolation forest. For the Dimension Reduction using SVD,

the information preservation parameter is varied between
70 — 85%.

4.2.1. ODDR in Classification Benchmarks:

In our evaluation, the primary focus was on assessing the
model’s robust accuracy under adversarial conditions. To
demonstrate the effectiveness of our defense strategy, we
first generated adversarial patches using four distinct attack
methods: LAVAN, GoogleAP, GDPA, and Shape Matters
(SM). We then measured the model’s robust accuracy across
varying patch sizes and architectures, including both CNN
and transformer-based models. Table 2 showcases the out-
standing performance of our defense technique, which sig-
nificantly enhances robust accuracy against the aforemen-
tioned attacks on the ImageNet and CalTech datasets, with
minimal impact on baseline accuracy. Notably, our defense
achieves robust accuracy rates of 79.1% against GoogleAP
and 74.1% against LAVAN, underscoring its effectiveness
in mitigating these adversarial threats.

IMAGENET Clean GAP LAVAN GDPA SM
Model Adv  ODDR | Adv ODDR | Adv ODDR | Adv. ODDR
ResNet 152 81.2 | 393 79.1 10.1 74.1 564  73.1 15.1 783
ResNet 50 784 | 388 756 102 702 | 558 726 164 728
VGG 19 742 | 39.1 72.8 11.1 71.1 60.1 71.8 17.1 71.9
Inception v3 79.8 | 382 776 109 771 62.1 72.9 128 741
ViT_b_16 85.8 | 36.7 83.1 9.2 829 | 684 826 119 823
swin_v2_b 845 | 359 819 6.9 812 | 69.8 81.8 134 808
CALTECH-101 Clean GAP LAVAN GDPA SM
Model Adv  ODDR | Adv ODDR | Adv ODDR | Adv ODDR
ResNet 152 94.1 | 486  90.8 156 91.1 457 884 | 236 918
ResNet 50 909 | 492 864 17.1 873 | 479 871 259 863
VGG 19 88.6 | 47.1 85.6 153 849 | 46.1 852 | 214  86.6
Inception v3 89.4 | 48.1 86.5 182 854 | 492 868 194  84.1
ViT_b_16 953 | 452 918 13.8 921 512 919 | 251 92.3
swin_v2_b 949 | 463  90.7 179 903 | 483 921 208 927
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Table 1. ODDR robustness for Image Classification task.

Effectiveness against Subtle Patches: We test ODDR
against subtle/invisible and inconspicuous patches which
include TAP [1] and DorPatch [23], for further analysis.

Model Attack Clean Adv ODDR
IAP 784 371 63.1
ResNet-50 | porpatch | 784 45 5938
Incentionva IAP 799 382 628
P DorPatch | 799 73 61.7

Table 2. ODDR robustness for Image Classification task on Ima-
geNet dataset against subtle attacks [using £ = 20, d = 20].

4.2.2. ODDR in Detection Benchmarks:

In the context of detection tasks, we evaluated the Robust
Average Precision and Recovery Rate against the AdvY-
OLO attack on the INRIA and CASIA datasets, as presented
in Table 3. The Recovery Rate measures the proportion of
successfully recovered outputs by the defense relative to the
total number of successful attacks, providing a clear indica-
tion of the defense mechanism’s effectiveness. Our defense



technique demonstrates exceptional performance, achieving
a robust average precision of 93.54% on the INRIA dataset
and 83.21% on the CASIA dataset.

Dataset ‘ Clean Accuracy ‘ Adversarial Accuracy ‘ Robust Average Precision

INRIA 96.42% 39.28% 83.21%
CASIA 96.77% 32.25% 93.54%

Table 3. Performance of ODDR against AdvYOLO-based attack.

4.2.3. ODDR in Depth Estimation Benchmarks:

For depth estimation tasks, we assessed the effectiveness
of our defense using three key metrics, as defined in [21]:
mean depth estimation error (£), the ratio of the affected
region (R,), and mean square error (MSE). Further details
on these metrics can be found in the Appendix. As demon-
strated in Table 4, our ODDR technique significantly mit-
igates the impact of the SSAP patches, reducing the mean
depth estimation error from 0.59 to 0.1 and shrinking the
affected region from 99% to 21%, thereby effectively pre-
serving the accuracy of depth estimation.

KITTI | By | R, | MSE
SSAP | 059 | 0.99 | 0.53
ODDR | 0.11 | 021 | 0.04

Table 4. Performance of ODDR against SSAP-based attack.

Adversarial Sample Defended Sample

Depth prediction  RGB Image
l\ “
\

Figure 3. Illustration on the impact of ODDR on depth SSAP-
based attack [21].

4.3. ODDR vs State-of-the-art

We conducted a comprehensive comparative analysis of
ODDR against several state-of-the-art defenses, including
LGS [34], Jujutsu [11], and Jedi [37], across all previously
outlined experiments. For further context, we also com-
pared ODDR with two certified defenses: De-randomized
Smoothing [28] and PatchGuard [40]. As shown in Ta-
ble 5, our defense technique outperforms existing methods,
achieving a robust accuracy of 79.1%. This surpasses the
robust accuracy achieved by LGS (53.86%), Jujutsu (60%),
and Jedi (64.34%). Additionally, we compared ODDR with
a Dimension Reduction-based defense [6], which achieved
an accuracy of 66.2%, further highlighting the superior per-
formance of our approach.

a) CASIA dataset b) INRIA dataset

Figure 4. llustration of the impact of ODDR on AdvYOLO patch-
based attacks [38]: Top row: Adversarial images. Bottom row: De-
fended images for two datasets: a) CASIA representing indoor set-
tings, and b) INRIA representing outdoor settings.

In addition, we compared our defense with two cer-
tified defenses to quantify the trade-off between ensur-
ing provable robustness and overall performance, despite
the inherent unfairness of this comparison. As expected,
certified adversarial patch defenses demonstrated lower
performance compared to empirical defenses, with De-
randomized Smoothing [28] achieving 35.02% robust ac-
curacy and PatchGuard [40] achieving 30.96% robust accu-
racy.

Model [ Attack | Clean Adv [LGS Jedi DR ODDR

GAP 812 393|539 644 662 79.1
LAVAN | 812 10.1 | 499 546 594 741
GDPA | 812 564 | 642 615 602 73.1

ResNet 152

GAP 79.8 382 | 551 66.8 613 776
Inception v3 | LAVAN | 79.8 109 | 50.7 594 554 77.1
GDPA | 798 62.1 | 669 714 586 729

GAP 845 359|652 706 626 819
LAVAN | 845 69 | 609 578 538 812
GDPA | 845 698 | 76.3 684 589  81.8

swin_v2_b

Table 5. ODDR comparison across attacks on ImageNet dataset.

In detection tasks, as demonstrated in Table 6, our de-
fense outperforms in terms of both robust average preci-
sion and recovery rate when deployed against the advYOLO
patch, across both INRIA and CASIA datasets.

INRIA CASIA
Defense Robust Avg. | Recovery | Robust Avg. | Recovery
Precision Rate Precision Rate
LGS [34] 21% 27% 84% 48%
Jedi [37] 28.03% 42% 80% 50%
Ours (ODDR) 82.14% 43.86 % 93.54% 61.29%

Table 6. Performance of our proposed defense ODDR compared
to two state-of-the-art defenses against AdvYOLO.
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5. Discussion

In this section, we explore additional performance aspects
of ODDR, including its resilience against adaptive attacks,
results from the ablation study, impact on model inter-
pretability, computational cost, and hyperparameter tuning.

5.1. Ablation Study

The proposed ODDR technique identifies the adversarial
noise in the patches as an outlier to the data distribution of
the rest of the input sample. For each component, we chose
the best algorithm that maximizes the overall inference ac-
curacy. For Outlier Detection, we found that the modified
Isolation Forests outperform clustering based techniques
like DBSCAN [14]. The percentage gain in the overlap of
the actual adversarial patch and the detected outliers clus-
ter was up to 20% (ImageNet). For Neutralization, we used
naive techniques like replacement of all pixels in the mask
with the lowest value, highest value and the average value,
and Dimension Reduction significantly outperformed them
in the downstream machine learning task, by up to 15%
(ImageNet) and is able to match that of Vision Transform-
ers with significantly lower computations. This can be at-
tributed to the fact that Dimension Reduction carefully pre-
serves a certain amount of information in the mask, and is
specifically helpful when there are false positives generated
upstream. Notably, ODDR provides a performance gain of
up to 13% over just Dimension Reduction [6], which can be
primarily attributed to the Outlier Detection operation.

5.2. Impact of ODDR on Model Interpretability

We conduct a detailed visualization of the Grad-CAM [36]
output for the adversarial example, both before and after the
use of our defense. Notably, as shown in Figure 5, we ob-
serve a significant shift in the network’s focus when the ad-
versarial patch is applied, as the attention shifts from the ac-
tual object to the manipulated patch. However, upon apply-
ing our defense, we observe a restoration of the network’s
attention back to the original object, highlighting the effi-
cacy of our defense in preserving the model interpretability.

Input Image

Grad-CAM

(a) Clean (b) Adversarial (c) ODDR

Figure 5. Grad-CAM visualization result for ODDR in action.

5.3. Computational Cost

Our defense mechanism, ODDR, is designed with low com-
putational overhead, making it suitable for deployment on
edge devices without requiring GPUs. The computational
complexity of the Decision Forest is of the order O(n * ¢ *
log s) where s is the sub-sample size, n is the number of
test samples, and ¢ is the number of trees. The Truncated
SVD has a complexity of O(d?) where d represents the di-
mensionality, which is typically small as it correlates with
the size of the detected outlier clusters. In practical terms,
the average processing time per sample is as follows: 0.034
seconds for ImageNet and CalTech-101 datasets, and 0.041
seconds per frame for the INRIA and CASIA datasets, when
executed on an AMD Ryzen 5955 CPU. This is compared to
the baseline processing time of 0.019 seconds on NVIDIA
GPUs using ResNet50.

5.4. Hyper-parameter Tuning

ODDR uses two categories of hyper-parameters: Active
hyper-parameters and Passive hyper-parameters. The ac-
tive hyper-parameters significantly influence the perfor-
mance of ODDR, and the results reported in the tables cor-
respond to their optimal tuned values. These include c (the
confidence level for identifying anomalies, ranging from 0.8
to 0.95), and inf (the information preserved after SVD,
ranging from 0.7 to 0.9). The passive hyper-parameters,
while less impactful on performance, were kept consistent
across most experiments. These include k& (kernel size, be-
tween 20 and 40 pixels), str (stride length, set to k/2, T
(the number of trees in the Decision Forest, fixed at 100),
the sampling fraction for the Trees (30%), and the minimum
number of fragments required to form an outlier cluster (20-
30) and d (the size of the mask applied to outlier fragments,
set at 50 pixels),. Additional details on these parameters can
be found in the Appendix.

5.5. ODDR vs. Naturalistic Patches

A recent adversarial patch generation method that poses a
potentially greater challenge to our defense is the Naturalis-
tic Patch [19, 25]. We investigate the effectiveness of these
attack strategies, considering its ability to generate stealthy
adversarial patches that mimic real objects, rendering them
less visually suspicious and, consequently, more challeng-
ing to detect. The results, specifically the recovery rate upon
using ODDR, are presented in Tables 7. Despite the natu-
ralistic nature of this patch and its seamless integration into
the image, our defense successfully mitigated its adversar-
ial impact. As an illustration, our defense demonstrates a
notably robust average precision, surpassing that of previ-
ously proposed defenses such as LGS and Jedi. Specifically,
our defense achieves a 65% higher average precision com-
pared to LGS, and 55% and 63% for the INRIA dataset,
respectively.
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a) CASIA dataset b) INRIA dataset

Figure 6. Illustration of the impact of ODDR on Naturalistic patch-
based attacks [25]: Top row: Adversarial images. Bottom row: De-
fended images for two datasets: a) CASIA representing indoor set-
tings, and b) INRIA representing outdoor settings.

INRIA CASIA
Defense Robust Avg. | Recovery | Robust Avg. | Recovery
Precision Rate Precision Rate
LGS [34] 55% 29% 50% 48%
Jedi [37] 63% 51% 67% 76%
Ours (ODDR) 65% 47% 87.5% 90.27 %

Table 7. Performance of our proposed defense compared to two
state-of-the-art defenses against Naturalistic Patch [25] attack for
INRIA and CASIA dataset.

5.6. Adaptive Attack

Adaptive attacks exploit full knowledge of the defense
mechanism to bypass it. Since decision trees and Isolation
Forests are non-differentiable, their direct integration into
standard attack optimization processes is not possible.

5.6.1. Distribution Mapping

The detection of the location of the adversarial patch relies
on the observation that the distribution of the information
within the patch is different from that in the rest of the sam-
ple. To circumvent this, we map the adversarial patch’s vari-
ability to that of randomly selected image fragments across
all channels, fitting Gaussian distributions to each fragment.
We constrain the patch’s updates so its distribution param-
eters i and o) align with the averaged fragment parameters
(m and std), within tolerances 0 < |u — m| < 0.5 and
1 < o/std < 2 (dataset specific). Beyond these ranges,
the Gaussian distributions are statistically separable. On
ResNet50 with ImageNet, this approach reduces clean ac-
curacy from 78% to 73%, with a robust accuracy of 76%.

5.6.2. Zeroth Order Gradient Attack

Since the decision-tree-ensemble method used in the detec-
tion of the outlier fragments is non-differentiable, we used
a Zeroth Order Gradient Based Attack to estimate the gradi-
ents and craft the adversarial perturbation within the patch.
We tested this on the ImageNet [13] dataset with the follow-

ing parameters:

* Patch size varied from 37x37 pixels to 50x50 pixels

e The perturbation parameter & was varied between
0.001 <6 <0.2

We have observed that the adversarial accuracy is well

within 5 — 10% range of the clean case accuracy for the

0.001 < § < 0.2 setting, which means that the attack is

not strong enough. For all § > 0.2, the adversarial noise is

easily detected by the defense mechanism as outlier frag-

ments. This observation has been consistent across the dif-

ferent patch sizes.

5.6.3. Lower Dimensional Patch

The second component of the ODDR defense mechanism
is to render the detected patch ineffective using Dimension
Reduction. So, we considered an adaptive attack that re-
stricts the adversarial patch to a lower dimensional space
to begin with, using the exact same Singular Value Decom-
position on the patch during training time (for both Google
Adbversarial patch [3] and LAVAN [27]). We have observed
that even a 1% drop in the informational content using SVD,
preserving 99% of the variability, is sufficient to render the
patch ineffective. Further explanations in Appendix.

6. Related Works

There are two primary approaches to defend against patch-
based attacks [28, 34, 40] :

Empirical defenses include methods like Localized Gradi-
ent Smoothing (LGS) [34], Jujutsu [11] and Jedi [37]. Cer-
tified defenses aim to provide provable robustness against
attacks. For instance, De-randomized Smoothing (DS) [28],
PatchGuard (PG) [40] etc.

7. Conclusion

We propose ODDR, specifically designed to counteract
the formidable threat posed by patch-based adversarial at-
tacks on machine learning models. This technique lever-
ages a three-stage pipeline—Fragmentation, Segregation,
and Neutralization — which effectively identifies and miti-
gates adversarial patches while preserving crucial informa-
tion for machine learning tasks. Through rigorous experi-
mentation on benchmark datasets and state-of-the-art adver-
sarial patches, we substantiate its effectiveness on robust-
ness on multiple machine learning tasks, whilst demonstrat-
ing minimal loss in clean accuracies.
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