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An Identity-based Adaptor Signature Scheme and
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Abstract—Adaptor signature, as a new emerging cryptographic
primitive, has become one promising method to mitigate the
scalability issue on blockchain. It can transform an incomplete
signature into a complete signature by revealing the witness
of a pre-set hard relation, which can be applied to atomic
swap, payment channel, payment hub, and other blockchain
scenarios. Recently, a general transformation for constructing
adaptor signatures has been proposed for some signature schemes
with specific structures, e.g., Schnorr, ECDSA, SM2 signatures.
However, we note that there is no identity-based adaptor signa-
ture method so far. In this paper, we put forward an adaptor
signature scheme for the identity-based signature scheme in the
IEEE P1363 standard. Then, we formally prove the security of
our scheme under the random oracle model. We also present
the computation and communication costs, compared with other
adaptor signatures. Finally, we show our scheme’s potential use
in atomic swaps and payment channel networks of blockchain.

Index Terms—Adaptor signature, IEEE P1363, Identity-based
signature, Payment channel.

I. INTRODUCTION

HE emergence of blockchains [1] makes it promising
to deploy enormous decentralized applications, greatly
improving their security and reliability. It put forward a decen-
tralized payment model, consisting of participating computing
devices (nodes) to reach a consensus. However, its growth
faces one crucial element: scalability. In fact, most existing
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blockchain systems suffer from the poor transaction through-
put [2]. For example, Bitcoin suffers from its poor performance
around 10 transactions per second [3], which seriously hinders
the popularization of blockchain applications.

A payment channel [4], [5], [6], [7], [8] is a solution for
conducting efficient and low-cost transactions on a blockchain.
Payment channels address this by creating a private chan-
nel between participants, allowing them to conduct multi-
ple transactions off-chain and then submit the final state to
the blockchain when needed, reducing transaction costs and
confirmation times. First, the two users initiate a channel by
securing a specific amount of coins on the blockchain within
a jointly controlled account. Following that, they engage in
a series of off-chain transactions, exchanging authenticated
messages to facilitate the process. Finally, when concluding
the channel, they publicly announce the outcomes of their
transactions on the ledger. However, such an approach relies
on a Turing-complete scripting language, which allows for the
implementation of complex and programmable smart contracts
on the blockchain.

One of the key techniques is the hash-locking scripts [9].
The traditional Hash Locking mechanism is a way to im-
plement conditional payments in payment channels, where
participants must share a preimage hash beforehand and
provide the corresponding unlocking data in each transaction
to verify the payment conditions. However, this method has
limitations, such as the need to reveal the hash preimage in
each transaction, which can increase the transaction volume
and on-chain burden of the channel.

Adapter Signature (AS) [10] is an alternative technique that
replaces the traditional Hash Locking mechanism in payment
channels to improve efficiency and flexibility. It is one of
promising solutions to build a Layer 2 protocol ! for extending
the performance of original blockchains, without changing the
blockchain itself. It was first proposed by Poelstra [10] and
formalized by Aumayr et al. [7]. Specifically, it can output a
pre-signature under a hard relation, and the pre-signature can
be converted into a complete signature by a publisher having
the witness of a hard relation, and the transformed signature
can be verified by the traditional process.

Intuitively, the adaptor signatures should have two proper-
ties: (i) only users who know the witness can transform a pre-
signature into a complete signature; (ii) any user can extract
the witness by leveraging the pre-signature and the complete
signature. Based on the above two properties, the adaptor

!Blockchain Layer 2 refers to the auxiliary framework or protocol built on
the existing blockchain system.
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signatures provide huge potential for addressing scalability
issues in blockchain and have been proved to be used in
practice. For example, payment channels [11], [12], atomic
swaps [13], [14], or payment channel networks (PCNs) [15],
[5].

A. Motivation

Identity-based cryptography has become an important com-
ponent of the modern public-key cryptosystem. Instead of
using public keys, the users can directly make use of others’
user-friendly identity (e.g., a user’s e-mail address). It is
commonly utilized in the Internet of Things (IoT), E-mail
and other fields to reduce the overhead of managing keys.
Recently, the academia and industry have observed that the
identity-based system can also be useful in the blockchain,
especially in the blockchain-based IoT scenario. Using identity
instead of public keys, the user management can be easily
conducted and malicious behavior can be viably tracked.
Wan et al. [16] proposed HIBEChain, a hierarchical identity-
based blockchain system for large-scale IoT. ChainMaker [17],
which is a famous blockchain team in China, also claimed that
their platform supports hierarchical identity-based encryption.
Even a certificateless consortium blockchain [18] has been
proposed in recent years. However, we remark that no concrete
identity-based adaptor signature scheme has been proposed in
theory.

The identity-based adaptor signature scheme offers several
compelling advantages over traditional signature schemes. Its
user-friendly approach allows users to utilize easily recogniz-
able information, such as email addresses or usernames, as
their public keys, simplifying the key management process and
enhancing user experience. Additionally, the scheme ensures
efficient key distribution without the need for a complex public
key infrastructure (PKI), making it particularly suitable for
applications with a large number of users or devices. Its
scalability enables seamless handling of a growing user base,
making it an ideal solution for scenarios with widespread
adoption. Further, in practical applications such as identity-
based blockchain, it can play an important role in atomic
swaps and payment channel networks by moving the on-chain
operations to off-chain. Thus, we ask the question “can we
design an identity-based adaptor signature scheme to make
up for the lack of theory?”.

B. Our Contributions

In our work, 1) we present an identity-based adaptor sig-
nature scheme. We start from the signature scheme in the
IEEE P1363 standard [19] to construct our adaptor signatures,
and give the specific construction of it. 2) We formally prove
our scheme’s security by sequences games. 3) We present the
computation and communication costs, compared with other
adaptor signatures. 4) We show our proposed adaptor signature
scheme can be used in atomic swaps and payment channel
networks.
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C. Organization

In Section II, we review recent literature on adaptor sig-
natures. In Section III, we give the preliminaries, such as
digital signature, IEEE P1363 standard for identity-based
signature, hard relation and non-interactive zero-knowledge
(NIZK) proof. In Section IV, we provide the basic concepts.
Then, in Section V, we present the proposed adaptor signature.
In Section VI and VII, we analyze its security and offer the
experimental results. In Section VIII, we show two potential
applications of our scheme: atomic swap and payment channel
networks. Finally, we conclude this paper in Section [X.

II. RELATED WORK

In 2017, Polestra [10] proposed the concept of scriptless
scripts, which was formally defined as adaptor signature.
Malavolta et al. [15] presented scriptless constructions for
schnorr/ECDSA signature schemes, and designed a provably
secure anonymous multi-hop lock mechanism based on them,
so as to realize a secure and privacy-protected payment chan-
nel network. However, this work does not define the adaptor
signature as an independent primitive, and does not provide an
independent formal proof. Fournier [20] tried to formalize the
adaptor signature as an instantiation of a one-time verifiable
encrypted signature. However, in their definition of the un-
forgeability game, in the challenge phase, the adversary lacks
the capacity to obtain pre-signatures, which is unsuitable for
practical applications.

Aumayr et al. [7] solved the above problem and gave the
formal definition of adaptor signature, constructed adaptor
signature schemes focused on Schnorr and ECDSA signature
schemes with a formal proof, named as Schnorr-AS and
ECDSA-AS, and designed a payment channel instance, which
can provide richful off-chain channel operations. Moreno-
Sanchez et al. [6] proposed an adaptor algorithm based on
linkable ring signature, which provides expressiveness and
interoperability for Monero, and alleviates the problem of
low efficiency caused by large-scale applications. Tairi et al.
[8] designed an anonymous atomic lock mechanism using
adaptor signature to build a payment channel hub scheme,
meeting the security and privacy requirements in the appli-
cation process. Erwig et al. [21] further put forward two-
party adaptor signatures from identification schemes. It can
be used in escrow protocols for blockchain, which needs a
collaboration between the two parties. Thyagarajan et al. [22]
introduced a lockable signature scheme similar to the adaptor
signature, and built a payment channel network suitable for
any signature scheme. Lockable signature can only be pre-
signed with a given witness. BLS signatures can benefit from
its structure, while most other signatures rely on secure multi-
party computation (MPC) protocols. Peng et al. [23] proposed
an adaptor signature scheme SM2-AS based on the Chinese
Commercial Cryptographic Standard SM2 signature algorithm.
The security of the scheme was proven under the random
oracle model, demonstrating its fulfillment of properties.

To resist post quantum attacks, Esgin et al. [24] proposed
the first post-quantum adaptor signature algorithm, LAS. They
used the standard lattice assumptions SIS and LWE. However,
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this kind of structure has a large communication overhead. To
solve the above problems, Tairi et al. [25] proposed a post-
quantum adaptor signature algorithm IAS based on isogenies,
and gave security proof for quantum adversaries. Compared
with LAS, TAS can reduce storage space by three times, but
it needs more computation time.

III. PRELIMINARIES

We present the notions and cryptographic primitives which
will be used later.

A. Notions

The security parameter is denoted by 1", and probabilistic
polynomial time is abbreviated as PP7T. We also abbreviate
key generation center as KGC. Also, z <—r Z, denotes x is
randomly selected from Z, and e(n) indicates the negligible
function.

Definition 1 (Bilinear Map [26]). Given three groups
(G1,Ga,Gr), a bilinear map satisfies that é: G, x Gy —
Gr. It satisfies the following properties:
e Bilinear: Input a,b € Z; and any X € Gy, any Y € Go,
éla-X,b-Y)=¢é(X,Y)
o Non-degnerate: We have X € Gy, Y € Go satisfies
é(X7 Y) 7& 1GT'
o Efficient computability: For any X € Gy, any Y € Gy,
e(X,Y) is computable efficiently.

B. Digital Signature

A digital signature scheme [27] IIg;, = (Gen, Sign, Verify)
is defined as follows.

o Gen(1™): It inputs 1™ for the system security parameter,

outputs (pk, sk).

o Sign(m, sk): It inputs a message m € {0,1}* and sk,

outputs a signature o.
o Verify(m, o, pk): It inputs m, o and pk, outputs a bit
b € {0,1} for valid/invalid.

A digital signature scheme is correct, if for any m and
any (pk, sk), we have Verify(Sign(m, sk), m,pk) = 1. Then,
we give the definition of existential unforgeability under
chosen message attack (EUF-CMA) and strong existential
unforgeability under chosen message attack (SUF-CMA).

Definition 2. (EUF-CMA). For any PPT adversary A,
and a digital signature scheme. We define a experiment
SigForge 4 1, as follows:

o (pk,sk) < Gen(1™): The challenger uses the Gen()
function to generate (pk, sk).

o (m*,0%) + A9C)(pk): A first accesses Sign oracle
Og(m;) to obtain the corresponding signature o;, sets
Q := QU{m,}, where Q is firstly initialized to an empty
list. Then, A outputs a forged pair (m*,c*).

o Outputs {0,1}: Once the forged signature pair (m*,c*)
satisfies the conditions m* ¢ Q A\ Verify(m*, o*) =1,
output 1; otherwise 0.
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For any PPT A, there is a negligible function € for any n that
satisfies Pr[SigForge s, = 1] < €(n), then the signature
is secure under EUF-CMA.

Definition 3. (SUF-CMA). For any PPT adversary A,
and a digital signature scheme. We define a experiment
strongSigForge 4 rig,, as follows:

o (pk,sk) «+ Gen(1™): The challenger uses the Gen()
Sfunction to generate (pk, sk).

o (m*,0%) — A95C)(pk): A first accesses Sign oracle
Og(m;) to obtain the corresponding signature o;, sets
Q := QU{(my,0;)}, where Q is firstly initialized to an
empty list. Then, A outputs a forged pair (m*,o*).

o Outputs {0,1}: Once the forged signature pair
(m*,0*) satisfies the conditions (m*,o*) ¢ Q A
Verify(m*,o*) =1, output 1; otherwise 0.

For any PPT A, there is a negligible function € for any n
that satisfies Pr[strongSigForge 4 iis,, = 1] < €(n), then the
signature is secure under SUF-CMA.

C. Hard Relation

Given a binary relation R C S x W for a statement/witness
pair (Y,y) CSxW,let L :={Y € S|y e W,s.t.(Y,y) €
R} be the language for describing this relationship. If Lg
satisfies the following conditions, then we say that Ly is a
hard relation [21].
e There is a PPT algorithm Gen(1"), taking security
parameter 1™, outputting a pair (Y,y) € R.

o For the relation R, it is decidable in polytime.

e Given a statement ¥ & Lp, it is negligible for any
PPT adversary A to generate a valid witness y satisfying
(Y,y) € R.

D. Adaptor Signature

According to [7], an adaptor signature consist of the
following algorithms with a signature scheme with ¥ =
(Setup, KeyGen, Sign, Verify).

1) ¢ < pSign(m, (pk, sk),Y): Given m € {0,1}*, a key
pair (pk,sk), Y € Ly as inputs, output a pre-signature
ag.

2) b <« pVerify(m,&,pk,Y): Given a message m €
{0,1}*, &, a public key pk and a statement Y € Lp
as inputs, output b € {0, 1} for invalid/valid.

3) o + Adapt(m, &, pk,y): Given a message m € {0, 1}*,
a pre-signature &, a public key pk, a witness y as inputs,
output a signature o.

4) y + Ext(0,5,Y): Given o, & and Y as inputs, output
y satisfying (Y,y) € R.

E. IEEE P1363 Standard for Identity-Based Signature

We discuss the IEEE P1363 standard for identity-based
signature scheme [19]. We use 2 hash functions H;
{0,1}* — Zy as well as Hy : {0,1}* x Gy — Z;. The
steps are as follows:

1) Setup. Given 1" as input, output a public parameter set
PP:
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a) Generate the cyclic groups (G1,G2,Gr), set the
bilinear map: € : G; x Go — G, where ¢ is the
same order for both (G1, Gy, Gr).

b) Select 2 random generators ;1 € G; and Qs €
Go.

¢) Choose s < Z;, set s as the KGC’s master secret
key, then compute P = s Qa, g = é(Q1, Q2).

d) Output the public parameter set PP =
{P,é,9,Q1,Q2,G1,Ga,Gr}.

2) Extract. Given a users’s I D, PP, and the KGC’s secret
key s as inputs, output a user’s drp:

a) Calculate the user’s identity h;p = Hy(ID).
b) Output the user’s private key d;p = (s+hyp)~t-
Q1.
3) Sign. Given m, PP, and d;p as inputs, output a signature
o:
a) Choose r <—pg Zg, then calculate R = g".
b) Calculate h = Hy(m, R) and S = (r + h) - dp.
¢) Output o = (h, 5).
4) Verify. Given a message m, a signature o, the user’s
identity I D as inputs, output b € {0, 1} for valid/invalid.
a) Compute h;p = H1(ID).
b) Compute R' = &(S,hrp - Qo + P)-g~".
¢) If h = Hy(m, R’), output 1; otherwise 0.

F. Non-interactive Zero-knowledge Proof

For an NP language Lp, a NIZK proof system [28], [29]
with online extractor contains two PPT algorithms (Prove,
Verify). Note that we need the online extractor, rather than
the classical soundness. It is because we need the simulator
to extract the witness in the later security proof.

o Prove(Y,y): take the statement Y, the witness y as
inputs, output a proof 7.

o Verify(Y,): take the statement Y, proof w as inputs,
output a bit b € {0, 1} for valid/invalid.

A NIZK proof needs to have the following three properties:

o Completeness: For each (Y,y) € R, Pr[m +«
Prove(Y,y), Verify(Y, ) = 1] > 1 — €(n)

e Online extractor: For any PPT adversary A,

7 + Prove(Y,y)
Pr| g+ A(Y,n):
(Y.9) ¢ Lr

o Zero-knowledge: For a PPT simulator S, it satisfies that:

< €(n)

P{(Kw+w%0 (KmeRﬂ
7w« Prove(Y,y) " Ax(r) =1

e [ A (00 € ]
e S(Y,td) T A7) =1

IV. BAsic CONCEPTS

We further propose the formal definition and security model.
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A. Formal Definition

In short, adaptor signature is a two-step signature algorithm:
the signer uses the private key sk pre-signs a message m with
a statement Y to obtain a pre-signature, then the person with
the witness y can convert a pre-signature into a complete form.

Definition 4 (Identity-Based Adaptor Signature). Given
a hard relation R and a digital signature scheme Ilg;; =
(Gen, Sign, Verity), an adaptor signature =g 11,, consists of
8 algorithms (Setup, GenR, Extract, pSign, pVerify, Adapt,
Verify, Ext). The details are described as follows:

o PP« Setup(1™): Given 1™ as an input, output a public
parameter set PP.

o (Y,y,m) < GenR(1™): Given 1™ as an input, output a
statement/witness pair (Y,y) € R and a zero-knowledge
proof w, where R is hard relation.

e dip < Extract(ID,s): Given a user’s ID and the
KGC’s secret key as inputs, output a user’s djp.

e 0 < pSign(m,d;p,Y,n): Given m € {0,1}*, the user’s
dip, Y € L and the zero-knowledge proof 7 as inputs,
output a pre-signature G.

e b « pVerify(m,5,ID,Y): Given a message m €
{0,1}*, &, the user’s ID and Y € Ly as inputs, output
b € {0,1} for invalid/valid.

e 0 « Adapt(d,y): Given a &, y as inputs, output a
signature o.

o b < Verify(m,o,ID): Given m € {0,1}*, 0 and 1D as
inputs, output b € {0,1} for invalid/valid.

o y+ Ext(0,5,Y): Given o, G and Y as inputs, output y
satisfying (Y,y) € R.

B. Security Model

We present the conrrectness and security model of our
proposed scheme.

Definition 5 (Pre-signature Correctness). For any m, any
(Y,y) € R.

PP < Setup(1™)
(Y,y,7) < GenR(1"™)
Pr | d;p + Extract(ID,s)
& = pSign(m,d;p,Y, )
y':=Ext(0,5,Y)

pVerify(m,c,I1D,Y) = 1A
Verify(m,o,ID) = 1A
Y.y)eR

=1

Then, we discuss the security properties. Similar to
EUF-CMA, an adaptor signature additionally needs to satisfy
that even given a message m’s pre-signature m*, it is difficult
for any A to generate a forged signature o of m. By capturing
this, we give the following definition, aEUF—-CMA security,

where “a” represents “adaptor”.

Definition 6 (aEUF-CMA  Security). Zgmg,, Iis
aEUF-CMA secure if for any PPT A, the probability
of winning the aSigForgeAER,nSi experiment is negligible,
namely Pr[aSigForgeA,ERﬂnsm (1"3 = 1] < €(n). Following
is a definition of the experiment:
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1) Initializes Q: The challenger creates an empty mes-
sage query list Q.

2) (Y,y,m) < GenR: The challenger creates a state-
ment/witness pair (Y,y) € R and a zero-knowledge
proof w, where R is hard relation.

3) dip < Extract(ID,s): The challenger uses the
Extract() to create the user’s drp.

4) m* — A9OOpsON(ID): Any adversary A can
access Sign oracle Og(m;) and pSign oracle
Opsign(m;, Y, ), and obtains the corresponding signa-
tures o; and &, where Q := QU{m;}, Q := QU{m;}.
Then, A outputs m*, where m* ¢ Q.

5) &« pSign,,  (m*,Y,n): The challenger pre-signs the
message m, outputs .

6) o* «+ A9()OpsC) (5 Y): Aalso accesses Sign oracle
Og(m;) and pSign oracle O,5(m;,Y, ), and obtains
the corresponding signatures o; and ¢, where Q :=
QU {m;}, Q:=QU{m;}. Given 6 and Y, A outputs
a forged signature c*.

7) Outputs {0,1}: If the forged pair (m*,o™*) satisfies the
conditions m* ¢ Q A Verify(m*,0*,ID) = 1, the
experiment outputs 1; otherwise 0.

Different from Pre-signature conrrectness, we further re-
quire that even a malicious produced pre-signature can be
converted into a complete form, which is defined next.

Definition 7  (Pre-signature Adaptability). =g,
satisfies  pre-signature  adaptability if we  have
Pr[Verfiy(m,Adapt(G,y))] = 1 for any & where
pVerify(m,5,1D,Y) = 1.

We also give the definition of witness extractability, which
ensures that there is a PP7T algorithm to extract the witness
y given a pair (o,0) for (m,Y).

Definition 8 (Witness Extractability). =g, satisfies
witness extractability if for any PPT A, the probability
of winning the aWinEXtA,ER,nSiq experiment is negligible,
PrlaWinExtaz, o, (1") = 1] < €(n). Following is a
definition of the experiment:

1) Initializes Q: The challenger creates an empty mes-
sage query list Q.

2) dip < Extract(ID,s): The challenger uses the
Extract() to create the user’s drp.

3) (m*,Y,m) + A9C)OesO)(ID): Any adversary A
can access Sign oracle Og;gn(m;) and pSign oracle
Ops(m;,Y, ), and obtains the corresponding signa-
tures o; and &5, where Q := QU{m;}, Q := QU{m;}.
Then, A outputs m and Y, where m* ¢ Q.

4) ¢ < pSign,,  (m*,Y,n): The challenger pre-signs the
message m, outputs .

5) o* « A90)OpsC)(5): A also accesses Sign oracle
Ogs(m;) and pSign oracle O,5(m;,Y, ), and obtains
the corresponding signatures o; and G, where Q :=
QU {m;}, Q:= QU {m;}. Given &, A outputs c*.

6) y = Ext(c*,5,Y): Given 0*,6 and Y, the challenger
extracts .

7) Outputs {0,1}: If the pair (m*,0*,Y,y') satisfies the
conditions m* ¢ Q AVerify(m*,0*) =1A(Y,y') ¢ R,
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the experiment outputs 1; otherwise 0.

V. PROPOSED ADAPTOR SIGNATURE SCHEME

We provide the proposed identity-based adaptor signature
scheme =5 1121368 for the IEEE P1363 standard. It contains
a set of algorlthms {Setup, GenR, Extract, pSign, pVerify,
Adapt, Verify, Ext} (also see Fig. 1).

1) PP« Setup(1™):

a) Generate the cyclic groups (G1,Gs,Gr), set the
bilinear map: € : G; x Gg — G, where q is the
same order for both (G1, Gz, Gr).

b) Select two random generators )1 € G; and Q)5 €
Go.

¢) Choose s < Z7, set s as the KGC’s master secret
key, then compute P = s - Q2, g = €(Q1, Q2).

d) Output the public parameter set PP =
{P,é,9,Q1,Q2,G1,Go,Gr}.

2) (Y,y,m) < GenR(1™):

a) Choose y € G as the witness, calculate Y =
é(y,hip - Q2 + P), where hyp = Hi(ID) is the
user’s identity.

b) Set the hard relation as Ry := {(Y,y) : ¥ =
é(y,hip - Q2+ P)}.
c) Generate a zero-knowledge proof

m = Prove(Y,y){Y = é(y, hip - Q2 + P)}.
d) Output the statement/witness pairs (Y,y) and the
zero-knowledge proof 7.
3) d;p < Extract(ID,s):
a) Calculate the user’s identity hyp = Hi(ID).
b) Output the user’s private key d;p = (s + hID)’1
Q1.
4. 6 + pSign(m,d;p,Y,n):
a) Choose r <—pg Zg, then calculate R = g" - Y.
b) Calculate h = HQ(m R) and S = (r 4+ h) - d;p.
¢) Output the pre-signature & = (h, S, ).
5) b+« pVerify(m,&,ID,Y):
a) Parse & as (h, S, ).
b) Compute h;p = Hy(ID).
¢) Compute R’ = e(S hip-Q2+P)-g
d) Compute b, = Verify(Y, n).
e) If (h = Hy(m,R' - Y)ANby = 1)
b = 1; otherwise b =0
6) o < Adapt(s,y):
a) Parse & as (h, S, ).
b) Compute S =S +y.
¢) Output the signature o = (h, 5).
7) b« Verify(m, o, ID):
a) Parse o as (h, 5).
b) Compute h;p = Hy(ID).
¢) Compute R"” = é(S,hip - Q2+ P)-g~"
d) If h = Hy(m,R"), then output b = 1; otherwise
b=0.
8) y <+ Ext(c,6,Y):
a) Compute y =S — S.
b) Check whether (Y,y) € Ry.
c) If yes, return y; otherwise, return L.

, then output
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choose y € G,

compute h'D = Hl(ID) The statement/ choose I < RZ:I

parse & as (h,$,7) compute y=5_s

if (Y,y)eR,

compute h, =H,(ID)

Fig. 1.

A. Instantiation of Zero Knowledge Proof

We want to prove w = Prove(Y,y{Y =
é(y, hip - Q2 + P)}. We choose a random number ¢ < Z;,
lety =y+t-Q1, C =h;p- Qo+ P. Then, we know

ey, C)=Y - &(Q1,0)".

Let T =é(y',C)/Y, F = é(Q1,C). Next, we can transfer
the original one 7 into 7, = Prove((T, F),t){T = F'}.
The specific process is as follows:

1) Prove(Y,y):

a) The prover chooses a challenge ¢ < Z

b) The prover computes 77 = F°.

¢) The prover computes e = H (17).

d) The prover computes z = c— e -t and sends 7 :=
(e, 2) to the verifier.

2) Verify(Y,7):

a) The verifier checks if e = H(F* - T°).

Equivalence of 7 and ,,.,,. We demonstrate the equivalence
between the original and converted forms of 7. The converted
form is e = Prove((T,F),t){T = F'}. We have the
following equation holds.

*
q-

T=F'
=y, 0)Y —é(Ql, C)
— &(y,0) =Y -&(Q1,C)"
— éy+t- Q17 ) Y- &(Q1,0)
— é(y,0) =
<~ (y7h1D-Q2+P):Y

So far, we have shown that they are equivalent. Since the
converted SOK; now takes the form of a standard discrete
logarithmic proof, its correctness can be verified, and we shall
not delve into the details further.
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proof pair The pre-signaturi compute
set R, {(Y,y): > compute R=g"-Y S > R'=&(S,hy-Q,+P)-g" then return y
Y =€(y o -Q; + P)} (Y. 7) combute else return L
compute h=H,(m,R) p )
generate 7 for R, b, =Verify(Y,z,crs)
- \_
return (Y,y,7) compute S =(r+h)-d,, return .
3 h=H,(m,R"-Y) b, &0 e — -
L ) return 6=(h,S,7) L ) @@“-& % i Verify i
( R . h ( R ; ) parse o as (h,S)
{ Extract | | Adapt | compute h, = H,(ID)
[} |
h N R ) R R N ) compute
compute hy, =H,(ID) The private key The pre-signature parse 6 as (h,$,7) The signature R"=6(S,h,-Q,+P)- gfh
compute 0 > B ™ compute s=$+y o if h=H,(m,R")
dip = (s+hp)™*-Q then return b=1
return o =(h,S)
return d, else return b=0
\_ J _ J - J _

Our proposed scheme. (As the Setup algorithm outputs the system parameter set for other algorithms, we do not show it here)

VI. SECURITY PROOF

In this section, we give the security proof of each property.

Lemma 1 (Pre-signature Adaptability). = nE1ses satisfies
JIEL
pre-signature adaptability.

For any m, any y € Gy,r € Z;‘I‘,S € Gi, We know
Y = é(y,hip- Q2+ P) and S = S + y. Assuming the
pVerify(m,c,ID,Y) =1, we can obtain that:

h = Hy(m,R-Y)
= Hy(m,é(S,hip-Qa+P)-g~".Y)
= Hy(m,é(S +y,hip- Q2+ P)-g™")
= Hy(m,&(S, hip - Q2+ P) - g™ ")
= Hy(m, R")

Obviously, the signature value o = (h,S) is a valid

signature for message m.

Lemma 2 (Pre-signature Correctness). The identity-based
adaptor signature scheme for the IEEE PI1363 standard
Er TE1s63 satisfies pre-signature correctness.

JIESS

Proof. We first fix any ID and y € Gy, define djp = (s +
h[D)_l -Q1, hip = Hl(ID) and Y = é(y,hID - Qo —I—Pi)
We execute the Psign(m, drp, Y, 7) to obatin & = (h,S),
where h = Ha(m, R) and S = (r+h)-d;p for some r € Z.
As,
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h= Ha(m,R'-Y)

= Hy(m,é(S,hip-Q2+P)-g"-Y)

= Hy(m,é((r+h)-dip,hip-Qa+s-Q2)-g~"Y)
= Hz(mf((s(?:_hh)) Qu,(s+hip)-Q2)-g7"-Y)
= Hy(m ,e((r+h) Q1.Q2) g7 "-Y)

= Hy(m 79 _h‘Y)

= Hy(m,g"-Y)

:Hg(m,R)

Then, by the correctness of NIZK, we have pVer-

ify(m,5,1D,Y) = 1. By Lemma I, we have Ver-

ify(m,o,ID) = 1 for some o = (h,S) = (h,S +y) =

Adapt(a,y). At last,
Ext(0,6,Y)=S—-S=(S+y)-S=y

which completes the proof. O

Lemma 3 (aEUF-CMA Security). If the identity-based sig-
nature scheme in the IEEE P1363 standard is SUF—CMA se-
cure and R is a hard relation, then ER’H§1}9363 is aEUF-CMA
secure.

Proof. We want to prove Zp 1121368 is aEUF-CMA secure by
reduction to the strong unforgeablhty of P1363 identity-based
signature scheme. Let A be the adversary who performs the
aSigForge game, we consider a simulator & who performs
the strong unforgeability game for the identity-based signature
scheme in the IEEE P1363 standard. S has access to the Sign
oracle Signp1363, the random oracle HF13%3 S uses these
oracles to simulate the oracle queries for A, i.e., the Sign,
pSign, and Random oracle queries.

One challenge we need to solve is how to simulate O,g
queries, as S only knows the complete signatures from its
Og, thus needs a way to obtain the pre-signature. S needs to
know the witness y from the zero-knowledge proof 7y. Here,
we use the online extractor property to extract y. Then, we
are able to convert the complete signature into a valid pre-
signature. Thus, S completes the simulation of O,g.

We construct security proofs by sequences games [30]. We
first describe five games Game 0-4. Game 0 is the original
aSigForge experiment, we will demonstrate that these games
are indistinguishable. At last, we prove a simulator can simu-
late Game 4 and use A to win in the strongSigForge game.

Game 0: It is the aSigForge game. The A forges a
signature o* of a message m*. We have Pr[Gamey = 1] =
Pr[aS|gForgeA)ER.nSig (1) = 1].

Game 1: Similar to Game 0, the only difference in Game
1 is that the simulator S will verify Adapt(c,y) = o* after
receiving the forged signature o* generated by A. If true, the
game outputs L.

Claim. Assume Bad; is the event that Game 1 outputs L,
Pr[Bad1]§ 61(71).

Proof. As the only difference is that event Bad; happens, it
keeps that Pr{Game; = 1] < Pr[Gamey = 1] + €1(n).
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Game 2: Compared to Game 1, Game 2 has an additional
Ops(m,Y, m). Namely, we add several steps before pSign.
Game 2 extracts a witness y, then checks whether (Y,y) €
Ry. If it does not hold, then the game outputs _L.

Claim. Assume Bad, is the event that Game 2 outputs L,
Pr[BadQ]S €9 (n)

Proof. As the online extractor property of NIZK, for the
witness y extracted from (Y, ), it keeps that (Y,y) € Ry.

As the only difference is that event Bads happens, it keeps
that PrjGame, = 1] < Pr[Game; = 1] + ez(n).

Game 3: It extends the previous game to help a simulator S
simulate the pSign queries. It first invokes the Sign algorithm
to get a complete signature. Then, it can convert the complete
signature into a pre-signature by y. Hence, it keeps that
Pr[Games = 1] < Pr[Game; = 1] + e3(n).

Game 4: When getting A’s challenge message m, this game
invokes the Sign algorithm to get a complete signature, then
transforms it into a pre-signature by using y. As a result, we
have the same indistinguishability argument in the prior game,
it keeps that PrfGame, = 1] < Pr[Games = 1] + e3(n).

Then, we need to show that there exists & which can
perfectly simulate Game 4 and make use of A’s ability to
win strongSigForge. The steps are as follows.

1) Sign queries. When A querying Og, S sends m to the
oracle Sign”*®%® and sends the result to A.

2) Random Oracle queries. When A querying #(x), if
H[z] = L, S queries HF'353, otherwise returns H|[z].

3) Pre-Sign queries.

a) When A querying O,g, the simulator S extracts
the witness y using the online extractor property,
sends m to the SignP1363 oracle and parses o as
(h, S).

b) S computes a pre-signature (h, S, ) by calculating
S:=5—uy.

4) Challenge phase.

a) When A outputting the challenge message m*, S
creates (Y, y, ) by GenR algorithm, sends m* to
the Sign”*% oracle and parses o as (h, S).

b) S computes a pre-signature (h, S, ) by calculating
S:=5—uy.

c¢) When A outputting a forgery o*, S outputs
(m*,0*) as its forged message/signature pair.

The difference between the aforementioned simulation and
Game 4 is syntactical. Rather than using the Sign and H
oracles, S utilizes Sign”'?%® and 7363 Finally, we need
to prove that the simulator S can use (m*,0*) to win in
strongSigForge.

Claim. (m*,c*) is a valid forged message/signature pair in
strongSigForge.

Proof. Before the challenge phase, A has not queried the Og
or O, on the message m*. Thus, Sign”?% is is only queried
on m*. As we discussed in Game 0, the probability of a event
that the o output by A is equal to the o output by Signp1363 is
negligible. Thus, SignP1363 has not output ¢* on a input m*.
Subsequently, (m*,o*) is a valid forged message/signature
pair in strongSigForge.
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Finally, we know that the transformations from
Game 0 to Game 4 is indistinguishable. We can get
Pr[aSigForgeA,ER‘HSi (1") = 1 = Pr[Game, =
1] < PriGame, = 1] + e1(n) + e2(n) + 2es(n) <
Pr[strongSigForge 4 1., = 1] + €1(n) + €2(n) + 2e3(n).

O

Lemma 4 (Witness Extractability). If the identity-based
signature scheme in the IEEE P1363 standard is SUF—CMA
secure and R is a hard relation, ER’HgiIQSGS is witness ex-
tractable.

Proof. Similar to the previous proof of aEUF-CMA security,
we prove =g 138 is witness extractability secure by reduc-
tion to the strong unforgeablhty of the identity-based signature
scheme in the IEEE P1363 standard. Let .A be the adversary
who runs the aWitExt game, we consider a simulator S who
runs the strong unforgeability game for the identity-based
signature scheme in the IEEE P1363 standard. The simulator
S utilizes the A’s ability to win strongSigForge.

One difference beween aWinExt and aEUF-CMA is as
follows: In aEUF-CMA, the game use GenR to generate Y,
While, in aWinExt, A is responsible for generating Y. Thus,
the witness y is unknown to S. Fortunately, we can employ
the same method as in the proof process of Lemma 3, by
leveraging the online extractor property to extract y.

Game 0: It is the aWinExt game. Given the pre-signature
& and m* and Y generated by A, the adversary A needs to
forge a signature o*, where (Y,y) ¢ Ry, y :=Ext(c, 5,Y) .
We have Pr[Gamey = 1] = Pr[aWinExt4 =, g, (") = 1].

Game 1: Compared to Game 0, Game 1 has an additional
Ops(m,Y, 7). Namely, we add several steps before pSign.
This game extracts a witness y, then checks whether (Y, y) €
Ry . If it does not hold, then the game outputs L.

Claim. Assume Bad; is the event that Game 1 outputs L,
PI'[Badl]S 61(71).

Proof. As the online extractor property of NIZK, for the
witness y extracted from (Y, 7), it keeps that (Y, y) € Ry.

As the only difference is that event Bad; happens, it keeps
that PrGame; = 1] < Pr[Gameg = 1] + €1(n).

Game 2: It extends the previous game to help a simulator S
simulate the pSign queries. It first invokes the Sign algorithm
to obtain a complete signature. Then, it can convert the
complete signature into a pre-signature by y. Hence, it keeps
that Pr(Gamey = 1] < Pr[Game; = 1] + ex2(n).

Game 3: We use the same changes made in Game 1.
During the challenge phase, Game 3 can extract a witness
y, then check whether (Y, y) € Ry. If it does not hold, then
the game outputs L.

Claim. Asuume Bad, is the event that Game 3 outputs L,
Pr[Bads]< €1 (n).

Proof. As the online extractor property of NIZK, for the
witness y extracted from (Y, ), it keeps that (Y,y) € Ry

As the only difference is that event Bady happens, it keeps
that Pr(Games = 1] < Pr[Gamey = 1] + €1(n).

Game 4: When getting A’s the challenge message m, this
game invokes the Sign algorithm to obtain a complete signa-
ture, then transforms it into a pre-signature by y. As a result,
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we have the same indistinguishability argument in the Game
2, it keeps that Pr[Game, = 1] < Pr[Game; = 1] + ex(n).
Then, we need to show that there exists & which can
perfectly simulate Game 4 and uses .4 to win the strongSig-
Forge game. The steps are as follows.
1) Sign queries. When A querying Og, S sends m to its
oracle Sign”'?%® and sends the result to A.
2) Random Oracle queries. When A querying #H(x), if
H[z] = 1, 8 queries H1353, otherwise returns H|z].
3) Pre-Sign queries.

a) When A querying O,g, the simulator S extracts
the witness y using the online extractor property,
sends m to the Slghpm6 oracle and parses o as
(h, S).

b) S computes a pre-signature (h, S , ) by calculating
S:=8—y.

4) Challenge phase.

a) When A outputting the challenge message m*, S
creates (Y, y,m) by GenR algorithm, sends m* to
the SignP1363 oracle and parses o as (h, S).
b) S computes a pre-signature (h, S, ) by calculating
S:=8—uy.
c¢) When A outputting a forgery ¢*, S outputs
(m*,0*) as its forged message/signature pair.
The difference between the aforementioned simulation and
Game 4 is syntactical. Rather than using the Sign and H
oracles, the simulator S uses Sign®*%® and 771363, Finally,
we need to prove that the simulator S can use (m*,c*) to
win in the strongSigForge.
Claim. (m*,0*) is a valid forged message/signature pair in
strongSigForge.
Proof. Before the challenge phase, A has not queried the Og
or O, on the message m*. Thus, Sign”3% is is only queried
on m*. As we discussed in Game 0, the probability of a event
that the o output by A is equal to the o output by SignP1363 is
negligible. Thus, Sign”'*%® has not output o* on a input m*.
Consequently, (m*,0*) is a valid forged message/signature
pair in strongSigForge.

Finally, we know the transformations from Game
0 to Game 4 is indistinguishable. We can get
Pr[aWinExtA_ER‘HSiq(I") = 1 = Pr[Game, =
1] < PrlGames = 1] 4+ 2e(n) + 2e(n) <

Pr[strongSigForge 4 1, = 1] + 2€1(n) + 2e2(n).

O

VII. EXPERIMENTAL FINDINGS

We analyze the computation as well as communication costs
of Ep T35, and compare it with the costs of the existing
Schnorr-AS, ECDSA-AS SM2-AS [7], [23]. The Schnorr-
AS and ECDSA-AS schemes were proposed by Aumayr et
al. in [7]. They gave the instantiations and detailed proofs.
SM2-AS was proposed by Peng et al. in [23].

A. Computation Cost

We show the computation cost imposed by the different
phases, such as pSign, pVerify, Adapt, Ext. As the Setup and
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Verify phases in adaptor signatures are the same as the original
signature, we ignore these. We compute different crypto-
graphic operations on a personal computer utilizing MIRACL
Library. We use Table I to demonstrate the computation cost
of each operation.

TABLE I
EXPERIMENTAL RESULTS ON MIRACL LIBRARY

. Cost

Symbol Operation (ms)
Ty Bilinear pairing 11.20
Toddl Point addition (G1) 0.02
Trnull Point multiplication (G1) 0.83
Toddo Point addition (G») 0.03
Troul2 Point multiplication (G3) 4.27
Ty Multiplication operation (Gr) 0.08
U emm Exponentiation operation (G7) | 1.63
Ty Hash function 0.03
Toad Modular addition (ZZ) 0.01
Tl Modular multiplication (Z) 0.01
Tinw Modular inversion (ZZ) 0.01

ms represents milliseconds.

Meanwhile, we use TF and Ty, to represent the costs
of NIZK.Prove and NIZK.Verify. We compute theoretical
computation complexity of each scheme, i.e., Schnorr-AS,
ECDSA-AS and SM2-AS, as shown in Table II. Note that
when we calculate the cost of SM2 adaptor signatures, we
adopt the optimized version with pre-computation. As for
the zero-knowledge proofs used in each scheme, ECDSA-
AS and SM2-AS use the X-protocol to prove them. We
also use X-protocol to instantiate 7 = Prove(Y,y) : ¥V =
é(y,hrp - Q2 + P)}, see V-A. Note that we ignore the time
cost of the operation é(Q1,C) where C = hrp - Q2 + P, be-
cause this part can be pre-calculated. Further, we calculate the
algorithm execution time of each scheme in Fig. 2 according
to Table I. Due to the use of bilinear pairs, it can be seen that
the time costs GenR and pVerify of our scheme are relatively
large than others.

B. Communication Cost

In this section, we use |Z;| and |G| represent the element
sizes in Z; and G;. We set |Z7| = 32 bytes and |G| = 64
bytes. For communication cost, we consider the size of pre-
signatures, as the public key, private key and signature sizes
are the same as the original schemes. The pre-signature size of
Schnorr-AS is 2|Z;|. The pre-signature sizes of ECDSA-AS
and SM2-AS are 4|Z;| + |G|, as each zero-knowledge proof
size is 2|Z}|. As for our scheme, the pre-signature is (h, S, 7).
As h € Z;, S € Gy and 7 := (e, 2), where e € Z},z € L],
the pre-signature size is 3|Z;| + |G|. The pre-signature size
comparison is shown in Table III. The pre-signature values of
our scheme is higher than the Schnorr-AS scheme, but lower
than ECDSA-AS and SM2-AS schemes.
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@ Schnorr-based 0.83 0.89 173 0.01 0.01
ECDSA-based 419 1.7 10.77 0.02 0.02
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Fig. 2. Execution time of different schemes

VIII. APPLICATIONS IN BLOCKCHAIN

In this section, we introduce two applications of adaptor
signature on the identity-based blockchain: atomic swap and
payment channel network. Note that we require the underlying
blockchain supports identity services, such as HIBEchain [16],
ChainMaker [17]. Thus, our scheme requires users to register
first. Namely, users need to obtain their private keys from
KGC.

A. Atomic Swaps

Atomic swaps is a technology that supports the fast
exchange of two cryptocurrencies running on different
blockchain networks. Two users u; and us can exchange
two different cryptocurrencies c; and cs in a fair method. In
Bitcoin, it is usually implemented by a hash-lock mechanism.
While with an adaptor signature scheme, it is viable for any
blockchain system that only needs to support digital signatures
(e.g., Schnorr/ECDSA signatures). Note that signatures with-
out randomness cannot be transformed into adaptor signatures
[21]. Our proposed identity-based adaptor signature scheme is
completely applicable to the atomic swaps on a consortium
blockchain. It works as follows (also see Fig. 3):

1) Setup. First, we need run the Zp 121368 .Setup(1™) to
generates the public parameter PP. The KGC obtains its
master secret key s and public key P = s-Q)s. The user’s
ID is viewed as an address in our target blockchain.

2) Registration. The user obtains the private key d;p by
requiring KGC to execute Zp. mE1E6s .Extract(ID, s). At
the end, users u; and uo get thelr private key dj}, and
d7%, respectively.

3) Pre-swap. The user u; first runs ER,H§}§'63 .GenR(Y,y)
to get a statement/witness pairs (Y,y) and the zero-
knowledge proof =. Then, the user w; obtains

61 by running Ep 1E1303- pSign(tz,dip, Y, )
where tx; is a transaction spending the coins
¢1 to up. The user u; sends (tz1,5,Y) to the
user wuo. After verifying the pre-signature by

Eg,nrses.pVerify(tzy,5,1D,Y), the user up obtains
JIEL _
09 by running ER’Hgi1563.pS|gn(t$27d1;2D,Y7 ) where
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TABLE I

COMPUTATION COSTS OF DIFFERENT SCHEMES

Adaptor signatures GenR pSign p Verify Adapt Ext
Toaar + Tl + 2T had1 + 21T
Schnorr-AS Trnuit dif; T lll dd:_ Ty i Tyhad Thda
T 2T + Ty T{; + Tadar + 2T mun + . ]
ECDSA-AS T + Trun T+ T Ty + Toy + 2T Tino + Trwl | Tine + Tl
Taddl + 2T'mull + TG + Taddl + 2Tmull
SM2-AS TE + T v T, Ta
P i TH + ZTmul + TH + 2T’rnul dd dd
7 + Tb + Tadd2 +
Tﬁ + pr + Tadd2 TmulT + Tea:p + T’H 4 P
Ours + Tmul2 + TH + Tadd + Tmul Tmul2 + TmulT + Taddl Taddl
Tewp + TH

TABLE III
COMMUNICATION COSTS OF DIFFERENT SCHEMES

Schemes | Pre-signature sizes | Values
Schnorr-AS 2|Z,| 64 bytes
ECDSA-AS | 4]Zi] + |G| 192 bytes

SM2-AS 47+ |Gi| | 192 bytes

Ours 3|1Z;| + |Gy 160 bytes
Y7 Jt]\
nsew S
Ken Generation Center (KGC)
<
T
\%&
) s,,%
o 3) Pre-swap \
User , User 1,
&
K
Blockchain 2 Blockchain 1

- -

Fig. 3. Atomic swaps with our proposed scheme

txo is a transaction spending the coins ¢y to u;. Finally,
the user uo sends 62 to ui. Up to now, The two users
have been successfully exchanged their pre-signatures
5’1 and (~72.

4) Swap. The user u; runs ER7HIS>i1gSG3.Adapt(5'2,y) to get
the transaction tx,’s complete signature o5. The user uy
publishes (o9, txs) on the blockchain to gets c¢o. Once
seeing (o2,txs) on the blockchain, the user ug can run
= R7H§3:63.Ext(0'2, 72,Y) to get y, thereby obtaining the
complete signature o; by ER7H§i1£7363.Adapt(&1,y). Fi-
nally, the user us publishes (o1,tx1) on the blockchain
to gets c;.
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B. Payment Channel Networks

To solve the blockchain’s scalability issue, payment channel
networks (PCN) are frequently used, which is considered as
the key solution of Layer 2. PCN allows users to establish
off-chain payment channels, where they can conduct multiple
private and nearly instant transactions without involving the
blockchain. Only the final channel state is recorded on the
blockchain when the channel is closed. By reducing on-
chain transactions, PCN improves scalability and transaction
efficiency on the blockchain network.

Specifically, a payment channel enables two users to make
instant and arbitrarily multi-transactions between them and
only the create and close phases needs to be on-chain, while
the update phase for these arbitrary transactions can be off-
chain. Furthermore, in PCN, when a sender S wants to transfer
some coins to a receiver R (or I,,) without a direct connection,
the sender S (or Ip) can do it through several intermediary
nodes I, ..., I,,_1 as long as each channel has enough balance.
We use AMHL method proposed in [15] to build PCN. It
works as follows (also see Fig. 4):

£

N
000D 9392000 0000
1) Setup 0000 o i bo 0000

Ken Generation Center (KGC)

Pre-payment

3) —

=

o ——— ), — — ), «—— )
4) Payment

User 1,

Fig. 4. PCN with our proposed scheme

1) Setup and Registration. The phases are the same as
that in atomic swaps VIII-A, we ignore it here.

2) Pre-payment. First, the sender S first randomly chooses
(10,71, ..., Tn—1) €r Z, and computes y; = Z;:o T
Y; = G(y;), where ;7 € {0,1,....,n — 1}, G is an
additively homomorphic one-way function. Second, the
sender S runs ER,Hgggssa.GenR(Yj,yj) to get the wit-
ness m; for j € {0,1,...,n — 1}. Third, the sender S
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sends each tuple (Y;_1,Yj,7;,7;) to each intermediary
I; where j € {1,..,n — 1} and sends (Y,—1,Yn—1)
to the receiver R. Each intermediary I; can check
whether G(r;) @ Y;_1 =Y is correct, where & is the
homomorphic addition.

Payment. First, the sender S runs
ER7H§$63.pSign(ta:0,df‘b,Yo,wo) to get a pre-
signature ¢ where tx( is a transaction spending the
coins S (or Iy) to I; and sends & to I;. Secnod, for
j=1{1,2,..,n— 1}, I; makes the similar pre-signature
o; with a condition on preimage of Y. ;. Third,
for j = {0,1,2,...,n — 1}, I;41 checks whether
Ep,nzsos-pVerify(tz;, 65, 1D;,Y;) s correct. Once
all conditional payments are done, the sender S uses
Yn_1 to run ERﬁngﬁas.Adapt(&n,l,yn,l) to obtain
the signature o,_; on tx,_1, thereby redeeming the
I,,_1’s transferred coins. S sends o,,_1 to I,_1. I,,_1
then runs ER7H§3;63'EX1:(O-TL—176.7L—17YTL—1) to get
Yn—1 and computes y,—o = Yn—1/ln—1. Later, I,
can use y,_o to get the signature o,_o on tx,_o for
transferring coins from I,,_s. And so on, this process
continues until /; obtains R’s coins.

IX. CONCLUSION

this paper, we propose an adaptor signature scheme
the IEEE P1363 standard. We formally prove that
scheme meets the desired properties. Findings from the

evaluation show that our scheme is more expensive than others,
but we emphasize that it is due to the defects of the identity

base
We

d cryptosystem itself, e.g., the need to use bilinear pairs.
also present two applications for our signature, namely

atomic swap and payment channel networks. In the future,
we will consider designing lightweight identity-based adaptor
signatures.
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