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ABSTRACT

Smartphone-based digital trace data can offer powerful insights for identifying behavioral patterns and
health risks. However, existing tools for comprehensive data collection lack scalability, customizability,
transparency, and accessibility. To address these gaps, we devel oped an open-source platform that enables
in-situ capture of multimodal digital traces from smartphones (e.g., moment-by-moment capture of
screenshots, application usage logs, interaction histories, and phone sensor readings). The Stanford
Screenomics Data Collection application allows researchers to tailor data types and quality, data transfer
methods, and upload cadence. The Dashboard application supports real-time monitoring of participants
data provision, identification of dataissues, and automated reactive communications to participants. The
platform’s back-end employs a NoSQL database for secure, and HIPAA-compliant storage. Using
illustrative 24-hour digital trace data we demonstrate how the platform expands the range of possible

digital phenotyping studies.

[132 words]
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INTRODUCTION

The digital context has emerged as a new social ecology, engaging large segments of the
population for extended periods (Navarro & Tudge, 2023). However, understanding this digital ecology
has been challenging, as traditional measures have been limited by relatively coarse time-based metrics.
The recent rise in the collection of digital traces, defined as records of activity from online systems, has
opened new avenues for researchers and clinicians to investigate a diverse collection of socia
phenomena. The breadth of possible applications of digital tracesisimpressive and includes, for example,
adolescent mental health (Jensen et a., 2019; Orben & Przybylski, 2019), behavioral health trends (Amir
et al., 2019; Kim et ., 2023), political orientations Chan et al., 2017; Kosinski et al., 2013), the
development of interpersonal relationships (Allen et a., 2014; Pentland, 2014), online purchases (Audy
Martinek et al., 2023; Kunst & Vatrapu, 2019) and education and learning (Du et al., 2023; Lamsa et al.,
2025). These different theoretical areas all have in common the desirability of obtaining granular records
of digital experiences, often critical experiences that occur within seconds, that allow researchersto
theorize about short time domains that have heretofore been invisible but are important for studying
human behavior.

Digital trace data rel evant to these research areas come from various sources, including
individuals' smartphones, wearable devices, and laptops. Among those, smartphone-based digital traces
have become particularly useful due to the widespread adoption of smartphones, and the ability to capture
fine-grained, objective, and continuous data about an individual's physical, cognitive and socia
behaviors, and their environments. This provides researchers and clinicians with a detailed, unobtrusive,
and scalable window into a plethora of real-world human activities. Consequently, smartphone-based
digital traces enable large-scale, cost-effective studies and population-level analyses, yielding
unprecedented insights into human behavior and health (Eagle & Pentland, 2006; Gordon & Mendes,
2021; Lathiaet a., 2017; K. Lee et d., 2023; Ohme et a., 2024). Notable examples include nationwide

research on contact tracing, mobility trends, and behavioral shifts during COVID-19—such as changesin
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physical activity, screen time, and call and text logs—informing health policies and strategies (Kleinman
& Merkel, 2020; Mejova, 2022).

Early smartphone-based digital traces focused on basic usage information, such as call logs and
SMS metadata. Over time, the scope of digital traces expanded to include location and activity data from
built-in sensors like GPS, accelerometers and gyroscopes, as well as app usage and total screen time.
However, much of this data remains limited to measuring the quantity of smartphone use and behaviora
metrics, often serving as “digital exhaust” that provides indirect insights rather than a direct view of users
real experienceswith their smartphones. The literature on the impacts of indirect monitoring on
smartphone use on health and behavior has been mixed (Twenge, 2017; Amez & Baert, 2020; Nam &
Cha, 2024; Singh & Samah, 2018), we believe because sensor metrics and usage logs alone do not
provide information about the content actually experienced on smartphone screens. Many research
guestions remain unexplored simply because we lack information on what users are actually seeing and
doing on their screens (Faust et al., 2024; Ohme et a., 2024; Ram et a., 2020; Reeves et al., 2021; Yee et
al., 2023).

A promising method to bridge this gap is capturing content-based measures, such as smartphone
screenshots and user-smartphone interaction logs like scrolling and swiping, which reveal exactly what
users are seeing and doing (Ram et al., 2020; Reeves et al., 2021). This approach, known as Screenomics,
represents a significant departure from traditional digital trace methods by offering a more accurate and
comprehensive understanding of user experiences. For example, Jacobucci et al. (2024) identified digital
phenotypes linked to psychiatric hospitalization for asuicidal crisis, such as spikes in substance-related
words in screenshots and frequent viewing of 'murder'-themed TV shows, underscoring the value of
passively colleting the content of screenshots to understand suicide risk (Jacobucci et al., 2024). Similarly,
Leeet a. (2023) found that payday |oan ad exposure led lower-income individual's, especially those
without social safety nets, to engage with less future-oriented smartphone content, highlighting digital

experiences as a key yet underexplored driver of inequality (J. Lee et al., 2023). These studies exemplify
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the value of collecting granular information about smartphone experiences, often only secondsin
duration, that may be critical to understanding the interplay between digital and real-life experiences.

Despite significant interest from research communities, widespread adoption has been limited due
to the lack of toolsfor the collection of continuous content and interaction data, because of the
computational challengesto process vast collections of unstructured data generated by continuous
monitoring. A handful of studies with access to skilled computer programmers and software devel opers
have collected quality digital trace data, typically in small-scale research projects (Antal et d., 2015; Yee
et al., 2023; Zingaro et a., 2024). The magjority of studies, however, rely on participant data donations,
which may be biased and incomplete (Ohme et ., 2024; Rodrigues et al., 2018).

Various commercial and academic offerings have sought to promote smartphone-based digital
trace research (Estrin & Sim, 2010; Ferreiraet al., 2015; Jardine et al., 2015; Lakshminarasimhappa,
2022; Menaspa, 2015; Onnelaet al., 2021; Wang et al., 2017), as represented in Table 1. However, no
platform to date supports both quantity-based and quality-based data collection. Many existing platforms
are“closed,” and their tendency to focus collection narrowly on just afew sensor streams makes them
difficult to scale and it restricts their ability to advance research. Some open-source frameworks (i.e.,
AWARE, Open Sensing Project, Open mHealth, KoBoToolbox) do exist, but they require substantial
technical expertise and resources to customize data collection parameters (e.g., sampling interval, image
quality) that align the tools with specific research objectives, making them challenging to use and
replicate. These platforms aso function as "closed” platforms, and only the original developers can add
new features and improvements. This prevents users from expanding the capabilities of these toolsto
meet evolving research needs. Furthermore, there is also less transparency into the data collection and
analysis processes, which is essential for ensuring scientific rigor and reproducibility. For example,
researchers may not have access to the raw data or detailed documentation on how algorithms process and
filter information, making it difficult to validate findings. In sum, currently available tools and
frameworks for comprehensive digital trace data collection are limited in customizability, scalability,

accessibility, and transparency, posing significant barriers to researchers.
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Table1

Comparison of Digital Trace Data Collection Platforms: Key Features and Capabilities.

¢g Tr 390 390 =z g Fx O
g2 33 £8 g% B s f8 8
s go 8§ 2 S ® o 3
Se S g) = 8 S )
7] ~ 2 g 2 -
(o] X
Open-Source X X X X X
Android X X X X X X X
i0S X X X X X X
Locations (GPS) X X X X X X X X
Accelerometer Data X X X X X X
Gyroscope Data X X X X
Activities/ Steps X X X X X
Microphone/Audio X X X X
Screen Activation X X X
App Usage X X X
Ambient Light X X X
Battery X X X
Power X X
Network (Wi-Fi, Data Plan X X
Connectivity)
User-Smartphone X
I nteractions
Device Specs X
System Log X
Screenshots X
Customizable Features X X X X X
Technical Skills Required To Low High High High High
Customize Features
Technical Skills Required To Low High High High High

Compilethe App
Self-Hosting NOT Required X
for Database/Server

Dynamic Study X
Configuration
Platform Expandable X

Note: The table excludes any platforms that collect two or fewer data types, as such platforms are less
representative of comprehensive digital trace data collection tools. Technical skills “High” requires
extensive software devel opment, cloud infrastructure setup, and backend management; “Medium”
requires experience configuring and integrating tools, such as basic cloud/server management and API
integration; “Low” requires minimal technical skills, typically requiring the use of pre-built tools with
little to no coding or backend work.
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To address these gaps, we developed an open-source smartphone-based digital trace collection
platform that is easy-to-use, open-source, and expandable. The Stanford Screenomics platform consists of
two native Android applications (apps) and a back-end data repository. The platform's Data Collection
app is easy to deploy, offers extensive customization options enabling researchers to tailor, with minimal
additional development, the types of data recorded, sampling frequency, data transfer methods, and
upload cadence. The platform is specifically designed to flexibly match specific requirements of studies,
and it isthe only tool that allows researchers to match granular records of the actual specific screens that
appear on smartphones with behaviors that precede or result from the screen experiences. Complementary
to the Data Collection app, the Dashboard app supports study coordinators’ real-time monitoring of
participant data, identification of data collection issues, and automated reactive messaging with
participants. The platform's back-end uses a scalable NoSQL database (Firebase Firestore and Google
Cloud Storage) for secure, HIPAA-compliant data storage. And the platform supports the reproducibility
and replicability of research studies by providing thorough documentation of data collection and
processing methods,

Our goal isto support the development of versatile, user-friendly, and highly customizable digital
trace collection tools, allowing for collaborative extension by the research community. In the following
sections, we describe the platform's architecture, data flow, feature customization, collaborative module
extension methods, and data collection and communication. \We then demonstrate the utility of Stanford
Screenomics for studies leveraging digital trace data with illustrative 24-hour digital trace data and point
to the range of ways this easy-to-use open-source platform can, together with the community of
devel opers, expand the range and reach of digital trace research. The open-source Screenomics project
files, detailed component documentation, and step-by-step instructions with visual guides to support
researchers use and devel opers extension of the platform are available here:

https://github.com/iansulin/stanford screenomics

METHODS
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Overall Architecture and Data Flow of the Stanford Screenomics Platform

The platform architecture consists of three main layers: front-end, middleware, and back-end. A
comprehensive overview of the system's operations, platform architecture and data flow are shown in
Figure 1. The front-end includes the Firebase console, the dashboard application, and the Screenomics
data collection app. The Screenomics data collection app is an application that study participants
download (e.g., from the Google Play Store or from researchers) to their phone. On launch, participants
register with their study group code and ID. On successful login, the app receives the relevant study
settings and begins collecting data. The data are first stored locally, and then transferred in mini-batches
to back-end Firestore data bases and Cloud Storage buckets in accordance with privacy standards. Text
data, like GPS coordinates, upload to Firestore databases, while non-text data, such as screenshots, upload
to Google Storage folders. A middleware module handles authentication and security of communications,
and transfer of data between the front end and back end. Alongside the participant-facing data collection
app and researcher-facing Firebase console is a dashboard app that facilitates study coordinators’ real-
time monitoring of data collection and, if needed, communication with specific participants.
Figurel

Generd platform architecture and overall data flow
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Firestore Console. While the Firebase Console is not inherently designed as a front-end system,

it effectively functions as one in this platform. Researchers use it to set up and launch a study by
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interacting with the [settings_profile] collection in the Firestore database. Through this console,
researchers can assign each participant a study group code (e.g., intervention or control) and configure
study settings for each group, such as data sampling frequency and sensor activation.

Data Collection app. The Data Collection app is designed to collect and process the different
datatypes from smartphones. As shown in the Stanford Screenomics column in the Table 1, current
modul es facilitate collection of screenshots, app usage logs, user-smartphone interactions, location
updates, physical activity data, battery status, network connectivity information, and device logs. Data
collection capabilities may be easily expanded through creation of new modules to accommodate
additional datatypes. The app runs continuously in the background, without the need for any human
interaction or guidance, as participants use their smartphones normally in daily life. The app starts
automatically upon the first login and remains active until logout. If the device is ever turned off
completely, the app automatically resumes data collection after a device reboot. Data are collected in
hidden local storage and later transferred in batches to the back end, with text data sent to Firestore and
non-text data, such as screenshots, uploaded to Google Cloud Storage. The app checks connectivity based
on user- or group-specific data transfer preferences set by the researchers before participant onboarding;
for example, setting text datato upload over any network, while non-text data requires Wi-Fi dueto size
constraints.

Middleware. The middleware structure is essential for security and reliability, focusing on
authentication, security measures, and monitoring capabilities. Using Firebase Authentication, the middle-
ware module verifies user identities, allowing only authorized participants access to the app and
safeguarding sensitive information. Firestore security rules based on user roles define specific
permissions. For example, trained researchers may have full access and administrators can view data,
while participants cannot access their own data. Firebase rules also enforce data validation to prevent
transfer of unauthorized formats into the back-end data base. Integration with Crashlytics provides real -
time error reporting and analytics, enabling the research team to monitor app performance and quickly

address problems. The middleware interacts with both the front end and back end through well-defined

10
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APIs—specific protocols that facilitate secure communication, including RESTful endpoints for data
retrieval, user authentication, and data submission. This structured middleware approach enhances data
management security and efficiency to protect data while allowing researchers to maintain oversight of
participants data provision.

Back-end. The back-end of the platform uses a Firestore NoSQL database with four collections:
(D) [install] for app installation codes, (2) [settings-profiles] for dynamic parameter settings,
(3) [users-events] for text-based digital trace data storage, and (4) [t icker] for individual-level
summaries of participants’ recent activities (data provision). A fifth location, Google Cloud Storage, is
where non-text-based datais stored in user-specific folders named by username. Both the Firestore and
Google Cloud Storage folders are designed to be HIPAA-compliant.

(1) The[install] collection stores information about the participants who have installed the
data collection app. When users (i.e., study participants) first open the data collection app, the app
generates aunique install code that is stored on the local device and uploaded to the[install]
database. These dataindicate which participants have installed the app but have not completed the setup
(viacross-reference with study enrollment data), and which participants have dropped out (via cross-
reference with CaptureStartupEvents inthe [users-events] database. Currently, these
comparisons have to be done manually.

(2) The[settings profiles] collection serves as acentralized hub for configuration
settings tailored to various user groups, allowing researchers to dynamically assign or modify parameters
throughout the study viathe Firebase console. Currently, there are sixteen parameters that can be
dynamically controlled to tailor the app to specific research needs, such as user profile refresh intervals
and step count sampling frequencies. If a parameter like location-enabled is changed, the app will adjust
GPS data collection accordingly.

(3) The [users-events] callection organizes data hierarchically under user-specific collections,

accessi ble via unique documents named by following usernames (group code + participant D). Each

11
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event log contains specific structures, such aslatitude and longitude for GPSTL.ocat ionEvent and
activity typesfor InteractionEvent, along with two timestamps: standard GMT and device time.

(4) The[ticker] collection logs recent events for each participant, filtering [users-events]
data to show the most recent timestamps. This log provides researchers with a quick overview of user
engagement and interactions, enabling efficient monitoring of participant behavior. The ticker data are
sent to the Dashboard app for real-time tracking.

(5) The Google Cloud Storage stores non-text data, namely screeenshots, in individua folders
with the username. Each screenshot is saved with afile name that includes the group code, participant 1D,
and timestamps (e.g., INT_101 _20250122134522.7jpg). Thefilenameislogged in the [users-
events| collection under the ScreenshotEvent log whenever a screenshot is taken, allowing for easy
matching later.

Dashboard Application. The purpose of the Dashboard Application isto efficiently monitor
participant activity and facilitate real -time communication with participants. Upon receiving the
[ticker] data, the Dashboard application creates priority indicators for inactive participants, flagging
those who have been inactive (provided no data) for over 24 hours. Thisinformation allows researchers to
monitor participantsin real-time and identify individuals who may need to be contacted. The Dashboard
al so supports direct communication between researchers and participants viaemail, facilitating

engagement and support throughout a study.

Setting-Up and Launching a Study

Preparing the App for Deployment. Study setup using the Stanford Screenomics Data
Collection App begins with compiling the application according to specific research requirements, such as
determining which datato collect through existing module selection and activation. The user-friendly

compiling process, in Android Studio, allows researchers to easily configure and compile the app.

12
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The data collection app features a modular architecture that simplifies data collection across nine
distinct modules. This modular structure allows researchers to easily add or remove data collection
functions through the ModuleController, providing flexibility and scalability, as each module can be
independently activated or deactivated based on study needs. This aspect of architecture allows the app to
be personalized for any given study. In practice, researchers download the open-source project files of the
app and open them in Android Studio, which is available for free. Within Android Studio, the Module
Controller can be located in the left-side interface list view, and it serves as the central
activation/deactivation interface, listing all available data collection modules (currently nine) with
Boolean values: t rue (activated) or false (deactivated). Before compiling the app, researchers can set
the Boolean values according to their specific study requirements for data collection. The activation or
deactivation of a module does not impact the overall performance of the app, as each modul e operates
independently. Some features, like step count and GPS data collection, can be dynamically turned on or
off throughout the study, allowing a single app version to accommodate changes in data collection.
However, once a module is deactivated, it cannot be reactivated later, thereby requiring separate app
compilations for each study group.

Additionally, to prevent device storage overload, the app automatically restricts screenshot
capture when the user device's available storage falls below 50 MB. This architecture ensures that
researchers can efficiently customize the app for their studies without extensive technical expertise and
participants can simultaneously use their smartphone as normal while providing rich multimodal data.

In addition to activating modules, essential configuration steps—such as setting up an app
password and defining a consent form—can be easily modified within two dedicated configuration files,
eliminating the need to scroll through code to find placeholder text. The consent form servesas a
prominent disclosure, required by Google’s User Data Policy for Android apps that collect personal and

sensitive information (https://devel opers.google.com/terms/api-services-user-data-palicy). The Google

policy mandates that devel opers clearly inform users about data collection practices and obtain their

informed consent. It isimportant to note that Google's consent form must be added to, and may not

13
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replace, Ingtitutional Review Board (IRB) consent forms. Therefore, two consent forms are generally
required: one for Google policy compliance and one for ethical research approval through an IRB.

Researchers must also configure Firestore, Google Cloud Storage, and Crashlytics by registering
the app in anew Firestore project. When they do this, a JSON file is generated automatically, which
should then be placed in the main app and the database manager modules of the Screenomics app using
Android Studio. This drag-and-drop action automatically sets up Firestore, Google Cloud Storage, and
Crashlytics. Finally, researchers need to ensure that Crashlytics is enabled in the Firebase for their new
project, and failing to do so would prevent the app from capturing and reporting crashes or errors, making
it difficult to maintain reliability and improve user experience. Optionally, researchers can also configure
Firestore rules for data security.

Once all configurations are finalized, compiling the app is straightforward. Researchers select
"Build" from the menu in Android Studio, then choose "Build Bundle (s) /APK(s)" and "Build
APK (s)," after which anctification will confirm that the APK (Android Package Kit) file has been
generated as a ready-to-use installation package for Android devices. To distribute the APK to
participants, researchers can share it viaemail, cloud storage links, or secure file-sharing methods.
Participants can then install the app by downloading the APK file onto their Android devices, opening the
APK file and following the on-screen instructions. Thorough testing should confirm that the app meets
the study's specifications, ensuring participants have access to the latest features and updates.

Dynamic Controller Parameter Setup. Prior to onboarding participants, researchers can
customi ze the data collection app's features to align with specific study requirements, including
adjustments to sampling intervals and data transfer network preferences. The app periodically retrieves
the latest parameter values at intervals specified in the settings profiles (through a dynamic parameter
cdled ‘settings-refresh-interval’), alowing researchersto update data collection methods as
needed, without needing to recompile the app or contact participants to makes changes. This dynamic
control allows researchers to balance the frequency of updates with considerations for device battery life,

storage, privacy, and study needs. Currently, sixteen features can be dynamically controlled to tailor the
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app to specific research needs. There are no fixed default parameter values, as these can vary widely
depending on the number of activated modules. For example, a 5-second sampling interval for GPS
coordinates may not impact performance if only the location moduleis active. However, if combined with
a screenshot modul e set to capture every 5 seconds, this frequency could strain system performance or
rapidly drain the battery. The set t ings section in our GitHub documentation provides recommended
minimum parameter values (highest resolution) for a case where al nine modules are activated.

When the data collection app is configured with the google-services. json file, the app
automatically creates four collectionsin the Firestore console: [install], [settings-profiles],
[users], and [ticker]. To set up dynamic controller parameters, researchers must first create a new
document named " default " under the[settings-profiles] collection. In thisdocument,
researchers must add all parameters from the full list of available parameters for the app version and set
default values for each parameter according to the study needs. The data collection app imports these
default values during a participant's first login. If all parameters are not specified inthe” default "
document, the app will lack reference values, potentially hindering its ability to collect data effectively
and impacting overall study outcomes. Therefore, it is crucia to finalize these settings before onboarding
participants.

Researchers can create as many additional profiles as needed for different study groups by adding
group codes, similar to how the default profileis set up. For example, if participants have varying data
transfer preferences, two profiles can be created with the group codes [WIFI] for those who prefer
transferring data over Wi-Fi only and [DATA] for those willing to use their mobile data plan. These group
profiles do not need to include all parameters from the list; only those that are relevant need to be
specified. Researchers can configure data transfer settings differently for each group while keeping other
study parameters consistent. This allows for tailored data collection strategies based on the specific
requirements of each group. The group codes are later assigned to participants who will use them along

with other information provided by researchers to register in the app during onboarding. If a participant
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registersin the app with a group code that does not match any created profiles, they will inherit the
default setting parameter values specified inthe” default " document.

Participant Onboarding. To initiate a study with the Stanford Screenomics Data Collection App,
researchers must first establish participant groups, such as intervention and control groups. Each
participant requires a unique group code (e.g., "WIFI" for the over Wi-Fi only group and "DATA" for the
unrestricted data group), an individual ID number (e.g., 101, 102), an email address, and a password for
registration and login. The password should be configured during the app’s setup before compilation.
While researchers provide the group codes, individual 1D numbers, and password, participants must also
supply their own active email addresses during onboarding. The email is required for Firebase
authentication, restricted database access, and researcher-participant communication via the Dashboard
app. However, email addresses are stored only within the Firestore authentication system and are not
linked to study data, and they are not visible within the app, database, or storage. All collected data are
associated with a unique username, composed of agroup code and individua 1D numbers, ensuring that
study data remains non-identifiable through email.

Upon first login, participants will see a one-time pop-up prompting them to review and sign the
Google permissions consent forms. If they agree, they will then be asked to grant necessary permissions
for the app to function effectively, such as access to precise location data and media projection features,
depending on the modul es activated during app compilation. Once these permissions are granted, data
collection begins passively in the background, ensuring an unobtrusive experience. Screen recording is
continuous unless participants log out of the application or choose to pause screen recording. The app's
main interface will display a single button for participants to pause or resume screen recording at any
time, alowing them to manage storage, battery, and privacy concerns. To ensure continuous data
collection, the app sends reminder natificationsif a participant pauses the screenshot collection: one
message after 30 minutes, and then at 7 AM and 7 PM for the next two days, totaling five notifications. If
participants do not agree to the consent or fail to provide al required permissions, the app will not

advance to data collection. Consent and permission requests will not reappear on subsequent logins unless
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permissions have been revoked. If participants revoke any permissions during data collection, the app will
pause that specific data collection. Upon their next app launch —whether by actively opening the app,
rebooting the device, or tapping a notification sent after 30 minutes of pausing — they will be prompted to
re-grant the revoked permissions, ensuring the study remains compliant with ethical standards.

M onitoring of Data Flow. Effective monitoring of dataflow is essentia for maintaining the
integrity and reliability of research outcomes. By continuously tracking participant engagement and data
collection processes, researchers can make informed adjustments, address potential issuesin real time,
and enhance data quality. In Stanford Screenomics, two primary methods are employed for monitoring
dataflow: the [users-events] collection and the [t i cker] collection in Firestore. The [users -
events] collection provides detailed insights into individual participant actions, while the [ticker]
collection offers a streamlined overview of user engagement.

The[users-events] collection captures arange of text-based event data. An event denotes a
specific action that occurs at a particular moment, encompassing various user activities such as app logins
and logouts, pausing or resuming screenshot functions, and interactions with notifications (e.g., read or
ignored). It al'so includes all text-based event data captured by activated modules, as well as device
system and app lifecycle events, such as device reboots and automatic app launches. Events are organized
by type and timestamps, often accompanied by additional metadata specific to each event. For non-text-
based events, a dual approach is employed: when an event occurs, the actual data—such as screenshots—
is sent to Cloud Storage, while simultaneously, the [users-events] collection logs that the event has
taken place, including corresponding timestamps and metadata such as the file location URL in Cloud
Storage. This approach allows researchers to track both non-text-based and text-based data within the
same structure and in one location. Consequently, this alignment facilitates not only the quick
identification of trends but also enables comprehensive in-depth analysis | ater.

The[ticker] collection filtersthe [users-events] collection datato create individual user

documents, which list each event along with the most recent timestamp. This collection is particularly
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beneficial as the number of app usersincreases, as manually checking each participant's events for recent
activity can become labor-intensive. When a participant's app syncs their eventsto the [users-
events] collection, the corresponding fields in the [ticker] collection are updated to reflect recent
activity across different event types. This[ticker] datais organized and displayed in the Dashboard
app, alowing researchersto easily view all study participants' usernames ranked by the length of
inactivity on the main interface of the app. Users who have been inactive across all events for more than
24 hours are highlighted in red. Each username is expandable on tap, revealing a detailed view of al
events and the most recent activity timestamps. Researchers can also initiate email communication with

participants directly from this view if needed.

Platform Extension

The Stanford Screenomics Data Collection App is designed with a modular architecture that
facilitates platform extension through easy plug-in integration of new functions, while allowing
developers to activate or deactivate existing modules. Currently, the app includes two core base
modules—ModuleManager and DatabaseManager—and nine distinct data collection modules:
screenshots, app usage |ogs, user-smartphone interactions, location updates, physical activity, battery
status, system power, network connectivity information, and device specs logs. The core base modules
provide essential functionalities that form arobust foundation for each data collection module’s
operations. This architecture simplifies the integration of new modules by enabling them to easily adopt
the tools and frameworks from the base modules, allowing devel opers to ensure their custom data
collection modules align seamlessly with the overall app requirements regarding data structure, storage
setup, network preferences, and data transfer methods.

Base Module 1: Module M anager. The Module Manager serves as the centra control system,
overseeing the operational status of various data collection modules. Key functionalities include

centralized event record management and timestamp definition, which together create a cohesive
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environment that enhances consistency in logging and data management. All modulesin the Stanford
Screenomics Data Collection App follow a uniform data structure within Firestore, storing data under a
user’s collection as alist of event documents. Each event in thislist is organized by event type and
includes two timestamps—one for standard time zone and one for the user device's system time (usually
in the user’s local time zone)—along with aunique ID and additional event-specific metadata. The event
record management and timestamp definition functionalities facilitate this organization. Additionally, the
ModuleManager provides acollection of reusable components (e.g., classes, methods) for various
features. For example, a method for reading battery state changes can be employed in the location module
to pause data collection when the battery level drops below a critical threshold, conserving energy. In the
battery status module, the same method can log battery status at predefined intervals. This capability to
share reusabl e components across modul es streamlines devel opment, promotes efficiency, and provides
insights without redundant code, enabling new data collection modules to quickly adopt and integrate
these functionalities. Lastly, the module controller within the Modul eManager alows devel opersto
turn on or off existing modules without impacting overall app functionalities.

Base M odule 2: Database M anager. The DatabaseManager isessential for data storage and
retrieval, serving as the primary repository for data transfer preferences. It includes comprehensive
functionalities for local and external storage setup, network configuration, data syncing, and security, al
defined as reusable components. The app stores data collected from each module locally on the device
until an internet connection is available. Once online, text-based data is transferred to Firestore and non-
text-based datato Cloud Storage in batches, with transferred data automatically deleted from local storage
to free up space for ongoing data collection. The local and external storage setup functionality manages
this process seamlessly when used in amodule. Regarding data transfer, each module allows researchers
to set preferences for restricting transfers to Wi-Fi only or allowing any internet connection, using
dynamic parameters. The network configuration functionality retrieves these parameters from the
Firebase console to make data transfer decisions based on network preferences. To ensure datain

Firestore and Cloud Storage remains current, aregular data syncing process periodically checks local
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storage. Additionally, the security functionality oversees storage solutions for sensitive information, such
as authentication details, throughout each process.

M odule Dependencies. To support the platform's extension through the addition of new modules,
it is essential to understand its dependencies which can be categorized into three types. modular, internal,
and external. Modular dependencies consist of distinct functionalities imported from base modules,
organized into separate data collection modules. For example, text-based data collection modules utilize
the TextBasedEventData classfrom the ModuleManager base module, while non-text-based
modules depend on NonTextBasedEventData class, both requiring EventTimestamp for
consistent timestamp formats. Internal dependencies include classes and libraries from the Android
framework and Java standard libraries, essential for basic app functionality such as component
management and communication operations. External dependencies, often optional, include third-party
libraries that enhance capabilities beyond the Android SDK, such as advanced Ul components or
improved networking features.

The development process for specific modulesillustrates these dependency typesin action
defining its purpose and establishing a clear structure. For instance, when developing a“Location Data
Collection” module that periodically collects GPS coordinates, internal dependencies such as
android.Manifest for location access permissions, android. os for system interactions, and
java.util for datastructures are crucia for foundational functionality. The module aso relies on the
Google Play Services location API as an external dependency for accurate GPS tracking, enabling the
collection of real-time longitude and latitude data. Lastly, modular dependencies like
ModuleController classfrom ModuleManager base module enable the activation or deactivation
of individua data collection modules, while Event Timestamp class ensures consistent timestamping
of each GPS coordinate log. TheModuleCharacteristics class standardizes the structure of
location event data, capturing key details like class name and event type. The

EventOperationManager classfrom DatabaseManager base module processes this
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standardized data. It formats the data, buffersit in memory, storesin local storage, and performs batch
uploads to Firestore using EventData .Builder. Additionaly, DatabaseManager base module
provides space researchers to add dynamically parameters through Set t ingsManager class.

In contrast, when devel oping a Screenshot collection module, the process shares similarities but
includes unique reguirements. This module would integrate additional internal dependencies such as
android.graphics for bitmap manipulation and android.media for screen capture through the
MediaProjection API. While this module does not require external dependencies, it needs additional
modular dependencieslike NonTextBasedEventData classfromthe DatabaseManager base
module to manage and transfer of screenshot imagesto Google Cloud Storage. Figure 2 illustrates

modul e dependencies of the Screenomics Data Collection App platform.
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Figure2

[lustrative Diagram of Stanford Screenomics Data Collection M odule Dependencies
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RESULTS
[llustrative Data

We demonstrate the utility of Stanford Screenomics platform for digital trace research with
illustrative 24-hour digital trace data collected by the devel oper (IK) using a Samsung Galaxy S21
smartphone. These data were only collected for demonstration of the platform and app functionalities.
The data are not meant to provide generalizations about human behavior and thus do not constitute human
subjects research.

Activated modules and parameters. The Data Collection App was compiled with al nine
currently available collection modules: (1) the Screenshots modul e captures screenshots at defined
intervals, saves the screenshot images, and logs information about the screenshot taken (e.g., image file
name and screenshot timestamp), (2) the Apps module logs the currently active application by checking
the foreground app periodically and recording changes with timestamps, (3) the Interactions module
tracks user events such as scralls, clicks, and gestures through accessibility services, (4) the Locations
modul e logs latitude and longitude from device's GPS sensor at set intervals, pausing when no updates
are available, (5) the Activities module tracks user step counts at fixed intervals, (6) the Battery module
monitors battery levels (low below 15%, okay above 20%) and charging events, (7) the Power module
logs changes in screen state, noting whether activation is due to user interaction, (8) the Network module
tracks connectivity changes (Wi-Fi and cellular), and (9) the Specs module collects basic device
specifications upon account creation. The Screenshots, Locations, and Activities modules log data at
researcher-defined intervals, while the other modules record data based on specific events. Data collection
interval parameters were set to 5 seconds for screenshots, 1 minute for locations, and 5 minutes for
aggregated step counts.

Technical perfor mance of platform. Generally, developers try to keep the size of complex app
APKs under 50 MB. Here, the compiled app’sAPK size of 10.56 MB iswell within acceptable limits
given that thisis amodular app with atotal of 11 different modules. Cache size of 67 KB is excellent and

indicated efficient storage management. Even with continuous data logging, the app's impact on device
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performance was negligible. Generally, keeping RAM usage under 200 MB during active use is essential
for smooth performance. During the 24-hour data collection period, the Screenomics app’s RAM usage
peaked at 105 MB (approximately 1.28% of the total available RAM). Generally, CPU usage should
remain below 15% to ensure responsiveness. Here, CPU usage averaged 2.1% during active sessions.
Typically, less than 5% battery drain per hour is considered optimal, alowing for atarget screen on time
of at least 6-8 hours. The Screenomics app drained approximately 1% per hour during active use,
indicating minimal power consumption. It is unlikely to significantly impact battery life or be noticeable
to users during regular smartphone use. Overall, our testing results indicated that even when collecting
high-density data (e.g., location interval of 1 minute) the app performed well, storage management was
efficient, and the app’s consumption of resources remained within reasonable limits.

Although researchers do not have direct access to these metrics, there are several ways to check
for potential issues, in addition to the Crashlytics and Dashboard activities mentioned previously.
Researchers can refer to the ScreenshotUploadEvents document in the user-events collection of
the Firestore database. First, the remaining-bytes field indicates the availabl e storage space on the user’s
device, measured in bytes. While not directly related to uploading, thisinformation helps monitor whether
users are running out of space. Second, the error field provides a yes/no vaue indicating whether the
specific upload event encountered an error. Any ScreenshotUploadEvent suggesting an upload did
not complete will show “yes” asthe error value.

User experience. Across the 24-hour period, there were no noticeable impacts on device use. As
intended, the app operated unobtrusively in the background, and did not interfere with the user’s daily
activities. There was no noticeable difference in battery drain, no storage issues, and no app performance
problems. The Android system performance remained consistent, with no delays, lag, or interruptions. In
line with the intended design, the user was fully informed about what data were being collected, at the
start of data collection, and that they had the ability to stop and start the collection at any time viaan

informed consent process that users engage when they first open the app and register with their
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researcher-assigned study group credentials and ID code. Along with the IRB-protocols we have used in

all Screenomics studies, Googl€e's clear and transparent consent procedures educate users about the data

collection procedures and empower them to make informed decisions about their participation on an

ongoing basis. We generdly find that users are fully aware of the data collection and that, unlike many

other apps, this app allows usersto retain control of data collection and data. Users have the ability to

pause/resume screenshot captures at any time with afew clicks, to choose precise or approximate (1-2

mile boundary) location, and to temporarily halt all data collection when they log out of the app.

Table2

Summary of Digital Traces Collected during 24-hour Study Period.

Module Data Collected Quantity Interval/Frequency
Screenshots  Screenshots captured 1,729 Every 5 seconds
Screenshot data collection paused 0 Upon user-initiation
Screenshot data collection resumed 2 Upon user-initiation or after reboot
AppUsage  Foreground app changes 45 As app transitions occur
Interactions ~ Scroll-up 785 Asinteractions occur
Scroll-down 162 As interactions occur
Scroll-left 69 Asinteractions occur
Scroll-right 64 As interactions occur
Clicked 1,363 As interactions occur
Long-clicked 12 As interactions occur
Locations GPS coordinates (latitude/longitude) 810 Every 1 minute
Activities Step counts 193 Every 5 minutes
Battery Battery state: low (<15%) 1 System alert
Battery state: okay (>20%) 1 System alert
Device connected to a charger 1 As charging status changes
Devicedisconnected from acharger 1 As charging status changes
Power Off 1 As system state changes
Network Connected to Wi-Fi 24 As connectivity changes
Disconnected from Wi-Fi 3 As connectivity changes
Connected to data plan 20 As connectivity changes
Disconnected from data plan As connectivity changes
Specs Device specifications Upon account creation
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Data Summary. A summary of the types and quantity of data obtained through each of the nine
modul es during the 24-hour observation period are shown in Table 2. The total size of the text-based data
was 6.08 MB. Thetota size of the non-text-based data (i.e., screenshots) was 604.15 MB. The
Screenshots modul e collected 1,729 screenshots that chronicled (at 5 second intervals) visual content that
appeared on the smartphone throughout the day during approximately 144.5 minutes (~ 2.5 hours) of
screen time. Simultaneously, the Location module logged 1,440 GPS coordinates and the Activities
modul e recorded atotal of 1,626 step counts (in 193 5-minute intervals). The Apps modul e captured 62
changes among 25 unique foreground applications (counted based on unique app package names logged
as metadata for each event). The Interactions module logged a total of 2,455 user-device interactions, the
majority of which were "c1icks" (1,363 simple taps on the screen) that indicate button presses or typing
on akeyboard (e.g., when texting or emailing). The Battery module recorded one low battery alert at 10%
and one charging event, while the Network modul e documented atotal of 48 changesin internet
connectivity. During the 24-hour period, the data were periodically transferred in small batches from local
storage to Firestore and Cloud Storage when the device was connected to Wi-Fi (60 successful upload
eventsin total recorded by the app package itself, not through a specific modul€). Overall, the smooth,
unaobtrusive, and uninterrupted data collection produced arich multimodal datathat isthen easily

processed and examined.

DISCUSSION

Digital trace data collection platforms offer a possibility to further devel op and expand the range
of insights obtained from diverse research projects across multiple disciplines. A growing body of
evidence highlights the value of digital trace datain monitoring and detecting various social, behavioral,
cognitive, affective, physiological, and environmental changes, providing deeper insightsinto social
ecology and ultimately improving the management of various associated health conditions (Freelon,
2014; Huckvale et a., 2019; Insel, 2017; Jungherr et al., 2017; Liang et a., 2019; Ohme et al., 2024,

Thylstrup, 2019). The proliferation of personal smartphone devices, coupled with advancementsin
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technology, has enabled unprecedented fine-grained and objective data collection (Cheng et al., 2017).
However, as shown in Table 1, very few of the currently available data collection tools allow researchers
to curate their studies effectively due to challenges including restricted scalability, limited customizability,
lack of transparency, and the substantial technical expertise required to tailor the tool to the specific
requirements of a study, such as software devel opment, data engineering, and knowledge of cloud
infrastructure—that are rarely possessed by many behavioral, social, and medical researchers.

Screenomics platfor m. To address these gaps, we devel oped and introduce here an easy-to-use
open-source platform that enables in-situ, real-time capture of multimodal digital traces from users’
smartphones as they go about their everyday lives. Building on the initial Screenomics app introduced in
2019 (Reeves et d., 2021), the new Stanford Screenomics platform provides arobust framework that
allows researchers to capture and analyze the full array of digital life experiences that flow across and
through individuals' smartphones. Extending and integrating existing solutions into larger-scale clinical or
research systems usually requires extensive modifications to the underlying architecture of data collection
tools, which can hinder research adaptability and responsiveness to evolving study needs. Earlier research
has indicated the importance of aflexible framework that accommodates diverse research methodol ogies
and data collection strategies. This expanded framework enables researchers to explore user behaviors
across multiple time scales, investigating how moment-to-moment exposure to digital content influences
long-term patterns such as content-switching behaviors, technology addiction, physical activity, emotional
well-being, and how personal characteristics shape digital engagement, thereby greatly enriching our
understanding of the interplay between technology and human behavior and health. The platform has now
evolved into a comprehensive digital trace data collection tool by integrating a broader array of datatypes
beyond just screenshots and app usage, offering several significant advantages.

Technical Advantages. The modular architecture design used in the new Stanford Screenomics
platform allows researchers to tailor their data collection processes without being constrained by rigid
application structure. The modular approach not only enhances the system’s extensibility but also enables

anyone to use partial functionality required for their specific use case. The Stanford Screenomics platform
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further applies this modularization to encourage community contributions by providing reusable solutions
that enable devel opers to create new modules and expand the platform’s capabilities through well-defined
extension points, and allowing for free sharing of select functionalities. This approach also facilitates co-
maintenance of transparent high security and privacy standards. Our goal is to create arobust ecosystem
where researchers can efficiently customize their tools for specific studies while ensuring compliance
with established data collection and privacy standards. We plan to introduce more data collection modules
over time to enable the callection of different digital trace data sources, including Bluetooth connections
and audio samples. We a so hope to have an iOS version of our platform aongside the Android version,
although iOS currently restricts some features, such as screenshot data collection, making them
impossible to implement.

Technical Challenges and Open-Sour ce Extension. While the modular approach provides
flexibility in feature customization and an easy solution for utilizing selected functionalitiesin the
Screenomics platform, it also presents several challenges related to device dependency. The app’s
performance is significantly influenced by the specific capabilities of the devices on which it operates.
Frequent updates to the Android operating system can lead to changes that impact app performance, such
as new permissions or modifications in how features are utilized, potentially disrupting data collection
processes. Additionally, despite extensive testing, performance can vary greatly due to individual device
specifications, such as processor speed and sensor accuracy, with older devices often struggling to
manage simultaneous data collection from multiple modules. This variability may result in inconsistent
user experiences and affect user engagement. Furthermore, multi-modul e apps tend to be more resource-
heavy than single-module apps, potentially leading to increased battery consumption and reduced
performance. As new devices are released, compatibility issues may also arise, necessitating ongoing
updates to maintain functionality across a diverse range of devices. Our hopeis, by releasing the platform
as open-source, we can enhance our ongoing efforts in maintenance and development, allowing the
broader research community to contribute as well, thereby enabling timely updates and continuous

improvements. Much like WordPress (www.WordPress.com), which evolved from a simple blogging tool

28


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

into the leading open-source content management system—now powering over 40% of all websites on the
internet through extensive independent developer contributions—Stanford Screenomics holds the
potential to thrive through shared endeavors.

Resear ch advantages. The new Stanford Screenomics platform expands a variety of research
possibilities. First, by combining multimodal data sources, researchers can cross-validate findings,
improving the reliability and robustness of conclusions compared to relying on a single datatype. For
example, in a study exploring the relationship between social media content consumption and mental
well-being, incorporating app usage data and GPS |ocation data al ongside screenshats (which capture
content displayed) would enable researchers to assess whether changesin mental health correlate with
specific locations, certain app functions and/or particular content. This cross-validation would not only
enhance the reliability of conclusions but aso would help rule out confounding variables, ensuring that
observed effects on the outcome of interest are genuine.

Second, the integration of multiple data sources would allow for the application of advanced
analytics—such as machine learning or predictive dynamic modeling—which could uncover complex
interactions between often intertwined domains across multiple time scales and contexts. These advanced
techniques offer more nuanced interpretations of how contextual and environmental factors influence both
momentary and long-term behavioral and health outcomes. Such analyses would be impossible to apply
with only one or two data sources; the richness of multimodal data opens new opportunities for more
comprehensive insights.

Third, with access to screenshots and user-smartphone interaction data adding to other
smartphone use and behavioral metrics, researchers can now identify complex multidimensional, digital
phenotypes that offer deeper insightsinto individual’s life stages and transitions—from second-by-second
changesin screen experiences to characterizations of screen experiences over days, weeks, and even
years. For instance, while screenshots may reveal that a person has shared on social mediatheir goal of
achieving 10,000 steps daily as part of afitness regimen and subscribes fitness models' feed, step count

data can confirm whether they are meeting that goal, and GPS data can indicate whether they are
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engaging in indoor or outdoor activities. This multi-dimensional approach provides a clearer picture of
the person’s motivation and behavior, creating aricher, more comprehensive individual profile. Finally,
the granular real-time digital trace data combined with advanced analytics, enables the design and
delivery of personalized, adaptive interventions. For example, if a person’s social media posts suggest an
interest in achieving daily step goals but their step count data repeatedly shows low engagement on
Mondays while playing games, targeted content—such as motivational messages or goal reminders—can
be delivered to encourage action every Monday when starting game play. These insights allow dynamic
adjustments to intervention strategies based on changing patterns or participant feedback, ultimately
improving behavioral and health outcomes. Thisis particularly valuable in longitudinal intervention
studies, where researchers can adapt interventions to optimize impact and sustain positive behavior
change.

Ethics. While the platform offers valuable insights for advancing research and improving health
outcomes, its ability to capture highly detailed personal information and digital trace data creates arisk of
misuse by bad actors. The data collected through the Screenomics platform could be exploited for
purposes such as surveillance, targeted manipulation, or unauthorized commercial use, potentially leading
to violations of privacy, coercive cognitive or behavioral modifications, or even social control. To
mitigate these risks, the research community must take proactive measures to ensure ethical use. This
includes implanting robust data privacy protections, obtaining informed consent, and establishing clear
boundaries around data sharing (Maeckelberghe et al., 2023; Nebeker et a., 2020, 2021). Researchers
should adopt the principle of data minimization—collecting only the datathat is strictly necessary for the
research (Dunseath et al., 2018; Maecke berghe et al., 2023; Nebeker et al., 2019, 2021). This principle
should also extend to limiting data retention times and ensuring that datais only stored aslong as required
for legitimate research purposes, thus preventing the accumulation of unnecessary data that could later be
misused (Nebeker et al., 2021). For the purpose of data sharing and management, summaries of key data
features could be extracted and archived in place of raw data to support open science and reproducibility.

Additionally, researchers should prioritize transparency with participants and consider conducting regular
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audits to ensure data are being used responsibly (Filkins et a., 2016; Nebeker et al., 2020). Thisincludes
being transparent about how data are analyzed within analytical algorithmsto inform decisions.
Algorithmic transparency helps mitigate concerns about opague or biased decision-making processes and
provides users with a clearer understanding of how their data are being used for research (Watson &
Nations, 2019; Wrzus & Schoedel, 2023). By adhering to such rigorous ethical standards and maintaining
oversight, the research community can help prevent harmful exploitation and ensure that the insights

gained from the platform are used responsibly and for the public good.

CONCLUSION

Using smartphone-based digital trace data offers a promising path toward providing more detailed
insights into human behavior and well-being, reducing costs, understanding how smartphones are
important in abroad spectrum of life, advancing personalized healthcare, and creating new theories of
human behavior that require granular visibility into the details of moment-by-moment interactions. The
Stanford Screenomics platform represents a significant step forward by offering an open-source,
customizable framework for unobtrusive, multimodal data collection, including screenshots. By
addressing limitations in scalability, customizability, and transparency found in existing tools—and by
simultaneously capturing quantity-based and content-based data—it empowers researchers to conduct
large-scale, flexible, cost-effective, and content-aware studies, yielding unprecedented insights into
human behavior and health. With features like easy deployment, real-time monitoring, and adaptability to
various research needs, the platform is poised for broad application across diverse research areas. As
digital trace research continues to grow, we are committed to expanding the platform’s capabilities along
with an open source community, supporting collaboration, and ensuring reproducibility, ultimately
enabling more comprehensive studies and facilitating the devel opment of personalized interventions that

improve health outcomes for individuals and populations.
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OPEN PRACTICES

Availability of data and materials: The text-based, illustrative 24-hour digital trace data collected using
the Stanford Screenomics platform is available from the corresponding author upon request. The original

screenshot are not available, as they have not been processed to protect the privacy of individuals whose

information was captured.

Code availability: The source code for the Stanford Screenomics platform developed by 1.K. and J.B. is

available for public access at: https://github.com/iansulin/stanford_screenomics

32


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

REFERENCES

Allen, K. A., Ryan, T., Gray, D. L., Mclnerney, D. M., & Waters, L. (2014). Social media use and social
connectedness in adolescents: The positives and the potential pitfalls. The Educational and
Developmental Psychologist, 31(1), 18-31.

Amez, S., & Baert, S. (2020). Smartphone use and academic performance: A literature review.
International Journal of Educational Research, 103, 101618.

Amir, S, Dredze, M., & Ayers, J. W. (2019). Mental health surveillance over social mediawith digital
cohorts. Proceedings of the Sixth Workshop on Computational Linguistics and Clinical
Psychology, 114-120.

Antal, M., Bokor, Z., & Szabd, L. Z. (2015). Information revealed from scrolling interactions on mobile
devices. Pattern Recognition Letters, 56, 7-13.

Audy Martinek, P, Caliandro, A., & Denegri-Knott, J. (2023). Digital practices tracing: Studying
consumer lurking in digital environments. Journal of Marketing Management, 39(3-4), 244-274.

Chan, M., Chen, H.-T., & Lee, F. L. (2017). Examining the roles of maobile and social mediain political
participation: A cross-national analysis of three Asian societies using a communication mediation
approach. New Media & Society, 19(12), 2003-2021.

Cheng, X., Fang, L., Yang, L., & Cui, S. (2017). Mobile big data: The fuel for data-driven wireless. IEEE
Internet of Things Journal, 4(5), 1489-1516.

Du, J., Hew, K. F, & Liu, L. (2023). What can online traces tell us about students’ self-regulated
learning? A systematic review of online trace data analysis. Computers & Education, 201,
104828.

Dunseath, S., Weibel, N., Bloss, C. S., & Nebeker, C. (2018). NIH support of mobile, imaging, pervasive
sensing, social media and location tracking (MISST) research: Laying the foundation to examine
research ethicsin the digital age. NPJ Digital Medicine, 1(1), 20171.

Eagle, N., & Pentland, A. (2006). Reality mining: Sensing complex social systems. Personal and

Ubiquitous Computing, 10, 255-268.

33


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

Estrin, D., & Sim, I. (2010). Open mHealth architecture: An engine for health care innovation. Science,
330(6005), 759-760.

Faust, A. M., Auerbeck, A., Lee, A. M., Kim, ., & Conroy, D. E. (2024). Passive sensing of smartphone
use, physical activity and sedentary behavior among adol escents and young adults during the
COVID-19 pandemic. Journal of Behavioral Medicine, 1-12.

Ferreira, D., Kostakos, V., & Dey, A. K. (2015). AWARE: mobile context instrumentation framework.
Frontiersin ICT, 2, 6.

Filkins, B. L., Kim, J. Y., Roberts, B., Armstrong, W., Miller, M. A., Hultner, M. L., Castillo, A. P,
Ducom, J.-C., Topal, E. J., & Steinhubl, S. R. (2016). Privacy and security in the era of digita
health: What should trandational researchers know and do about it? American Journal of
Trandational Research, 8(3), 1560.

Freelon, D. (2014). On the interpretation of digital trace datain communication and social computing
research. Journal of Broadcasting & Electronic Media, 58(1), 59-75.

Gordon, A. M., & Mendes, W. B. (2021). A large-scal e study of stress, emotions, and blood pressure in
daily life using adigital platform. Proceedings of the National Academy of Sciences, 118(31),
€2105573118. https://doi.org/10.1073/pnas.2105573118

Huckvale, K., Venkatesh, S., & Christensen, H. (2019). Toward clinical digital phenotyping: A timely
opportunity to consider purpose, quality, and safety. NPJ Digital Medicine, 2(1), 1-11.

Insel, T. R. (2017). Digital phenotyping: Technology for a new science of behavior. Jama, 318(13), 1215—
1216.

Jacobucci, R., Ammerman, B., & Ram, N. (2024). Examining passively collected smartphone-based data
in the days prior to psychiatric hospitalization for asuicidal crisis: Comparative case analysis.
JMIR Formative Research, 8, €55999.

Jardine, J., Fisher, J., & Carrick, B. (2015). Apple’s ResearchKit: Smart data collection for the
smartphone era? In Journal of the Royal Society of Medicine (Vol. 108, Issue 8, pp. 294-296).

SAGE Publications Sage UK: London, England.


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

Jensen, M., George, M. J,, Russell, M. R., & Odgers, C. L. (2019). Young adolescents’ digital technology
use and mental health symptoms: Little evidence of longitudinal or daily linkages. Clinical
Psychological Science, 7(6), 1416-1433.

Jungherr, A., Schoen, H., Posegga, O., & Jirgens, P. (2017). Digital trace datain the study of public
opinion: An indicator of attention toward politics rather than political support. Social Science
Computer Review, 35(3), 336—356.

Kim, ., Begay, C., Ma, H. J., Orozco, F. R., Rogers, C. J,, Vadente, T. W., & Unger, J. B. (2023). E-
Cigarette—Related Health Beliefs Expressed on Twitter Within the US. AJPM Focus, 2(2),
100067.

Kleinman, R. A., & Merkel, C. (2020). Digital contact tracing for COVID-19. Cmaj, 192(24), E653—
E656.

Kosinski, M., Stillwell, D., & Graepel, T. (2013). Private traits and attributes are predictable from digital
records of human behavior. Proceedings of the National Academy of Sciences, 110(15), 5802—
5805.

Kunst, K., & Vatrapu, R. (2019). Understanding el ectronic word of behavior: Conceptualization of the
observable digital traces of consumers' behaviors. Electronic Markets, 29, 323-336.

Lakshminarasimhappa, M. C. (2022). Web-based and smart mobile app for data collection: Kobo
Toolbox/Kobo collect. Journal of Indian Library Association Now Available at Https://Journal.
llaindia. Net/, 57(2), 72—79.

Lams4, J., de Moaij, S., Aksela, O., Athavale, S,, Bistalfi, 1., Azevedo, R., Bannert, M., Gasevic, D.,
Molenaar, 1., & Jarvel, S. (2025). Measuring secondary education students’ self-regulated
learning processes with digital trace data. Learning and Individual Differences, 118, 102625.

Lathia, N., Sandstrom, G. M., Mascolo, C., & Rentfrow, P. J. (2017). Happier people live more active

lives: Using smartphones to link happiness and physical activity. PloS One, 12(1), €0160589.

35


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

Lee, J.,, Hamilton, J. T., Ram, N., Roehrick, K., & Reeves, B. (2023). The psychology of poverty and life
online: Natural experiments on the effects of smartphone payday |oan ads on psychological stress.
Information, Communication & Society, 26(14), 2775-2796.

Lee K., Leg T. C,, Yefimova, M., Kumar, S, Puga, F., Azuero, A., Kamal, A., Bakitas, M. A., Wright, A.
A., & Demiris, G. (2023). Using digital phenotyping to understand health-related outcomes: A
scoping review. International Journal of Medical Informatics, 174, 105061.

Liang, Y., Zheng, X., & Zeng, D. D. (2019). A survey on big data-driven digital phenotyping of mental
health. Information Fusion, 52, 290-307.

Maeckelberghe, E., Zdunek, K., Marceglia, S., Farsides, B., & Rigby, M. (2023). The ethical challenges
of personalized digital health. Frontiersin Medicine, 10, 1123863.

Mejova, Y. (2022). Digital Epidemiology. In Handbook of Computational Social Science for Policy (pp.
279-303). Springer.

Menaspa, P. (2015). Effortless activity tracking with Google Fit. British Journal of Sports Medicine,
49(24), 1598-1598.

Nam, R. J., & Cha, C. B. (2024). Examining highly novel positive future thinking in suicidal and
nonsuicidal adolescents. Archives of Suicide Research, 28(4), 1200-1214.

Navarro, J. L., & Tudge, J. R. (2023). Technologizing Bronfenbrenner: Neo-ecol ogical theory. Current
Psychology, 42(22), 19338-19354.

Nebeker, C., Bartlett Ellis, R. J., & Torous, J. (2020). Development of a decision-making checklist tool to
support technology selection in digital health research. Translational Behavioral Medicine, 10(4),
1004-1015.

Nebeker, C., Gholami, M., Kareem, D., & Kim, E. (2021). Applying a digital health checklist and
readability tools to improve informed consent for digital health research. Frontiersin Digital

Health, 3, 690901.

36


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

Nebeker, C., Torous, J., & Bartlett Ellis, R. J. (2019). Building the case for actionable ethicsin digital
health research supported by artificial intelligence. BMC Medicine, 17(1), 137.
https://doi.org/10.1186/s12916-019-1377-7

Ohme, J., Araujo, T., Boeschoten, L., Freelon, D., Ram, N., Reeves, B. B., & Robinson, T. N. (2024).
Digital Trace Data Collection for Social Media Effects Research: APIs, Data Donation, and
(Screen) Tracking. Communication Methods and Measures, 18(2), 124-141.
https://doi.org/10.1080/19312458.2023.2181319

Onnela, J.-P, Dixon, C., Griffin, K., Jaenicke, T., Minowada, L., Esterkin, S., Siu, A., Zagorsky, J., &
Jones, E. (2021). Beiwe: A data collection platform for high-throughput digital phenotyping.
Journal of Open Source Software, 6(68), 3417. https://doi.org/10.21105/j0ss.03417

Orben, A., & Przybylski, A. K. (2019). The association between adolescent well-being and digital
technology use. Nature Human Behaviour, 3(2), 173-182.

Pentland, A. (2014). Social physics: How good ideas spread-the lessons from a new science. Penguin.

Ram, N., Yang, X., Cho, M.-J., Brinberg, M., Muirhead, F., Reeves, B., & Robinson, T. N. (2020).
Screenomics: A new approach for observing and studying individuals' digital lives. Journal of
Adolescent Research, 35(1), 16-50.

Reeves, B., Ram, N., Robinson, T. N., Cummings, J. J,, Giles, C. L., Pan, J., Chiatti, A., Cho, M. J.,
Roehrick, K., & Yang, X. (2021). Screenomics: A framework to capture and analyze personal life
experiences and the ways that technology shapes them. Human—Computer Interaction, 36(2),
150-201.

Rodrigues, A., Montague, K., & Guerreiro, T. (2018). Data Donors: Sharing Knowledge for Mobile
Accessibility. Extended Abstracts of the 2018 CHI Conference on Human Factors in Computing
Systems, 1-6.

Singh, M. K. K., & Samah, N. A. (2018). Impact of smartphone: A review on positive and negative effects

on students. Asian Social Science, 14(11), 83.

37


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

medRxiv preprint doi: https://doi.org/10.1101/2025.06.24.25329707; this version posted June 26, 2025. The copyright holder for this preprint
(which was not certified by peer review) is the author/funder, who has granted medRxiv a license to display the preprint in perpetuity.
It is made available under a CC-BY-NC-ND 4.0 International license .

Running Head: Screenomics Open-source

Thylstrup, N. B. (2019). Data out of place: Toxic traces and the politics of recycling. Big Data & Society,
6(2), 2053951719875479.

Twenge, J. M. (2017). Have smartphones destroyed a generation? The Atlantic.

Wang, R., Chen, F, Chen, Z., Li, T., Harari, G., Tignor, S., Zhou, X., Ben-Zeev, D., & Campbell, A. T.
(2017). StudentLife: Using Smartphones to Assess Mental Health and Academic Performance of
College Students. In J. M. Rehg, S. A. Murphy, & S. Kumar (Eds.), Mobile Health (pp. 7-33).
Springer International Publishing. https://doi.org/10.1007/978-3-319-51394-2 2

Watson, H. J., & Nations, C. (2019). Addressing the growing need for al gorithmic transparency.
Communications of the Association for Information Systems, 45(1), 26.

Wrzus, C., & Schoedel, R. (2023). Transparency and reproducibility in mobile sensing research. Mobile
Sensing in Psychology: Methods and Applications, 53.

Yee, A.Z.,Yu, R, Lim,S. S, Lim, K. H., Dinh, T. T. A., Loh, L., Hadianto, A., & Quizon, M. (2023).
ScreenLife Capture: An open-source and user-friendly framework for collecting screenomes from
Android smartphones. Behavior Research Methods, 55(8), 4068—4085.

Zingaro, D., Savino, G.-L., Reichenbacher, T., Schoning, J., & Fabrikant, S. I. (2024). Tapping into
Mobile App Use: What Touch Event Data Can Reveal About Active and Passive In-App Usage

Behaviour. Available at SSRN 4768783.

38


https://doi.org/10.1101/2025.06.24.25329707
http://creativecommons.org/licenses/by-nc-nd/4.0/

