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Abstract 

Android malware is the major cyber threat to the popular Android platform which may influence millions of end 
users. To battle against the Android malware, a large number of machine learning methods either based on 1) 
traditional feature extraction using static and dynamic analysis, or 2) recently proposed image representations, have 
been developed, and have achieved promising results. However, the vast majority of the existing work rely on a large 
number of labeled samples which are unfortunately not available for the newly reported Android malware families. 
This poses a critical challenge to detect such few-shot Android malware families. In this paper, we propose a novel 
few-shot learning approach based on the image representation of an Android application to solve the problem. With 
an application file converted into an image representation, we preserve all the source code information. We then 
utilize self-supervised learning to obtain the pre-trained backbone from the unlabeled auxiliary data and employ 
a metric-based few-shot learning method for Android malware classification. Considering the impact of irrelevant 
information across samples on the family classification, we employ a multi-cropping strategy to capture family label-
related information in the images. Extensive experimental results on the popular CICInvesAndMal2019 dataset confirm 
the effectiveness of our approach in detecting few-shot Android malware families. We achieve at least 3.16% and 3.7% 
improvement on 5-way 1-shot and 5-way 5-shot scenarios respectively comparing to state-of-the-art baselines.
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Introduction
Mobile devices connected to the Internet have become 
ubiquitous. They are changing our daily life in many 
ways (e.g., socializing, online banking, healthcare, edu-
cation, daily work)  Fan et  al. (2021). Android, as one of 
the most popular mobile operating systems, is the foun-
dational software infrastructure in the mobile market. 
Unfortunately, Android has also become one of the pri-
mary targets of many cyber-attacks due to its openness 
and popularity Google (2019). For instance, ransomware 

campaigns use software exploits, flaws, cracked pass-
words, and other vulnerabilities to invade a sys-
tem Palmer (2022).

To defend against Android malware, various types of 
machine learning (ML)-based detection approaches have 
been studied. Depending on the way of feature extrac-
tion to build the detection system, existing ML-based 
approaches can be roughly divided into those based on 
static analysis and those based on dynamic analysis. Spe-
cifically, the former directly extracts static features from 
the application source package, such as API calls, the 
permission and intent messages  (Arp et al. 2014; Zhang 
et al. 2019; Gordon et al. 2015), while the latter requires 
executing applications in simulators or real devices 
and extracts dynamic behavioral features at running 
time  (Tripp and Rubin 2014; Xue et al. 2017; Han et al. 
2020).
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More recently, researchers have proposed to transform 
Android applications into image representations (see 
Fig. 2 for the example) for malware detection. For exam-
ple, R2-D2 Hsien-De Huang and Kao (2018) transforms 
the bytecode of classes.dex from an Android archive file 
to RGB color code and stores it as a color image with a 
fixed size. These color images are used as input to the 
convolutional neural network (CNN, or ConvNet) for 
automatic feature extraction and training. Compared 
to static or dynamic analysis-based approaches, image 
representations of Android applications are much more 
cost-efficient for feature extraction. More importantly, 
such image representations open the door to a large body 
of advanced image analysis techniques in machine learn-
ing, which is potentially helpful in addressing more chal-
lenges in Android malware detection.

One such challenge is to detect few-shot Android mal-
ware families. Notice that, in general, existing ML-based 
approaches require a sufficient amount of labeled data to 
achieve satisfactory detection accuracy. However, for cer-
tain Android malware families, the labeled samples may 
be sparse or even hardly available, e.g., consider those 
newly emerged malware families. We call them few-shot 
Android malware families. Considering the adaptive 
behavior of malware attackers, few-shot Android mal-
ware families are typically unavoidable. To wait to collect 
a sufficient amount of labeled samples to train the model 
is not only costly but also falls behind the attackers.

Noteworthily, the problem of sparse labeled train-
ing samples is not exclusive to Android malware family 
detection. In fact, it has been extensively studied in the 
image domain. For example, a well-known fact of the 
human visual system is that it is capable of learning new 
object categories, with only one or few examples of pre-
viously learned categories. This inspired researchers to 
come up with the idea of few-shot learning Fei-Fei et al. 
(2006), which aims to classify samples of unseen classes 
given only a handful of labeled samples (Finn et al. 2017; 
Snell et al. 2017; Hu et al. 2022). Typically, few-shot learn-
ing is realized by learning from a large-scale source task 
to obtain some transferable knowledge and then general-
izing to a small-scale target task Hu et al. (2022). In this 
paper, we resort to the idea of few-shot learning to detect 
few-shot Android malware families, based on their image 
representations to fully embrace its power.

We propose a novel approach for few-shot Android 
malware family classification. To reduce the cost of fea-
ture extraction and better utilize the power of few-shot 
learning, we design our detection system based on the 
image representation of Android application pack-
ages (APKs). Image representation reserves most of the 
source code information in an APK. We first employ self-
supervision to pre-train the feature extraction backbone 

on a large number of unlabeled samples, which are usu-
ally available in practice. After pre-training, we fine-tune 
the backbone with the labeled samples (base dataset), 
combining a standard classification loss function and a 
rotaion auxiliary loss function. The fine-tuned backbone 
is then used for feature extraction of the few-shot mal-
ware dataset (novel dataset1), which consists of a (labeled) 
support set and an (unlabeled) query set whose sam-
ples are to be classified. Noteworthily, to derive the fea-
ture vector of a sample from the support set, we do not 
directly feed its entire image representation, but make 
multiple random cropping and take a weighted average of 
features of the crops. The weight of a crop is determined 
by its similarity to that in the corresponding position of 
the query sample to be classified. In so doing, we aim to 
capture more family label-related information in feature 
extraction, reducing the influence of irrelevant informa-
tion in classification. Finally, we complete the classifica-
tion by a metric-based few-shot learning approach.

In summary, our work makes the following 
contributions:

•	 We propose AndroFIM, a novel approach that can 
effectively and efficiently detect few-shot (or even 
unknown) families of Android malware. This is 
important considering the consistently emerging new 
malware families in the Android domain.

•	 By using a multiple cropping strategy to retain more 
family label-related information, AndroFIM effec-
tively reduces the influence of family label-irrelevant 
information on classification.

•	 We conduct sufficiently many comparative experi-
ments that demonstrate the superior performance 
of AndroFIM. We improve the detection accuracy of 
the benchmark models on 5-way 1-shot and 5-way 
5-shot scenarios by at least 3.16% and 3.7% respec-
tively.

Related work
We discuss the most relevant works on Android mal-
ware detection, few-shot learning, and also the few-shot 
Android malware family classification.

Android malware detection
Android malware detection tasks mainly aim to deter-
mine whether a given APK is benign software or mal-
ware, and sometimes also to determine which specific 
family a malware APK belongs to (multi-classification 

1  The base dataset is of a much larger scale than the novel dataset, and their 
label spaces are disjoint.
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problem). The existing detection methods can roughly be 
divided into two types: those based on static analysis and 
those based on dynamic analysis.

Static analysis based approaches  (Arp et  al. 2014; 
Zhang et  al. 2019; Gordon et  al. 2015) mainly focus on 
parsing the internal files of an Android APK statically 
without executing it. DREBIN  Arp et  al. (2014) uses 
lightweight features such as permissions, API calls, and 
intents to distinguish Android malware families. Zhang 
et  al. (2019) first extracts multi-level fingerprints from 
applications by using n-gram analysis and feature hash-
ing, and then inputs each of its sub-fingerprints to a 
dedicated online classifier to complete Android mal-
ware family classification. DroidSafe Gordon et al. (2015) 
detects Android malware by analyzing sensitive explicit 
information flows from sources to sinks. In general, 
these approaches can be circumvented when an adap-
tive attacker exploits techniques such as repackaging and 
obfuscation.

Dynamic analysis based approaches (Tripp and Rubin 
2014; Xue et  al. 2017; Han et  al. 2020) rely on execut-
ing the application in an Android emulator or a device, 
aiming to detect the loading of dynamic code and record 
the behavior of the application. BAYESDROID  Tripp 
and Rubin (2014) extract features using multi-level taint 
tracking, where sensitive information is flagged as a taint 
source and tracked as the application runs. Malton Xue 
et  al. (2017) provides a comprehensive view of mal-
ware’s behaviors by conducting multi-layer monitoring 
and information flow tracking, as well as efficient path 
exploration. FARM  Han et  al. (2020) uses three feature 
transformation techniques to detect three categories of 
malware. Typically, these approaches are both time-con-
suming and labor-intensive because they require running 
the application in a real-world environment.

Different from the above methods, AndroFIM adopts 
a unique approach by transforming an APK file into an 
image. With image representation of APKs, AndroidFIM 
not only expedites traditional feature extraction but also 
allows for the integration of well-established techniques 
from the computer vision domain, tapping their potential 
to support the domain of Android malware detection.

Few‑shot learning
Few-shot learning (FSL) is a machine learning technique 
that aims to identify new, unknown classes with only a 
small number of labeled samples. This is achieved usually 
by leveraging the knowledge learned from existing data-
sets and applying it to the new classes. The existing FSL 
methods can be roughly split into two clusters: optimiza-
tion-based methods and metric-based methods.

Optimization-based approaches (Finn et al. 2017; Lee 
et  al. 2019) design optimization-centered algorithms to 

adapt to novel tasks. MAML Finn et al. (2017) is a gen-
eral training strategy trying to offer good initial value 
to fine-tune and accelerate the adaption to novel tasks. 
MetaOptNet Lee et al. (2019) exploits two properties of 
the linear classifiers: implicit differentiation of the opti-
mality conditions for convex problems and pairwise for-
mulas for optimal problems.

Metric-based approaches  (Vinyals et  al. 2016; Snell 
et al. 2017) learn a feature embedding and then use a dis-
tance function to perform the classification. Lots of exist-
ing works adopt the training strategy of meta-learning 
where the training set is partitioned in episodes resem-
bling in structure the novel tasks  Lazarou et  al. (2021). 
Matching Network Vinyals et al. (2016) introduces atten-
tion and memory mechanisms to accelerate learning, and 
cosine distance is used as the metric. ProtoNet Snell et al. 
(2017) treats the mean of all the samples as the prototype 
of a class and uses the Euclidean distance as the metric. 
More recently, it is recognized that it is more effective 
to learn an embedding on the entire training set than 
sampling few-shot training episodes that resemble novel 
tasks (Tian et al. 2020; Lazarou et al. 2021).

While most of the few-shot learning problems and 
methods above target computer vision domain, we spe-
cifically consider few-shot Android malware family 
detection task in this work, and also how the idea of few-
shot learning can help.

Few‑shot android malware family classification
Few-shot Android malware families are those for which 
there are few labeled samples, e.g., considering those 
newly developed families. For such families, the exist-
ing supervised learning-based classification methods 
which require a sufficient amount of labeled samples 
may be infeasible. We identify a few approaches for 
few-shot Android malware family classification that use 
the classical few-shot learning models on manually col-
lected features. For example, Bai et  al. (2020) proposes 
a siamese-network-based learning method, which trains 
an effective Multi-Layer Perceptron (MLP) network for 
embedding malware applications into a real-valued, con-
tinuous vector space. Strictly speaking, this work does 
not address the few-shot problem but rather focuses on 
addressing data imbalance. Specifically, the dataset it 
uses contains both large-scale families and few-shot fam-
ilies. Notably, the model is not equipped to handle fami-
lies that were not encountered during the training phase. 
FSMC Ale et al. (2020) achieves few-shot Android mal-
ware family classification by using API calls as features 
to train a mature few-shot learning method - Matching 
Network Vinyals et al. (2016). However, its performance 
is limited. Besides, these works above require manual fea-
ture extraction which is costly and inefficient.
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Furthermore, there also exist studies dealing with few-
shot malware families in other domains (Chai et al. 2022; 
Conti et al. 2022; Rong et al. 2021), not for Android. For 
example, DPNSA Chai et al. (2022) focuses on Windows 
malware and is not suitable to be our baseline. Windows 
and Android are distinct operating systems with unique 
executable file structures, security mechanisms, and mal-
ware attack vectors. Consequently, the methods devel-
oped for Windows malware classification are tailored to 
the specific characteristics and behaviors of Windows-
based malware. For instance, DPNSA needs to extract 
the specific semantic information of the executable file 
of the Windows platform software to perform feature 
extraction.

Hence, the problem of classifying few-shot Android 
malware families remains to be under-explored. We 
propose AndroFIM, and this new pipeline amalgamates 
specialized, mature modules. For instance, it integrates 
self-supervision methods during backbone network pre-
training, incorporates rotation loss in fine-tuning, and 
also employs a novel multi-cropping strategy to retain 
more family label-related information for classification.

Methodology
In this section, we formally define the problem of detect-
ing few-shot Android malware families with few-shot 
learning and introduce our approach in detail.

Problem formulation
There is a small set of Android malware samples Dnovel 
that belong to N families (few-shot Android malware 
families), each of which has only a handful of (K) sam-
ples labeled. These labeled samples in Dnovel constitute 
the support set S : S ⊂ Dnovel , S = {(xi, yi)}

N×K
i=1  , where 

xi denotes the labeled APK and yi denotes its label. The 
remaining unlabeled samples form the query set (which 
are to be classified): Q : Q = {xj}

M
j=1 . Dnovel = S ∪Q . 

This setting is denoted as a N-way-K-shot problem. The 
proportion of correctly classified APKs in Q decides the 
detection accuracy.

Learning from the support set and then classifying for 
the query set is the target task of few-shot learning-based 
classification. However, it is usually challenging to build 
an ideal classifier based on the insufficient labeled sam-
ples in S . The existing few-shot learning methods often 
try to obtain some transferable knowledge first by learn-
ing from another, usually large-scale dataset Dbase , and 
then generalize to the target classification task. Dbase and 
Dnovel usually have similar data distributions, but their 
label spaces are disjoint.

To obtain Dbase , a common practice in the literature is 
to sample Dbase and Dnovel from the same dataset  Chen 
et  al. (2019). Sometimes, Dbase and Dnovel are also 

generated from different domains (Guo et al. 2020; Chen 
et al. 2019). Whatever the way, Dbase is usually required 
to be labeled in these approaches. Considering that in 
practice it may not always be easy to obtain a sufficient 
amount of labeled samples for Android malware families, 
we propose to use the unlabeled APKs Dadd (which are 
much more than the labeled ones) in additional, which is 
relatively easy to obtain. In our training stage, only Dbase 
and Dadd are available. In the testing stage, Dnovel is used 
to sample S and Q to test how well our few-shot learning 
model learns from Dbase and Dadd . The size of our Dbase is 
denoted as Nb.

Approach overview
In this section, we explain our few-shot learning-based 
Android malware family detection approach in detail. As 
shown in Fig. 1, AndroFIM mainly consists of the follow-
ing four phases.

•	 APK Transformation: for each given Android appli-
cation (in the format of APK file), we decompress it 
to get the classes.dex file, which is transformed to a 
color image sample.

•	 Pre-training of Backbone: we collect a large set of 
unlabeled samples ( Dadd ) from popular open-source 
datasets, and pre-train the backbone for feature 
extraction in a self-supervised way.

•	 Fine-tuning of Backbone: we use standard classifica-
tion loss and auxiliary rotation loss in combination 
to fine-tune the backbone with a much smaller set of 
labeled samples ( Dbase).

•	 Android Malware Family Classification: Relying on 
the fine-tuned backbone, we map all the samples in 
the support set and query set to the feature space. To 
reduce the impact of family label-irrelevant informa-
tion, given a query sample, for each support sample 
we adopt a multiple cropping strategy and use the 
weighted average to determine its feature vector. 
Then we calculate the prototype (as a representative) 
of each family (referring to ProtoNet Snell et al. 2017) 
in the support set, the distance to which determines 
the family of the query sample.

APK transformation
An Android application is packaged into an APK, and 
the classes.dex file is the core of an APK, which refers 
to a binary container for the code and the associ-
ated data  Mahdavifar et  al. (2022). There have been 
some studies that transform the classes.dex file into an 
image for Android malware detection  (Xiao and Yang 
2019; Hsien-De  Huang and Kao 2018). We follow the 
idea proposed by  Xiao and Yang (2019) to visualize 
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the Android bytecode as a color image. Using Android 
malware images can reduce the need of domain expert 
knowledge and costs less. Specifically, we get the 
classes.dex file by unpacking the APK first. Then we 
read this bytecode file in hexadecimal format since the 
range of 2 hexadecimal digits is from 00 to FF, which 

corresponds to 0 to 255 in decimal. By transforming 3 
consecutive 2 hexadecimal digits into 3 values for each 
of the RGB channels, we can transform the sequence of 
bytecodes into a color matrix, from where an image file 
is generated.

Fig. 1  The framework of AndroFIM

Fig. 2  Transformed images obtained from five samples from the AndroidDefender, Ewind, and fakeAV malware families respectively (Top row 
to bottom row)
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Some transforming results are shown in Fig.  2. It 
can be seen that the texture of images transformed 
from the same malware family tends to be similar, 
and perceptible differences exist between image sam-
ples transformed from different families. Note that 
later we use Dadd ,Dbase,Dnovel , S,Q to represent the 
set of transformed images of APK samples in the set 
Dadd ,Dbase,Dnovel , S,Q respectively.

Pre‑training of backbone
Usually, we may be faced with insufficient labeled data to 
directly train a well-performing backbone. We notice that 
a large number of unlabeled Android malware samples 
are readily available in practice, which is much cheaper 
to get than the labeled samples. We introduce a well-
established self-supervised approach DINO Caron et al. 
(2021) (instead of common supervised learning solutions 
like CNN) to pre-train the backbone with these unla-
beled samples. By pre-training, we narrow the distance 
between samples of the same class (family) in the feature 
space, which facilitates the subsequent classification. As 
our input image size could vary with different APK sizes, 
DINO can minimize the loss of semantic information in 
the image resizing process by identifying the global and 
local consistency of the input image when training the 
model. Specifically, given an APK image x ∈ Dadd , we 
generate a set (V) of different views of the image (Refer 
to  Caron et  al. (2020)), containing two global views, xg1 
and xg2 , and several (Default is 8) local views. We define 
two networks with the same structure, the student net-
work gθs and the teacher network gθt . We send the global 
views to the teacher network and all the views in V to 
the student network and then train the student network 
to match the output of the teacher network. Denote the 
probabilistic outputs of the two networks as Ps and Pt 
respectively. P ∈ {Ps,Pt} is obtained by normalizing the 
network with a softmax function (Refer to  Caron et  al. 
(2021)). The function is then used to convert the output 
of the network into a probability distribution. The ith out-
put of the network with x as the input is:

where τ > 0 is a temperature parameter that controls the 
sharpness of the output distribution Caron et al. (2021). 
The output of the teacher network is centered with a 
mean computed over the batch. We match the two out-
puts Ps and Pt by minimizing the cross-entropy loss and 
learn the parameter θs with stochastic gradient descent 
(SGD):

(1)P(x)i =
exp(gθ (x)

i/τ)
∑K

k=1 exp(gθ (x)
k/τ)

,

where H(a, b) = −a log b . We adopt the parameter 
update strategy of DINO, and the teacher network is 
updated with parameters via exponential moving average 
(EMA)  (He et al. 2020; Caron et al. 2021). We may fur-
ther improve the power of the backbone by adding more 
unlabeled data than labeled ones.

Fine‑tuning of backbone
After the pre-training stage, gθt has stronger generali-
zation ability than gθs  Hinton et  al. (2015). We use the 
parameters of gθt as the backbone fθ parameters. Inspired 
by Bendou et al. (2022), Mangla et al. (2020), we further 
combine rotation and manifold mixup Verma et al. (2019) 
to fine-tune our backbone, using a two-step forward-
backward pass at each step  Bendou et  al. (2022). Com-
bining the regularization techniques of Manifold Mixup 
and rotation loss during the training process enables 
robust semantic feature learning, resulting in a signifi-
cant improvement in few-shot classification Mangla et al. 
(2020). We add two classifiers after fθ : a standard Nb-way 
linear classifier CNb

 to retrieve the category to which the 
image belongs  (Bendou et  al. 2022; Mangla et  al. 2020), 
and an auxiliary 4-way linear classifier Caux to retrieve 
the rotation angle of the image.

In the first step, we feed the images of APKs 
(x1, y1), (x2, y2) ∈ Dbase into the backbone fθ , the feature 
representation of layer l would be f lθ (x1) and f lθ (x2) , then 
the classification loss function after combining manifold-
mixup is:

where

The mixing coefficient � is sampled from a beta distribu-
tion and L is the standard cross-entropy loss.

In the second step, we first rotate the image x by r 
degrees, where r ∈ CR = {0, 90, 180, 270} . Suppose that 
xr is the rotated image from x, we feed it into the two 
classifiers. For the standard classifier, the loss is given by:

For the auxiliary classifier, the loss is given by:

(2)min
θs

∑

x∈xg1 ,xg2

∑

x′∈V ,x′ �=x

H(Pt(x),Ps(x
′)),

(3)
Lmm = E(x1,y1),(x2,y2)∈Dbase

[L(Mix�(f
l
θ (x1), f

l
θ (x2)),Mix�(y1, y2))],

(4)Mix�(a, b) = � · a + (1− �) · b

(5)Lfamily = E(x,y)∈Dbase,r∈CR [L(x
r , y)].

(6)Lrot =
1

|CR|

∑

x∈Dbase

∑

r∈CR

L(Caux(fθ (x
r)), r),
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where |CR| denotes the cardinality of CR and L is the 
standard cross-entropy loss. The total loss of the second 
step L2 = Lfamily + Lrot.

We fine-tune the backbone parameters θ by minimiz-
ing the loss, i.e., Lmm in the first step and L2 in the second 
step, with stochastic gradient descent (SGD) or adap-
tive moment estimation (Adam)  Bendou et  al. (2022). 
The choice of optimizer depends on the current learning 
rate. The parameters of the backbone fθ get determined 
after the fine-tuning phase, which will be used in the later 
phase.

Android malware family classification
With the fine-tuned backbone fθ , we can now map all 
the image samples in Dnovel to the feature space. In few-
shot scenarios where the number of labeled samples is 
limited, it is important to use sample information effec-
tively. Image representation of an APK contains most of 

the source code information, some of which may be criti-
cal for distinguishing a malware family while some oth-
ers may be irrelevant, or could even be misleading. Using 
the feature of the entire image representation of a sam-
ple for classification, which is common in the existing 
approaches  (Hsien-De  Huang and Kao 2018; Xiao and 
Yang 2019), cannot reduce the influence of this irrelevant 
information. We want to propose a more effective way by 
capturing and placing more weight on the information 
that is more related to family labels.

Such information is usually difficult to justify given a 
single image sample but can get reflected by comparing 
samples within a same family, where there exist simi-
larities. For an image sample s in the support set S, we 
make multiple random crops and compare all its crops 
to those from the corresponding positions of the given 
query sample q. Based on the similarity, each crop in s is 
assigned a weight and the average decides the sample’s 

Fig. 3  The support set sample, represented by s, and the query sample, represented by q, are cropped identically k times. The weight of each crop 
for s is determined by its similarity to the corresponding crop of q. The feature vector of the query sample is obtained by taking the average of all 
the crops
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feature vector. In so doing, those regions that are more similar, meaning they may more likely represent family label-
related information, would be given more weights in the extracted feature of s. For cropping, considering the consecu-
tive semantic information in the classes.dex file, we choose to crop consecutive rows and reshape them into squares to 
facilitate input into the backbone as shown in Algorithm 1.

Algorithm 1  Cropping algorithm

 As shown in Fig. 3, given samples s ∈ S and q ∈ Q . We 
first apply k crops of the same positions to both the images 
and then send all the resulting crops to the backbone fθ . 
This yields a set of vectors {s1, s2, . . . , sk} for s, and a cor-
responding set {q1, q2, . . . , qk} for q, where si and qi denote 
the vectors obtained by the i-th crop of s and q, respec-
tively. Let dj = ||sj − qj||2 , and s denote the feature vector 
of s. Then:

, where αj is defined as:

(7)s =

k∑

j=1

αjs
j

(8)αj =
exp(dj)

∑k
v = 1 exp(dv)
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, Denote q the feature vector of the q, q = 1
k

∑k
j=1 q

j . 
More details are summarized as pseudo-code in 
Algorithm 1.

With different query samples, the feature vector of a 
support sample varies. Given a query sample qj , the fea-
ture vectors of all the samples in S form a set denoted as 
Sj  . And for a family (class) Si : Si ⊆ S , we denote the set 
of the feature vectors of all its samples as Sji : S

j
i ⊆ Sj .

Before the classification step, we apply two types of fea-
ture transformations as in  Wang et  al. (2019), Bendou 
et al. (2022) on feature vectors of all the samples in Dnovel , 
including the query sample and the support samples. 
Given a query qj , denote z∗ the average of all the feature 
vectors in the set {Sj , qj} . For an arbitrary feature vector 
z : z ∈ {Sj , qj} , the operations are centering and L2 nor-
malization: zCH = z−z∗

||z−z∗||2
 . Centering does not change 

the Euclidean distance between individual eigenvectors 
but becomes effective if combined with L2 normalization. 
These two feature transformations are straightforward 
but empirically have a positive impact on few-shot learn-
ers Wang et al. (2019).

Then for classification, we follow the method in Pro-
toNet  Snell et  al. (2017), which has been shown to be 
highly effective in the few-shot scenario. The basic idea 
is to represent each class (family) in the support set with 
a prototype and determine the class of a query sample 
based on its distance to all the prototypes. The prototype 
ci of a family Si , given the query qj , is simply defined as 
the mean of the feature vectors of all its samples:

Then the query sample qj is classified into the family 
whose prototype is the closest:

Evaluation
In this section, we present the experimental results 
regarding the effectiveness of AndroFIM in detecting 
few-shot Android malware families. We also delve deeper 
into the rationality behind our multiple-cropping strategy 
and analyze the effect of hyper-parameters.

Experiment setup
Dataset
Given a sample, we need to decompile it to obtain its 
underlying classes.dex file and then convert it into an 
image. This requires the original APK files to be provided 
in the datasets we use. As far as we know, only the Drebin 

(9)
ci =

1

|Si|

∑

z∈S
j
i

z

(10)C(qj , [c1, c2, ...cN ]) = arg min
i

||z − ci||2

dataset  Arp et  al. (2014), CICMalDroid 2020  Mahdavi-
far et  al. (2022) and CICInvesAndMal2019  Taheri et  al. 
(2019) meet this condition. Other commonly used 
datasets like AMD  Li et  al. (2017) is no longer publicly 
available. Similarly, the link to download the Faldroid 
dataset  Fan et  al. (2018) does not provide access to the 
APK samples. In addition, some datasets  (Damshenas 
et al. 2015; Lashkari et al. 2017) that can be obtained after 
feature extraction do not meet the condition either since 
we can only get the processed .csv files. Compared to 
Drebin, CICMalDroid 2020 was released more recently, 
and we chose it to pre-train the backbone. It has suf-
ficiently large sample size to fulfill the training require-
ments. CIC-InvesAndMal2019 was chosen as the test 
phase dataset because its APKs are available and also its 
families fit the characteristics of few-shot families well: 
Each family has much fewer samples compared to that 
of CICMalDroid 2020. CIC-InvesAndMal2019 has been 
utilized in other paper Ale et al. (2020) dealing with few-
shot Android malware detection.

Specifically, our datasets consist of two parts. The unla-
beled data Dadd used in the pre-training phase is from 
CICMalDroid 2020  Mahdavifar et  al. (2022), which has 
a total of 17,341 APKs, including 12703 malware of dif-
ferent categories (1514 Adware, 2468 Banking trojans, 
4817 SMS fraud, 3904 Riskware) and 4638 benign soft-
ware. Note that the category information is not used in 
our self-supervision-based pre-training. The APKs for 
the fine-tuning phase and classification phase, i.e., Dbase 
and Dnovel , are from CIC-InvesAndMal2019 Taheri et al. 
(2019), which contains 426 malware with family infor-
mation (contains 42 unique malware families) and 5065 
benign software. We consider those malware families 
with no less than 10 APKs, resulting in 35 malware fami-
lies in total. We randomly shrink each of the 35 malware 
families such that there are only 10 APKs left, refer to Ale 
et al. (2020). Then we follow the regular dataset classifica-
tion ratio Chai et al. (2022), and divide them into a train-
ing set, a validation set and a test set. Finally, there are 
22 families in the training set (i.e. Dbase ), 6 families in the 
validation set, and 7 families in the test set (i.e. Dnovel).

Implementation details
For the backbone, we several well-known models com-
monly used in the Android field, i.e., CONV4  Ganesh 
et al. (2017), LSTM Xiao et al. (2019) and ResNet-12 Ben-
dou et  al. (2022) respectively. CONV4 has fewer 
parameters and is the most classic Convolutional Neu-
ral Network (CNN) model in the few-shot learning 
domain (Vinyals et al. 2016; Snell et al. 2017). ResNet-12 
makes a good balance between model complexity and 
performance (Bendou et al. 2022; Snell et al. 2017; Bou-
diaf et  al. 2020). The images transformed from the 
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classes.dex file have sequence features and context 
structure information, regarding which LSTM has great 
advantages. LSTM can remember important informa-
tion from earlier parts of the sequence. For the pre-
training phase, we use data augmentation with color 
jitters, Gaussian blur, and solarization Grill et al. (2020) 
and multi-crop  Caron et  al. (2021) refer to the default 
settings Caron et al. (2021). We train with the SGD opti-
mizer and a batch size of 64. The learning rate is set 0.03 
and decayed with a cosine schedule Loshchilov and Hut-
ter (2016). The backbone is pre-trained for 100 epochs. 
For the fine-tuning phase, we resize the input images 
into 200×200 pixels. We use a cosine-annealing sched-
uler  Loshchilov and Hutter (2016), which updates the 
learning rate as follows. When the learning rate is less 
than zero, the Adam optimizer is used; otherwise, the 
SGD optimizer is used instead. We freeze the parameters 
of the first convolutional layer at the fine-tuning phase. 
The backbone is fine-tuned for 40 epochs, and we evalu-
ate the few-shot learning performance after 30 epochs. 
We also adopt the dropout mechanism for the fine-tun-
ing phase, and the dropout parameter is set to 0.1. For the 
classification phase, we set the number of crops k to 20, 
and crop size b to 180×180 pixels (such choices are based 

on the hyperparameter experiments in the next section). 
For each task, we set N = 5 and K = {1, 5} , i.e., the num-
ber of classes is 5, and the number of samples per class 
is 1 or 5, which are commonly used settings for few-shot 
learning  Jiang et  al. (2020). we use q = 5 query samples 
per family and results are averaged over 10,000 tasks. 
PyTorch Paszke et al. (2017) and NVIDIA 3090 GPUs are 
used throughout our experiments.

Baselines
Many existing machine learning-based Android mal-
ware detection methods require a large amount of data 
for training to achieve high performance, and to the 
best of our knowledge, few-shot Android malware fam-
ily detection has not yet been extensively explored. We 
formulate a couple of baselines in this regard to compare 
against AndroFIM: (1) classic machine learning meth-
ods, Some non-parametric machine learning methods, 
like K-Nearest Neighbors (KNN) algorithm Taheri et al. 
(2019), are not dependent on a large amount of data 
for training, which means they may be suitable for the 
few-shot scenarios; (2) FSMC, FSMC achieves few-shot 
Android malware family detection by using API calls 
as features to train a Matching Network  Vinyals et  al. 
(2016; 3) few-shot learning methods that target at other 
domains like image domain as baselines, which are cat-
egorized into optimization-based methods (MAML Finn 
et  al. 2017, MetaOptNet  Lee et  al. 2019, Transductive-
finetuning Dhillon et al. 2019, LoCoOp Miyai et al. 2023 
etc.) and metric-based methods (FSMC  Ale et  al. 2020, 
Matching network Vinyals et al. 2016, Prototypical Net-
work  Snell et  al. 2017, Relation network  Sung et  al. 
2018, TIM Boudiaf et al. 2020, and EASY Bendou et al. 
2022, PUTM  Tian et  al. 2023 etc.). Regarding feature 
extraction, both FSMC and the classical machine learn-
ing methods require manual feature extraction, while 
AndroFIM and the other few-shot learning methods use 
images as input and train the model in an end-to-end 
manner, automatically learning the feature information 
from the samples.

Experiment results and analasis
Effectiveness
We compare AndroFIM to other baseline methods and 
report the average accuracy of 5-way 1-shot and 5-way 
5-shot settings, which are very commonly used sce-
narios in few-shot learning. Three models are tried to 
pre-train the backbone. From Table 1, we can observe 
that when ResNet12 is used, AndroFIM achieve 79.63 
and 85.12% accuracy in 5-way 1-shot and 5-way 5-shot, 
respectively. The accuracy achieved with CONV4 or 
LSTM as the backbone is not promising. We con-
jecture the reason is that relatively low number of 

Table 1  The 5-way 1-shot, and 5-shot classification accuracy (%) 
compared with some classical machine learning methods (C) 
and few-shot learning methods. For few-shot learning methods, 
we list the type they belong to, i.e., optimization-based methods 
(O) and metric-based methods (M)

Model Type 5-way 1-shot 5-way 5-shot

Classical machine learning methods

Intents + Permissions +KNN C 63.57% 71.42%

API Calls + NetworkFlows + KNN C 54.63% 63.32%

Color image + KNN C 59.42% 65.64%

Few-shot learning methods

MAML (CONV4) O 61.28% 68.06%

MetaOptNet (ResNet12) O 61.98% 77.32%

Transductive-finetuning 
(ResNet12)

O 67.64% 76.62%

LoCoOp (ViT-B/16) O 74.92% 80.54%

FSMC (CONV4) M 59.21% 67.82%

Matching Network (ResNet12) M 62.41% 72.63%

Prototypical Network (ResNet12) M 70.86% 79.55%

Relation Network (ResNet12) M 64.52% 75.17%

TIM (ResNet12) M 74.92% 80.01%

EASY (ResNet12) M 75.77% 80.76%

PUTM (ResNet18) M 76.47% 81.42%

AndroFIM (CONV4) M 73.89% 79.17%

AndroFIM (LSTM) M 74.78% 81.46%

AndroFIM (ResNet12) M 79.63% 85.12%
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parameters in CONV4 results in a slightly insufficient 
feature extraction capability. Additionally, using LSTM 
to convert images into pixel sequences may cause infor-
mation loss, as pixel sequences cannot capture the hier-
archical and semantic information in images. We thus 
choose to use ResNet-12 as the default backbone in 
AndroFIM for subsequent analysis.

As shown in Tabel  1, AndroFIM has achieved the 
highest detection accuracy among all the methods. 
Compared with the best classic machine learning-based 
methods, our method has an average accuracy increase 
of 16.06% in the 5-way 1-shot scenario and increase 
of 13.70% in the 5-way 5-shot scenario. Compared 

with the best few-shot learning methods, AndroFIM 
improves the average accuracy by 3.16% in the 5-way 
1-shot scenario and by 3.7% in the 5-way 5-shot 
scenario.

Analysis of multiple cropping strategy
It is commonly perceived that classification performance 
can be improved by minimizing the distance between 
samples of the same family and maximizing the dis-
tance between samples of different families in the feature 
space. Following this principle, we verify the effectiveness 
of our multiple cropping strategy. We select 5 families 

Fig. 4  Average intra-class sample distance and average inter-class sample distance before and after crop

Fig. 5  Impact of crop number
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(AndroidDefender, fakeAV, Fakemart, Fakenotify, Zsone, 
and later for brevity, we directly use family index 1–5 to 
refer to them). Given two image samples, we crop their 
same regions and use the smallest distance among all the 
crop pairs to represent their distance. We then calculate 
the average distance between samples in the same fam-
ily (i.e., intra-class distance) and the average distance 
between samples of different families (i.e., inter-class dis-
tance) before and after cropping, as shown in Fig. 4.

We observe that after cropping, both the average intra-
class sample distance and the average inter-class sample 
distance have decreased, which is not surprising as the 
distance calculated with cropping captures more the 
similarity between samples. More importantly, we found 
that the average intra-class sample distance decreased 
more than the inter-class sample distance. This is because 
when a part of an image from the same family is cropped 
and the distance is calculated multiple times, the cropped 
part with the minimum distance is likely to be a com-
mon family feature, which may result in a greater reduc-
tion in distance. However, for images from different 
families, there are significant differences between them, 
and it is unlikely to find similarities even with cropping, 
resulting in less reduction in the distance between them. 
In summary, our proposed multiple cropping strategy 

effectively captures family label-related information, 
resulting in a significant decrease in the intra-class dis-
tance and accordingly an improvement in the detection 
performance.

Influence of hyper‑parameters k, b
Usually, the number of crops k and their size b can affect 
the accuracy and efficiency of the detection. We design 
the hyperparametric experiment to analyze the effect of 
these two hyperparameters. The result is shown in Fig. 5. 
k = 0 means that there is no cropping.

As shown in Fig.  5, the model’s accuracy improves as 
the number of crops k increases. However, a small drop 
in performance is observed when switching from a global 
( k = 0 ) reshape to small crop mode ( k = 1, 2 ), especially 
at small crop size b due to randomness stronger. This 
decline can be attributed to the possibility of crops miss-
ing similar family information, which can have a negative 
impact on the model’s accuracy. Also, the computation 
time for generating crops also increases linearly. We sug-
gest choosing k in the range of [15,25], within which both 
high accuracy and efficiency can be balanced. To discuss 
the impact of the size of crops as shown in Fig. 6, we set 
k = 10, 20 . The original image size is 200×200. As crop 
size b decreases, the overall detection accuracy increases 
first and then decreases. This suggests that if the crop size 
is too large, it may not effectively capture the key infor-
mation of the image, while if the crop size is too small, 
it may result in the loss of important information. Addi-
tionally, when the value of k is 20, the decrease in model 
performance caused by excessively small crop sizes 
becomes less steep. This aligns with our previous analy-
sis, which suggests that excessively small crop sizes are 

Fig. 6  Impact of crop size

Table 2  The average test phase running time before and after 
cropping of AndroFIM under different experimental settings

Experimental setting 5-way 1-shot 5-way 5-shot

With cropping 6.54 s 8.08 s

Without cropping 5.52 s 6.83 s
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more prone to random variation and that a greater num-
ber of crops can help compensate for this performance 
loss. In this case, we suggest choosing b in the range of 
[175, 185] to strive for a balance between crop size and 
amount of information.

In addition, the application of the multiple cropping 
strategy, although it improves performance, also leads 
to an increase in overhead. We computed the running 
time of the algorithm test phase before and after crop-
ping when k = 20 and b = 180, as presented in Table 2. 
It can be observed that the average running time before 
and after cropping has increased by 1 −1.5 s, and the algo-
rithm efficiency has decreased by approximately 20%. 
Nevertheless, we think that this reduction in efficiency 
can be acceptable when the recognition accuracy is sig-
nificantly enhanced.

Limitations and future work
Though effective, there is still room to improve 
AndroFIM. First, transforming all source code to images 
does save a lot of cost compared with where manual fea-
ture extraction is used, but it also reduces the interpreta-
bility of the model. Second, compared to directly feeding 
the Dnovel into the backbone to obtain the feature vector, 
AndroFIM incorporates cropping, which enhances the 
model’s effectiveness in capturing more important infor-
mation of samples. However, this requires the model to 
calculate the feature vectors of the support samples for 
each query, which inevitably increases the computational 
burden.

In the future, to address these issues, we suggest to 
employ semantic analysis of the underlying source code 
to generate more interpretable images and also to explore 
the use of other lightweight networks to optimize the effi-
ciency of the model.

Conclusion
In this paper, we propose AndroFIM, a novel pipeline 
for few-shot Android malware family detection. We pre-
train the backbone with unlabeled APKs through self-
supervised learning and fine-tune it using a standard 
splitting loss and an auxiliary rotation loss to enhance 
generalization. To address the few-shot problem, we use 
a metric-based few-shot learning method and propose 
a multiple cropping strategy to crop continuous rows of 
the malware image before feature extraction. By compar-
ing their similarity after feature extraction to the query, 
we determine their weight. Feature vectors of all the 
samples of a family are averaged to derive its prototype, 
and the distance to which decides the class of the query 
sample thus we complete the classification by a metric-
based few-shot learning approach. Experimental results 

show that AndroFIM outperforms the existing methods 
in solving the few-shot Android malware family detec-
tion problem.
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