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Abstract—Federated learning (FL) has been widely regarded
as a promising paradigm for privacy preservation of raw
data in machine learning. Although data privacy in FL is
locally protected to some extent, it is still a desideratum to
enhance privacy and alleviate communication overhead caused
by repetitively transmitting model parameters. Typically, these
challenges are addressed separately, or jointly via a unified
scheme that consists of noise-injected privacy mechanism and
communication compression, which may lead to model corrup-
tion due to the introduced composite noise. In this work, we
propose a novel model-splitting privacy-preserving FL. (MSP-FL)
scheme to achieve private FL with precise accuracy guarantee.
Based upon MSP-FL, we further propose a model-splitting
privacy-preserving FL with dynamic quantization (MSPDQ-FL)
to mitigate the communication overhead, which incorporates
a shrinking quantization interval to reduce the quantization
error. We provide privacy and convergence analysis for both
MSP-FL and MSPDQ-FL under non-i.i.d. dataset, partial clients
participation and finite quantization level. Numerical results are
presented to validate the superiority of the proposed schemes.

Index Terms—Federated learning, privacy preservation, model
splitting, dynamic quantization, accuracy guarantee.

I. INTRODUCTION

MPOWERED by immense amount of data, deep learning

has become a breakthrough for a broad range of appli-
cations, adequately unleashing the power of data [1]. Deep
learning is usually implemented in a centralized manner, where
a powerful server has access to the entire data, risking leak-
age of privacy-sensitive data. Meanwhile, the communication
overhead substantially increases, owing to the collection of
massive raw data at the server. In response to these challenges,
federated learning (FL) has emerged as a viable paradigm
to prevent data leakage and reduce communication overhead
[2]. FL enables the independent training of distributed client
models on local dataset, orchestrated by the central server [3].
Typically, FL is designed by a decentralized parameter-
server framework with a powerful server mastering the ag-
gregation process, yet it is still desired to enhance the privacy
of clients. Specifically, although data are not explicitly shared
among clients, data privacy is still at risk of being divulged
as adversaries are potentially able to reconstruct raw data
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of a target client based on the exchanged model parameters
[4]. There are many methods deal with extracting sensitive
information from trained models, e.g., model-inversion attack,
membership-inference attack and model-rebuild attack [S]-[7].

To cope with the privacy concern, some approaches in [8],
[9] enhanced the privacy in FL by homomorphic encryption
and splitting learning, however, resulted in severe computa-
tional burden and poor learning efficiency, respectively. An
intuitive consideration involves integrating artificial noise into
FL, namely differential private (DP)-based FL, known for its
verifiable privacy guarantee [10]. In accordance with DP tech-
nique, local differential privacy (LDP) framework is widely
adopted, wherein each local model parameter is perturbed
by Laplacian or Gaussian noise before uploading [11], [12].
Especially, the authors in [13] were the first to theoretically
analyze the convergence property of DP-based FL. To mitigate
the adverse impact of DP noise, the authors in [14] proposed
a novel DP perturbation mechanism employing amplitude-
varying noise. Alternatively, in the context of average con-
sensus, temporally or spatially correlated noise-based methods
were devised for privacy preservation while maintaining accu-
racy [15]-[17]. For instance, a state decomposition method
in [16] was proposed by decomposing each local state into
two substates. However, such an approach is inapplicable to
preserve privacy in decentralized FL by directly decomposing
the model parameter according to certain public decomposition
rule.

Regarding communication overhead, it becomes more ur-
gent in privacy-preserving FL owing to the sacrifice of com-
munication resource for privacy enhancement [13]. In order
to compress the communication, prior works usually turn to
reducing the volume of transmitted model updates via sparsi-
fication or quantization [18]-[20], aggregating with partially
received information [21] and event-triggered communication
[22]. In this paper, we mainly focus on tools from quantization
theory to tackle communication overhead under finite commu-
nication bandwidth. It is worth noting that some recent works
proposed attractive designs for quantization to further improve
the communication efficiency [23], [24].

The aforementioned studies separately considered privacy
concern and communication overhead in FL. Yet the privacy
enhancement brought by LDP actually sacrifices the conver-
gence accuracy of the model parameter, and in turn requires
more communication cost for the interactions between the
server and clients. Thereby, it naturally emerges a necessity
to consider both challenges of privacy enhancement and com-
munication compression for FL. Recently, a handful of studies
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have jointly tackled privacy enhancement and communication
efficiency in FL. The authors in [25] were the first to provide
trade-off analysis on privacy, convergence and communica-
tion for convex loss functions. Later, in [26], a unified FL
framework was proposed by exploiting general communication
compression scheme and LDP mechanism for nonconvex opti-
mization setting, together with concrete analysis on trade-offs
among privacy, utility and communication. To avoid injecting
excessive noise, noise from subtractive dithered quantization
(SDQ) was utilized together with a low-power and dedicated
privacy-preserving noise to build up LDP mechanism, hence,
obtaining a less distorted model via such a joint design [27].
Nonetheless, these studies inevitably introduced persistent
noise either from the LDP mechanism or lossy compression,
compromising the model accuracy more or less. To the best
of our knowledge, it still remains an open problem how to
realize both privacy guarantee and communication efficiency
in FL. with exact model accuracy and provable convergence.

Driven by the aforementioned considerations, this paper
emphasizes the necessity to simultaneously design privacy en-
hancement and compressed communication in FL. Concretely,
instead of using LDP mechanism to enhance privacy, we
firstly develop the state decomposition approach in FL coined
model-splitting privacy-preserving FL. (MSP-FL). Under MSP-
FL, each local model parameter is split into two types of
submodel parameters, wherein one of the submodel parameters
is appointed as the visible submodel and the others are
invisible. At each selected client, only the visible submodel
parameter is uploaded to the channel. Note that, to avoid the
observability of the remaining invisible submodel parameters,
the number of invisible local submodel parameters is kept
privately at each client. To proceed, on the basis of MSP-
FL, we propose a model-splitting privacy-preserving with
dynamic quantization FL. (MSPDQ-FL), which is equipped
with dynamic quantization intervals in channels to further
reduce the volume of transmitted submodels. Given that MSP-
FL ensures precise convergence accuracy if the number of
communication rounds after each learning round is sufficiently
large, hence, the privacy and quantization mechanisms can be
independently designed in MSPDQ-FL. This is exactly one of
the major differences between our work and [26], [27]. The
main contributions of this paper are summarized as follows:

e« We propose an MSP-FL for privacy enhancement in
FL. In contrast to traditional LDP-based FL, MSP-FL
can achieve exact model accuracy in expectation via
correlated noise and specific interaction protocol designs
for submodels. Meanwhile, a new privacy notion is used
to measure the privacy degree due to the incompletely
randomized characteristic of model splitting mechanism.

e To further reduce the communication overhead, we
present a novel scheme coined MSPDQ-FL. By assigning
dynamic quantization intervals, MSPDQ-FL asymptoti-
cally reduces the quantization errors during the transmis-
sions.

e We rigorously analyze the convergence performance of
both MSP-FL and MSPDQ-FL. The results theoretically
prove that the model parameter errors stemming from

privacy enhancement and quantization can be eliminated,
as long as the number of communication rounds K
following each learning round ¢ exceed a lower bound.
o From the perspective of differential privacy, we explore
the sufficient condition of model splitting rule for dif-
ferential privacy noise. In addition, we prove that the
proposed quantization scheme achieves at least (0,06)-
differential privacy under provable convergence accuracy.

Organization: Section II introduces the system model and
threat model. Section III presents MSP-FL along with theo-
retical analysis of privacy and convergence properties. Section
IV further extends MSP-FL to MSPDQ-FL by incorporating
dynamic quantization. Discussions are presented in Section V.
Numerical results are shown in Section VI. Finally, Section
VII concludes the paper.

Notations: Throughout this paper, we introduce the follow-
ing conventions: Sets are represented by upper calligraphy
letters; vectors are represented by bold lowercase letters;
matrices are denoted by bold uppercase letters; scalars are
written as regular lowercase or uppercase letters. R%, *R? and
R"™*4 denote the sets of real vectors of dimension d, hyperreal
vectors of dimension d, and real matrices of dimension n X d,
respectively. The identity matrix and the vector of ones are rep-
resented by I and 1 with proper dimensions, respectively. The
superscript T denotes the transpose of a vector or matrix. Let
col(ws, ..., wy,) be a column vector of {w; € Rji =1,...,n}.
[¢] is the index number of 4 in a set or sequence. For a matrix
U, )\, u denotes the k-th largest eigenvalue of U, and Apin,u
is the smallest one. Denote by || - || the Euclidean norm (or
Frobenius norm) of a vector (or a matrix). The stochastic
expectation is denoted by E{-}.

II. PRELIMINARIES

This section reviews a basic framework of FL and presents
the considered problem together with threat model.

A. System Model

In FL, a server and a set of clients N' = {1,....N}
collaboratively train a model, parameterized by w € R%, by
solving the following decentralized learning problem

N
. A

Inin - F(w) £ ;p,m(w% (1)
where F;(w) is the local loss function of i-th client which
evaluates the fitness between the global model parameter' w
and the local dataset D;. p; = |D1|/ZZI\;1|D1 , where |D;|
denotes the size of D,. Therewith, one can conclude that
the global loss function F'(w) evaluates how well the global
model fits the overall data of all the clients. Given a mini-
batch sample (; with data size s;, the local loss function can
be further represented as Fi(w, ¢ = 9% ) filw, ¢,
where f;(w, (") is the local loss function with respect to the
j-th selected data sample in ¢*. If the mini-batch sample is the
whole local dataset, i.e., s; = |D;], it has Fj(w, (") = F;(w).

'In the remaining paper, the ‘model parameter’ is called ‘model” for brevity.



For the learning problem in (1), we make the following
assumptions that are commonly employed in the context of
distributed learning [18], [22], [27], [28].

Assumption 1. (Assumptions on loss functions and gradients)

1) (Convexity) Each loss function F; is p-strongly convex,
i.e., for all v and w, it has F;(v) — F;(w) — VF;(w) " (v —
w) > v - wlZ

2) (Smoothness) Each loss function F; is L-Lipschitz
smooth, i.e., for all v and w, it has F;(v) — Fi(w) —
VE W) (v —w) < £lv - wl>

3) (Bounded variance of stochastic gradients) For each
client, the variance of the stochastic gradient on any mini-
batch data is bounded by a positive constant o;, i.e.,
E{|VE;(wi, ¢ — VE(w))|?} < 0i, Vi € N and Vt.

4) (Uniformly bounded stochastic gradients) There exists
a positive constant G > 0, such that the expected squared
norm of the stochastic gradients are uniformly bounded, i.e.,
E {||VFZ-(W§,Ci)|\2} <G, Vi e N and Vt.

In this work, we consider a general FL. system model that
follows FedAvg with only partial clients participating in model
uploading after each learning round and with non-i.i.d. data
distribution® [29]. Specifically, the server and clients execute
the following procedures at each learning round ¢:

(1) Server broadcasts global model to partial clients.
The server randomly selects a set of clients, denoted as S;
with |S;| = M, and broadcasts the latest global model w;_;
to the selected clients.

(2) Clients update local models. Based on the received
global model, each client ¢ € S; updates its local model by
iteratively running the mini-batch stochastic gradient descent
(SGD) method as follows:

Wi =Wi1, (2a)
Wllf,e—&-l = Wzlf,e - ntVFi(Wzlt,ev Cé)?ve € {Oa ,E - 1}; (2b)
' (20)

where E is the number of SGD updates during each learning
round. 7; is a time-varying learning rate to be designed. w
is the updated local model for upload.

(3) Clients upload local models for global aggregation.
Clients in S; upload local models to the server. Then, the
server generates a new global model by average aggregation.
The learning process terminates after a total of 7" rounds.

B. Threat Model

We assume that there exists a trusted authority in the
considered FL scenario besides the clients and the central
server, where the trusted authority provides trusted and limited
information exchanges among legitimate clients. Meanwhile,
adversaries are considered as follows:

Honest-but-curious adversaries follow the stipulated pro-
tocol without falsifying the shared information. Meanwhile,

2The degree of non-i.i.d., namely heterogeneity, is quantified as T' = F* —
Z?;l pi I, where F'* and F}* denote the minimum values of global loss
function and local loss function, respectively [28].

adversaries attempt at least two classes of attacks: i) data-
oriented attacks-such as model inversion, membership in-
ference, and gradient/parameter-leakage (e.g., iDLG)—which
aim to reconstruct an individual example or test its presence in
a client’s dataset and can even recover labels or images from a
single step [5], [7]; (ii) model-oriented attacks-such as model
and functionality stealing attacks which try to infer a client’s
local model parameters or create a knock-off model that should
be indistinguishable to the adversary [30], [31]. Both types of
attacks pose a direct and substantial threat to model privacy.
We denote them as a set A, = A.|JAs, where A, denotes
the set of honest-but-curious clients and A, denotes the server.
Note that the information is shared with each other in Aj,.

The considered threat model that consists of both honest-
but-curious server and clients is commonly seen in the field
of FL [32]. Meanwhile, such a threat model exist in many
practical scenarios that are in the form of non-cooperative
game problem [33], [34]. For instance, in the problem of grid-
to-vehicle energy exchange between a smart grid and plug-in
electric vehicle groups (PEVG), each PEVG aims to maximize
the benefit from consumed energy or minimize the cost, while
the grid aims to maximize the revenue by selling energy
surplus to PEVGs. Therefore, the curious grid tends to control
the nature of energy consumption of PEVGs. Most PEVGs
tend to protect their own privacy and are curious about others’
privacy information including energy consumption in order
to maximize their own utility. However, some PEVGs might
collaboratively share inferred information with the grid, one
possibility being that they are stakeholders in the market (e.g.,
an energy trading center and its affiliated units). In extreme
cases, e.g., when all clients are compromised, the honest-but-
curious server may share inferences with all clients. Regarding
the implementation of privacy inference sharing, it can be
directly achieved through the existing communication chan-
nels between the server and (honest-but-curious) clients. For
privacy inference sharing among (honest-but-curious) clients,
the server can support the sharing by acting as a relay.

In some other works, external eavesdroppers are also con-
sidered as a type of adversaries, which wiretap all transmitted
data and attempt to estimate local models by certain estimating
algorithm. Usually, eavesdroppers are more disruptive than
honest-but-curious adversaries, because they can estimate local
models by certain algorithms with the accumulated informa-
tion. However, owing to the existence of the honest-but-curious
server, external eavesdroppers actually access less information
than honest-but-curious adversaries. Hence, we mainly con-
sider the privacy preservation in FL against adversaries in the
set .A;, in this paper.

III. MSP-FL: MODEL-SPLITTING PRIVACY-PRESERVING
FEDERATED LEARNING

In this section, we first present MSP-FL, and then provide
analysis of its privacy and convergence properties.

A. The Proposed Privacy-preserving Scheme: MSP-FL

To simultaneously make provision for privacy enhancement
and learning accuracy, the key idea of MSP-FL which is



inspired by [16], is stochastically splitting each local model
into two types of submodels, i.e., a visible and invisible
submodels, and uploading the visible ones to the server.
Compared to FedAvg, MSP-FL brings about subsequent K
communication rounds between the server and clients after
each learning round ¢ instead of one round communication.

The overall illustration of MSP-FL is depicted in Fig. 1.
Concrete details about model splitting mechanism? are stated
as follows: Let’s denote the index of an arbitrarily selected
client as 7. At each learning round ¢, once entirely finishing
training its local model w! as described in (2), it splits w' into
m; + 1 submodels where m; > 1 is unknown to any client
j € {S¢\i} and the server, and randomly assigns initial values
for submodels. Without loss of generality, we denote one of
submodels as w,* € R?, and the others as wz’ﬁ " ¢ R4,
n € {1,..,m;}. The criteria for randomly selecting initial
values of submodels is: The initial value of wz’a, denoted by
w;“[0] is randomly drawn from a uniform distribution over
the interval [ew}, (2 — e)w}] where € € [0,1) is a splitting
factor. Initial values of other submodels, denoted by wi’ﬁ " 0],
n € {1,...,m;}, are not required to be selected in this manner
but satisfy S0, win[0] = (1 + m;)wi — wi*[0]. After
such a model splitting procedure, client ¢ uploads w;“[0] to
the server, while wi"”"[0], n € {1, ...,m;}, are kept private
and only interact internally with wy*[0]. It is precisely for
this fact that we refer to w;“ as the visible submodel and
wiPn n e {1,...,m;}, as invisible submodels for any i € S;.
The reason for such a selection is discussed in Remark 1.
In the subsequent communication rounds between the server
and the selected clients after the learning round ¢, the -
th client downloads the latest global model from the server,
which is an average aggregation of visible submodels (i.e.,
27 2ics, Wi “[k]), to update the current local submodels.

In such a manner, one can see that only the visible part,
which acts the role of the original local model, is exposed to
the server or an eavesdropper either in the uplink or downlink
channels, though the invisible part internally interacts with it.

Under the proposed MSP-FL, the updating rule of the
selected i-th client after ¢-th learning round is given as follows:

wi [k + 1] = wi K] + e (wilk] - wi° K]
+ i i,0f, (k] (Wi’ﬁ" [k] — W:a[k]) . (3a)

wi P k41 = W ] 4 s, k] (W) K] = wp ™ [4])

n=12,..,m;, (3b)

where € is a design parameter. a; 3, [k] is a weight between
the visible submodel and the n-th invisible submodel of client

3Model splitting in our work differs from the split learning explored in other
research such as [35]. In our proposed model splitting, the model parameters
are randomly partitioned into submodel parameters, while preserving the
dimensionality during aggregation. In contrast, split learning aims to divide
the machine learning model (e.g., a deep neural network) into at least two
submodels, typically involving a few layers of the entire network, resulting
in dimensionality reduction. As such, each client only trains a submodel that
consists of a subset of layers, while the remaining layers are trained at the
server. In the remaining paper, the ‘submodel parameter’ is called ‘submodel’
for brevity, which actually differs from ‘submodel’ in split learning.
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Fig. 1. Illustration of MSP-FL

i. wi[k] is the global model at the k-th communication round.
Correspondingly, the current (k + 1)-th aggregation at the
server side is given by
1 [NeY
wilk+1]=— > wyk+1]. 4)
M 1ES

From (3) and (4), one can observe that

m;

S wrtle+ 10+ wp ke + 1]
1€S n=1

= > (Wit 4+ Y Wi k] + e (wilk) = Wi k) | (9)

1€S

Clearly, by substituting (4) into (5), the sum of visible part and
invisible part over the selected clients is time-invariant with re-
spect to k after the current learning round. Meanwhile, this to-
gether with the asymptotic convergence result, that is, it guar-
antees to reach average consensus under dynamics (3) with
appropriate step sizes and weights, yields limy_, o w; k] =
limp— oo W;"B"[k‘],Vi € &,n € {1,..,m;}. That is to say,
privacy-utility trade-off can be avoided via dedicated designs
for injected noises and interaction protocol as in (3) for sub-
models. However, in practical settings of FL, both the visible
and invisible parts are unable to achieve completely consensus
state due to the restricted communication resources. Thereby,
following a finite and variable number of communication
rounds denoted by K that depends on ¢, the global model is
determined as an aggregated value of the last communication

round, i.e.,
1
Wi = —
M -
1€St

wi K. (6)

Additionally, the clients selection scheme in this work is in
line with [28], [36]. Specifically, the clients contained in S; are
randomly selected with replacement for M times according to
the independent distribution probabilities p1, ..., pn. Then, it
has the following lemma about unbiased sampling scheme.

Lemma 1. Under the above random clients selection scheme,
the partial aggregation after t-th learning round as shown in



(6) is an unbiased estimation of the full aggregation W; =
SN piwi K] with regard to any Sy, i.e., B{w;} = W;.

Proof. The proof of Lemma 1 follows the line of proof of
Lemma 4 in [28]. Denote a fixed sequence as {w}*[K,]|i =
1,..,N}, and a multiset Sy = {i1,...,iar} C N is sampled
at sampling time ¢ where each sample w,“[K;] is selected
with probability ¢;. Meanwhile, we require each sampling
distribution to be identical. Then, we have the following
observation:

e S witlml} = B4 ﬁwiﬁ“[m]}

JES:
:E%ﬁﬁmQ,vge&,m

where the last equality is obtained by the identical sam-
pling distribution. Moreover, recalling that E{w, " [K;]} =
Zf;l qiwy " [K;]. By selecting the probability ¢; as p;, we
complete the proof. O

Remark 1. Note that, after the entire training process at each
learning round t, the initial value of each visible submodel,
i.e., wy*[0], is randomly drawn from the uniform distribution
over the interval [ew?, (1 + m; — e)wi]. The reason is that,
as such, it follows with two key properties that are shown
in Lemma 8: (1) unbiased stochastic splitting; (2) bounded
aggregation error of visible submodels. For those invisible
submodels, we can also randomly select their initial values in
a similar criterion as long as the condition )" | wifn[0] =
(14 m;)wi — wy?[0] still holds.

B. The Property of Privacy Preservation

In this subsection, we will present analysis of MSP-FL for
its privacy guarantee in the presence of adversaries.

For the sake of subsequent analysis, some notations are
given as follows. Let us rewrite the term e(w,[k] —w;*[k]) in
(3a) as €3, sk (Wi [k] — wi®[k]), where a;[k] = &=
forall j € §; and k € {0,1, ..., K; — 1}. Denote the informa-
tion set accessible to A;, at the k-th communication round after
the ¢-th learning round as Z;"* [k] = {Z][k], Z7** [K]|j € A.},
where 7 [k] = {w] k], wi"*" [k], o k], aj.a, K], wi[K]|n €
{1,...,m;}} and T [k] = {w}“[K]|i € S, }.

To see the performance of privacy preservation, we first
show the nondeterminacy of local models.

Lemma 2. Under MSP-FL, for any i € S;, if m; is inacces-
sible to Ay, then the local model w}; is indeterminate to any
adversary in Ay, in an asymptotic sense.
Proof. Let zi[k] = wy k] + 30, wP[k]. By (3a) and
(3b), one has

zy[k + 1] = z;[k] + e(wi[k] — wy[K]).

By summing the above equation for all £ together, we have

k—1 )
74[0] = lim {zi[k] ey (wt[kl] - w;»“[kl])]. ®)
k1=0

One can observe that any adversary in 4; can not exactly
infer the value of limg_, . zt[k], due to the unknown number

of local invisible submodels. Consequently, w' is not uniquely
estimated by any adversary in A, by z:[0] from (8). O

Remark 2. For any i € Sy, if m; is fixed and known to Ay,
then MSP-FL degrades to a direct application of the state
decomposition mechanism in [16]. In this circumstance, wf;
is uniquely determined by the adversary set Ay by (8) in
an asymptotic sense because limy_, zj[k] = limj_, (1 +
m;)wy*[k]. Even though k = K; < oo in FL resulting in
an incomplete consensus among local submodels, an adver-
sary can still derive a sufficiently approximate range of W'
from an estimated z.[K;). The observation reveals that direct
application of the state decomposition mechanism in [16] is
unserviceable to preserve the privacy in FL. An intuitive expla-
nation is that, in a decentralized network, it can be deemed
that any legitimate client j of client i is directly connected
to Ap, resulting in the term wilki| — wy k1] in (8) losing
its capability to help preserve the initial value z.[0]. Once
the convergence value of limy_ o zt[k| or its approximate
range can be easily obtained, then z%[0] is estimated with some
probability. In our work, we show that one of the cruxes to
alter the determinacy of local model in such a decentralized
network by (8) is to hide the local splitting rule, specifically,
to simply hide the number of local invisible submodels. This is
one of the differences between this work and others following
the line of state decomposition mechanism, e.g., [16].

Now, we show the indistinguishability of the information
set accessible to adversaries in Aj. Define Z:* (0, K,) as
the union of information set until the time instant k& = K,
after the ¢-th learning round. For any feasible Z7\ (0, K,),
denote S(Z*(0,K;),i) as the set of all feasible local
models w! at client ¢ that a set of initial submodels
{whe0], whP[0]]l € S;,n € {1, ...,m;}} and a set of weight
sequences {a;ap, [k], k]|l € S,n € {1,..m},k €
{0,1,..., K; — 1}} exist such that the set of sequences
{08, k1), o kn], wi® ko], Wi [ko|j € Acyi € Spn €
{1, ...,mj}, ko€ {0,1,..K; — 1},ke € {0,1,...,K;}}
generated by MSP-FL is the same as that in the adversary
information set Z;\" (0, ).

The intrinsic meaning of set S(Z;\" (0, K;), i) is that it com-
prises all possible current local models of client 7 that yields
the same Z;'" (0, K;). Meanwhile, we define the diameter of
S(Z (0, Ky), i) as

Diam(Z7** (0, K})) = sup [wi = will. ()

{wi,Wi}esS(T{" (0,K:).0)

In light of (9), we introduce the considered model-oriented
privacy notion to evaluate the privacy degree of MSP-FL.
Similar privacy notions can be found in literatures [37]-[41].

Definition 1. The privacy of the local model of client i after
t-th learning round is said to be insensitive to any adversary

in Ay, if Diam(Z{" (0, K,)) = oo for any feasible T{*" (0, K ;).

The privacy notion in Definition 1 is extended from the
concept of ¢-diversity [37]. It measures the diversity of sen-
sitive information of a selected client ¢ (i.e., the local model
wi as well as its associated data), which is represented by
the diameter of the set S(Z;" (0, K;), 7). In FL, we treat the



continuous-valued model parameter vector wi, for i € S; after
any learning round ¢, as the sensitive information and measure
its diversity by Diam(Z;" (0, K3)).

Remark 3. The proposed model splitting mechanism is still
in line with noise-adding approaches, wherein the added
noise for assigning initial values of submodels are spatially
correlated and zero-sum. A distinctive design is the subsequent
multiple rounds of interaction between local submodels and
the server as described in (3a) and (3b). This process en-
ables the asymptotic elimination of spatially correlated noise,
thereby avoiding the trade-off between learning accuracy and
privacy. However, regarding the dynamics of this interaction
protocol, there is no stochasticity. Moreover, we do not require
any specific statistic model for the noise resulting from model
splitting. These features render probability-based privacy defi-
nitions, e,g., differential privacy, unsuitable for evaluating the
privacy preservation provided by our proposed method, and
necessitate the introduction of the privacy notion in Definition
1 which indicates the indistinguishability in a definite sense
between any two adjacent model parameters Vi € S;.

Remark 4. Under Deﬁnition 1, an extreme situation of privacy
leakage is that Diam(Z{"(0,K;)) = O, implying that an
adversary is able to uniquely determine a model parameter
w! via its accessible information set at learning round t. Such
an extreme situation of privacy leakage is possible if the rules
of model splitting and interactions among local submodels are
known to an adversary, e.g., the hidden splitting number m;
is disclosed.

In the literature on privacy-preserving federated learning,
there are various privacy definitions, wherein differential
privacy stands as the prominent position. Preliminaries of
standard data-oriented differential privacy and model-oriented
differential privacy are given below.

Definition 2. (Ad {acent datasets [10]) Two datasets at client
i denoted as D(l = {D and D = {D

said to be ad]acent if there exzsts some jg € {1,2,.
that Dg}) = D7 5 for any j # jo and Dl o 7 D(JO

Definition 3. (data-oriented epp-differential privacy [10])

Given epp > 0, a randomized mechanism M : X — R with

domain X and range R satisfies € p p-differential privacy, if for

an()i observatwn S C R and for any pair of adjacent datasets
and D 6 X, it has

_, are
n} such

'L'

PrM(DM) € 8) < ePPPrM(DP)eS).  (10)

Definition 4. (c-adjacent model parameters*) Given o € R,
the model parameters x and y are o-adjacent if, for some
ig € {1, 2, ..., d},

g
|z — yi| < {0:

d}, where x,y € R,

ifi=1io
otherwise

Sforie{1,2, ..,

4The concept of adjacent model parameters follows from o-adjacency
defined for state variables in dynamic systems [42].

Definition 5. (model-oriented € p p-differential privacy) Given
epp > 0, a randomized mechanism M : R4 — R with
domain X and range R satisfies ep p-differential privacy, if
for any observation S C R and for any pair of o-adjacent
model parameters wgl) and Wz@) € R? it has

PrM(w) e 8) < err Pr(M(w?) e 8).

In what follows, we discuss the connections between the
privacy notion in Definition 1 and differential privacy notion.

Remark 5. Compared to DP, Definition 1 gives only prerequi-
sites while falling short of established privacy guarantees with
probabilistic resolution. Even in earlier works that introduce
this type of privacy notion, such as [16], [38], provable
privacy guarantees akin to those in DP remain absent. The
intrinsic meaning of DP is that an adversary cannot distin-
guish between any two adjacent inputs with certain probability
based on the output of a randomized mechanism. In this
regard, Definition 1 is similar to DP as it also evaluates the
indistinguishability of the inputs (i.e., model parameters) of
a privacy-preserving mechanism when the public information
accessible to the adversary is always in an identical set
T (0, K,) (i.e., the resulting public information accessible
to the adversary is always the same). Infinite diameter, i.e.,
Diam(Z*" (0, K;)) = oo, ensures that the indistinguishability
of model privacy holds for any two adjacent model parameters

i’(l) dwi’@)fori € S;. Hence, to some extent, the concept
of mﬁmte diameter Diam(Z;'" (0, K;)) = oo in Definition
1 is similar to “any pair of adjacent datasets” in standard
data-oriented DP notion. Major differences between these two
privacy notions are:

1) Different privacy objects: The input of a randomized
mechanism in differential privacy is dataset D, while
the privacy notion used in this paper defines the model
parameters as the direct privacy object. Many methods
including model-inversion and membership-inference at-
tacks deal with extracting sensitive information from
trained models. In certain neural networks with fully-
connected layers, the input data to the network can be
reconstructed uniquely from the network’s output [6].
Hence, model-oriented privacy notions like Definition 1
and Definition 5 are also of importance;

2) Probability of indistinguishability: In differential pri-
vacy, the outputs of a randomized mechanism over any
two adjacent datasets are nearly statistically identical.
While this event is in a definite sense as a condition
of privacy preservation in Definition 1. Moreover, due
to the ingenious design of model splitting mechanism in
handling the injected noise, the privacy-utility trade-off
is avoided. Therefore, there is no parameter similar to
a privacy budget in this privacy notion.

Based on the above discussion, we know that a sufficient
relationship whereby Definition 1 implies standard data-
oriented differential privacy exists. The essential requirement
is the existence of a “neighboring” mapping between the
parameter solutions corresponding to different datasets (e.g.,
the modification of a single data sample leads to at most a
change of A in the model parameters with probability 1).



In the sequel, we show that the privacy of any local model
is protected against any honest-but-curious adversary in Ay,.

Theorem 1. Under MSP-FL, for any i € S, if the number of
invisible submodels (i.e., m;) is inaccessible to Ay, and there
exists at least one legitimate client j that shares mutual trust
with i via the trusted authority, then any adversary in A, is
unable to infer wi with any guaranteed accuracy.

Proof. Denote {w.*[0], w-7"[0], aj.p, [K], cslk]|l € Si,n €
{1,...,m},k € {0,1,..., K; — 1}} as an arbitrary set consist-
ing of sequences of weights and initial local submodels that
satisfies Z:4 (0 Kt) According to the splitting rule, it has
(1—|—mL)Wt FALo] 4+ o ! wiP"[0], Vi € S;. Meanwhile,
let w! = wi + e where e €* R? is an arbitrary hyperreal
vector.

As one of the conditions of privacy preservation, we have
proved in Lemma 2 that any adversary in 4; is unable to
infer w! by (8) based on the current accessible informa-
tion. Then, to prove the privacy preservation for any se-
lected client ¢ against the set A, it suffices to show the
insensitivity or indistinguishability of information. That is,
under any different local model Wﬁ, there exists a set of se-
quences {Wo k1], Wy [k1], g, ko), @ulka], |l € S, k1 €

{0,1, ..., K}, kg € {0,1,...,K; —1},n € {1,...,m;}} such
that Wi € S(Z;" (0, K;), i). In other words, the information
set I (O Kt) accessible to honest-but-curious adversary set

Aj, is the same under any different Wy;.

We show that if there exists at least one legitimate client
j ¢ Ay that cooperates with client ¢ via the trusted authority,
and by properly selecting initial values of submodels and
weights, especially, {*’ [0], Wy P 10], @i ap, [0], @w[0]jn €
{1,...,m;}} and {W}[0], W) (0], @jap, (0], @;[0)ln €
{1,...,m;}}, then it has W € S(Z;*" (0, K),%). Specifically,
initial values of local models and submodels are given by:

W, =w; +e W, =w, —e,

Wi [0] = wi [0]; Wy 0] = w7 [0],m € {1, ma}\p,
W [0] = wi[0); Jﬂ"[O]—Wm"[O] ne{l,...m;}\qg,
1,8 —i,«a 71’ n
w, 0] = (14 mi)w, — wy?[0] — Z Wi g (0],
ne{l,..., m; }\p
W 0) = (L my)w] —wi) - > W),
ned{l,..., m;}\q
W, = wi; W (0] = wy (0] Wy (0] = wi P [o],
vie S\{i,j},ne{l,....,mi}, (1)

and the settings of weights are as follows:

—(1+m)e + a;ap, [0](wr*[0] — w7 [0])

el w1 (0] — w, (0] ’
Ei,cxﬁn [O] = 4,08, [O], Vn € {]. .. mi}\p, ‘
7o 0] = (LRt @i, (01w [0] — wi ™ [0)
e w1 0] — vy 0] ’
@j.apa (0] = @jap, 0], Vn € {1,...,m;}\g,

_ o (L mye + eag(wi[0] — wi[o])

a; [0] - —7J, 71 « 9

(w0 w0
;0] = —(I+mj)e+eq, (Wt [0] — w7 *[0]) ’

e(w;[0] — W [0])

Vne{l,..m},ke{l, ... Ki—1},
Vned{l,..,m;j},ke{l, .. K —1},
vie S\{i,j},ne{l,...,my},

k€ {0,.., Ky — 1},

a;k] = ailk] = a;[k] = a;[k] = ked{l,...Ki—1},

@ 0p, (k] = aiap, K],
@j.0p, k] = ajap, k],
Elvaﬂn [k} = al7aﬂn [k]7

M?
Vi e S\{i,j}, k € {0, ...,

—_

al[/ﬂ = al[k] = —

K, —1}.
M? t }

12)

Under (11) and (12), it can be verified with some calcu-
lations that the information set accessible to A;, is the same
as T;'" (0, K;). Meanwhile, it implies that W: = wi + e €
S(IAh (0, K¢), i), which further yields

Diam (27" (0, K,)) > sup [Wi — wil| = sup [le] = o
ec*Rd

By Definition 1, one has that the privacy of the local model
of any client i € S; is insensitive to any honest-but-curious
adversary in Ay, if the difference between wi and W which
is denoted by e can be transmitted via the trusted authority
to j, and both initial visible submodels of client ¢ and j are
transmitted via the trusted authority to each other (i.e., the
trust between client ¢ and j is mutual via the trusted authority).
Equipped with Lemma 2 which indicates the nondeterminacy
of current local model under MSP-FL, the insensitivity of
current information set accessible to .4;, shows that the privacy
of w,f, Vi € &, is preserved. O

The key idea of the proof presented above can be interpreted
as follows: Firstly, the first equation in (11) ensures that
the sum of local models, denoted as ), S W', remains
unchanged and equals to the original value 216 S w. Then,
by maintaining the initial visible part invariant, any changes
in local models are transferred to the initial invisible part, rep-
resented by wt’B 0] and W *7”8“ [0]. Simultaneously, the weight
settings in (12) completely compensate for these changes from
initial states. Consequently, the subsequent information set
T2 (0, K;) accessible to Aj, remains unchanged.

Remark 6. It shall be pointed out that the coefficient of
aggregation in (6) is still 1/M, even though &;[0] and @;[0]
are changed in the weight mechanism (12) for the local update
of client i and j, respectively.

Remark 7. One can observe that the difference of local model
at client i denoted by e together with w;*[0] is transmitted
via the trusted authority to legitimate client j to reconstruct a
new set {w[k], Wi [k], a; k], @j.ap, [K]|n € {1,...,m;}}.
Nonetheless, it is impossible to leakage the information of
local model, since the other transmitted information between
clients and the server involves only visible part.

C. The Sufficient Condition for Model Splitting Rule to Obtain
Differential Privacy Noise

One may wonder how much noise resulting from model
splitting rule is equivalent to differential privacy noise when
assigning initial values for submodels? For clarity of ex-
position, we take Laplacian mechanism to achieve epp-
differential privacy for illustration. Let Laplace(u,b) be a



Laplace distributed noise with location p and scale b. Main
result is presented in the following proposition. It shall be
pointed out that, the discussed sufficient condition on the
splitting rule does not conflict with the derivation of Lemma 8
(specifically, the equation (45)), because Egs{w;*[0]} = w}
still holds under the random selection scheme for w; *[0]
over Laplace(w}, Af/epp). Similarly, the noise &/ , can be
Gaussian noise to achieve (epp,d)-DP.

Proposition 1. For any function f : D — R¢ where D is a
domain of datasets D, if the initial value of wy;*[0] is ran-
domly drawn as the distribution Laplace(w!, Af/epp) where
Af = MaxXpm ) Hf(Dgl)) - f(’D(Q)) 1, then the injected

7

noise féya resulting from stochastic splitting is equivalent to the
random noise injected via data-oriented € pp-DP mechanism.

Proof. Laplace mechanism is given as follows:

Definition 6. For any function f : D — R? where D is a
domain of datasets D, the Laplace mechanism defined as

MLaplace(f(x) €DP) — f(g;) + [§17 (13)

is epp-DP. In (13), ¢ i " Laplace(0, Af/epp), ie., its
probability density function at a realization x € R is given
by

csa T,

Laplace(z|0,Af/epp) = 2Af/ p— exp <_

F@)lh-

Recalling that the initial value of each visible submodel,
i.e., wy;%[0], can be viewed as a noise-distorted variant of w?,
hence, we rewrite w; *[0] as

w, 0]

|| )
Af/epp)’
(14)

where Af 2 max, yep || f(x) —

=w, + &, (15)

wherein, the additive noise 5;,1 is determined by the splitting
rule when assigning initial values for visible submodels. Ob-
viously, the condition for the noise 5;37@ to satisfy the Laplace
privacy-preserving noise as defined in Definition 4 is that

wi*[0] ~ Laplace(w!, Af/epp). (16)

That is, the initial value of w.®[0] is randomly drawn
as the Laplace distribution Laplace(wi, Af/epp). It shall
be pointed out that, this requirement on the splitting rule
does not conflict with the derivation of Lemma 8 (specifi-
cally, the equation (45)), because Egs{w,;*[0]} = wi still
holds under the random selection scheme for wy*[0] over
Laplace(w?, Af/epp).

This completes the proof. O

D. Convergence Analysis

To proceed, we analyze the convergence property of MSP-
FL. For ease of presentation and analysis, the number of
invisible local submodels is assumed to be m; = 1, Vi € S;.
Let ayg™ = max{a; ap, [K]|i € S,k € {0,..., Ky — 1}}.

The following customary assumption is listed for analysis.

Assumption 2. (Uniformly bounded local models) There exists
a vector Wpax € R? such that after multi steps of stochastic

gradient descent, each local model is uniformly bounded, i.e.,
Wil < |[Wmaxl|| Vi € N and t =1,2,....T.

Now we give the convergence result of MSP-FL.

Theorem 2. Let ¥ = E} -1 ¢ € (0,24
K; = ]’1og§/“w+t)1 and aggx € (O, 11“;\‘7“%) where U is
defined in (39). Choose the diminishing learning rate as
M =TT +t) Suppose that Assumptions 1-2 hold, then MSP-

FL has the following convergence property:
8L <2D2

max

8L+uE

E{F(Wt)}—F*gm "

B { w0}

a7

where Dy = MCQHWIMXHQ + Z ., pio; + 6LT +
8(E —1)%2G + MEQG

Proof. The proof is given in Appendix A. O

In Theorem 2, we derive a bound on the objective value
of the model learned via MSP-FL and that of the opti-
mal model. The behavior of the bound in (17) implies the
asymptotic convergence of MSP-FL with a rate of O(1/t).
That is, as the number of learning rounds ¢ progresses, the
learned model converges to the optimal one with a difference
decaying as 1/t. The convergence rate is at the same order
of FedAvg in [29] and FL with privacy and communication
efficiency requirements in [26], [27], and it is better than
the O(log(t)/+/t) rate observed in [25]. One can observe
from (17) that, for privacy enhancement considerations, the
model splitting procedure indeed yields an additive term in D-.
Specifically, Dg contains several additive terms, wherein, the
first term MCQHWmaXH is a derivative part resulting
from privacy enhancement via model splitting mechanism,
which is dictated by the splitting factor ¢ and the upper bound
of model parameters. It is worth noting that £ € [0, 27%),
and the splitting factor € affects the selection of initial values
of the visible submodels after local training process of each
learning round. Therewith, it implies that, on one hand, a
smaller splitting factor brings about a smaller impact of model
splitting mechanism on the learning profile if the number of
iterations in (3) is finite and fixed. On the other hand, a
smaller splitting factor means that the initial random values
selected for visible submodels are closer to the true model
obtained at learning round t. Zf\;lpfai, 6LT, 8(FE — 1)2G
and %EQG in Dy reveal the impacts of stochastic gradients,
heterogeneity of data distribution and model parameter, and
partial clients participation on the learning profile, respectively.
Detailed analysis about these terms can be found in the
earlier research [28]. To further mitigate the impact of these
heterogeneities, e.g., ‘client-drift’, please refer to methods
including SCAFFOLD in [43].

IV. MODEL-SPLITTING PRIVACY-PRESERVING WITH
DYNAMIC QUANTIZATION FEDERATED LEARNING

This section considers both privacy enhancement and quan-
tization in FL, and proposes a scheme named MSPDQ-
FL. Compared to vanilla FedAvg, MSP-FL results in totally



M times communication burden for privacy enhance-
ment. To tackle this challenge, we utilize tools from quantiza-
tion theory to reduce the usage of communication bandwidth.
Simultaneously, the distortion induced by the compression of
transmitted submodel is enforced to vanish as the dynamic
quantization interval shrinks. Note that the dynamic quanti-
zation mechanism can be independently designed in such a
joint scheme. The reason is that MSP-FL actually ensures
exact convergence guarantee in expectation as long as the
communication round K after each learning round ¢ is larger
than a dynamic lower bound, whereas, the communication
round is independent of the design for quantization. The details
of MSPDQ-FL are presented below.

A. The Proposed Scheme: MSPDQ-FL

For the split submodel w?“[k] of the i-th client during the
k-th (_:ommunication round, it is assumed that any element
of wy®[k] is bounded in a closed interval, i.e., w;?*[k] €
[wis whe ], V] € {1,2,...,d}, Vk. Denote the quantization
interval as R; £ [w$ 1, wfngxl] Given a quantization level
with the quantization bits B = [log,(1)], the knobs uniformly

c-1},

spaced in the interval R are. denoted as {cg,c1, ...,
where ¢, = w’® + Tw vr=0,1,...,1 -1

Suppose that the j-th element of submodel wj*[k] is
located in [¢;,cr4q). Then, w!”*[k] is quantized by the
following stochastic quantizer:

Jhao k

sign(w!”?*[k])er,  w.p. Cr+1 ‘wt 4]l
1,7, Cr —Cr
Q(wt ! [k]) = ij a+1
. J,a |U}157 ' [k]l_cT
sign(wy”?*[k])erqq, wp.————"
Cr41 — Cr
(18)

where, for brevity, we denote qi’j [k] = Q(w,f’j *[k]) and
qi[k] = [qz’l[k], qz’Q[k], s qZ"d[k]]T. ‘w.p.” represents ‘with
probability’. Additionally, one has the quantization error given
by
7 4 0 \/a(wffgx - w;’fn)
ALK = llai[k] — wy™ [K]|| < 1 :
It can be observed from (19) that the quantization error is
directly relevant to the magnitude of the quantization interval

[wh Jwhe ], when the quantized level [ is finite and fixed.

19)

max
In this work, our motivation that follows with [44] is to

adaptively refine the quantization interval for such a stochastic
quantizer as a dynamic one at each communication round,

e., Ri[k]. The magnitude of R:[k] is designed to shrink
as k goes. Specifically, given the current time instant as k,
the quantization interval for the next communication round is
determined by the current information as

max[ ]

’/Ttaggf[k] Wtaaﬂl k 1

2

where 7, is a parameter to be designed that governs the interval

bounds during the communication rounds k£ € {0, ..., K;}.
A . .

angi k] = max{a;ap, [k]/i € St} mainly controls the rate

at which the dynamic quantization interval shrinks. As such,

the variance of quantization error decays asymptotically as the

Rilk + 1= |aqj[k] - 1,qi[k]+ ,(20)

magnitude of quantization interval shrinks. We denote such
stochastic dynamic quantizer as Q (-).

Equipped with the aforementioned stochastic dynamic quan-
tizer for model aggregation, the updating rule for submodels
in MSPDQ-FL is written as follows:

wik+1] = Wi’“[k} + e(wi[k] — q[k))
+ Z @i ap, K] (wi*"" (k] — w;}a[k]) . (21a)

w, T k1] = wy o (k] + ai,ag, (K] (wy (k] —wy 7 [k]),

n=12,..,m;, (21b)
where the aggregated model at the server is given by
L
wilk +1] = ; T4k + 1. (22)
1Cot

Detailed procedure of MSPDQ-FL is shown in Algorithm 1.
For the execution of MSPDQ-FL, we give the following
initial settings: 1) w;*[0] = q}[0] = ¢, for some arbitrarily
index 7 € {0,...,0 — 1}; 2) Each initially split visible part
submodel is randomly generated from a uniform distribution
on the interval [ew}, (1 + m; — e)wj] satisfying w,“[0] +
S wy 0] = (14+my)wi foralli € Syand t = 1,2, ..., T.
Moreover, it requires that w,®[0] = w7*[0], V{i,5} € S;.°

Remark 8. The intuition of such a design for shrinking
quantization interval is that, as the local updating rule in
(21) proceeds after t-th learning round, client © becomes more
certain about where the current submodel wy“[k] is and
the subsequent submodel wi [k + 1] will be on the whole
quantization interval. Based on the current information, it
determines a shrinking quantization interval Ri[k + 1] for the
next communication round.

B. Privacy and Convergence Analysis

In this subsection, we present the analysis of MSPDQ-FL
for its privacy preservation and convergence performance.

Proposition 2. Under MSPDQ-FL, for any i € S, any adver-
sary in Ay, is unable to infer wi in the sense of expectation
with any guaranteed accuracy, if the following conditions are
satisfied: 1. At least one legitimate client j shares mutual trust
with © via the trusted authority; 2. The number of invisible
submodels m; is inaccessible to adversaries in the set Aj,.

Proof. Note that the quantizer Q% (-) is unbiased as stated in
Lemma 11, hence, the proof directly follows from the line of
derivation in the proof of Theorem 1. O

For ease of analysis, an additional assumption is listed
below, and the number of invisible submodels of each selected
client is assigned to be m; = 1 Vi € S;, similarly as in Section
III1.C.

Assumption 3. (Adapted from Assumption 2 in [44]) Let
8(e+eteW s

= Nmax J—
e where € = max{l,e} and W™ =

T =
3The condition wz’o‘[O} = wt [0] V{i,j} € St, can be achieved by the

server to broadcast any uploaded w “[0] after each learning round.



Algorithm 1 MSPDQ-FL

1: Initialize global model wy, € € (0, 124=), € = max{1, ¢},

» M—1
e = S(H%Zmﬁ’“) and a;ap, k] = k”—_ﬁl VYn €
{1,2,..,m;} and 7; € (0, 73);
2: for t =1,2,...,T do
3: Server selects M clients randomly with replacement
by probabilities {p1, pa, ..., pn }, denoted by S;;
4: Server broadcasts w;_1;
5: for client ¢ € S; do in parallel
6: Wi W1
7
K; = max {logi‘(ﬂi” , [@—‘ ;
8: Client updates local model as in (21);
9: end for
10: Each client i sets w’ < w} I
11 Each client i randomly splits w}"*[0] from a uniform
distribution on the interval [ew?, (14 m; —e)w!] with
L0+ o , w77 [0] = (14 m;)wi[0], and
Wt “[0] = wi[0], W{i, j} € S
12: Each client ¢ € S; initializes

Uniformly Divide [w mml, whe 1] into ¢ rectangular
blnsasw 1=n<- <Tld<’UJ 1;

mln max
Let wy*[0] = qj[0)] = 7, for some m €

[0, 1%]. Compute qi‘b[Q] using the quantization scheme
QO(W?O[[O]) over [ :1’1?111 wfnl;xli
o A sequence of positive and non-increasing step sizes

{ai,a8,[k]ln=1,2,....,m;};

13: Each client i € S; uploads qilb[O];

14: Server receives qt“’[O} from clients, recovers q:[0]
from qJ"[0] over Ri[0] = [t} L, wic, 1), performs

aggregation as (22) and broadcasts w;[0];

15: for k=0,1,...., K; — 1 do

16: for client i € S; do in parallel

17: Client 7 executes (21) to update Wi7a[k +1J;

18: Client i computes qi[k + 1] and qﬁb [k + 1] by
Qi () over (20);

19: Client uploads q' [k + 1];

20: end for

21: Server receives qilb[k + 1] from clients, recovers

q;[k +1] over R}, (k+1), performs aggregation
as (22) and broadcasts wi[k + 1];

22: end for

23: Server finds w; < w;[K;];

24: end for

max{|[W[ki] — WP [k1]|||k1 € {0, ...,k}}. The number of

bits B of the communication bandwidth satisfies

B S 10g2\/Md7Tt+17

Vt=1,2,...T. 23)

Our main result for the convergence analysis of MSPDQ-FL
is stated as follows.

Theorem 3. Let ¥, € and 1y be defined in Theorem 2. In
addition, let K, = max {[ logQ/“w'H)] [ (192“)” and the

diminishing step size a; ap, K] for all i € Sy be designed as
k+1’ where ~; € (0, ﬁ) If Assumptions 1-3 hold, then
the convergence property of MSPDQ-FL with fixed quantiza-

tion level | satisfies
E{F(w¢)} - F~

8L (2(D2+ D3) 8L+uE B 2)
< + E —W (24)
u(ﬁ+t)< 1 (i I
2 7»_1_2 ~
where D3 = %7?—1)2’ Ymax = max{yi, .., YN} and T =
ST with W = max{ W[t = 1,2, .., T},
Proof. The proof is given in Appendix B. O

Remark 9. In the proofs of Theorem 2 and Theorem 3,
Assumption 2 (namely, uniformly bounded local models) and
Assumption 3 (including the condition of bounded difference
between visible and invisible submodels) are used as part of
sufficient conditions to guarantee the asymptotic convergence.
Actually, both of these two conditions are reasonable since the
communication resources are limited. Hence, it is impossible
to transmit an infinitely large model or submodel.

In the above, one can see that, for both MSP-FL and
MSPDQ-FL, K; 4+ 1 communication rounds are introduced
after each ¢-th local training. Hence, in what follows, we study
the communication complexity. As the communication com-
plexity of MSP-FL follows similarly with that of MSPDQ-FL,
we focus on the latter one. In the setting, the communication
complexity is defined as the total number of uploads over the
selected clients with the expected convergence accuracy o.

Proposition 3. Given the conditions the same as those in
Theorem 3, the communication complexity of MSPDQ-FL,
denoted as C(p), is upper bounded by

Clo) < M1(@)] (1+ w0+ £+ 1)), @5

where 1(p) is the learning round complexity given by
2(D2+D3)

H(g) = W ¥, va = max{~ T (0 +
DE{||wo — w*[|?} }.
Proof. By (71), it has that
E{|w, — w*[*} va
E{|Wo— w7} = W+ DE{[wa —w-[7} ~ °
L E—") (26)

oB{[[wo — w[|}
Then, we conclude that the learning round complexity is
(o) = —==22—=7 — ¥. Building on the learning round
oE{[[Wo—w~[?}
complexity and recalling that, for each t, each client i € S;
inherently engages in K; + 1 communication rounds, hence,
the total communication complexity C(p) is given by
[1(e)1
:ZCommunication rounds of client i = M Z (K:+1). 27)
iEN t=1
By substituting K; = max{flogz/“(ﬁ+t)] MO into
(27), and using K; < [log2/“(19+t) +“(‘9+t)} together with
the basic inequality log(1 + z) < z,Vz > —1, it has that

Clo) =M (@ +1) ~ 11+ 1)

< MU (1+ 0+ L1+ 1))



This completes the proof. O

Here, we further investigate the privacy performance of
MSPDQ-FL based on the preliminary results of the proposed
quantizer presented in Lemma 10. Quantization introduces
additional distortion into model parameters, even though the
magnitude of distortion gradually weakens over time. That
is, MSPDQ-FL achieves stronger privacy protection compared
to MSP-FL. However, the composite privacy enhancement
cannot be trivially analyzed in a probabilistic expression,
because the partial dynamics of model splitting mechanism
is not randomized and the privacy notion in this paper is
not in a probabilistic expression. At this stage, we analyze
the inherent privacy of the proposed quantizer by differential
privacy notion.

Proposition 4. Suppose that the difference between any two
adjacent model parameters wy’ W i Wl ) s bounded
by a positive constant Cy, iLe., bon(1) _ b 2)H1 < Oy

|wy’
If Assumption 3 holds, and the parameters 0f the proposed
dynamic quantizer are set as in Lemma 10, then the proposed
quantizer ensures at least (0, 6)-differential privacy with § =

: Ca(l=1) 1
mln{m,gB 1

} for each element of the quantization
input wy (k] Vi € S,.

Proof. Since the quantization intervals are uniformly parti-
tioned, we only need to analyze an arbitrary quantization
interval between ¢, and c,1. According to the mechanism of
stochastic quantization as in (18), one has that the quantized
value of an element in w,“[k] has different distributions.
When w)?*[k] > 0,

. ‘ Jag
Q) = er [ wie) = Cot [ (K]
Cr41 = Cr
i,J,x Ell — ’
Pr(Qwy”“[k]) = cry1 | Wy®) = |wy " [K]| — ¢
Cr41 — Cr
and when wzja[k] <0,
0.7 . _ 1,J,0 k
Pr(Q(uw} [K]) = —¢, | wi®) = T jwe " [F]]
Cr41 — Cr
i : |w’]a[ H_CT
P'I"(Q(U);’]’a[kp — _CT+1 | Wi,oc) t
Cr41 — Cr
(29

Given that the quantization of each element is independent
of that of other elements, we can consider the privacy of
different elements separately. For simplicity of notation, we
denote the j-th element of any two adjacent model parameters,
wi’j’a’(l)[k] and w7 (2)[k], by #/7 and y”, respectively.
Since the dlfference between any two adjacent model param-
eters is bounded, it has ||zt — yi||; < C4 for some Cy > 0
Vi e N and Vt € {1,2,...,T}.

According to the definition of differential privacy, to prove
that (0, §)-differential privacy is achieved for some § > 0,
ie., |Pr(Q(z;”) € Slay?)—Pr(Q(y;”) € Sly,”)| < 6 forall
S € {£cr, £¢r41} and all ;7 and y;? with ||z} —y;|l; < Cy,
the derivation can be divided into two cases: 1) z;” and y;”
are of the same sign; 2) z;” and y,”’ are of different signs.

Case 1: Considering that both xij and ygj are nonnegative.
One has that

sup ’Pr (
llat—yill1<Ca

Oz = CT) — Pr (Q( L) = CT)‘

= sup Cr1 — |z’ e — gy
llzi—yil1<Cy | Cr+1 — Cr Cri1 — Cr
T Cry1—Cr
C
e (30)
Cr41 — Cr
and
o [pr(et ) (009 =)

lf —yill1 <Ca

1,] 1,
_ sup |z’ | — er 1y’ — ¢r
li—yill1<Cy | Cm+1 — Cr Cr+1 — Cr
Cy
< — . (31)
Cr4+1 — Cr

Similarly, one can obtain the same relation when both xi] and
y;” are negative. N

Case 2: Considering that xt 7 and yy” are of different signs.
Assume 27 > 0 and ;7 < 0. Based on the rule of stochastic

quantization, one obtains that

sup | Pr(Qi?) = e ) = Pr(QUui?) = e )|
|z} —yi 1 <C4
ad
_ sup o_ St [
ot —yill1<Ca Cr+1 = Cr
AP [k
Cr41 — Cr
and
s |Pr(QGai) = —era) ~ Pr(QWi7) = i )|
lo =y 1 <C4
LI _
— sup 0— |yt Cr
llz}—yill1<Ca Cr+1 = Cr
Al’j
CT+1 - C‘r

where Aw [k] is the quantization error of j-th element. The
same result can be obtained if xt’J < 0 and y, LI > .

Recalling that ¢;41 — ¢, is determined by
the dynamic quantization interval Ri[k + 1] =
[qi (k] — L‘31[]1 ,qilk] + Ml} , and there are [

knobs located in the interval R:[k]. Hence, we have

mra™e*(k
¢, = t 0651[ ]’ (34)

Cr41 — I—1

where a™[k] 2 max{aiap[Kli € Si}, and ;s k]
is the diminishing step size (e.g., aiap, (k] = i with
vi € (0, ﬁ‘;rﬁ)) Specific settings of parameters should sat-
isfy the conditions as in Lemma 10 such that the quantization
input is always located in the shrinking quantization interval.




Meanwhile, from Lemma 10, we have that the quantization
error of each element in the model parameter vector is bounded
by

Tt max [k‘] 7

|A;7J[k]| S 23 . laaB1

(35)
where B = [log,(1)].

Inserting (34) and (35) into (30)-(33) in Cases 1 and 2,
we always have at least (0, ¢)-differential privacy with § =

: Ca(l=1) 1-1
min {Wa 2B 1

} for each element of the quantization

input w"*[k] for each client i € S;.
This completes the proof. O

Remark 10. Regarding the tuning rule of the dynamic shrink-
ing interval in T Ri[k+1], two key parameters are involved, i.e.,
ang k] and WP in m. For the tuning rule of the decaying
factor agg*[k], we can set a;op,[k] = 5% for all i € S

Amin, U . max
, m) For the tuning rule of W™, we

can iteratively compare the value of ||[W[k] — W [k]|| with
that of ||[W§ [k —1] — WPk —1]||, and select the larger one
as W, because |W§ [k —1] — WPk —1]| is the largest
value up to the k-th communication round.

where Ymax € (0

V. DISCUSSION

In this section, we give extended discussions on the strategy
for nonconvex settings, and the impact of the scale of invisible
submodels on the global model quality.

A. Extension to nonconvex settings

In nonconvex settings for FL, SGD is a widely used and
efficient method. Under the Polyak—t.ojasiewicz condition or
general nonconvex assumption for objective functions, previ-
ous studies have established a rigorous theoretical founda-
tion for SGD with almost sure convergence. For the linear
speedup property of SGD variants, accelerated techniques,
e.g., momentum methods [45], can be incorporated into SGD,
which also increases the probability of optimization algorithms
escaping from the local minimum. In our proposed algorithms
(MSP-FL and MSPDQ-FL), SGD is still the primary method
in the local training stage. Our designed modules for pri-
vacy enhancement and quantization lie in the communication
process after the training stage. Consequently, the variants
of our proposed algorithms in nonconvex settings can be
naturally extended based on those strategies for nonconvex
settings, e.g., momentum SGD and proximal approach [45],
[46]. However, for the variants of our proposed algorithms
in nonconvex settings, the analysis framework needs to be re-
designed. Related literature usually uses the (average) expected
squared gradient norm to characterize the convergence rate,
because establishing the convergence rate for objective values,
as in Theorems 2 and 3, is generally impossible.

B. Impact of the scale of invisible submodels

In the above, we consider the model splitting with m; =1
for all ¢ for ease of convergence analysis. Here, we discuss
the impact of the number of invisible submodels m; for ¢ €
S; on the global model quality when m; > 2. Denote m =

max{m;|i € S}, A,lk] = diag(a;ap, [k]|i € St) for n =
1,2,...,m,and A[k] =Y | A, [k]. We rewrite P[k] in (38)
in the following formulation that is with m > 2:

U—A[k] ALk As[k] A K]
Ak]  T— ALK 0 0
Pkl=| As[k] 0 I— Aslk]
: : . - 0
A, [K] 0 e 0 I—A,[K

(36)

Noting that m is the maximal number of local invisible
submodels in the selected clients set S;, therewith some of
diagonal entries in A,[k], for n = 2,3,...,m, are 0, ie.,
a; ap, k] =0 for some i € Sy and n = 2,3,...,m.

By observing the state transition matrix P[k] in (36),
we have that the conditions that suffice for the positive
semi-definiteness of the matrix P[k] are ¢ € (0, 724;) and
Sy e e (0, 232 ), where a3 = max{al |i €
Si}. Clearly, if m; is quite large, each non-zero ai,ap, for
n € {1,2,...,m;} is assigned a small value for i € S;. This,
on one hand, leads to a slow rate for the update process
in (3). On the other hand, given an irreducible stochastic
matrix P[k] and a valid value for al3*, n = 1,2,..,m

that satisfies >;"" , allg* € (0, 11;\“7:%) it is known that
reducing diagonal elements (or equivalently increasing off-
diagonal elements) can decrease the second largest eigenvalue
of ®(k,0) = P[k]P[k — 1]...P[0], denoted by Ay.a.0)» as
the number of invisible portions m increases. Consequently,
the designed steps for the communication rounds K; (e.g.,
K, = [og2""*M7 required in Theorem 2) may not be
sufficient to suppress the accumulated model parameter errors
due to model splitting where A € (A2 & (k,0), 1). This leads to a
significant degradation of the global model quality. The above
provides a qualitative analysis of the impact of the number of
invisible portions on the global model quality.

VI. NUMERICAL EXPERIMENTS

To validate the theoretical results, we present the simula-
tions of the proposed MSP-FL and MSPDQ-FL. All the tests
were conducted on the Ubuntu 18.04 operating system, with
an Intel 17-10700 CPU running at 2.90 GHz and an Nvidia
RTX3090 graphics card with 32 GB of video memory.

A. Experimental Setup

On the basis of python environment and pytorch platform,
we build up a FL framework on image classification tasks. We
train CNN models on the MNIST and CIFAR-10 datasets in
a non-i.i.d fashion.

1) Models, Datasets and Parameters Settings:

o MNIST Dataset: The data, divided into 60000 training

and 10000 test samples, is evenly distributed among N =
100 clients, from which M = 20 clients are selected to
participate in aggregation. Major training parameters are:
local mini-batch size s; = 10, local epoch £& = 10 and
learning rate n; = ﬁ
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Fig. 2. Comparing the learning performance of MSP-FL, MSPDQ-FL and
baselines on CIFAR-10 dataset.

o CIFAR-10 Dataset: The CIFAR-10 dataset has 50000
images for training and 10000 images for testing. The
distribution of data samples is similar to the MNIST. Ma-
jor training parameters are: local mini-batch size s; = 40,
local epoch £ =5 and learning rate n; = Wﬂ)'

2) Baselines: We compare MSP-FL. and MSPDQ-FL with

the following baselines:

o FedAvg [29]: Vanilla FL.

o FedAvg+LDP [13]: We deploy LDP technique into Fe-
dAvg as a baseline of MSP-FL to compare the testing
accuracy.

o JoPEQ: We deploy JoPEQ from [27] as a baseline to
compare the performance of MSPDQ-FL.

B. Numerical Results

1) Learning performance of MSP-FL: We begin by only
focusing on evaluating the learning performance of MSP-FL
and MSPDQ-FL in terms of training loss and testing accuracy
under CIFAR-10 datasets. As a baseline, FedAvg+LDP is
equipped with a privacy budget epp 10. For MSP-FL,
the communication round after each learning round is set as
K; = 4. While for MSPDQ-FL, the communication round
is set as Ky = 10. The communication bits for MSPDQ
and JoPEQ are both B = 8. We observe from Fig. 2 that
MSP-FL achieves similar performance to FedAvg. Both MSP-
FL and MSPDQ-FL show better performance than that of
FedAvg+LDP or JoPEQ across all epochs under the CIFAR-
10 dataset. It indicates that our proposed privacy-preserving
mechanism in MSP-FL and MSPDQ-FL sacrifices less model
precision during the aggregation process. If FedAvg+LDP
combines with SDQ for communication efficiency with a
carefully designed noise (i.e., JOPEQ), it presents a rela-
tively poor learning performance compared to our proposed
MSPDQ-FL. This is not surprising because the power of
noise introduced by quantization in MSPDQ-FL significantly
decreases compared to that in JOPEQ), as the quantization error
asymptotically decays in the sense of expectation with the
shrinking quantization interval.

2) Learning performance and communication complexity of
MSPDQ-FL: In Fig. 3, we show the convergence performance
of MSPDQ-FL under different K; and B. Since the perfor-
mance of MSP-FL under different K; is similar to that of
MSPDQ-FL, it is omitted. In the experiment, we notice that
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Fig. 3. Comparing the learning accuracy of MSPDQ-FL with different
communication rounds and quantization bits.
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Fig. 4. The impact of different dominated coefficients on the communication
complexity of MSPDQ-FL. Group 1 is dominated by prescribed learning error
|[w¢ — w™*||, where the error ratio in l.a, 1.b and l.c is 4 : 3 : 2. Group
2 is dominated by communication bits B, where B2, = 8, By, = 7 and
Bas.. = 6. Group 3 is dominated by model-splitting coefficient ¢, where
€3.¢a =0.3,e3p =0.5 and e3.. = 0.7.

the value of K is mainly governed by a small strongly-convex
coefficient 1« as shown in Theorem 3 (e.g., set as 10~2), hence,
we set most K; as constant. We observe in Fig. 3a and Fig.
3c that the test accuracy is normal in all cases during initial
epochs. At around the 10th epoch, the test accuracy degrades
under B = 6 in Fig. 3c, resulting from the fact that K; = 20
is insufficient for the case under 6 bits as ¢ increases. The
explanation for such a fact is that, on one hand, it requires
sufficient communication rounds for aggregation to reduce the
error caused by model splitting; on the other hand, it needs
a sufficiently large K, to wait for the quantization interval
to shrink into a small range, especially when the number of
quantization bits is small.

In Fig. 4, we pick a few intuitively dominated coefficients
to see their impacts on the communication complexity of
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Fig. 5. Learning performance of MSPDQ-FL on CIFAR-10 dataset with
K = 20 and different hyperparameters.

MSPDQ-FL. The results are reasonable and in accordance
with the derived upper bound of communication complexity
in Proposition 3.

In Fig. 5, we further investigate how sensitive the learning
performance of MSPDQ-FL is to the major hyperparameters
8(et+E+EW )

T—ou
where W% £ max{|[W k] — W [k]||[k1 € {0, ..., k}}
iteratively finds its maximum value. The constant parameter
Ymax 1N @i a8, [k] = 7;1‘;‘ is modified to show the impact
of the dynamic quantization interval sizes on the learning
performance. Moreover, considering the potential impact of
the shrinking rate of the quantization intervals, we add a
comparison result by setting a; o, [K] \}% Given a
fixed rule for a; g, [k], we can observe from Fig. 5 that
the parameter v.x, that influences the quantization interval
sizes, has little impact on the learning performance in each
subfigure. By comparing Fig. 5a with Fig. 5c or comparing
Fig. 5b with Fig. 5d, one can see a decline of learning
performance with the decaying factor a; o, [k] = :}% for
shrinking quantization intervals. This is because, under fixed
quantization bits, quantization intervals R¢[k+1] with a slower
decaying rate result in relatively larger quantization errors.

3) Privacy leakage mitigation evaluation: Here, we empir-
ically verify the privacy guarantees of MSP-FL and MSPDQ-
FL by assessing the defense performance against model in-
version attacks. The attacks are implemented based on iDLG
mechanism proposed in [5]. The setup including the image
classification task, model architecture, dataset and attack pa-
rameters, follows the one in [5]. To evaluate the privacy
leakage mitigation, mean squared error (MSE) is used to
measure the discrepancy between the reconstructed images and
truth label as the communication epoch progresses. Regarding

in shrinking quantization intervals. We set m; =
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Fig. 6. MSE defense score and the corresponding learning accuracy under
MSP-FL, MSPDQ-FL, MSP+Lap and JoPEQ.

the parameter setting, note that the initial values of submodels
in the model splitting procedure are influenced by the splitting
factor €, hence we treat this factor as analogous to the privacy
budget epp in differential privacy although this has not yet
been fully substantiated through rigorous theoretical analysis.
Therewith, Fig. 6a presents the MSE defense score achieved
by MSP-FL and MSPDQ-FL against iDLG under different
splitting factors and quantization bits. As a comparison, Fig. 6b
reports the MSE defense scores achieved by DP-based method
(JoPEQ) under different privacy budgets epp. The results in-
dicate that, under the current parameter settings, our proposed
methods provide a level of privacy protection comparable to
that of DP-based method. Fig. 6a further demonstrates that,
due to quantization noise, MSPDQ-FL brings stronger privacy
protection than MSP-FL. As the number of quantization bits
decreases, the MSE naturally increases. This is consistent with
the existing conclusion, i.e., the quantization enhances privacy
preservation.

Considering that the comparison between the proposed
model splitting methods and the differential privacy method
is somewhat unfair, even though our intention is only to
demonstrate that the proposed methods provides a certain level
of privacy protection rather than greater privacy strength than
differential privacy methods, we supplement the MSE defense
scores of MSP-FL under the splitting rule that guarantees
differential privacy property for initial values of submodels in
Fig. 6b. As discussed in Section III-C, there exists a splitting
rule that ensures the noise injected into the initial submodel
parameters follows a Laplace distribution. For simplicity, we
denote the MSP-FL method with Laplace distribution for the
injected noise as MSP+Lap. MSE scores of MSP+Lap in Fig.
6b demonstrate a matched privacy preservation level to DP-
based method (JoPEQ). It is seen that the MSE scores of
MSP+Lap exhibit consistency, and are slightly higher than
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Fig. 7. Comparing the learning performance of MSP-FL on CIFAR-10 dataset
with varying sizes of invisible submodels.

MSE scores of JoPEQ. Intuitively, this is because the Laplace
noise injected via model splitting can be amplified by the
discrepancies among local submodels during the dynamics as
in (3a) and (3b).

We further test the learning accuracy of the abovementioned
privacy-preserving methods under identical hyper-parameter
settings to see the privacy-accuracy trade-off. The simulation
results presented in Fig. 6a-6d, especially the blue curves
(MSPDQ-FL with € = 0.3, B = 4 and JoPEQ with epp = 1),
show that our proposed model splitting method does not
suffer as severe learning accuracy degradation as traditional
noise-adding methods while maintaining comparable privacy
protection effects. For a fair comparison, the results in Fig. 6d
show that MSP+Lap also achieves similar or better learning
accuracy to JoPEQ across various epp values. Notably, as
illustrated in Fig. 6d, learning accuracy of MSP+Lap remains
largely unaffected even when noise intensity increases to a
privacy budget of epp = 1. This robustness stems from the
zero-sum noise requirement in model splitting mechanism and
the well-designed dynamics for the interaction of submodels,
which mitigates the privacy-utility trade-off in the conventional
noise-adding methods.

4) Impact of the number of invisible submodels m;: Our
subjective speculation for the impact is that, with the premise

of ensuring the learning accuracy, the value of m affects the
least number of communication rounds K; and the interaction
weight a; o, [k] for all i € S;, n € {1,2,...,m;}. Given a

fixed communication round K, and the parameter 7 .x 2
max{vy1, ..., yv} (which is a key parameter in the formulation
of interaction weights a; s, [k]), Fig. 7a and Fig. 7b report
the learning performance of MSP-FL with varying sizes of
invisible submodels. As the proportion of invisible submodels
increases, the results indicate an apparent reduction in learning
performance when the maximal number of invisible submodels
reaches a critical point at m = 18. That is, the global model
quality is overly degraded if m > 18 under the current settings.
Setting Ky = 10 and Ymax = 0.1 as a benchmark, we
further explore the impact of varying invisible submodel sizes
m on the communication rounds K; and interaction weight
a; op, |k]. We can observe from Fig. 7c and Fig. 7d that the
maximal number of invisible submodels currently allowed is
close to that in Fig. 7a and Fig. 7b with K; = 10. This is
because K; = 4 is nearly the least number of communication
rounds that suffices for the aggregation error to be suppressed.
In Fig. 7e and Fig. 7f, we increase the key parameter vyax
in the interaction weight a; og, [k] for i € S; to 0.3, while
keeping K; = 10. In this case, the maximal number of
invisible submodels allowed significantly decreases to m = 4.
The result is consistent with the discussion in Section V-C.
Similar results can be obtained for MSPDQ-FL with varying
invisible submodel sizes.

VII. CONCLUSION

This paper introduced an MSPDQ algorithm to solve both of
privacy and communication efficiency issues in FL. Due to the
incompletely randomized property of model splitting method,
a new privacy notion is used to evaluate the privacy degree.
Model splitting method averts the privacy-utility tradeoff via
dedicated designs for correlated noises and interaction protocol
for submodels. Moreover, in contrast to LDP mechanism (e.g.,
JoPEQ), our proposed scheme not only saves communication
bandwidth benefiting from dynamic quantization, but also
reduces the total communication rounds under the same learn-
ing accuracy. The theoretical results showed that both the
proposed MSP-FL and MSPDQ-FL preserve the privacy, and
ensure the convergence to the optimal model in the sense of
expectation with an O(1/¢) rate. In addition, we explored suf-
ficient conditions for the DP guarantee under model splitting
mechanism, and proved that the proposed dynamic quantizer in
MSPDQ-FL achieves at least (0, §)-differential privacy. Future
works include analyzing the tradeoff between the privacy level
and communication cost, and extending the theoretical results
without strong convexity and bounded gradients assumptions.

APPENDIX A
PROOF OF THEOREM 2

A. Notations
The updating rule (3) is rewritten in a compact form as

Wik + 1] = P[E]W,[k] (37)



where
WK ‘
W, [k]= t:[ | :< Col(Wig[k]Tli €S) )
W?NI[MT COI(Wt’ ! [/ﬂ}T|Z e St)
_ | U-A[] Al

P[k] = [ Akl I— Ak } ; (38)
- A if j # i,

Vi = { 1- 6(1\]4\{1), otherwise, (39)

Alk] = diag(ai,ap, [k]i € Si). In the above definitions, with
a slight abuse of notation, we use W:[k]T to denote a row
vector in the i-th row of matrix W [k].

The overall timeline is set according to the SGD iteration
step instead of the communication round. For each i € S, the
procedure in (37), that consists of a total of K; communication
rounds between the server and ¢, is viewed as an integrated
communication step and denoted as Aggr(w!). Then, after
such an integrated communication step, we rewrite the last
aggregation process in (6) as w; = >, s 7 Aggr(wi). Let
Ip = {nF|n =1,2,...} denote the set of timestamps on the
overall timeline for such an integrated communication step.
Then, the dynamics under MSP-FL can be written as

I‘i+1 =W, — ntVFi(Wz, CZ)7 (40a)
- i it t+1¢Zp,
= 1, . (40D)
Ziestﬂ s otherwise,
. ri—&-la if t+ 1 ¢ IE,
Wil = (400)

1 )
z:z‘est+1 MAggr(rgﬂ), otherwise,

where ri 41 records the result of one step SGD. Under partial
clients selection, if ¢ + 1 € Zg, u;,; denotes the local
model after one round communication for aggregation, and
wi_, denotes that after the integrated communication step. In
the dynamics (40), the randomness from stochastic gradients,
random sampling of clients, stochastic splitting of model and
stochastic quantization is represented by Egg, Ers, Ess
and Egq, respectively. For the subsequent analysis, we addi-
tionally define Try; = Zfil PiTiyq, U1 = Zﬁilpiuiﬂ,
Wi = Y piwiiy, & = Yy piVEi(wi) and g =
SN piVFi(wi,¢?). Due to the unbiased property of the
clients selection scheme for model aggregation shown in
Lemma 1, we have the following results at t+1€lg:

ﬁH—l = Zz plut+1 E{ ZZ€3t+1 t+1}
Wil = Zizlpiwt+1 = E{ Ziestﬂ MAggr(rtJrl)}- (42)

B. Supporting Lemmas

(41)

To present Theorem 3, it is crucial to display a few lemmas,
where Lemmas 3-6 are established in [28].

Lemma 3. (Result of one step SGD) Suppose Assumptions
1.1-1.2 hold, and n; < ﬁ for all t, then it has

W*H2} + 6L17t2I’
= wil?h.

Esc {|[Fir1 — w*[*} < (1 — nep)Esc { W —

+nEsc {llg: —&.)°} + 2ESG{N

Lemma 4. (Bound on the variance of g;) Suppose Assumption
1.3 holds, it has Esc {||g: —&[1?} < S0, pio.

Lemma 5. (Bound on the divergence of w') If Assumption 1.4
holds, m, is non-increasing and satisfies 0, < 2144+ g for all

t>0, it has Esg {Zﬁ\;lpiHWt - wg||2} < 42 (E — 1)%G.

Lemma 6. (Unbiased sampling and bound on the variance of
Uyy1) If m¢ is non-increasing and satisfies ;. < 20y for all
t >0, then for t + 1 € Zg, it has that

Ers {Wy1} = ey, (43a)
Ers {|[Q1 — Teqa]?} < MnfEQG. (43b)
Lemma 7. If ¢ € (0, ;755) and agg* € (0, li‘;\“iuu) then

for some positive constant C and X € (| Ay, ®(k,0) |, 1), it holds
that |[®(k,0)]i; — 537| < CXFY for all i, j and k, where
®(k,0) = P[k]P[k — 1]...P[0].

Proof. Explicit statement of Proposition 1 in [47]. O

Lemma 8. (Unbiased stochastic splitting, and bounded er-
ror of aggregation with visible submodels) For t + 1 €

Ip, if Assumption 2 holds, ¢ € (0,7%), agg’ €
(0 Amin,U

s Teeds) and Ky = [log}'], we have that E{W,1} =
ut+1 and E{||[Wis1 —Wa||?} < nfDi, where Dy =

(2€2 —346+8 o2

[[Wimax 2.

Proof. Define the mean of the matrices P[k] as P. In terms

of the 1ndependence of matrices P[k] for all k, it has that

E{®(k,0)} = [I}_oE{P)} = P o

that the matrix P is doubly stochastic, then limg_,.o P =

%[11—'— That is to say, ®(k,0) converges in expectation to
117 Accordingly, it yields

E{ (%@(honijwzﬂ[mf}

= WESS {Wt+1[0] }

where the second equality is obtained for the independence of
expectation between E {®(k,0)} and Egg {W;11[0]}.

Note that, at ¢t + 1 € Zp, w;};[0] is randomly drawn from
a uniform distribution on the interval [ew}, ,, (2—¢)w} ] by
the initial setting, where wy, ; is the local training model after
multi-step SGD and represented by r;, ; as in (40a). Then, for
any ¢ € Sgy1, it has that

Ess {WH—l } E S{ Mo ]T} =T
By plugging (44) and (45) into (42), it yields

-5{ ¥

1€S141
- F 1 1 J
T MM ) M ‘Z Tit1
1€St41 JESt4+1
(a) 1
= E —
13

i } (b —
Z Uip1 ¢ = Ut41,
i€841
where the equality (a) follows from (40b). The equality (b) is
obtained due to the fact of unbiased aggregation as in (41),
Le., Uy = Zz Pl = ]E{Zzes,H Mut+1}

. It is not hard to see

2

E {Aggr(ri+1)} =

(44)

(45)

_ 1 .
E{W¢+1} MAggr(rt+l)}

(46)



2M
E{|[[Wit1 — W |*} = E > Z [®(k,0)],; Wi1[0
ZE5t+1
2M

j=1

1
=aE 2 E{
iESt+1

—HE{ } Z; <]\142 ([<I>(k,0)] i

1
> ([@(k,on o

PO o AR }
ZESH_l
) Wi, 0" }

1
- 357 ) Whalol"

22% ([<1> k,0)] )Wm[o] > }

j=1
h#izj
2M 2 2
1 i 2 (2¢® —4e+8) 2 24 2(k+1)
i X X |mwon, - g s {|wian} < E D e, )
l€5t+1j 1

Let Aggr*(-) denote the limit state of the integrated
communication step Aggr(-) when k — oo. By (41) and
(42), and resorting to the fact that

Zi63t+1 ﬁAggr* (I‘%+1), 1t haS

€St 41 M tJrl

} (47)

Meanwhile, when k& — oo the dynamics (37) achieves average
consensus, which implies that

E {IWer1 — Weqa [|*}

—E{H Z MAggr(rt+1 Z MAggI‘ rt+1 H

1€St41 1€St11

Ager(riy ) = 5 MWHl[O]Tl. (48)
By virtue of the Schur Compliment, the matrix P[k] in (37)
is positive semidefinite with conditions ¢ € (0, 121;) and
ang’ € (0, 1)‘7‘1) Then, with Assumption 2, inserting
(48) into (47) leads to the result as shown in (49) at the top of
the next page. Further, if the lower bound of communication

rounds for update in (37) is a dynamic value, and designed as

k+1=K; = [log]'], we arrive at
E{|[Wes1 — Qe |*} < 07 D1 (50)
This completes the proof. O

C. Proof of Theorem 2

Proof. To see the gap between E {F(W;)} — F*, we turn to
analyze the variance of wW;; — w*. Notice that

[Werr — W|)? = [[Wigr — Teg [|* + [Teqr — w2

To1 To2

+2<Wt+1 — Ug41, U1 — W*> . (51)

Tos
Ift+1 ¢ IE, it has Wt.}rl = ﬁt-{-l = ft+1. Then, both T01

and T3 vanish in expectation, leading to

E{|[Wer1 — w'[|*} < (1= mp)E {[w: —w"|*}

4l [ZL ploi+6LT + 8(E —1)°G|, (52)

where the inequality follows from Lemmas 3-5. Please refer
to [28] for detailed proof.

If t+1 € Zg, E{To1} is bounded as Lemma 8 presents.
T2 can be rewritten as

W1 — w2 = @1 = Topa|” + [ — w?
T11 T2
+2(Upq1 —Tpy1, Tp1 — W), (53)
Tis

where E{T12} can be bounded as in (52). E{T;3} vanishes
due to the unbiased sampling, which is shown in Lemma 6.
Inserting (43) and (52) into (53) gives rise to

E{Toz} < (1 = nen)E {|W: — w"|*}
2 N9 2 4 2
] [Zizlpim +6LT +8(E ~1)°G + - F G]. (54)
With regard to Tps, it also vanishes in expectation since

E{W:+1} = Uiy1. Now, by substituting (54) into (51) and
invoking (50), it boils down to

E{|[Wes1 — w'[*} < (1= nep) E{[[We —
2 N9
+1[D1+>" " ploi+6LT+8(E

w1}
122G+ iEQG] (55)
—EG].

At this stage, one can observe from (52) and (55) that no
matter whether £ + 1 € 7 or not, it always holds that

E {[[Wir1 —w*[|?} < 1 —nep)E {||[ W, —w™||? } + 17 Da(56)

where Dy = Dy +Zi:1 plo;+6LT +8(E—1)*G+ - E*G.
Let p > i, ¥ > 0 and design the learning rate 7, as
P

such that n; < min{i,ﬁ} and 7; < 2144 p. As a
_ W*HZ} g
via the mathematical induction method, where vy =
on— 1’(194'1 E{HWO —wr|? };

First, it comes naturally when ¢ = 0 from the definition of

v1. Then, we assume that the claim still holds true for some
t > 0. Based on (56), it has

D+t
standard technique, we will show that E {||w;4

Vi
Y+t+1
max {

E{[[Wer1 — W} < (1= mp)E {[[W, — w*||*} + 07 D2
N2 p*>Ds
= 719+t)19—|—t (0 +t)2
d+t—1 0> Dy pp—1
T R T Wi
(19+t—1)U1
S W1
V1

=1 57
O+t+1 (57)



where the first equality follows by subtracting and adding
1t > on the right-hand side. The last inequality is derived
fgom the definition of r;. Evidently, these collaboratlvely
affirm the claim that E {||W,, — w*[|?} < T
Next, let p = 2 and ¢ = max{®E, E} — 1, and utilize
the following inequalities, i.e., ¥ + 1 < SL + FE and v; <

p—Y Dﬁ + (9 +1)E {||[Wo — w*||?}, then one can proceed to the
relationship of E {F(w;)} — F"* by the L-smoothness, i.e.,

E{F(W.)} - F"

< LV1
— 200 41¢)
8L 2D, 8L + wk _ 9 )
< E —w" .(58)
s (2 {0 - w1}
This ends the proof. O

APPENDIX B
PROOF OF THEOREM 3

A. Additional Notations

Some additional notations are given for the subsequent anal-
ysis. Similarly as in (40), we reformulate the dynamics under
MSPDQ-FL and present it below. Unlike the reformulation
of MSP-FL shown in (40), v, and w},, denote sequences
of integrated communication step with and without quantized
submodels, respectively.

ry, =wi —nVE(w},¢)), (59a)
| riins i t41¢ T,
uj,, = 1, . (59b)
Ziestﬂ At otherwise,
, Ty if t+1¢Tp,
Vigr = 1 : . (59¢)
" ZiEStJrl MAggr(rLFl)) 0therw1se7
, riins if t+1¢ T,
Wi = (59d)

1 ; '
z:iest+1 MAggr(th), otherwise.

Define Wi, [k] = col(wt-H[ ]T|z € Si41) (doing likewise
with Qu1[k] and A pq[k]), W/ [k] = col(wy(i[k]T|i €

St+1), Wt-u[k] ZieStH A{Wt-‘rl[k]T and q;q[k] =
ZZESt+1 Mqt-i-l[k]

B. Supporting Lemmas

Some other lemmas are provided for the remaining proof.

Lemma 9. Let ¢ € (0,72L;), and {ajap [K]li € Si}
be positive non-increasing sequences of step sizes. Under
MSPDQ-FL, it has that

HW“ [k+1] —1W, [k + 1]

<QZ

Proof. For the k-th communication round after the ¢-th learn-
ing round, let X;[k] := ©OW¢_,[k]| denote the visible sub-

—~ k
ESIA |+ W3 ke (60)

model deviation from the average state, where © = I—;117.
To see its upper bound, we firstly arrange X[k +1] as follows:

UW k] + (I U) (W7 [k] - Qulk))
+ALk] (W (k] - WEk]) — 1W [k]

Xilk+1] =

Y Lo k] (Wi - wie k)
1€S:
= UOW? (k] + (1 — U)A[K]
+A[K]© (Wfl k] — W [k]) . 61)

Notice that the matrix U is doubly stochastic under the
condition € € (0, MM 77— )- Accordingly, taking Frobenius norm
on both sides of (61) and building upon the facts that |U|| <

A2u, |[I-UJ| <2 and ||®| <1 yield

X[k + 1]
<|UOWK]|| +[|(T-U)A[K]|| + || A[k]©(W* [k] - W K]
<X, ul|OWT K] + 2| Aclk]|| + al3 [k]| W [k] — WE K]
k k
A GIXO) + 2D A5Gl AN+ WD A Gads [l
=0 =0
By recalling the initial setting of visible submodels after each
learning round ¢, specifically, w;“[0] = w?*“[0] V{i,j} € S;,
which implies that || X;[0]|| = 0, then the above inequality
further turns into (60). O]
Lemma 10. Lez € € (0, MMl) and € = max{1,¢}. Forany i €

Sy, define aj ap, [k] = 5 such that a; ap, [k] < 2a; 0p,[2K),

where «y; > 0. If Assumption 3 holds, then it has the following
properties of MSPDQ-FL: wy“[k + 1] € Rik + 1] and
| ALK < 35 anz .

Proof. By subtracting q¢[k] on both sides of (21), it has that
— a[¥]]|
S o 2l = i)
- wi ]|
214 IAK] + || WE T — 1S K|
+aZ53 k] || W k] — WLk

[wi [k + 1]
< HN (k] H +e

s [K] || Wi K]

b) k—1
S A+l Adrlll+2¢Y 0 Au 1A

Nmax k 1 Hl'LX mnx max
+eW, Zl 0 AI; I} ! Qapy [l] + Wy Qap,y [k}
~ k max k max
< (e+8)Y,  MUlA+arE Y Al 62)

where the inequality (a) is obtained due to the inequality
1 es, a7 (@t (K] =ai (kD < W K] = 1W k][ +[| A k]
By combining with the upper bound of |[W[k] — 1W [£]|
in Lemma 9, we obtain the inequality (b).

It is clear that w; “[0] € R}[0] under initial settings as stated
in Section IV.A. Suppose that w,*[k] € R:[k] holds for some
k > 0. Then, for any k3 € [0,k], it has that ||Al[ks]| <
2§ "ani [ks],Vi € S;, which together with Assumption 3
y1elds [A¢[ks]l| < agg¥[ks]. By substituting it into (62), we
arrive at




Wi e+ 1 = ailw]
~ k max ~Nmax k max
S(€+E)Zl: AgUl a,@1( )+€Wtk Zl: ASI} aﬂl(l)
< (e A [0 M + X0 e

’Ymax)\QU +a ggi‘[l’2‘|]
1-Xu

(a) ~ ~T17max
<(e+éE+EWiy™)

4Ymax (e + €+ eW"‘a")
= (1= Xu)k+1)

Tt max
= 2 OtBl [k]

(63)

where the inequality (a) follows from the facts that 1 —
Au € (0,1) and agf*[0] = Ymax > aggx[k] for k£ > 0.
The last inequality is obtained by A 5U L apgr[k] and

Yo
aglgi‘[[gﬂ < 2ag57[k]. Recalling that k can be an grbitrary
number, therefore it always has that wy“[k + 1] € Ri[k + 1]

and the quantization error associated with the dynamic quan-
fﬂt max [k] D

aaﬁl

tization interval is bounded by 3

Lemma 11. (Properties of stochastic quantization): With the
stochastic quantization as in (18), each split submodel of
visible part is unbiasedly estimated if Assumption 3 holds, i.e.,

Eso{di[k]} = wi®[k], and the associated quantization error
2 max[y._ 11\2
_ Wt,oz[k]HQ} S dmy (a‘(y[il [k—1])

is bounded by Egq {||q,§[k;] PTGL e

Proof. Proof of Lemma 11 is trivial, and has been discussed in
the existing literature. In Lemma 10, it shows that w, ", [k] €
R}, [k] for all k after any (¢ + 1)-th learning round, thereby

it is reasonable to assume that any element of w; | [k], i.e.,
wt’j’l [k], is located in the interval [c;,c,41) for some 7 €

{0,...,1—1}. With some calculations, it has Egg {qzjl[k]} =
wtila [k]
For wy P [k] = [w,ﬁf‘ [k]v

Esq {q§+1 } wip [k
The quantization error is given by

ESQ{‘ —wpl{' [k H }
— w2 Pr { g\ K] = e }
w2 Pr { gty (] = eria
n? (amgrll — 1])2

4(2B —1)2

i,d,o

LW [kHT it is clear that

= (cr

+(CT+1

(CT+1 —Cr )2
< 5 <
where the last inequality is obtained by substituting into the
magnitude of dynamic interval at the k-th communication

meaye k1]

= . Meanwhile, it has

round, i.e., c;41 — Cr =
Esq {llai 1k - wisi 4]}

d
= > Esq { i [k — widi k]|
j=1
dr? (g [k — 1)°
= 412

O

Lemma 12. (Unbiased and variance bounded quantiza-
tion): Let Assumption 3 hold, under MSPDQ-FL, we have

ESQ {Wt-i-l} = Vi1 and ESQ{HWH_l _VH-IHQ} <
d”t+1(a$§f[ t*l])2

M (25 —1)2

Proof. Due to the unbiasedness of partial model aggregation,
it has Vip1 = Ers{Xcs,,, nrAger(riy))} and Wiy1 =
Ers{Y,cs,,, arAger(aiyy)} that are similar to (41) and
(42). Meanwhile, noting that after K; communication rounds,
it has the following facts, i.e., Aggr(qi,,) = qi,[K;] and
Aggr(ri ;) = wi" [K;]. Then, one has

= Esq {ERS{ Ziesm AZQi+1[Kt]}}

1 7,0
it K}

(@ 1
o ERS{ Zi65t+1 M

1 i _
= IE:RS{ Ziestﬂ MAggr(I‘Hl)} = Vy1464)

where the equality (a) is obtained in light of Lemma 11 and
the independence between Erg and Egq.
Following the similar arguments as in (49), and using
Lemma 11 lead to
}

Esq{Wii1}

Esq {||Wt+1 - Vt+1||2}
1 1
N ESQ{H ZieSHl 77 i1 [ — Ziesm i
1
- Z:zesprl M2ESQ {HAt+1 K| }

1
+ESQ{Z»J€S,§+1 Z¢J<MA%+1[ ] MAt+1[Kt]>}

Wifl (K]

d7"t2+1( SET[Kt —1])? (65)
S TTAM(B — 1)
where the inequality holds for Egq {Al [k]} = 0, and

Al [k] and Al 41|k] are independent for any k if i # j. [J

C. Proof of Theorem 3

Proof. Similar to the proof of Theorem 2, we rewrite the
expectation over |[W;yq — w*||? as

E{|Wis1 — Ww*[*} = 2E {(Wis1 — Viq1, Vi1 — W)}
+E {[Wer1 — Viall?} + E {[Veg1 — w*[|*} (66)
If t+1¢ Zp, it has W11 = Vi1, leading to
E{[Wip1 —w*|*} < (1= np)E {||W, — w*|*}
N
+0f [ S pRoi+6LD +8(E — 1G], ©7)
=1
which is exactly the result as in (52). If ¢t + 1 € T, it has
E{[Wi1 — w*|*}
a) *
Esq {IWit1 = Ver1[*} + E {[Vegr — w*|1?}
() d a™ex* | K, 1
) drt (a1~ 1) P
AM(2B —1)2

where the equality (a) and the first term on the right-hand side
of the inequality (b) follow from Lemma 12.

(@)

+E{||[Vis1 (68)




Note that K; =
angX[Ke — 1] = Zg=. Via a simple calculation, we have
ang [Kt — 1] < Ymaxne and E{Vit1 —wqal?} < niDy
which is obtained in the same way as that in (50). Next, by
resorting to similar arguments used from (53) to (55), one can
derive

E{|[Ve1 —w*|*} < A= new)E {|[Wr —w*||*} + 07 D2, (69)

2/#(19+t)1 [u(192+t) ] } and

max { [log

where D, is defined in (56). Plugging the inequality
A [K: — 1] < Ymaxn: and (69) into (68) yields

E{[Wi — w*} < (1 = nuu)E {[[w, — w*||*}
dpax T
IM(25 — 1)2)' (70)

By (67) and (70), one can conclude that regardless of
whether t +1 € Zg or t + 1 ¢ T, it always holds that

E{[Wes1 —w[} < (1= mp)E{|[W; — w"|?}
+nt2(D2 +D3)7

2 ~2
where, for brevity, let D3 = 41\7{“2.%1)2' By virtue of the

mathematical induction method again and invoking similar
arguments shown in Theorem 2 from (56) to (58), we derive

— * 1%
E{”WtH -w HZ} < Fﬁ—l—l (71

together with the result as shown in (24) by L-smoothness,
ie.,
E{F(W.)} - F"
8L (2(D2 +Ds) 8L+uE
< +
p(9+1t) [ 2

+? (D2 +

E{Iwo-w'[}).
where vy = max{%, (+DE{||[wo — w*||?} }. O
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