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Abstract—With the maturity of depth sensors in various 3D
safety-critical applications, 3D point cloud models have been
shown to be vulnerable to adversarial attacks. Almost all existing
3D attackers simply follow the white-box or black-box setting
to iteratively update coordinate perturbations based on back-
propagated or estimated gradients. However, these methods are
hard to deploy in real-world scenarios (no model details are
provided) as they severely rely on parameters or output logits
of victim models. To this end, we propose point cloud attacks
from a more practical setting, i.e., hard-label black-box attack,
in which attackers can only access the prediction label of 3D
input. We introduce a novel 3D attack method based on a new
spectrum-aware decision boundary algorithm to generate high-
quality adversarial samples. In particular, we first construct a
class-aware model decision boundary, by developing a learnable
spectrum-fusion strategy to adaptively fuse point clouds of
different classes in the spectral domain, aiming to craft their
intermediate samples without distorting the original geometry.
Then, we devise an iterative coordinate-spectrum optimization
method with curvature-aware boundary search to move the
intermediate sample along the decision boundary for generating
adversarial point clouds with trivial perturbations. Experiments
demonstrate that our attack competitively outperforms existing
white/black-box attackers in terms of attack performance and
adversary quality.

Index Terms—Point Cloud Attack, Hard-Label Black-Box
Attack, Decision Boundary, Spectrum Fusion.

I. INTRODUCTION

DEEP Neural Networks (DNNs) are proven to be vulner-
able to adversarial examples, which add trivial perturba-

tions to benign samples, making them indistinguishable from
legitimate ones but causing the model to produce incorrect
prediction. Significant progress has been made in adversarial
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attacks on the 2D field, where most methods [1], [2] learn
to add imperceptible pixel-wise noise in the spatial or feature
domain for fooling the 2D models. Nevertheless, in addition
to image-based 2D attacks, adversarial attacks on 3D depth
or point-cloud data are still relatively under-explored. With
the maturity of depth sensors, 3D point clouds have received
increasing attention in various safety-critical applications such
as autonomous systems [3], [4], robotic grasping [5] and
biomedical applications [6]. Similar to their 2D counterparts,
these 3D models are also vulnerable to adversarial perturba-
tions, increasing the risk in realistic scenarios.

Existing 3D point cloud attack methods [7]–[12] typically
focus on designing robust attack algorithms with high attack
success rates while improving the imperceptibility of adver-
sarial examples. To generate high-quality adversarial samples,
they often adopt geometric distance losses or additional shape
knowledge to implicitly constrain point-wise perturbations ac-
cording to gradient search or gradient optimization. Although
they have achieved significant progress, most of them [10],
[13], [14] are deployed in the simple white-box setting where
the attackers have the full knowledge of victim models includ-
ing both network structure and weights. This setting makes the
attacks less practical since most real-world 3D applications
will not share their model details with users. To alleviate this
reliance on model details to a certain extent, recent methods
[14] propose to attack the 3D model under the black-box
setting. However, these works still require the knowledge of
the predicted logit scores of the input point cloud to estimate
the gradients for back-propagation and optimization.

To this end, we make the attempt to explore a more practical
yet challenging 3D attack setting, i.e., attacking 3D point
clouds with black-box hard labels, in which attackers can only
have access to the final classification results of the model
without resorting to model details and predicted logits. We
follow the same targeted attack setting as previous 3D attack
methods. However, with no prior model knowledge, it is dif-
ficult to determine how to guide the adversarial perturbations
toward the accurate optimization direction. Fortunately, deci-
sion boundary mechanism [15]–[17] is proven to be effective
in handling this hard-label black-box setting, which iteratively
queries the classification model to produce the sample-based
decision boundary1, then generates and optimizes adversarial

1In a statistical classification problem with multiple classes, a decision
boundary is a hyper-surface that partitions the underlying vector space into
two sets. The classifier will classify all the samples on one side of the decision
boundary as belonging to one class and all those on the other side as belonging
to the other classes.
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Fig. 1. Illustration of our motivation. Our 3D hard-label black-box setting
cannot access any model details of the hidden layer or the logits of the
output layer. To tackle this setting, we develop a spectrum-aware decision
boundary algorithm to first fuse point clouds in the spectral domain for
generating the class-aware decision boundary, and then iteratively optimize the
best adversarial sample along the decision boundary based on its geometric
curvature information and distances.

samples based on the characteristic distributions of samples
near the decision boundary. Inspired by this, we attempt to
exploit the decision boundary mechanism as the core idea
to generate adversarial point clouds with only the prediction
labels, as shown in Figure 1. While decision-boundary-based
attacks [15]–[17] have achieved decent progress in the 2D
image field, to the best of our knowledge, this decision
boundary mechanism has been seldom investigated in the 3D
adversarial attack, which has the following challenges: (1)
2D decision boundary attackers [15], [17] generally generate
adversarial images on the decision boundary by calculating
the weighted average of each pixel value between source and
target images. However, since points in the 3D space are
unordered and irregularly sampled, as for decision boundary
sample generation, directly calculating the weighted average of
point coordinates between two point clouds would disarrange
the relations of neighboring points and deform the 3D object
shape. (2) Previous average-fused decision-boundary images
often preserve the semantic features of the original image
since their pixel relations are implicitly maintained due to a
steganography-like principle [18], [19]. However, the crucial
structural representations of 3D point clouds in the latent
space would be easily broken when modifying points in the
data domain. (3) Previous 2D decision boundary mechanisms
directly utilize pixel-wise iterative walking to move the im-
age along the decision boundary for optimization. However,
solely utilizing data-domain constraints to achieve point-wise
walking on 3D point clouds may stuck into a local optimum
and severely distort the 3D geometries, since the optimized
boundary cloud may not have the smallest perturbation and fail
to overcome the large convex area without additional guidance.

In this paper, we propose a novel spectrum-based 3D
decision boundary attack method to address the above chal-

lenges. Firstly, instead of fusing the point clouds via naive
coordinate-wise average, we propose to merge them in the
spectral domain, which is verified to explicitly reveal the
geometric structures from basic shapes to fine details via
different frequency bands [20], [21]. By carefully designing
the spectral fusion strategy, we not only preserve the geometric
characteristics of both point clouds, but also produce the
piecewise-smooth structure of the generated sample in the data
domain for achieving high imperceptibility. Secondly, in ad-
dition to the general coordinate-walking during the boundary
cloud optimization, we propose to also optimize the boundary
cloud in the spectral domain. Since the boundary cloud may
have different coordinate and spectrum distances from its
source/benign cloud, using both walkings in two domains can
alleviate the local optimal problem caused by a single domain.

To be specific, our overall method consists of two
main stages: (1) Boundary-cloud generation with learnable
spectrum-fusion: we leverage graph spectral tools [20], [22]
to fuse the point clouds in the frequency domain for boundary
cloud generation. We first construct a K-Nearest Neighbor
(KNN) graph over the input point clouds and perform Graph
Fourier Transforms (GFT) on each point cloud, thus projecting
them onto the graph spectral domain with geometry interpre-
tation. We then fuse the spectrum of the source (benign) point
cloud and target one in terms of the GFT coefficients with
learnable fusion rates, and further perform inverse GFTs to
generate corresponding candidate point clouds, which serve
as coarse boundary clouds. The learnable fusion rates are
dynamically obtained by a pre-trained lightweight model ac-
cording to the fusion state of different object classes. In this
manner, we obtain the class-aware decision boundary between
point clouds of different class labels. We then select the best
candidate with the slightest distortion and project it on the
decision boundary to obtain the initial boundary cloud. (2)
Boundary-cloud optimization along the decision boundary:
we then perform a joint coordinate and spectrum iterative
walking approach on the initial boundary cloud along the
decision boundary, aiming at further minimizing its distance to
the source cloud for better optimization. Each iteration starts
from a perturbation generated by gradient estimation and then
reduces the distortion through binary searching coordinates
and spectra in the adversarial region. Since the boundary cloud
has different coordinate and spectral distances from its benign
cloud, this joint walking algorithm is able to alleviate the
local optimal problem caused by the concave-convex structure
of the decision boundary in a single domain. During the
above optimization process, we further propose to exploit
geometric information of the decision boundary to guide the
boundary cloud to move along the curvatures for achieving
high imperceptibility.

Our main contributions are summarized as follows:
• We introduce a more challenging yet practical hard-label

black-box setting for 3D point cloud attacks, without
resorting to any details of victim models. To achieve this,
we propose a novel attack paradigm based on learnable
class-aware decision boundaries in the spectral domain
by iteratively querying and optimizing adversarial point
cloud samples.
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TABLE I
OUR ATTACK ACHIEVES A COMPETITIVE BALANCE BETWEEN

IMPERCEPTIBILITY AND EFFICIENCY IN THE CHALLENGING HARD-LABEL
BLACK-BOX SETTING (VICTIM MODEL: POINTNET).

Attack Setting Hausdorff Chamfer Speed Per
Distance Distance Sample (s)

GeoA3 [10] White-Box 0.0175 0.0064 1.72
SI-Advb [14] Black-Box 0.0431 0.0003 1.98

3DHacker [23] Hard-Label 0.0136 0.0017 2.66
Ours Black-box 0.0123 0.0011 2.42

• To construct the class-aware decision boundary, we pro-
pose to fuse point clouds of different classes in the
graph spectral domain, aiming to alleviate geometric
distortion caused by the straightforward coordinate-wise
fusion. In particular, we develop a learnable spectrum-
fusion method, which trains and collects desirable fusion
weights to generate high-quality initial boundary clouds.

• To further optimize the boundary cloud along the deci-
sion boundary, we propose iterative walking in both the
spatial and spectral domains with further curvature-aware
geometric optimization designs, so as to effectively and
efficiently search for the optimal cloud with the least and
imperceptible perturbation.

• Extensive experiments over widely adopted benchmarks
and 3D models demonstrate that, in even the more chal-
lenging hard-label setting, our proposed attack method
still achieves competitive balance between imperceptibil-
ity and efficiency (as in Table I) compared to existing
attack methods in easier white-/black-box settings.

Some preliminary ideas of this paper have appeared in our
earlier work [23]. In this paper, we extend the previous method
from the following three aspects. Firstly, the previous version
manually defined fixed fusion rates with handcraft studies for
fusing point clouds, resulting in coarse geometric preserva-
tion as point-cloud pairs of different classes have different
frequency distributions. Instead, our extension designs a learn-
able process to finely and efficiently generate suitable fusion
rates for a certain point-cloud pair to construct more natural
and imperceptible geometric structures. Secondly, our previous
work directly follows a 2D decision boundary mechanism
with normal-vector-based binary search for boundary cloud
optimization. However, due to the limited query budget and
the non-linearity of the boundary, the estimated normal vector
may be inaccurate and result in wrong predictions. Instead,
here we propose a curvature-aware optimization approach to
adjust the boundary cloud based on the geometric information
of the decision boundary, which is more efficient and effective.
Thirdly, we evaluate the proposed attack on more recent
victim 3D models for comparison, and add more experimental
results to further investigate the effectiveness of our newly
proposed components. Compared to our previous work, the
above extensions show significant advantages in the following
specific aspects: (1) Our method achieves significant distortion
reductions across various 3D architectures, reaching a 31.8%
improvement on advanced CurveNet and a 17.6% improve-
ment on advanced SimpleView, which far exceeds the confer-
ence version. (2) Moreover, our learnable fusion and curvature-

aware optimization adaptively scale the perturbation based on
local geometry, showing a more specific and promising local
structure preservation than the conference version. (3) These
numerical gains translate into a qualitative leap in adversarial
stealthiness, resulting in a performance gap of up to 21.1% in
ASR when facing advanced geometric defenses—particularly
the recent point removal/denoising methods. (4) Our method
addresses the critical challenge of query efficiency in practical
3D adversarial testing under limited query budgets. This makes
it a viable tool for assessing the robustness of commercial 3D
APIs and real-time systems where query frequency is strictly
monitored or limited. Overall, this demonstrates that our
extension provides a substantial, non-marginal advancement
in both attack potency and manifold consistency.

II. RELATED WORK

A. 3D Point Cloud Classification

3D object classification is a fundamental task that involves
extracting representative information from point clouds. Early
attempts at point cloud classification involved firstly mapping
the 3D object into multiple 2D views and then utilizing deep-
learning models to classify and vote their shapes [24], which
entailed max-pooling multi-view object features to create a
global representation. However, these methods incurred high
computational costs due to the use of numerous 2D convo-
lution layers. To address the challenge of directly extracting
3D structure and mitigating the inherent unordered nature of
point clouds, some researchers proposed to transform the input
points into a latent space with potentially canonical order, and
then apply standard convolutional operations to learn corre-
sponding 3D features. Diverging from the aforementioned ap-
proaches, pioneering 3D classification methods like DeepSets
and PointNet [25] proposed an end-to-end learning paradigm
for point cloud classification by formulating a general frame-
work for point cloud analysis. Based on this 3D general
backbone with coordinate-aware points input, PointNet++ [26]
and subsequent works [27]–[29] expanded upon PointNet to
capture fine-grained local structural information from each
point’s neighborhood. PAConv [30] proposed to incorporate
attention mechanisms into the convolutional layers. It can
efficiently capture local and global features in the point cloud
data.

B. 3D Point Cloud Attack

Following previous studies on the 2D image field, many 3D
works [7]–[9], [13], [31], [32] adapt adversarial attacks into
the 3D vision community [25], [26], [33]–[40]. Most of the
existing 3D adversarial attack methods are under the white-box
setting, where the attackers have the full knowledge of victim
models including network structure and weights. For example,
Xiang et al. [13] proposed point generation attacks by adding a
limited number of synthesized points/clusters/objects to a point
cloud. It adjusted the added points by exploring the gradient
vectors according to the white models. Zhang et al. [41]
utilized also gradient-guided attack methods to explore more
complicated attacks including point modification, addition, and
deletion. Recently, more works [7], [10], [41], [42] adopt
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point-wise perturbation by changing their XYZ coordinates,
which are more effective and efficient. These works employ
the iterative gradient back-propagation strategy to update the
initial perturbations. Specifically, Liu et al. [42] modify the
FGSM strategy to iteratively search the desired pixel-wise
perturbation. Tsai et al. [7] adapted the C&W strategy to
generate adversarial examples on point clouds and proposed a
perturbation-constrained regularization in the overall loss func-
tion. They also deform the mesh-level offsets by modifying
the gradient direction. Besides, some works [43]–[45] attack
point clouds in the feature space and target at perturbing fewer
points with lighter distortions for an imperceptible adversarial
attack. Although the above white-box attackers have achieved
significant attack performance in recent years, these works
make the attacks less practical since most real-world 3D
applications will not share their model details with users.
To alleviate this limitation, a few works [14] proposed to
tackle the black-box attack setting, which only accesses the
knowledge of predicted logits scores of the input instead of
the model details. However, this setting is still not practical
since it still relies on the changes of the final predicted logits
for updating the perturbations.

C. Decision Boundary Attack on 2D Image Field

Decision boundary attack method [46] is widely used in the
2D image field, which is an effective framework that uses the
final decision results of a classification model to implement the
hard-label black-box attack. To be specific, in the 2D field,
the decision boundary attack process starts with two origin
images called source-image and target-image with different
labels. Then, it exploits a binary search strategy to obtain a
boundary-image on the decision boundary between source-
image and target-image. Next, a random walking algorithm is
conducted on this boundary-image to minimize its distance
towards target-image while maintaining its label the same
as source-image. Based on this general attack framework,
various 2D decision boundary attacks are further proposed
committed to improve the random walking performance and
query efficiency. In particular, [47] propose to choose more
efficient random perturbation including Perlin noise and DCT
in random walking steps instead of Gaussian perturbation.
[48] conduct a gradient estimation method using the Monte-
Carlo sampling strategy instead of random perturbation. [15]–
[17] improve the gradient estimation strategy through sam-
pling from representative low-dimensional subspace. [16] first
present a basic method to produce candidate adversarial ex-
amples in the frequency domain instead of fusing images in
the pixel level, then propose a complete boundary attack based
on this frequency-mixup method. However, to the best of our
knowledge, there is no decision boundary based attack been
investigated in the 3D vision community so far, which may
face many challenges.

III. THE PROPOSED 3D HARD-LABEL BLACK-BOX
ATTACK

In this section, we elaborate on the proposed hard-label
black-box attack for 3D point clouds. We first introduce the

notations and problem statement of 3D adversarial attacks, and
then provide an overview of the proposed decision boundary
algorithm to generate high-quality adversarial point clouds
without using any model details. In particular, our attack
method involves 1) learnable spectral fusion for generating
3D decision boundary; and 2) the curvature-aware coordinate-
spectrum optimization method, which moves the boundary
cloud along the decision boundary to the optimal position with
trivial perturbations.

A. Problem Statement

Given a clean point cloud P sampled from the surface of a
3D object or scene, we denote its unordered set of points as
P = {pi}ni=1 ∈ Rn×3 where n is the number of points and
each point pi ∈ R3 is a vector containing the exact coordinates
(x, y, z). In this paper, we mainly focus on attacking a basic
point cloud learning task, i.e., point cloud classification. In this
task, a learned classifier f(·) is provided to predict a vector
of confidence scores f(P) ∈ RC of the input point cloud
P, where C is the number of classes. The final output label
is denoted as y = F (P) = argmaxi∈C f(P)c ∈ Y, Y =
{1, 2, 3, ..., C}, which represents a certain class of the original
3D object underlying the point cloud.

To attack this 3D classifier, a general objective [13], [14] is
to find a perturbation ∆ ∈ Rn×3 to generate a corresponding
adversarial example as Padv = P + ∆. These works follow
white/black-box settings to use the model parameters f(·) or
the confidence scores (logits) f(P) to optimize the gradients
of the network for updating ∆. However, in our focused hard-
label black-box attack setting, we only have access to the
final predicted label y = F (P) without using any model
detail. To this end, we aim to query the 3D models with
multiple constructed point clouds to build the class-aware de-
cision boundary (i.e., pairwise decision boundary constructed
specifically between a certain source class and other target
classes) for determining the difference between different-class
3D objects. Based on the generated decision boundary of a
specific object class, we initialize a boundary point cloud and
estimate the positive gradient to update its added perturbation
by iteratively moving it along the decision boundary. That is,
the perturbed adversarial sample Padv is carefully generated
and optimized from the correctly classified source sample Ps

labeled as ygt along the decision boundary, such that the model
output attacker-chosen label F (Padv) = yadv ̸= ygt. We adopt
a targeted attack setting in our cases as it is more challenging
than the untargeted attack setting [42], [49]. Here, we define
an indicator function φ(·) of a successful attack as:

φ(Padv) ≡

{
1, if F (Padv) = yadv,

−1, if F (Padv) ̸= yadv,
(1)

where yadv is the attacker-chosen label of the corresponding
adversarial point cloud Padv .

B. Overview of Our Decision Boundary Approach

We introduce a novel attack method to tackle the challeng-
ing 3D hard-label attack setting. Since attackers cannot access



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 5

…

GFT

Collect

Select

Learnable
Fusion Module

IGFT

Source Cloud 𝑃𝑠

Geometry-aware 
Coordinate Walking

Geometry-aware  
Spectrum Walking

Learnable Spectrum-Fusion for Boundary-Cloud Generation

Transform into 
Spectral Domain

Fusion 
Weight 
Bank 𝜶

Transform into 
Data Domain

Building Decision 
Boundary

Select the 
Boundary Cloud

Geometry-aware Joint Walking for Boundary-Cloud Optimization

Adversarial

Boundary-Cloud 𝑷𝒃
𝟎

…

Best Optimized Adversarial
Point Cloud 𝑷𝒂𝒅𝒗

Adversarial

Boundary-Cloud 𝑷𝒃
𝒕

Target Cloud 𝑃𝑡𝑎𝑟

Target Cloud Set

...

Sample
…

GFT

Transform
into Spectral 
Domain

Transform
into Spectral 
Domain

GFT

Source Spectrum

Target Spectrum

Fused Spectrum

Candidate Clouds 𝑃𝑐𝑎𝑛

…

𝑷𝒔

𝑷𝒃
(𝒕)

𝑷𝒃
(𝒕+𝟏)

𝒕-th Iteration

𝑷𝒔 𝑷𝒔 𝑷𝒃
(𝒕)

𝑷𝒃
(𝒕+𝟏) Reach the Nearest 

Distance

Goal: Move the cloud along 
the decision boundary with 
its curvature information

Iterative 

Movement 

Adversarial

Boundary-Cloud 𝑷𝒃
𝟏Joint Coordinate-Spectrum 

Optimization

Geometry-aware 
Coordinate Walking

Geometry-aware  
Spectrum Walking

Joint Coordinate-Spectrum 
Optimization

Iterative Movement 

Update 

Update Update 

Fig. 2. Overall pipeline of our proposed Hard-Label Black-Box Attack. Specifically, we first design a learnable spectrum-fusion boundary-cloud generation
module to fuse the source cloud with a set of target clouds in the spectral domain to construct candidate clouds with high imperceptibility. Then, we utilize the
obtained candidate clouds to construct the decision boundary and select the best one to project onto the decision boundary for obtaining the initial boundary
cloud. After that, we introduce a geometry-aware boundary-cloud optimization module to iteratively move this boundary cloud along the decision boundary
via a joint coordinate-spectrum iterative walking strategy to achieve the best place with smallest distortion. Here, we consider the curvature information of
the decision boundary to help update the boundary cloud. The well-optimized boundary cloud is our final generated adversarial point cloud.

any model detail, we propose to generate a boundary cloud on
the model decision boundary between the source and target
point clouds as the adversarial sample, which has a class label
different from the source cloud while sharing similar object
shape. The overall pipeline is illustrated in Figure 2. Here,
our hard-label black-box attack method mainly consists of
two stages: 1) a boundary-cloud generation module is first
proposed to produce a high-quality adversarial point cloud on
the decision boundary; and 2) a boundary-cloud optimization
module is exploited to further optimize the adversarial point
cloud along the decision boundary, aiming to achieve smallest
perturbations.

1) First Stage: Boundary-Cloud Generation: Principle and
challenges. A boundary sample/cloud is constructed on the
decision boundary, which is ambiguous to classifiers. In the
2D attack field, previous 2D decision boundary mechanisms
generally fuse the source and target images via pixel-wise
average operation to generate boundary samples. Since neigh-
boring pixels are often smooth and the images share the same
size, this operation would not degrade the image quality sig-
nificantly and the fused sample tends to remain the semantics
of the original images. However, 3D point cloud data mainly
contain point-wise coordinates that are irregularly sampled and
unordered. Hence, the pixel-wise operation is inapplicable to
the 3D domain, since 3D coordinate-wise fusion between point
clouds will result in the outlier problem and destroy the 3D
object geometric shape, leading to poor imperceptibility.
The key idea. To address the above issue, we introduce a novel
learnable spectrum-fusion strategy, which fuses point clouds in
the spectral domain so as to preserve the geometric topology
for improving imperceptibility. Instead of fusing point-wise
coordinates, our spectrum-fusion method leverages graph spec-

tral tools [20], [22] to first transform both source and target
point clouds into the spectral domain for representing their
geometric characteristics, then adaptively fuses their spectral
contexts according to their classes in a learnable way and
transforms the fused geometric characteristics back to the
data domain as the generated adversarial sample. In particular,
since the spectral coefficients of a point cloud can generally
be divided into two bands, we separately fuse the low- and
high-frequency components of two point clouds in the spectral
domain to preserve the basic 3D object shape (low-frequency)
and fine-grained details (high-frequency). In this manner, the
fused point cloud not only preserves specific characteristics of
original point clouds, but also has smoother geometric surface
due to spectral fusion [20], [21].

2) Second Stage: Boundary-Cloud Optimization: Princi-
ple and challenges. After obtaining the boundary sample
on the decision boundary in the first stage, previous 2D
decision boundary mechanisms often optimize the boundary
sample along the decision boundary to search for a high-
quality position that has the lowest geometric distance to
the source sample. Specifically, they generally conduct the
iterative walking strategy with pixel-wise offsets to adjust
the images. However, this data-domain walking cannot be
directly applied to the 3D attack domain since point-wise
coordinate walking will lead to local optimum object shape
due to the specific concave-convex structure of the decision
boundary. The reason is, although the boundary cloud can be
well optimized and still remains adversarial, it may get stuck
in the local concave area with a large neighboring convex
area, and the estimated gradients towards this convex hull
will lead to a larger geometric distance to the source point
cloud. Besides, previous 2D decision boundary mechanisms
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solely utilize a simple binary search strategy based on normal
vectors for boundary cloud optimization. However, due to the
limited query budget and the non-linearity of the boundary,
the estimated normal vector may be inaccurate and result
in wrong predictions. Moreover, this optimization process is
time-consuming.
The key idea. To alleviate the above issues, we propose
to extend the point-wise coordinate walking with a novel
spectrum walking as additional guidance for jumping out of
such local optimum. We argue that the decision boundary
reflected in the spectral domain is different from that in
the data domain, since the boundary cloud likely exhibits
different distances to the original cloud in the spatial and
spectral domain. Therefore, we update the boundary cloud
along the decision boundary with both coordinate modification
for shape refinement and spectral modification for maintaining
geometric smoothness and high imperceptibility. Further, to
increase the query efficiency, we propose a curvature-aware
optimization strategy to adjust the boundary cloud along a
semicircular path inspired by [50]. In this way, the boundary
cloud can be better optimized to achieve high quality and
imperceptibility.

In the following, we will elaborate on the process of each
stage.

C. Learnable Spectrum-Fusion for Boundary-Cloud Genera-
tion

To generate the boundary cloud on the decision boundary,
we propose to fuse two point clouds in the spectral domain. For
the source clouds of a specific class label, we assume that they
share the same class-sensitive tolerance to the noise when we
add the target clouds to them. Therefore, we design a learnable
spectrum-fusion strategy to first train and collect desired fusion
weights of a certain class via a lightweight learnable model
with further adversarial learning. Then, during the inference,
we directly employ the collected fusion weights to generate
high-quality boundary clouds by fusing the source and target
clouds.
Learning fusion weights α. To obtain the optimal fusion
weights without manual tuning, it is crucial to train a model
to backpropagate the gradients so as to guide the weight
update. However, in our setting, we cannot utilize any details
of existing 3D models. Therefore, we propose a self-learning
strategy to develop a lightweight discriminator module, which
distinguishes the distributions of fused point clouds from their
original ones. Specifically, given the source point clouds {Ps}
of a specific class and target point clouds {Ptar} of different
classes, we take their fused samples into a negative set and
the source point clouds into a positive set. In particular,
for each pair of Ps and Ptar, we follow [20] to conduct
Graph Fourier Transform (GFT) to obtain their corresponding
spectral coefficient vector x̂s and x̂tar for spectral fusion:

x̂low = αlowGFT (Ps)L + (1− αlow)GFT (Ptar)L,

x̂high = αhighGFT (Ps)H + (1− αhigh)GFT (Ptar)H ,
(2)

where GFT (Ps)L and GFT (Ps)H denote the low- and high-
frequency coefficients of Ps, respectively. The same goes to

Source/Positive set

Negative set

...

...

GFT

GFT

Target 
set

IGFT

Random
fusion 
rate!’

Positive or Negative

Discriminator

Source/Positive set

...

GFT

GFT

Target 
set

IGFT

Learnable 
fusion 
rate!

Discriminator

Joint Losses

...

Negative set

(a) Training the lightweight discriminator

(b) Generating the learnable fusion rate !

...

...

Step 1: construct 
positive/negative set

Step 2: train the 
discriminator module

Backpropagation

Step 1: initial the 
learnable rate !
Step 2: constrain the 
! using joint losses 

Backpropagation

Fig. 3. Illustration of how we generate the learnable spectrum-fusion rates.
We first design a discriminator to distinguish the benign and randomly fused
point clouds. Then, we initial a learnable rate α and utilize the gradients of
discriminator to backpropagate and update it.

GFT (Ptar)L and GFT (Ptar)H . αlow and αhigh are the
random fusion weights. We piece two coefficient vectors
x̂low, x̂high into a complete one and perform inverse GFT
(IGFT) to transform the fused spectral coefficient vector back
to the data domain. After constructing both the positive and
negative sets, we utilize the two-sample classifier to train
the discriminator module I(·) similar to the principle of the
generative adversarial networks. We use the simple point cloud
encoder to encode each point cloud into a latent vector and
employ three linear layers to predict whether it is positive or
negative. The detailed process is shown in Figure 3 (a).

After obtaining the trained discriminator, for each class of
the point clouds, we employ an adversarial learning strat-
egy to learn their optimal fusion weights with the trained
discriminator. Their learned fusion weights are subsequently
collected into a weight bank, representing the class-specific
frequency tolerance to the noise. In this manner, we directly
fetch one of the fusion weights for specific class fusion during
the inference. To achieve this adversarial learning, as shown
in Figure 3 (b), we denote the learnable fusion weights as α
and define the loss function as:

minLclass(P
′
s) + Ldis(Ps,P

′
s) + Lreg(Ps,P

′
s),

s.t. P′
s = IGFT (αGFT (Ps) + (1− α)GFT (Ptar)).

(3)

Here, Lclass guides the discriminator I(·) to predict positive
result on the fused sample P′

s; Ldis can be any geometric
distance to restrict the geometric shape of P′

s. Considering that
directly deploying the Chamfer distance [51] or the Hausdorff
distance [52] is too strict and may limit the diversity of the
class shape, we follow the 1-nearest neighbor accuracy (1-
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NNA) strategy [53] to achieve a soft distance constraint as:

Ldis(P
′
s) = −

∑
I∈{P′

s}
I(NI)

|{P′
s}|

, (4)

where |{P′
s}| denotes the number of fused negative sample

set {P′
s}, NI is the nearest neighbor of each negative sample

among both positive and negative sets. Lreg(Ps,P
′
s) is a low-

frequency constraint [49] to limit perturbations within imper-
ceptible details, which guides the perturbation to concentrate
on the high-frequency components that represent fine details
and noise. The final learned weight α will be collected in the
weight bank.
Generating boundary-clouds with the collected weights.
During the inference, we directly randomly choose the col-
lected weights in the weight bank to fuse the source point
clouds Ps of a specific class and T number of target point
clouds {Ptar}. Although we can generate new fusion weights
for each source-target cloud pair, this process costs additional
time and we find that its performance is only slightly better
than using the weight bank via experiments. We denote their
T fused samples as candidate clouds {Pcan}, and conduct
the adversarial evaluation on them to select the best one for
further optimization as the final boundary cloud Pb. To be
specific, we first eliminate non-adversarial candidate clouds
where φ(Pl

can) = −1 and select the best candidate cloud
PB

can from the adversarial candidate clouds with the slightest
distortion measured by distance metric D(Ps,Pcan) as:

PB
can = argminPl

can
D(Ps,P

l
can)(l = 1, 2, ..., T ),

s.t. φ(Pl
can) = 1,maxj(

∥∥pl
can,i − ps,i

∥∥
2
) ≤ ε,

(5)

where Pl
can denotes the l-th candidate-cloud, pl

can,i denotes
the i-th points in Pl

can, ps,i ∈ Ps denotes the point with the
lowest distance from pl

can,i. ε is utilized to select cloud sam-
ples without local outliers. The global distance measurement
function D(·) is formulated as:

D(Ps,P
l
can) = DChamfer(Ps,P

l
can)

+ γ1DHausdorff (Ps,P
l
can) + γ2DL2Norm(Ps,P

l
can),
(6)

where DChamfer and DHausdorff measure the distance be-
tween two point clouds following [10]. DL2Norm is the L2-
Norm distance between two point clouds. γ1 and γ2 are penalty
parameters. After obtaining the optimal candidate cloud PB

can,
we project it onto the model decision boundary to obtain the
boundary-cloud Pb via binary search strategy by iteratively
moving PB

can towards Ps until reaching the decision boundary
as:

Ph
b = βPs + (1− β)PB

can,

until φ(Ph
b ) = 1 and φ(Ph+1

b ) = −1,
(7)

where β is the moving ratio, h denotes the iteration step.

D. Geometry-aware Coordinate-Spectrum Walking for
Boundary-Cloud Optimization

To further optimize the boundary cloud obtained in the first
stage along the decision boundary, we propose an iterative
walking algorithm in both coordinate and spectral domains

Decision Boundary in 
the Coordinate Domain 

Decision Boundary in 
the Spectrum Domain 

source cloud current cloud convex well optimized source cloud current cloud 

map

map

map
map

Fig. 4. Illustration of why we propose to optimize the boundary cloud in both
coordinate and spectrum domains. The boundary cloud may have different
coordinate and spectrum distances from the original cloud. Therefore, the
point cloud in the convex position of the coordinate domain may no longer
be a convex position in the spectrum domain and can be well-optimized. In
this manner, we can avoid the local optimal problem in the coordinate domain
by additionally optimizing the cloud in the spectrum domain.

to search for the optimal place so that the perturbation is
the smallest yet imperceptible. Since the boundary cloud has
different coordinate and spectrum distances from its benign
cloud, as shown in Figure 4, this joint walking algorithm
is able to alleviate the local optimal problem caused by the
concave-convex structure of the decision boundary in a certain
domain. During the above optimization process, instead of
using complex normal vectors based binary search walking,
we further propose to exploit geometric information of the
decision boundary to guide the boundary cloud to move along
the curvatures.
Joint coordinate-spectrum walking. The goal of boundary-
cloud optimization is to minimize the distance between the
boundary cloud Pb and the source cloud Ps by moving Pb

along the decision boundary to the optimal place. To achieve
this goal, we design the iterative walking algorithm in both
coordinate and spectrum domains to optimize the point cloud
Pb.

Specifically, we first take the previously obtained Pb as
the initial boundary cloud P

(0)
b . Then, for the next step, we

denote P
(t)
b as the boundary cloud obtained in the t-th walking

iteration, which is exactly on the decision boundary. We aim to
update P

(t)
b to improve the gap between the adversarial and the

true class labels while preserving their geometric distance, so
that we can make P

(t)
b more aggressive with small distortion

and can further move it towards source cloud Ps. In particular,
we first employ the coordinate walking to move P

(t)
b in the

data domain by:

P
(t+1)
b = ϕ(Ps,P

(t)
b ), (8)

where ϕ denotes the walking strategy. Generally, ϕ is defined
as the Monte Carlo method [54] that estimates and utilizes the
gradient vector for optimizing P

(t)
b with normal vector based

binary search strategy.
To alleviate the local optimum problem, in addition to

the coordinate walking strategy, we also conduct a spectrum
walking to bring a great movement for cloud features from the
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Fig. 5. Illustration on our geometry-aware optimization strategy. Specifically,
given the cloud P

(t)
b , we iteratively update and adjust the direction ξt to

search the cloud Pc along the semicircular path until reaching the best
adversarial position P

(t+1)
b .

aspect of the spectral domain so as to escape the convex area
in the data domain. Specifically, we solely replace the point-
wise operation with a frequency-aware operation and maintain
other key-point walking operations:

P
(t+1)
b = IGFT (ϕ(GFT (Ps), GFT (P

(t)
b ))). (9)

By combining two walking operations for multi-step walking,
the spectrum walking is able to perform large movement to
jump out of local optima for a better optimization region, while
the coordinate walking is able to perform slight movement to
gradually fine-tune for acquring the best optimization point in
such region. The optimized point cloud is our final adversarial
sample.
Geometry-aware optimization. In the above joint coordinate-
spectrum walking process, a simple way to achieve the walking
strategy is to utilize the Monte Carlo method with binary
search to define ϕ for boundary cloud optimization. However,
this strategy relies on a large number of cloud queries and is
not efficient. Therefore, we propose to update each step cloud
P

(t)
b solely based on the geometric curvatures of the decision

boundary.
As shown in Figure 5, given the source cloud Ps and

t-th step boundary cloud P
(t)
b , we propose to conduct a

boundary search to obtain a better subsequent boundary cloud
P

(t+1)
b on a semicircular path [50], where P

(t+1)
b has smaller

distance to Ps. Note that, different from [50], we employ
additional normal vector information for better guidance.
Moreover, our semicircular path and corresponding center are
formed between Ps and P

(t)
b , which can be employed in both

coordinate and spectral domains. Specifically, we denote ut

as the direction of P(t)
b from Ps. mt is the estimated normal

direction on P
(t)
b , which is calculated by:

Coordinate: mt =

∑B
i=1 φ(P

(t)
b + vi)vi

||
∑B

i=1 φ(P
(t)
b + vi)vi||2

,

Spectral: mt =

∑B
i=1 φ(IGFT (GFT (P

(t)
b ) + vi))vi

||
∑B

i=1 φ(IGFT (GFT (P
(t)
b ) + vi))vi||2

,

(10)
where vi is the sampled move vector obeying a normal
distribution and B is the corresponding number. Therefore,

Algorithm 1 Geometry-aware Joint Coordinate-Spectrum
Walking

Input: Boundary cloud P
(0)
b , iteration step R, best optimized

cloud list Best = [].
Output: Adversarial cloud
Padv .

1: Best[0] = P
(0)
b ;

2: for t = 1 : R do
3: while True do #conduct coordinate walking
4: initialize ξ

(j−1)
t in data domain;

5: update ξ
(j)
t with P

(j)
c ;

6: if φ(P(j)
c ) + φ(P

(j+1)
c ) = 0 then

7: P
(t+1)
b = P

(j)
c ;

8: break
9: if P(t)

b = P
(t+1)
b then

10: while True do #conduct spectrum walking
11: initialize ξ

(j−1)
t in spectral domain;

12: update ξ
(j)
t with P

(j)
c ;

13: if φ(P(j)
c ) + φ(P

(j+1)
c ) = 0 then

14: P
(t+1)
b = P

(j)
c ;

15: break
16: else
17: Best.append(P(t+1)

b )
18: end
19: Select Padv ∈ Best with the smallest distance;

we obtain the initial search direction ξ
(0)
t to perform a query

for the non-adversarial point cloud P
(0)
c on the semicircle near

the decision boundary in the plane spanned by (ut,mt) by:

ξ
(0)
t =

kut +mt

||kut +mt||2
, (11)

where k = 1
2q , ∀q ∈ N is a search parameter inspired by the

binary search. With the increase of q, the search direction ξ
(0)
t

is getting closer to mt until the searched point cloud P
(0)
c is

non-adversarial. This P
(0)
c can be obtained by:

P(0)
c = Ps + ||P(t)

b −Ps||2(ξ(0)t · ut)ξ
(0)
t . (12)

After finding the non-adversarial P
(0)
c , we then progres-

sively optimize the adversarial cloud along the semicircle to
obtain the best boundary cloud P

(t+1)
b by adjusting ξt. Taking

Figure 5 as an example, we initialize a lower bound direction
ξlower = ξ

(0)
t and an upper bound direction ξupper = ut. Then

during the j-step optimization, we obtain the search direction
ξ
(j)
t =

ξlower+ξupper

||ξlower+ξupper||2 and the cloud P
(j)
c . If φ(P

(j)
c ) = 1,

we adjust ξupper = ξ
(j)
t , else we adjust ξlower = ξ

(j)
t . This

process of reducing the range of the search direction is contin-
ued until obtaining the boundary cloud P

(t+1)
b with a certain

accuracy. One important characteristic of this process is that
it ensures P

(t+1)
b with a reduced perturbation for any query

on the semicircular path. Since this geometry-aware decision
boundary optimization does not rely on a large number of
queries of the previous strategy [23], it is much more efficient
by solely querying on the geometric curvature of the decision



JOURNAL OF LATEX CLASS FILES, VOL. 14, NO. 8, AUGUST 2015 9

2.0 2.5 3.0 3.5 4.0 4.5 5.0
speed (s/sample)

0.02

0.00

0.02

0.04

0.06

0.08

0.10

0.12

0.14
Ch

am
fe

r D
ist

an
ce

FGSMPGD

AdvPC

3D-ADV

LG-GAN

GeoA

SI-ADV (A.Q: 1274)
3DHacker (A.Q: 13392)

Ours (A.Q: 2405)

Fig. 6. Comparisons on inference speed and the perturbation size. Here, the
“speed” denotes the average time for each adversarial point cloud generation,
“A.Q” denotes average queries. Green nodes: White-box attackers; Orange
nodes: Black-box attackers; Red nodes: Hard-label black-box attackers.

boundary. The overall geometry-aware coordinate-spectrum
walking algorithm is detailed in Algorithm 1.

IV. EXPERIMENTS

A. Dataset and 3D Models

Dataset. Following previous works, we use ModelNet40 in our
experiments to evaluate the attack performance. Specifically,
the ModelNet40 dataset consists of 12,311 CAD models from
40 object categories, in which 9,843 models are intended for
training and the other 2,468 for testing. Following the settings
of previous works [10], [21], [42], we also uniformly sample
1024 points from the surface of each object and scale them into
a unit ball. For the adversarial point cloud attacks, we follow
[13], [21] to achieve fair comparison and randomly select 25
instances for each of 10 object categories in the ModelNet40
testing set, which can be well classified by the classifiers of
interest.
3D Models. We use six 3D networks in the 3D computer
vision community as the victim models: PointNet [25], Point-
Net++ [26], DGCNN [35], PAConv [30], SimpleView [60],
and CurveNet [61]. We train them from scratch, and the test
accuracy of each trained model is within 0.1% of the best
accuracy reported in their original articles.

B. Implementation Details

Attack Setup. We follow previous works to utilize the same
targeted attack setting for fair comparison, as it is more chal-
lenging than the untargeted one. As for point cloud spectrum-
fusion, we set K = 10 to build a K-NN graph to conduct GFTs.
To train the discriminator, for each class, we train for 100
epochs with a learning rate of 0.002 using the Adam optimizer.
As for collecting the weight bank, we train each fusion rate
for 50 epochs with a learning rate of 0.001. While generating
the adversarial examples, the weights of Hausdorff distance
loss and L2-Norm loss, i.e., γ1 and γ2 in Eq. 6 are set to 2.0
and 0.5, respectively. The outlier limitation ϵ of Eq. 5. is set to
0.2. We use B= 30

√
t queries to obtain the estimated normal

direction mt in Eq. 10. We conduct R = 100 iteration rounds
during boundary-cloud optimization stage.
Evaluation Metrics. To quantitatively evaluate the effective-
ness of our proposed attack, we measure the perturbation

size via three metrics: (1) L2-norm distance Dnorm, which
measures the squared root of the sum of squared shifting
distance; (2) Chamfer distance Dc [51], which measures the
average squared distance between each adversarial point and
its nearest original point; (3) Hausdorff distance Dh [52],
which measures the maximum squared distance between each
adversarial point and its nearest original point and is thus
sensitive to outliers.

C. Evaluation on Our Hard-Label Attack

Quantitative Comparison. To investigate the effectiveness
of our proposed hard-label black-box attack, we compare
our method with ten existing white-box adversarial attacks
(including FGSM [55], PGD [1], AdvPC [56], 3D-ADVp

[13], LG-GAN [9], GeoA3 [10], SI-Advw [14], HIT-Adv [57],
NoPain [58], CoSA [59]) and one black-box adversarial attack
(SI-Advb [14]) for quantitative comparison, where we measure
their perturbation in the data domain with three evaluation
metrics when these methods reach 100% of attack success
rate (ASR). We also report our previous conference version
[23] for comparison. We implement the above attacks on six
3D models, and the corresponding results are presented in
Table II. From this table, we see that our proposed attack
achieves smaller perturbation sizes than the black-box model
and achieves very competitive results with white-box models.
Note that, our hard-label black-box setting is much harder to
achieve success since it has no information on model details
(white box) and output logits (black box). Since our attack
method conducts global perturbations to original point clouds
which possess a strong potential to confuse the victim models
with a structure distortion, these global perturbations produce
a higher Chamfer distance Dc compared with 3D-ADVp and
SI-Adv, because Dc measures the average squared distance
between each adversarial point and its nearest original point
and we modify all the points leading to a large sum of
displacements. Instead, attacking by modifying a few points
in 3D-ADVp has the advantage in Dc because most of the
distance is equal to 0. However, our method performs better
in Dh since we conduct relatively average perturbations to the
point cloud, which does not count on a few outliers to confuse
the victim models, leading to imperceptibility and having the
potential to bypass the outlier detection defense. Moreover,
compared to our previous conference version 3DHacker [23],
our new version introduces a more effective learnable fusion
module and a better geometry-aware optimization strategy,
which improves the quality and imperceptibility of the ad-
versarial example, leading to lower perturbation sizes.
Efficiency Comparison. Solely conducting the quantitative
comparison to evaluate the effectiveness is not enough, since
efficiency is also important in measuring the practicability of
attack methods in real-world scenarios. Therefore, we also
provide the running-time experiments to evaluate the attack
efficiency of different attack methods. As shown in Figure 6,
our running time is very competitive to the black-box model
since our optimization steps can also be efficiently achieved.
Also, our required average query number is also competitive
compared to black-box attacks. Some white-box models are
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TABLE II
COMPARATIVE RESULTS ON THE PERTURBATION SIZES OF ADVERSARIAL POINT CLOUDS GENERATED BY DIFFERENT ATTACK METHODS UNDER 100%

ASR.

Setting Attack Model Details ASR(%) PointNet [25] PointNet++ [26] DGCNN [35]
Para. Logits Dh Dc Dnorm Dh Dc Dnorm Dh Dc Dnorm

White-Box

FGSM [55] ✓ ✓ 100 0.1853 0.1326 0.7936 0.2275 0.1682 0.8357 0.2506 0.1890 0.8549
PGD [1] ✓ ✓ 100 0.1322 0.1329 0.7384 0.1623 0.1138 0.7596 0.1546 0.1421 0.7756

AdvPC [56] ✓ ✓ 100 0.0343 0.0697 0.6509 0.0429 0.0685 0.6750 0.0148 0.0623 0.6304
3D-ADVp [13] ✓ ✓ 100 0.0105 0.0003 0.5506 0.0381 0.0005 0.5699 0.0475 0.0005 0.5767
LG-GAN [9] ✓ ✓ 100 0.0362 0.0347 0.7184 0.0407 0.0238 0.6896 0.0348 0.0119 0.8527
GeoA3 [10] ✓ ✓ 100 0.0175 0.0064 0.6621 0.0357 0.0198 0.6909 0.0402 0.0176 0.7024

SI-Advw [14] ✓ ✓ 100 0.0204 0.0002 0.7614 0.0310 0.0004 1.2830 0.0127 0.0006 1.1120
HIT-Adv [57] ✓ ✓ 100 0.0271 0.0039 0.8519 0.0321 0.0052 0.9124 0.0245 0.0048 0.8876
NoPain [58] ✓ ✓ 100 0.0152 0.0022 0.7015 0.0284 0.0035 0.8241 0.0189 0.0028 0.7356
CoSA [59] ✓ ✓ 100 0.0107 0.0017 0.6816 0.0255 0.0026 0.7892 0.0114 0.0019 0.7022

Black-Box SI-Advb [14] × ✓ 100 0.0431 0.0003 0.9351 0.0444 0.0003 1.0857 0.0336 0.0004 0.9081
Hard-Label
Black-Box

3DHacker [23] × × 100 0.0136 0.0017 0.8561 0.0245 0.0023 0.9324 0.0129 0.0026 0.9030
Ours × × 100 0.0123 0.0011 0.8112 0.0209 0.0015 0.8871 0.0125 0.0024 0.7568

Setting Attack Model Details ASR(%) PAConv [30] SimpleView [60] CurveNet [61]
Para. Logits Dh Dc Dnorm Dh Dc Dnorm Dh Dc Dnorm

White-Box

FGSM [55] ✓ ✓ 100 0.1769 0.1318 0.7852 0.2014 0.1688 0.8247 0.2291 0.1806 0.8325
PGD [1] ✓ ✓ 100 0.1246 0.1159 0.7231 0.1428 0.1235 0.6980 0.1307 0.1316 0.7432

AdvPC [56] ✓ ✓ 100 0.0276 0.0623 0.6431 0.0395 0.0697 0.6428 0.0259 0.0647 0.6530
3D-ADVp [13] ✓ ✓ 100 0.0039 0.0003 0.5071 0.0348 0.0007 0.5325 0.0446 0.0005 0.5612
LG-GAN [9] ✓ ✓ 100 0.0358 0.0314 0.7022 0.0367 0.0201 0.6639 0.0315 0.0107 0.8143
GeoA3 [10] ✓ ✓ 100 0.0159 0.0058 0.6341 0.0285 0.0173 0.7172 0.0396 0.0184 0.6833

SI-Advw [14] ✓ ✓ 100 0.0097 0.0004 0.6920 0.0256 0.0014 2.1522 0.0199 0.0006 0.9803
HIT-Adv [57] ✓ ✓ 100 0.0142 0.0042 0.8415 0.0289 0.0062 0.9541 0.0233 0.0051 0.9214
NoPain [58] ✓ ✓ 100 0.0084 0.0018 0.7236 0.0212 0.0028 0.8152 0.0155 0.0022 0.8041
CoSA [59] ✓ ✓ 100 0.0052 0.0012 0.6582 0.0185 0.0021 0.7514 0.0122 0.0018 0.7135

Black-Box SI-Advb [14] × ✓ 100 0.0449 0.0004 1.3386 0.0469 0.0010 1.8754 0.0453 0.0004 1.4336
Hard-Label
Black-Box

3DHacker [23] × × 100 0.0046 0.0014 0.9444 0.0136 0.0029 1.6150 0.0125 0.0022 1.2332
Ours × × 100 0.0037 0.0012 0.8579 0.0112 0.0021 1.4286 0.0103 0.0015 1.2171
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Fig. 7. Visualization results of adversarial samples generated by different attack methods. Here, we compare our attack with the SOTA attack methods SI-Adv
[14] and 3DHacker [23]. We can find that our samples keep better geometric shapes with less outliers.

the most time-consuming since they need complicated back
propagation through the victim model. GeoA and 3D-ADV
achieve the fastest speed as their optimization strategies are
simple. Compared to our previous version 3DHacker, our new
attack method is more efficient as we design a geometry-aware
optimization strategy instead of using the time-consuming
normal-vector-based binary search strategy.

Discussion: The query budget is a pivotal metric for evaluat-
ing the real-world threat of 3D adversarial attacks, as it directly
determines the feasibility of an attack in restricted environ-
ments. Our focus on minimizing queries (2405 vs. 13392) is
grounded in several critical industry-relevant scenarios. First,
commercial 3D cloud services—such as the Google Cloud
3D Data API [66] and Sketchfab [67]—provide widespread
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Fig. 8. Visualization results of adversarial samples generated by different fusion methods. Here, we list four fusion variants: (1) Learnable fusion with
low-frequency constraint; (2) Learnable fusion without fusion constraint; (3) Fixed fusion; (4) Random fusion.

TABLE III
RESISTANCE OF THE BLACK-BOX ATTACKS ON DEFENDED POINT CLOUD MODELS.

Defense Attack PointNet [25] PointNet++ [26] DGCNN [35]
ASR(%) Dh Dc Dnorm ASR(%) Dh Dc Dnorm ASR(%) Dh Dc Dnorm

UPP [62]
SI-Advb [14] 70.4 0.0462 0.0014 2.8105 61.2 0.0489 0.0019 2.8431 58.3 0.0441 0.0018 1.6924

3DHacker [23] 80.2 0.0152 0.0019 1.4210 72.5 0.0284 0.0032 1.4022 68.9 0.0225 0.0035 1.5204
Ours 88.1 0.0135 0.0012 1.0924 81.4 0.0261 0.0018 1.0855 78.2 0.0194 0.0026 1.1837

N2S3D [63]
SI-Advb [14] 65.8 0.0435 0.0013 2.9014 55.4 0.0452 0.0022 1.5230 50.7 0.0385 0.0012 1.7542

3DHacker [23] 78.4 0.0112 0.0025 1.3250 70.1 0.0235 0.0045 1.4128 75.6 0.0142 0.0034 1.3025
Ours 91.2 0.0104 0.0015 0.9542 84.5 0.0205 0.0025 1.0931 85.4 0.0131 0.0028 1.0824

LPC [64]
SI-Advb [14] 82.1 0.0458 0.0012 2.7804 72.4 0.0473 0.0014 2.7635 65.3 0.0421 0.0016 1.5804

3DHacker [23] 84.5 0.0146 0.0018 1.3519 75.8 0.0270 0.0029 1.3782 71.8 0.0213 0.0031 1.4652
Ours 89.2 0.0131 0.0011 1.0857 82.3 0.0254 0.0016 1.0542 79.6 0.0188 0.0024 1.1359

SOR [65]
SI-Advb [14] 89.7 0.0420 0.0009 3.0193 78.9 0.0436 0.0025 1.3843 72.0 0.0341 0.0009 1.6480

3DHacker [23] 90.4 0.0100 0.0023 1.2486 82.7 0.0218 0.0043 1.3759 85.4 0.0124 0.0031 1.2387
Ours 93.8 0.0109 0.0013 0.9262 86.0 0.0213 0.0021 1.0644 88.3 0.0120 0.0025 1.0536

Drop(30%)
SI-Advb [14] 96.9 0.0426 0.0003 1.3680 70.1 0.0473 0.0023 1.4538 71.2 0.0400 0.0004 0.8598

3DHacker [23] 97.2 0.0179 0.0016 0.8391 71.3 0.0298 0.0031 1.2810 78.5 0.0195 0.0033 1.1742
Ours 99.1 0.0138 0.0012 0.8237 76.5 0.0247 0.0020 1.0236 85.7 0.0163 0.0025 0.7942

Drop(50%)
SI-Advb [14] 93.6 0.0420 0.0002 1.3844 67.6 0.0501 0.0013 1.9193 75.2 0.0358 0.0004 0.6992

3DHacker [23] 95.4 0.0182 0.0023 0.8328 77.4 0.0285 0.0032 1.4735 76.8 0.0172 0.0036 1.2914
Ours 97.3 0.0146 0.0015 0.8194 82.8 0.0239 0.0016 1.1348 84.5 0.1437 0.0026 0.8231

Defense Attack PAConv [30] SimpleView [60] CurveNet [61]
ASR(%) Dh Dc Dnorm ASR(%) Dh Dc Dnorm ASR(%) Dh Dc Dnorm

UPP [62]
SI-Advb [14] 72.5 0.0485 0.0018 2.7104 70.2 0.0512 0.0024 3.1205 68.5 0.0452 0.0016 2.8231

3DHacker [23] 85.4 0.0145 0.0019 1.4502 82.3 0.0185 0.0035 1.9542 81.7 0.0168 0.0042 1.5432
Ours 92.5 0.0068 0.0015 1.0531 91.2 0.0142 0.0021 1.5242 87.4 0.0135 0.0015 1.2854

N2S3D [63]
SI-Advb [14] 68.4 0.0384 0.0006 2.1524 62.5 0.0402 0.0012 3.2452 60.4 0.0384 0.0009 2.6843

3DHacker [23] 82.1 0.0035 0.0014 0.7542 80.4 0.0102 0.0042 1.2531 78.5 0.0112 0.0031 1.3250
Ours 94.6 0.0029 0.0013 0.6841 92.1 0.0094 0.0028 1.1205 89.2 0.0125 0.0018 1.2140

LPC [64]
SI-Advb [14] 85.3 0.0478 0.0015 2.6436 82.4 0.0490 0.0021 2.9834 80.2 0.0439 0.0014 2.7028

3DHacker [23] 87.9 0.0132 0.0017 1.3695 88.1 0.0167 0.0031 1.8915 84.5 0.0151 0.0036 1.4257
Ours 93.1 0.0063 0.0014 1.0240 93.5 0.0136 0.0019 1.4893 89.6 0.0125 0.0013 1.2392

SOR [65]
SI-Advb [14] 94.4 0.0359 0.0005 1.9640 95.2 0.0375 0.0009 3.1333 88.8 0.0351 0.0007 2.5402

3DHacker [23] 95.5 0.0028 0.0011 0.6744 93.6 0.0083 0.0034 1.0873 89.2 0.0095 0.0023 1.1752
Ours 97.7 0.0027 0.0012 0.6549 97.3 0.0089 0.0024 1.0837 94.0 0.0114 0.0015 1.1563

Drop(30%)
SI-Advb [14] 73.6 0.0402 0.0005 1.1979 56.8 0.0411 0.0010 1.2577 71.2 0.0400 0.0008 1.4630

3DHacker [23] 95.2 0.0061 0.0017 0.8290 91.2 0.0092 0.0042 0.9638 82.5 0.0157 0.0034 0.8598
Ours 96.4 0.0043 0.0015 0.7964 94.9 0.0083 0.0025 0.9594 88.3 0.0126 0.0008 0.8469

Drop(50%)
SI-Advb [14] 84.8 0.0390 0.0004 0.8537 68.8 0.0368 0.0006 0.9119 79.2 0.0392 0.0007 1.1759

3DHacker [23] 93.8 0.0136 0.0022 0.7261 97.6 0.0066 0.0037 0.7570 83.4 0.0186 0.0031 0.7558
Ours 96.2 0.0069 0.0017 0.7970 98.2 0.0070 0.0023 0.7459 90.5 0.0157 0.0016 0.8322

3D recognition and processing capabilities. These platforms
typically implement rate-limiting or anomaly detection mech-
anisms to block brute-force adversarial probing. Consequently,

a low-query attack like ours is essential for performing
stealthy and cost-effective security auditing without trigger-
ing defensive alarms. Second, in safety-critical systems like
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autonomous driving [68], [69], which rely on LiDAR-based
perception, security assessments must be conducted within
millisecond-level windows. A reduced query budget directly
translates to faster execution, which is vital for evaluating the
instantaneous robustness of perception models under dynamic,
rapidly changing conditions. Our approach enables effective
vulnerability detection without exhaustive computational or
energy consumption, making it a highly practical proxy for
assessing the security of 3D sensors in embedded and real-
time applications.
Visualization Results. We provide visualization on adversarial
samples generated by our attack, SI-Advw [14] (white box
attack), SI-Advb [14] (black box attack) and 3DHacker [23] on
the PointNet model in Figure 7. We observe that our generated
adversarial point clouds exhibit similar geometric structures
to their corresponding benign point clouds, i.e., the attacks
are quite imperceptible to humans. Besides, our adversarial
examples have no outliers or uneven point distributions in the
local area compared to SI-Adv and 3DHacker. This validates
that our hard-label black-box attack can still produce high-
quality adversarial samples compared to previous white- and
black-box attacks, and is able to alleviate the outlier point
problems and produce more imperceptible adversarial samples.

We also provide the results of adversarial samples generated
by different fusion methods in Figure 8. Here, we investigate
the effectiveness of our proposed learnable fusion strategy.
From this figure, we observe that fixed fusion rate [23] and ran-
dom fusion rate result in low-quality adversarial examples with
geometric distortion and outliers. Compared to them, learnable
fusion leads to better attack performance by preserving more
geometric characteristics of the source cloud, demonstrating
the effectiveness of the learnable fusion strategy. Moreover,
since the low-frequency components of an object characterize
the basic shape information while the high-frequency com-
ponents encode fine details and noise, the learnable fusion
performance with the low-frequency constraint achieves higher
imperceptibility by limiting the noise within high-frequency
components.

D. Analysis on Robustness of Our Hard-Label Attack

To evaluate the robustness of our proposed attack against
different adversarial defenses, we conduct experiments on five
widely used defense methods: Lattice Point Classifier (LPC)
[64], Statistical Outlier Removal (SOR) [65], Simple Random
Sampling (SRS) [55], denoising-based defenses UPP [62] and
N2S3D [63]. In particular, following the defense experiments
setting on SRS in [14], we conduct SRS by randomly dropping
30% and 50% of input points respectively. As shown in
Table III, (1) As for the LPC defense, our proposed attack
achieves a better attack performance than SI-Advb [14] and
3DHacker [23] in almost all metrics as we generate the
adversarial sample with high similarity to the original one in
both geometric topology and local point distributions. (2) We
also find that our attack can achieve a higher attack success
rate than SI-Advb and 3DHacker when attacking the model
protected by SOR. This is because our method alleviates the
outlier point problems and selects the best adversarial samples

TABLE IV
COMPREHENSIVE EVALUATION OF QUERY EFFICIENCY ACROSS VARIOUS

VICTIM MODELS. QUERY COSTS ARE DECOMPOSED INTO THE INITIAL
BOUNDARY SEARCH (INIT. Q) AND ITERATIVE OPTIMIZATION (OPT. Q)

STAGES.

Victim Model ASR (%) Query Efficiency (Avg. Count)
Init. Q Opt. Q Total Q

PointNet 100 124 2281 2405
PointNet++ 100 156 2644 2800
DGCNN 100 142 2518 2660

TABLE V
ANALYSIS OF THE RELATIONSHIP BETWEEN QUERY BUDGET AND ATTACK

QUALITY ON POINTNET.

Query Budget ASR (%) Hausdorff (Dh) Chamfer (Dc)
500 82.4 0.0354 0.0058

1000 94.2 0.0216 0.0024
2000 100 0.0148 0.0016
2405 100 0.0123 0.0011
4000 100 0.0105 0.0009

TABLE VI
COMPARATIVE RESULTS USING MORE LOCAL METRICS ON POINTNET.

Setting Attack ASR(%) GR Curv EMD
(10−2) (10−2)

White-Box

FGSM [55] 100 0.524 6.120 6.842
PGD [1] 100 0.406 5.681 5.705

AdvPC [56] 100 0.325 1.450 3.124
3D-ADVp [13] 100 0.388 4.210 4.850
LG-GAN [9] 100 0.284 0.842 2.650
GeoA3 [10] 100 0.215 0.348 2.415

SI-Advw [14] 100 0.183 0.276 0.783
Black-Box SI-Advb [14] 100 0.205 0.312 0.942
Hard-Label
Black-Box

3DHacker [23] 100 0.224 0.385 0.950
Ours 100 0.192 0.284 0.811

with the smallest perturbations, while SI-Advb still suffers
from the perturbed point of outlier in the sharp component
and 3DHacker is limited to the coarsely generated shape due
to the fixed fusion. (3) As for SRS defense, our attack achieves
a better attack performance than the compared methods as
we generate the adversarial sample with high similarity to
the original one in both geometric topology and local point
distributions. Since SI-Adv utilizes contextual model details
to carefully design the perturbations, their Dc metrics are
relatively smaller. However, our attack still achieves very
competitive Dc while achieving much smaller Dh and Dnorm

compared to SI-Adv. (4) As for denoising-based defenses UPP
and N2S3D, our attack still shows better performance than
other attacks against them, indicating our robustness. Overall,
our attack is much more robust to existing defense strategies,
thus demonstrating its strength.
Evaluations on Local Preservation. We further report more
local structure metrics: surface curvature (Curv) [10], geomet-
ric regularity (GR) [10], and earth mover’s distance (EMD) for
evaluations in Table VI. It shows that our attack also achieves
great local structure preservation.

E. Analysis of Query Cost

We also provide a comprehensive and systematic analysis of
query efficiency from multiple perspectives, including average
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TABLE VII
MAIN ABLATION STUDY ON DIFFERENT COMPONENTS OF THE PROPOSED HARD-LABEL BLACK-BOX ATTACK METHOD.

Boundary Cloud Generation Boundary Cloud Optimization PointNet [25] PAConv [30]
Spectrum Learnable Joint Geometric ASR(%) Dh Dc Dnorm ASR(%) Dh Dc DnormGuidance Fusion Optimization Walking

1. × × × × 82.8 0.0634 0.0143 2.3117 79.4 0.0413 0.0107 1.8584
2. ✓ × × × 83.5 0.0274 0.0094 1.2496 72.9 0.0098 0.0055 1.3108
3. ✓ × ✓ × 92.7 0.0144 0.0024 1.0517 94.1 0.0056 0.0029 1.1033
4. ✓ ✓ × × 95.1 0.0207 0.0065 1.0741 97.4 0.0073 0.0043 1.0217
5. ✓ ✓ ✓ × 100 0.0141 0.0018 0.9243 100 0.0042 0.0023 0.9931
6. ✓ × ✓ ✓ 100 0.0155 0.0023 0.8973 100 0.0051 0.0030 0.9393
7. ✓ ✓ ✓ ✓ 100 0.0123 0.0011 0.8112 100 0.0037 0.0012 0.8579

query cost, stage-wise query decomposition, and the relation-
ship between query budget and attack quality. As shown in
Table IV, our method achieves a low average query cost across
different victim models. These results demonstrate that our
method can consistently achieve highly effective attacks with a
relatively small number of queries, highlighting its practicality
in hard-label black-box settings. We further decompose the
total query cost into two stages: the Initial Boundary Search
(Init. Q) and Iterative Optimization (Opt. Q). The results show
that the initialization stage requires only a small fraction of
the total queries, while the majority of queries are spent on
iterative optimization. To further analyze the efficiency of
query utilization, we report the relationship between query
budget and attack performance in Table V. As the query
budget increases, both Hausdorff distance and Chamfer dis-
tance consistently decrease, showing that additional queries
are effectively used to refine perturbations rather than merely
increasing the success rate. Average query 2405 is effective
enough to achieve our best performance by balancing the
performance and efficiency.

F. Ablation Study
1) Main ablation: To analyze how each component con-

tributes to the whole attack method, we conduct a main abla-
tion study to validate the effectiveness of different components
(i.e., boundary cloud generation and optimization) on both
PointNet and PAConv victim models, as shown in Table VII.
We start from the baseline model (line 1) which does not
utilize learnable spectrum fusion and the geometric spectrum
walking strategies. Instead, the baseline model solely utilizes
coordinate fusion and walking strategies with fixed fusion rates
to directly generate the adversarial point clouds. Experimental
results show that the baseline model achieves low attack
success rates and large perturbation sizes. By applying the
spectrum fusion (line 2) to the baseline model, the attack
performance increases a lot, demonstrating that spectrum
fusion is able to alleviate the geometric distortion compared
to coordinate fusion. By further applying the learnable fusion
strategy and spectrum walking strategies (lines 3 and 4) to the
second variant (line 2), the quality of our generated adversarial
samples is improved. It validates that the learnable fusion is
able to keep better geometric shape of the original point cloud
compared to the fixed fusion while the additional spectrum
fusion is able to alleviate the local optimum caused by the
coordinate fusion. Lines 5-7 also demonstrate the effectiveness
of our newly designed geometric-aware walking strategy for

TABLE VIII
ABLATION ON THE BOUNDARY CLOUD GENERATION ON THE POINTNET

MODEL.

Component Variants ASR(%) Dh Dc Dnorm

Fusion
Strategy

Spectrum Fusion 100 0.0123 0.0011 0.8112
Coordinate Fusion 82.4 0.0354 0.0103 1.8373

Random Perturbation 86.1 0.0371 0.0079 1.6417

Fusion
Weight

Learnable Weight+Bank 100 0.0123 0.0011 0.8112
Learnable Weight 100 0.0117 0.0010 0.8154

Fixed Weight 92.7 0.0137 0.0022 1.0157
Training
of Fusion
Module

Instance-guided 100 0.0123 0.0011 0.8112
Class-guided 100 0.0128 0.0014 0.8231

Dataset-guided 96.7 0.0134 0.0023 0.9841

TABLE IX
ANALYSIS OF THE FUSION WEIGHT BANK ON THE POINTNET MODEL.

“TIME” DENOTES THE AVERAGED TIME FOR GENERATING ONE SAMPLE,
“MEMORY” MEANS THE GPU MEMORY COST.

Variants Dh Dc Dnorm Time↓ Memory↓
with bank 0.0123 0.0011 0.8112 2.42s 14791M

without bank 0.0117 0.0010 0.8154 14.67s 23018M

optimizing the boundary cloud along the decision boundary.
Overall, the whole framework with learnable spectrum fusion
and the geometry-aware joint coordinate-spectrum optimiza-
tion strategies achieves the best performance.

2) Ablation on the boundary cloud generation: Investiga-
tion on different fusion strategies. To verify the effects of
our proposed spectrum fusion method in the boundary cloud
generation stage, we conduct the experiments by replacing
the spectrum fusion method with different strategies while
maintaining the latter procedure and settings in the boundary
cloud optimization stage the same. Specifically, two general
strategies are compared: traditional coordinate fusion (which
fuses the source-cloud and target-cloud in the coordinate
space with proper fusion rate) and simple random perturbation
(which directly adds point-wise noise to the source-cloud to
reach the decision boundary). As shown in Table VIII, our
spectrum fusion achieves the smallest perturbations than other
strategies in all metrics. This is because: (1) coordinate fusion
will destroy the geometric structure by averaging different
shapes of 3D objects; (2) random perturbation will lead
to outliers and uneven point distribution without geometric
awareness.
Investigation on different designs of fusion weights. We
also investigate the effectiveness of the design of our learnable
fusion weights. As shown in Table VIII, directly utilizing
fixed fusion weight results in worse attack performance with
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TABLE X
ABLATION STUDY ON DIFFERENT STRATEGIES FOR FUSION WEIGHT α
SELECTION ON POINTNET. “A.Q.” DENOTES THE AVERAGE QUERIES

REQUIRED TO REACH 100% ASR OR THE MAXIMUM ITERATION LIMIT.

Strategy ASR(%) Dh Dc Dnorm A.Q. ↓
Random Sampling 86.4 0.0382 0.0081 1.6842 10540

Grid Search 93.1 0.0132 0.0020 1.0148 7812
Ours (Discriminator) 100 0.0123 0.0011 0.8112 2405

larger perturbation size. This is because the fixed weight is
not suitable for all possible fusion cases of different object
classes. By replacing the fixed fusion weight with the learnable
one, our attack performance increases a lot. We observe that
the “Learnable Weight+Bank” variant achieves very similar
performance as the “Learnable Weight” variant, where the
former collects the learnable weights of each specific class-
guided fusion case during the training and utilizes them
from the bank during the inference while the latter predicts
the learnable weights in both training and inference stages.
This demonstrates that the fusion weights of the same class
share similar characteristics, which represent the same class-
sensitive tolerance to the noise when we add the target
clouds to this class-specific point cloud. Although directly
utilizing “Learnable Weight” can achieve more fine-grained
performance, it will cost much time and memory during the
inference, as shown in Table IX. Therefore, we utilize the
“Learnable Weight+Bank” variant as our pipeline.
Investigation on different training principles of fusion
module. At last, we investigate the effect of different training
principles of the fusion module. To be specific, we conduct
three ablation variants to generate different kinds of learn-
able fusion weights, as shown in Table VIII. The “instance-
guided” variant means that we generate the fusion weights
of each point-cloud pair during the training and randomly
sample one of them to fuse the point-cloud pair of the
same class during the inference. The “class-guided” variant
means that we generate the fusion weight for the entire class
samples. The “datasets-guided” variant means that we generate
a fusion weight for all point-cloud pairs without considering
their classes. Results show that the “datasets-guided” variant
achieves the worst performance as it is similar to the strategy
of fixed fusion weight. The “instance-guided” variant achieves
better attack performance than the “class-guided” variant since
it collects more specific fusion cases of the same class objects.
Table X also demonstrates that our training process of the
discriminator is essential, as it is more explicit and effective
than grid search and random sampling to learn adaptive and ap-
propriate weights for efficiently generating high-imperceptible
boundary point clouds.

3) Ablation on the boundary cloud optimization: Investi-
gation on different walking strategies. In the boundary cloud
optimization stage, we design a spectrum walking method
in addition to the coordinate one to jump out of the local
optimum. To investigate the effect of this spectrum walking
strategy, as shown in Table XI, we remove one of them to
conduct the ablations for comparison. From this table, without
spectrum walking, the attack process is easily trapped into
the local optimum, resulting in larger perturbations. Without

TABLE XI
ABLATION ON THE BOUNDARY CLOUD OPTIMIZATION ON THE POINTNET

MODEL.

Component Variants ASR(%) Dh Dc Dnorm

Walking
Strategy

Joint Walking 100 0.0123 0.0011 0.8112
only Coordinate 93.1 0.0253 0.0023 1.0784
only Spectrum 90.7 0.0384 0.0038 1.7902

Optimization
Strategy

Geometry-aware 100 0.0123 0.0011 0.8112
Binary Search 100 0.0141 0.0018 0.9243

Iteration
Round

R=30 100 0.0273 0.0035 1.2807
R=70 100 0.0139 0.0015 0.8710

R=100 100 0.0123 0.0011 0.8112
R=130 100 0.0121 0.0011 0.8079

TABLE XII
ANALYSIS OF THE GEOMETRY-AWARE OPTIMIZATION ON THE POINTNET

MODEL.

Variants Query Number↓ Iteration Step↓ Time↓
Geometry-aware 2405 100 2.42s
Binary Search 13392 200 21.8s

coordinate walking, it is hard to constrain the point-wise
imperceptibility during the optimization process, thus achiev-
ing the worst performance. By utilizing both of them, our
model can preserve both high imperceptibility and geometric
smoothness. This further demonstrates the effectiveness of our
proposed joint coordinate-spectrum walking strategy.
Investigation on different optimization strategies. We also
investigate the effectiveness of our proposed geometry-aware
optimization strategy. We compared our geometry-aware strat-
egy with the traditional normal-vector-based binary search
strategy in Table XI. We find that our optimization strategy
is able to achieve better attack performance (i.e., lower pertur-
bation size). The reason is: As for the binary search strategy,
due to the limited query budget and the non-linearity of the
boundary, the estimated normal vector may be inaccurate
and result in wrong predictions. Instead, our geometry-aware
optimization strategy is to adjust the boundary cloud along
a semicircular path based on the accurate curvature contexts
of the surface. Therefore, the boundary cloud can be better
optimized to achieve high quality. Moreover, as shown in
Table XII, estimating normal vectors is time-consuming as it
needs to generate multiple queries. In comparison, our strategy
solely relies on the geometric curvature contexts for optimizing
the point cloud along the decision boundary, significantly
increasing the query efficiency.
Sensitivity on the iteration rounds. As shown in Table XI,
we further conduct the ablation on the iteration rounds of
the boundary cloud optimization. Our model achieves the best
performance when the iteration step R is set to 130. However,
the model with R = 130 is slightly better than the model
with R = 100, but results in much more time consumption.
To balance both the performance and time cost, we choose
R = 100 in all our experiments. Visualizations on adversarial
point clouds generated by variants of different optimization
steps are shown in Figure 9.

4) Sensitive to other hyperparameters: To further in-
vestigate the design choice of the KNN graph construction
and the frequency band, we conduct a sensitivity analysis
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Fig. 9. Visualization results of adversarial samples generated by different optimization steps.

TABLE XIII
SENSITIVITY ANALYSIS ON THE KEY PARAMETERS OF KNN GRAPH
CONSTRUCTION AND SPECTRAL ENERGY SPLIT ON THE POINTNET

MODEL.

Parameter Variants ASR(%) Dh Dc Dnorm

Number of
Neighbors K

K = 5 98.2 0.0145 0.0018 0.9324
K = 10 100 0.0123 0.0011 0.8112
K = 20 100 0.0128 0.0013 0.8245
K = 30 100 0.0135 0.0016 0.8510

Spectral
Energy
Split

(75%, 90%) 100 0.0123 0.0011 0.8112
(73%, 90%) 100 0.0128 0.0011 0.8153
(77%, 90%) 100 0.0121 0.0011 0.8136
(75%, 88%) 100 0.0126 0.0009 0.8118
(75%, 92%) 100 0.0142 0.0016 0.8164

on the number of neighbors K in KNN graph construction
and the spectral energy split ratios in spectral decomposition,
as shown in Table XIII. (1) Number of Neighbors K: We
evaluate K values ranging from 5 to 30. Our method achieves
the best overall performance at K = 10, which provides
a stable local graph structure for geometry-aware gradient
estimation, demonstrating the robustness of our graph-based
representation. (2) Spectral Energy Split: Previous works [49]
find that point clouds have almost 75% of energy within the
lowest 100 frequencies and almost 90% of energy within
the lowest 400 frequencies. By testing various low-and-high
frequency split ratios, following [49], we confirm that the
setting of (75%, 90%) serves as an optimal configuration
for spectral decomposition. It consistently yields the most
balanced results across Dh and Dc, effectively capturing the
essential manifold features for black-box optimization. Slight
variations in these ratios do not lead to significant performance
degradation, which validates that our spectral guidance is ro-
bust and generalizes well across different frequency boundary
definitions.
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Fig. 10. Comparison on the 2D hard-label setting.
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Fig. 11. 3D attack comparison on more 3D datasets.

G. Other ablations

Effect of our 3D hard-label pipeline. Since existing 3D
attacks rely on either model parameters or output logits,
they cannot be adapted to hard-label setting for comparison.
Therefore, we re-implement two 2D hard-label settings (i.e.,
Chen et al. [48] and Li et al. [17]) into 3D domain to evaluate
our 3D hard-label pipeline. As shown in Figure 10, our method
performs much better, demonstrating that directly applying the
2D decision boundary mechanism to the 3D domain is not
effective.
Comparison on more datasets. To further validate the ro-
bustness of our proposed attack method, we implement the
compared methods on more 3D datasets (i.e., ShapeNetPart
and ScanObjectNN [36]). As shown in Figure 11, our method
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achieves better attack performance than the SOTA methods,
demonstrating its effectiveness.

V. CONCLUSION

In this paper, we introduce a new yet challenging 3D
attack setting, i.e., attacking point clouds with black-box
hard labels. To address this practical setting, we propose a
novel attack method based on our newly designed decision
boundary algorithm, which adopts learnable spectrum fusion
to generate boundary clouds with high imperceptibility and
employs a joint coordinate-spectrum walking strategy to move
the boundary clouds along the decision boundary for further
optimization with trivial perturbations. During the optimiza-
tion process, we also propose to update the boundary cloud
by solely considering the geometric curvature information of
the decision boundary. Experimental results demonstrate the
vulnerability of popular 3D models to our proposed attack
and validate the robustness of our adversarial point clouds.
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