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Abstract

In recent years, the transformative evolution of cloud computing has reshaped organizational practices by enabling the
outsourcing of web service applications. This shift has led to the emergence of the cloud environment, characterized by the
involvement of Cloud Service Providers (CSPs) and intelligent applications. Cloud Service Composition (CSC) has become
pivotal in this context, playing a crucial role in enhancing efficiency, Quality of Service (QoS), and customer satisfaction
through the aggregation of diverse Cloud Services (CSs) to create composite services. However, the vast array of available
CSs presents a challenge in efficiently addressing specified QoS requirements, turning CSC into a recognized NP-hard prob-
lem. Existing solutions, often involving third-party brokers, struggle with scalability in large-scale systems and overlook
crucial security concerns. To address these limitations, we propose the Hierarchical Service Composition (HSC) approach,
leveraging blockchain and federated learning to minimize computational complexity. The integration of Blockchain-enabled
Federated Learning (BFL) facilitates machine learning model training with decentralized data, ensuring practicality and
fairness. HSC comprises an initialization phase and two selection layers. The first selection layer enables each CSP to effi-
ciently select services using a pre-trained model, while the second selection layer employs a blockchain-based QoS-aware
mechanism for the final composition result, addressing privacy concerns. HSC introduces a novel framework, collaborative
service selection methods, and a smart selection algorithm, demonstrating remarkable composition efficiency in extensive
simulations compared to the baseline approach.

Keywords Service composition - Blockchain - Federated learning - Model-based

1 Introduction

In recent years, cloud computing has undergone a transform-
ative evolution in the realm of information technology-based
< Yao Zhao organizations. This evolution has enabled organizations to
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outsource web service applications, leading to a paradigm
shift in established practices [1]. The cloud environment has
redefined the deployment of web services, involving Cloud
Service Providers (CSPs) and intelligent applications distrib-
uted over the internet. Several compelling factors drive the
preference for cloud computing over traditional server-based
computing, including cost efficiency, high speed, global
scalability, enhanced productivity, superior performance,
and reliability [2]. The multi-cloud environment involves the
simultaneous utilization of multiple Cloud Services (CSs)
offered by various CSPs and equipped with different set-
tings, delivering a diverse set of services through a process
known as Cloud Service Composition (CSC). Take Fig. 1 as
an example: five CSPs collaborate to create a cloud-based
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Fig.1 Real example of cloud service composition. Five CSPs,
labelled from CSP; to CSPs, offer various concrete services. For
example, CSP, provides CS|; and CS ¢, where CS;; provides two con-

figurations CS1, and CS?,, while CS¢ are also available in two con-

figurations CS1, and CS?,

customer relationship management system, with each CSP
offering two types of specific services. For instance, CSP,
provides Infrastructure Service CS;; and Access Manage-
ment Service CS 4, each tailored with distinct resource con-
figurations to meet varying user requirements. This setup is
common in practice. For example, Alibaba Cloud ! offers
Object Storage Service with different storage capacities
ranging from 40 GB to 3 PB. The CSC process begins with
submitting a user workflow containing various tasks, each
associated with Quality of Service (QoS) constraints such
as response time, reliability, availability, and throughout. As
a result, CSC algorithms play a pivotal role in improving
efficiency, QoS, and customer satisfaction by aggregating
numerous CSs to create composite services that meet spe-
cific requirements.

However, given the extensive array of available Cloud
Services (CSs) that may fulfill specified Quality of Service
(QoS) requirements, the resulting solution space becomes
vast, presenting a challenge that cannot be efficiently
addressed within polynomial time. Consequently, Cloud
Service Composition (CSC) is acknowledged as an NP-
hard problem [3]. Numerous innovative techniques, such
as multi-criteria decision-making [4], fuzzy logic [5], and
meta-heuristic algorithms [6], have been proposed to maxi-
mize QoS and tackle the CSC problem. However, these QoS-
driven approaches face challenges in large-scale systems due
to their computation-intensive nature and the NP-hardness of

! https://eu.alibabacloud.com/.
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problem-solving [7]. Furthermore, existing solutions often
involve a third-party broker for CSC without adequately
addressing potential security issues. In practice, relying on
third-party brokers introduces trust concerns, as they may
be motivated by additional financial or service-related gains,
leading to the deliberate assertion of sub-optimal composi-
tion results [8].

To overcome the identified limitations, we propose a
Hierarchical Service Composition (HSC) approach that
leverages blockchain and Federated Learning (FL). HSC
comprises an initialization phase and two selection layers,
aiming to enhance efficiency by minimizing computational
complexity. In the initialization phase, executed only once,
two smart contracts are established, and a service selection
model is trained using Blockchain-enabled Federated Learn-
ing (BFL). The integration of BFL is justified by its capabil-
ity to facilitate machine learning model training with decen-
tralized data, reducing communication overhead in local data
transfer. Given the heterogeneity and security concerns,
blockchain technology ensures practicality and fairness in
FL model training, since no single CSP serves as a cen-
tral authority. By leveraging blockchain technology, cloud
service composition benefits from increased trust, transpar-
ency, security, and efficiency, resulting in more reliable and
resilient cloud-based solutions. In the first selection layer,
each CSP utilizes the pre-trained service selection model for
efficient service selection, eliminating the need for complex
optimization algorithms for CS selection. Considering that
each selected CS may involve multiple resource settings, the
second selection layer is adopted to achieve the final compo-
sition result (with specific resource settings) without involv-
ing third parties by using a blockchain-based QoS-aware
selection mechanism, addressing potential privacy concerns.
The incorporation of these layers significantly reduces over-
all computational overhead, leading to a substantial improve-
ment in service composition efficiency.

The key contributions of this paper can be outlined as
follows:

e We introduce a novel hierarchical service composition
framework named HSC, which integrates BFL for large-
scale systems. The primary objective of this framework
is to efficiently select suitable services for creating com-
posite services, resulting in a substantial improvement in
service composition efficiency.

e To bolster the security of HSC, we devise a collaborative
service selection method and a smart selection algorithm
to attain final service composition results. This strate-
gic approach ensures the adaptability of HSC in various
operational scenarios.

e We conduct a comprehensive evaluation of the proposed
HSC framework through extensive simulations. In com-
parison to the baseline algorithm, HSC consistently
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exhibits a remarkable increase in composition efficiency.
These findings affirm the effectiveness of HSC in com-
posing services.

The rest of this paper is organized as follows: Sect. 2 pro-
vides a review of related work. The system model is intro-
duced in Sect. 3. Section 4 details the proposed algorithm,
and its performance is extensively evaluated in Sect. 5.
Finally, Sect. 6 concludes the paper with a summary and
outlines future directions.

2 Related Work

Cloud service composition (CSC) plays a pivotal role in
integrating individual cloud services into more intricate
and valuable composite services, enabling the creation
of comprehensive solutions tailored to meet specific user
requirements. In distributed environments, where diverse
independent cloud services collaborate to deliver enhanced
functionality, CSC becomes crucial for achieving customiza-
tion, efficiency, scalability, and innovation in cloud comput-
ing. It empowers users to craft bespoke solutions, optimize
resource usage, and respond adeptly to dynamic business
environments. Recently, numerous research efforts have
focused on enhancing the CSC process, proposing various
meta-heuristic optimization methods for this complex prob-
lem. In this study, with a particular emphasis on efficiency
and security, especially when utilizing a diverse set of cloud
services across cloud networks, we concentrate on two key
aspects: (1) QoS-aware service composition and (2) secure-
guarantee service composition. These aspects are further
elaborated upon below.

2.1 QoS-aware Service Composition

To date, multiple works address the QoS-aware service com-
position under the inter-service constraints. For example,
Tang et al. utilized a local optimizer to enhance individual
quality and a knowledge-based crossover operator to address
individuals violating constraints between services [9]. Gao
et al. employed mathematical expressions to articulate con-
straints among services, employing integer programming
to achieve service composition [10]. In addition, Lu et al.
explored a semantic web-based scheme for cloud service
composition in a dynamic manufacturing environment [11].
Zhou et al. put forth a hybrid differential artificial bee colony
algorithm for cloud service composition [12]. Li et al. mod-
eled the service composition problem as a multi-objective
optimization problem, incorporating constraints between
services and utilizing a multi-objective genetic algorithm
for problem resolution [13].

Moreover, Ai et al. employed a penalty function method
to penalize infeasible individuals violating constraints, ena-
bling the elimination of infeasible individuals in the next
generation [14]. Another approach by Ai et al. utilized
domain knowledge to repair infeasible individuals, mini-
mizing the number of services violating constraints [15].
Chen et al. presented a flexible QoS-aware web service
composition method using multi-objective optimization in
cloud manufacturing [16]. Wu et al. framed the problem as a
multi-objective optimization issue, using a genetic algorithm
(GA) for resolution. They also applied the penalty function
method to penalize individuals violating constraints between
services and calculated the similarity between individuals to
maintain population diversity [17].

All these methods view service composition as the task
of choosing one service from each service pool to create
a composite service through multi-objective optimization
methods. In general, due to the abundance and heterogene-
ity of services in the pool, service composition presents a
challenging and comple NP-hard multi-objective optimiza-
tion problem.

2.2 Secure-Guarantee Service Composition

The QoS-aware service composition problem has often
overlooked security as a critical QoS factor. Many studies
focusing on security have concentrated on filtering users’
private data, with service composition not being their main
objective. The emergence of Blockchain technology coin-
cided with the introduction of the first-ever cryptocurrency,
Bitcoin, in 2008 [18]. Bitcoin serves as a platform for value
transformation, enabling anonymous individuals to directly
transfer any amount of value without the need for interme-
diaries like national banks, governments, or notaries. Moti-
vated by such benefits, blockchain is a promising technology
for ensuring secure cloud service composition.

Cloud service composition architectures based on
blockchain is proposed to improve information trans-
parency and decentralization in cloud manufacturing
systems. To name a few, Aghamohammadzadeh et al.
improved solution feasibility by assigning the service
composition task to the service composition provider and
leveraging the distributed characteristics of blockchain
[19]. Yet, they overlook the drawback of significant com-
putational overhead associated with blockchain PoW and
solving the NP-hard service composition problem, dimin-
ishing the scheme’s practicality. In addition, Yu et al. pro-
posed a blockchain-based service composition architec-
ture, primarily focusing on enhancing transparency and
dispersion of QoS information [20]. However, the service
composition process is still managed by cloud data cent-
ers. Several studies have proposed PoW mechanisms.
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Table 1 Key Notations

Notations Definitions

a QoS attribute weight, 0 < a < 1

A Penalty function adjustment factor

CS Cloud service

CSp Cloud service provider

CSC Cloud service composition

HSC Hierarchical service composition

BFL Blockchain-enabled federated learning
MLP Multi-Layer Perceptron

QoS Quality of service

SSA Smart selection algorithm

AggSC Smart contract for model aggregation
SelSC Smart contract running smart selection algorithm
CSP; ith CSP

O kth QoS attribute value

Q(cs) Fitness function

CS; Jjth CS in CSP;

CSf; kth setting for jth CS in CSP;

CS{;,* Optimal kth setting for jth CS in CSP,

For instance, Haouari et al. [21] introduced a proof-of-
useful-work mechanism for a blockchain storing trans-
portation transactions, demonstrating the applicability of
a real-world NP-hard problem in PoW. However, none
of these solutions address the efficiency issue, reducing
the effectiveness of the schemes. Additionally, there is
a notable absence of research solutions for constructing
proof-of-useful-work mechanisms tailored for dynamic
and multi-objective service composition in cloud com-
puting. Overall, despite these advantages, researchers in
blockchain technology have overlooked its application as
a facilitator for CSC.

In summary, service composition plays a crucial role
in achieving enhanced functionality, efficiency, and

adaptability in distributed computing environments. An
effective solution is urgently needed for the success of
cloud computing and other related paradigms.

3 System Model

We propose the basic composition workflow and formulate
the CSC problem in this section. Key notations are listed in
Table 1 for ease of reference.

3.1 Composition Workflow

As depicted in Fig. 1, the Cloud Service Providers (CPSs)
publish their Cloud Services (CSs) on the blockchain for
users to access. When a user intends to utilize a combined
services which are provided by various CSs, it submits a
request to the blockchain to identify the most suitable CSs
based on their requirements. Subsequently, the blockchain
furnishes the necessary details for invoking the requested
CSs. Assuming that there are multiple CSPs, denoted by
CSP; € CSP (i € {1, 2,--+}), each of which can offer one or
more CSs denoted by CS,; (j € {1, 2, -+ }). In real world sce-
narios, CSP; has multiple settings for each CS;, denoted by

ij
CSS.. From the CSs provided by CSPs, one of the most

matched services, CSS., is selected for service

composition.

The comprehensive composition workflow of our pro-
posed HSC is depicted in Fig. 2, encompassing an initializa-
tion phase and two subsequent layers: the first selection layer
and the second selection layer.

e [nitialization: CSPs engage in negotiations for two smart
contracts, namely AggSC and SelSC, which are subse-
quently deployed on the blockchain network. The global
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service selection model is then collaboratively generated
through the synergy of Federated Learning (FL) and
blockchain, with distribution to each CSP. The incor-
poration of FL is motivated by the imperative to ensure
privacy. Given CSPs’ reluctance to disclose operational
logs due to privacy concerns, FL facilitates distributed
learning without compromising privacy. Furthermore,
the integration of blockchain within the HSC system
plays a crucial role in mitigating security vulnerabilities
associated with central entities, such as central servers,
during the FL training process.

e First Selection: In this phase, each CSP executes the
deployed service selection model and transmits the
unique IDs of selected CSs to smart contract SelSC for
the second selection to determine the final resource set-
tings. This layer significantly reduces the CSC problem
complexity.

e Second Selection: This selection stage is introduced to
further refine the selection of cloud services, thereby
obtaining the final CSC result. For this purpose, a block-
chain-based selection mechanism is employed. This
mechanism achieves the second selection by leveraging
the smart contract SelSC to collaborate on the selection
process based on the service Quality of Service (QoS).

3.2 Problem Formulation

In the second selection layer, CSPs collaborate to produce
the final selection result using the smart contract SelSC with
a QoS-aware mechanism. To achieve this, we first model the
QoS score for each CS (denoted by cs) to measure its cor-
responding QoS value by using a fitness function. Assume
that a composite service consists of n abstract services. Each
abstract service has a candidate service set that contains m
concrete services (with the same functional attributes and
different QoS attributes). Each concrete service has QoS
attributes. CSC is to select a specific service from each set
of candidate services to form a composite service to meet the
requirements and restrictions put forward by users. Please
note that a single CS provided by a particular CSP may
come with various resource configurations, as introduced
in Sect. 1. These configurations can be considered as distinct
CSs in the second selection layer.

CSC has four types of structures, including Sequence,
Switch, Cycle, and Parallel. The latter three types can all
be converted into sequential types so we only discusses
sequential types in this paper. We adopt the following four
QoS attributes to describe service quality, namely: response
time (r?), reliability (re), availability (av), throughput (th),
which can be changed comprehensive expression of service
characteristics. Since different QoS attribute values may
differ by many orders of magnitude, the QoS value range

is normalized to [0, 1]. Specifically, for positive attributes
(e.g., availability, reliability, and throughput), the larger the
attribute value, the better the service quality, and the nor-
malization process is performed according to Eq. (1); for
the negative attributes (e.g., response time), the smaller the
attribute value, the better the service quality, and the nor-
malization process is carried out according to Eq. (11).

O“—min 0 k sk

Qk = max QF—min QF max Q" # min 0 (1)
1 max Q% = min QF
_max Q-0 k £ min O

Q, =< maxQ*~min Q* max Q" 7 min O 2)

1 max Q¢ = min QF

where max OF = max{Q', 0%, (3, -} denotes the maxi-
mum value of the QoS attribute across all CSs, while
min QX = min{Q", Q?, Q3, -} represents the minimum
value of the QoS attribute of across CSs. Additionally, Q*
represents the value of the kth QoS attribute.

According to the characteristics of different QoS attrib-
utes, the quality of service QoS aggregation function has the
following three types: sum, multiply, and minimum opera-
tion characteristics.

1) Sum: Some QoS attributes of the combined service
are the accumulation of the QoS attributes of the specific
services or the average value of the accumulation, e.g.,
Response Time. Specifically, the response time attribute
refers to the time interval between the user making a ser-
vice request and delivering the result to the user, includ-
ing the total service processing time. The combined service
response time performance function is:

ResponseTime = Q,,(cs) = Z q,.(). 3)

i=1

2) Multiply: Some QoS attributes of the composite service,
such as reliability and availability, are multiplied by the QoS
attributes of its specific services.

e Reliability. Reliability properties refer to the ability of a
composite service to correctly execute user requests. The
reliability performance function of the combined service
is:

Reliability = Q,,(cs) = [ | 4,.0). 4)
i=1

e Availability. The availability attribute refers to the prob-
ability that the composite service can operate normally.
The availability performance function of the composite
service is:
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Availability = Q,,(cs) = [ ] g (). (5)

i=1

3) Minimum: Some QoS attributes of the composite service
are obtained by taking the minimum value of the QoS attrib-
utes of the specific service. For example, the throughput
attribute refers to the number of successfully executed com-
bined services per unit time. The throughput performance
function of the composite service is:

Throughput = Q,,(cs) = min{q,,i)}}_,. (6)

Using a simple weighting method, the total performance
function of the combined service can be expressed as:

Qesy= Y

ke{rt,re,av,th}

2, 0 (cs), %)

where k is a certain QoS attribute; « is the weight of differ-
ent QoS attribute values (0 < @ < 1). The larger the value of
0O(cs), the better the overall quality of the combined service.

To facilitate global optimization, a penalty function is
introduced, thereby transforming the constrained optimiza-
tion problem into an unconstrained optimization problem.
The fitness function is:

2
AQ,
— | —O(cs), ®)
2 < szx _ qum > cs

ke{rt,re,av,th}

Ocs)y= A X%

where A is the penalty function adjustment factor, deter-

mined by empirical values; Q7“ is the maximum value for

k
the constraint conditions; Ql’(’”" is the minimum value for the

constraint conditions; AQ, is defined as follows.

O - Gz
AQ, =40 O < QO <™ )]
o — O O <O

To sum up, it can be seen that the goal of CSC is to select
a specific service from each candidate service set to form a
composite service, so as to minimize the transformed Q(cs)
shown in Eq. (8).

4 HSC Framework

In this section, we offer a detailed explanation of the pro-
posed framework for hierarchical cloud service composition,
referred to as HSC.

@ Springer

Input: CSP set C'SP
Output: selected cloud service set S

| /I Initialization ‘
1: SS <— 0, initialize wq
: build and install two smart contracts AggSC and SelSC
into blockchain.

N

3: for each training round ¢t = 1,2, --- do
4: for each CSP € CSP in parallel do
5: wy,, «— Local_Update(k,wy)
6: end for

7w Yy b,

8: end for

9

: Model +— Service_Selection(wi41)

| /I First Selection ‘
10: for cs; € C'S do
11: 5SS «— S5 U Model(csj,data;)
12: end for

| /I Second Selection |

13: for ss; € SS do
14: S <— QoS-aware selection mechanism
15: end for
16: return S

Procedure 1 Service Composition Framework: HSC

The core process of HSC is depicted in Procedure 1,
involving an initialization phase and two subsequent layers:
the first selection layer and the second selection layer. In
the initialization phase, essential parameters and two smart
contracts, AggSC and SelSC, are negotiated and deployed
onto the blockchain. AggSC oversees FL training, while
SelSC manages the final selection. Blockchain-based FL,
coordinated by smart contract AggSC, trains a service selec-
tion model Model by leveraging metadata from local logs to
identify suitable cloud services for users (lines 3-9). In the
first selection layer, each CSP independently executes the
pre-trained global model Model to securely identify the most
suitable local cloud services CS (lines 10-12). It is important
to note that model training and aggregation methods can be
chosen flexibly according to the usage environment. In the
second selection layer, smart contract SelSC performs the
final selection from ss; € SS to generate the ultimate CSC
result S (lines 13-15). Finally, the set of ultimately selected
services S is returned (line 16). Each layer is explained in
detail as follows.

4.1 Initialization

In this subsection, we explain how to generate a service selec-
tion model using the intrinsic attributes of users’ activity data
with the smart contract AggSC. Notably, the model training
occurs only once during the initialization stage, allowing it to
be used for selecting services across multiple rounds within a
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CSP, AggSC AgaSC CSP,

Fig.3 Blockchain-based Federated Learning. Four CSPs from CSP,;
to CSP, collaboratively train a global model by using smart contract
AggSC

specified period without additional computational overhead.
This one-time computation cost is acceptable for long-term
usage. Primarily, model-based selection methods, such as sta-
tistical [22-24], clustering [25-27], and classification-based
[28-30] mechanisms, construct a profile for each data instance.
Given the unique characteristics of cloud environments and
the imperative for privacy and security, we integrate FL and
blockchain to achieve an efficient model generation approach,
as depicted in Fig. 3.

Before commencing model training, it is essential to define
crucial parameters such as the number of communication
rounds, pre-defined loss function, initial gradients, conver-
gence criterion, learning rate, and model aggregation method.
To facilitate scalable parameter negotiation, we employ a
distributed parameter negotiation mechanism. In this mecha-
nism, clients communicate and collaboratively determine these
parameters, considering their individual capabilities and the
prevailing network conditions [31]. As demonstrated in [31],
this negotiation mechanism scales effectively with an increas-
ing number of participating CSPs, ensuring a seamless and
efficient initialization phase for blockchain-based FL in cloud
environments.

Each CSP is treated as an FL client. Assuming that
each CSP possesses its on-device metadata dataset
Degp = {x5,, vy LDZCISP |, where |D¢gpl indicates the total num-
ber of data samples in the dataset on CSP, x;, denotes the Ath
sample, and y,, is the corresponding label [32]. D¢p is derived
from local logs, capturing the actions performed by served
users during a specific timeframe. Without loss of general-
ity, the FL training process aims to minimize the global loss
function, i.e.,

Z Ezh Decsp (f(XQZh) + /Ih(x)),

CSP heDegp

min,egeFesp(x) =

(10)

where f(.; .) represents the local loss function for CSP,
VA€ [0, 1], h(.) is a regularizer function for CSP, and
Vh € [1, -, |D¢gpll, 2z, is sampled from the local dataset
Dgpon CSP.

In the model update phase, each CSP; updates its local
model w;(¢) in round ¢ according to the stochastic gradi-
ent descent method [33]. The update process in CSP is
expressed as follows.

wi(®) = wi(t = 1) = nVfeepwi(t = 1); Degp(t — 1)), an

where w;(t — 1) is the local model in round r — 1 and 7 is a
learning rate.

In the local model aggregation phase, smart contract
AggSC employs Federated Averaging [34] in a decentralized
manner (referred to as Dec-FedAVG) to derive a new global
model W for the next iteration. Dec-FedAVG is shown in
Procedure 2.

Input: local model set W
Output: aggregated global model W
1: forw € W do
2: W=53%"_ 0w
a; > 0 is the weighted average coefficient, satisfying
sumi_jo; =1
3: end for
4: return W

Procedure 2 Dec-FedAVG (run by AggSC)

CSPs iterate through the mentioned process until the
global model converges. Since various scenarios may require
different integration approaches involving blockchain and
FL, we do not provide an exhaustive implementation guide
for this integration. A comprehensive description of BFL
can be found in [35]. It is worth noting that research [36]
has validated that only 0.1% of gradients with the largest
absolute value are useful for gradient aggregation. Thus,
gradient compression mechanisms [37] can be applied to
reduce communication overhead during FL training. After
establishing the global model, each CSP can utilize it as a
service selection model, performing the first selection for
efficient CSC.

4.2 First Selection

Each CSP employs the service selection model pre-trained
during the initialization stage. This enables the identification
of potentially suitable services without incurring complex
computational overhead. Importantly, utilizing a pre-trained
model for service selection is computationally more efficient
compared to employing optimization methods directly.
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4.3 Second Selection

In the second selection phase, we utilize smart contract
SelSC to run a Smart Selection Algorithm (SSA), aiming to
select the most suitable cloud services for users, forming a
composite service [8].

Input: cloud service set C'S
Output: selected service set S5
Q0
\\ QoS score calculation
2: forcs; € CS do
3: Q+— QUQ(cs;)
4: end for
\\ cloud service selection
. function FINDOPTIMAL(Q, u, v, w)
: temp = randint(u, v)

5
6:
7. QI Qltemp] = Qltemp], Q[|Q|]
8:
9

a=b=u
: whileb < |Q]| do
10: if Q[b] > Q[|Q]] then
11: Qlal, Q[b] = Q[b], Qla]
12: at=1
13: end if
14: b+ =1

15: end while
e Qla], Qb] = Q[b], Qla]
17 if |Q| > w+ a — 1 then

18: return FINDOPTIMAL(Q, a + 1, |Q], w)

19: else if || < w + a — 1 then

20: return FINDOPTIMAL(Q, 0, a—1, w— (|Q| —a+1))
21: else

22: return Q[a 3]

23: end if

24: end function
25: S = FINDTOP(Q, 0, |Q], 1)
26: return SS

Procedure 3 Smart Selection Algorithm: SSA (run by
SelSC)

SSA is outlined in Procedure 3. It begins by initializing
set O to cache intermediate variable (line 1). Subsequently,
it calculates the Quality of Service (QoS) score Q(cs;) for
the services chosen from the first layer and cache them
in Q (lines 2-4). In lines 5-24, the algorithm employs the
randomized-select algorithm to identify the most suitable
services with the minimum QoS score for each user and
stores the corresponding unique IDs of the services in the
selected service set SS. Specifically, it starts by generating a
random number temp within the range [u, v], where u and v
denote the start and end positions of the set Q, respectively.
Subsequently, the set Q is partitioned into two subsets, pos-
sibly empty, denoted as [u, temp — 1]and [temp + 1, v]. In this
partition, each element in [u, femp — 1] is less than or equal
to Q[temp], and, conversely, each element is less than every
element in [temp + 1, v]. The algorithm then checks whether
QOltemp] represents the smallest element. If so, it returns the

@ Springer

unique IDs of the smallest elements. Otherwise, it deter-
mines whether the smallest element lies in the low subset
[u, temp — 1] or the high subset [temp + 1, v]. If|Q] > a, indi-
cating that the expected element is in the high subset, the
algorithm chooses it from the high subset recursively. On
the other hand, if |Q| < a, signifying that the expected ele-
ment is in the low subset, the algorithm selects it from the
low subset.

Theorem 1 Compared to skipping the first selection, the
possibility of getting the optimal composite service can
be increased by n* times through both the first and second
selections.

Proof Notably, the first selection identifies potentially suit-
able services, while the second selection determines the
specific configuration of these services. Supposing a com-
posite service involving k concrete services, where there are
n CSPs providing the same concrete service, each equipped
with m configurations. Therefore, each concrete service
presents n - m options. The possibility Pr of achieving the
optimal composite service is expressed by

Pr=< ! )k. (12)

n-m

When the user performs the first selection, the possibility
Pr of attaining the optimal composite service through both
selections is given by

_ 1\¥

Pr= (—) . (13)
m

Incorporating the first selection results in the possibility of

obtaining the optimal composite service increasing by a fac-

tor of n¥, as illustrated by

m_ (1)
Pr_ m k

= = =n" (14)
(75)

Incorporating the first selection significantly reduces com-
plexity. For instance, assuming k = 5, n = 10, and m = 3,
we have Pr = (3‘—0)5 and Pr = (%)5, making Pr 100,000 times
greater than Pr. This concludes the proof. O

4.4 Framework Demonstration

To demonstrate the application of our proposed HSC
framework, we present an example using Fig. 1, where
there are five CSPs denoted as CSP, to CSPs, each offer-
ing specific cloud services with multiple settings. For
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Fig.4 Framework Demonstration. A user anticipates acquiring a composite service composed of 6 cloud services offered by 5 cloud service pro-

viders, denoted as CSP,, CSP,, CSP;, CSP,, and CSP;

instance, CSP, offers cloud servers CS;; and CS,¢, where
CS), has two settings (CS}, and CS})), and CS ¢ has two
settings (CS|, and CS?)).

During the initialization phase (performed only once),
CSPs, ranging from CSP, to CSPs, agree on essential
parameters such as the number of communication rounds,
pre-defined loss function, initial gradients, convergence
criterion, learning rate, and model aggregation method.
Subsequently, each CSP processes and analyzes data
extracted from logs to construct training datasets. These
datasets incorporate information such as user access data
and Quality of Service (QoS) measurements across vari-
ous observed time intervals. Leveraging this accumulated
information, each CSP collaborates with others to develop
a global model through a standard BFL training process
by using smart contract AggSC which is shown in Proce-
dure 2. It employs appropriate model training techniques
like Multi-Layer Perceptron (MLP) or Long Short-Term
Memory (LSTM), depending on specific usage scenarios
[38].

Following the initialization phase, each CSP acquires a
service selection model. In Fig. 4(a), during the first selec-
tion phase, CSPs utilize this model to evaluate recent data
extracted from logs, generating an initial selection. In this
case, the selected cloud services include CS;, and CS 4 from
CSP,, CS;, from CSP;, CS4; from CSP,, and CSs, and CSs5
from CSPs. Subsequently, the outcomes of the first selection
are communicated to each CSP for further processing.

Determining the optimal settings for the selected cloud
services relies on the crucial second selection phase,

which employs smart contract Se/SC outlined in Proce-
dure 3. During this phase, CSPs independently execute
the smart selection algorithm (SSA) and transmit the final
selection outcomes to the blockchain. The resulting selec-
tion is then communicated to the user. As illustrated in
Fig. 4(b), the final selection outcomes comprise CS%] and
CS}6 from CSP,, CS;2 from CSP;, CSAZ‘3 from CSP,, and CS%4
and CS;5 from CSP;s.

5 Experiments and Result Analysis

In this section, we conduct extensive experiments on a real-
world dataset to assess the effectiveness of our proposed
framework HSC in comparison to an alternative approach.

5.1 Dataset

To assess the performance of HSC, we utilize a real-world
QWS dataset [39] containing 2507 web services along with
their associated QoS values. This dataset serves as the
basis for calculating the QoS score Q(.) for cloud services
(CSs). We focus on four QoS attributes: response time,
reliability, availability, and throughput. Among these, reli-
ability, availability, and throughput are considered positive
attributes, while response time is a negative attribute. This
attribute selection ensures coverage of various scenarios
related to different types of QoS attributes, directly influ-
encing users’ seamless access to services. Since practical
datasets for service selection are not readily available, we
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Table 2 Parameter settings X " B d
Set #1 Set #1.1 {1,2,3,4, 3 10 /
5}
Set #1.2 3 {1,2,3,4,5} 10 /
Set #1.3 3 3 {2,5, 10, 15, 20} /
Set #2 Set #2.1 / / {2,5, 10, 15, 20} 1000
Set #2.2 / / 10 {100, 500,
1000, 2000,
4000)

illustrate the training process of BFL using the KDD99
dataset, a widely-used anomaly detection dataset. This
demonstration aims to showcase a typical BFL training
process, drawing an analogy between service selection and
anomaly detection.

5.2 Experimental Setting

To assess the effectiveness of our proposed framework, we
perform a comparative analysis with the baseline genetic
algorithm (GA) and the state-of-the-art shuffled frog leaping
algorithm (SFLA), focusing on efficiency. To demonstrate
the advantages of integrating BFL, we evaluate the frame-
work based on the following metrics:

e Computation Overhead: This metric is calculated by the
time taken to finish CSC. A lower computation overhead
reflects more efficient processing.

e Average Accuracy: This is determined by averaging the
accuracy of the local models across all CSPs within a
fixed time interval. A higher average accuracy is indica-
tive of better performance.

We change three parameters to simulate various scenarios,
namely the number of settings within each CS (k), the num-
ber of CSs for each CSP (m), and the number of CSPs (n).
In experiments related to BFL, we use d to represent the
number of training data samples for each CSP. Supposing
that a composite service consists of n abstract services.
Each abstract service has a candidate service set that con-
tains k X m concrete service. Table 2 provides an overview
of the parameter configurations. The detailed settings are as
follows: the number of local epochs is set to 5, the training
round is set to 20, and the learning rate is set to 0.01. a is set
to 0.25. Multi-Layer Perceptron (MLP) is employed consist-
ently across all experiments. MLP stands as a frequently uti-
lized method in related work, as demonstrated in references
such as [40—42]. Each experiment is repeated 100 times, and
the results are averaged. All experiments are conducted on a
machine equipped with an Intel Core i5 CPU @ 1.8GHz and
8GB RAM, implemented using Python 3.6.
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5.3 Performance Comparison
Next, we report the experimental results.
5.3.1 Computation Overhead

To evaluate the efficiency of our proposed HSC, we com-
pare it with a baseline approach GA and a state-of-the-art
approach SFLA, varying the number of settings within each
CS k, the number of CSs for each CSP m, and the number
of CSP n.

-Effect of k in Set #1.1. Figure 5 illustrates the impact of
different approaches as the number of settings, denoted by k,
for each cloud service, increasing from 1 to 5. A logical cor-
relation is expected, where a larger k implies the involvement
of more cloud services. As depicted in Fig. 5, HSC con-
sistently outperforms GA and SFLA in terms of efficiency
across all instances, showcasing a significant performance
advantage. This difference can be attributed to the fact that
HSC initially employs a model to select the most suitable
cloud services, resulting in the use of a smaller set of cloud
services for the final decision. In contrast, GA and SFLA
need to explore the entire solution space to find the optimal
solution, inevitably incurring more computation overhead.

o} @ GA .

3 1.007 = srra

> 0.75

O .

o .
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.. .
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o) | ¢

© 0.00L2 . . . o

1 2 3 4 p

Number of Settings

Fig.5 Effect of k (Set #1.1). HSC achieves the best performance in
computation overhead when varying k
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Fig.6 Effect of m (Set #1.2). The parameter m only exerts an impact
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Fig.7 Effect of n (Set #1.3). HSC is more efficient, gradually expand-
ing computation increment difference with n increasing

Moreover, with fewer cloud services to select, the final deci-
sion-making process in HSC requires less time. The varying
outcomes with different values of k underscore the practical-
ity of HSC, confirming its potential to significantly reduce
computation overhead for CSC. This outcome unequivocally
confirms the effectiveness of our proposed framework. On
average, HSC outperforms GA and SFLA by factors of 15.2
and 5.6 across all instances, respectively. Importantly, the
scalability of HSC is evident, as its performance remains
consistent even with higher values of k. Consequently, HSC
emerges as a suitable solution for large-scale CSC scenarios.

-Effect of m in Set #1.2. Figure 6 presents the experi-
mental results for varying the parameter m from 1 to 5 in
Set #1.2. In all cases, HSC consistently demonstrates the
lowest overall computation overhead. It is worth highlight-
ing that the parameter m affects only GA and SFLA, as HSC
employs a model to pre-select the most suitable CSs. On
average across all cases, HSC outperforms GA and SFLA
by a factor of 15.2 and 4.1, respectively.

-Effect of n in Set #1.3. Figure 7 illustrates the computa-
tion overhead of each approach as the number of CSPs n
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Fig.8 Accuracy vs. n (Set #2.1). Higher model accuracy is achieved
with n increasing

increases from 2 to 20. The results underscore GA’s and
SFLA’s sensitivity to larger values of n compared to HSC.
Across all cases of n, HSC consistently outperforms GA and
SFLA. For example, for n values of 2, 5, 10, 15, and 20, HSC
shows efficiency improvements of 0.044s, 0.135s, 0.513s,
0.851s, and 1.569s over GA. This outcome is attributed to
HSC’s intelligent selection of a subset of cloud services for
further consideration, contrasting with GA and SFLA, which
seek the optimal composition result from the entire set. GA
and SFLA lack effective preprocessing mechanisms, limiting
flexibility in forming the combined service and resulting in
higher computation overhead. As n increases, HSC consist-
ently benefits from enhanced efficiency, as n significantly
influences overall efficiency. For instance, as n increases
from 2 to 20, HSC’s overall computation overhead rises
only slightly from 0.0378 to 0.0386s, while GA’s increases
from 0.0820 to 1.607s and SFLA’s increases from 0.0235s
to 0.5436s. In summary, HSC demonstrates superior perfor-
mance with respect to n.

5.3.2 Average Accuracy

Ensuring the accuracy of the selection process is crucial
for the viability of HSC. Therefore, we compare the model
accuracy and convergence speed in Set #2 to demonstrate
the benefits of incorporating BFL in the first layer of HSC.

-Effect of n in Set #2.1. We analyze the accuracy of the
global model by varying the number of CSPs (n) from 2 to
20. The experimental results are illustrated in Fig. 8. Intui-
tively, as the number of CSPs (n) increases, the model accu-
racy and convergence speed rise for all datasets. We further
show the average accuracy in Fig. 9. Overall, the average
accuracy demonstrates an upward trend with an increase in
n. For instance, it improves from 66.34 to 84.08% with n
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Fig.9 Average accuracy vs. n (Set #2.1). More CSPs result in a better
global model

growing from 2 to 20. This observation underscores that the
involvement of more CSPs in the training process contrib-
utes additional learnable features to the global model, result-
ing in a more robust and accurate global model. Another
intriguing finding is that the improvement in model accuracy
is greater when the number of CSPs is increased from 2
to 5 than when it is increased from 5 to 10 on all datasets.
This implies that the MLP model has a limited ability in
feature expression, and adding more CSPs will not bring a
huge improvement once the model accuracy is high enough.
Moreover, the growth in the number of CSPs is associated
with an accelerated convergence speed in FL. More fresh
features from additional CSPs lead to quicker convergence of
the global model. In conclusion, these experimental results
validate the scalability of using FL in our proposed frame-
work, particularly its suitability for scenarios involving mul-
tiple CSPs.

-Effect of d in Set #2.2. Considering different numbers of
training samples d, the experimental results of accuracy and
average accuracy are presented in Figs. 10 and 11, respec-
tively. Similar to the findings in Figs. 8§ and 9, more data
samples d result in better accuracy with faster convergence
speed. For example, when d is equal to 100, 500, 1000,
2000, and 4000, the average accuracy is 51.74%, 71.20%,
78.29%, 81.96%, and 86.35%, respectively. This is because
(1) a larger dataset allows the model to learn more diverse
patterns and variations present in the data, which helps the
model generalize better to unseen examples; (2) with more
data, the model is less likely to memorize specific instances
in the training set (i.e., overfitting) and can focus on learn-
ing the underlying patterns that are more likely to apply to
new data, helping the model become more robust to noisy or
irrelevant features present in the data; (3) more data enables
the model to see a wider range of examples, capturing the
variability in the input space. This makes the model more
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Fig. 11 Average accuracy vs. d (Set #2.2). A larger d leads to an
enhanced global model

versatile and capable of handling diverse inputs. The experi-
mental results clearly validate the superiority and practica-
bility of adopting BFL in HSC.

5.3.3 Ablation Study

To further demonstrate the superiority of our design, we
conduct a series of ablation experiments. First, we com-
pare the model accuracy of federated learning (FL) with
blockchain-enabled federated learning (BFL) to validate the
benefits of integrating blockchain into FL. Additionally, we
assess the efficiency of using two selection phases versus
only the second selection phase to confirm the validity of
using both phases.
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Fig. 13 Average accuracy vs. d (Set #2.2). BFL maintains a superior
average accuracy across d compared to FL

FL vs. BFL. We compare the model accuracy (meas-
ured in %) of using federated learning (FL) and blockchain-
enabled federated learning (BFL) by varying the number
of CSPs n in Set #2.1 and the number of training data sam-
ples d in Set #2.2. As shown in Fig. 12, BFL consistently
achieves comparable or better average accuracy than FL
across different values of n, demonstrating the robustness
and scalability of BFL in various operational settings. Simi-
larly, Fig. 13 reveals that BFL maintains a competitive or
superior average accuracy across all sample sizes compared
to FL. This observation highlights the effectiveness of inte-
grating blockchain into federated learning frameworks for
enhanced model performance.

Two Selection vs. One Selection. We compare the com-
putation efficiency (measured in s) of employing two-selec-
tion phases versus one-selection phase to demonstrate the
effectiveness of our design by varying the number of set-
tings k in Set #1.1, the number of CSs m in Set #1.2, and the
number of CSPs n in Set #1.3. As illustrated in Fig. 14, the
results show that although both methods exhibit an increase
in overhead with a larger k, the increase is less steep for
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Fig. 16 Effect of n (Set #1.3)

the two selection phases. This indicates the superior effi-
ciency and scalability of the two selection phases method in
diverse operational settings. Similar observations are made
in Figs. 15 and 16. In summary, the two-selection method
consistently outperforms the one-selection method, with
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the disparity becoming more pronounced in more complex
scenarios.

6 Summary and Future Work

In this paper,we introduce a novel hierarchical service com-
position framework entitled HSC, which employs blockchain
and federated learning to optimize composition efficiency
by minimizing computational complexity. The framework
comprises an initialization phase and two selection layers.
During the initialization phase, we establish two smart con-
tracts and employ blockchain-enabled federated learning
to train a service selection model. This approach facilitates
machine learning model training with decentralized data,
ensuring practicality and fairness in the training process.
In the first selection layer, each cloud service provider uti-
lizes the pre-trained service selection model for efficient
service selection, eliminating the need for complex opti-
mization algorithms. The second selection layer employs a
blockchain-based QoS-aware selection mechanism to attain
the final composition result without involving third parties,
thereby addressing potential privacy concerns. The incorpo-
ration of these layers significantly diminishes overall com-
putational overhead, resulting in a substantial enhancement
of service composition efficiency.

For future work, we plan to enhance the generality of
HSC by evaluating its performance on a diverse set of data-
sets within real platforms. Additionally, we aim to explore
and incorporate additional QoS metrics to create a more
comprehensive and robust solution.
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