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Abstract

Spiking neural networks (SNNs) have shown their compe-
tence in handling spatial-temporal event-based data with
low energy consumption. Similar to conventional artifi-
cial neural networks (ANNs), SNNs are also vulnerable to
gradient-based adversarial attacks, wherein gradients are
calculated by spatial-temporal back-propagation (STBP)
and surrogate gradients (SGs). However, the SGs may be
invisible for an inference-only model as they do not influ-
ence the inference results, and current gradient-based at-
tacks are ineffective for binary dynamic images captured by
the dynamic vision sensor (DVS). While some approaches
addressed the issue of invisible SGs through universal SGs,
their SGs lack a correlation with the victim model, result-
ing in sub-optimal performance. Moreover, the impercep-
tibility of existing SNN-based binary attacks is still insuffi-
cient. In this paper, we introduce an innovative potential-
dependent surrogate gradient (PDSG) method to establish
a robust connection between the SG and the model, thereby
enhancing the adaptability of adversarial attacks across
various models with invisible SGs. Additionally, we pro-
pose the sparse dynamic attack (SDA) to effectively attack
binary dynamic images. Utilizing a generation-reduction
paradigm, SDA can fully optimize the sparsity of adver-
sarial perturbations. Experimental results demonstrate that
our PDSG and SDA outperform state-of-the-art SNN-based
attacks across various models and datasets. Specifically,
our PDSG achieves 100% attack success rate on ImageNet,
and our SDA obtains 82% attack success rate by modifying
only 0.24% of the pixels on CIFAR10DVS. The code is avail-
able at https://github.com/ryime/PDSG-SDA.
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weight.pth

forward

backward

victim SNN

binary dynamic image

 floating-point gradients
0.4 -1.2 0.2

0 0.1 0.5

0 0.9 -1.2

attacker

neuron

Invisible surrogate gradients Incompatible gradients

attack

visible

invisible

Figure 1. Illustration of the challenges of attacking SNNs. The in-
visible SGs hinder the attacker to perform gradient-based attacks.
The incompatible gradients describe that the floating-point gradi-
ents are difficult to be converted to binary perturbations.

1. Introduction
Brain-inspired spiking neural networks (SNNs), as the third
generation of neural network models, have attracted exten-
sive attention in machine intelligence and neuromorphic
computing [48, 62]. In contrast to floating-point activa-
tion in conventional artificial neural networks (ANNs), neu-
rons in SNNs utilize binary spike sequences for communi-
cation. The sparse and event-driven natures of spikes en-
dow SNNs with the abilities of asynchronous processing
and low energy consumption [35, 60]. Nowadays, SNN-
based neuromorphic hardware has emerged as low-power
and high-performance edge computing devices in resource-
constrained scenarios, such as TrueNorth [1], Loihi [10,
57], Tianjic [59], and Darwin [46, 47].

In practical applications, the security and robustness of
neural networks are required to be concerned [25, 84]. Pre-
vious studies [22, 49, 65] have highlighted the vulnerabil-
ity of ANNs to gradient-based adversarial attacks, which
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craft adversarial examples with imperceptible perturbations
to fool the model. In SNNs, gradients can be calculated us-
ing spatial-temporal back-propagation (STBP) [68], which
adopts the surrogate gradient (SG) to circumvent the non-
differentiability of the Heaviside function [55]. However,
since the inference only requires the structure and trained
parameters of the model, the attacker might not obtain the
SG of an inference-only model. As the shape and hyper-
parameters of the SG significantly influence the attack suc-
cess rate [70], choosing an appropriate SG is crucial for en-
hancing the effectiveness of the attack. Moreover, SNNs
with inherent spatial-temporal characteristics excel at han-
dling dynamic images, represented by events captured by
the dynamic vision sensor (DVS) [40]. Typically, these
events are aggregated into binary frames to maintain com-
patibility with neuromorphic hardware [74, 78, 81], making
gradient-based attacks inapplicable to binary dynamic im-
ages due to different input formats [76]. These challenges
are depicted in Fig. 1.

To address the issue of invisible SGs, methods such
as RGA [5] and HART [26] adopted customized SGs.
Nonetheless, their SGs are universal and lack a direct cor-
relation with the victim model. Even when the attacker for-
tunately obtains and utilizes the SG used during the train-
ing phase [64], the performance of the attack remains un-
stable, as the training-phase SG is dedicated to optimizing
the model’s parameters rather than the gradient of the in-
put. Consequently, establishing a connection between the
attacking-phase SG and the trained model would signifi-
cantly advance adversarial attacks. Additionally, in the con-
text of binary dynamic images, adversarial perturbations
should be sufficiently sparse to evade detection, since the
aggregated frames are spatially sparse [66]. Although exist-
ing attack paradigms have successfully converted floating-
point gradients to binary perturbations [6, 42, 76], they of-
ten suffer from gradient vanishing, and the imperceptibility
of perturbations remains unsatisfactory. Therefore, an ef-
fective sparse attack method is required to thoroughly in-
vestigate the robustness of SNNs.

In this paper, we propose the potential-dependent surro-
gate gradient (PDSG) in adversarial attacks on SNNs. The
PDSG can adapt to various models due to its shape depen-
dent on the distribution of the membrane potential, thereby
enhancing the threats of adversarial attacks across static and
dynamic datasets. We also devise a paradigm for attack-
ing binary dynamic images, named sparse dynamic attack
(SDA). SDA iteratively generates significant perturbations
and removes redundant perturbations, fully optimizing the
imperceptibility of adversarial perturbations. The main con-
tributions of our paper are summarized as follows:
• We propose the potential-dependent surrogate gradient to

achieve more representative gradients in adversarial at-
tacks. The PDSG establishes a connection between the

SG and the victim model through the run-time distribu-
tion of membrane potential. To the best of our knowl-
edge, this is the first time that an adaptive SG is adopted
in adversarial attacks on SNNs.

• We introduce the sparse dynamic attack on binary dy-
namic images, which combines the gradient and the finite
difference to craft sparse yet powerful adversarial exam-
ples. Our SDA carefully selects the most desirable pixels
to attack, effectively improving the sparsity of adversarial
perturbations while maintaining high attack success rate.

• We conduct extensive experiments on various datasets
and SNN models to substantiate the effectiveness of
our PDSG and SDA. On ImageNet dataset, the PDSG
achieves 100% attack success rate without knowing the
SG of the model. For binary dynamic images on CI-
FAR10DVS dataset, the SDA obtains 82% attack success
rate with only 0.24% pixels perturbed.

2. Related Works

2.1. High Performance Spiking Neural Networks
There are two main types of learning algorithms for achiev-
ing high-performance SNNs: converting ANNs to SNNs
(ANN2SNN) [4, 29, 37] and directly training SNNs [24,
82]. As ANN2SNN methods have been demonstrated to
be more vulnerable to adversarial attacks [63, 64], we only
consider directly-trained SNNs in this paper. The widely
used algorithm for directly training deep SNNs is STBP
[68]. STBP clarifies the propagation process across the spa-
tial and temporal dimension, and the SG is adopted to mit-
igate the non-differentiable problem of the Heaviside func-
tion. Various shapes and parameters of SG are also inves-
tigated [38, 41, 67, 77]. To effectively train deep SNNs,
threshold-dependent batch normalization (tdBN) [80] is
proposed to balance the distribution of the pre-activations
and the neuronal threshold, thereby stabilizing the gradi-
ent flow. Implementing optimization algorithms, current
directly-trained SNNs exhibit low inference latency and
comparable accuracy to ANNs on both static and event-
based datasets [12, 17, 19, 72, 73, 75].

2.2. Adversarial Attacks and Defenses on Directly-
trained SNNs

Directly-trained SNNs are vulnerable to adversarial exam-
ples crafted by STBP. Sharmin et al. proposed a gradient
propagation algorithm for Poisson encoding on static im-
ages and demonstrated the power of adversarial attack based
on STBP [64]. To optimize the gradient flow, RGA [5] and
HART [26] investigated the rate and temporal information
of SNNs, and generated more potent adversarial examples
through changing the calculation process of STBP. For bi-
nary dynamic inputs of SNNs, DVS-attacks [50] first de-
veloped various search methods on DVS data to fool the
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Figure 2. Illustration of the pre-processing procedure for both static and dynamic input of SNNs. For static inputs, the RGB image is
encoded by direct or Poisson encoding to extend the temporal dimension. For dynamic inputs, the event stream is captured by DVS, where
t denotes the time of the event, x, y are the coordinates, and p is the polarity. Then the event stream is aggregated into integer frames, and
each polarity corresponds to a channel. The integer frames will be further binarized to binary frames for hardware compatibility.

SNNs. To generate sparse perturbations, spike-compatible
gradient (SCG) [42] converted floating-point gradients to
binary spikes through probabilistic sampling. SpikeFool [6]
adapted the SparseFool [52] from ANNs to SNNs by round-
ing the sparse floating-point perturbations to binary val-
ues. In addition, Gumbel-softmax attack (GSAttack) [76]
directly perturbed the raw event data through the Gumbel-
softmax technique.

To mitigate the impact of adversarial attacks, several de-
fense strategies inspired by ANN-based methods are pro-
posed [58]. Certified training is extended to SNNs by in-
vestigating the interval bound propagation [43] and ran-
domized smoothing [54]. The weight regularization [13]
and gradient regularization [45] are adopted in adversarial
training on SNNs. To reach bio-plausible robustness, the
dynamics of neurons is reformed through stochastic gating
[15] and lateral inhibition [79]. The effects of noise filters
on DVS inputs were also discussed [50, 51]. Moreover, var-
ious works investigated the inherent robustness of SNNs,
such as the leakage factor [14, 18], coding schemes [34, 39],
and the firing threshold [18].

3. Preliminaries
3.1. Leaky Integrate-and-Fire Neuron Model
In this paper, we adopt the widely used leaky integrate-and-
fire (LIF) neuron model [21] in SNNs. Considering the it-
erative expression of the LIF model [69], the membrane po-
tential of the l-th layer and t-th timestep is updated by:

ul[t] = τul[t− 1](1− sl[t− 1]) +W lsl−1[t] + bl. (1)

u represents the membrane potential of the neuron, τ
denotes the leakage factor, and W l and bl are weight and
bias. When the membrane potential reaches the threshold
Vth, the neuron will fire a spike sl through the Heaviside
function and trigger the reset mechanism. Here we consider

the hard reset mechanism, which directly resets the mem-
brane potential to 0. The firing function is described as:

sl[t] = h(ul[t]− Vth) =

{
1, ul[t] ≥ Vth

0, otherwise
. (2)

The LIF model describes the spatial-temporal character-
istic of the neuron. The firing and reset mechanisms in-
troduce the non-linearity to the neuron, enabling SNNs to
perform complex tasks.

3.2. Spatial-Temporal Backpropagation
Based on the neurodynamics of the LIF neuron model,
STBP algorithm [68] demonstrates that the gradients of the
spikes contain both spatial and temporal terms. The gradi-
ent of the loss function L with respect to the spikes sl[t] in
the l-th layer is calculated by:

∂L
∂sl[t]

=
∂L

∂sl+1[t]

∂sl+1[t]

∂ul+1[t]

∂ul+1[t]

∂sl[t]
+

∂L
∂sl[t+ 1]

∂sl[t+ 1]

∂ul[t+ 1]

∂ul[t+ 1]

∂sl[t]
. (3)

The SG is adopted to address the non-differentiable
problem of the firing function in Eq. (2), where the deriva-
tive ∂sl[t]/∂ul[t] can not be directly calculated. The shape
of the SG plays a crucial role in the representation of
the gradient. A sharp SG can induce gradient vanishing,
wherein most gradients become zero; conversely, a flat SG
can cause gradient mismatch, indicating that the gradient
fails to accurately reflect the trend of loss changes [23, 41].
This phenomenon implies that the effectiveness of gradient-
based adversarial attacks is highly dependent on the SG.

3.3. Input Pre-processing
As SNNs contain calculations across the temporal dimen-
sion, the inputs of SNNs must be transformed to align with
their spatial-temporal characteristics. For static images,
common coding schemes include direct coding and Poisson
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coding [30]. In direct coding, the image at every timestep is
identical to the input image. Poisson coding generates a bi-
nary image at each timestep, following a Bernoulli distribu-
tion where the probability is determined by the normalized
pixel values. These coding schemes are denoted as:

x[t] =

{
x, direct coding
x > rand(0, 1), Poisson coding

. (4)

For dynamic data (e.g. , in DVS-Gesture [2] dataset),
the event stream is required to be aggregated into integer
frames, with the pixel value representing the count of events
within the time interval [71]. As some neuromorphic pro-
cessors are capable of processing multi-bit inputs, like Tian-
jic [59] and Loihi2 [57], they can handle both static images
and integer dynamic images. However, most neuromorphic
processors only accept binary spike inputs [3, 8, 33, 78],
which aligns with the fundamental concept of SNNs. In
these cases, binary frames for dynamic images are suitable
for these processors. The pre-processing procedure is il-
lustrated in Fig. 2. In this paper, we consider adversarial
attacks on all these input scenarios for SNNs.

3.4. Adversarial Attack
The objective of an adversarial attack is to generate imper-
ceptible perturbations that can fool the classifier. Given a
SNN classifier f , we consider a benign image x with its
corresponding label y. In this paper, we focus on the untar-
geted attack, where the attacker aims to change the classifi-
cation result to any other label. The optimization problem
of the untargeted attack is denoted as:

argmaxδL(f(x+ δ), y), subject to ||δ||p ≤ ϵ. (5)

Here, δ is the perturbation, and ||δ||p is the ℓp-norm of
the perturbation. We denote xadv = x+δ as the adversarial
example. For static images and integer dynamic frames,
consistent with common adversarial attacks on ANNs, we
adopt the ℓ∞-norm to limit the maximum absolute value
of perturbations. For binary dynamic frames, we use the
ℓ0-norm to limit the number of modified pixels, which also
represents the sparsity of adversarial perturbations.

In adversarial attacks on ANNs, there are two simple
yet effective ℓ∞-norm attack algorithms: fast gradient sign
method (FGSM) [22] and projected gradient descent (PGD)
[49]. FGSM leverages the sign of the gradient of the input
to craft adversarial examples, which is denoted as:

xadv = x+ ϵ · sign(
∂L(f(x), y)

∂x
). (6)

PGD iteratively performs the FGSM with a small step
size α. In the k-th iteration, the input is projected onto the
space of the ϵ-ℓ∞ neighborhood by

∏
ϵ, denoted as:

xk+1 =
∏
ϵ

{xk + α · sign(
∂L(f(xk), y)

∂xk
)}. (7)

4. Methods
To address the challenge of invisible SGs when attacking
SNNs, we first introduce the potential-dependent surrogate
gradient (PDSG). Our PDSG incorporates the variance of
membrane potential into the shape of SG, thereby adapt-
ing to diverse distribution of models. Furthermore, we de-
scribe the sparse dynamic attack (SDA) to generate sparse
perturbations in attacking binary dynamic images. The
generation-reduction paradigm of our SDA effectively im-
proves the imperceptibility of adversarial perturbations.

4.1. Potential-Dependent Surrogate Gradient
Due to the non-differential problem of the firing function in
SNNs, the attacker is difficult to perform the attack without
knowledge of the SG. Selecting an SG blindly or randomly
cannot guarantee the performance of the attack. We first ex-
plore the relationship between the distribution of membrane
potential and the SG to establish our PDSG. Subsequently,
we identify a distribution shift in the PDSG and continue to
calibrate our PDSG through right-shifting.

Derivation of PDSG. The zeroth-order method is instru-
mental in estimating the gradient within a specific distribu-
tion [44, 53]. Therefore, we adopt the two-point zeroth-
order method to the firing function as the foundation of our
PDSG, which is expressed as:

G2(u; z, δ) =
h(u+ zδ − Vth)− h(u− zδ − Vth)

2δ
z.

(8)
Here, z is sampled from a distribution λ, and δ is a con-

stant smooth parameter. Then, the surrogate gradient can be
calculated by the expectation of the two-point zeroth-order:

∂s

∂u
= Ez∼λ[G

2(u; z, δ)] =

∫ ∞

|u−Vth|
δ

|z|
δ
λ(z)dz. (9)

Consequently, we first investigate the distribution λ and
the selection of δ. Since ∆u = zδ can be viewed as a
change to the origin membrane potential u, we treat u′ =
u+ zδ as the perturbed potential. According to Eq. (1), the
value of potential depends solely on the spikes from the pre-
vious layer when the weight and bias are fixed. The firing
rate should remain stable after perturbed, as a severe change
of the firing rate can lead to attacks being detected in terms
of power consumption [31]. Therefore, u′ and u can be ap-
proximately considered to be in the same distribution. As-
suming that the membrane potential follows a normal dis-
tribution N (µ, σ2), then z ∼ N (µ−u

δ , σ2

δ2 ). Given that the
two-point zeroth-order estimation requires E(z) = 0 and
E(z2) = 1, we set δ = σ, ensuring that z ∼ N (0, 1) holds
approximately when u ≈ µ. Substituting λ(z) into Eq. (9),
our PDSG is formulated as (See Sec. S1 for derivation):

∂sl[t]

∂ul[t]
=

1√
2πσ

exp(− (ul[t]− Vth)
2

2σ2
). (10)
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Figure 3. (a) Illustration of our PDSG under different distributions of membrane potential. (b) The scatter diagram of the gradients and the
frequency curve of membrane potential in the penultimate layer of ResNet18. The gradients cluster on the left side of the threshold, causing
imbalanced gradients. (c) The scatter diagram of the gradients after calibration. The distribution of the gradients is balanced around the
threshold, urging the attack to pay equal attention to the gradients on the both sides of the threshold.

We depict the PDSG under diverse distributions of mem-
brane potential in Fig. 3(a). A large deviation implies that
the membrane potential is more dispersed, and the possible
changes are larger, necessitating a flatter surrogate gradi-
ent to encompass a wider range of membrane potential, and
vice versa. Consequently, our PDSG can adapt to various
distributions of membrane potential while disregarding the
training-phase SG of the models.

Calibration. Eq. (10) approximately holds when u ≈ µ.
However, our interest lies in the surrogate function near the
threshold where u significantly deviates from µ, as the fir-
ing rate of neurons is much lower than 50% [19, 67]. We
depict the distribution of the gradients in the penultimate
layer of ResNet18 in Fig. 3(b). The distribution of mem-
brane potential is not symmetric about Vth, inducing domi-
nant gradients clustering on the left side of the threshold. In
this case, the attack will disproportionately focus the gradi-
ents at u < Vth, potentially causing an increasing firing rate
and neglecting gradients on the other side of the threshold.
Since an increasing firing rate can lead to saturated gradi-
ents during attacks [42], the gradients around the threshold
are required to be balanced.

To address this issue, we calibrate our PDSG through
right-shifting the SG by bias b in Eq. (11). As shown in
Fig. 3(c), the distribution of gradients is balanced, ensur-
ing that the gradients on both sides of the threshold receive
equal attention. In this paper, we set b = 0.5σ in all exper-
iments, which will be discussed in Sec. 5.4.

∂sl[t]

∂ul[t]
=

1√
2πσ

exp(− (ul[t]− Vth − b)2

2σ2
) (11)

4.2. Sparse Dynamic Attack
Gradient-based adversarial attacks are not applicable to bi-
nary dynamic images, since these attacks produce floating-
point gradients. To effectively generate sparse perturba-
tions, we propose a generation-reduction paradigm for our

SDA. The generation process combines the gradients and
the finite differences (FDs) to select the most desirable pix-
els to attack. The reduction process leverages recorded FDs
to remove redundant perturbations.

4.2.1. Generation
1 Contributing Gradients. Since the gradients are use-

ful for rapid estimation, we first calculate the gradients of
the input through STBP and our aforementioned PDSG as
below:

g =
∂L(f(x), y)

∂x
. (12)

To prevent gradient vanishing, we adopt the loss function
from C&W [7]:

L(f(x), y) = max{f(x)y − maxi̸=yf(x)i, 0}. (13)

When the loss decreases to zero, the attack will be suc-
cessful. According to Eq. (12), the change of the input ∆x
contributes to the decline of the loss only when ∆x and g
have opposite signs. As the change of the input is unique
for binary inputs (∆xi = 1 for xi = 0 and ∆xi = −1
for xi = 1), we select the pixels which have contributing
gradients and are not in the perturbation mask m:

gc = g · ((1− 2x) · g <= 0) · (1−m). (14)

2 Top-k gradients. To optimize the sparsity of pertur-
bations, we select only a portion of pixels for further calcu-
lations. As the pixels with larger gradient values are consid-
ered to contribute more adversary [9, 16], we select k pixels
with the largest absolute gradient values, where k is incre-
mented by kinit for each iteration. For all experiments, we
set kinit = 10. In the n-th iteration, the top-k gradients are
obtained as:

gk = {gci |i ∈ argtopk(|gc|), k = (n+ 1)kinit}. (15)
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Figure 4. Illustration of our sparse dynamic attack. (a) In the generation process, we select contributing gradients through their signs,
achieve top-k significant gradients and calculate their FDs to add perturbations. (b) In the reduction process, we sort the contributing FDs
calculated by the generation process, then adopt binary search to find p2 which makes the example cease to be adversarial after removed.

3 Contributing FDs. The process of selecting top-k
gradients is coarse. The gradients are inaccurate because
the change of the input (∆x = ±1) is large compared to
the infinitesimal in Eq. (12). To perform a fine-grained se-
lection, we leverage the finite difference, which reflects the
actual trend of the loss when a binarized pixel is perturbed:

FDi(x) =
L(f(x+∆xiei), y)− L(f(x), y)

∆xi
ei. (16)

In Eq. (16), ∆xi denotes the change in the i-th index of
the input, and ei is the standard basis vector with 1 at i-th
index. FDi(x) represents the change of the loss when the i-
th index of the input is perturbed, which approximates to the
gradient when ∆xi → 0. We only calculate the FDs for the
pixels selected by top-k gradients, and the forward process
can be parallelized for acceleration. Similar to contribut-
ing gradients, we select contributing FDs for pixels whose
change and FD have opposite signs:

FDc = FD · ((1− 2x) · FD <= 0). (17)

Finally, we add the pixels with valid FDc to the per-
turbation mask m, perturb the input through the mask in
the current iteration, and iteratively perform the generation
process until the input becomes adversarial. The entire gen-
eration process is illustrated in Fig. 4(a).

4.2.2. Reduction
In the generation process, we have already obtained an ad-
versarial example xadv with sparse perturbations. Nonethe-

less, the selection of the top-k gradients leads to a local
optimum. Therefore, we devise a perturbation reduction
method to eliminate perturbations with minor impact.

Intuitively, we believe the pixel with the smallest abso-
lute value of the FD has the least influence on the loss, and
removing the pixel with the smallest FD is unlikely to affect
the classification result. Consequently, we attempt to elim-
inate perturbations sequentially in ascending order of their
absolute FDs. As shown in Fig. 4(b), we construct a sorted
set of perturbed pixels, where n is the number of perturbed
pixels:
S = {pi| |FDc

p1
| < · · · < |FDc

pn
|, i = 1, · · · , n}. (18)

Then we sequentially remove the perturbations pi from
p1 to pn. If xadv ceases to be adversarial upon removing
pj , we consider S1 = {p1, · · · , pj−1} as redundant per-
turbations which have no effect on the classification result,
and S2 = {pj , · · · , pn} as necessary perturbations. There-
fore, the objective of the reduction process is to find j in a
sorted set. To improve the efficiency, we adopt the binary
search to reduce the complexity to O(log n). An exam-
ple with j = 2 and n = 5 is illustrated in Fig. 4(b). In
general, this reduction process removes dispensable pertur-
bations and fully optimizes the sparsity of perturbations.

5. Experiments
5.1. Experimental Setup
We validate the effectiveness of our PDSG on both static
and dynamic datasets, and our SDA on dynamic datasets.
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Dataset Architecture Input Acc.
(%) Attack

ASR. (%) (ϵ = 2/255) ASR. (%) (ϵ = 8/255)

STBP RGA HART PDSG
(Ours) STBP RGA HART PDSG

(Ours)

CIFAR10

ResNet18 Direct 94.72 FGSM 38.21 31.14 37.30 43.98 52.36 45.80 46.72 79.56
PGD 66.74 61.97 66.77 69.62 99.81 92.47 98.64 100.00

ResNet18
(Adv. trained) Direct 90.65 FGSM 4.10 6.66 8.66 9.29 22.31 34.64 47.18 47.42

PGD 4.21 7.56 9.95 10.68 28.23 46.50 59.56 62.16

ResNet18 Poisson 76.98 FGSM 5.40 5.85 6.64 7.05 28.92 25.58 31.57 32.59
PGD 8.39 7.63 8.50 8.22 39.66 35.78 42.30 39.98

VGG11 Direct 94.08 FGSM 26.93 21.39 27.29 30.45 45.37 37.02 38.89 82.71
PGD 41.07 39.07 48.12 39.20 98.35 85.67 97.35 99.71

CIFAR100 ResNet18 Direct 75.94 FGSM 56.16 52.45 59.01 59.05 71.50 64.43 70.32 83.29
PGD 81.92 78.36 86.95 78.50 99.60 98.00 99.62 99.83

ImageNet HST-10-768 Direct 84.28 FGSM 47.52 0.47 57.12 54.89 56.29 4.97 76.61 79.71
PGD 90.01 0.03 91.41 87.43 99.89 2.84 99.98 100.00

CIFAR10DVS VGGSNN Integer 78.80 FGSM 9.90 8.25 9.52 9.64 41.37 35.28 42.26 42.39
PGD 9.39 7.74 10.15 10.15 45.94 37.31 45.81 44.54

Table 1. Comparison with state-of-the-art approaches on attacking static images and integer dynamic frames. ASR. denotes the attack
success rate. ϵ is the attack intensity. STBP denotes attacking using training-phase SG. The best results are in bold.

Dataset Architecture Input Acc.
(%) Attack

ASR. (%) (ℓ0 < 200) ASR. (%) (ℓ0 < 800) Dynamic Evaluation

STBP RGA HART PDSG
(Ours) STBP RGA HART PDSG

(Ours) ASR. Mean
ℓ0

Median
ℓ0

N-MNIST PLIFNet Binary 99.57

SCG 0.0 0.0 0.0 0.0 18.0 15.0 0.0 34.0 91.0 1144.90 1162.00
SpikeFool 15.0 0.0 2.0 1.0 93.0 20.0 46.0 27.0 97.0 444.44 356.00
GSAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 91.0 2828.25 2905.00

SDA(Ours) 23.0 9.0 22.0 63.0 93.0 86.0 92.0 99.0 100.0 207.34 171.00

DVS-
Gesture VGGSNN Binary 95.14

SCG 0.0 0.0 0.0 0.0 2.0 0.0 0.0 0.0 100.0 8377.84 7586.50
SpikeFool 3.0 2.0 1.0 2.0 16.0 12.0 6.0 14.0 69.0 2762.41 1908.00
GSAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 71.0 9820.14 8521.50

SDA(Ours) 19.0 10.0 16.0 21.0 38.0 39.0 40.0 52.0 100.0 1731.63 769.50

CIFAR10
-DVS ResNet18 Binary 78.20

SCG 0.0 0.0 0.0 0.0 4.0 0.0 0.0 0.0 100.0 2346.10 2191.00
SpikeFool 19.0 2.0 13.0 0.0 70.0 13.0 33.0 8.0 100.0 674.89 491.00
GSAttack 0.0 0.0 0.0 0.0 0.0 0.0 0.0 0.0 65.0 8511.60 8741.00

SDA(Ours) 34.0 12.0 21.0 38.0 78.0 34.0 57.0 82.0 100.0 458.02 303.00

Table 2. Comparison with state-of-the-art approaches on SNN-based binary attack. ℓ0 < 200 means the number of modified pixels is less
than 200. We incorporate the PDSG into our SDA in the dynamic evaluation. The best results are in bold.

CIFAR10/100 [32] and ImageNet [11] are adopted as
static datasets, while N-MNIST [56], DVS-Gesture [2] and
CIFAR10-DVS [36] are utilized as dynamic datasets. As the
dynamic datasets are all in event-stream forms, we utilize
SpikingJelly [20] framework to aggregate the events into
10 frames, and binarize the frames by capping the maxi-
mum value of each pixel to 1 [6, 27]. The input size for
N-MNIST is 34× 34, and for DVS-Gesture and CIFAR10-
DVS it is 128×128, aligning with their original input sizes.
The models contain spiking ResNet-18 [28], spiking VGG-
11 [5], VGGSNN [12], and hierarchical spiking transformer
(HST) [83]. The timestep for static datasets is 4 and for dy-
namic datasets is 10. Details of the datasets and models are
provided in Sec. S4.

The evaluation metrics for the experiments include the
attack success rate (ASR) and the ℓ0-norm of perturbations.
For attacking binary inputs, we randomly select 100 cor-
rectly classified inputs in the test set to perform attacks, and
the attack fails when iterations exceed 500.

5.2. Comparison with State-of-the-art Works

In this section, we demonstrate the effectiveness of our
PDSG and SDA by comparing them with state-of-the-art
(SOTA) adversarial attacks on SNNs. We compare our
PDSG with RGA [5] and HART [26], which focus on opti-
mizing the gradient flow and adopt universal SGs, and com-
pare our SDA with SCG [42], SpikeFool [6], and GSAttack
[76], which perform attacks on binary dynamic images.

The results for attacking static images and integer dy-
namic frames in various attack intensities are shown in
Tab. 1. On CIFAR10, we use ResNet18 with standard train-
ing and adversarial training. The adversarial training is con-
ducted by PGD attack with ϵ = 2/255 [61]. For ResNet18
in standard training, our PDSG significantly surpasses
SOTA methods and STBP (attacking using the training-
phase SG). The results also indicate that the training-phase
SG is not always the most effective during attack. Although
adversarial training effectively reduces the ASR, our PDSG
is the least affected by the defense. For other models and

3546



Training
SG

Acc.
(%)

Attack SG
Rect.(1) Rect.(2) Rect.(0.5) ATan Triangle PDSG

Rect.(1) 94.72 52.36 64.13 27.20 68.56 41.29 79.56
Rect.(2) 93.25 48.33 73.03 20.99 59.41 37.06 84.68

Rect.(0.5) 94.58 44.50 50.73 29.25 65.35 38.41 79.85
ATan 94.67 47.10 60.98 25.72 66.91 37.79 82.07

Triangle 95.01 44.90 55.69 26.34 68.09 36.31 79.77
PDSG 90.69 60.57 65.99 26.76 64.73 51.44 82.02

Table 3. Attack success rate of FGSM (ϵ = 8/255) on ResNet18
in cases of various training SGs and attack SGs. Rect.(1) means
using the Rectangular SG with w = 1. The best results are in bold.

datasets, our PDSG performs the most stably and has the
ability to maintain high ASR in various scenarios. Notably
on ImageNet, the PDSG achieves 100% ASR.

For evaluating our SDA on attacking binary dynamic
images, in Tab. 2, we measure the ASR under ℓ0-norm
bounded attack and unbounded attack. As SCG and GSAt-
tack do not specifically optimize the sparsity of perturba-
tions, their ℓ0 are insufficient. Our SDA completely outper-
forms SpikeFool in terms of attack success rate and the spar-
sity. When combined with the PDSG, our SDA achieves
82% ASR under a constraint of ℓ0 < 800 on CIFAR10DVS,
which is only 0.24% of the input pixels. In dynamic eval-
uation, the SDA perturbs a median of 303 pixels on CI-
FAR10DVS, which is only 62% of the SpikeFool.

5.3. Effects of the PDSG
Our PDSG focuses on addressing the issue of invisible SGs
during attacks on SNNs. To demonstrate the adaptability
of our PDSG, we first train ResNet18 on CIFAR10 using
various shapes and parameters of SGs, with further details
shown in the Appendix. Then we adopt FGSM to attack
these models with various attack-phase SGs. The results
are presented in Tab. 3. We observe that the ASR is highly
dependent on the attack-phase SG. For fixed SGs, although
the ATan SG performs well in most experiments, it is de-
feated by the Rect.(2) SG when the model is also trained
using the Rect.(2) SG. Therefore, it is challenging to iden-
tify a fixed SG that consistently exhibits stable attack per-
formance. Our PDSG demonstrates the best performance
across all experiments, achieving approximate 80% ASR.

5.4. Ablation study
We first evaluate the effectiveness of the offset b in our
PDSG. As illustrated in Fig. 5(a), the performance of the
attack is sub-optimal before calibration (b = 0) due to
the imbalanced distribution of membrane potential. After
calibration, the ASR significantly improves as b increases
within an appropriate range. However, the ASR will also
decrease when b is excessively large. Therefore, to achieve
stable performance, we adopt b = 0.5σ in all experiments.
Moreover, we discuss the impact of diverse timesteps of
the model. As shown in Fig. 5(b), the accuracy increases

(a) (b)

Figure 5. (a) Effectiveness of various offsets in the calibration of
our PDSG. We adopt FGSM (ϵ = 8/255) to perform attacks. (b)
Impact of diverse timesteps in attacking ResNet18 on CIFAR10.

Topk
gradients

C&W
Loss FDs Reduction PDSG

ASR.
(%)

Mean
ℓ0

Median
ℓ0

✓ 69.0 655.70 450.0
✓ ✓ 72.0 678.90 450.0
✓ ✓ ✓ 75.0 567.82 389.5
✓ ✓ ✓ ✓ 78.0 521.26 351.5
✓ ✓ ✓ ✓ ✓ 82.0 458.02 303.0

Table 4. The effect of each component in our SDA method on
CIFAR10DVS dataset. ✓denotes utilizing the component. The
best results are in bold.

with the timestep; however, the ASR is independent from
the timestep, indicating that the performance of the attack
is related to the distribution of the actual model. Our PDSG
performs the best at all timesteps, demonstrating that the
PDSG can adapt to various timesteps of the model.

Tab. 4 shows that every optimization component plays
an important role in our SDA. We set the top-k gradients
in Eq. (15) as the base component because it provides a
basic sparse selection of perturbations. When the C&W
loss in Eq. (13) is adopted, although the mean ℓ0 slightly
increased, the ASR is improved due to resolved gradient
vanishing. After introducing the FDs in Eq. (16) and the
reduction process in Eq. (18), redundant perturbations are
effectively removed, jointly improving the sparsity and the
ASR. Cooperating with the PDSG, the representation of the
gradients is fully optimized, thereby demonstrating superior
attack performance of our SDA.

6. Conclusion
In this paper, we introduce the potential-dependent surro-
gate gradient to adaptively address invisible SGs in attack-
ing SNNs. Moreover, a novel sparse dynamic attack method
is proposed to effectively attack binary dynamic images on
SNNs with sparse perturbations. The experiments demon-
strate that our PDSG and SDA achieve superior perfor-
mance with 100% attack success rate on ImageNet and 82%
attack success rate by modifying only 0.24% of the pixels
on CIFAR10DVS. Looking ahead, we hope that our pro-
posed methods will inspire further research to comprehen-
sively rethink the robustness of SNNs in various scenarios
and to redesign corresponding defense mechanisms.
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