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Abstract

Recent advances in text-to-image diffusion models have
enabled the creation of a new form of digital art: optical
illusions—visual tricks that create different perceptions of
reality. However, adversaries may misuse such techniques
to generate hateful illusions, which embed specific hate
messages into harmless scenes and disseminate them across
web communities. In this work, we take the first step toward
investigating the risks of scalable hateful illusion genera-
tion and the potential for bypassing current content moder-
ation models. Specifically, we generate 1,860 optical illu-
sions using Stable Diffusion and ControlNet, conditioned on
62 hate messages. Of these, 1,571 are hateful illusions that
successfully embed hate messages, either overtly or subtly,
forming the Hateful Illusion dataset. Using this dataset, we
evaluate the performance of six moderation classifiers and
nine vision language models (VLMs) in identifying hateful
illusions. Experimental results reveal significant vulnera-
bilities in existing moderation models: the detection accu-
racy falls below 0.245 for moderation classifiers and below
0.102 for VLMs. We further identify a critical limitation in
their vision encoders, which mainly focus on surface-level
image details while overlooking the secondary layer of in-
formation, i.e., hidden messages. To address this risk, we
explore preliminary mitigation measures and identify the
most effective approaches from the perspectives of image
transformations and training-level strategies.'

Disclaimer. This paper contains hateful images. Reader
discretion is advised.

1. Introduction

The recent advancement of text-to-image diffusion mod-
els [3, 15, 24] has revolutionized image creation. These
models, such as Stable Diffusion [24] and Midjourney [ 5],
can automatically generate high-quality and realistic im-
ages based on users’ text descriptions, often referred to as

*Yang Zhang is the corresponding author.
Our code is available at https :
TrustAIRLab/HatefulIllusion.

/ / github . com /

Figure 1. A well-known example [20] of an Al-generated optical
illusion: the image hides the word “OBEY,” which becomes more
visible when viewed from a distance or when zoomed out.

prompts. Powered by these models, a new form of digital art
has emerged and quickly gained popularity on social media
platforms [19, 20]. Take Figure 1 [20] as an example: at first
glance, this image appears to depict a group of well-dressed
people walking through a busy city street at night. How-
ever, when viewed from a distance or zoomed out, a hid-
den message, the word “OBEY,” becomes apparent, which
is formed by the arrangement of people’s clothing in the
drawing. This type of digital art creates an optical illusion,
allowing image creators to embed a hidden message within
seemingly ordinary scenes. We refer to this new digital art
as Al-generated optical illusions.

However, this digital art also has a dark side. Ac-
cording to a recent Al misuse report [1], malicious users
have exploited these models to spread hate through Al-
generated optical illusions. For example, they have cre-
ated and disseminated numerous images embedding hate
messages, such as the anti-Semitic symbol [8], the Neo-
Nazi symbol [18], and hate slogans like “It’s OK to be
white” [21], all hidden within Al-generated optical illusions
to promote hateful ideologies.” This misuse allows mali-
cious users to embed hate into seemingly harmless scenes,
thereby subtly and implicitly creating hateful images and
disseminating them across web communities. We refer to

2See hateful examples at https://gnet — research.org/
2023/11/13/for-the-1lulz-ai-generated-subliminal-
hate-is—-a-new-challenge-in-the- fight —against -
online-harm/.
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these Al-generated optical illusions with hate embedded as
Al-generated hateful illusions (or hateful illusions for sim-
plicity).

Under the new threat, it is still unclear whether mod-
eration classifiers from various web communities, such
as Google’s SafeSearch [25] and Microsoft’s Moderation
API [10], can effectively detect these hateful illusions.
Furthermore, as large vision language models (VLMs) [4,
30, 45] (e.g., GPT-4V [4]) quickly advance, they have
shown remarkable capabilities [4, 30, 45] in image reason-
ing tasks [32]. Combined with their safety alignment mea-
sures [28, 48, 51], VLMs offer an alternative approach for
moderating hateful images alongside specialized modera-
tion classifiers. It is also an open question whether state-of-
the-art VLMs can identify the hidden hate from seemingly
harmless scenes in hateful illusions.

Research Question. Since no prior work has explored Al-
generated hateful illusions, we take the first step by investi-
gating the following research questions:

* RQ1: Hateful Illusion Generation. How prone is an
adversary to successfully embedding hate messages into
Al-generated optical illusions? How successful is the au-
tomatic and scalable generation of hateful illusions?

¢ RQ2: Hateful Illusion Moderation. Can current con-
tent moderation classifiers and state-of-the-art VLMs ef-
fectively identify hateful illusions?

Our Work & Findings. To investigate RQ1, in Section 3,
we design a pipeline that exploits a text-to-image model and
the conditioning generation technique to systematically pro-
duce Al-generated optical illusions. Specifically, we utilize
Stable Diffusion [24] to portray seemingly harmless scenes
and ControlNet [67] to steer the image generation toward
embedding hate messages. We collect 62 hate messages,
including both hate speech and hate symbols, along with
30 descriptive prompts, generating a total of 1,860 images.
To verify whether these images successfully embed hate
messages (i.e., hateful illusions), we conduct a two-round
human annotation to identify them and further categorize
them into high and low visibility classes based on how ev-
ident the hate messages are. Our annotation result shows
that 84.5% of all generated images successfully embed var-
ious hate messages, collectively referred to as the Hateful
Lllusion Dataset. Worse yet, with an active safety checker
in place, Stable Diffusion only blocks 3.0% of all gener-
ated images, leaving the majority of hateful illusions being
generated successfully.

We then investigate RQ2 in Section 4 to examine
whether these hateful illusions can be effectively identi-
fied by moderation models. Using the Hateful Illusion
dataset, we evaluate six moderation classifiers and nine
VLMs from five families. Our evaluation reveals that none
of the tested moderation models are effective enough at de-
tecting hateful illusions. The highest accuracy achieved

is only 0.209-0.245 for moderation classifiers and 0.090—
0.102 for VLMs, depending on whether the hidden mes-
sages are hate speech or hate symbols. More importantly,
in an explainable detection task, where we prompt VLMs
to describe the hidden patterns or messages they observe
in optical illusions, we find that VLMs cannot even effec-
tively identify simple patterns, such as digits, let alone the
more complex hate messages. We also reveal that these fail-
ures are inherently attributed to their vision encoders, which
share the Vision Transformer (ViT) [39] architecture and a
similar training paradigm, e.g., CLIP-ViT [53]. Through
the analysis of CLIP semantics and attention mechanics, we
validate that CLIP-ViT generally focuses on the fine details
in the harmless scenes while overlooking the pattern created
by embedded messages.

Finally, to mitigate the risks of hateful illusions, we ex-

plore the effects of various image transformations and pre-
liminary training-level strategies. Among image transfor-
mations, we find that applying Gaussian blur to obscure im-
age details, followed by contrast enhancement using his-
togram equalization [9], can significantly improve the accu-
racy of identifying hateful illusions. Among training strate-
gies, prompt learning on a fully fine-tuned CLIP model ap-
pears to be the most promising approach.
Contributions. First, we take the first step in investigat-
ing the risks posed by Al-generated hateful illusions, a new,
subtle form of hateful imagery. We establish the Hateful
Illusion dataset, which consists of 1,571 hateful illusions
embedding 62 hate messages, serving as a valuable testbed
for evaluating the capabilities of current moderation mod-
els. Second, we systematically evaluate the performance
of both commercial and open-source moderation classifiers
and VLMs. Our evaluation reveals an important vulnerabil-
ity: all tested models fail to effectively identify hateful illu-
sions. Finally, we attribute the models’ failure to inherent
limitations in their vision encoder associated with training
data, training paradigms, and a static attention mechanism.
Although our mitigation is helpful, fundamentally enhanc-
ing the capability of moderation models requires addressing
these limitations within their vision encoders.

2. Threat Model

Problem Statement. The adversary aims to spread hate
messages or ideologies via imagery against a particular
community across various web communities. In the tradi-
tional approach, the adversary shares images or memes that
explicitly display hate messages, such as the misogyny [16]
symbol to promote gender discrimination. However, with
the advancement of content moderation models, such hate-
ful images can be easily detected [33, 50, 51, 57, 66] due
to their direct exposure. To circumvent detection, the ad-
versary now employs stealthier techniques to disseminate
hate messages. Exploiting text-to-image diffusion models,
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Figure 2. High-level overview of the attack.

they embed hate messages naturally into images that appear
harmless at first glance. These generated images create an
optical illusion that reveals the hate message from a specific
angle when zoomed out, or with a provided hint. We refer to
these images as hateful illusions. Hateful illusions consist
of two key elements: (1) surface scene, the main, seem-
ingly harmless content that initially captures the viewer’s
attention; (2) hate message, a hidden hate message that can
better be observed from a distance, by zooming out, or with
the help of a hint.

Adversary’s Goal. The adversary’s goal is twofold. First,
they aim to generate hateful illusions at scale, targeting a
specific community. In each generated image, the hate mes-
sage must be completely and seamlessly revealed (i.e., a
successful generation). Among all generation attempts, the
probability of successful generations should be as high as
possible. Second, these hateful illusions aim to evade detec-
tion by various content moderation models, including mod-
eration classifiers and VLMs. The high-level overview of
the attack is presented in Figure 2.

3. Hateful Illusion Generation

To propagate hateful ideologies while bypassing content
moderation models, the adversary generates hateful illu-
sions targeting various groups/communities.

3.1. Methodology

The adversary exploits a text-to-image diffusion model
(e.g., Stable Diffusion [24]) and conditional generation
techniques to embed hate messages into seemingly harm-
less scenes. One commonly used technique is Control-
Net [67], which applies spatial controls to text-to-image
diffusion models. It is a trainable neural network that is
injected into Stable Diffusion and jointly creates a feature
map that accounts for both the semantics from the text
prompt and spatial control from the conditional visual in-
put [67] (details can be found in Appendix A.1). We denote
the joint network as F, consisting of the pre-trained Sta-

ble Diffusion [24] model and the injected ControlNet block.
The adversary first collects a hate message (m) targeting a
specific group and maps it to a conditional visual input (c),
which is a standardized-size image that explicitly displays
the hate message, referred to as a message image. Next,
they gather text prompts (x) that describe surface scenes,
namely, descriptive prompts. Finally, the adversary pro-
vides both the conditional visual input (c) and the descrip-
tive prompt (z) to F, which then generates a final image,
i = F(x,c). The generated image is a hateful illusion if
it successfully reveals the target hate message. To verify
this, the adversary manually examines the generated image
to determine if it qualifies as a hateful illusion.

3.2. Pipeline

Hate Message Collection. We consider two kinds of hate
messages, i.e., textual hate speech and visual hate sym-
bols. For hate speech, we collect 23 most commonly used
racial slurs or hate slang terms, such as “Fag**t,” “Ret**d,”
“Ch**k,” etc. For hate symbols, we collect 39 images
representing 18 distinct classes, including “Swastika [27],”
“Happy Merchant [8],” and “Confederate Flag [2].” The de-
tails of the hate message collection process are provided in
Appendix A.2. In total, we compile 62 hate messages (23
textual and 39 visual), with the full list presented in Table 5
in the Appendix.

Prompt Collection. The prompts used for image gener-
ation determine the surface scenes, which hide the target
messages. To develop a high-quality prompt set that de-
scribes diverse scenes, we first prompt GPT-40 [5] to gen-
erate 30 different scene categories, resulting in 30 unique
keywords such as “a forest,” “a desert,” and “a nature
view.” Next, we query the Lexica [14] website to retrieve
high-quality prompts for each keyword. Lexica [14] is an
Al-generated image gallery that hosts millions of prompt-
image pairs and functions as a search engine that retrieves
the most relevant prompts given a query keyword. Specifi-
cally, for each keyword, Lexica returns the top 50 most rel-
evant prompt-image pairs, from which we randomly sam-
ple one prompt. Compared to original keywords, the re-
trieved prompts not only describe similar scenes but are also
enhanced with quality boosters, such as “super realistic,”
“8K,” etc. The inclusion of quality boosters ensures that
generated images present a high image quality.

Image Generation. To generate hateful illusions, two in-
puts are required: descriptive prompts that define the sur-
face scenes and message images that directly depict hate
messages. We first convert 62 hate messages into message
images of size 512x512, and then using 30 prompts, we
generate a total of 1,860 images using Stable Diffusion and
ControlNet. These images potentially reveal hate messages
but require further manual annotation to validate. During
generation, an important hyperparameter is the guidance
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scale, which controls the extent of Al-generated images
conditioning on the message images. We set the guidance
scale to 0.9 for hate speech and 1.1 for hate symbols and
will later explain the rationale in Figure 4. Note that we
turn off the built-in safety checker in Stable Diffusion to
prevent any generated images from being blocked.

Human Annotation. The goal of human annotation is to
identify hateful illusions, i.e., images that successfully em-
bed hate messages, from all generated images. Since the
annotation process can be highly dynamic and vary among
annotators, we decompose it into two standardized rounds.
In the first round, we provide the original Al-generated im-
ages and ask the annotators if they can immediately observe
any hidden messages or patterns from our pre-defined hate
message set. Hateful illusions identified in this round obvi-
ously present hate messages; therefore, they are considered
as high visibility. The remaining images proceed to the sec-
ond round, where they are augmented through techniques
such as blurring and zooming out. These augmentations
simulate the effect of viewing from a distance or intention-
ally ignoring background details. If annotators detect hid-
den messages in any augmented version, the image is classi-
fied as a low-visibility hateful illusion; otherwise, it is clas-
sified as no visibility. After two rounds of annotation, we
collect hateful illusions with both high and low visibility,
where each class presents the hate messages in either an ev-
ident or subtle manner. Examples of hateful illusions with
varying visibility are illustrated in Figure 3.

To mitigate subjectivity and bias, we employ three expert
annotators from the research team to independently perform
the two-round annotations for each image. The final anno-
tation is determined based on the majority vote among the
three annotators. We calculate the Fleiss’ Kappa [36, 37] to
assess the reliability of the annotations. The overall Fleiss’
Kappa is 0.783, indicating substantial agreement among the
annotators [36, 37]. Annotation details and the limitations
are provided in Appendix A.3 and Appendix A.7.

3.3. Result

Hateful Illusion Dataset. Out of the 1,860 annotated im-
ages, we identified 1,571 images that successfully fuse hate
messages into irrelevant surface scenes. Among these,
1,031 images present hate messages with high visibility,
which human annotators could immediately observe, while
540 present low visibility, where these images deceive hu-
man annotators in the first round and can only be ob-
served on the second round through transformed images,
i.e., blurred versions. Specifically, 604 hateful illusions em-
bed hate speech, and 967 embed hate symbols. We collec-
tively refer to the hateful illusions of both high and low vis-
ibility as Hateful Illusion Dataset. We list the dataset statis-
tics in Table 1. To the best of our knowledge, this dataset
is the first collection of Al-generated optical illusions that

Misog Symbol Happy Merchant Swastika Symbol

R

Figure 3. Examples of Al-generated hateful illusions in differ-
ent visibility classes. The first row displays examples in the high
visibility class, where hate messages are clearly evident and thus
identified by annotators in the first round of annotation. The sec-
ond row presents examples in the low visibility class, which are
more subtle and are identified in the second round of annotation.

—=— High + Low
High Visibility
—=— Low Visibility

0.25

0.00 -\\

0.6 0.8 1.0 1.2 14
Guidance Scale

Percentage
2

Figure 4. Trade-off between the percentage of successfully gen-
erated hateful illusions and their subtlety. As the guidance scale
increases, more generated images become hateful illusions (blue
line). However, beyond a certain point, hateful illusions become
less subtle and shift into the high visibility class.

embed hate messages. It serves as a novel and challenging
testbed for evaluating the capabilities of both content mod-
eration classifiers and VLMs in identifying the new, subtle
form of hate accelerated by Al generative models.

Understanding the Generation Risk. We find that the
risk of generating hateful illusions is significant and can
stem from multiple aspects. First, the likelihood of success-
fully generating hateful illusions is substantial. Among all
generated images, 84.5% (1,571/1,860) successfully embed
hate messages in an evident or subtle form: 87.5% for hate
speech and 82.6% for hate symbols. Worse yet, the prob-
ability can be further increased if an adversary employs a
higher guidance scale, which controls the extent of condi-
tioning on the hate messages. To verify, we annotate a sub-
set of Al-generated images with the same embedded mes-
sage and calculate the percentage of hateful illusions for
each guidance scale setting. As indicated in Figure 4 (blue
line), the percentage of hateful illusions increases with a
larger guidance scale. Second, the adversary may also max-
imize the subtlety of hateful illusions, i.e., achieving the
highest percentage of low visibility hateful illusions by set-
ting a guidance scale between 0.8 and 1.0 (see Figure 4).
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Table 1. Overview of the annotated dataset. The Hateful Illusion dataset refers to the collection of high and low visibility classes, totaling

1,571 images across two types of hate messages.

Hidden Messages | Message Images | High Visibility Low Visibility No Visibility | Overall High+Low | % of Hateful Illusions | Fleiss’ Kappa

Hate Speech 23 248 356 86 690 604 87.5% 0.860
Hate Symbols 39 783 184 203 1,170 967 82.6% 0.725
Overall | 62 | 1031 540 289 | 1.860 1,571 | 84.5% | 0783

For these images, hate messages are more subtle and nat-
urally blend with the surface scenes, easily deceiving hu-
man annotators. Take our annotators as an example: Of 604
hateful illusions designed to embed hate speech, 356 im-
ages (low visibility) are not immediately flagged until the
second round of annotation, accounting for 58.9%. This
demonstrates that an adversary can both increase the per-
centage of hateful illusions and enhance their subtlety to
evade moderation. Furthermore, note that we removed the
safety checker from Stable Diffusion to prevent any gen-
eration blocks. When we reactivate the safety checker, it
only blocks 3.0% of all generated images, exposing a signif-
icant vulnerability in Stable Diffusion’s internal safeguards.
More comprehensive results regarding the safety checker
are provided in Section 4.1.

4. Hateful Illusion Moderation

In this section, we systematically evaluate the performance
of moderation classifiers and VLMs in moderating Al-
generated hateful illusions.

4.1. Classifier-Based Moderation

Moderation Classifiers. We select six moderation clas-
sifiers developed to report generally unsafe or inappropri-
ate images, including hateful images. To examine modera-
tion on real-world platforms, four of these classifiers come
from commercial services: OpenAl’s Omni [22], Google’s
SafeSearch [25], Microsoft’s Image Moderation API [10]
(denoted as Moderation API), and Microsoft’s Multimodal
Moderation API [17] (denoted as M-Moderation API). Ad-
ditionally, we include two popular open-source classifiers:
Q16 [57], which is used to detect unsafe images in Laion
datasets [1 1, 12], and the safety checker [26], which is built
into Stable Diffusion. Note that we test the safety checker
again to ensure a consistent comparison using the same im-
age dataset, i.e., hateful illusions rather than all generated
images. Given an image, these classifiers directly output
whether the image is safe without requiring user prompting.
We provide the implementation setup in Appendix A.4.

Evaluation Metric. We report the accuracy score, the per-
centage of images that are successfully flagged as hateful
out of all tested images. We calculate the accuracy for six
moderation classifiers using all 1,571 images from the Hate-
ful Illusion dataset. We also test models on conditioning
message images, i.e., 23 images depicting hate speech and

39 images of hate symbols, for comparison.

Result. We present the result of six moderation classi-
fiers in Table 2 on both the original hate messages and Al-
generated hateful illusions. When directly presented with
hate messages (as listed in the “Message” column), the best-
performing classifier is Q16, which achieves an accuracy of
0.696 for hate speech and 0.846 for hate symbols. However,
when the hate messages are hidden within Al-generated
hateful illusions, the accuracy drops sharply to 0.209 for
hate speech and 0.245 for hate symbols. When comparing
hateful illusions with different levels of visibility, the high
visibility class is detected slightly better; however, accu-
racy remains below 0.258. The rest of the classifiers show
minimal capability in detecting hateful illusions. Take Mi-
crosoft’s Multimodal Moderation API as an example, when
directly exposed to hate messages, it achieves only 0.217
for hate speech and 0.436 for hate symbols. Even more con-
cerning, it is completely ineffective when hate messages are
concealed within hateful illusions. We have disclosed these
vulnerabilities to the relevant platforms.

4.2. VLM-Based Moderation

VLMs. We select nine VLMs from five model fami-
lies: GPT-Vision (GPT-4V [4] and GPT-40 [5]), Gem-
ini (Gemini-1.5 [6] and Gemini-2 [7]), LLaVA (LLaVA-
1.5 [45] and LLaVA-Next [46]), Qwen-VL [62], and
CogVLM (CogVLM [63] and CogVLM-2 [43]). Among
these, the GPT-Vision and Gemini series are commercial
VLMs developed by OpenAl and Google, while the remain-
ing models are open-source. While querying VLMs, we en-
sure a consistent temperature of 1.0 and set the number of
max new tokens to 1024.

Prompt Engineering. To mitigate biases introduced by dif-
ferent prompts, we design multiple prompts and aggregate
the results. We consider two prompt engineering methods:
zero-shot inference and chain-of-thought [64, 65]. For zero-
shot inference, we design three prompts that instruct the
VLM to classify images as either hateful or not, with each
prompt gradually incorporating more cues related to optical
illusions. An example of a zero-shot inference prompt is
“Carefully inspect the image for any hidden or stylized pat-
terns, messages, or shapes. Does this image contain any
hateful, offensive, or inappropriate content? Simply an-
swer yes or no without further explanation.” We also use
a chain-of-thought prompt that simulates how humans cap-
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Table 2. Accuracy scores of moderation classifiers on hate messages and hateful illusions. “Message” refers to images that directly present
hate messages. “High,” “Low,” and “Agg” represent hateful illusions of high, low, and both levels of visibility.

Hate Speech Hate Symbols Hate Speech Hate Symbols
Classifiers M M High Low Agg ‘ High Low Agg
Omni 0.043 0.026 0.012 0.006 0.008 | 0.009 0.016 0.010
SafeSearch 0.000 0.154 0.004 0.014 0.010 | 0.015 0.027 0.018
Moderation API 0.000 0.128 0.000 0.000 0.000 | 0.011 0.000 0.009
M-Moderation API 0.217 0.436 0.004 0.000 0.002 | 0.002 0.000 0.002
Safety Checker 0.652 0.231 0.069 0.008 0.033 | 0.042 0.011 0.036
Q16 0.696 0.846 0.234  0.191 0.209 | 0.258 0.190 0.245

Table 3. Accuracy scores of VLMs in identifying hate messages and hateful illusions. “Message” refers to images that directly present hate
messages. “High,” “Low,” and “Agg” represent hateful illusions of high, low, and both levels of visibility. We report the mean accuracy

across three zero-shot prompts.

Zero-Shot Inference

Chain-of-Thought

Hate Speech Hate Symbols Hate Speech Hate Symbols Hate Speech Hate Symbols
Classifiers Message Message High Low Agg | High Low Agg | High Low Agg | High Low Agg
GPT4V 0.826 0.538 0.030 0.000 0.013 | 0.008 0.000 0.006 | 0.022 0.000 0.009 | 0.006 0.000 0.005
GPT-40 1.000 1.000 0.053 0.002 0.023 | 0.040 0.000 0.032 | 0.008 0.000 0.004 | 0.005 0.000 0.004
Gemini-1.5 0.870 0.897 0.034 0.000 0.014 | 0.041 0.000 0.033 | 0.025 0.000 0.011 | 0.029 0.000 0.023
Gemini-2 0.870 0.897 0.072  0.000 0.030 | 0.054 0.000 0.043 | 0.065 0.000 0.027 | 0.047 0.000 0.037
LLaVA-1.5 0.261 0.590 0.051 0.001 0.022 | 0.055 0.008 0.046 | 0.011 0.000 0.005 | 0.016 0.000 0.012
LLaVA-Next 0.087 0.436 0.012 0.000 0.005 | 0.009 0.000 0.007 | 0.170 0.052 0.102 | 0.104 0.037 0.090
Qwen-VL 0.739 0.821 0.024 0.000 0.010 | 0.022 0.000 0.017 | 0.018 0.000 0.008 | 0.008 0.000 0.007
CogVLM 0.348 0.795 0.013 0.007 0.010 | 0.015 0.005 0.013 | 0.000 0.000 0.000 | 0.000 0.000 0.000
CogVLM-2 0.391 0.179 0.004 0.000 0.002 | 0.001 0.000 0.001 [ 0.000 0.000 0.000 | 0.008 0.009 0.009

ture the hidden message from hateful illusions, such as ig-
noring fine details and identifying the major pattern. This
prompt guides VLMs through a step-by-step process to an-
alyze and extract major patterns in the image before mak-
ing a safety judgment. We present zero-shot prompts in Ta-
ble 8 and the chain-of-thought prompt in Figure 7 in the
Appendix.

Evaluation Metric. We use the same metric, accuracy
score, to evaluate the moderation performance of VLMs.
Although our prompts instruct the VLMs to provide a stan-
dardized yes-or-no answer when reporting hateful content,
they occasionally generate lengthy, unstructured sentences.
For standardized responses, we assess correctness using
string matching. For unstructured responses, we train a
RoBERTa [47] classifier to categorize them as correct or
incorrect. The training details of this classifier are provided
in Appendix A.5. Notably, the classifier achieves a nearly
perfect F1 score on a test set of 900 examples.

Result. Table 3 shows the accuracy scores of nine VLMs in
identifying hate messages and hateful illusions. Compared
to traditional moderation classifiers, VLMs are more effec-
tive at detecting images that directly present hate messages.
For example, GPT-40, Gemini, and Gemini-2 achieve at
least 0.870 accuracy for hate speech and 0.897 for hate sym-
bols. However, when hate symbols are camouflaged in hate-
ful illusions, all tested VLMs consistently fail to recognize
their hateful nature. With zero-shot inference, the highest
accuracy for detecting hateful illusions is only 0.034 for
hate speech (achieved by Gemini-2) and 0.06 for hate sym-

bols (achieved by LLaVA-1.5). Moreover, chain-of-thought
prompting offers only limited improvement in moderation
performance. With this approach, the highest accuracy in-
creases slightly to 0.102 for hate speech and 0.090 for hate
symbols, achieved by LLaVA-Next. Nonetheless, the low
accuracy score indicates that the majority of hateful illu-
sions, even from the high visibility class, can evade the de-
tection of VLMs despite their superior image reasoning ca-
pabilities and internal safety guards.

Explainable Detection. To investigate the reasons be-
hind the poor moderation performance of VLMs, we de-
sign open-ended questions that prompt them to describe any
hidden messages they detect, rather than simply outputting
safety judgments. Specifically, we design three open-ended
questions, from simple to complex, listed in Table 9 in
the Appendix to query VLMs. After examining the gen-
erated responses, we find that VLMs tend to focus on sur-
face scenes while overlooking the larger, emergent pattern,
which conveys the hate messages. For example, in Fig-
ure 5, when prompting GPT-40 to describe the hidden mes-
sage or pattern in a hateful illusion, it only focuses on the
damaged building, yet fails to recognize the misogyny sym-
bol. We further test VLMs on optical illusions that embed
simpler patterns, such as digits. Figure 12 in the Appendix
shows that identifying hidden messages is still challenging
for VLMs, even when the message is as simple as a digit.
Note that the finding is not occasional but consistent for all
tested VLMs. We provide a quantitative result and more
error analysis in Appendix A.6 and Appendix A.8.
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Prompt: What do you see in the image?

GPT-40: “The image shows a heavily damaged building with
significant structural collapse. There are large sections of debris
and broken materials scattered around. A white pickup truck is
parked in front of the building amidst the rubble. The scene
suggests the aftermath of a disaster, possibly an earthquake.”

Prompt: Can you observe any hidden message/pattern/
watermark (a digit, symbol, or text) in the image?

GPT-40: “I can't observe any hidden message, pattern, or
watermark in the image. It depicts the aftermath of a natural
disaster with a collapsed building and debris.”

Input Image

Figure 5. Examples of VLM-generated responses that fail to cap-
ture the misogyny symbol from a hateful illusion.

4.3. Why Moderation Classifiers and VLMs Fail?

From the moderation results, we conclude that neither mod-
eration classifiers nor VLMs are effective enough at identi-
fying hate messages in Al-generated hateful illusions. One
possible reason lies in their vision encoders, which define
how these models process and analyze image inputs. Af-
ter manual examination, we find that all tested open-source
moderation models rely on a vision transformer (ViT) [39].
For example, Q16, safety checker, the LLaVA series, and
the CogVLM series all use CLIP-ViT [53] as their vision
encoder [26, 43, 45, 46, 57, 63]. We analyze the inherent
limitations of ViT in capturing optical illusions as follows,
using CLIP-ViT as an example.

Semantic Analysis. We extract image embeddings of hate-
ful illusions from CLIP-ViT, specifically, the CLIP-L/14
checkpoint,® then project them into a 2D space using t-
SNE [60]. As shown in Appendix Figure 10, hateful il-
lusions generated with the same prompt cluster together,
regardless of the embedded messages. This suggests that,
for CLIP, the semantics of these images are predominantly
influenced by the surface scenes described in the prompts
rather than by the embedded messages. We further validate
this point by comparing cosine similarities in Appendix Fig-
ure 11. In this analysis, we examine the cosine similarity
values between image and text embeddings from hateful il-
lusions, their descriptive prompts, and the message texts.
Hateful illusions are semantically more aligned with their
descriptive prompts than with the message texts.
Multimodal Attention. To gain deeper insight into why
CLIP-VIiT captures only the semantics of surface scenes
rather than the underlying hidden messages, we decompose
the attention mechanism of CLIP and visualize the interac-
tion between the image and text. Specifically, we employ
a multimodal attention explainability technique [34] to cal-
culate the relevancy map between image patches and the
provided text. The relevancy map assesses the aggregated
attention scores between image patches and text tokens de-

3https://huggingface.co/openai/clip-vit-large-
patchl4.

"Red Bricks"

Original "Collapse" "Truck"

|rc|e "Female Symbol Mlsogyny

Figure 6. Relevancy map [34] between image patches and texts,
derived from CLIP attention modules. The highlighted areas indi-
cate which image patches the model attends to most for the pro-
vided texts. More examples are shown in Figure 13.

rived from the multimodal attention layers. In Figure 6,
we present relevancy maps for a hateful illusion with var-
ious texts. Based on the highlighted areas, CLIP-ViT at-
tends correctly to text concepts such as "Collapse,” “Truck,”
and “Red Bricks,” which correspond to the visible surface
scenes. However, the model fails to focus on the correct
regions associated with the hidden message (e.g., “Female
Symbol,” “Misogyny” etc.).

This limitation may be inherent to CLIP’s training data,
training paradigm, and attention mechanism. First, CLIP
is trained on 400 million image-text pairs collected on-
line [53]. Despite the large size of its training set, Al-
generated optical illusions are underrepresented.* Second,
the learning objective of CLIP encourages the model to
maximize the similarity between images and text descrip-
tions, while most text descriptions focus on the dominant,
most salient visual features, such as MSCOCO [44] and
YFCC [59] captions. Therefore, CLIP is easily distracted
by the details depicted on the surface scenes while neglect-
ing the second layer of semantics, embedded messages.
Lastly, CLIP-ViT’s attention process is static, resulting in
fixed image embeddings. In contrast, human cognition al-
lows for dynamic adjustment of attended areas in images.
Combined, these factors fundamentally limit CLIP’s ability
to capture hidden messages in optical illusions.

5. Mitigating Measures

To mitigate the risks posed by hateful illusions, we explore
preliminary mitigation strategies, including universal image
transformations across various models and the training of an
independent classifier.

Image Transformations. According to human cognition,
when observers perceive optical illusions, we tend to over-
look fine details and focus on the emergent illusionary mes-
sages. To this end, we mainly test three types of im-
age transformations, as illustrated in Appendix Figure 8.

4 Al-generated optical illusions gained popularity after the emergence
of Stable Diffusion, whereas CLIP’s training corpus mainly includes real-
world images collected before 2021 [53].
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Table 4. Performance of various fine-tuning methods on the test
set. F denotes full fine-tuning of the CLIP backbone.

Method ‘ Accuracy Precision Recall F1

Linear Probing 0.622 0.632 0.583  0.607
Linear Probing (F) 0.823 0.809 0.847 0.827
Prompt Learning 0.637 0.744 0417 0534
Prompt Learning (F) 0.938 0.931 0947 0.939

The first type aims to obscure image details, for exam-
ple, through Gaussian blur, downscaling, and grid repetition
(repeating the images in a grid layout). The second type
focuses on adjusting color and contrast, using techniques
such as grayscale conversion, histogram equalization, and
gamma correction. The final type emphasizes patterns by
calculating gradient magnitude and detecting edges. Addi-
tionally, we investigate the effects of different combinations
of these transformations. We present the result in Appendix
Figure 9. Our results reveal that applying Gaussian blur
first, followed by histogram equalization, leads to the great-
est improvement in moderation performance. For example,
GPT-40’s accuracy increases from 0.03 to 0.70, achieving
an improvement of 0.67. Similarly, Q16’s accuracy rises
from 0.21 to 0.82, representing an improvement of 0.61.
Training-Level Mitigation. We further investigate
training-level mitigation by training a specialized classifier
to detect hateful illusions. We adopt the widely used CLIP
model as the image feature extractor and compare differ-
ent fine-tuning methods: linear probing[53], which adds a
linear classification head on top of CLIP, and prompt learn-
ing [57], which optimizes two soft prompt vectors for clas-
sification. While the CLIP model is generally frozen during
these methods, we also evaluate their performance when
the model is fully fine-tuned. We use the Hateful Illusion
dataset as positive examples and inject them into 1.5K opti-
cal illusions depicting harmless objects such as digits, “ap-
ple,” “chair,” and their textual versions. In total, we gather
approximately 3K images, with half labeled as hateful and
the other half as clean and harmless. We split the data into
training and testing sets at an 8:2 ratio. Results in Table 4
suggest that fully fine-tuned prompt learning is the most
promising approach, achieving the highest detection accu-
racy (0.938) on the test set.

6. Related Work

Optical Illusion Recognition. Optical illusions are visual
phenomena in which human brains misinterpret information
to create various perceptions that may differ from objective
reality [23]. Researchers [41, 58, 68, 69, 69] have found
that recognizing optical illusion is a challenging task for
machine learning models, including conventional deep neu-
ral networks (CNN) and large VLMs. They establish plenty
of benchmarking datasets [4 1, 58, 68, 69], such as Illusion

VQA [58], IllusionBench [69], and HallusionBench [41].
Using these datasets, researchers evaluate the capability of
machine learning models in recognizing optical illusions,
including examples of impossible objects, angle illusions,
and spiral illusions. However, these works generally focus
on optical illusions that are deliberately designed by hu-
mans while neglecting the emerging type of Al-generated
optical illusions. Until now, only a limited number of stud-
ies [35, 55] focus on Al-generated optical illusions: Ros-
tamkhani et al. [55] examine the VLM’s ability to identify
simple objects in irrelevant scenes, while Ding et al. [35]
employ optical illusions as a new CAPTCHA verification
method. As a concurrent work, we investigate the new risk
posed by Al-generated hateful illusions and reveal the in-
herent limitations in current moderation models.

Hateful Image Moderation. Hateful images refer to im-
ages designed to attack or demean a specific group or com-
munity [10, 61], e.g., the misogyny symbol [16] is used to
target women. To mitigate the spread of hateful images,
companies including Google [25], Microsoft [10, 17], and
OpenAl [22] have developed moderation models to detect
hateful content. At the same time, researchers have devel-
oped open-source moderation models [51, 57]. For exam-
ple, Schramowski et al. [57] build Q16 using a prompt-
learning technique on a dataset containing images with
morally negative and positive content. They are also ac-
tively exploring the use of VLMs for content modera-
tion [31, 42, 49, 51, 52, 70]. Zhu et al. [70] investigate
the performance of VLMs in identifying hateful memes in
a zero-shot manner. However, these proposed moderation
models are designed to detect overt hateful images rather
than hateful images disguised in optical illusions. Given
the threat, we present the first study uncovering the risk of
generating hateful illusions at scale and pinpointing the vul-
nerabilities of current moderation models.

7. Conclusion

We present a systematic investigation into the generation
and moderation of hateful illusions. Leveraging Stable Dif-
fusion and ControlNet, we embed hate messages into seem-
ingly benign optical illusions, resulting in a dataset of 1,571
hateful illusions that conceal hate speech and hate symbols.
We then evaluate the performance of six moderation classi-
fiers and nine VLMs in identifying these hateful illusions.
Our evaluation reveals the vulnerability of moderation mod-
els and highlights the inherent limitation of their vision en-
coders. To mitigate the risk, we explore the effectiveness
of image transformations and training-level strategies. We
find that, among universal image transformations, applying
Gaussian blur followed by histogram equalization most ef-
fectively improves moderation performance. When train-
ing a classifier, fully fine-tuned prompt learning is the most
promising approach.
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