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Abstract

The privacy analysis of differentially private stochastic gradient descent (DP-SGD) relies on
bounds for the composition of subsampled mechanisms. The privacy of such a composition is
bounded by that of a pair of product distributions, whose privacy loss is a sum of independent
terms and has been analyzed via a variety of notions and concentration results. Yet, existing
closed-form bounds either lose a logarithmic factor or require restrictive conditions on the
noise scale and delicate analysis of subsampling. Further, while it is well known that sums of
independent random variables are approximately Gaussian, existing CLT-based techniques
give an approximation with a large error in J.

We show that the privacy loss of this pair is approximately Gaussian as long as each
step has a small privacy loss except with small probability. Specifically, its privacy loss
distribution is close to a Gaussian with the same mean and variance, after truncating the rare
large privacy losses. The closeness in both directions is up to a shift of ¢ that grows only
as In(1/8) for an additive error 8 in ¢ and is a lower-order term in typical applications. In
particular, the composition satisfies Gaussian differential privacy up to a lower-order shift of
and the additive error 5. We also give a simple way to analyze the resulting variance-based
bounds for subsampled mechanisms which relies on the x? divergence of a single step. For
the Gaussian mechanism at sampling rate 1/t and t > In®(1/4), this gives the predicted
rate for o 2 max{1, \/In(1/9)/In(¢)}, whereas the standard Rényi-divergence analyses need
o 2 /tln(1/6)/In(t). We extend these approximation and asymptotic results to random
allocation (balls-and-bins sampling). As another application, we show that, for bounded
privacy losses, a tight Gaussian approximation of the type we give explains the empirically
observed high accuracy of the connect-the-dots discretization of privacy loss distributions.

1 Introduction

The privacy analysis of multi-step differentially private (DP) algorithms relies on composition of
privacy losses of individual steps. For efficiency purposes each step is often used on a random
subsample of the data with the analysis relying on privacy amplification by subsampling. In
differentially private stochastic gradient descent (DP-SGD) [ACG+16; BST14; SCS13]|, for example,
each step releases the sum of the clipped gradients of a batch with Gaussian noise of scale o. It is
typically analyzed with Poisson subsampling in which each element joins each batch independently
with probability A. The privacy of ¢ steps is then upper bounded by that of a pair of ¢-fold product
distributions [DRS22; ZDW22| and the privacy loss of such a pair is a sum of ¢ independent random
variables. Such sums have been analyzed through concentration inequalities [CR21; [DRV10)]
and through several privacy notions, such as Rényi differential privacy [Mirl7], concentrated
differential privacy [DR16| and its variants [BDRS18; [BS16|, and Gaussian differential privacy
(GDP) [DRS22|.
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For o > 1 the variance of this sum predicts (e, d)-DP with € of order Ay/t1n(1/d)/o, which we
call the central limit rate. Several closed-form bounds at this rate are known and used in theoretical
analyses of private learning [BFGT20; BFTT19; |Ste25]. However, the known closed-form bounds
give the central limit rate only in restricted regimes, and the black-box ones lose additional factors.
If each step is shown to be (g9, dp)-DP, amplified by subsampling and then combined by advanced
composition [DRV10; KLNRSO08]|, the resulting bound exceeds the central limit rate by a factor
V/In(1/9) at A = 1/t. The moments accountant [ACG+16| and its refinement for the sampled
Gaussian mechanism [MTZ19|, both based on Rényi differential privacy [Mirl7|, remove this
factor through a per-step bound O(A\?q/0?) on the Rényi divergence of order ¢. This bound holds
only for orders up to about o2 In(1/\) [ACG+16, Lemma 3], [MTZ19], whereas the conversion to
(€,9)-DP at the central limit rate uses orders of about In(1/4)/e. For A = 1/t the two requirements
are compatible only if o 2 \/tIn(1/0)/In(t). Practical applications typically rely on o being a
small constant, and thus these closed-form bounds do not give the central limit rate for such o.

Further, central limit theorems for the privacy loss [DRS22; [SMM19] predict that the composi-
tion is approximately Gaussian differentially private. Yet, their quantitative (Berry—Esseen) form
[DRS22, Theorem 3.4] has an additive error in d, of order 1/v/t at A = 1/t. Thus it implies the
central limit rate only for fixed and relatively large 6.

This leads to the questions of whether the Gaussian approximation predicted by the central
limit theorems holds beyond the large error in § and whether the closed-form bounds at the central
limit rate hold under mild and practically realistic conditions on ¢ and 4.

1.1 Owur contributions

We give new and relatively simple bounds on the concentration of the privacy loss which imply
that the answer to both questions is yes under mild conditions on the privacy loss of each step: if
the privacy loss of each step is small except with small probability then the privacy loss of the
product pair (in either direction) is close to a Gaussian random variable with the same mean
and variance, after truncating the rare large privacy losses. Specifically, if the privacy loss of
every step deviates from its mean by at most A, then for every f the distribution function of the
privacy loss of the product pair is bounded from above and from below by that of the Gaussian
random variable with the same mean p and variance V', up to a loss shift of O(Aln(1/5)) in
its argument and a tadl shift 5 in its value (Theorem . We say that such a privacy loss is
Gaussian-concentrated. For a pair with a Gaussian-concentrated privacy loss, the privacy profile is
within the same shifts (in e and in §) of the privacy profile of v/V-GDP biased in € by the excess
p — V/2 of the mean over half the variance (Lemma [2.8). Importantly, the loss shift does not
depend on the number of steps t and depends only logarithmically on the tail shift. Therefore,
in contrast to the Berry—Esseen bounds, the approximation covers values of § below every fixed
power of 1/t (as in the second case of Corollary . For privacy losses that are bounded only
with high probability we truncate the privacy loss of each step. The truncation uses part of the
tail shift 8 for the probability of the truncated events and replaces the mean and the variance by
those of the truncated privacy loss.

For upper bounds on the privacy profile of an algorithm we can combine the excess u — V/2
of the mean with the loss shift to say that an algorithm is (a, §)-shifted 'V -GDP if its privacy
profiles are at most that of v/V-GDP shifted by « in €, plus 8 (Definition . Thus an adaptive
composition of steps as above is (u — V/2 + O(A1In(1/3)), B)-shifted v/V-GDP. Both parts of its
shift are lower-order terms in typical applications (e.g., Corollary . Shifted GDP is preserved
by post-processing and therefore transfers from the product of the dominating pairs of the steps
to their adaptive composition (although the resulting upper bounds need not be tight). In
Appendix [B|we compare shifted GDP with zero-concentrated differential privacy [BS16], truncated



concentrated differential privacy [BDRS18] and concentrated differential privacy [DR16].

From Bernstein’s inequality to a Gaussian coupling. As a warm-up, in Section (3.1 we
show that the standard Bernstein concentration inequality can be used to derive the upper tail
part of our concentration result (up to a second-order factor). This bounds the privacy profile by
dat e =p++/2VIn(1/6) + O(Aln(1/9)), where u is the mean of the total privacy loss and A
bounds the deviation of each privacy loss above its mean (Theorem . After truncation, this is
essentially all we need for upper bounds at the central limit rate (Theorem . A tail inequality
cannot, however, bound a privacy profile from below. For the two-sided result we couple the total
privacy loss with a Gaussian random variable [Sak96; Zai25|. If A also bounds the deviation of
each privacy loss below its mean, the error of this coupling is O(Aln(1/3)) except with probability
B, whatever the number of steps (Lemma .

Subsampling through the y? divergence. In Section 4] we show a way to simplify the
resulting concentration bounds by using the x? divergence V = X%’Q of the pair (P, Q) that
dominates one step and a tail condition. This result is based on the observation that the y?
divergence bounds the first two moments of the privacy loss (Lemma , and subsampling at
rate A multiplies it by exactly A? (in the add direction, by at most A?/(1 — \)). Together with the

basic Bernstein concentration inequality, this gives € = O(tA2V + \y/tV In(1/6)) for t subsampled
steps (Theorem . Using the Gaussian concentration, we also show that ¢ subsampled steps are
shifted vVW-GDP for W = tA\2V /(1 — \) (Corollary |4.4)).

The subsampled Gaussian mechanism. In Section we apply the bounds for composition
of subsampled algorithms to the Gaussian noise addition mechanism on which the analysis of
DP-SGD relies. Our bounds give explicit and nearly tight conditions on o, t and J, under which
t steps at sampling rate \ satisfy ¢ = O(tA?/a? + A\/tIn(1/6)/0) () For example, for all
sufficiently large ¢ the condition holds when ¢ > max{1,/In(1/§)/In(t)} and t > In®(1/§), and for
a fixed o > 1 it holds for all § > exp(—Q(c?In?(t))). For comparison, we note that at A = 1/t our
results hold even for o smaller by a factor of at least order v/#/In(t) than that of the closed-form
analyses based on Rényi divergence. Indeed, these analyses bound exponential moments of high
order of the privacy loss, whereas we need only its first two moments and a tail bound (see
Appendix [A] for a more detailed comparison). Further, the likelihood ratio of the Gaussian
mechanism is within A of 1 except with probability at most 3/(2t), for some A with In(1 + A) of
order \/In(t/B) /o (). Thus DP-SGD is shifted v/W-GDP for W = tA2(e}/?* —1)/(1 — ), with
a shift that is of lower order when A/In(1/3) is small compared with v/t/o (Corollary .

Random allocation. In l-out-of-t random allocation (also known as balls-and-bins sampling),
every element is used in exactly one step, chosen independently and uniformly at random [CGH-25;
CGHST25|. Its privacy loss is not a sum of independent terms. Feldman and Shenfeld [FS25]
analyze it through a reduction to Poisson subsampling. The resulting bound for the Gaussian
mechanism therefore inherits the assumption on o of the analysis of Poisson subsampling, and the
reduction needs the additional assumption o 2 /In(¢/9).

Our Gaussian approximation extends to random allocation even more directly than to Poisson
subsampling. The likelihood ratio of the dominating pair of random allocation [F'S25] is an average
of ¢ independent one-step likelihood ratios, each with mean 1 and variance V. In Section [5| we
couple this average, rather than its logarithm, with a Gaussian random variable with the same
mean and variance. We show that if each one-step likelihood ratio is within A of 1, then the
privacy losses of the pair are Gaussian-concentrated with mean V/(2t) and variance V/t, as



for /V /t-GDP, with a tail shift 3 and a loss shift of order (A/t)In(1/8) whenever the latter
is sufficiently small (Theorem [5.2). For the Gaussian mechanism, random allocation is shifted

\/V/(t — 1)-GDP, with the same parameter as Poisson subsampling at rate 1/¢. Thus we obtain
the central limit rate under a condition of the same form as for Poisson subsampling, with no
additional assumption, and the same asymptotic upper bounds (Corollaries to[5.5)).

Connect-the-dots discretization. As an additional application of our techniques we consider
the connect-the-dots (CtD) discretization [DGKKM?22|, which Google’s dp_accounting library
[Goo026| uses by default for the privacy loss distributions (PLDs) of continuous mechanisms. Its
authors found that it “can work with much larger discretization intervals while keeping a similar
error bound compared to previous approaches” such as privacy buckets [MM18§|, and asked “where
these improvements come from” [DGKKM22, Section 7] (see Figure [1] for a numerical comparison).
A single discretized step can have e larger by almost the grid spacing h (Claim . A simple
analysis thus bounds the increase of € for the t-step composition only by th. The error analysis in
[GLW21|, Lemma 5.3], based on a coupling argument, gives an upper bound of O(v/%h), and it
applies to connect-the-dots discretization. Our tight bounds imply that under composition the
privacy profile is determined by the mean and the variance of the privacy loss up to the shifts of
the Gaussian concentration. We show that the discretization changes the mean and the variance
only by O(h?) per step (Lemma and thus, for bounded privacy losses, increases the ¢ of
the t-step composition by O(th?), up to logarithmic factors and the accuracy of the Gaussian
concentration (Corollary [6.4)), improving quadratically on the bound in [GLW21].

1.2 Related work

Composition is the most basic and the most extensively studied property of differential privacy
[DR14]. Advanced composition [DRV10] shows that the privacy parameter of ¢ steps grows as v/t
rather than as ¢, and the optimal composition of (g9, dg)-DP steps was characterized in [KOV15].
Concentrated differential privacy [DR16] and its variants [BDRS18; BS16], Rényi differential
privacy [Mirl7] and Gaussian differential privacy |[DRS22| describe privacy by quantities that
compose simply. We refer to [Ste25| for a detailed survey.

The analysis of DP-SGD |[ACG+16; BST14; SCS13|, which combines privacy amplification by
subsampling [BBG18; [KLNRS08| with composition over many steps, has driven the development
of both the theory and the numerical methods. The moments accountant [ACG+16] and the
analyses that followed it [MTZ19; |ZW19] bound the Rényi divergences of the subsampled Gaussian
mechanism. Numerical accountants compute the privacy profile of the composition from the
PLDs of the steps [DGKKM22; GLW21; KH21; KJH20; KJPH21; MM18], and dominating pairs
[ZDW22| reduce adaptive compositions to products of distributions. Central limit theorems
for the privacy loss go back to [SMM19|, and Dong et al. [DRS22, Theorem 3.5] prove that
the composition of many mechanisms that are each close to perfect privacy is asymptotically
GDP (see also [BDLS20|), although Gopi et al. [GLW21] point out that the GDP accountant can
significantly underreport the true € of DP-SGD. Refined approximations use Edgeworth expansions
[WGZSSW26; |ZDLS20] or the saddle-point method [AGACKS23|. We compare these approaches
with ours in Appendix [A]

Our approach is closer in spirit to concentration-based analyses of composition, such as the
proof of advanced composition by Azuma’s inequality [DRV10], concentrated differential privacy
[BS16; [DR16], and martingale inequalities for privacy losses with subgaussian increments |[CR21].
Such subgaussian bounds, however, do not capture amplification by subsampling (Appendix .

Practical implementations of DP-SGD usually process the data in passes in which every element
is used once, whereas the privacy analysis assumes Poisson subsampling, in which batch sizes



vary and an element can be used in any number of steps. In random allocation or balls-and-bins
sampling every element is used in exactly one of the ¢ steps, chosen uniformly at random. Random
allocation was proposed for DP-SGD [CGH+25|, for matrix mechanisms [CGHST25] and for
private low-communication distributed mean estimation |[AFKRT26|. Feldman and Shenfeld
[FS25] gave its dominating pair, from which our analysis starts. Several theoretical analyses,
including that of its Rényi divergence, were given in [DCO25; [FS25; |SK26|. Feldman and Shenfeld
[FS26] showed that its PLD can be computed efficiently and accurately, and Dong and Ozgiir
[DO26] compared the sampling schemes asymptotically.

2 Preliminaries

We denote the domain of elements by X and the set of outputs by ). An algorithm M maps
every dataset s € X* to a distribution over ). For a distribution P over ) we write P(w) for
the probability of w or, in the continuous case, for its density with respect to a fixed dominating
measure. All spaces are standard Borel and all randomized mappings are measurable.

2.1 Privacy losses and dominating pairs

We augment the domain to X := X U {L} with a null element L such that M(s, L) = M(s)
for all s € (X1 )*, and call two datasets in (X|)* adjacent if one is obtained from the other by
replacing a single element by L (zero-out adjacency), and write their induced output distributions
as M(s,x) and M (s, L), where z € X is the distinguished element.

Definition 2.1 (Privacy loss and hockey-stick divergence [BKOZB12; DR16]). Let P and @ be
distributions over Y. The privacy loss of w € Y is {(w; P, Q) := In(P(w)/Q(w)), which is +oco when
Q(w) = 0. The privacy loss random variable Lp g is ¢(w; P, Q) for w ~ P, and its distribution is
the privacy loss distribution (PLD). Denoting [ -]+ = max{-,0}, for any x > 0, the k-hockey-stick
divergence is

H.(P| Q)= /y [P(w) — £Q(w)] , dw = E[[l _ ﬁeLmu |

The hockey-stick divergence of a pair depends only on the distribution of its privacy loss.
Following [F'S26, Definition 2.2], for a random variable X with values in [—o00, 00] and k > 0 we
write H (X)) := E[[l — K;e_X]+:|, so that H,(P || Q) = H.(Lpg) by Definition For every
I € R we have that H.s(X +1) = H -1(X).

We denote the mean and the variance of Lpg by upg and Vpg. For a set I, we denote by
tpg and Vi o the mean and the variance of the truncated privacy loss (w; P, Q) 1{w € E} for
w ~ P, which is set to zero outside F; the set is specified wherever these moments appear.

We say that distributions P and Q are (g,0)-close if Hee(P || Q) < d and H.(Q || P) < 4.
An algorithm is (e, d)-differentially private (DP) [DKMMNOG] if for all adjacent datasets their
induced output distributions are (e, d)-close. We refer to the case where the first dataset has
L in place of the distinguished element as the add direction and to the reverse as the remowve
direction [F'S25|. This definition is closely-related to differential privacy with respect to adding or
removing an element (with L corresponding to removal). The privacy profile of a pair (P, Q) is
the function € — H (P || @) [BBG18]. We denote by epg(d) the smallest € > 0 for which P
and @ are (g,0)-close, and by e3/(d) the smallest € > 0 for which an algorithm M is (g, )-DP.

For x = €°, the random variable [1 — e~17.@], in Definition [2.1|is at most the indicator of the
event {Lpg > €}. Therefore we have the tail bound

He-(P | Q) <P(Lpq > e). (1)



For P absolutely continuous with respect to Q we denote the likelihood ratio by r(w; P, Q) =
@) = P(w)/Q(w), and by Rpg = e"Pe its value for w ~ P. For w ~ @ the likelihood
ratio 7(w; P, Q) = e !wiP) is distributed as 1/Rg.p, it has mean 1, and its variance is the x>
divergence

2 . . 12| = . 2| _
oo = w@@[(r(w,P, Q) -1)? _wINEQ[r(w,P, Q7| - 1.
Definition 2.2 (Dominating pair [ZDW22]). A pair of distributions (P, Q) dominates a pair
(P,Q") it Hy(P' || Q") < H(P | Q) for every k > 0. It dominates an algorithm M if it
dominates (M(s,x), M(s, L)) for all adjacent datasets (s,z) and (s, L).

We use the following characterization of domination by post-processing.

Lemma 2.3 ([KOV15, Theorem 2.5]). The pair (P,Q) dominates (P',Q’) if and only if there is
a randomized mapping ¢ with o(P) = P’ and »(Q) = Q'.

In the t-step adaptive composition of algorithms M, ..., My, the i-th algorithm also receives
the outputs yi,...,y;—1 of the previous steps, and the composition outputs (yi,...,y:), where
y; is drawn from the output distribution of M;(-;y1,...,yi—1) on the dataset. For A € [0, 1],
the A-subsampled algorithm M) runs M on the dataset in which every element is independently
replaced by L with probability 1 — A (Poisson subsampling); in a composition of subsampled
algorithms, the subsampling is independent at every step. For distributions P and @) we similarly
write Py := (1 — \)Q + AP, and we denote by Q' the product of ¢ copies of Q (and use the
same notation for other distributions). We use the following standard forms of composition and
subsampling for dominating pairs.

Lemma 2.4 (Composition and subsampling [ZDW22|, Theorems 10 and 11(1)]). Lett € N, and
let My, ..., M; be algorithms, where M; also receives the outputs of the previous steps.

1. (Composition) If for every i € [t] and all outputs y1,...,yi—1 the pair (P;, Q;) dominates
M;(-591,-..,Yi—1), then the pair (Py X -+ X Py, Q1 X -+- X Q) dominates the t-step adaptive
composition of My, ..., M;.

2. (Subsampling) If (P, Q) dominates an algorithm M, then for every X\ € [0,1] the pair (Py, Q)
dominates M.

In particular, Lemma implies that if (P, Q) dominates M;(-;y1,...,y;—1) for every i € [t]
and all outputs yi,...,%,—1, then (P)t\, Q') dominates the t-step adaptive composition of the
A-subsampled algorithms. The pair (P, Q) dominates (P’,Q’) if and only if (Q, P) dominates
(Q', P') |ZDW22, Lemma 28], and thus (@', P{) dominates the pairs of output distributions in the
add direction.

The Gaussian mechanism with noise scale ¢ and unit norm bound, for a function f: X| — R%,
is the algorithm

M(s) =N (X f(), 0®L),  If@) <1, f(L) =0, (2)

where in an adaptive composition the function f may depend on the outputs of the previous steps
(for example, f(z) is the clipped gradient of the loss on z at the current model). We refer to
(N(1,0%),N(0,0?)) as the Gaussian pair and use the following standard fact.

Claim 2.5 (|[BW18, Lemma 3]). The Gaussian pair dominates the Gaussian mechanism.



2.2 Concentration and shifted GDP

We characterize the closeness of the composed mechanisms to a Gaussian in two ways, by comparing
their privacy profiles to that of the Gaussian mechanism, and by comparing their PLDs to a
Gaussian distribution. To do so, we denote by ® the distribution function of the standard normal
distribution, and by ® := 1 — ® its tail. For every w > 0 we have that ®(w) < e~*"*/2/2. We also
use the following one-sided form of Bernstein’s inequality.

Lemma 2.6 (Bernstein’s inequality |[BLM13, Theorem 2.10]). Let X1,...,X; be independent
mean-zero random variables such that X; < A almost surely and ZZE[XZQ] < V. Then for every

5 €(0,1],
P(in > 4/2V In(1/6) + W) <.
=1

For V > 0 we call Gy = (N (1,1/V),N(0,1/V)) the Gaussian reference with parameter V'
and denote its privacy profile by gy. Its privacy loss is distributed as N'(V/2,V). By [BW18,

Theorem 8],
oo ) ea( T ) .

and we let Gy be a pair of identical distributions, whose privacy profile is go(e) = [1 — €]4+. The
reflection w — 1 — w swaps the two distributions of Gy and therefore gy is also the privacy
profile of the reversed pair. An algorithm is 'V -Gaussian differentially private (v'V-GDP) if
and only if it is (g, gy (¢))-DP for every € > 0 [DRS22, Corollary 2.13]. For 0 < V' <V, adding
independent noise G ~ N (0,1/V' —1/V) maps Gy to Gy, and a constant map sends Gy to a
pair of identical distributions. Therefore Gy dominates Gy for 0 < V' < V by Lemma that
is, gy (¢) is nondecreasing in V. We denote by eg(V,d) := inf{e > 0: gy (e) < 0} the smallest ¢
for which v/V-GDP implies (e,9)-DP. By the tail bound and the bound on ®, we have that
eq(V,8) <V/2+ /2VIn(1/0) for 6 € (0,1).

For G ~ N (u, V) the random variable G — u + V/2 is distributed as the privacy loss of Gy,
and therefore

Vv
H.(G) =gy (5 -+ 2) for every ¢ € R. (4)

Thus the excess u — V/2 of the mean of a Gaussian random variable over half its variance acts as
a bias of € in the privacy profile of v'V-GDP.

We compare a privacy loss with a Gaussian random variable through their tails, using
approximate stochastic domination [F'S26| Definition 4.1].

Definition 2.7 (Gaussian concentration and approximation). Let «, 5 > 0. A random variable
Y («, B)-approzimately stochastically dominates a random variable X, denoted by X S(ap) Y, if

PX>0)<PY>l—a)+p for every ¢ € [—o00, x0].

For p € R and V > 0, a random variable X is («, 5)-approzimately (u, V')-Gaussian-concentrated
if G 20,8 X Zap) G for G ~ N(u, V). We refer to a as the loss shift and to 3 as the tail shift.

Note that a coupling of X and G for which |X — G| < « except with probability g (a
coupling approximation in the terminology of |GLW21, Definition 5.1]) gives both relations, since
{(X >0} C{G >l —a}U{|X - G| > a}. Also, directly from the definition, if X =, 3,) Y
and Y X(q, 8,) Y5 then X =4, 1a0,848,) Y- We use the following bound on the hockey-stick
divergence.



If X (ap Y, then Hee(X) < Heo(Y) + B for every € € R [FS26, Claim 4.2]. Applying
this fact in both directions to a privacy loss and a Gaussian random variable and combining it
with , we obtain the following two-sided bound.

Lemma 2.8 (Privacy profiles of Gaussian-concentrated privacy losses). Let (P, Q) be a pair of
distributions whose privacy loss Lpg is (o, §)-approzimately (p, V')-Gaussian-concentrated. Then
for every e € R,

Vv V
gv(ff—u+2+a) ~B<He(P| Q) ng<€—u+2—a> + 3.
The upper bound of Lemma is the privacy profile of v/V-GDP shifted in € and in §, forming
a “shifted” GDP profile.

Definition 2.9 (Shifted GDP). Let V,3 > 0 and o € R. An algorithm M is («, 3)-shifted
VV-GDP if for any s € X* 2 € X and every ¢ € R,

max{H (M (s,z) || M(s, L)), Hes(M(s, L) || M(s,2))} < gv(e —a)+ p.

For convenience, we also say that a pair (P, Q) is («, 8)-shifted VV-GDP if the same holds
for He-(P || Q) and H.-(Q || P). Note that an algorithm is (0, 0)-shifted v/V-GDP if and only
if it is v/V-GDP, and that the shift o can be negative when 8 > 0. Since gy is continuous and
nonincreasing, if (P, Q) is (a, §)-shifted v/V-GDP, then for every 3 < § < 1 the distributions P
and @ are (g,0)-close for

e=lea(V.0—B)+al,. (5)

Note that Gaussian concentration and GDP differ in three aspects. Gaussian concentration is
a property of the PLD, requires both upper and lower bounds, and uses an arbitrary Gaussian
distribution as reference. On the other hand, GDP characterizes the privacy profile, uses only an
upper bound, and uses the PLD of the Gaussian mechanism as reference, for which the mean of
the PLD is half of its variance. Nevertheless, the two are closely related. By Lemma if the
privacy loss of (P, Q) is («, B)-approximately (i, V')-Gaussian-concentrated, then H.c(P || Q) <
gv(e —pu+V/2 —a)+ p for every €, and if the same holds for the privacy loss of (@, P), then
(P,Q) is (1 — V/2 + a, B)-shifted v/V-GDP[]

Shifted GDP is preserved by post-processing, that is, by domination (Lemma . Namely,
if (P,Q) is (a, B)-shifted vV-GDP and dominates (P’,Q’), then (P’,Q’) is also (o, 3)-shifted
VV-GDP. In particular, by Lemma the t-step adaptive composition of algorithms whose steps
are dominated by (P, Q) for all outputs of the previous steps is (o, 3)-shifted v/ V-GDP whenever
the pair (P!, Q) is. These upper bounds need not be tight. Gaussian concentration of the privacy
loss of the product pair bounds its privacy profiles from both sides, whereas those of the algorithm
are bounded only from above.

3 Gaussian approximation of compositions

In this section we show that the privacy loss of a composition of steps with small privacy losses is
Gaussian-concentrated, with the mean and the variance of its truncated privacy loss. We first
derive an upper bound from Bernstein’s inequality and then prove the two-sided concentration for
privacy losses that are bounded except with small probability. We defer the proofs to Appendix [C]

Throughout this section, (P, @) is a pair of mutually absolutely continuous distributions. By
Lemma an upper bound on the privacy profile of (P!, Q') also holds for the t-step adaptive

'In fact, this holds even if only the upper bound part of the approximation holds.



composition of algorithms whose steps are dominated by (P, Q) for all outputs of the previous
steps. The privacy loss of a product pair is the sum of the privacy losses of its coordinates: for
w=(wi,...,w),

f(w;Pt,Qt) = if(wi;R Q). (6)
=1

Thus Lpt gt is a sum of ¢ independent copies of Lpg, and therefore up: gt = ¢ - upg and
Vpt gt =t Vpg. The proofs of this section do not use that the steps are identical, and by the
linearity of the expectation and of the variance of independent random variables, the results
extend to the products of different pairs (P, Q1),..., (P, @), with the sums of the means and
of the variances of their privacy losses in place of ppr g+ and Vpr gt We state the results of this
section for the pair (P!, Q). Applied to the reversed pair (Q, P), whose privacy loss is —¢(w; P, Q)
for w ~ @, they give bounds of the same form in the add direction, with the assumptions and the
moments of this privacy loss.

3.1 Warm-up: Bernstein’s inequality

We first apply Bernstein’s inequality (Lemma to ¢t independent copies of the centered privacy
loss Lpg — pp,q, and the tail bound then gives the following upper bound.

Theorem 3.1 (Composition of bounded privacy losses). Let A > 0 and assume that Lpg—ppg <
A almost surely. Then for every ¢ € (0,1),

A
H. (Pt H Qt) <0 for &= pptgt+/2Vpr gt In(1/0) + 3 In(1/6).

To compare Theorem with the Gaussian approximation, we write its bound as

v, v, A
£= (*’263 +1/2Vpe g 111(1/5)) + (upt,Qt - P2Q> + 3 n(1/9).

The first term is the upper bound on eq(Vp: ¢, 0) given by and the tail bound of the Gaussian.
The second term is the excess of the mean over half the variance, which is a bias of the privacy
profile itself rather than an error of the bound. By , it is the bias in € between the privacy
profile of |/Vpt 0:-GDP and that of a Gaussian random variable with the same mean and variance
as the privacy loss. The third term is a loss shift error and depends neither on the variance nor on
the number of steps. It is of lower order than the first term when A is well below /tVp o/ 1In(1/6),

and of the same order when A is of order ,/tVpg/In(1/6), which we call the balanced cutoff. Put
simply, up to the unavoidable bias in the expected loss, the bound exceeds the smallest € at which
the privacy profile of |/Vp: o:-GDP is at most 0 only by two errors: the third term and the error
of the tail bound. Thus Bernstein’s inequality essentially suffices for the upper bounds at the
central limit rate in our applications. If the privacy losses are bounded only with high probability,
we truncate them from above at the balanced cutoff, which increases neither their means nor
their second moments, before applying Bernstein’s inequality. This keeps the third term of the
same order as the first, and changes the sum of the privacy losses only if the privacy loss of some
step exceeds the cutoff, and we add the probability of this event to §. In Section [4 we do so for
subsampled mechanisms, whose privacy losses may be unbounded (Theorem (4.3)).

3.2 Gaussian concentration

To bound the privacy profiles also from below, we couple the privacy loss with a Gaussian random
variable. As noted above, such a coupling gives Gaussian concentration, with the bound on its
error as the loss shift and the probability that this bound fails as the tail shift.



The key concentration result we use is the following coupling of the sum of bounded random
variables with a Gaussian random variable of the same mean and variance. We derive it in
Appendix [C| from the bounds on the moments of the error of a Gaussian coupling in [Sak96,
Corollary 4 and inequality (1.6)] (Theorem , and it is also a special case of a more general
coupling |Zai25, Theorems 1 and 2].

Lemma 3.2 (Gaussian coupling of bounded summands). There is a universal constant C > 0
such that the following holds. Let X1,...,X; be independent mean-zero random variables with
| Xi| < A almost surely, and let S = Zle X;. Then for every 0 < 8 <1/2, S can be coupled with
G ~ N (0, Var(S)) so that

P(S - G| > CA(2/B)) < 8.

We apply Lemma to Lpg by first truncating the §/(2t) tail and then coupling the sum of
the truncated privacy losses with a Gaussian random variable.

Theorem 3.3 (Gaussian concentration for compositions). There is a universal constant C' > 0
such that for any A >0, 0 < 8 <1 and a set E such that P(E€) < (/(2t) and the truncated
privacy loss £(w; P, Q) 1{w € E} forw ~ P deviates from its mean [L,RQ by at most A almost surely,
the privacy loss Lp: gt is (CAIn(2/6), B)-approzimately (t - ,u’P,Q, t- V]D’Q)—Gaussian—concentmted,
where VIID,Q is the variance of this truncated privacy loss.

Note that the loss shift CAlIn(2/3) depends neither on the variance nor on the number of
steps. If |Lpg — npg| < A almost surely, then Theorem applies for every 0 < f < 1 with E
the whole space, and thus with p/p = upq and Vi g = Vpg.

By Theorem [3.3| and Lemma the privacy profile of (P!, Q') is bounded from both sides by
that of |/t - Vi, 5-GDP biased in e by the excess t(up o — Vi /2), up to the loss shift CAlIn(2/5)
in € and the tail shift 8 in 6. As in the bound of Theorem the excess is a bias of the privacy
profile itself and moves both bounds by the same amount, whereas the loss shift is the error of
the approximation and moves them apart. In the upper bound the loss shift adds to the excess:
H.(P'| Q" < gt,Vlg!Q(s—oz) +f3 for every e, where a = t(pp o — Vp /2) +CAIn(2/5). For j3 of

order 4, the loss shift is of lower order than |/t - Vj ; In(1/4), the order of € at the central limit rate,

when A is well below the balanced cutoff \/t - Vpo/In(1/6), that is, when ¢ > A? In(1/0)/Vp -
In Section [d we bound the means and the variances of the truncated privacy losses of subsampled
steps, and thus the excess, by the x? divergence of the original pair. In Appendix |G| we show that
,ujp,Q and Vl{’,Q can be replaced by ppg and Vpg if the deviations of the privacy losses from their
means have exponentially decaying tails.

4 Subsampling via the y? divergence

In this section we bound the parameters of Theorems and for t identical A-subsampled
steps by the x? divergence V of the original pair (P, ), under tail conditions on Lpg and Lo p
that do not depend on A. We state our bounds as upper bounds on the privacy profiles of the
pairs (P}, Q") and (Q', P}). They also apply to every algorithm dominated by (P{,Q"), such as
the t-step adaptive composition of A-subsampled algorithms whose steps are dominated by (P, Q)
(Lemma . In Section we apply these results to the subsampled Gaussian mechanism. We
defer all proofs to Appendix
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4.1 Subsampled compositions

The x? divergence of a pair bounds both the mean and the second moment of its privacy loss
(Lemma . Therefore it also bounds the variances of the truncated privacy losses, which are
the variance parameters of Theorem We now show that subsampling at rate \ scales the 2
divergence by A? (up to a factor 1/(1 — ) in the add direction), and that a large privacy loss of
the subsampled pair requires an even larger privacy loss of the original pair.

Lemma 4.1 (Subsampling and the x? divergence). Let P and Q be mutually absolutely continuous
and let X € (0,1/2). Then

)\2
Xboo=Nxbo and  Xgp, < T /\XPQ

Lemma 4.2 (Tails of subsampled privacy losses). Let P and Q be mutually absolutely continuous
and X € (0,1/2). Then for everyl > 0,

el —1

l
]P)(Lp)\,Q > 1) < P(LP,Q > ln< )) and P(LQJD)\ >1) < P(LQ’p > )\).

Moreover, for every A > 0 and every w with |r(w; P,Q) — 1| < A, we have [{(w; Py, Q)| < 2M\A.

We truncate the privacy losses of (Py, Q) and (Q, Py) at the balanced cutoff |/tVp, o/In(1/6)
(Section [3. For the subsampled pair this cutoff is proportional to A (it is of order AA for the
A of Theorem . Thus, by Lemma H the probability that it is exceeded for (Py, @) (resp.
(Q, Py)) is at most the probability that the privacy loss of (P, Q) exceeds In(1 + A) (resp. that of
(Q, P) exceeds A), and these thresholds do not depend on A. Applying Bernstein’s inequality to
the truncated privacy losses, we obtain the following bound.

Theorem 4.3 (Subsampled composition). Let P and @ be mutually absolutely continuous with
g = Xbgo, let A€ (0,1/2), t €N and 0 < § < 1/2 with In(2/6) <t, and let A = ,/2tV /In(2/6).

P(Lpg > In(1+A)) <

; and  P(Lgp>A) < ;,

then P! and Q' are (g,0)-close for

|14 2 tA2V
= — 2W In(2 —AAIn(2 = .
5 +4/2W1In(2/6) + 3/\ n(2/9), where W X

For an unbounded PLD we instead set the privacy loss to zero wherever the privacy loss of the
original pair exceeds In(1+ A) in absolute value. Elsewhere the likelihood ratio of the original pair
is within A of 1, and therefore the privacy loss of the subsampled pair is at most 2AA in absolute
value (Lemma , and the truncated privacy loss deviates from its mean by at most 4AA. We
bound both the means and the variances of the truncated privacy losses in both directions by
the x? divergence, and obtain from Theorem the following concentration result and, as its
corollary, a bound by a Gaussian privacy profile with the same parameters in both directions.

Corollary 4.4. There is a universal constant C'> 0 such that the following holds. Let P and Q
be mutually absolutely continuous with V = X%Q < oo, and lett € N, A € (0,1/2), A >0 and
0 < B <1 be such that

<8
it

»-lk‘@

P(Lpg >1In(1+ A)) < and  P(Lgp>In(l1+A)) <

11



and let B

tA2V

11—\
Then the privacy losses of (PL, Q") and (Q', P}) are (ACAAn(2/p), B)-approzimately (1/,V')-
Gaussian-concentrated for some ' <W/2+ A3/2 and 0 < V' < W (which may differ between the
two directions). In particular, every algorithm dominated by (Pi, Q') is («, B)-shifted VW -GDP
for

W =

a=4CA\AIn(2/5) + % + %

If Lpg and Lo p have the same distribution, then this holds with @' < W/2 and without the term
AB/2 of a.

By Lemma [2.8] the shift « is the loss shift of the concentration plus an upper bound on
w' —V'/2, for which we use the upper bound on ' and the nonnegativity of V’. The resulting term
W/2 4+ X3/2 of a is of lower order than /W In(1/5) when § < W < In(1/8). Compared with
Theorem W.3}, the loss shift 4CAAIn(2/3) is of lower order than /W In(1//3) only if Ay/In(1/5)
is small compared with ViV , that is, for A well below its value in Theorem where AA is the
balanced cutoff (see the remark after Theorem . In exchange, we bound the whole privacy
profile by that of v//W-GDP (up to the shift a and the additive term 3). This gives the asymptotic
upper bounds of Corollary

4.2 The subsampled Gaussian mechanism

In the rest of this section (P, Q) is the Gaussian pair, which dominates the Gaussian mechanism
(Claim , and V = e/°° — 1. Both privacy losses Lpg and Lg p are distributed as
N(1/(20%),1/0?) (Claim D.2).

For the bound by a Gaussian privacy profile we use

L V2 1n(52t/ﬁ)> 1 o

A = exp (W
where 0 < § < 1. As the privacy losses are Gaussian, the tail conditions of Corollary hold for
this A (see the proof of Corollary , and thus Corollary applies, without the term A\3/2
of a as the two privacy losses have the same distribution. Using Claim and Lemma [2.4] we
then obtain the following bound for DP-SGD, that is, for the t-step adaptive composition of the
A-subsampled Gaussian mechanism.

Corollary 4.5 (Shifted GDP of the subsampled Gaussian mechanism). There is a universal
constant C' > 0 such that the following holds. Let o > 0, t € N, A € (0,1/2) and 0 < 8 < 1,
and let A be given by @ Then the t-step adaptive composition of the \-subsampled Gaussian
mechanism (@ is (v, B)-shifted VW -GDP, where

o t)\2(61/02 —1)

W
) and  «a=4CXAIn(2/8) + >

The ¢ that Corollary gives exceeds that of v/IW-GDP by the shift o, which has two sources.
The first is the term W/2, which bounds the excess of the mean of the privacy loss over half
its variance, a bias of the privacy profile itself. For o > 1 it is of order t\?/o?, and thus small
compared with the central limit rate A\\/¢In(1/0)/c when A\t < o+/In(1/9), for example for
A = 1/t. The second is the loss shift of the Gaussian concentration, which is proportional to the
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cutoff A. The ratio between this term and the central limit rate does not depend on A, and it is
small when A is well below v/t/(01/In(1/0)) (see also the discussion after Corollary .

Converting this result into an (e, d)-DP guarantee implies that for some universal constant
C >0, for every A € (0,1/2),t>2and 0 < § < 1/2,if 0 > 1 and

Vit o

then the t-step adaptive composition of the A\-subsampled Gaussian mechanism is (g, d)-DP for
e = O(tA?/a? + \\/tIn(1/0) /o) (Claim D.4). For A = 1/t and sufficiently large ¢, the bound
above is ¢ = O(y/In(1/68)/(c+/t)), the central limit rate. The following corollary gives its leading
constant for a fixed o as t — oo, by using the sharper bound of Lemma on ¢ instead of the
tail bound. Its first claim supports a polynomial decay 6 = t~% of § in ¢, and its second claim
provides guarantees for § that decays faster than any polynomial in ¢.

Cor:ollary 4.6 (Asymptotic upper bounds for the subsampled Gaussian mechanism). Fiz o > 0,
let V = el/o” — 1, and let M be the t-step adaptive composition of the 1/t-subsampled Gaussian
mechanism (@ If 6 =t for a fized 0 > 1/2, then, as t — oo,

er(8) < (1+ 0(1))\/(29 - 11”“(“.

If 6 = 6(t) satisfies In(1/8)/In(t) — oo and limsup,_, ., 81n(1/8)/(c1n(t))? < 1, then

ear(8) < (1 + o(1)) W

For A = 1/t both sources of the shift are of lower order: the bias is of order 1/¢, and in both
regimes the cutoff A grows polynomially slower than /%, so the loss shift is of lower order as well.
The leading constant therefore comes from eg(W,6/2) with W = V/(t — 1). The privacy profile
of VIWW-GDP is at most a fraction of order /W of the tail of its privacy loss, and accounting for
this factor through Lemma instead of using the tail bound, effectively replaces In(1/d) by
In(1/6) — 1 1In(t), which for § = ¢=9 gives the factor 26 — 1 in place of 26.

By Lemma the condition of Claim holds in each of the following two cases:

1. n € (0,1/2), t > t,, In(1/5) < t'/27" and ¢ > C, max{1, /In(1/5)/In(t)}, where C,, and t,
depend only on 7;

2. 0 > 1 and t > max{t,,exp(3v2C\/In(1/5)/c)}, where t, depends only on o.

For a fixed ¢ > 1 and all sufficiently large ¢, the second case allows § = t~¢ for every constant
6 > 0.

5 Random allocation

An alternative sampling scheme to Poisson subsampling is 1-out-of-t random allocation. This
scheme consists of a t-step adaptive composition of algorithms M, ..., My, where every element
of the dataset is assigned to one of the t steps, chosen independently and uniformly at random,
and the i-th step runs M; on the dataset in which the elements not assigned to it are replaced
by L. We show that the privacy losses of the dominating pair of this scheme are approximately
(V /(2t), V /t)-Gaussian-concentrated, where V := X%?,Q for a pair (P, Q) that dominates every step.
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We then apply this result to the Gaussian mechanism to show that it satisfies the same bounds as
the ¢-step composition of Poisson subsampling at rate 1/¢. We defer the proofs to Appendix

Feldman and Shenfeld [FS25, Theorem 3.1] show that if (P, Q) dominates M;(-;y1,...,y;—1) for
every i € [t] and all outputs v, ...,y;_1, then random allocation is dominated by the pair (P, Q?)
in the remove direction and (Q?, P;) in the add direction, where P; := % Z;Zl QI x Px Q.
Since r(wi.; @77 x P x Q7,Q") = r(wj; P, Q) for every j € [t], the likelihood ratio of (P, Q') is
the average %22«:1 r(wj; P, @), and we denote by Rp, o and by URQ*,H its values for wy.; ~ P,
and for wi.; ~ QY respectively. We characterize the concentration of these averages, and use it to
bound the PLDs dominating the random allocation scheme via the identities Lp, o = In(Rp, o)
and Ly p, = —In(1/Rg: p,) in the remove and add directions, respectively. Their means and
variances can be directly calculated.

Lemma 5.1 (Likelihood ratio of random allocation). Let t € N and let P < Q with V = XQP,Q <
00. Then E[1/Rge p| =1 and Var(1/Rge ) = ¥, and
1%
E[Rp,q) = E[V/Rgip] + 7
E [(rlw;P.Q) —1)*] = V?
Var(Rmet) = Var(l/RQtypt) + 2

+2

The identities for 1/Ry: p, (sampling from Q') follow from direct calculations. The Rp,
part relies on the fact that a sample from P; is a sample from P x Q! with its first coordinate
moved to a uniformly random position. Since the average is invariant under permutations of
the coordinates, it has the same distribution under P; as under P x Q'~!, which is identical to
1/ Rq: p, up to the change of measure of a single draw from @ to P. In the proof of Theorem
we account for this increase of the mean in the remove direction and show that the variance of
Rp, ¢ is close to that of 1/Ry: p,.

If the likelihood ratio r := r(-; P, Q) satisfies |r — 1| < A, then each summand of the two
averages deviates from its own mean by at most 2A/t. We apply Lemma separately to
1/Rge p,—land Rp, o —E {R tht} , which couples each of them with a Gaussian random variable

up to an error of order (A/t)In(1/3), except with probability 3. Taking logarithms where the
averages are close to 1, we couple both privacy losses with a N (V/(2t),V /t) random variable,
which is distributed as the privacy loss of Gy It

Theorem 5.2 (Gaussian concentration for random allocation). There are universal constants
¢, C' > 0 such that the following holds. Let P < Q, t € N and A > 0, assume that |r(w; P,Q)—1| <
A for Q-almost every w, and let V = X%Q. Then for every 0 < f < 1/2 with (A/t)In(C/p) < ¢,
the privacy losses of (P;, Q") and of (Q*, P;) are ((CA/t)In(C/B), B)-approzimately (V /(2t),V /t)-
Gaussian-concentrated.

Here the excess of the mean over half the variance is zero, and therefore, by Lemma [2.8]
the privacy profiles of both pairs are bounded from both sides by 9 /> UP to the loss shift
(CA/t)In(C/B) in € and the tail shift 3 in 6. In particular, the pair (P, Q) is ((CA/t)In(C/B), B)-
shifted 1/V /t-GDP.

For an unbounded likelihood ratio we condition on an event FE with P(F) = Q(E) > 1—3/(2t)
on which |r — 1| < A. The conditional pair (Pg,Qg) = (P(- | E),Q(- | E)) has likelihood
ratio 7 on E, and conditioning P; and Q! on E? simply uses (Pg,Qg) in place of (P, Q). As a
result, if 0 < 8 <1 and (A/t)In(2C/p) < ¢ for the constants ¢ and C' of Theorem then the
privacy losses of (P;, Q) and of (Qt, P;) are ((CA/t)In(2C/B), B)-approximately (Vi/(2t), Vi/t)-
Gaussian-concentrated for Vg = XQPEyQE (Lemma .
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The Gaussian mechanism. For the Gaussian pair (P, Q) with ¢ > 1, we condition on the
event E = {w: [{(w; P,Q)| < In(1+ A)} for A of (7)), which has the same probability under P
and @, and obtain the following analogue of Corollary [.5]

Corollary 5.3 (Gaussian random allocation). There are universal constants ¢,C > 0 such that
the following holds. Let (P, Q) be the Gaussian pair with o > 1 and V = el/o? — 1, and let t > 2.
If0< <1 and (A/t(@l/n(C/,B) < c for A given by @) then 1-out-of-t random allocation of the

is (a, B)-shifted \/V /(t —1)-GDP, where « : CA In(C/p).

Gaussian mechanism
As for Poisson subsampling, this gives a closed-form condition for the central limit rate.

Corollary 5.4 (Closed-form bound for Gaussian random allocation). There is a universal constant
C > 0 such that the following holds. Let o > 1,t>2 and 0 < 6 <1/2. If

Vit
oln <1 + WW) > C\/ln(t/é),

then 1-out-of-t random allocation of the Gaussian mechanism (@ is (g,0)-DP for

1 In(1/6
520(0275—#0% )>

Up to the constants, this is the bound of Claim for Poisson subsampling at rate A = 1/t,
under the same condition . The two cases after Corollary in which holds are proved for
every value of its constant (Lemma , and therefore they also apply to random allocation. In
contrast, the reduction of random allocation to Poisson subsampling [FS25, Corollary 4.5] needs
the assumption on o of the analysis of Poisson subsampling and, in addition, o 2 /In(¢/0).

Since V/(t — 1) is also the parameter of Corollary for A = 1/t, inverting the Gaussian
profile as in Corollary gives the same bounds.

Corollary 5.5 (Asymptotlc upper bounds for random allocation). Fixz o > 1, let (P, Q) be the
Gaussian pair and V = el/o® 1. If 6 =t79 for a fived 6 > 1/2, then, as t — oo,

() < (L o<1>>\/ 201Vl

If 6 = 6(t) satisfies In(1/8)/In(t) — oo and limsup,_, ., 8In(1/8)/(o In(t))? < 1, then

2V In(1/9)

por (8) < (14 o) =

By Claim and [FS25, Theorem 3.1], the same upper bounds hold for £,,(d), where M is
1-out-of-¢ random allocation of the Gaussian mechanism .

6 Application: connect-the-dots discretization

In this section we use our approximation analysis for composition to explain the properties of
connect-the-dots (CtD) discretization. Specifically, we show that while discretizing a single step
can increase € by almost the grid spacing, after composition the increase per step is only of second
order in the spacing (up to the accuracy of the Gaussian concentration).

Numerical PLD accountants discretize the PLD of every step on a grid and convolve the
resulting PLDs. The simplest conservative approach is to round the loss up to the nearest grid
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Figure 1: The error of the upper bound on ¢ at § = 10~° for the Gaussian mechanism with o = 10,
whose privacy loss is distributed as A'(1/(20?),1/0?), discretized on the grid hZ by privacy buckets
and by CtD, as a function of the grid spacing h, for a single step (left) and for the composition
of 100 steps (right). The upper bounds are the pessimistic estimates of dp_accounting |[Goo26)|
with its default truncation of the tails, and the error is computed relative to the exact value. For
small h, the error of privacy buckets is close to th/2, whereas that of CtD is of order h2.

point, which is the approach used in the privacy buckets method [MM18]. The CtD discretization
IDGKKM?22| instead splits the probability mass of every privacy loss between the two adjacent
grid points, and it is the least, under domination, of the dominating pairs whose PLD is supported
on the grid [DGKKM22, Lemma 4.1]. Experimentally, it keeps a similar error bound with a
discretization interval 66.66 times larger than that of privacy buckets [DGKKM?22, Section 6].
Figure [I] shows the error of both discretizations for the Gaussian mechanism, for a single step
and for 100 steps. This plot shows that CtD discretization is better even for a single step but
its advantage becomes close to quadratic in h after composition. We demonstrate this effect in
Figure [2| by examining the ratio of the two errors for t = 1, 5,25, 100 and 1000 steps. We defer the
proofs to Appendix [F]

The discretization. Let P and ) be mutually absolutely continuous and L := Lpg. We split
the probability mass of L at every value between the two knots adjacent to it in a grid, that is, in
a set A C R of knots with finitely many knots in every bounded interval and inf A < L < sup A
almost surely. The resulting distribution is that of the random post-processing of L that moves it
to one of the two adjacent knots, and we define the discretization through this post-processing. The
grid has spacing at most h if adjacent knots differ by at most h, as for hZ. We analyze the effect
of discretization separately from the truncation of the tails, which in standard implementations is
done together with discretization.

Definition 6.1 (Connect-the-dots discretization). The CtD discretization of L on a grid A is the
random variable L that is equal to L if L € A, and otherwise is equal to one of the knots £~ < ¢T
adjacent to L, with the conditional probabilities given, for £~ < £ < £T, by

14 -t —- _

¢ _—¢ - and P(f):€+]L:€):

P(i:ﬁ\Lze):W

The CtD pair of (P, Q) on A consists of the distributions P(¢) := ]P’(i =/
over A.

and Q(¢) = e~ tP(f)

N—
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Figure 2: The ratio of the error of CtD to that of privacy buckets, in the setting of Figure|l] as a
function of the grid spacing h, for the composition of ¢ steps.

Note that this post-processing preserves the conditional mean of e, rather than that of L:
E[e’i | L} —e L. (10)

By this identity and E [e‘L} =1, Q is a probability distribution, P and @ are mutually absolutely

continuous, and the privacy loss of (]5, Q) is distributed as L (and thus L couples the privacy
losses of the two pairs).

The resulting error. In the worst case, the discretization of a single step increases € by
almost the grid spacing. For example, for randomized response with privacy loss +eg, where
0 < g9 < h, the two distributions are (g, 0)-close, whereas their CtD discretizations on the grid
hZ are (e,d)-close only for € above a threshold that tends to h as 6 — 0 (Claim [F.1)). The mean
and the variance of the privacy loss, in contrast, change only by O(h?) (Lemma [6.2)), whereas
rounding up to the grid, as in privacy buckets, increases every privacy loss, and thus also the mean,
by up to h. As the privacy profile of a composition is determined by the mean and the variance of
its privacy loss up to the shifts of the Gaussian concentration (Theorem and Lemma , this
is why the increase of € per step tends to be quadratic in h after composition (Corollary . The
bounds on the moments also give an explanation of why CtD is more accurate in practice even for
a single step (Figure , although by themselves they cannot guarantee a smaller error for small §
and general algorithms, as the example of randomized response shows.

Lemma 6.2 (CtD discretization of one step). Let L and (P, Q) be as in Deﬁnitionfor a grid
with spacing at most h, and assume that Vpg < co. Then

1.0 < ppg—ppg < h?/8;

2. —(h?/8)\/Vpg < Vg —Vpq < h%/4+ (h%/8)\/Vpg.

We state the results of this section for the privacy loss L of (P, Q)~ They also apply to
the reversed pairs, since the CtD pair of (@, P) on the grid —A is (@, P) with every knot ¢
replaced by —/¢: by @ for the privacy loss —¢(w; P,Q), w ~ @, of (Q, P), the knot —¢ receives

17



the mass e_ép(ﬁ) = Q(@) In practice, the two directions are usually discretized separately, as in
dp_accounting |[Goo26| and PLD_accounting [She26].

We now discretize every step of the composition (Pt Q) of Section [3] ' whose privacy loss
Lpt o has mean ppt g and variance Vp: gr. Let (P Q) be the CtD pair of (P, Q) on a grid A
and for every i € [t], let L; be a copy of Lpg and L; its CtD discretization on A (Definition [6. ,
where L1, ..., L; and the post-processings are independent. We write £(d) and £(d) for the smallest
€ > 0 such that H.(P'|| Q") <6 and H (Pt H Qt> < 4, respectively. We apply Lemma |6.2] to

(P, Q) and Theorem (3.3 - to the discretized composition, and obtain the following comparison.

Theorem 6.3 (Composition of CtD discretizations). Let C' be the constant of Theorem 3.5 - and
let A,h > 0. Assume that the grid A has spacing at most h and that |Lpo — prol < A almost
surely. Then (P', Q%) dominates (P',Q"), and

th? th? th?  th?
t-upg < Hpt ot <t-upg+ = t-Vpg — Yy Ve < VPi ¢ <t-Vpg+ e + ?\/VP,Q'
Furthermore, for every 0 < 8 < 1, the privacy loss of (P*,Q) is (C(A + 2h)In(2/8), B)-
approzimately (MPQQM Ve Qt)—Gaussian-concentmted.

We bound the cost of replacing the parameters (up: Ot Vi Qt) of the Gaussian random
variable by (upt gt, Vpt gt) using , and obtain the following bound on the error caused by the
discretization.

Corollary 6.4 (Error of the discretization). Assume the conditions of Theorem and that
Vpg > 0. Then for every 0 <d <1 and 0 < <1 with 38 <9,

£(8) < &(8) < (6 —38) +20(A + 1)1 WﬁHﬁ h28ﬁ <¢V1?Q

The term 2C(A + h)In(2/5) is the error of the two Gaussian concentrations: the comparison
uses the lower bound for the original composition and the upper bound for the discretized one,
and therefore both loss shifts enter. It depends neither on the variance nor on the number of steps.
The term th?/8 bounds the increase of the mean, which biases the privacy profile itself rather
than adding an error of the approximation, and the last term bounds the effect of the change of

the variance. The last term is O(h?/tIn(1/8)/Vpq) whenever Vp o < 1, which holds for A < 1,
since Vpg < AZ. This explains the finding in [DGKKM22] for bounded privacy losses.

For comparison, we note that the error of a mean-preserving discretization can be bounded
by coupling the original and the discretized privacy losses and applying Hoeffding’s inequality
[Hoe63], as in [GLW21, Lemma 5.3]. This argument also applies to CtD, since given L1, ..., L; the
corrections L; — L; are 1ndependent with means at most h%/8 and ranges of length at most h (see
the proof of Lemma . Thus the privacy loss of (P, Q") approximately stochastically dominates
that of (P, Q") with tail shift 8 and loss shift th?/8+h+/tIn(1/53)/2, which is of order h+/tIn(1/5)
when th? < 1. For t of order 1/Vp, the last term of Corollary is O(th?/In(1/3)), and
therefore our bound on the error caused by the discretization is quadratically better (ignoring
logarithmic factors).

+ 1) 21n(1/p).
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A Comparison with existing approaches

We compare existing analyses of the Gaussian mechanism at sampling rate A = 1/¢ (which is also
the regime of random allocation) by the noise scale they need and by how their leading term
relates to the central limit rate \/In(1/9)/(ov/t). Table [1| summarizes the comparison.

Rényi divergence. For the A-subsampled Gaussian mechanism, the moments accountant
[ACG+16] shows that the Rényi divergence of integer order ¢ < o?In(1/(\o)) is O(A\2q/0?). This
quadratic behavior fails for orders much larger than o?In(1/)). Indeed, by the exact binomial
expression [MTZ19|, the divergence is at least ¢/(202) — q% In(1/A) (the contribution of the term
in which the element is sampled in all ¢ draws; see also [Ste25, Section 6.6]). At the same time,
the conversion of a quadratic bound for ¢ steps to (,0)-DP at the central limit rate uses the order
q < o+/In(1/0)/t/A. The two constraints are compatible only if Ao ln(1/(A\o)) = /In(1/4)/t,
which at A = 1/t reads 0 2 \/tIn(1/0)/1In(t/In(1/6)) up to lower-order terms.

Amplification and advanced composition. A black-box analysis starts from the (g, do)-
DP guarantee of the Gaussian mechanism with g = 1/(202) + /2In(1/8y) /o, amplifies it by
subsampling to (In(14+A(e°®—1)), Adg)-DP and composes ¢ steps by advanced composition [DRV10].
At X\ = 1/t the t steps fail with total probability dg, which forces oy < §. The amplified ¢ is of
order £¢/t only when g9 = O(1), that is, when o 2 /In(1/0). Advanced composition then gives
e <In(1/6)/(oy/t). The condition on ¢ is mild, but the bound is a factor /In(1/d) above the

central limit rate.
Central limit theorems. Bu et al. [BDLS20, Section 3.1 and Theorem 6] show that when \v/t

converges to a positive constant, ¢ steps of the Poisson-subsampled Gaussian mechanism tend to
AMWtV-GDP, where V = ¢!/ 9% _ 1 is the x? divergence of the Gaussian pair. Through the Gaussian
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Method Scheme Sufficient noise scale Leading term

Quadratic Rényi bounds Poisson ¢ 2 VIn(1/8)/(a/t)
|[ACG+16; MTZ19) VtIn(1/8)/1n(t/In(1/4))
(€0, 00) amplification with Poisson ¢ 2 +/In(1/4) In(1/8)/(oV/*)
advanced composition
Reduction to Poisson allocation o 2 4/In(t/d) and the VIn(t/8)/(ov/t)
subsampling [F'S25] condition of the Poisson

analysis
This work (Claim [D.4 both aln(l + ﬁ) > VIn(1/8)/(o\/1)
and Corollary o+/Cin(1/3)

In(t/9)

Table 1: Noise scales at which each analysis gives its leading privacy term for the Gaussian
mechanism with Poisson subsampling at rate 1/t or with 1-out-of-¢ random allocation (lower-order
terms omitted). For polynomially small §, the condition of this work holds for every fixed o > 1
once t is sufficiently large.

tail bound this limit yields € ~ tA\*V /2 + \y/2tV In(1/6), the form of the bound of Theorem

It is a limit statement, however, and its hypotheses exclude A\ = 1/¢, for which A/t — 0.

For every finite ¢, there is a Berry—Esseen bound |[DRS22|. For batches of a fixed size An out
of n examples, the trade-off function of ¢ steps of the Gaussian mechanism is at least the GDP
trade-off function moved to the left and down by fpg and truncated at 0 [DRS22) Corollary 5.6],
where Bgg equals 0.56/v/¢ times a normalized third moment of the privacy loss of one step [DRS22,
Lemma 5.5]. At type I error 0 this lower bound is at most 1 — Spg, whereas the trade-off function
of (g,0)-DP equals 1 — § there. Therefore the guarantee yields (e, d)-DP only for § > fpg. For
A = 1/t and fixed o, the error Bgg is of order 1/v/t.

Edgeworth expansions [WGZSSW26; |ZDLS20] and the saddle-point accountant [AGACKS23,
Theorem 5.6] approximate the privacy profile more accurately. The first of these expansions
applies only to type I errors bounded away from 0 and 1 [ZDLS20, Section 3.2], while small values
of § depend on type I errors near 0. The finite-sample bound on the error of the second expansion
is additive and uniform in the argument of the distribution function, of order 1/+/¢ with constants
given by normalized moments of the privacy losses [WGZSSW26, Lemma 4.3|, and it improves
to order 1/t under a decay condition on the characteristic function and up to an unspecified
lower-order remainder [WGZSSW26|, Remark 4.4 and Corollary E.1]. As for the Berry—Esseen
bound, such an error gives (g,)-DP only for § above it, and we have not specialized these bounds
to A = 1/t. The saddle-point bounds are evaluated numerically, and the accompanying asymptotic
composition theorem lets ¢ depend on the number of steps [AGACKS23, Theorem 4.1], but it
assumes that the standard deviation of the total privacy loss is much larger than /In(1/6). In
the regime of the central limit rate ¢ < In(1/6) this assumption fails for the subsampled Gaussian
mechanism, whose total privacy loss has variance at most t\>V /(1 — \) by Lemmas and
and therefore standard deviation at most of order £/4/In(1/9).

B Comparison with other privacy notions

The definitions below apply to the output distributions P and @) on every pair of adjacent datasets,
in both directions. For ¢ > 1, we write Dy(P||Q) = q_% In (IE {e(q_l)LP*QD for the Rényi divergence
of order q.
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Zero-concentrated differential privacy. An algorithm is (&, p)-zCDP if Dy(P||Q) < & + pg
for every ¢ > 1, and it is p-zCDP if it is (0, p)-zCDP [BS16, Definition 1.1]. For a Gaussian privacy
loss NV (i1, V), equality holds for (&, p) = (u — V/2,V/2). Every /V-GDP algorithm is V/2-zCDP
[BS16, Lemmas 1.8 and 2.4]. Shifted GDP does not imply zCDP when 5 > 0, since the Rényi
divergences can be infinite. Subsampling does not amplify zCDP for the Gaussian mechanism
[Ste25, Section 6.6].

Truncated concentrated differential privacy. For p > 0 and ¢ > 1, an algorithm is (p, ¢)-
tCDP if Dy(P||Q) < pq for every ¢ € (1,q) [BDRS18, Definition 1]. For a Gaussian privacy
loss NV(u, V), this holds exactly when p > u. Bun et al. [BDRS18| Theorem 13] prove privacy
amplification by uniform subsampling without replacement for tCDP. We discuss the limitations
of Rényi bounds for Poisson subsampling in Appendix [A]

Concentrated differential privacy. An algorithm is (u, 7)-CDP if its privacy loss L := Lpg
has mean at most p and L — E[L] is 7-subgaussian [DR16, Definitions 2.5, 3.2 and 3.3]. For a

Gaussian privacy loss NV(u, V), both bounds hold with equality for (1, v/V). Subsampling does
not reduce 7 for the Gaussian mechanism [Ste25, Section 6.6], |[BS16, Lemma 4.2]. Unlike zCDP
and shifted GDP, CDP is not closed under post-processing [BS16, Proposition A.1].

C Proofs for Section [3

We use the notation of Section [3] We first bound the privacy profile of GDP, which we use for the
leading constants in Corollary We then prove Theorem from a Gaussian coupling of sums
of bounded independent random variables. Finally, we bound the cost of changing the parameters
of a Gaussian random variable, which we also use in later sections.

Lemma C.1 (Privacy profile of GDP). Let V > 0 and 6 € (0,1) be such that k := 21In(1/6) —
In(1/V) > 1. Then

eq(V,9) < %-ﬁ- VEV.

Proof. The pair Gy consists of the output distributions of the Gaussian mechanism with noise
variance 1/V on two adjacent datasets on which a sensitivity-1 query takes the values 1 and 0,
and this mechanism is V/2-zCDP [BS16, Proposition 1.6]. Therefore, by [BS16, Lemma 3.6] with
p =V/2, for every e > V/2,
e—(e=V/2)?/(2V)
() < .
W =T e=vr)v

For ¢ = V/2 + V&V the right-hand side equals e */2/(1 4+ /E/V) = §/(VV + VE) < 6, since
\/Ve*’“/Z:dandeI. O

We derive Lemma from the following bound on the moments of the error of a Gaussian
coupling.

Theorem C.2 ([Sak96, Corollary 4 and inequality (1.6)]). There is a universal constant Cy > 0

such that the following holds. Let Xi,...,X; be independent mean-zero random variables, let

S =Yt | X; with Vs := Var(S) > 0, and let p > 2. Then S can be coupled with a standard

normal random variable Gy so that
» t

-Gy } < (Cop)* Vs_(p+2)/QZE[|Xz’|p+2}-
i=1

gl
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Proof of Lemma[3.3. We may assume that Vg := Var(S) > 0, since otherwise S = 0 almost surely

and we can take G = 0. For every p > 2, let Gy be the standard normal random variable of
Theorem and let Cy be its constant. Since | X;[P™? < APX? and Y}, E[X?]| = Vs, the random

variable G = /Vg Gy ~ N (0, V) satisfies E[|S — G|F] < (CopA)P. We choose p := max{2, [u]}
for u == In(2/8) > 1, so that u < p < 2u. Then Markov’s inequality for |S — G|P gives, for
C = 2eCy,

B

Cop p _ _
- < ([ZP) <<=,
P(|S — G| > CAu) <Cu> e e 5

O

Proof of Theorem[3.3. We prove the claim with C':= 2Cy, where C is the constant of Lemma [3.2]
Let w ~ P! and L == {(w; P', Q") = X, l(wi; P, Q) (by @), and let L' ==, l(w;; P,Q)1{w; € F}
be the truncated privacy loss. By a union bound over the events w; ¢ F, we have that L' = L
except with probability at most 3/2.

The centered summands ¢(w;; P, Q)1{w; € E} — pp o of L' —t - i are independent and at
most A in absolute value almost surely. By Lemma with 3/2 in place of 3, we can couple
L' —t-ppgo with Go ~ N(0,t- V) so that |[L' —t - pp o — Go| < C1AlIn(4/p) except with
probability /2 (given w, we sample G from the conditional distribution of G given L’ in this
coupling). Thus G =t up o + Go ~ N (t- pp .t - Vp ) satisfies |[L' — G| < C1Aln(4/p) except
with probability 8/2. Slnce In(4/8) < 21n(2/5) for § < 1, we get that |[L — G| < CAln(2/p)
except with probability 5. As noted after Definition [2.7] this coupling gives the claim. O

Changing the parameters of a Gaussian random variable costs a loss shift: for p, g € R,
V,Vo > 0 and 0 < 3 < 1, random variables with distributions N'(uo, Vo) and N (i, V) each
(a, B)-approximately stochastically dominate the other for a given by below. Indeed, for
G ~ N(0,1) the random variables p + vV G and pg + +/Vo G are distributed as N (x, V) and
N (10, Vo). By the Gaussian tail bound, |G| < 1/21n(1/8) except with probability 3, and on this
event the two random variables differ by at most

i = ol + [VV = v/Voly/2In(1/5). (1)

As noted after Definition this coupling gives the claim.

D Proofs for Section 4]

In this appendix r is the likelihood ratio of (P, @), and 7y := 1 — A 4+ Ar is the likelihood ratio of
(Py, Q). We first prove the bounds on the moments of the privacy loss that we use in Section

Lemma D.1 (Moments of the privacy loss). Let P < Q with X%{Q < 00. Then

0<ppg<xbq and  E[Lig| < xho

In particular, V]’D,Q < x%;,Q for every set E.

Proof. By Jensen’s inequality,
pro = B nr(wiP.Q)) < n( E r(w:P.Q)))

—1n( B [rw: P.@)%] ) =In(1 + xbo) < xbo
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and similarly E[-Lpg] < ln( E [1/r(w'P Q)]> < 0. For the second moment we use that
sIn?(s) < (s —1)% for s > 0, Wthh for s = €2? is the inequality |a| < |sinha|. Thus

2 _ . 2 . . N2l .2
E[Lho] = E [r@:PQW(rw: P.Q)| < E [(rw:P.Q) = 1’| = xbo.
The bound on the variance follows since a variance is at most the second moment. O

Proof of Lemma[{.1. By the definition Py = (1 — \)Q + AP, for Q-almost every w we have

(1-1)Qw) + AP(w)
Q(w)

so ry(w) — 1 = A(r(w) — 1). The definition of the x? divergence now gives

thia= 2,1 17] =2 B 7] =i

ra(w) = =1-A+Ir(w),

For the reverse direction, ry(w) > 1 — A > 0, so @ and Py are mutually absolutely continuous
and the likelihood ratio of (Q, Py) is 1/r)(w). Changing the sampling distribution from Py to Q
introduces the factor ry(w), giving

2 1 ?
- E 1
( 1)
TA
(@) ~12] _ o [l ~12]
ra(w) w~Q ra(w)
Finally, using r)(w) > 1 — A and the nonnegativity of the numerator, we obtain

A2 9 A,
Yo < T3 E @) 1) = ke

\_/

0

Proof of Lemma[{.2 We have that {(w; Py, Q) = In(r\(w)) and {(w; Q, Py) = —In(r)(w)).
For the first bound, let a :== 1+ (¢! —1)/A > 1 and A := {r > a}. Then

Uw; Py, Q) >1 <= ry(w) >e <= r(w)>a < {(w;P,Q) > In(a),
and P> a@ > Q on A, so
P(Lp,g >1)=P\(A) =(1-NQ(A) + \P(A) < P(A) =P(Lpg > In(a)).

For the second bound, concavity of the logarithm gives In(ry) > (1—A)In(1)+ A 1n(r) = An(r),
that is, £(w; Q, Py) < M(w; Q, P). Hence, for w ~ @,

P(Lor, >1) = P (Uw;Q P)>1) < wgle(aw; Q.P)> %) =P(Lopr>1).

For the last claim, let |[r(w) — 1| < A. Then |ry(w) — 1] = A|r(w) — 1| < XA and ry(w) > 1= A,
and since In’(u) = 1/u < 1/(1 — A) for u > 1 — A, the mean value theorem gives

ra) = 1] _
1-X 1=

[0(w; Py, Q)| = |In(ry(w)) — In(1)| < < 2)0A.
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Proof of Theorem[].3. We bound H.-(P} || Q") and may assume that V' > 0, since otherwise
P = Q. The bound on H.-(Q" || P{) follows in the same way from the pair (Q, Py), the second
tail bound of Lemma [£:2] and the second assumption.

Let L := Lp, . By Lemmas [D.1 and E[L?] < X%DMQ = AV < W/t, and in the add

direction the second moment is at most XQQ:PA < W/t. For the mean, let x := A(r — 1), so that
E[L] = g[(l + z)In(1 + z)]. For every z > —1,

x? x?

(I4+z)ln(1+2) <z+ 20 + min{z,0]) and —In(l+z) <-z+ 2(1 + min{z,0})

. (12)

Indeed, for x > 0 both differences vanish at = = 0 and have the nonnegative derivatives z —In(1+z)
and 22/(1+4x). For —1 < 2 < 0 and u := 1+, the two differences are (3u? —4u-+1—2u?Inu)/(2u)
and (1 —u? + 2ulnu)/(2u); their numerators vanish at u = 1 and are nonincreasing on (0, 1], since
their derivatives 4(u —1 —ulnwu) and 2(1 — u + Inw) are nonpositive. Since z > —\ and Ig[x] =0,

gives that E[L] < Igl[mQ]/(Q(l — ) = W/(2t), and in the same way the mean ]g[— In(1+ )] in

the add direction is at most W/(2t). We truncate L at the balanced cutoff AA = /2tA2V /1n(2/6).
As (eM —1)/X > A, the first tail bound of Lemma and the first assumption give that

ML>MM§Mh@>mQ+A»§%.

The truncated privacy loss L' := L 1{L < AA} satisfies L’ < L and (L')? < L?, since AA > 0.
Thus E[L'] < W/(2t), E[(L))?] < W/t and |E[L']| < W/t < AV2V < AA, where we used that
A < 1/2 and that the last inequality is equivalent to the assumption that In(2/0) < ¢. In particular,
L' —E[L'] < 2)A.

Let L1, ..., L; be independent copies of L and L, := L,1{L; < AA}. By @, >-; Li is distributed
as L PLQb and by a union bound, L; = L/ for all ¢ except with probability 6/2. By Lemma W for
the centered L} with 2\A in place of A, V = W and §/2 in place of d, except with probability 4,

t t
N 2 _
ZLi_ZLiSE—F 2W1n(2/5)+§)\A1n(2/5)—5.

i=1 i=1
By the tail bound , this gives the claim. O

Proof of Corollary[{.J} Let C be the constant of Theorem and E = {w : [{(w; P,Q)| <
In(1 + A)}. On E the likelihood ratio r = ¢/“P%@) is between 1/(1 + A) and 1 + A, and
therefore |r — 1] < A. Since {(w;Q, P) = —{(w; P,Q), and since P < @ where ¢(w; P,Q) < 0
and @ < P where {(w; P,Q) > 0, both P(E€) and Q(E°) are at most P(Lpg > In(1+ A)) +
P(Lg,p > In(1+ A)) < 8/(2t). Therefore P\(E°) = (1 — N)Q(E) + AP(E°) < 8/(2t), and since
Ir—1| < A on E, Lemma[d.2] gives that [((w; Q, P\)| = |[¢(w; P, Q)| < 2)AA for every w € E. Thus
in both directions the truncated privacy loss of one step, which is zero outside F, and its mean
are at most 2AA in absolute value, and the truncated privacy loss deviates from its mean by at
most 4M\A. Therefore Theorem for the pairs (Py, Q) and (Q, Py), with the set F and 4\A
in place of A, gives the claimed concentration with p/ and V' the mean and the variance of the
truncated privacy loss, that is, of 3°t_; £(w;; Py, Q) 1{w; € E} for w ~ P{ in the remove direction
and of 3>0_; £(w;; Q, Py) 1{w; € E} for w ~ Q' in the add direction.

We now bound the means and the variances. By Lemmas and [£.1] the variance of the
truncated privacy loss of one step is at most X%)\,Q = A2V in the remove direction and at most
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ng, P, < A2V /(1 — )) in the add direction, so both variances are at most W. For the means, let
x = A(r —1) > =), so that the likelihood ratio of (Py, Q) is 1 + x, and recall from the proof
of Theorem . Since 1 4+ min{z,0} > 1 — A, the change of measure from Py to @ and give
that the means of the truncated privacy losses of one step satisfy

E[z?]
JE (0w Py, Q)1{w € B} < Elv 1{w € B} + h,
E[2%]

JE 6@ P)L{w € B < -Elr1{w € BY + 52—
Here I(%[xQ] = A2V, and Ig[a: I{we B} =NP(E)—Q(E)) = MQ(E®)— P(E°)) is at most A\3/(2t)

in absolute value. Summing over the ¢ steps, both means are at most W/2 4+ A3/2. If Lp g and
L, p have the same distribution, then P(E°) = Q(E*), since Lg p is distributed as —¢(w; P, Q)
for w ~ @, and therefore both means are at most W/2.

For the shifted GDP bound, fix one of the two directions and let ' and V’ be as above. By
Lemma the hockey-stick divergence H e of the pair in this direction is at most gy (e — (' —
V'/2) —4CAAIn(2/8)) + B for every € € R. Since V' > 0 and ¢/ < W/2+ A\3/2, and as gy (¢) is
nonincreasing in € and nondecreasing in V' with V/ < W, this is at most gw (e —a) + 5. If Lpg
and Lg p have the same distribution, then p/ < W/2, and the same argument gives this bound
without the term A\3/2 of a. If (P}, Q") dominates an algorithm, then it dominates the pairs of
output distributions of the algorithm in the remove direction, and (Q*, P{) dominates those in the
add direction, since reversing both pairs preserves domination (Lemma . Hence the algorithm
is (c, B)-shifted v/W-GDP. O

D.1 The subsampled Gaussian mechanism

In the rest of this appendix (P, Q) is the Gaussian pair (V(1,02), N(0,62)) and V = e!/7" — 1.
Claim D.2 (The Gaussian pair). Let ¢ > 0 and let (P, Q) be the Gaussian pair. Then Lpg and
Lo.p are both distributed as N'(1/(202),1/0?), and thus for every { € R,

]P’(LP’Q > /() = P(LQJD > /() = @(Jf — ;) (13)

o
Moreover, X%{Q = el/o?® _ 1, and if o > 1, then 1/0% < XQP,Q <(e—1)/o>.

Proof. The privacy loss £(w; P, Q) = (2w — 1)/(20?) is distributed as N'(1/(202),1/0?) for w ~ P
and as N(—1/(20?),1/0?) for w ~ @, and Lo p is —f(w; P,Q) for w ~ Q. Completing the
square gives that EQ [r(w;P, Q)ﬂ = 61/02, that is, X%Q = ¢!/" _ 1. For o > 1 we have that

1+1/0% < el <1+ (e —1)/0? by the convexity of the exponential function and 1/0%2 < 1. O

We prove that holds in the two cases stated after Corollary for every value of its
constant, since we also use them for random allocation (Section [5).

Lemma D.3 (Sufficient conditions for (8)). Let C > 0. For every o >1,t>2 and 0 <0 < 1/2,
the inequality (@ holds in each of the following two cases:

1. n€(0,1/2), t > t,, In(1/8) < Y27 and o > C,ymax{1,/In(1/5)/In(t)}, where Cy, and t,
depend only on n and C;

2. t > max{t,,exp(3v2C\/In(1/0)/o)}, where t, depends only on o and C.
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Proof. Let H = In(t/d). We write as F(o) > CVH, where F(s) == sIn(1 + a/s) and
a = +/t/(CIn(1/9)). The function F is increasing, since F'(s) = In(1+b) —b/(1+b) > 0 for
b=a/s. We take t,,t, > 3, so that In(t) > 1.

In the first case let C;, = 4C/n. As F' is increasing, it suffices to verify the condition at
0. = Cymax{1,/In(1/5)/In(t)}. Since In(t) > 1, n < 1/2 and In(1/§) < t}/27" we have that
VIn(1/8) 0. < Cymax{\/In(1/5),In(1/8)} < C,t*/?>7", that is, a/o. > t"/(C,v/C). Therefore
In(1+4a/o.) > 3 1n(t) for all ¢ larger than a threshold that depends only on  and C, and for such

t,
Fo.) > ngnmax{ln(t), 1/1n(1/5)} > c(m(t) + 1/m(1/5)) > 0\/n(t) + In(1/8) = CVAH.

In the second case let ¢ := 1/(18C?). The assumption ¢ > exp(3v/2C/In(1/§)/c), that is,
In(1/8) < co?In?(t), gives that a/o > v/t/(¢*v/Cc In(t)). Thus for all ¢ larger than a threshold
that depends only on o and C we have that F(o) > §In(t) and In(t) < co® In%(t), and therefore

CVH < Cy/In(t) + co? () < Cov/2e In(t) = %m(t) < F(o).

Proof of Corollary[J-3, Let w = v/2In(2t/B), so that In(1 + A) = 1/(20%) + w/o. By (13),

. —w?/2
P(Lrg > In(1 + A) = P(Lqp > In(1 + A)) = B(w) < ©— = 4%.

Thus Corollary applies with V = e!/ of _ 1, and since Lp g and Lg p have the same distribution
(Claim , it applies without the term A3/2 of a. Since the Gaussian pair dominates the
Gaussian mechanism (Claim , the pair (P}, Q") dominates the t-step adaptive composition
of the A-subsampled Gaussian mechanism by Lemma which gives the claim. The proof of
Corollary gives the same bound on the hockey-stick divergences of the pairs (P}, Q") and

(Q*, P}). O

We now state formally the bound for every sampling rate that is stated informally before

Corollary [4.6]

Claim D.4 (Closed-form bound for the subsampled Gaussian mechanism). There is a universal
constant C' > 0 such that the following holds. Let c > 1,t>2, A€ (0,1/2) and 0 < § < 1/2. If
@ holds, then the t-step adaptive composition of the A-subsampled Gaussian mechanism @) 18

(e,9)-DP for
2 /
£ = C’(tA _|_ Atl;-l(l/5)> .

o2

Proof. Let C' be the constant of Corollary By Corollary with 8 = §/2, the t-step adaptive
composition of the A\-subsampled Gaussian mechanism is («, §/2)-shifted vW-GDP for

2%

W_l—)\

and a=4C1 A ln(?) + %,

where In(1 + A) = 515 + 7@;@“/5). Since o > 0, gives that it is (eq(W,0/2) + «, 6)-DP.
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Let H := In(t/J), so that H > ln( ) for t > 2 and 0 < 1/2, and let C' > max{5/2, 2(e —
,/8(e —1)+8C1}. AsIn(4t/8) =1n(4) + H < 2H and 1/(20%) < VH/(20) for o > 1, we have
that ln( A) < 5VH/o < CvVH/o. Therefore (8) gives that

Vit
As o/CIn(1/68)

As In(4/6) < 3In(1/9) for 6 < 1/2 and C > 5/2, the first term of « satisfies

401)\A1n<4> _ 1200 AVIW(I/5) _ 8CMII(1/5)
) VC o o

By Claim and A < 1/2, we have that W < 2(e — 1)tA?/o?, and since eq(W,§/2) < W/2 +
V2W In(2/6) and In(2/9) < 21In(1/6),

ea(W.6/2) + a < W + \/2W In(2/6) + 8CMW
= W + (\/MJrsol)A“;(l/(s)’

which is at most € by the choice of C. O

Proof of Corollary[{.6 Let Cy be the constant of Corollary . By Corollary with A =1/t
and B = §/2, the composition M is («, d/2)-shifted vVW-GDP for

Vv 4C1 A (4) W
In 5

W= — and a= —
t—1 2

M- By H em(8) <eg(W,6/2) + «

where In(1 4+ A) = 202 +

The shift. Note that W < 2V /t and In(4/6) = O(In?(t)). If § = t=%, then In(1+A) = O(\/In(t)),

so A = t°M) and o < t~1+°() = o(,/In()/t). In the second regime, by the assumption on the

lim sup there is a fixed ’y > 0 such that 8In(1/0) < (oln(t )/(1 7))? for all sufficiently large t.
(

Then /21In(1/0) < oln(t)/(2(1 ++)) and In(¢) = o(In(1/6)), s

In(1+A) <1+ 0(1))2(1;1:%)7) = a<t —+ 3y +o() = o(1/V1).

The Gaussian term. Let k= 2In(2/d) — In(1/W) be the quantity of Lemma for W and
0/2. As W = (14 0(1))V /t,

(140(1))(20 —1)In(t) §=1t9,

k=2In(1/0) —In(t) + O(1) = {(1 +0(1)) 21n(1/6) second regime.

In both regimes k& — oo and W — 0, so W/2 = o(vVkW) and Lemma gives eq(W,§/2) <

(1+0(1))VEkW = (1+0(1))\/kV /t, which equals the claimed bound in each regime. In the second

regime it is at least of order y/In(¢)/t, so in both regimes « is of lower order, which completes the
proof. O
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E Proofs for Section [5
In this appendix r is the likelihood ratio of (P, Q).

Proof of Lemma[5.1]. As noted before Lemma , r(wlzt; P, Qt) = %Z§:1 r(wj). This average
is invariant under permutations of the coordinates, and a sample from P; is a sample from

P x Q'! with its first coordinate moved to a uniformly random position. Therefore, for mutually

independent wy ~ P and wy, ...,w; ~ @, the random variables 1/ R p, and R P,.Qt are distributed
as
1< 1 !
- r(w;) and = r(wo) + Z r(wi) |, (14)
ti L i=2

respectively. Let X; = r(w;) — 1 for i € [t], so that E[X;] = 0 and E[X?] = V. Since P has density
r with respect to @, we have that E[F(r(wg))] = E[r(w1)F(r(w1))] for every nonnegative function
F. In particular, E[r(wo)] = E[(1 + X1)?] =1+ V and

Var(r(wo)) = E|[(1+ X1)*| = (1 4+ V)2 =V + E[X}| - V2.

The claims follow from by the linearity of the expectation and of the variance of independent
random variables. O

Proof of Theorem[5.3 Let C; be the constant of Lemma let V := V/t and u = In(4/p),
and let ¢ := 1/(100(1 + C1)). We take C' > 4, so that u < In(C/f) and the assumption gives
(A/t)u < c¢. We can assume that V > 0 (otherwise P = Q and both privacy losses are 0). Since
r<1l+A and IQE[T] =1, we have that V = IQE[rQ] —1 < A, and therefore V< A/t. As u > 1, also

V<Vu<(A/t)u<cand A/t <ec.

Let wg ~ P and wy,...,w; ~ @ be mutually independent, and let X; = r(w;) — 1 for ¢ € [¢],
so that E[X;] = 0, E[X?] = V and |X;| < A. The privacy losses are Lgip = —In(1/Rg: p,) and
Lp, ot =In(Rp, o), and since the claim depends only on their distributions, by in the proof
of Lemma [5.1] we can take

1 1 :
1/Rge p, =1+ n ZXi and Rp, ot = " (T(wg) + Z;“(u}ﬁ)
i=1 i=
By Lemmaua7 E{Rﬁt,Qt] =1+ V, and the variance V* of Rp, o satisfies [V* — V| = [E[X?] —
V2|/t? < 2(A/t)V, where we used that |[E[X7]| < AV and V2 < AV. Therefore V* < 3V and
WVV* =V < VF = VI/VV <2(A/)VV.

The centered terms X;/t of 1/R: p, are bounded by A/t in absolute value, and the centered
terms of Rp, o are bounded by 2A/t, since |r(wp) — 1| < A almost surely (as P < @) and V <A.

By Lemmawith 2A/t in place of A and /2 in place of 3, and since IP’(|G\ > \/2u) <e "< (/2

for G ~ N(0,1), in each direction there is a standard normal random variable G such that, except
with probability 3, we have that |G| < v/2u and

1/Rge p, =1+0b for b=VV G+, respectively Rp, oo =1+b for b=V +VV*G+(,

where || < 2C1(A/t)u. By the choice of ¢, on this event |(| <1 and |b] <V +vV6Vu+|(] <1/2.
Thus In(1 +b) = b — b?/2 + 1 with || < [b|> < b2, and we get that

v v
Loip — (2—\/?0) -+ —y,

2

33



Lpt,ot—(‘Q/JrﬁG)=C+V;b2+(\/ﬁ—ﬁ)(}+w.

In both directions b* < 3(V? + 3VG? + (%) < 21Vu + 3[¢|, where we used that V* < 3V,

V2 <V < Vu and ¢% < [¢]. Further, |VV* = VV||G| < 2(A/t)v/2Vu < 3A/t. Therefore both
differences are at most

Vo4 3A 11 3A A, L C0A
+ L2y 8o S 1C1+ 32V + == < (1101 +35) —u < == 1In(C/B),

1+ t

where the last inequality holds for C' > 11C; + 35, since u < In(C/f3). Finally, V/2 4+ VV G is
distributed as N (V/2,V), and therefore, except with probability 3, each of the two privacy losses
is within (CA/t)In(C/B) of a N(V/2,V) random variable. As noted after Definition this
coupling gives the claim. O

We now prove the claim for unbounded likelihood ratios stated before Corollary [5.3]

Lemma E.1 (Conditioning for random allocation). Let ¢ and C' be the constants of Theorem
lett € Ny A >0and 0 < g <1 with (A/t)In(2C/B) < ¢, and let E be an event such that
P(E)=Q(E)>1-p/(2t) and |r(w; P,Q) — 1| < A for every w € E. Then the privacy losses
of (P, Q") and of (Q',P;) are ((CA/t)In(2C/B), B)- approxzmately (Ve /(2t), Vi /t)-Gaussian-
concentrated, where Pp = P(- | E), Qg = Q(- | E) and Vg = XPE7QE

Proof. Let P, g = % Z;Zl Qi:l x Pg x QfE—J be the distribution P, with (Pg, Qg) in place of (P, Q).
Since P = P(E) Pp and Q = P(E) Qg on E, the restrictions of P; and Q! to E are P(E)! P, g
and P(E)' Q%, and the complement of E* has probability 1 — P(E)! < ¢(1 — P(E)) < /2 under
both dlstrlbu‘mons Thus on E! the privacy loss of (P, Q') is equal to that of (P g,Q%), and
given E' a sample from P; is a sample from P, e- Therefore we can couple the two privacy
losses so that they are equal except with probability at most /2, and the same holds for the
privacy losses of (Q', P;) and (Q%, P, ). By Theorem [5 . 2| for (Pg,QE), whose likelihood ratio
is equal to r on E, and /2 in place of 3, the privacy losses of (Pig, Q%) and (QY, P.p) are
((CA/t)In(2C/B), B/2)-approximately (Vg/(2t), Vi /t)-Gaussian-concentrated. By the coupling
and the transitivity noted after Definition the same holds for the privacy losses of (P, @Qt)
and (Q', P;) with 3 in place of 3/2, as claimed. O

Proof of Corollary[5.3 Let E == {w : [{(w; P,Q)| < In(14 A)} for A of (7)), and let ¢; and C; > 1
be the constants of Theorem Let w = 1/2In(2t/f), so that In(1 + A) = 1/(20?) +w/o. The
privacy loss {(w; P,Q) is 1/(202) + Z/o for w ~ P and —1/(202) + Z/o for w ~ Q, where Z is
a standard normal random variable. Thus E is the event {—w — 1/0 < Z < w} under P and

the event {—w < Z < w + 1/0} under @, and therefore P(E°) = Q(E¢) = ®
e~*/2 = 8/(2t). As in the proof of Corollary |r—1| < A on E. Thus, by Lemmas 8 and -

for ¢ = ¢; and every C' > 2C) the pairs (P, Q) and (QY, P;) are («, 3)-shifted \/Vi/t-GDP. Since
the likelihood ratio of (Pg, Q) is equal to r on E, we have that

3 WIEQ[(T(W;P, Q) - 1)21{w € E}] v
Q(E) ~1-p/(2t)

Vg =
and thus Vg/t < V/(t —3/2) < V/(t —1). As gy(e) is nondecreasing in V, the two pairs are
(v, B)-shifted /V /(t — 1)-GDP. By Claim and [FS25, Theorem 3.1], which holds for every
e € R, random allocation of the Gaussian mechanism is (e, 9\7/(1:—1)(5 —a)+ 5)-DP for every € € R.

That is, it is («, 8)-shifted \/V /(t — 1)-GDP, which gives the claim. O
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Proof of Corollary[5.]). Let ¢; and C; > 1 be the constants of Theorem let B:=46/2, H =
In(t/8) > In(4) and K = 1 + logy(4C}), and let C' > max{3, 2Cy, \/K/c1, \/8(e — 1) + 2C1 K }.
As In(1+y) <y, (8) implies that \/#/(C'In(1/8)) > CVH, that is, t > C3H In(1/5). Further, as
in the proof of Claim (here In(2t/8) = In(4t/d) and C' > 5/2), condition (8) gives that

oVt
= o/Cn(1/6)

For § < 1/2 we have that In(2C1/3) = In(4C}) + In(1/8) < K In(1/§), and since In(1/8) < t/C?

and o > 1,
%ln(ch/,B) < KiVln(l/é) < K

<cj.

o/Ct T C? 7
Therefore, by Corollary [5.3] which holds with the constants ¢; and 2C by its proof, 1-out-of-t
random allocation of the Gaussian mechanism is (ay,d/2)-shifted {/V /(t — 1)-GDP, where

a1 = 201% 111(201/6) < 201[(0;1(1/5) .

By (), it is (eq(V/(t —1),8/2) + a1,6)-DP. Finally, V/(t — 1) < 2V /t < 2(e — 1)/(c>t) by
Claim Since gy is nondecreasing in V' and eg(V,0) < V/2 + {/2V In(1/)), we have that
ea(V/(t—1),8/2) <ea(2(e —1)/(c%),5/2) < (e —1)/(c?t) + \/4(e — 1) In(2/d) /(c2t), and since

In(2/6) < 21n(1/9), 5

t—1'2 o2t oVt '
Thus eq(V /(t —1),6/2) + oq < € by the choice of C, which gives the claim. O

Proof of Corollary[5.3. Let 8 := §/2. The proof of Corollary uses only that the parameter of
the shifted GDP guarantee is (1 + o(1)) V/t and that the shift is o(,/In(t)/¢) in the first regime
and o(1/+/1) in the second. The proof of Corollary |5.3| shows that the pairs (P, Q") and (Q?, P;)
are shifted GDP with the parameter V/(t — 1), and both the condition of Corollary and the
shift are given by (A/t)In(2C/d), so we also need that this condition holds for all sufficiently
large t. By the proof of Corollary A = t°1) and In(2C/6) = O(In(t)) in the first regime,
and A < t1/C0+))+e() for the 4 of that proof and In(2C/§) = O(In?(t)) in the second. Thus
(A/t)In(2C/6) is t—+°(M) and at most ¢t~ +1/CU+M)+o() “respectively, which gives the order of
the shift and shows that the condition holds for all sufficiently large ¢. O

F Proofs for Section

In this appendix, (P,Q), L, A, L and (P, Q) are as in Definition If L ¢ A, we denote by
< €+~ the two knots adjacent to L. The privacy losses of (P, Q) and (P, Q) are distributed as
L and L, and therefore, by Definition for every k > 0,

Ho(P | Q) =E[1-re "] and  Hy(P|Q)=E[1-re "]

Claim F.1 (CtD discretization of randomized response). Let 0 < €9 < h, let (P, Q) be randomized
response over {0,1} with P(1) = Q(0) = €% /(1 + ¢%), and let (P, Q) be its CtD pair on the grid
hZ. Then P and Q are (g9,0)-close, but for every 0 < ¢ < tanh(g¢/2) and € > 0, the distributions
P and Q are (¢,0)-close exactly when & > h+1n(1—6/P(h)), where P(h) = tanh(eg/2)/(1 —e™").
This threshold tends to h as § — 0.
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]fmof. The privacy loss of (P, Q) is £eo, and @ splits the mass at +&¢g between +h and 0, with
P(h) = tanh(g0/2)/(1 —e™") and P(—h) = e~"P(h). Both pairs are symmetric (Q(w) = P(1 —w)

and Q(¢) = P(—Y)), and for every ¢ > 0 their privacy profiles in both directions are

[e®0 — €]+

He (P Q)=

and H.- (P H Q) =P(h)[1—eh],.

The first is zero for € > g9. Since 0 < tanh(ep/2) = P(h)(1 —e~"), the second is at most & exactly
when e~ > 1 — §/P(h). O

Proof of Lemma[6.4 We bound the correction ¢ := L — L, which is 0 when L € A. Let L = £ ¢ A,
ho = £+ — ¢~ <hand p:=P(L =" | L=1(). Given L =, the correction is £~ — £ € (~ho,0)
with probability 1—p and £~ — ¢+ ho otherwise, and thus |¢] < ho < h. By , Ele¢|L=1t] =1,
which means that £~ — ¢ = In(1 — p + pe~"). Therefore, given L = ¢, the correction is

¢=In(l —p+pe )+ hyl{L ="}, (15)

~ElCIE= _

where the indicator has mean p given L = ¢. Thus E[( |L=1¢ > 0, since e

E{e*C | L= 4 = 1 by Jensen’s inequality. At the same time, by Hoeffding’s lemma [Hoe63]
for a random variable in an interval of length hg,

0=1n(E[e|L=1¢)) S—E[C\L:E]Jrf;%,

and thus E[¢ | L = ¢] < h3/8 < h?/8. Taking expectations, we get the bounds on Lpo— BPQ =
E[¢].

To bound Var(¢) we let ¢, = In(cosh(h/2)) and show that E[(( —¢;)? | L] < h%/4 almost
surely, which suffices since Var(¢) < E[(¢ — ¢;)?]. When L € A, the left-hand side is ¢ < h%/4,
as 0 < In(cosh(h/2)) < h/2. When L = ¢ ¢ A, by the conditional variance of ( is
h2p(1 — p) and its conditional mean is mp, (p) = hop + In(1 — p + pe~"0). The function my, is
concave on [0, 1], with mp,(0) = mp, (1) = 0, mp,(1/2) = cp, = In(cosh(ho/2)) € [0, ho/2] and
mj,, (1/2) = ho — 2tanh(hg/2) € [0, hg]. By concavity, the chord of my, between p and 1/2 has
slope between mj, (1/2) and the slope +2¢cp, of the chord from 1/2 to the endpoint of [0,1] on the
side of p. Both slopes lie in [—hg, ko, and thus |mp,(p) — cp,| < holp — 1/2|. Therefore

2 h2
B[(¢ ~ n)* | L= €] = Wip(1 = p) + (miy ) — cno)’ < Wip(L = p) + 1 (= 5 ) = 2

Now c¢p, > cp, and mp,(p) > 0, and therefore
h2

h2
E[(¢ = en)* | L =] =E[(¢ = n)” | L = €] = 2(ch — eno) mng(p) + 5 ¢k, < 246 —cf, <

4

where the last inequality uses that

h h2—h2
%ds:io.

h
e C%O = /ho In(cosh(s/2)) tanh(s/2) ds < / 1

ho
For the covariance, let ¢ := E[ | L]. As ¢ is bounded and Vpg < oo, we have that
Cov(L,¢) = E[(L — ppg) (] = E|(L - ppg) (| = Cov(L,{).
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We showed that ¢ € [0, h?/8], and therefore Var(¢) < (h%/16)? by Popoviciu’s inequality. By the
Cauchy—Schwarz inequality, | Cov(L, ¢)| < (h?/16)/Vpg, and the bounds on Vp .o — Vpg follow

from Vj 5 = Var(L) = Vpq + Var(¢) + 2 Cov(L, () and 0 < Var(¢) < h?/4. O

Proof of Theorem[6.3. By (10) and the conditional Jensen inequality for the convex function
[1 — k-]y, we have that E|[1 — ke ], | L} > [1 — ke F],. Taking expectations, we get that
(P, Q) dominates (P, Q), and the domination of the products follows by applying the mappings of
Lemma [2.3] coordinatewise. Multiplying the bounds of Lemma [6.2] by ¢, we obtain the bounds on
lu’Pt,Qt t/’LPQ and VPt Qt = tV" ~

The pair (P,Q) is mutually absolutely continuous, and its privacy loss is distributed as
L = L+ (L~ L). By the proof of Lemmau |L— L| < h. Thus the correction L — L deviates from
its mean by at most 2k, and therefore |L — ppal < |L—ppgl+2h < A+ 2h. Thus Theorem

with £ the whole space and A + 2h in place of A gives the Gaussian concentration of the privacy
loss of (Pt Q). O

Proof of Corollary[6.]} The first inequality follows from the domination of Theorem [6.3 We
denote the privacy losses of the original and of the discretized composition by L and L, their
means by p and fi and their variances by V' =t - Vpg and V. Let G ~ N(u, V) and G ~
N (ji, V). By Theorem with E the whole space and by Theorem G 2(cam(2/p),3) L and

L 2(cat2myn@/s),p G- By , qj(al,ﬁ) G for ap = f—pt V'V - VV]\/2In(1/8). By
Theorem 0<ji—p<th?/8. IfV >V, then VV —V < (V = V)/(2VV) < th%/(8/V) +
h2VE/16 = h2VE/(8\/Vrq) 4+ h2V1/16, and otherwise VV — VV < (V = V)/VV < h2V1/8.

Chaining the three relations and applying the bound on the hockey-stick divergence [FS26)
Claim 4.2], we get that for every ¢ € R,

H (L) < Ho—a(L) + 38,

where

o = 2C(A + h)In(2/8) + t2 th( !

——+1+/2In(1/5).
5 (g 1) o
At € = (6 — 3/) + « the right-hand side is at most §, and therefore £(6) < e(d — 35) + a. O

G Subexponential tails

In this appendix we show that if the deviations of the privacy losses from their means have
exponentially decaying tails, then we can replace the mean pq and the variance VP of the
truncated privacy loss in Theorem [3 - 3.3| by the mean pp g and the variance Vp g of the privacy loss
itself, which do not depend on the truncation set E. We use the notation of Section [3|

Theorem G.1 (Gaussian concentration under subexponential tails). There is a universal constant
C > 0 such that the following holds. Let A >0, 0< <1 and 0 < py < 3/(4t), and assume that
Lpq has a finite mean and that for every £ > A,

P(|Lpg — ppql > £) < Boe' /2.

Then Lpt gt is (CAIn(2/f), B)-approzimately (pupt g, Vpr ot )-Gaussian-concentrated.

If fp = 0, then the hypothesis says that |Lpg — ppg| < A almost surely, and the conclusion
also follows from Theorem [3.3] with E the whole space. By Lemma [2.8] we also get that
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H.(P'|| Q") < GV i (€ — @) + B for every €, where a = pupt gt — Vpr gt/2 + CAIn(2/p).
Compared with Theorem [3.3] the theorem assumes a tail bound at every scale beyond A rather
than at a single cutoff. Such bounds hold for subexponential privacy losses. Specifically, if the
random variable el“P.@=#P.Ql/A hag expectation at most 2, then by Markov’s inequality the tail
assumption holds with Aln(8t/3) in place of A and with By := §/(4t). The cutoff grows only
logarithmically in t//.

Proof. Let C be the constant of Lemma We prove the claim with C' = %Cl + 3. Let
Ly,...,L; be independent copies of Lp, let = ppg, and let L} .= p+ (L; — p)1{|L; — p| < A}
be the privacy losses truncated at their mean, that is, set to u where they deviate from it by
more than A. (The truncation at zero of Theorem would add |u| to the deviations of the
truncated privacy losses from their mean.) By the tail assumption with £ = A and a union bound,
> L =", Li except with probability at most t8y < 3/4.

Since L; — L} = (L; — p)1{|L; — u| > A}, by integrating the tail assumption we get that

E(L — L] = AB(L > &)+ [ P(Li — ] > )dt < 250
A
E[(Li — L{?] = A2P(Li — | > &) +/ 2P(|L; — p| > £) de < 5HyAZ.
A

In particular, since E[L;] = u, the mean of L, is within 25pA of u, and as |L,—u| < A, the truncated
privacy loss L deviates from its mean by at most (1 + 25p)A < %A. By Lemma with %A in
place of A and /4 in place of 8, we can couple }; L} with G’ ~ N(E[Y; L}], Var(>_, L)) so that

|3 L —G'| < 3C1AIn(8/) except with probability 3/4 (as in the proof of Theorem we shift
the coupling of the centered sum by its mean). Thus |Y; L; — G'| < ay = 3C1A ln(S/ﬂ) except
with probability /2, and as noted after Deﬁnitlon 7 Lpt gt =(a1,8/2) G’ and G’ =(a1,8/2) Lpt qt-

Further, |upt ot — E[X2; Li]| < 2t80A < BA/2. By the triangle inequality for the standard

deviation and the independence of the differences L; — L., we also get that

t t t 1/2
VA \lVar<Z L;) < J\@(Z(Li — L;)) < (ZE[(LZ- - L;y]) < Ay/53/4.

i=1
Let G ~ N(uptgt, Vpe gt). By with 3/2 in place of 8, we have that G =4, 5/2) G and

G =(az2,8/2) G’ for
0 = 02 1 8y /28n(2/8) < 3AIn(2/9).

where we used that 3 < 2In(2/3) and 38 < 4In(2/p) for B < 1. Chaining these relations with
those for Lpt ¢ (the loss shifts and the tail shifts add up, as noted after Definition , we get
that Lpt gt X(a1+a0,8) G and G =4, 4a,,8) Lpt gt~ This gives the claim, since In(8/8) < 31n(2/3)
and therefore iy + ap < (3071 + 3)AIn(2/8) = CAIn(2/B). O
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